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o] - A1 = A -8 Cisco ISE(Identity Services) 1.3 373 ol A pxGrid& -5 3} Cisco Q1A Y o], It EY, 312 &
oz gt B B E 9= A8 AHE ISES} pxGridoll thaf] 2 &ar glojof gt

o] FA A= ISE == B pxGrid O] AE R 9 F- CA A ™ ASA WX E THA 22 thE Yt

LA A% ISE ID Q154 2 pxGrid B2 15A & HI 580, 15 vl A] a1 & 21 87| AFRE2 Deploying
Certificates with Cisco pxGrid ‘=~ A 2] 20l Z}A| 3] A & o] Q)5 T},

e CA(Certificate Authority, Q15 7] ¥) A1 ™ pxGrid ISE == 2 CA A ™ pxGrid o] A E
e CA A pxGrid E2}o]AE 2 2}A] A9 ISE pxGrid =& Q154
e ISE pxGrid =& % pxGrid Eeto| AEZ} 234 A A A1EA

H2E g4 oll A pxGridE 74 e 47 tha ARE FEstd A L.

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and Test Integration with Cisco pxGrid.pdf

o] F-A= E-AFE ISE 7 ol A 9] 9] 5 ISE pxGrid == 3] Z1¢ o] A & pxGrid ) E] B.-2 el n}o]

A9 1 o] Aol ti3l] thEUT) o] 2] 719 18 o] A Bl AEE 9] pxGrid F o] A E = 0SX 10.8.5 2
pxGrid Java SDK-8 Oracle Java Development Kit(jdk-8u-20-macros-x64.dmg)E 2! 8§ 5 <1 MacBook Pro%} Y t}.
71E} 2 9] LinuxE 2 8 <1 -9 http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and_Test_Integration_with_Cisco_pxGrid.pdf & FZ 34 A L.

rr

S5k o] Ao 4= POC MY ES M AHEE A AH 154 % EE Q) FA 2 pxGrid ISE =8 T4 3}
Wbl oel A chekel Al A B Th Teluh Al 6 el B4 e AL,

Microsoft Enterprise 2008 CA R2 Enterprise Server”} CA(Certificate Authority)ol] AF-8% %121 pxGrid
ZeFo]AE AFA, pxGrid == Q154 R ISE =& AS5A 5 Ay E A H5 U
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AFH

pxGridol| & 7]#-24 0. 2 3714 A4 QA7 o o] = 7+t AA| A} pxGrid S 2Fo] o E 18] 31 pxGrid
Z1E &2 2l Cisco ISE(Identity Services Engine) pxGrid == % Y t}.

/BN

o K &9 pxGrid Al A A}, pxGrid & 2Fo] 91 E = Cisco ISE(Identity Services Engine) W 4l 1.3
TEAUTHISER S5 ¥ B2 [SEE o] 23 AR = 7] 59 FA 3 AA A YT

e pxGrid 2 2}°] A E & Cisco Security & 3%, pxGrid o] ZA| 28] SFE U = AIAE AR E 538
pxGrid SDKZ 4 8 %91 Linuxt} MAC T AE oA ]9 7He g},

=

e pxGrid 71 E& ¥ — Cisco ISE(Identity Services Engine) pxGrid ==& 80| A E 55/%42] 2
FE/qB g YA TRAALE Ao}

ISEE th& 3 22 B 53 AA G
e SessionDirectory - R15% 802.1X A4 9] Al &4
e EndpointProtectionService - ANC(Adaptive Network Control) 2 2|/ 2] 3| Al ¢+3} 2+
e TrustsecMetadataCapability - SGT(Security Group Tag) 7 .
¢ EndpointProfileMetadata - ISE R I =
e IdentityGroup - 13& % T2} ¥ FH
pxGrid EgtolAE &= o] 8] 55 53l ISE A A RS 75U

ISEE R E =t § % o] 2 AU [F PAN(Policy Admin node, A # #2] ==, 5 MnT(Monitoring, 1] E] &)
X=X, PSN(Policy Service Node, 4 & A H] 2~ :=5)]7} Q&= FA4HE Ao 58 Ytk pxGrid == 718
HEALUEE 551, CA AT 7oA AREAF X € pxGrid Bl &5 o] 2T} o] &4 4= ISE
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Microsoft Enterprise CA 2008 R2 Server= A 4 ¥ CA A H J Ut} L2, pxGrid-& AF&AF A A H &3
ol A E o} A1 959 B EKU(Enhanced KeyUsage)”} -9+ Yt} EKUE 15419 825

“d 2151, o] = ISO 4 €] OID(Object Identifier)ell o] 3l A o] g U th. o] AR-& Abell o] 45 sl
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Windows 2008 R2 Enterprise CA Serveri= CA 1 57| # S 2 A8 AHFUHTEH CA FE A5A = ZFISE &9
A G A A 2H AFA AGAEE 7P U E CSR =5 872 pxGrid = =5 A €] $HISE =9
o ) An |1E3 3wl At AEE IS A E AR S CAll o @l Al g YT

pxGrid === SEFo]AE S A Q15 A] 5 EKUZF 23Hd otEd |1 Z318 AHE

&1: pxGrid 2 E&

&2 Windows 2003 &4 2 AZ0t= AFZA &
218t EKUDL Z& & U

MEBR BB 2H=0l 8 + ASLICH

pXGrid 481 &kl 5ol ¥ prGrid 18] S B/t ekol o) 7] g 2k S PANGEE 2 L
MnT(R U B ) 22 0] A28 Q124 4420 HALsoF gk,

E): HEIS-AEBHI0| pxGrid A2 A2, H HM pxGrid = =(F pxGrid =5)2| IH22/Z 20|18 I A2 =PAN LY =MnT =52 WE WD
SLICH & 8 M pxGrid =t E(EX prrld SO HEE/E0|Y I A2 EXPANE= X MnT 52 LWEWII ELICH

obeff tholo Lol = TR ISE =9 IS A3 A AubA LISE w4t &7 o] vt sls5uth
EEISE ==9 CSR &4 A S 918 #he Ak A8 /154 = pxGrid :=E=5 A1 9] 3k A Ytk CA A H =
") A E B E S ARS skl o] 2’ 23S Al skl B Ut pxGrid 2= = CSR 27 9] pxGrid "AF-8-"
UM = 25 pxGrid B2 oA Al g Yot

pxGrid In Distributed ISE Deployment

Primary CA Web Template
(ISE admin “usage” cert)

CA Web Template
s P (ISE admin “usage” cert)
@f- i

| CA Web Template
(ISE admin “usage” cert) —>

*CA pxGrid Template

mn'_qa (ISE pxGrid "usage”
: e

* pxGrid lemplate contains both client
and servar authentication

ol tpolof 1ol = ¥-4FE ISE 74 ol A 9] pxGrid == A 1g o] A o] 1o} JFY T pxGrid = =5 B E
= 2ud B0l A 9ol ALyt
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pxGrid = 9] 3 2]/ ekol ¥l 71 pxGrid A E B & BY557] Aol 5 PAN % F MnT 250l AL§
A28 Q1FA Aol Bk T,

ISE Distributed Environment

Primary Primarv

PAN MnT
Public/Key Public/Key
pxGrid (] ' pxGrid

pxGrid
Client
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pxGrid HI=E A LI 21| 10| &

Microsoft CA 2008 R2 Enterprise pxGrid 21 E& 24

o] HV\ﬂoﬂ/ﬂt pxGrid 21541 B1Z2] Au| 19 o] ol thaf thE YT} pxGrid Bl Z 3ol = Ze}o]Ad E ¢
A Q158 913 EKU7ZF 25 35| ofof gt}

pxGrid ¥1& 312 o3 dA o w2} gDy}

of\
S

13| Administrative Tools -> Certificate Authority > CA A{H| @o| "+" EFCI2 MEHi>OIRA Q22

H-E 9 Z Certificate Templates -> Manage = =l

2CH3| upg-2 9 22 W E S 2 Duplicate User template 2 2 -> Windows 2003 Enterprise -> OK 2
| Certificate Templates (WIN-BG7GP¢ [ T Name = [ Minimum Supported cAs | ver 4]

#| Domain Controller Authentication Windows Server 2003Ent...  11C

] EFS Recovery Agent Windows 2000 6.1
3 Enrolment Agent Windows 2000 41
F Frraliment Anent (Comiter) Windnws 2000 5.1
6.1
You can create certificate templates with advanced properties. However, 7.1
not all Windows CAs support all certificate template properties. Select the 8.1
version of Windows Server {minimum supported CAs) for the duplicate 71
certificate template.
11¢
% Windows Server 2003 Enterprise 102
101
" Windows Server 2008 Enterprise 10C
101
Learn more about Certificate Template Versions. 5.1
4.1
oK Cancel 6.1
11,
5] subordinate Certification Authority Windows 2000 5.1
] Trust List Signing Windows 2000 31
& user Windows 2000 31
] User signature Orly Windows 2000 4.1
1l web Server Windows 2000 4.1
] Workstation Authentication Windows Server 2003Ent... 101
A4
«i 1wl | i
& 1: Windows Server 2003 EnterpriseS & Ei5tH S1E3 CA &2 SEUR IR EAIELICH
Certificate Template:
| pxGrid :)
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3CHA| Q154 Bl EE 9] o] 55 9 H 3 th3, "Publish certificate in Active Directory" A B e+-& F 43} a1
O = [e) &
F7 71 R AN 712 G o
g e———— o e Tl
e [@0=dm — | | & I I
| Certificats Templates (WIN-BG7GR( | Requesttianding | SbjectName | Sever | [ ver =] [Actions
Template display name: 11C
|pw.’_‘rid 6.1
4.1
Chs: Server 2003 Enterprise 5.1
Template name: ;1
poiGrid 7.1
8.1
7.1
Validity period: Renewal period: 11€
| 5 |yea= '-'I | 52 |week.s v[ 102
101
10c
™ Publish in Active Di 101
E B:‘;verl?é;ulumalically reenrdll if & duplicate certificate exists in Active ii
6.1
of smart card certifi , use the existing key 11
- tammmhm 5.1
3.1
3.1
4.1
4.1
1014
a0 | OK | Cacel | Moy | M ||
[ T
4CHH Extensions -> Add -> Server Authentication -> OK -> Apply = |
Certificate Templates Console e ‘Jmm

Fe Adion W Hel Properties of New Template

@eh ||| ]| [ Geed | RequestHanding | SublectName | Server |
T O e Issuance Requirements | Superseded Templates  Exensions | Securty T

To modify an extension, select it, and then click Edit. 11c
6.1

BExtensions included in this template: 4.1
Application Policies sl
| Basic Constraints 41
DCertﬁcde Template Information 6.1
[_|Issuance Palicies 71
Key Usage :i
11C

108

100

Description of Application Policies: 101
Authentication A =X
Encrypting File System 4.1
Email 6.1
Authentication 1L
5.1

= 31

31

4.1

4.1

1014

-

Ei— B o% Cocsl | _ oy | _ beb || [
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CA "pxGrid" Eg;aoﬂ ol &) A dg Yt W3 E 9154 = # % pxGrid CSR 2.7 o] vl o g o},

HEg/zetolHl 7] %S pxGrid == A E W T 5 PAN 2 5= MnT =52 7hA {5 U T

&1 pxGrid % EI2-AEHHLO| 24T 301 &
DRI ELICH

-|0
n
r
=

| £= 22X pxGrid E2 HE/ZEI0| I A2 EXPANY EXMT =&

Microsoft CA +E O] %7‘1

5™ "ISE Well A 15 A
CANZE E QSN MY

S AN AME CAFE JASAE =231 ISE == CSR &
vpel g el A S 7HeFE A Lol Y

Baemol A58 4 sliz A2 34 A e e ws o 4 0]
U

iﬂr

J.z
o:
0_1.,
ol
Rl
)
ro
ol\
2
il
@)
w2
=
Fo
o
=2

o

IN:CAZREQESM LIIEI NEE=AEN QESII2 64 HACZ L2208 0F & LICH
o

= CA FEZ 7]¥ 64 &2

—

—
-—

Microsoft Active Directory Certificate Services — lab8-WIN-BG7GPQ053ID-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab6-WIN-BG7GPQO531D-CA]

Encoding method:
DER

(= Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download |atest base CRL
Download latest delta CRL
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263 A= 5 9l AFA A AR TS YT
Administration -> System -> Certificates -> Trusted Certificates

4 Home Operations|¥  Policy|¥  Guest Access| ¥ Administration |

FEyP———

Deployment  Licensing Logging  Maintenance

[ Network Resources

|2 Device Portal Management |t} pxGrid Services

Backup & Restore Admin Access Settings

IMpOILa new Certificate Into the Centificate Store

QOverview

System Certificates
Endpoint Certificates
OCSP Client Profile

Certificate Signing Requests

3CHAHI Hsl= e A, MnT, ==, 5HY 87 o] ARS8 CSRE A U o}

* Certificate File Browse... | roat.cer

[ Feed Service

28 pxGrid Identity Mapping

Friendly Name |

Trusted For:
Trust for authentication within ISE

[ Trust for client authentication and Syslog
[7] Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description |

[ conl

Administration-System -> Certificates -> Certificate Signing Requests-"admin" ¢154] A}-&

) Home  Operations|*  Policy | *  Guest Access | ¥

Administration | ¥

FEpm———

Deployment Licensing Certificates

Certificate Management

Overview
System Certificates
Endpoint Certificates
Trusted Certificates

OCSP Client Profile

Certificate Signing Requests
Certificate Authority

Internal CA Settings
Certificate Templates

External CA Settings

[ Network Resources |24 Device Portal Management &) pxGrid Services
Logging Maintenance Backup & Restore Admin Access Settings
Node(s)
Generate CSR's for these Nodes:
Node CSR Friendly Name
adminz admin2 #Admin
Subject

[ Feed Service 18 pxGrid Id

Common Name (CN) | admin2.abé.com

Organizational Unit (OU) |

Organization (0) |

cy ) |

State (5T) |

L] —

Subject Altemative Name (SAN) [ DNS Name ~ | [admin2 Jab6.com

* Key Length
* Digest to Sign With

Cisco Systems © 2015
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MS CA "Web Server" B1Z 31 & AF-8-3}o] #2] A}, MnT, PSN ==9f oj

FASH 2F = ALt

Microsoft Active Directory Certificate Services — 1ab6-WIN-BG7GPQO053ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or Pl

Request box.

Saved Request:

W9ZILI50nlaKmRjyfSg707fGw+zWRF IHSg+XYik91K
Base-64-encoded | ycDLj4KDhreTLE19CFy+UIA4Ib2ZHMeuvMFGAFKXT +mr
certificate request | CCBARmUjLmMICP+ScKxMtYqUSaloxkZSeFpXnbMuStSi

(CMC or JBrNCWzbWxBSIgTwiwl+RwoSrUvjdvwbDhjMIzFnsD2
PKCS #10 or 60yMHOpELVP)YkR 1xBbSS5tRIXAQM
PKCS #7): END CERTIFICATE REQUEST--~---
%
Certificate Template:
| Web Server |

Additional Attributes:

Attributes:

Submit >

7|64 Q1 7E FA o R R =Y.

Microsoft Active Directory Certificate Services — 1ab6-WIN-BG7GPQO053ID-CA

Certificate Issued

The certificate you requested was issued to you.

DER encoded or ='Base 64 encoded

ﬁ Download certificate
Download certificate chain

ZFISE =0 )3k CSR 2.4 ol A5AM = Zhzt up 2 vl gt} (of: 2] 2}, MnT, PSN).

Administration-System -> Certificates -> Certificate Signing Requests ->%1 54 & A1 813} 31 Bind ™|+ 41

4 Home  Operations | ¥

Certificate Management Lot
Certificate Signing Requests

I Tdentity Management [ Network Resources |2 Device Portal Management
Deployment  Licensing logging  Maintenance  Backup & Restare

14§ pxGrid Identity Mapping

Overview Generate Certificate Signing Requests (CSR)
A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority.
System Certificates a request has been signed, click "bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates JView @oBpot M Delete | Bind Certificate show [ -
[ Friendly Name Group Tag Timestamp « Host
Trusted Certificates admin2#Admin Fri, 30 Jan 2015 admin2

OCSP Client Profile

Certificate Signing Requests

Cisco Systems © 2015
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7 Home Operations|*  Policy|¥  GuestAccess|*  Administration | *

5 1dentity Management I Network Resources [2£) Device Portal Management &4 pxGrid Services [ Feed Service 18 pxGrid Id

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management
Bind CA Signed Certificate
Overview
* Certificate File | Browse... | admin2.cer
System Certificates
Friendly Name | i

Endpoint Certificates Allow Wildeard Certificates [[] ¢

it Validate Certificate Extensions [] i

Usage
OCSP Client Profile e v Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Signing Requests
(oo
7

8t pxGrid == o g CSRS A3 .
Administration -> System -> Certificates -> Certificate Signing Requests-"pxGrid" ¢15-4] A}-&

- 7> Home Operations | ¥  Policy| *  Guest Access | ¥

SRidentity Management  JNetworkResources 1§ Device Portal Management |5 pxGrid Services [ Feed Serviee 8 pxGrid |
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Administration | ¥

Certificate Management
Usage
. Certificate(s) will be used for [pxGrid <]
Node(s)
Sl Generate CSR's for these Nodes:
Endpoint Certificates Node CSR Friendly Name
pxgrid2 prgrid2 #pxGrid
Trusted Certificates
OCSP Client Prafile Subject
Common Name (CN) [ pxgrid2.labs.com |
Certificate Signing Requests
Organizational Unit (OU) | |
Certificate Authority Organization (0) | |
City (L) | |
Internal CA Settin
g State (5T | |

crte Temes L] —

External CA Settings

Subject Alternative Name (SAN) - [ DNS Name +] [[oxarid2.tab6.com —
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9ct| MS CA "pxGrid" 1 =3 23S A% 3}o] pxGrid ==0 3 ¢l5A 23S gy}

Microsoft Active Directory Certificate Services — 1ab6-WIN-BG7GPQO053ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal
Request box.

Saved Request:

SRnguZBuWelK9a0CnbjskxGBIByaucLre3ctd13mLGM
Base-64-encoded | 072Brmk12HLsNIxjfrxQeS/HS +7VMF7WoanZit50fV1:
certificate request | 1UNoh05)5FGWG 1uvMKNMBOVTnwjD/BgwnzK9jl+4¢

(CMC or eZtkOiHwHIuPD /DUxSX)ZrbCQPDW7 lekvhKRgFoludC:
PKCS #10 or Anrg7MmXdFrtwWznd PEDC3uVow2 FgVLWE
PKCS#7): | END CERTIFICATE REQUEST—--—-

Certificate Template:
| pxGrid >

Additional Attributes:

Attributes:

_ Submit > |

10SH  pxGrid 2154 = pxGrid == CSR &3 ol vl gk o,
Administration-System -> Certificates -> Certificate Signing Requests -> pxGrid == % bind certificate A1 &

The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

=] o
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Z=PAN & MnT =E 2 pxGrid =S IH==//Z 0[5! 3| LHE W DI

pxGrid Z2}o] 1= = 0] ) el/melo]yl 7] 4L 7 PAN B MaT =Eo] %Aja|of Gtk o] gl
obelel e xlo] Q.

1S+ pxGrid Z==2] A|2E) QI 5A] A Ao A 5 2 Zelo|ul 7|5 i U, 5HY Z=9 A
Az S A Pote= F BEl A =5 D MnT =52 93 A 28 4G22 714 Stk

H0:JIEISE1.3 2=0] Q1) 22 pxGrid HIZAUE FIHE B3R, = PAN2 AlAE AISN MEAUNAM pxGrid =S 01l i HE&/=2t0l1Y I
A2 HEH OS FPAN R =MnTZ It 2 == ASLICH

=

Administration -> System -> Certificates -> System Certificates & 2} & 2 +& T 1 SA & A 85kl
A4 & Zetolnl 7] = R
szetolHl 7] 9] o] F-& Al w-aloF FUTh(el: ciscol23). ©] = PEM B PVK(H £ 8]/ gtolHl 7] &
ASR A ] ?J‘:*% A2 Ay

Export Certificate "‘pxgrid1.lab6.com,pxgridl.lab6.com#lab6-WIN-BG7GPQO053ID-CA#00002' X
(C) Export Certificate Only

(&) Export Certificate and Private Key
*Private Key Password | sessasee |

*Confirm Password \ -------- |

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

E=3 (e |
)
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Administration -> System -> Certificates -> System CertificatesS %} & & +& th5 pxGrid PEM 2
PVK 154 & K7 7HA U )

/it Home  Operations |¥  Policy | ¥  Guest Access| ¥  Administration | ¥

5L Identity Management B Network Resources Device Portal Management pXGrid Services Feed Service 418 pxGrid Identity Mapping
Admin Access Settings

Deployment Licensing Logging Maintenance Backup & Restore

Import Server Certificate

Overview
Endpoint Certificates
Trusted Certificates
OCSP Client Profile

Certificate Signing Requests

Internal CA Settings

Certificate Templates

External CA Settings

* Select Node

* Certificate File | Browse... | pxgridllabcompxgridllab6co.pem

* Private Key File | Browse... | pxgridllab6compxgridllab6co.pvk

Password [ wmesseas

Friendly Name |

Allow Wildcard Certificates {

v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildeard certificates. If you want to use wildcard with other usage type(s), make

sure pxGrid is n

Validate Certificate Extensions [] @

Usage

ot checked.

[J Admin: Use certificate to authenticate the ISE Admin Portal

[ EAP Authentica

ttion: Use certificate for EAP protocols that use SSL/TLS tunneling

pxGrid: Use certificate for the pxGrid Controller

O Portal: Use for portal
o] =] - = ] ST = = = o
=] Adt= F MnT =0l A H 5= B Zejolul 7|5 B A 28] JI5A AGAR 7HA L o
=35
A =gyt
.. . . . = 5 = [e) :
Administration -> System -> Certificates -> System Certificates S 2} & 2 +& U pxGrid PEM 2
() E==3p 8 =" m 1 = <2
PVK JISAM & B 74 F 4.
----- it Home  Operations | ¥  Policy|¥  Guest Access|¥  Administration | ¥
5 Identity Management i Network Resources Device Portal Management pxGrid Services Feed Service 148 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Import Server Certificate
Overview
« secoce
System Certificates ) -
* Certificate File | Browse... | pxgridllab6compxgridllab6co.pem
Endpoint Certificates * Private Key File \ Browse... \ pxgridllab&compxgrid llabco.pvk
Trusted Certficates Password { sssseses
Friendly Narne | i
OCSP Client Profile
Allow Wildcard Certificates i
Certificate Signing Requests Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.
oldee Certite renscns [ 4
Internal CA Settings Usage
[ Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Templates [] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
_ pxGrid: Use certificate for the pxGrid Controller
External CA Settings
[] Portal: Use for portal
Cisco Systems © 2015 16 H 0| X|
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i) Home  Operations | ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥
%2 Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service 448 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management System Certificates /. For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

/ Edit | (b Generate Self Signed Certificate | (= Import | (@ Export | (€ Delete | [ 5O View

Overview
Friendly Name Group Tag Used By Issued To Issued By Valid From Expiration Date

¥ admint

adminl.labé.com,adminl.la N .
Default Portal EAP Authentication, Admin, Tue, 20 Jan 2015 Fri, 20 Jan 2017

- . lab6-WIN-BGZGPQO53ID-C
Endpoint Certificates [ b&.com#lab6-WIN-BGZGPQ Certificate Group  Portal adminl.lab6.com A PO
0531D-CA#00003
B pxgrid1.labé.com,pxgridl.la i g
Trusted Certificates [ bé.com#lab6-WIN-BGIGPQ pGrit pugrid1.Iab6.com ::bé WIN-BGIGPQOS3ID-C - 1140 20 3an 2015 Fri, 20 Jan 2017
053ID-CA#00004
OCSP Client Profile » admin2
¥ mntl
Certificate Signing Requests mnt1.lab6.com,mnt1.lab6.c - ’
) om#labs-WIN-BG7GPQos3r Derault Portal EAP Authentication, Admin, 1ab6-WIN-BG7GPQUS3ID-C 1\ 50 320 20y5 Fri, 20 Jan 2017
Certificate Group  Portal A
D-CA#00003
Certificate Autho: pxgrid1.labé.com,pxgridl.la i y .
O  b6.com#lab-WIN-BGIGPQ pxGrid pxgrid1.lab6.com ::bé s Tue, 20 Jan 2015 Fri, 20 Jan 2017
0531D-CA#00004

ne
]
x

Szt

o (&
o

H A MM o2 =+ pxGrid session_download 227 HE & A5} ISE MnT ==9] HEJH AH T2 =
HE & AUt o] FA st AHE 7He 3 ISE e G Rl ek 15H 802.1X Q15 Al 9 AR 7He§
AA A4 o] AlFE Yt MnT ==2] PEM(Public Key, 3 &2 7])& pxGrid 20| A EE HALE t}2, DERZ
W 31¥) 31 truststoreFilename 7] A4 Z 714 9 7] FUth Uz o] 4o 3] A= tE M A vk x2S
ofgf A dl=Z MnT == 154 & HEWE IS AT EASFUT

&1 pxGrid HEIE ABKHI0| 2T 00142 2L, FMnT =C U 2% MnT = C 9IS A= pxGrid 2210/ E2 J}H 2 0F BLICH 01248 QIE A
Z5HLIDL 9IS B2, 22H0IQE S= Al 2RIt LM5HH pxGrid = S0l HZ X LSLICH

1EH A= MiT =204 HEY JISA 7IRF Bt} o] = d A Al b2 =5 9% pxGrid
Sotol A Edd A AR T
Administration -> Certificates -> Certificate Management -> System Certificates & #} 8] & +& Th&
MnT ID QI5A & A Eetar HEY AFA S HEHYT

Export Certificate 'mnt2.1ab6.com,mnt2.lab6.com##lab6-WIN-BG7GPQO53ID-CA#00001" x

(@) Export Certificate Only
) Export Certificate and Private Key
*Private Key Password

*Confirm Password
‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

[ eom [N
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H
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>
0T
IC:
J
=)
N

1N
oin
Jh

= —
Z40HE B2 ISE &
3= PAN, 5 MnT, PSN, pxGridell th3 9&}= 5 Y& ISE == F A AHPAN) =22 538 S=H Yo

ol e] g ¥7ll= ol 2l e ko] el guie.

(= T &g 9 F MiT 248U E A 5ol L ES Yot
r:m Operations | ¥ Policy | ¥ Guest Access | ¥
8 Identity Management [ Metwork Resources |2 Device Portal Management |6 pxGrid Services [ Feed Service 48 pxGrid Identity Mapping

Licensing  Certificates  Logging  Maintenance  Backup&Restore  Admin Access  Settings

Deployment Edit Node
=TES o
» o Deployment
Hostname admin2
FQDN admin2.lab6.com
IP Address 10.0.0.42
Node Type Identity Services Engine (ISE)
Personas
| Administration Role PRIMARY Make Standalone |
Monitoring Role | PRIMARY ¥ Other Monitoring Node
[ Policy Service
Enable Session Services (i
Include Node in Node Group | None |
Enable Profiling Service
CpxGrid i

= MnT7} € 3= MnT =58 553U Th

N
f
=

NS22 22X MnT HIZ2ALIF ELICH 22 MnT HI2AUES HI 2 & 3HefLIC

r—@m Operations | *  Policy | ¥ Guest Access | * MMM

£ Identity Management il Network Resources [24, Device Portal Management ) pGrid Services i Feed Service 18 pxGrid Identity Mapping
licensing ~ Certificates ~ Logging ~ Maintenance  Backup&Restore  Admin Access  Settings
Depl 7R Deployment Nodes List > Configure Node

= Register ISE Node - Step 2: Configure Node
S| ET (-8 General Settings

» % Deployment

K
Rl
T
>
z
ro

Hostname mnt2
FQDN mnt2.lab6.com
IP Address 10.0.0.45
Node Type Identity Services Engine (ISE)

Personas
[ Administration Role SECONDARY
Monitoring Role| PRIMARY |~ Other Monitoring Node | admin2
[ Policy Service
Enable Session Services £

Include Node in Node Group None = @

Enable Profiling Service

OpxGrid

Cisco Systems © 2015 18 HIOIXI
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i) Home  Operations|*  Policy | ¥  GuestAccess|¥  Administration | ¥

5 Tdentity Management B Network Resources [22] Device Portal Management pXGrid Services Feed Service 148 pxGrid Tdentity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > Configure Node

Deployment
- Register ISE Node - Step 2: Configure Node
o i [ General Settings
» % Deployment
Hostname psni.

FQDN psni.lab6.com
1P Address 10.0.0.46
Node Type Identity Services Engine (ISE)

Personas
[ administration Role| SECONDARY |
[1{oni Role | SECONDARY * Other Menitoring Node |

Poliey Service

Enable Session Services

Include Node n Nde Group e

Enable Profiling Service

—
/it Home  Operations | ¥ Poliecy | ¥ Mm

5 1dentity Management B Network Resources 28] Device Portal Management PXGrid Services Feed Service 54 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

TR Deployment Nodes List > Configure Node
= Register ISE Node - Step 2: Configure Node
FEIRIoRY . [—p—
» =% Deployment
Hostname pxgrid1
FQDN pxgrid1.lab6.com
IP Address 10.0.0.48
Node Type Tdentity Services Engine (ISE)
Personas
[ administration Role SECONDARY
[ monitoring Role | SECONDARY j Other Monitoring Node [:
O poiicy service
[l Enable Session Services &
Include Node in Node Group | None - ®
[ Enable Profiling Service
pxGrid ()
] O = 5 =
5CH pxGrid A B 227F Al &S Q1AL A|A EISE 7] %5 S BA8kal QEA] F g
A] 33

Administration -> pxGrid Services& 723l Auto Registration= &/J 3} 31 T},

4 Home Operations| ¥  Policy| ¥ GuestAccess|¥  Administration |

=% System £ Identity Management B Network Resources [24] Device Portal Management [® pxGrid Services Feed Service 248 pxGrid Identity Mapping

Live Log

ofEnable  @Disable @Approve @ Group Wi Decline  @Delete v @ Refresh | Total Pending Approval(D) + 1-30f3 Sh

0| | cientName | Client Description | Capabilities Status Client Group | Log
O » ise-admin-admin Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt1 Capabiltties(1 Pub, 0 Sub) Oniine Administrator View
O » ise-mnt-mntt Capabiltties(2 Pub, 0 Sub) Oniine Administrator View

Cisco Systems © 2015 19 HOIXI
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pxGrid 20| H E 22|

pxGrid Serivce "7l Al = E2Fo| A E #e], S2}o|AE 5 =/2HA], Auto-Registration©] H] &-7d s} 74 -9
ZolAES "H i/ 8 HehS AT UTH T3 o] vl A= SEtolAES T5H 7T B AR

FEo g =275 {FE AT

Ucense Waring 1 | pani | admin | Logout
/> Home  Operations|*  Policy| ¥  GuestAccess' ¥  Administration | ¥
o2 System 58 Identity Management B Network Resources [24) Device Portal Management &3 Feed Service L8 pxGrid Identity Mapping

(DEnable Auto-Registration Disable Auto-Registratic

View By Capabiliti

BTl vew

fEnable  @Disable  @Approve @ Group WM Decline  (JDelete + G Refresh  Total Pending Approval(n) 1-50f5 Show 25 w|perpage Page [1 3| ofl
O Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-pani Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mntl Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(0 Pub, 0 Sub) Online Administrator View
[0 » wsa2.lab6.com-test_client pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Offline Session View
O » wsa2.lab6.com-pxgrid_client pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Offline Session View

Enable Auto-Registration - A5 553 &/ 3}8}H, & % pxGrid 2 2}o] A E A Fo] &E ¥ F pxGrid
FoR TR

Disable Auto-Registration - 25 555 B 24 st6tm, ¥he] 27} pxGrid SeFo] A ES A A3 "Ml =
EPS' 150 % o S-317] A7hA Y Fekol ol E L R A2 AR o,

Client Groups - =2}°] A E T1F9] 7|24 0 2 pxGrid 2t o] "Al A" 159 55 Yt
Administrator - ISE°l| T3] o ¢Fg Yt}
Session - Al A &2 G Ko N M| =3
EPS - "Al A" Z15-2] A9 H3 o 2, ANC(Adaptive Network Control) 2+3}ol] A8 Lt}

Live Log - 2¢}o]| 1 E 55 % &5 AHo et 7] 5o A g
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Resources [22] Device Portal Management [} Feed Service 4% pxGrid Identity Mapg

=
«a System £ Identity Management [ Network

e

€ CearLogs  F)Resync i Refresh 1-250f2104  Sh
Client Name | Capability Name | Event Type | Timestamp Other Attributes
ise-admin-pan1@xgrid.cisco.com GridControllerAdminServiceCapab...  Client subscribed 7:49:49 PM EST, Apr 17 2015

Resync database 7:49:49 PM EST, Apr 17 2015
ise-admin-mnt1@xgrid.cisco.com Client online 3:13:34 PM EST, Apr 16 2015
ise-admin-mnt1@xgrid.cisco.com Client deleted 3:13:33 PM EST, Apr 16 2015

Resync database 3:13:29 PM EST, Apr 16 2015
ise-admin-mnt1@xgrid.cisco.com Client online 3:09:07 PM EST, Apr 16 2015

Resync database 3:09:02 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com SessionDirectoryCapability-1.0 Publisher added 3:07:34 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com IdentityGroupCapability-1.0 Publisher added 3:07:33 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com Client online 3:07:33 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com Client deleted 3:07:31 PM EST, Apr 16 2015
ise-mnt-mnt1 @xgrid.cisco.com SessionDirectoryCapability-1.0 Publisher deleted 3:07:31 PM EST, Apr 16 2015
ise-mnt-mnt1@xgrid.cisco.com IdentityGroupCapability-1.0 Publisher deleted 3:07:19 PM EST, Apr 16 2015
ise-admin-pan1@xgrid.cisco.com GridControllerAdminServiceCapab...  Client subscribed 2:44:47 PM EST, Apr 16 2015

Resync database 2:44:47 PM EST, Apr 16 2015
wsa2.lab6.com-pxgrid_client@xg...  SessionDirectoryCapability-1.0 Client subscribed 8:17:37 PM EST, Apr 15 2015
wsa2.labb.com-pxgrid_client@xg...  TrustSecMetaDataCapability-1.0 Client subscribed 8:17:37 PM EST, Apr 15 2015
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pxGrid 22t0[HE 211 1401 &

o] MM of| A= pxGrid & =2AHE HAEE 93 pxGrid Java SDK A %] o] T 3] T} 51 U} Register.shi=
A4S 4383} pxGrid ZjE%ﬂ oFe] AAS AAsH7] 913l A Ut} Session download.shi= ISE]| A]
HEH A YIS R E 0}7] e Aayg Yt o]t ~AHE = 2HE T2 pxGrid ZEfo] A E 9}

ISEZFe] A4 4 ﬂvq Alold & g<lat7] 9& 712 H 2B ARSg U o] del = =X E B

A H] ~(EPS)= ¢2]1 %] ANC(Adaptive Network Control) ¢3} 2915 VX e R & A A HEE HAEs g+
7 §- T (http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-

Configure_and_Test Integration with Cisco_pxGrid.pdf)= 23 Al &

pxGrid Java SDK & X|
pxGrid Java SDK 2}o] H 2] 2] & 714 2. #1™ Cisco o] 7HE B ol #2] 314 Al &

3 Linux % A #l| o] 95 Oracle Java Development Kit T2 2 =
http://www.oracle.com/technetwork/java/javase/downloads/jdk8- downloads—2 133151.html

Oracle Java Development KitE A %] 2 H A] =80l Q1= o] ¥ 9] Javas Al A&l oF It}

1 HAEN MAC2 AI2 & Z 2 Java HlJ1 Al https://www.java.com/en/download/help/mac_uninstall java.xml 2 & Zot& Al 2.Centos
6.5E MEE &2, 252 Centos 6.50 Al Java HIH & JDK 8.0 &XIE EEGHAAIL.

Z19 9] tarE A F YT}, tar -zxf pxgrid-sdk-x.x.x-dist.tar.gz
ool EAH YT

e Lib- %= GCL gholB e 2] 7} eyt

e Samples - bin, certs, conf, lib, src T & £ 2] 7} EZ3Hg Ut}

e Bin- X AE 2AHEVF ZIEYH.

e Certs - & A pxGrid ID ¥ rootSample 154 7} 23 YT},

e Src-EE Java 22 g o] ¥EsHE YT}
pxGrid ¥ & 2 A HEE 2133l "JAVA_HOME=" 317 W9l jre 425 £33t}
MAC®] o] = ofefjol] Lok l5H T
jre A= A5 Bl v APFy

Z1:sudoE A R TE A0 2RELICH

sudo find / -name java

Password:

/Applications/pxGridsdk/pxgrid-sdk-1.0.0/samples/src/java

find: /dev/£fd/3: Not a directory

find: /dev/fd/4: Not a directory

/Library/Internet Plug-Ins/JavaAppletPlugin.plugin/Contents/Home/bin/java
/Library/Java/JavaVirtualMachines/jdk1l.8.0_25.jdk/Contents/Home/bin/java
/Library/Java/JavaVirtualMachines/jdk1l.8.0_25.jdk/Contents/Home/jre/bin/java

Cisco Systems © 2015 22 HIOI X


http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://www.java.com/en/download/help/mac_uninstall_java.xml

HoF M| A Bt J10|E lllllllla
T T CISCO.

"Library/Java/JavaVirtualMachines/jdk1.8.0_25.jdk/Contents/Home/jre" 74 =5 JAVA HOME®|| F7}34t}.

export JAVA HOME=/Library/Java/JavaVirtualMachines/jdkl.8.0_25.jdk/Contents/Home/jre

Centos 64 72 T2 2 9] LinuxE A8 49, 7 29l "keytool"®] E3HE A=A

ok
r'O
ot
L
ay

Append the "../jdkl.7._51/bin" to PATH

export
PATH=/usr/1ib64/qt3.3/bin:/usr/local/bin:/usr/bin:/bin:/usr/local/sbin: /usr/sbin:/sbin:/home/jeppich/bin: /usr
/java/jdkl.7.0_51/bin

pxGrid 2 20| A E SDK Java Keystore 2 JH

Java keystore®l| & CA FE 154, &2 E ID =+ pxGrid 220 A E JASA], AA| A Q154 S 21549
H &g/ glo] 8l 7] o] EZskE o] 915Ut} Java Keystore AFA| & PKCS #12 & 2] (.JKS)O] [Bh=
k)

2lol™, DERZ ¥ 35 31 Java KeystoreZ 7F4 2. 7] Ut}
o] E-A] o A= CA A pxGrid 2 o] A E 2154 & CA A ISE ¢l 54 S A& 3t}

pxGrid®] 73 -¢- pxGrid Z2}o] A E ID 1541 7} 22 34 keystoreFilename ¥ CA FE Q15 4], MnT =
21541 & YEFU = truststoreFilename 7] #7427} Q154 T

7] A ool JASAE 7S 5 o] 3t 7] A A gk 2ol = & H]UH & keystorePassword 2
truststorePassword 7} 3£ &Hg U T}

ol AFA| = PEM =+ CER

keystoreFilename, keystorePassword, truststoreFilename, truststorePassword= SASL 1% % pxGrid SDK
A2 a}o] AZAsH7] 98 &%= pxGrid SDK 2= HEol| A AFR =Y T

offell Arg® ool A, pxGrid Skl AE7} 55 5 3L pxGrid AEE 2ol A2t}

./register.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description test -username macbook-pro -hostname 10.0.0.48

——————— properties -------
version=1.0.0
hostnames=10.0.0.48
username=macbook-pro
descriptipon=test
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
registering...

connecting. ..

account enabled

connected.

done registering.

connection closed
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olgo] A H ool A, pxGrid:= Fe}o] A EE= MnT =04 ANE B AA g z=S thE 2 =3t}

./session_download.sh -keystoreFilename pxGridClient.jks -keystoreFilename ciscol23 -truststoreFilename
root3.jks -truststorePassword ciscol23 -username macbook-pro -hostname 10.0.0.48

——————— properties -------
version=1.0.0

hostnames=10.0.0.48
username=MacBook-Pro
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
truststoreFilename=root3. jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting. ..

connected.

starting at Wed Dec 10 18:44:49 EST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 16:41:48 EST
2014 )... ending at: Wed Dec 10 18:44:49 EST 2014

connection closed

pxGrid 22t0|HE QIS H 21| 1d[0l&

TF& A Abol A= pxGrid Zehol A ol U § 712 A4 3haL, CSR 232 45t €54 744 9} DER=
W@ste] 7] Agad] F7ksHe 9AE A

&1 pxGrid 2ct0IHE AT 20180 M= CA MY pxGrid 220/ E & CA MY pxGrid =& QUIEME 2R6HAH SLICH U S M U0 CHE
JIEt DA AE2 X UEE ZHENAL.

A% 222 ohelo] A o] gy
o X }o]Hl 7] = pxGrid EEFe] A Eof AUt

e CSR(Certificate Signing Request)<- 3 2}o]Hl 7]o| A AUt A=A 7] = Yzol 7] A4 #g]a
e

o CAZT7IHNAM = o) del Aold 2 FaET pxGrid =R OS2 CSR 835 A Fy.
=)
H

o PKCS#12 3t H 52/ eto|dl 7] 4 B FE QIZA ol A A
2 truststoreFilename(JKS)2] 7] A A A o] AF-&-H Ut}

e keystoreFilename(JKS)7} A A U o},

e truststoreFilename(JKS)7} A4 5 Yt}
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o JEH A YIE EE=HA L2 Ao AFRE ISEMnT F =5 2 ISE MnT B2 S0 A]
ISEID 91 =X 2 714 St

oft

e ISEID 2= PEM 3-8 DER &2 0 2 W33}3 CA FE Q=49 37 truststorefileName 7|

A0l 37ha o,
e pxGrid 2 2}0] A E Q154 & keystoreFilename(JKS) = 714 & U th.
e CA FE 215X EtuststoreFilename(JKS) % 7}4] %L T},

o 7 39S B pxGrid "./samples/bin/.. " ET] o] AL A HEE A G

1SHA| Zo|yl 7] A
pxGrid S 2lo] A E 9] Zglo]Hl 7](o]: mac.key)S A A & T}

E1: 0248t key 0I5 S MM 01501 E JtSotLE, HII0IAM = mackey2 EHELICH

openssl genrsa -out mac.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

1CH| CSR 8.3 AA

CA Q15 7] 3ol tf g+ CSR 2.7 (4l: mac.csr)= AUl AHA X A H E (o ciscol23)E
A& g .
A csr2 (S 0| S0l E JtsdtU, 6IIlME SLAE 2 2o mac.ecsr2 EYELICH eI X HLUHS £ @& 0|50l Jts&LICH

openssl req -new -key mac.key -out mac.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:Eppich, Inc

the same password throughout this documnent, easier to maintain, and cut down on errors
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Microsoft Active Directory Certificate Services — |ab6-WIN-BG7GPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 re|
by an external source (such as a Web server) in the Saved Request box.

Saved Request:

OCAQEAXjh+uBGCGMpwxadhinByxCwKYIBYhOY 5jrURxf
Base-Bd-encoded L 1007 pvar6a/ LGIk3chergzdBKQMyXVzhxZhag
certificate request pi;3cMgOCyAscTxhnBNIIfsvLZYkSayPpmuaH3IL3

(CMC or Hm+6thRTVhrKOGE 1ejxFd +012QxEn 19YMov7sRSWFUL
PKCS #10 or £+ + DtKBPAYGZPYVWr /kIB6hBTG LhSuMMF+Aglcn
PKCS #7): 1002 3iwmn4ogVabvhPenmkudiQBg==

UEST-———- P
Certificate Template:

| pxGrid

Additional Attributes:

Attributes:

e

| submit = |

3EH PKCS12 3+ A4
pxGrid 2 &}o] A E 1 Z4(]: mac.cer)] X g}o] 8l 7)ol 4| pxGrid E2F0] A E pkesl2 3+ (mac.pl2)S
AR FUT o] = 7] A A whejoll AR E W SR p129] f1o) o] 9t o] F 5= 5 Ut CA
FE k(9 root2a)S Y T}

openssl pkcsl2 -export -out mac.pl2 -inkey mac.key -in mac.cer -chain -CAfile root2a.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

4| pxGrid 80| E 9] keystoreFilename A3
pxGrid Z2Fo] A E ID 7] A2 (9l: mac.jks)E A FY T} o] &= pxGrid 20| A E ID 7] AF 47}
Huth o= A7 jksql 99 FD o] FY T AF U o] = pxGrid =T HE o o] A
keystoreFilename 2 ¥+# keystorePassword & 3H-& =3 3t o},

keytool -importkeystore -srckeystore mac.pl2 -destkeystore mac.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password:

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled
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5CH| ISE MnT & =5 2 ISE MnT EZ ==9A ¥ E-2 ISE ID UAFA JH Y7
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mntl.pem= ¥ 7 ¥ 35U T

&1 pxGrid WEIS-AEHI0IJt A E 22, ISE pxGrid 22t0IAE0= MnT = =5 2 ISEMnT EX

Export Certificate 'Default self-signed server certificate’

(®) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

=3 (el |

= ISE ID MnT :=E=¢] PEM 34]-S- DER 4]0 Z H3}

openssl x509 -outform der -in mntl.pem -out mntl.der

TSHA ISE MnT DER 322 truststoreFilenamed] 57}

ISEID S15A & A5 7] A2 (9l: carootl jks)oll F7FsHH o] = A& e 4= &= 7] A&7}

Ut} o] = iil?ﬂ-x}ﬂ- jksQl ool Bl o] & 4= dFY o=

truststoreFilename % truststorePassword 7} % U T}

pxGrid 2T HE || AFE-H

keytool -import -alias isemnt -keystore carootl.jks -file mntl.der

Enter keystore password: ciscol23
Re-enter new password: ciscol23

Owner: CN=ise.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61262d7600000000000d
Valid from: Wed Dec 10 16:39:24 EST 2014 until: Sat Dec 10 16:49:24 EST 2016
Certificate fingerprints:
MD5: 2B:3D:24:04:D3:FF:1F:1E:7E:57:8E:44:4A:AF:6D:51
SHAl: BD:18:C0:DD:4D:DD:43:80:CA:CA:3B:F6:DC:1E:6E:46:93:59:FE:B7
SHA256:

F9:11:FC:EC:BC:0F:0F:84:36:F1:26:BC:5A:09:B7:2B:3C:D1:1B:AC:FC:1A:F1:AB:6D:00:8D:11:F8:26:93:FF

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050. CHoooLL.
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H .......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 CHoLLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false
0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
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RV ESTEP IS clsco
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 0A 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATNIE S IR B

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment
1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

Trust this certificate? [no]: yes
Certificate was added to keystroke
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Johns-MacBook-Pro:pxGridsdk jeppich$ keytool -import -alias pxGridMAC -keystore mac.jks -file

mac.cer

Enter keystore password: ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: yes

Certificate was added to keystore

Note: If you receive the following message the certficate was already added to a pre-existing keystore, you
can say "no" and still be okay. I selected "yes" so we can verify thay the certificate was added later on.

9ttt CA FE Q154 £ truststoreFilename®] F7}
CA FERISAE AT = Sl= 7] A2e F7F . cA +

).

(m

2 = glofof

keytool -import -alias ca_rootl -keystore carootl.jks -file root2a.cer

Enter keystore password: ciscol23
Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:

DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

Cisco Systems © 2015

29 HIOIX|




HoF M| A Bt J10|E llllilll:
T T CISco

—

1

Trust this certificate? [no]: yes
Certificate was added to keystore

10CHAH| ID 7] A% 2~(mac.jks) 2 41 2] 7] # 7 2A(carootl.jks)E pxGrid "../samples/bin/.." =T o FHAMY T}

pxGrid 2ct0|HE HE|S-AEHHIO| Off

pxGrid HE]H-~€lnlo] o] 749- 5= MnT % B MnT 3 58 254 (PEM)E 25 pxGrid FEo]AE=Z
Y2l o}E o] & 25 DER Eﬂ@rOH ofF sty F Q15 A= BT CA FE 215 A (root2a.cer) 2} 7|
truststoreFilename 7] #] g 2~of] F7}3f oF g T

Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in mntl.pem -out mntl.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias labl -keystore carootl.jks -file mntl.der
Enter keystore password:
Re-enter new password:
Owner: CN=mntl.labé6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:A4:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUNIE S IR R

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accessLocation: URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
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#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQO053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1

1

Trust this certificate? [no]: yes
Certificate was added to keystore
Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in mnt2.pem -out mnt2.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias labl -keystore carootl.jks -file mnt2.der
Enter keystore password:
keytool error: java.lang.Exception: Certificate not imported, alias <labl> already exists
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias lab2 -keystore carootl.jks -file mnt2.der
Enter keystore password:
Owner: CN=mnt2.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 613244ec000000000044
Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
Certificate fingerprints:

MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12

SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
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SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3

Signature algorithm name: SHA256withRSA

Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
1

#8: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U..."
0010: AF D8 07 09

1

1

Trust this certificate? [no]: yes

Certificate was added to keystore

Johns-Macbook-Pro:mntnodes jeppich$ keytool -list -v -keystore carootl.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN
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Your keystore contains 2 entries

Alias name: lab2
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mnt2.lab6.com
Issuer: CN=lab6-WIN-BG7GPQO53ID-CA, DC=lab6, DC=com
Serial number: 613244ec000000000044
Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
Certificate fingerprints:
MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12
SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accesslocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
1

#8: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
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0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

hhkkkkkhkhkhkhkhkhkkkkhkhkkhkhkhkkhkhkkhkhkkkkkkhkhkkhkkkkhkkkx
hhkkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkkk

Alias name: labl
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mntl.lab6.com
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:24:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0A 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AoLL#ll@..dl L.

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
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[DistributionPoint:
[URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQO0531ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

hhkhkkkkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkhkhkhkhkhkhkkkkkhkhkkkhkkhkhkkkx
hhkhkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkkkk

Johns-Macbook-Pro:mntnodes jeppich$ openssl x509 -outform der -in root2a.cer -out root2a.der
Johns-Macbook-Pro:mntnodes jeppich$ keytool -import -alias lab3 -keystore carootl.jks -file root2a.der
Enter keystore password:
Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=lab6-WIN-BG7GPQO53ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
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#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..
0010: 6A C8 79 2C j.y,

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore

Cisco Systems © 2015

36 HIOIX



O O A Bt J10| E l'lll'lll
T T CISCO.

ISE = &F 2 E 0l A pxGrid 2CI0|HE HAE

pxGrid 2= =1 H E Q] register.sh & session download.shi= pxGrid 2 2Fo] A E AZ 9 pxGrid 552 &2135}17]
A8 Ay A B2 =5 ISEMNT 21541 2 pxGrid Z2to| A Eofl ZA7F fleA A3
1S pxGrid 220l E 55

Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 -username macl -group Session
——————— properties -------

version=1.0.0

hostnames=10.0.0.48

username=macl

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$

pxGrid S 2}ol AE7} pxGrid AEE 8o 555 A=A Sl
Administration -> pxGrid Services

License Warning 1. |

/2> Home Operations | ¥  Policy |  GuestAccess| ¥ Administration | ¥

oo System % Identity Management BB Network Resources [12] Device Portal Management [® pxGrid Services &3] Feed Service 248 pxGrid Identity Mapping

[_ciens  JEEAIEY

o Enable (@) Disable @Apprwe © Group W Decline 9 Delete « '@ Refresh Total Pending Approval(0) 1-4o0f4 St
O Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-admint Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » maa Capabilities(0 Pub, 0 Sub) Offline Session View
o -
2CH| A 2= A8

Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 -username macl

——————— properties -------

version=1.0.0

hostnames=10.0.0.48

username=macl

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23
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filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 21:45:49 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000D02D814C0O, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000004], Posture Status=null, Posture Timestamp=, Session Last Update Time=Thu Mar 05 21:33:02 EST
2015 )

session (ip=null, Audit Session Id=0A0000020000000C0003672C, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000005], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Thu Mar 05 21:33:44 EST 2015 )... ending at: Thu
Mar 05 21:45:49 EST 2015

7] A4 55 8215} o] keystoreFilename % truststoreFilename 7] A 442 212 & 4= Q= A FA] F&5&
T A5y
1&H| truststoreFilename 7] #] %2~21 carootl.jksE <13 T},

Johns-Macbook-Pro:bin jeppich$ keytool -list -v -keystore carootl.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 3 entries

Alias name: lab3
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl14c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:
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#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

khkkhkkhkkkhkkhkkhkkhkhkkhkhkhkkkkkhkhkhkkhkkkhkhkhkkkkkkkkkk
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Alias name: lab2
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mnt2.lab6.com
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 613244ec000000000044
Valid from: Wed Mar 04 18:11:54 EST 2015 until: Fri Mar 03 18:11:54 EST 2017
Certificate fingerprints:
MD5: 1E:96:5E:35:A1:3E:FA:CD:16:32:A7:01:2C:5A:E6:12
SHAl: 8F:0D:8A:58:DD:80:82:D3:56:F1:CE:26:E4:A3:C3:3F:F8:F6:D1:28
SHA256:
3A:70:F0:E6:43:93:E8:10:11:C5:FE:61:24:66:A2:C8:2A:FA:AC:04:38:4A:B5:B6:20:2C:E6:3C:21:D5:45:C3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.20.2 Criticality=false
0000: 1E 12 00 57 00 65 00 62 00 53 00 65 00 72 00 76 ...W.e.b.S.e.r.v
0010: 00 65 00 72 .e.r

#2: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [
[

accessMethod: calssuers

accesslocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#3: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,
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#4: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#5: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
serverAuth

1

#6: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#7: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mnt2.lab6.com
1

#8: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1

hhkkkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkkkkhkkhkhkkkkkkhkhkkkkkkhkkkk
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Alias name: labl
Creation date: Mar 4, 2015
Entry type: trustedCertEntry

Owner: CN=mntl.lab6.com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 61326a18000000000031
Valid from: Tue Jan 20 20:08:40 EST 2015 until: Fri Jan 20 20:18:40 EST 2017
Certificate fingerprints:
MD5: D7:EC:5C:10:37:8D:6A:64:4C:51:BE:0B:7E:46:A4:36
SHAl: 6A:CF:48:0D:55:34:41:AA:D8:68:2C:06:86:6E:85:1A:80:7A:8E:BE
SHA256:
66:7C:74:C3:D8:50:D0:09:A2:AA:60:5C:9D:97:09:D9:75:30:DD:3D:4B:56:47:77:91:47:84:DF:46:57:53:6F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 O050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2Aa ..0...+....0...%*
0030: 86 48 86 F7 OD 03 07 HoLLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0OA 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0OA 2B 06 01 04 01 82 ...... 0...+.....
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0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A 0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 ATUNIE S IR R

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calssuers

accesslocation: URIName: ldap:///CN=lab6-WIN-BG7GPQO53ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 BE 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQO053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
1

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.17 Criticality=false
SubjectAlternativeName [

DNSName: mntl.lab6.com
1

#11: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: DA 39 A3 EE 5E 6B 4B 0D 32 55 BF EF 95 60 18 90 .9..7kK.2U... ..
0010: AF D8 07 09

1
1
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Johns-Macbook-Pro:bin jeppich$

2¢HH| keystoreFilename 7] A %4~¢] mac.jksE <13t}

Johns-Macbook-Pro:bin jeppich$ keytool -list -v -keystore mac.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: 1
Creation date: Jan 28, 2015
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6118d613000000000034
Valid from: Wed Jan 28 14:35:54 EST 2015 until: Sat Jan 28 14:45:54 EST 2017
Certificate fingerprints:
MD5: 93:E4:D9:1B:00:5B:48:75:C1:9F:36:BC:B7:5C:27:73
SHAl: 33:79:37:44:81:EA:68:B8:EC:A3:26:75:18:70:AA:11:E4:58:B2:AF
SHA256:
DA:6C:BA:E3:E8:76:DD:8A:30:BA:EE:0B:46:3B:78:BF:F9:CE:B4:68:2C:5D:CE:8A:9D:FB:66:A8:1F:97:BE:4A
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* . H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* . H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%*
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0A 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AoLl#.ll@..dl L.

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]
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#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeylIdentifier [

KeyIdentifier [

0000: 81 52 81 84 98 22 43 85 5E 95 06 14 D2 5A A8 70 .R..."C.*....Z.p
0010: 15 06 CF DB e

1
1

Certificate[2]:
Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6cde
Valid from: Thu Nov 13 20:47:06 EST 2014 until: Wed Nov 13 20:57:06 EST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 0O

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA: true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [
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DigitalSignature
Key_CertSign
Crl_Sign

1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.66&...
0010: 6A C8 79 2C j.y,

1
1

khkkhkkhkkkhkkhkkhkkkhkkhkhkhkkkhkkhkhkhkkhkkkhkhkhkkkkkkkkkk
hhkkkkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhkkhkhkkhkhkhkkhkkkhkhkkhkkkkhkkkk

Alias name: macstore
Creation date: Jan 28, 2015
Entry type: trustedCertEntry

Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=lab6-WIN-BG7GPQO053ID-CA, DC=lab6, DC=com
Serial number: 6118d613000000000034
Valid from: Wed Jan 28 14:35:54 EST 2015 until: Sat Jan 28 14:45:54 EST 2017
Certificate fingerprints:
MD5: 93:E4:D9:1B:00:5B:48:75:C1:9F:36:BC:B7:5C:27:73
SHAl: 33:79:37:44:81:EA:68:B8:EC:A3:26:75:18:70:AA:11:E4:58:B2:AF
SHA256:
DA:6C:BA:E3:E8:76:DD:8A:30:BA:EE:0B:46:3B:78:BF:F9:CE:B4:68:2C:5D:CE:8A:9D:FB:66:A8:1F:97:BE:4A
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 OD 03 02 02 02 050...* H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 OD 03 04 02 02 ..0...* H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 OA 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 0D 03 07 HooLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 OA 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 0A 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AoLl#ll@..dl L.

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: calIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1ab6,DC=com?cACertificate?base?objectCla
ss=certificationAuthority
]
]

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 OA E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
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0010: 6A C8 79 2C j.y,
1
]

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1lab6-WIN-BG7GPQ053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=lab6,DC=com?certificateRevocati
onList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]

#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyldentifier [

KeyIdentifier [

0000: 81 52 81 84 98 22 43 85 5E 95 06 14 D2 5A A8 70 .R..."C.*....Z.p
0010: 15 06 CF DB RN

1
1

hhkhkkhkkhkkhkhkhkhkkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkhkkkk
khkkhkkhkhkkhkhkhkhkhkhkkhkhkhkhkhkhkkhkkhkhkhkhkkhkkhkhkhkhkkhkkhkkhkkk

Johns-Macbook-Pro:bin jeppich$
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= A 312 pxGrid 24 E| 2-AEHHIO|Ofl ISE = S=

1924 BZ pxGrid = =0) ¥ E8)/Zefo|yl 7] 48 HE PANO 2 7hA] 5t
Administration -> System -> Certificate -> Certificate Management -> System Certificates & 8| & F+&
U B2 pxGrid '==9] HEH/ZgolHl 715 7hA U U

Ch. £38t 0l= = PANOIA & =g =5 JASLICL Ol HF0UNE X
ot

%E‘.I‘ ol |IH

g0: 0128t HEe2 2E & o

pxGrid St E UM IH=S&/Z2t0

License
5 7) Home  Operations| ¥  Policy | ¥  GuestAccess|¥  Administration |

-4 System 5 Identity Management [ Network Resources (8] Device Portal Management pxGrid Services Feed Service 2 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

>T g

0x

Certificate Management x

Import Server Certificate

st e

g
IE
g

System Certificates
* Certificate File | Browse... | pxgrid2labcompxgridziabéco.pem
EETREIET * Private Key File [ Browse... | pxgrid2lab6comexgrid2labéce.pvk
Trusted Certificates Passtord [assasens
Friendly Name | i
OCSP Client Profile

Allow Wildcard Certificates i
[ Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
net support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Certificate Signing Requests

Certificate Authority Validate Certificate Extensions [

Internal CA Settings. Usage
[ Admin: Use certificate to authenticate the ISE Admin Portal

Certificate Templates [0 EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling

T PpXGrid: Use certificate for the pxGrid Controller
External ings
[ Portal: Use for portal

26 HF pxGrid =E9] HEE/Zalolyl 7] S B PANSOZ 714 F Ut
Administration -> System -> Certificate -> Certificate Management -> System Certificates S 2} 8| 2 +2
U5 B2 pxGrid = =9] H 58/ etolHl 71 & 744 Y T

License

) Home  Operations | ¥  Policy| ¥  GuestAccess|™  Administration | ™

System 52 Identity Management B Network Resources Device Portal Management pGrid Services Feed Senice =48 pxGrid 1dentity Me
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import Server Certificate

Overview
- som e
System Certificates
* Certificate File | Browse... | pxgrid2labscompxgrid2labéco.pem
S i * Private Key File [ Browse... | pxarid2lab6compxgrid2iab6co. pvk
Trusted Certificates Password [ e

Friendly Neme | i

OCSP Jlient Profile
Allow Wildcard Certificates i

T Alow wildcard s disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Certificate Authority Validate Certificate Extensions []

Internal CA Settings Usage

Certificate Signing Requests

D Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Templates [ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
pGrid: Use certificate for the pxGrid Controller

External CA Settings
[ Portal: Use for portal
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E2l/zeto|yl 7] %S ISE H.% PAN % ISE B2 MnT ==0] Sl 7] 7hA] 9hof ghy ).
Administration -> System -> Certificates -> Certificate Management -> System Certificates

/0 Home Operations | ¥  Policy | ¥  GuestAccess|¥  Administration | ¥
System £ Identity Management [ Network Resources |22 Device Portal Management pxGrid Services Feed Service 448 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management System Certificates .\ For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

/ Edit | [k Generate Self Signed Certificate | (= Import | (@ Export | (X Delete || O View

Qverview - .
Friendly Name | Group Tag | Used By Issued To Issued By Valid From Expiration Date

- Vo T
¥ admin2

admin2.lab6.com,admin2.la

Endpoin Certificates ) b6.comi#lab6-WIN-BG7GPQ E:f;":kngmp ;ﬁ;"t"e”t‘““"“’ AdMI, 3 min2. abé.com fM‘WIN'BGmPQOSEID'C Wed, 4 Mar 2015 Fri, 3 Mar 2017
053ID-CA#00001
Trusted Certificates pxgrid2.lab6.com,pxgrid2.la . y
[ b6.com#labG-WIN-BG7GPQ pxGrid pxgrid2.lab6.com I:DG WINBGIGPODS3IC Wed, 4 Mar 2015 Sat, 4 Mar 2017
0531D-CA# 00002
¥ mnt2
Internal CA Settings mnt2.lab6.com,mnt2.lab6.c .
) omi#lab-WIN-BGZGPQOS3I Defa.ult Portal EAP Authentication, Admin, Ellaba lab&-WIN-BG7GPQO531D-C Wed, 4 Mar 2015 Fri, 3 Mar 2017
D-CA#00001 Certificate Group  Portal A
Certificate Templates -
pxgrid2.lab6.com,pxgrid2.la
(]  bb.com#labB-WIN-BGIGPQ pxGrid pxgrid2.lab.com IabB-WIN-BG7GPOOSIID-C ‘Wed, 4 Mar 2015 Sat, 4 Mar 2017
External CA Settings 053ID-CA#00002 A
= Z'VEIL‘E‘:—'_ E_;H Zzﬂ_g] LI =1 ‘:—E%LHE]—
4¢t 'l“il_' 5 SOl BT = o =% .

Administration -> System -> Deployment& #}#| 2 & T3 ISE =58 HXx ¥ = =2 5534

VD

E—
i /i) Home  Operations | *  Policy| ¥  GuestAccess| ¥  Administration | ¥
52 Identity Management BB Network Resources Device Portal Management pxGrid Services 5] Feed Service 448 pxGrid Identity Mapping
Licensing  Certifcates  Logging  Maintenance  Backup &Restore  Admin Access  Settings

Depl nt Deployment Modes List > Configure Node

x3 Register ISE Node - Step 2: Configure Node
@v|Er By General Settings

» =% Deployment

Hostname admin2
FQDN admin2.lab6.com
1P Address 10.0.0.42
Node Type Identity Services Engine (ISE)

Personas

Administration Role SECONDARY

O Monitoring Role | SECONDARY 7 | Qther Monitoring Node
|

|| Enable Session Services i
Include Node in Node Group | None x| @

|| Enable Profiling Service

Opxeria @
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F P =EE e HE RYHY 28 SE P
Administration -> System -> Deployment & A} 2 7+ U5 ISE =28 HZ X UHY ==

=g,

5¢H|

Guest Access | ¥ Administration | ¥

/i Home  Operations | ¥ Policy | ¥ k
&) Feed Service 118 pxGrid Identity Mapping

51 Identity Management B Network Resources |18] Device Portal Management &) pxGrid Services
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Depl = Deployment Nodes List > Configure Node
ry . Register ISE Node - Step 2: Configure Node
<ot i fo S General Settings
» 2% Deployment
Hostname mnt2
FIRON mnt2.lab6.com
IP Address 10.0.0.45
Node Type Identity Services Engine (ISE)
Personas
[ Administration Role SECONDARY
Monitoring Role SECONDARY ~ Other Monitoring Node  mnt1
[ poiicy service
Enable Session Services i
Include Node in Node Group = None w| U
Enable Profiling Service
CpxGrid @

H0: 22X MnT =501 SO0 Z& =X &
MHIAE BZ LI

49 HIOIX|
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6t B Z pxGrid ==& F7HgY
Administration -> System -> DeploymentE A} 8 2 72 U ISE ==& R X pxGrid = E2

S=a

7 Home  Operations | ¥ Policy | Y Guest Access| Y Administration | ¥

5 Identity Management B Network Resources [ Device Portal Management PXGrid Services Feed Service 8 pxGrid Identity Mapping

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
5 :edp-lo'y'r::r; Nodes List > pegrid2 3
— it Node
—r=e &
v =fs Deployment

Hostname pxgrid2
FQDN pxgrid2.labé.com
1P Address 10.0.0.49
Node Type Identity Services Engine (ISE)

Personas

0 Administration Role SECONDARY |

O Monitoring Role PRIMARY ¥ Other Node |
[ Policy Service

|| Enable Session Services (i) )
Include Node in Node Group | None ¥ ©

|| Enable Profiling Service

¥ pxGrid @

TS pxGrid AU =7 AR E QAL AIA € ISE ' =7F A H =4 gl o,
Administration -> pxGrid Services

——

/2 Home Operations| ¥  Policy| ¥  Guest Access| ¥ Administration |

ofe System £ Identity Management BB Network Resources |2t] Device Portal Management [® pxGrid Services Feed Service {8 pxGrid Identity Mapping
e
Live Log
o Enable (@ Disable aAppme @ Group ‘ Decline 0 Delete v @ Refresh Total Pending Approval(0) « 1-100f 10 Shao
[] | ClientName | Client Description | Capabilities Status Client Group | Log
O » ise-admin-admin2 Capabilities{2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnti Capabilities{2 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » mac_engineering Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac Capabilities(0 Pub, 0 Sub) Offline EPS View
O » mac_engineering3 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringd Capabilities{0 Pub, 0 Sub) Offline Session View
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ISE = &F 88 pxGrid HEI2-AEHHIO| 2 S0l A pxGrid
Zcl0|HE HIAE

o] M Aol A B PAN, B % MnT, X% pxGrid =52 F7}3}] pxGrid-2~8ln}o] A x| 1g o] Aol o3|
APyt =8 v Sl Ay 1Yol d S HAER YT

7] A

e pxGrid 28| AEE 5 pxGrid == F7}

&1 pxGrid WEIS-AEHBI0| AL Q0182 B, 3= pxGrid . E0F MEIE AEHIL E = J20, B X pxGrid = E= pxGrid 2& = S0
"sh application status ise"2 HEAlE XX & "AHE X ZSLICH.

e MnT F :EofA] HE|H AA &

m
[
)
Mo
il
[

e ISEQ] 5=9 pxGrid E2Fo] A E AE] 1.7
o ¥ == AHE 5] pxGrid == A E| EA
B2 pxGrid 2= =0 t) 3 pxGrid .= = Fofl 23] HHAE
e < pxGrid == 2] "application stop ise" = & THH pxGrid == A E# o] A
e HZ pxGrid :==9] "application stp ise" = X 3= pxGrid == A] 2}
e MnTF =9 AEH QAL T2 Esle] A v, AL A2 5ds) ok 3t
e pxGrid E2}o|AEE H X pxGrid =0 55
e ISE® 55 ¥ pxGrid E2}0|AE H7]

° HH

kel

== S 18] pxGrid == B H

5]

Al
pxGrid = ==& FEo}l7}7]
o XX pxGrid == 2] "application stop ise"
e I pxGrid :==2] "application stop ise"
o MnTF =9 JE|H AAS G2 Edlo] A4 Bl e 2 Fdsjof g
o T pxGrid :==9| pxGrid E2}o]HE 5=
o ISEY] 559 pxGrid 80| A E H 7

o WX X AEE 2915 pxGrid =5 A E) 4]
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12

pxGrid HE|E-AEHHIO| HIAE
2 &Y

o] @Al A= pXGI‘ld °“E]E oy
pxGrid 2g}olAEE T

7] 24:

vlo] Z 3 o] g o A A WA pxGrid =5 =+ 5= pxGrid =9

e pxGrid 28| AEE 5 pxGrid == F7}

&0 pxGrid HEIS-AEHBI0| AT 00142 B, 3= pxGrid = =2F HEIE AEfIL & 2 J20, 22X pxGrid === pxGrid 2& = =0l
"sh application status ise"2 HEAlE XX & "AHE X ZSLICH.

e MnT F =EdA HEH MM YIE gzt

e ISE?] 5=9 pxGrid F2Fo] A E AHE] 1.7

o WX % AHE 3215}0] pxGrid =5 e EA|
ofef ol = HEH Q] BE =7t v} lFH T

H

1S3 TE w7l gl B Abe| ol %] &olst
Administration -> System -> Deployment & 2} &#| 2 F+2WH B & =7} AU

70> Home  Operations | ¥  Policy | ¥  Guest Access| ¥ Administration | ¥

BB Network Resources |24] Device Portal Management &) pxGrid Services &) Feed Service 248 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

ax|- @.

> +2 Deployment J Edit |5 Register + | &) Syncup | [ Deregister
[ | Hostname « | MNode Type | Personas Role(s) Services Node Stat
O admin1 ISE Administration PRIMARY(A)
[ admin2 ISE Administration SECONDARY(A)
O mnt1 I5E Monitoring PRIMARY(M)
O mntz 1SE Monitoring SECONDARY(M)
O psn1 ISE Palicy Service All
O pxgrid1 ISE pxGrid
O pxgrid2 ISE pxGrid
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A=Y | pxGrid A1 H] 227} 715 % ©] 3L ISE 5= PAN, ISE X% PAN, ISE 5= MnT, ISE 2.2 MnT =27} 554
Zoho|AERIA gelg
Administration -> pxGrid Services

License Warning v | a

r Servi Engi .
e e /) Home Operations | ¥  Policy |  GuestAccess|¥  Administration | ¥
oo System L Identity Management BB Network Resources [12] Device Portal Management [® pxGrid Services &5l Feed Service 28 pxGrid Identity Mapping
]
| cienis  JTVIEY
o Enable (@) Disable @Apprr.we @ Group * Decline 0 Delete + iﬁp Refresh Total Pending Approval(D) = 1-70f7 Sh
[ ] Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-mnt2 Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt1 Capabilities({2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
[0 » ise-admin-admini Capabilities(2 Pub, 1 Sub) Online Administrator View
[0 » mac_engineering17 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
1 = = = =] 3 : = =]
S pxGrid 20| A EE 553131 pxGrid @l X 2~ F] % session_download A =7 HEE A}-8-3}o]
= [e) S : = = = -
MEH A dZEE 2 =Y pxGrid =50 9 HE P T4 IP 45 -

hostname-§ ¢} 1 t}.

I
K
IEi

L

SHE EZo FR EX pxGrid = EE X &EGh= GUIDE U = ASLICL

Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5 -group Session

------- properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null

end=null
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connecting. ..
connected.
starting at Thu Mar 05 00:54:43 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 00:54:43 EST 2015

4SH3| 5% E¢to| A EQl mac_engineering157} 3 A Y T
Administration -> pxGrid Services

License Warning v |

/i) Home  Operations | ¥  Policy | Y  GuestAccess|¥  Administration | ¥

=2 System £ Identity Management BB Network Resources |24] Device Portal Management ® pxGrid Services &) Feed Service 248 pxGrid Identity Mapping

e JRTR

of/Enable  @Disable (PApprove @ Group M Decline 9 Delete » 4 Refresh Total Pending Approval(D) « 1-80f8 8l
O Client Name Client Description Capabilities Status Client Group Log

O » ise-admin-adminl Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities({0 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl5 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl? Capabilities(0 Pub, 0 Sub) Offline Session View
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B Z pxGrid =00 )3t pxGrid == ol 24| HAE
e I pxGrid X== 2] "application stop ise" = & ¥ pxGrid ;== A & d o] A
o H X pxGrid == 9] "application stp ise" = K = pxGrid =5 A] 2}
e MnT F =29 HEJE S 2 E8lo] M v, QA2 A2 Fds)of st
e pxGrid Ee}olAEE B X pxGrid = =0l 55
o ISEY 59 pxGrid E&}o| A E H 7]
o H|E == AEE 2131 pxGrid =& A E] A
e I pxGrid X== 9] "application stop ise" % 5 ¥ pxGrid == Al & # o] A
e 1 % pxGrid :==9] "application stp ise" = X 3= pxGrid == A] 2}

o MnTF =9 HEJH S R Este] A4 vlnl, AldS 2 Fdsof g

1SH3| 5 pxGrid == 3= pxGrid 10] FHE A=%] gy,
Administration -> System -> Deployment

7> Home  Operations| ¥  Policy | ¥  GuestAccess|¥  Administration | ¥

-4- System Z Identity Management BB Network Resources |22] Device Portal Management |l pxGrid Services &) Feed Service 248 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes

@av|li- {‘::‘3.

4 ‘}%Wm ;,r” Edit Regisber - @ Syncup Dereg'lster
[ Hostname «  Node Type  Personas Role(s) Services Node Sta
O admint ISE Administration PRIMARY(A)
O admin2 1SE Administration SECONDARY(A)
O mnt1 ISE Monitoring PRIMARY(M)
O mnt2 ISE Monitoring SECONDARY(M)
O psn1 ISE Policy Service All
O pxgrid1 ISE oxGrid <]
O pxgrid2 ISE pxGrid

Cisco Systems © 2015 55 HIOI Xl



||||a|||a
CiIscCO

EorAHA &Y J0I1E

2CHH| A R AA e rs WY S A ste] B pxGrid == A E o] A I

Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.49 -username mac_engineeringl5
——————— properties -------

version=1.0.0

hostnames=10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 01:32:40 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 01:32:40 EST 2015

connection closed
Johns-Macbook-Pro:bin jeppich$

bl

3

ot

Y},

pxGrid A1 H] 227} 7H S-0] 3L AIA % ISE W= =7} A & =4
Administration -> pxGrid Services

ol

4 License Warning v | acminl | adn
i

o Identity Services Engine e
0 L g /) Home Operations|¥  Policy| ¥ GuestAccess|™  Administration | ¥

|2t Device Portal Management [P pxGrid Services &) Feed Service

c;?; System I'g?]dent\ty Management i Network Resources ;@ pxGrid Identity Mapping

|R: 5 I Live Log

o Enable (@) Disable @Approve © Group M Decline 0DE|E|E - v@mﬁfﬂash Total Pending Approval(D) « 1-80f8  Sh
O Client Name Client Description Capabilities Status Client Group Log

O » ise-admin-mnt2 Capabilities(0 Pub, 0 Sub) Online Administrator View

O » ise-mnt-mntt Capabilities(2 Pub, 0 Sub) Online Administrator View

O »  ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View

O » ise-admin-admin1 Capabilities(2 Pub, 1 Sub) Online Administrator View

O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View

O » mae Capabilities(0 Pub, 0 Sub) Offline Session View
0O mac_engineeringl5 Capabilities(0 Pub, 0 Sub) Offline Session View

0O » mac_engineeringl? Capabilities(0 Pub, 0 Sub) Offline Session View
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Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.49 -username mac_engineering20 -
group Session

——————— properties -------

version=1.0.0

hostnames=10.0.0.49

username=mac_engineering20

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

Johns-Macbook-Pro:bin jeppich$

5t =¥ pxGrid Z2Fo] A E <l mac_engineering20°] 3 A| ¥ =% g13H T},
Administration -> pxGrid Services

License Warning .
7t Home  Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥
o2 System £ Identity Management BB Network Resources [22] Device Portal Management ® pxGrid Services ] &) Feed Service ~2{# pxGrid Identity Mapping
OEnat
Live Log

of Enable (@ Disable @Apprwa @ Group ‘ Decling e Delete « @ Refresh Total Pending Approval{D) + 1-90f9 Show |2
[ Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-mnt2 Capabilities{0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-mnt1 Capabilities{2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities{1 Pub, 0 Sub) Online Administrator View
O » ise-admin-admin1 Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View
O » mac Capabilities(0 Pub, 0 Sub) Offline Session View
[0 » mac_engineering15 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl? Capabilities{0 Pub, O Sub) Offline Session View
O » mac_engineering20 Capabilities{0 Pub, 0 Sub) Offline Session View
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F= L2 =0HI1]
pxGrid & == o} 7}7]

e X Z pxGrid :== 2] "application stop ise"

e I pxGrid ==2] "application stop ise"
e MnT 5 =29 JE B AHS b2 Esto] Al vl AALS = Fdefof 3
o T pxGrid :==9) pxGrid E2}o]HE 5=
e ISE?] =4 pxGrid E&}o|HE 17|
o HJE =T AEE FR131] pxGrid =& A E] A
1t F pxGrid = =7F G ] A=A Qg .
Administration -> System -> DeploymentE *}#| 2 F+2H 2 E =7} F A F YT}

Administration | ¥

42> Home  Operations | ¥  Policy |  Guest Access | ¥
8 Identity Management 8 Network Resources [22] Device Portal Management pxGrid Services Feed Service 448 pxGrid Identity Mapping

Licensing Certificates. Logging Maintenance Backup & Restore Admin Access Settings

Deployment Deployment Nodes
@v k=" @'.
» 25: Deployment f Edit Regi:ber - @ Syncup EDeregister Sho
|:| Hostname A Nnde'r\.,.'pe ”Pemnnas Role(s) Services Nnde Status
O admint ISE Administration PRIMARY(A)
O admin2 ISE Administration SECONDARY(A)
O mnt1 ISE Manitoring PRIMARY(M)
O mntz ISE Manitoring SECONDARY(M)
O psnt ISE Policy Service Al
O pxgrid1 ISE pxGrid
O pxgrid2 ISE pxGrid [ -]

26t pxGrid M H]| 27 A& Fo]aL AIAE ISE =27t A H =4 gt
Administration -> pxGrid Services

) Home  Operations | ¥  Policy| ¥  GuestAccess| ¥ Administration | ¥

=%z System I Identity Management I Network Resources [22] Device Portal Management [® pxGrid Services Feed Service {3 pxGrid Identity Mapping

OEnable Auto-Registration
Live Log

o Enable (@) Disable anpprwe © Goup W Decline  JDelete ~ ﬁkefl&h Total Pending Approval(D) « 1-90f9  Show 25 v perpage Pa
[J| | CientName | Client Description Capabilities | Status Client Group | Log

O » ise-mnt-mnt2 Capabilities(2 Pub, 0 Sub) Online Administrator View

O » ise-mnt-mntl Capabilities(2 Pub, 0 Sub) Online Administrator View

O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator View

O » ise-admin-admin Capabilities(2 Pub, 1 Sub) Online Administrator View

O » ise-admin-mnt2 ‘Capabilities(0 Pub, 0 Sub) Online Administrator View

O » mac ‘Capabilities(0 Pub, 0 Sub) Offline Session View

O » mac_engineering17 ‘Capabilities{(0 Pub, 0 Sub) Offline Session View

[0 » mac_engineeringl5 Capabilities(0 Pub, 0 Sub) Offline Session View

[0 » mac_engineering20 Capabilities(0 Pub, 0 Sub) Offline Session View
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Johns-Macbook-Pro:bin jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineeringl5

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineeringl5

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

filter=null

start=null

end=null

connecting. ..

connected.

starting at Thu Mar 05 01:57:14 EST 2015...

session (ip=10.0.0.17, Audit Session Id=0A0000020000000E027B9538, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:77:D6:85, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/23, RADIUSAVPairs=[ Acct-Session-
Id=00000006], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 20:06:47 EST
2015 )

session (ip=10.0.0.51, Audit Session Id=0A0000020000000C00035232, User Name=68:EF:BD:F6:76:56, AD User DNS
Domain=null, AD Host DNS Domain=null, AD User NetBIOS Name=null, AD Host NETBIOS Name=null, Calling station
id=68:EF:BD:F6:76:56, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint Profile=Cisco-
Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000004], Posture
Status=null, Posture Timestamp=, Session Last Update Time=Wed Mar 04 21:18:38 EST 2015 )... ending at: Thu
Mar 05 01:57:14 EST 2015

connection closed

‘O,
o

4| pxGrid E2fo]AEE 5 E35to] 7 ZHEsl=4

Y}

okt
r

Johns-Macbook-Pro:bin jeppich$ ./register.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -
truststoreFilename carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username
mac_engineering50 -group Session

——————— properties -------

version=1.0.0

hostnames=10.0.0.48, 10.0.0.49

username=mac_engineering50

descriptipon=null

keystoreFilename=mac. jks

keystorePassword=ciscol23

truststoreFilename=carootl. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed
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5¢tH| ISE pxGrid 71 E & 2] of| A pxGrid E 2] A E 9l mac_engineering50-S 354t}
Administration -> pxGrid Services

~m—

iy Home  Operations | ¥  Policy | ¥  Guest Access| ¥
o> System £ Identity Management BB Network Resources & Device Portal Management Feed Service 28 pxGrid Identity Mapping

[_cients TIPS

o Enable (@ Disable aApprove @ Group ’ Decline 0 Delete - @ Refresh Total Pending Approval(D) « 1-100f 10 Sk
O | ClientName | Client Description | Capabilities Status Client Group Log
[0 » ise-mnt-mnt2 Capabilities{2 Pub, 0 Sub) Online Administrator View
O »  ise-mnt-mnt1 Capabilities{2 Pub, 0 Sub) Online Administrator View
O » ise-admin-mnt1 Capabilities{1 Pub, 0 Sub) Online Administrator View
O » ise-admin-admini Capabilities{2 Pub, 1 Sub) Online Administrator View
O » ise-admin-mnt2 Capabilities{0 Pub, 0 Sub) Online Administrator View
O » mac Capabilities{0 Pub, 0 Sub) Offline Session View
[0 » mac_engineering17 Capabilities(0 Pub, 0 Sub) Offline Session View
O » mac_engineeringl5 Capabilities{0 Pub, 0 Sub) Offline Session View
O » mac_engineering20 Capabilities{0 Pub, 0 Sub) Offline Session View
[ TR mac_engineering50 Capabilities(0 Pub, 0 Sub) Offline Session View
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ISE AHXl A ID 1S A

pxGrid®] ISE AHA] A ID 2154 = €5 CA ¢l=57] ¢ st = 9l -9, 28] AL pxGrid SDK 2] M=

ASAE AHESHA 231 pxGrid 2 ISE 78S B ~E o A AFE S 7 AdF5Yth 7124 02 A4 A9 1D

olF Mol = A1 915(1.3.6.1.5.5.7.3.1) 2 F&fo]AE <l

R Z W, o] = ISE Al 28 1541 A2 dF YT
L&

)
o
>
>
o
o

o2 |

pxGrid E2}o] A E = A A1 JAFA & AFEE 4= 9l o th5-3 2314 Al Q. pxGrid ISE == 2 pxGrid

w7 23 AA) A QA EA AR

pxGrid 2 2}o] <1 &= Qo vhas sk Al . pxGrid ISE = 5L CA A3

= CA MY AFAE A
pxGrid FeHo] I =7} ZHE A A3 QFA ALg

ofo
%

1€ ISE AHA] A% ID 9154 o A pxGrid AH8-& 273 3F kUt
Administration -> System -> Certificates -> System Certificates S 2} & & +& U ISE AFA| A4
A5 S BB pxGrids A ¥ § Save s FHUTH

License Waming
7> Home Operations | ¥  Policy| ¥  Guest Access| ¥ Administration | ¥

& Identity Management BB Network Resources [2%] Device Portal Management &) pxGrid Services &) Feed Service 2{8 pxGrid Identit
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management Edit System Certificate
. Issuer
Overview
* Friendly Name ‘ Default self-signed server certificate |
System Certificates
Description | |
Endpoint Certificates Subject CN=isespl.labé.com

Trusted Certificates Issuer isespl.lab6.com

Walid From  Sat, 24 Jan 2015 20:57:46 EST
0OCSP Client Profile
Valid To (Expiration) Sun, 24 Jan 2016 20:57:46 EST
Certificate Signing Requests Serial Number 54 C4 4D 9A 00 00 00 00 4A 09 B8 3E 37 DB E8 FE

Signature Algorithm  SHALWITHRSA

Certificate Authority Key Length 1024

Internal CA Settings Usage

| EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
Certificate Templates

¥| Admin: Use certificate to authenticate the ISE Admin Portal
External CA Settings pxGrid: Use certificate for the pxGrid Controller

| Portal: Use for portal

* Certificate Group T2g | Default Portal Certificate Grouf = | (i
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2CH| Trusted Certificates ©F2 ol A HE-8 ISE ID AHA| A8 A4 & R WY
Administration -> System -> CertificatesS 2} 8] & & t}-2 A A" Q1 5A1 S A S}l "Export
Certificate Only"& 7% 4t

H0:0l= PEM IIZ 2 MEELICH

Export Certificate 'Default self-signed server certificate’
(®) Export Certificate Only

O Export Certificate and Private Key

*Private Key Password |

*Confirm Password |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

Export
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4EH

PEM 34 & A& = Q= A5A AFA=E 7HA U
Administration -> System -> Certificates -> Trusted Certificates & *} & 2 “F& U5 PEM 1S4 &
1 B3} 31 "Trust for authentication within ISE"S &4 31+ U} | &= U t}.

e 4 Home  Operatons| v Policy | ¥ Guest Access| v dmimstation | ¥
5 1dentity Management i Network Resources Device Portal Management pXGrid Services Feed Service {8 pxGrid Identit
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | Defaultselfsignedservercerti.pem

Overview
Friendly Name |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog

Trusted Certificates

[C] Trust for authentication of Cisco Services
OCSP Client Profile [] validate Certificate Extensions
Certificate Signing Requests Description |

L ( concel |
Certificate Authority

pxGrid ¥ 24242 24 313 )
Administration -> System -> DeploymentS 2} 8] 2 +& o} v £ ==2 H Y8} 1L pxGrid =
&3 shgk v SaveE FrE YT

Hrlael e (i Home Operations|*  Policy| ¥  GuestAccess|¥  Administration | ¥
5 Tdentity Management BB Network Resources Device Portal Management pxGrid Services Feed Service 248 pxGrid Tdentity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Depl = Deployment Nodes List > isespl
= & Edit Node
<« k= i General Settings Profiling Configuration
» =2z Deployment
Hostname isespl
FQDN isespl.lab6.com
IP Address 10.0.0.39
Node Type Identity Services Engine (ISE)
Personas
v/ Administration Role STANDALONE Make Primary
¥ Monitoring Role | PRIMARY v | Other Monitoring Node |
|+] Policy Service
¥ Enable Session Services i
Include Node in Node Group | None | @
|| Enable Profiling Service
pxGrid @
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5CHH pxGrid A B] =2 A 2T},
Administration -> pxGrid Services

H1:pxGrid =0 THEt HZ 0| ZAIZX EE R, Al 0 EAE = UASLICH

s System 5 Identity Management i Network Resources [22] Device Portal Management Feed Service 28 pxGrid Ident

B o

¢ Enable (@) Disable aAppﬂwe @ Group W Decline 0 Delete + 8 Refresh Total Pending Approval(D) -

00  ClentName | Client Description | Capabilties Status Client Group
O ise-admin-isespl Capabilities{3 Pub, 1 Sub) Online Administrator
O » ise-mnt-isespl Capabilities{2 Pub, 0 Sub) Online Administrator
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o] ol 4 £ pxGrid SDKS] W E 215 A & AL&-3H, o] 3 2 €4 87 0] opid POCO| T AR T
o] @A A= A& 4= 9= CA 54 9] rootSample.crtE 714 231, iseSamplel.crt 2 iseSamplel key S
ARG o= Zebol9IE S22 919 pxGrid 2-2ho] ol £ 8] 3 -2l s ebo] 9l 4 9 8- Gtk POC
w3, AZ 9154 2 pxGrid S A 23 HE| B3 Bk 243 &L oS
(http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how _to/HowTo-84-

Configure and Test Integration with Cisco pxGrid.pdf)& 23 A L.

1St rootSample.crtE ISES] A1 8] & 4= QL& A 2~®l QISA = 7hA] J U o
Administration -> System -> Certificates -> Trusted Certificates A} 8] 2 72 T3 rootSample.crtE

7}A 2 5 SubmitS FH YT
License Warning
/i) Home  Operations | ¥  Policy | Y  Guest Aecess| ¥ Administration | ¥

BB Network Resources [22] Device Portal Management &) pxGrid Services &) Feed Service 21 pxGrid Identity Mapping

£ Identity Management

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | rootSample.crt

Overview

Friendly Name ‘

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE
[ Trust for client authentication and Syslog
Trusted Certificates.
[[] Trust for authentication of Cisco Services
e EEERELS [ Validate Certificate Extensions
Certificate Signing Requests Description ‘

s JEZTN
Certificate Authority
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2CH| iseSamplel.crt ¥ iseSamplel.key S ISES] A| =8l Q1SA 2 745U T},
Administration -> System -> Certificates -> System Certificates -> ImportE *}#| 2 +& t}&
H D 5 o cisco123S AHE-3FIL Submit& +F 4 T

72 Home  Operations | ¥ Policy | ¥ Guest Aceess | ¥ mhmm

-+ System L Tdentity Management [BE Network Resources Device Portal Management pxGrid Services Feed Service = pxGrid Identity Mapping
Deployment. Licensing Logging Maintenance Backup & Restore Admin Access Settings
Import Server Certificate
Overview
= Select ode
System Certificates
* Certificate File | Browse... | iseSamplel.crt
ivate ile Browse... | iseSamplel.key
Endpoint Certificates * Private Key File | ) !
Trusted Certificates Password [ sesssses
Friendly Name |
OCSP Client Profile
Allow Wildcard Certificates
Certificate Signing Requests v Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does

not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Certificate Authority Validate Certificate Extensions [ &
Internal CA Settings Usage

O Admin: Use certificate to authenticate the ISE Admin Portal
Certificate Templates [0 EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
PpxGrid: Use certificate for the pxGrid Controlier

External CA Settings
O Portal: Use for portal

(- cancei )

3CH pxGrid | 242 E g4 8 )
Administration -> System -> Deployment& A} &€ = & th& Wl 2 ==& {3} pxGridE
44 88t th 3 Saves YT

) Home Operations | ¥  Policy | ¥  GuestAccess| ¥ Administration | ¥
ZL Identity Management BB Network Resources Device Portal Management pxGrid Services Feed Service 243 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Modes List > isespl

Deployment
= Edit Node
o . Profiling Configuration
» =2 Deployment
Hostname isespl
FQDN isespl.lab6.com
IP Address 10.0.0.39
Node Type Identity Services Engine (ISE)
Personas

¥ Administration Role STANDALONE Make Primary

1+] Monitoring Role | PRIMARY 5 Other Monitoring Node

|¥| Policy Service

1] Enable Session Services i
Include Node in Node Group | None -

| Enable Profiling Service

pxGrid 7
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4CHH| pxGrid A1 H] =& A2y o}
Administration -> pxGrid Services

H1:pxGrid =0 THEt HZ 0| ZAIZX EE R, Al 0 EAE = UASLICH

s System 5 Identity Management i Network Resources [22] Device Portal Management Feed Service 28 pxGrid Ident

B o

¢ Enable (@) Disable aAppﬂwe @ Group W Decline 0 Delete + 8 Refresh Total Pending Approval(D) -

00  ClentName | Client Description | Capabilties Status Client Group
O ise-admin-isespl Capabilities{3 Pub, 1 Sub) Online Administrator
O » ise-mnt-isespl Capabilities{2 Pub, 0 Sub) Online Administrator
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pxGrid 22I0|HE HAE
g

ID 155 7hA] okof 811, pxGrid Setol A B theh 51 wjare] 458
A A R E ).

MnT ==9l| A ISE A}A] A
MA T2 EE X YLsh=

of GA M= Fetol A E 5% R AM hREE ST

1S3 register.sh =21 HE & AFE-5to] th3& Aot

-
2
1o

o
i

./register.sh -keystoreFilename iseSamplel.jks -keystorePassword ciscol23 -truststoreFilename rootSample.jks
-truststorePassword ciscol23 -group Session -username iseSample -hostname 10.0.0.39 -group Session
——————— properties -------

version=1.0.0

hostnames=10.0.0.39

username=iseSample

descriptipon=null

keystoreFilename=iseSamplel. jks

keystorePassword=ciscol23

truststoreFilename=rootSample. jks

truststorePassword=ciscol23

registering...

connecting. ..

connected.

done registering.

connection closed

pxGrid S 2}o] A E iseSample©] pxGrid Services ot 2ol T5% Sefo]AERE FA ¥ =A] 13t}

License Waming v |
/0 Home Operations| ¥  Policy| ¥  GuestAccess|¥  Administration | ¥

== System L Identity Management B8 Network Resources |22 Device Portal Management ® pxGrid Services & Feed Service 248 pxGrid Identil

Live Log

o/ Enable (@) Disable @Apprwe @ Group * Decline eDeIelae - @Refresh Total Pending Approval(0) -

O Client Name Client Description Capabilities Status Client Group
O » ise-admin-isespl Capabilities(3 Pub, 1 Sub) Online Administrator
O » ise-mnt-isespl Capabilities(2 Pub, 0 Sub) Online Administrator
O » isesample Capabilities(0 Pub, 0 Sub) Offline Session
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pxGrid 74 2 H2E U

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure_and Test Integration with Cisco pxGrid.pdf

pxGrid ISE =& % pxGrid S efo] AE7}F 235 2HA] A7 Q154 ARE-
pxGrid ISE == B! CA A8 pxGrid S etol A E7F 23 24A] A7 I5A A

pxGrid ISE == B! pxGrid E2}o| A E7F 2315 CA A7 AFA AL
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jeppich$ ./session_download.sh -keystoreFilename mac.jks -keystorePassword ciscol23 -truststoreFilename
carootl.jks -truststorePassword ciscol23 -hostname 10.0.0.48 10.0.0.49 -username mac
——————— properties -------
version=1.0.0
hostnames=10.0.0.48, 10.0.0.49
username=mac
keystoreFilename=mac. jks
keystorePassword=ciscol23
truststoreFilename=carootl. jks
truststorePassword=ciscol23
filter=null
start=null
end=null
connecting. ..
connected.
19:27:48.224 [main] WARN o.a.cxf.phase.PhaseInterceptorChain - Interceptor for
{https://mntl.lab6.com/pxgrid/mnt/sd}WebClient has thrown exception, unwinding now
org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSende
rInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept (PhaseInterceptorChain. java:271) ~[cxf-api-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.AbstractClient.doRunInterceptorChain (AbstractClient.java:581) [cxf-rt-
frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doChainedInvocation (WebClient.java:904) [cxf-rt-frontend-
jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:772) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:759) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.invoke (WebClient. java:355) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.post (WebClient.java:381) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at com.cisco.pxgrid.stub.identity.impl.SessionIteratorImpl.open (SessionIteratorImpl.java:128)
[pxgrid-identity-client-stub-1.0.0.jar:1.0.0]

at com.cisco.pxgrid.samples.ise.SessionDownload.main (SessionDownload.java:132) [pxgrid-sdk-
1.0.0.jar:1.0.0]
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1 @7 Centos 657t X &l & O X| &215+04, yum updateS 2/ & & LICH

3

K

=2
-

Im
£
roll

Ol 2R

el
!

= U2 M, su root yum updateS & =& L|Ch

(=

A LHOIEJ2ASEH USS Lot JIEt 2LE X E JAVAIHIIXIE M AHELIC
rpm -qa | grep -E "*open]jre|jdk]|j[re|dk]’

2

&0: java-1.6.0-openjdk-1.6.0.0-1.56.1.11.8.e16_3.i686 I XIJ}t 010] X U2 =2 0|5 A&GHH MAHMSLICH

3 T &= yum remove java-1.6.0-openjdk

JDK 8.0 £ Xl
19 SEANSXR2 HAS IS suS Y5 HILHS S YAdtets HAIXID EAILICH

2 @7 JDK 82 & XI5k 1 rpm -Uvh jdk-8u20-linux-x64rom< & & &L CF.
o

alternatives --install /usr/bin/java java /usr/java/latest/jre/bin/java 200000
alternatives --install /usr/bin/javaws javaws /usr/java/latest/jre/bin/javaws 200000
alternatives --install /usr/libé4/mozilla/plugins/libjavaplugin.so libjavaplugin.so.x86_64
/usr/java/latest/jre/lib/amd64/libnpjp2.so 200000

alternatives --install /usr/bin/javac javac /usr/java/latest/bin/javac 200000

alternatives --install /usr/bin/jar jar /usr/java/latest/bin/jar 200000

java —version

Java H& 2 & &5t 1 java—version=S 2 2 ot H java —version "1.8.0_20"0 Z Al LICt.
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