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FATISE B SIEE 1.3 FIER ....oo o eeeeeeeee e eeesssssss s s s s R R 6

JBF ISE RESTIUI AP ..ot sessssssssss s 6

B P T IR HUIRALTREE ..o 7
TE1T Nessus FFFEHEHIT ISE ZBMRIRIE ..ottt b s bbb bbbt basas 8
5 1 PP 12

Tenable Nessus 35T AR B 7= Cannot “Open Session” ReCOrdS............cocveeeeeveereeeeeeeeeenes 12
BB BTRL oo e AERRR AR R AR R R R 13
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RXTFARAE

ARCAYE A T2 Tenable Nessus USRS 03 ik 55512 (ISE) 1.3 SUEE 7 A %S 512 (ISE) 1.2 AR TR
EAEIKERE P 1325 B2 Tenable Nessus 1 ISE.

Tenable Nessus A ISE ££ 1% r] & TR 45 RIB ST IC%E B, FHE Al ISE RESTful iR 55 API X 2% bt
PAT B3 B A ] (ANC) B 2 /AR RE 25 22 i A

Nessus Enterprise 6.1.x fil 6.2x. Nessus Manager 6.3 & mhii A5 ISE £l LRERRVFAT . HHEE,
Nessus Manager 14 HUfX Nessus Enterprise, Nessus Enterprise JE AR, (HSLATHENLVF AT U, XA
ISE BB AATRART R
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Tenable Nessus 72 3K Al R HLIRTR AL SAUER I 1261 R G0H % LUK N A 5% 55 DB IR T H
Tenable BE % AR 414 45 SR A8 H RERL S0 IR 9% 51 %% (ISE) 4N RESTful 45 API 7E 283 3R Loz it A .

ISE #Ii8 RESTful k45 3& T HTTPS A1 REST /v, H:#f Tenable T M & imsk i 2 55 S . B ERGE
SAFHP 4. W& ER. BE/ARRR IR S a BHHidsk.

AR EAEYIUA I Tenable A1 ISE FLE, JHRME 7 — Ry, A4S Tenable Al ISE HR s 15 Fh & R
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Tenable Nessus fit &

AL ISE BEHESHTAE “Settings” -> “Communication” FLE R 1 ]

“General Settings” Z4(H T ISE. ISE F ML 245 ISE MnT 5 5 IP #ihi:.  “ISE Username” A1 “Password” J&
T ISE ERS 5¢ ISE B H 20 . #&n] DIFE BAT £ 2235 1) Nessus Al ISE [ Web %% )™ 3ifi Z [H]FEAT S 4y Sl Pk,
DA ORANAFAE 22 7] 7L

“Permissions” ZHH T Nessus 1k 7. FEFRH “Default” 4 n] IEFEFIfILEH . Nessus ' “jeppich”
HE A AR 495 Y VIl 41 4 45 SRR 2 AN B 25 E L

FEA. NHEIIH R ISE ERS .

“Settings” -> “Communication”

Settings > Scanners Accounts Communication Advanced

NETWORK Cisco ISE

LDAP Server

Proxy Server Cisco Idenlily Services Engine (ISE) is a securily policy management and contiol platform that simplifies

access control and security compliance for wired, wireless, and VPN connectivity. Cisco ISE is primarily

SMITP Server used to provide secure access, support BYOD initiatives, and enforce usage policies. Nessus only
CONNECTORS supports Cisco ISE version 1.2 or greater.
Cisco ISE

Enable Cisco ISE .

General Settings

Host 10.0.0.39
Port 443
Username admin
Password = eeseesss

Test Authentication

Permissions

Add users or groups

288 Default Can view A

A jeppich Can quarantine ¥ x
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BEM ISEBEIE13GE

ISE H41iC B )i Hl RESTful APL M i (R4 Ik 55 BbAh, FRGEIE 2 BT B SO DAL T B B 4 S PO 452 4L
L=

B ISE RESTful API

S®1.  JSHERS WHE.
IR A “ Administration” -> “System” -> “Settings” -> “ERS Settings” , #RJ5 s “Save” .

& w5 ISE FRh, GEFEAEMT R “BA” ERSRE.

License
() Home Operations | ¥  Policy | ¥  Guest Access | ¥ Administration | ¥

£ Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service 248 pxt
Deployment Licensing Certificates Logging Maintenance Backup 8 Restore Admin Access
Settings ERS Settings
i= Client Provisioning ¥ General

Endpoint Protection Service External RESTful Services (ERS) is a REST API based on HTTPS over port S060.
The ERS service is disabled by default.

3= FIPS Mod
- N An ISE Administrator with the "ERS-Admin® or "ERS-Operator” group assignment is required to use the APL
= Alarm Settings For more information, please visit the ERS SDK page at:
» £ Posture https://10.0.0.39:3060/ers/sdk
i= Profiling
» [ Potocols
= Proxy ¥ ERS Setting for Administration Node

TrustSec Settings (&) Enable ERS for Read/Write
) Disable ERS

Save Reset

SE;,2. A% RY RS
K i “ Administration” > “System” -> “Settings” -> “enable Service Status” , #RJ5 &t “Save”

& ¥ — -
3 /iy Home Operations |  Policy| Y  Guest Access| ¥ Administration | ¥
£ Identity Management BB Network Resources Device Portal Management &) pxGrid Services Feed Service 2]
Deployment Licensing Certificates Legging Maintenance Backup & Restore Admin Access m
Settings Endpoint Protection Service i

i= Client Provisioning

Service Status | [ Enabled ~
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832 A T RR & R R PR

BEAL, FRATRE B EPS 8 25 452 AL B ST A A0 o8 125 £ S R AN I 2 S A

BB QIR R E AT
IR S “Policy” > “Policy Elements” -> “Results” -> “ Authorization” -> “ Authorization
Profiles” , ¥/l Quarantine B & CfF, #AJ5 sty “Submit” .

#&: EALUERE “DENY” 3 “ALLOW” iKFrBERE. RINKREEXHERTE ISE BITHHIRIEMETEA “Quarantine” .

-
License Wa

7@t Home  Operations | ¥ Policy | * Guest Access | ¥ Administration | ¥
[ Authentication [®] Authorization | Profiling |@)] Posture [ Client Provisioning =] TrustSec -z Policy Elements
Dictionaries conations  ([ET0D

Authorization Profiles > Quarantine

Results
Authorization Profile
( L]
—v—— o = Name [ Quarantine |
» [ Authentication Description |

~ [ Authorization
w [ Authorization Profiles
(G4 Blackhole_Wireless_Access
(G4 Cisco_IP_Phones
@ DenyAccess
@ Mon_Cisco_IP_Phones
4 Permithccess

= Access Type [ACCESS_ACCEPT 7]

Service Template ||

~ Common Tasks

(84 Quarantine . [ DACL Name DENY_ALL_TRAFFIC *
» [] Downloadable ACLs .
» [ Inline Posture Node Profiles ] VLAN
» [ Profiling
» [0 Posture | Voice Domain Permission
» [ dlient Provisioning
» [ Trustsec (] Web Redirection (CWA, MDM, NSP, CPP)

.

HB2. {7 EPS FEE PR
mi “Policy” -> “Authorization” -> “Exceptions” , %R 54 M8 LR 1 B 61 257 KL ) -
o PRALHINIAZFR: EPS Quarantine
o QIEH %M Session:Equals:Quarantine
o MUPR: FETHRAENC B SO IR

“Click” = “Done” -> “Save” .

License
L /iy Home  Operations | Y Policy| Y GuestAccess| ¥ Administration | ¥

|2} Authentication B Authorization |+ Profiling =) Posture |5 client Provisioning |5) Trustsec &Y. Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies ~]

+ Exceptions (1)

Status Rule Name Conditions (identity groups and other conditions) Permissions
[EPS_Quarantine T Session:EPSStatus EQUALS Quarantine then  Quarantine
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1E1T Nessus ¥ FHNIT ISE EfEIRIE

AR D BRIR A 9%I2 1T “Basic Network Scan” AR §71 4 45 S R 5/ AN 2 2 i ) VE LA )

B, 1. 1547 “Basic Network Scan” .
“New Scan” -> “Scans” -> “Basic Network Scan” .

#*: fRE Nessus PP AA “quarantine” R, MIATR/REY ISE ERHRIEREITIER Nessus 134

SRMNFHRBENFE, BB RER ISE E#Z:5, 1B “Audit Cloud Infrastructure” #33##n “Offline Config Audit” A AT 8EE R SPREHE %M
iR, EREMRATFEN.

@ Nessus Scans Policies
New Scan

Scans > Library

=

o & n

Advanced Scan Audit Cloud Infrastructure Bash Shellshock Detection Basic Network Scan Credentialed Patch Audit

— m— —
A
® B L] = -
Host Discovery Internal PCI Network Scan Mobile Device Scan Offline Config Audit PCl Quarterly External Scan

= = ®

Policy Compliance Auditing SCAP Compliance Audit Web Application Tests Windows Malware Scan

S

B2 RFEENLANEREE, R, HWERERE .
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New Scan / Basic Network Scan

Scan Library > Settings  Credentials
BASIC v B General

General

Schedule plame win7._Pc

Email Notifications
Description
Permissions

DISCOVERY
ASSESSMENT Folder My Scans -~
REPORT

Scanner Local Scanner -~
ADVANCED

Targets 10.0.0.16

Upload Targets Add File

S| FfEEE, EEENADEEAMSR.
AR} ISE 21610 124 IEE 802.1X 4o F 45 B ik 1 ML AR E(E B .

Configure Audit Trail Launch + Export ¥ -
Hosts > 10.0.0.16 >
Severity & Plugin Name Plugin Family Count Host Details
CRITICAL MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code Exe... Windows 1 1P: 10.0.0.16
DNS: WIN7-PC002
SMB Signing Required Vise 1 MAC: 00:0¢:29:77:d6:85
0s: Microsoft Windows 7 Professional
INFO DCE Services Enumeration Wwindows 8 Starttime:  Thu Feb 26 18:49:43 2015
End time:  Thu Feb 26 18:53:05 2015
INFO Nessus SYN scanner Port scanners 3 Ke: Download
- . - . - Cisco ISE
INFO Microsoft Windows SMB Service Detection Windows 2
Session: Success
INFO i .
Common Platform Enumecration (CPE) General 1 Status: Unquarantined
MAC: 00:0C:29:77:D6:85
INFO Device Type General 1 . - .
Username: jeppich

Last Updated: February 26, 2015 18:37:49
INFO Ethernet Card Manufacturer Detection Misc. 1

INFO Host Fully Qualified Domain Name (FQDN) Resolution General 1
INFO ICMP Timestamp Request Remote Date Disclosure General 1 ® info
® Low
Medium
INFO Link-Local Multicast Name Resolution (LLMNR) Detection Service detection 1 ® High
@ Critical

INFO Microsoft Windows SMB Log In Possible Windows 1

INFO Microsoft Windows SMB NativeLanManager Remote System Information... Windows 1
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4L ERELE, 3SR ISE SRR, R BoR SRR .

Change Quarantine Status

NOTICE: Changing quarantine status is a feature of Cisco ISE, not Nessus. Please consult your
Cisco ISE documentation for more information.

Status Ungquarantined

S5 A MR LR “ Quarantined” .

Change Quarantine Status

NOTICE: Changing quarantine status is a feature of Cisco ISE, not Nessus. Please consult your
Cisco ISE documentation for more information.

Status Quarantined

Save Cancel




REViERIEEmR

ie
v

HER6.

atfran]es
CISCO.

TR R A AT “Quarantined” RE .

win7_PC | configure ‘ Audittrail | | taunch v | | Bxport ~ -
CURRENTRESULTS: FEBRUARY 26, 2015 18:5307
Hosts > 10.0.0.16 > Vulnerabilities
Severity a Plugin Name Plugin Family Count Host Details
MS11-030: Vulnerability in DNS Resolution Could Allow Remote Code Exe...  Windows 1 1P: 10.0.0.16
DNS: WIN7-PC002
[ weow SMB Signing Required Misc. 4 MAC: 00:0c:29:77:d6:85
os: Microsoft Windows 7 Professional
DCE Services Enumeration Windows 8 Start time:  Thu Feb 26 18:49:43 2015
End time:  Thu Feb 26 18:53:05 2015
Nessus SYN scanner Port scanners 3 K8: Download
: . ) ) . Cisco ISE
Microsoft Windows SMB Service Detection Windows 2 1seo
Session: Success
Common Platform Enumeration (CPE) General 1 Status: Quarantined
MAC: 00:0C:29:77:D6:85
Device Type General 1 Username:  jeppich
Last Updated: February 26, 2015 18:37:49
Ethernet Card Manufacturer Detection Misc. 1
Host Fully Qualified Domain Name (FQDN) Resolution General 1 Vulnerabilities
ICMP Timestamp Request Remote Date Disclosure General 1 ® info
® Low
Medium
Link-Local Multicast Name Resolution (LLMNR) Detection Service detection 1 ® High
@ Critical
Microsoft Windows SMB Log In Possible Windows 1
Microsoft Windows SMB Nativel Remote System Windows 1

1t ISE H&FE .

“Qperations” -> “ Authentications”
T8 F 3 2 o A RR Y

%
N

) Home  Operations | ¥ Poliy |7 Guest Access |7

Adminictration | ¥

*Reports @ Endpoint Protecton Senvice

'\ Troublshoot

Misconfigured Supplcants Misconfigured Network Devies ! RADILS Drops © Clent Stopped Responding Repeat Counter
0 0 0 1 0 v
[ st e Sesins {5 AddorRemove Comrs » 4 Refesh ) ResetRepest counts REﬁESﬁ‘Everylminute M SMW‘LatEStZU records 7
Stus i i i i ) i : i i i i i i i
Tine | Detas Repet Cont ‘Idenmv ‘ ‘EnduomID ‘Enduothroﬁ\e HAuthent\Gmn Paliy " Authorezation Polcy HAuthormnProﬁ\es HNetwork Device HDME Port ‘ ‘IdentKvGrouu ‘ ‘Posturesmtus ‘Server ‘ ‘Event
201502-26 19:10:21,908 o Q 0 jeppich 00:0C:20:77:06:85  UMWare-Device sespl Session State is Started
20150226 19:10:21.900 0 fepich 00:0C:29:77:06:85  WMMareDevice  Default »> DotiX »> ... Defauk >3 EPS_Quar... Quarantine W GigabitEthemett/0/23 Profied fsegpl Authentication succeeded
01502-26 19:07:03.330 0 00:0C29:77.06:85 W espl Dynamic Authorzation succeeded
2015402-26 18:37:40.508 0 Jeppich 097706585 VMWreDevice  Defaul »» Dot{X »> ... Defaut > Basic_Aut... PermitAccess W GigabitEthemet1/023 Profied espl Authentication succeeded
201502-26 18:37:26.764 Q st/ WINT-PC00; 00:0C2977:06:85  VMWareDevice  Defauk > Dot{X »» ... Defauk > Basic_AUK... PermitAccess W GigabitEthemet1/0/23 Profied isespl Authenticetion succeeded
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ACREHERR

Tenable Nessus 33 5E /5 < Cannot “Open Session” Records

USRS AE Tenable Nessus $3 76 5 I E) cannot “Open Session” records W52, 1 H&&C AL T ISE EESH,
R B A U B I RIS AT DA N WA

# aaa accounting system default start-stop group radius

# aaa accounting update periodic {value in minutes}

FHRSHETR, ESH: http//www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-3s/sec-usr-
aaa-xe-3s-book/sec-cfg-accountg.html



http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-3s/sec-usr-aaa-xe-3s-book/sec-cfg-accountg.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-3s/sec-usr-aaa-xe-3s-book/sec-cfg-accountg.html

REViERIEEmR '::IIlS. (l:lc;.

258

B0 k4551 %5 ISE 1.3 B 4EF . http://www.cisco.com/c/en/us/td/docs/security/ise/1-
3/admin_guide/b_ise_admin_guide 13.html

Ja B ISE 1.3 RESTful API: http://www.cisco.com/c/en/us/td/docs/security/ise/1 -
3/api_ref guide/api ref book/ise api_ref ersl.html

J& FJ ISE 1.2 RESTful API: http://www.cisco.com/c/en/us/td/docs/security/ise/1-
2/api_ref guide/api_ref book/ise api ref ersl.html

Nessus 6.3 2235 FIAL B 6 : http://static.tenable.com/documentation/nessus_6.3_installation_guide.pdf



http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/api_ref_guide/api_ref_book/ise_api_ref_ers1.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/api_ref_guide/api_ref_book/ise_api_ref_ers1.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-2/api_ref_guide/api_ref_book/ise_api_ref_ers1.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-2/api_ref_guide/api_ref_book/ise_api_ref_ers1.html
http://static.tenable.com/documentation/nessus_6.3_installation_guide.pdf

