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REHElR{EER CisCo.
#E ISE FHIIEEE

$B1 B FE ISE K HE A 5 (PAN).

$B2 X Operations - Authentications.

SB|3 (AT IRFAAESLN S Ik H R AFAE, 1% % Operations - Reports - Catalog >
AAA Protocol 2 RADIUS Authentication.

BE B SRR EME S AR
HE]W1 WIRCOK MAC bk 7 4, 35 I DA BB R B R e Kam KT

e BN T 802.1X BB URIET =, BN MAC Ml BT pE A 23 4b, JREELR: RIS AL RN AR RE,
ISE A R o2k 1 i FH P -S4 R

B2 LN SHRIENE (B 4) BoREil 24 MREE, BIERREE BB 1.
SBI  RUEHRS A GEE AN B RIGEE e 2 el R ar @ iR,
B4 ACEKMX BRI L, SRR ARSARAE . B 4 SER B OBl H AR RIGH) B B A

MM
CISCO  Identity Services Engine

) Home Operations v Polcy * Administration v

[ Authentications =~ ligd Endpaint Protection Service T Alarms i Reports g

Live Authentications

{é} Add or Remowve Columns + @ Refresh

Username Endpoint ID IP Addr

Time ¥ Status | Details
| | [s:p4:2E:E8:BA | |

May 27,12 06:48:23.334 AM g  00:16:D4:2E:E8:BA  00:16:D4:2E:ES:BA  192.16
May 27,12 06:48:22.477 AM [ ] a hostfwinxp.example.c 00:16:D4:2E:E8:BA  192.16
A 2. TR HHIEIE

BERTLT BFEEER

HIB5 S E A EGE H A, #E Failure Reason 1.

HB6  riili 0 % (Details #%4H) DL T RIS B
|7 Sl S MEIERBHE B B T R (-5 .
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AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : COAB013C0000066396C 159E6
AAA session ID : ise11/126048118/9137
Date : May 27,2012

Generated on May 28, 2012 7:43:41 AM UTC

Actions

Troubleshoot Authentication 7

View Diagnostic Messages

Audit Network Device Configuration
View Metwork Device Configuration 7
View Server Configuration Changes

Authentication Summary

Logged At: May 27,2012 6:48:22.477 AM

RADIUS Status: Authentication failed : 12520 EAP-TLS failed SSL/TLS handshake because the client rejected the ISE local-certificate
NAS Failure:

Username: hostiwinxp.example.com

MAC/IP Address: 00:16:D4:2E:E8:BA

3. KM S HIIERIEMEER
S8 RYE Resolution Steps (B 6) $ATHMRERAE .
AR Ja B 53 1 0 AR AT SR A

Failure Reason > Authentication Failure Code Loockup

Failure Reason : 12520 EAP-TLS failed SSL/TLS handshake because the client rejected the ISE local-certificate

Generated on:May 28, 2012 7:46:11 AM UTC

Description
EAP-TLS failed SSL/TLS handshake because the client rejected the ISE local-certificate

Resolution Steps

Check whether the proper server certificate is installed and configured for EAP in the Local Certificates page { Adm
certificate authority that signed this server certificate is correctly installed in client's supplicant. Check the previous 4
handshake failed. Check the OpenSSLErrorMessage and OpenSSLErrorStack for more information.

E 4. SHIEIERMRBEER

BE A SRR SRR IESR B 5 MAC Hbit

|1 EEIZA Eﬁ%%‘ﬁ%#%é%ﬁi% ¥ B 43 BEAIE o

SB,2 B TEMEESDEUERIE, Zimt AR A W, Kk ISE FI 454 N4 (NAD) Z [H] 1] BEA77E D
B AVLHS A

SB3  RBEEZLmPE, EERE 3 BRI D% NAD A2 317 i s A b
KZE NAD RS ISE iFHAMRE
$B1  WRIXEZ Cisco Catalyst ZZ#HL, &M Telnet B2 4 4M5% (SSH) Bk I LR 247 L

Ap/\

show authentication sessions interface Gig x/y/z

$B2  (WiR) WRAHNHLEXT ISE At & Vil SNMP {5 2, 151%FF Operations = Authentications K47
THEgiR S . R0, s o . Bl 7 BoRgs
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AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : COAB013C000006679C3F253D
AAA session ID : ise11/126048118/9150
Date : May 28,2012

Generated on May 28, 2012 8:11:02 AM UTC

=
=

=
[

2=
=
=

=
=

=
[

Authentication Summary

Logged At: May 28,2012 8:10:49.516 AM
RADIUS Status: Authentication succeeded
NAS Failure:

Usemname: winxp.example.com

MAC/IP Address: 00:16:D4:2E:E8:BA

Network Device: switch : 192.168.1.60 || FastEthernet0/1
Allowed Protocol: Default Metwork Access
Identity Store:

Authorization Profiles:  Whitelist

SGA Security Group:

Authentication Protocol : EAP-TLS

ELAuthentication Result

User-Name=winxp.example.com
State=ReauthSession:C0AB013C000006673C3F2530

Place CACCAONASNYICNINNNNEETOMAEOEQA M icadd 40804044 0/M4 EN

& 5.

(W[i%) 7t Detailed Reports H', siii#2 14 FK ({541 Gigabit Ethernet x/y/z)
BE 5K AT 52598 1 FFY) show authentication iy 425U SNMP 41, 171

38F WLC S 32 HEC &

pi s
S 2

HER3

lllllllll
CIsCO.

GBI

7 24 A SE it TrustSec WA & 75 3 R 28 R ik M 4% 1) 2% (WLC) it B B WL E R4 °F &
F/BCRRAS o
A NAD BEWZAL, EFEARE R EH LI TN%4H:

aaa authorization network radius

XF T84 VLAN (dVLAN), EEPATHRRN T2 N4, DA WLC Big #ebll VLAN $dE 2 2
405 ISE 2241 AL i VLAN:
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$B,4 KT dACL, Eld % Policy = Policy Elements = Results = Authorization = Downloadable ACLs
IAIF ISE ACL #HIE 2 75 IR .

HBS X T Catalyst Z2#41, 7 LA# ] ISE Evaluate Configuration Validator T. ELRIGIFACE . #42
Operations = Troubleshooting - Diagnostic Tools > General Tools (& 8) .

N mim
CISCO  Identity Services Engine

{4 Home Operations v Policy v  Administration
|l Authentications [y Endpoaint Protection Service ) Alarms i Reports | ‘4 Troubleshoot

[ T ————y— — |
Diagnostic Tools Download Logs

-
Diagnostic Tools
v W General Tools Evaluate Configuration Validator i
B Connectivity Tests %t Network Device IP:
g RADIUS Authentication Troubleshooting B
Select the configuration items below that you want to comp
U Execute Network Device Command
AAA
W Evaluate Configuration Validator
RADIUS:
U Pnsture Trnuhlashooting

6. IR ECE

F#&imE] NAD &1
FE X Catalyst ZHNL, THES AT TZAT AT a2 5 802.1X

debug dotlx

]2 EdRERKEHE, WU P b 5 E K% EAP over LAN (EAPoL) H3IH & .
S$B3 W T MAC S I6IESAT (MAB) 3%, 1 IRIF &2 TSR KR E .

W R AE HHERE T Cisco TrustSec 2.1 FNRFAITHN S8 BEORBCE H O, W& 30 M5, ZHls
SR FAE Rk B & I E K% MAB EK. X0 AEiEE s (Bl Windows PC $24%)

MEIEEA RS (HE, FEFTEIHLRT RE 75 B — L (B R 5 il MAB. @R IE 2 K (A 4E 1R A
I3 g (BIUFTEIHL) $UT MAB, 5% Eie17# 145 € Mm% authentication control-
direction in, PASCVFIE S 10 301FE 2 Fit & AN 2845 8 21 2, AT I MAB 13 #2

BERETF VLAN F1£iE8 ACL

$B4 5T dVLAN, iERIFNT VLAN 1 ACL &G RKZ R Z R, Ak, & LIEE VLAN #0
ACL 8082 O Fsh 40 B 204 5 F 802.1X 1K) 111 36 1F 2 d IR0
$B|5 X T dACL, EHWRIFNH T 2160 ACL 2 ARZFE L RE. U RFH—8h K me:

show authentication sessions interface <int_name>
show ip access-list interface <int_name>

show running-config interface <int_name>

show access-list <int_name>
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£ NAD _tI8iF RADIUS B &

SB6 XTI Catalyst A2#eHl, %1817 Evaluate Configuration Validator (UIFEF 6 FTid) PAIGIE RADIUS Bt # .

FB]T M NAD 21T ISE SRS 75 5 (PSN) $0U4T ping ##4F -

B8 WIIRFE NAD A ISE PSN Z [a[ RIS g s, 1RIRIEIZ % /2 & SLF RADIUS S iGik. =AM
iciik (UDP 1645/1656 % 1812/1813)

B9 BT LUM#E ] Cisco I0S® AN ThREZ AT MR SR I0AE . EPATHE NN A LL R4

test aaa group radius {test user} {test password} new-code

WHFin R B A B IEMR IP ik

$B1 R, RNFERIFERTESCIEMEEIE RS EEET. Bk, RITEBIFLsm25Es
1ERA TP Huhk .
B2 X T Windows 345, 1N RFFIE T L Fnd:

N

ipconfig /all

$B3 4T Mac OS X Al Linux 4%, 1M 2R fFiaiT L Fin 4

ifconfig

HBA XTI i, WS RBE T ER DA TP k.

ISF ISE £Ruim2H A R G

B RN MAB S ST ME SR, 151813 %% %2 Administration - Identity Management -
Endpoints $ilE ¢ 5t MAC bk 5 78 I A 1 2 i 4

B2 VR SRR AE S A B R YT . G SRS BC AN IR, B F R B A AT TR .

F$®3  #HTH A Policy > Authorization 56 UEF AU o
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TrustSec 2B14

AR

WIRTATIR, X SO 50 UE R gk AT S B HE BRI, B S A 7 ISE SRS #1555 (PAN).  JE4b 2R 75 EAE NAD 2
HATHSN LW TAE. KRZEIEW T, KE ISE M NAD 1 H & KRN 2 LU E 13 R A 5 A

] DAXHE SR PAT 2 W TAEIR KRR B 45 2 v R 7 A () i bl R T H o A Windows 153K 77 J LT
WA TR . Cisco AnyConnect W 2515 1] &7 HL 2% EL A AT DL E 21 - v 0 FH A8 sVE il s ek 12
Wik i5 T B (DART). {H&2&, &30 2OUERISZE N R, W AR R P,

MRS PE (L B R HERR (5 R, (BREARAZ M i LA th 22 BRG] . —Bokid, 8 H B RS i
F 3T (SPAN) MRARAZ HAL it AL U AR EAP As (BB (1 5 m] 58 HLA R 77 3.

FE2 3 K% EAPoL JABIE R, (HARRBEMIRK B SHALE B 0rim R SO0, &k B 2% AR
JrikRE. G, RIS DU OIS RO IR BT R R IE . 2 CERER T I, SCHLEUE AL ISE K
PRESNS

5 Windows A< i >R 77 st HoAth 3 4E R 40 b nl ) HeAth i SR 75 ANJA],  Cisco AnyConnect WX 4515 1) B H #8055 FH
T84 ISE b J5 H (R T fe . Blhn, & e A4S 1R B7E EAP 1B W] 2424 (EAP-TLS) BUZ {5 EAP
(PEAP) BRI IFF AEAT ISE EBAEM (9) .

AAA Protocol > RADIUS Authentication Detail

AAA session ID : ise11/126848118/3118
Date : May 27,2012

Generated on May 28, 2012 10:08:05 AM UTC

Actions

Troubleshoot Authentication ('

View Diagnostic Messages

Audit Network Device Configuration C7
View Network Device Configuration 7
View Server Configuration Changes

Authentication Summary

Logged At: May 27,2012 5:08:15.274 AM

RADIUS Status: No response received during 120 seconds on last EAP message sent to the client : 5411 Mo respon
NAS Failure:

Usermame: host/winxp.example.com

MAC/IP Address: 00:16:D4:2E:E8:BA

7. RS HIIERSE: AHIFEKRS

FERE 9, PC EAER] T Windows AR Ty o BA KT B LUT IR EACAS DALMY HAB F A PEAI{E 2. 5411
No response received during 120 seconds on last EAP message sent to the client.
LEINE, PR K D6 JTUE 53 3] B2 S M) ) 24 S o i) el AT B R R




R AR dtla]e,

CISCO.
Kl 10 WonHH PC 12171172 Cisco AnyConnect %7 in) & BR8] o  2 IBUI BRI BH A 8 7 [ /L7E T3 Sk 7
wHE.
AAA Protocol > RADIUS Authentication Detail
RADIUS Audit Session ID : COA8013C0000066396C159E6
AAA session 1D : ise11/126048118/9136
Date : May 27,2012
Generated on May 28, 2012 10:07:42 AM UTC
Actions
Troubleshoot Authentication [
View Diagnostic Messages
Audit Network Device Configuration 7
View Network Device Configuration 7
View Server Configuration Changes
Authentication Summary
Logged At: May 27,2012 6:48:14.762 AM
RADIUS Status: Authentication failed : 12520 EAP-TLS failed SSL/TLS handshake because the client rejected the ISE local-certificate
NAS Failure:
Username: host/winxp.example.com
MAC/IP Address: 00:16:D4:2E:E8:BA

& 8. kMHIFHIGIEIRE : Cisco AnyConnect NAM
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PILEFEN 1 % (NAD)

X} Cisco TrustSec 556 E: [a] @UE AT Sl HERR B 7 1 7045 B4 AT A ISE A S U4 . (HRATEREIFR T,
ISE JovAi it R 9% A5 B3 R I B S I b b AT SO HERR . Rk, A A EAG A NAD [ EHERR ThRE -

E /Y Cisco 10S show <

Cisco Catalyst 2 #Hl_EH A — N5 H F ) show 74 /& show authentication sessions interface.
i A BT R v AT S IR IRES . HA G B 2 4E show dotlx interface il show

running-config interfaces

Switch#show authentication sessions interface fastEthernet 0/1
Interface: FastEthernet0/1
MAC Address: 0016.d42e.e8ba
IP Address: 192.168.1.78
User-Name: winxp.example.com
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 100
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8013C000006679C3F253D
Acct Session ID: 0x00000C51
Handle: 0x68000667

Runnable methods list:
Method State
dotlx Authc Success
mab Not run

Switch#

Switch#

Switch#show dotlx interface fastEthernet 0/1
Dotlx Info for FastEthernet0O/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both
HostMode = MULTI_DOMAIN
QuietPeriod = 60
ServerTimeout =0
SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod =10

Switch#

Switch#

Switch#show running-config interface fastEthernet 0/1
Building configuration...

Current configuration : 599 bytes
|

interface FastEthernet0/1
description 802.1x Enabled
switchport access vlan 2
switchport mode access

©2015 BERRGELNT



PR Ty, L élc;f

switchport voice vlan 110

authentication event fail action next-method
authentication event no-response action authorize vlan 100
authentication event server alive action reinitialize
authentication host-mode multi-domain

authentication port-control auto

authentication periodic

authentication timer reauthenticate server
authentication timer inactivity server

authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 10

spanning-tree portfast
end

Switch#
Switch#

SPAN

FIFAE B B &5 E X 802.1X RIS L i He v —Ffrfie A I 119 R & A2 #idi 1 7) 4% (SPAN). Jiiid SPAN,
AT URHAE — i 1 _E R IR BT AT EAP Sl 88 2 n] iR ERHEAT 0 A7 (1 Fofth i 1 o 38 MR B 3 36
AR AR i (A SE He i) S PR EAP a0, AT L2 W WUERL ISE ANAT L) — 285

FERt Cisco Catalyst 3000 F 4122 HAHLAC E MK B A it N — i 1 Gl D SR 3 55— CHARSR D
THERC B NI LLT Cisco I0S fir 4

(config) # monitor session 1 source interface Gigabit 0/1
(config) # monitor session 1 destination interface Gigabit 0/2 encapsulation replicate

BL¥4 Cisco Catalyst 4500 R YA LI B R FrA REMN— im0 Qg HD BE2ER— im0 CHAzuH)D
WHERL E B LA R Cisco 10S A 4:

(config) # monitor session 1 source interface Gigabit 1/1
(config) # monitor session 1 destination interface Gigabit 1/2

i T Cisco Catalyst 4500 2 i 4% B A5 LU E BoRIFERIN SPAN E & (AT A 265 2 2T, [KIAE Cisco Catalyst 4500
RANVAZHAL_ERIEE 2 JEmi EAFH SPAN TG 75 Frik i B ik 1l
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5 ISE PSN B9 (S
2% P S AT S IR, SR BT RADIUS T B H] AAA RS 256 =FhH IR A -

o BRZIEMHNLEIERE
o AL RADIUS Bt E
o HRZ ORI N

FIGUEM 28R, 15 NSTHNLN AAA R 55 E4RAT ping #1F. LAUN 2 ping dr&7<

Switch#
Switch#fping 192.168.1.60

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.60, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Switch#

SR ping ALy, HeE FREEHEE O R T, AT PR RS AT BORAE ST AAA RS E 2 )
L] FE SR

AN ISE PSN AI LU I ping #iH, MIFELLTEN T test aaa BWiran & AT A B LR 2615 B b diy 2

Switch#ftest aaa group radius testuser ciscol23 new-code
User successfully authenticated

Switch#

test aaa M2 SEAHANLIT AAA RS2 KEVIRNER, Wi (FEARFIF) % cisco123 XM
testuser #4T PAP (BH30) BIRE. A2 HHLF =219 radius-server host iy HHEC B HIAR 55 28 34T S 40 I AIE .
B, WREE AR AAA A A ZERIA RADIUS 41, WA RLFE e & RADIUS 205 e & NiZ 4 i — 584
(4 72 AR 55 A 134T I

U test aaa MM RN User successfully authenticated (WSCHICHS A BH R , M=
WREA PRGOSO CEALIEFIACE NS AAA IR #EE (ERMEEESD ; THILEA 2] AAA RS
PRI TR test 2 H AR E A P AN A 2. ISE S B 43 56 UE SR 7 DR B 4 B8 ik«

Switch#ftest aaa group radius testuser ciscol23 new-code
User rejected

Switch#

R test aaa MAMWLERAN User authentication request was rejected by server, NFERH
LA B A SO H NS0T TI0E, (H2 test iy 2 R UL 7 2 F/BUE RS o/ TL AR S 43 56 1E
¥ RIRTE ISE SERT SIS uE H A . 73— Ml Gtk R ML TCE ) AAA IR 25 3T Sy Bl . JL =B AT
fid, siE AT AAA RSN ER:, XATRERE AAA RSS2 A 3] RADIUS JH S ER . S IERS
BRI AR W 253 B A AZ A LRE RS TE 802.1X S BGIE IR 5 AAA RS #8015
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REEADLEC

U ISE SR S0 W6 E s Km0 S Ik i3, {H/2 show authentication sessions interface
Gigabit x/y/z HIZE T T RERA, W ISE SRMEFAZHAL 2 [0 T RESRIE AVLEL . XERE, SR
ISE et 21l AT S SR AL, {42 M ISE KIEE| NAD (PR HAEX o IO i WL R A 45

e VLAN NIEAE.
o 1fE ACL iBVEEER.
o TPfF AVP iEVEELIR.

W AAA RS 25 O35 S #e b B AR XK VLAN,  WIAZ B o0t i A . 78 DL R sl
AAA JRE 8240 il % 9 EMPLOYEE ) VLAN. ZZ#HLIR B LR 24 HEH B

Switch#

Switch#

May 28 07:06:11.156 UTC: SAUTHMGR-5-START: Starting 'dotlx' for client (0016.d42e.e8ba) on
Interface Fa0/1 AuditSessionID COA8013C0000066D9D16ABE7

May 28 07:06:11.592 UTC: $%DOT1X-5-SUCCESS: Authentication successful for client (0016.d42e.e8ba)
on Interface Fa0/1 AuditSessionID

May 28 07:06:11.592 UTC: S$SAUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for
client (0016.d42e.e8ba) on Interface Fa0/l AuditSessionID COA8013C0000066D9D16ABF7

May 28 07:06:11.592 UTC: %DOT1X SWITCH-5-ERR_VLAN NOT FOUND: Attempt to assign non-existent or
shutdown VLAN EMPLOYEE to 802.1x port FastEthernet0/1 AuditSessionID COA8013C0000066D9D16ABET
May 28 07:06:11.592 UTC: S%AUTHMGR-5-FAIL: Authorization failed for client (0016.d42e.e8ba) on
Interface Fa0/1 AuditSessionID COA8013C0000066D9D16ABE7

May 28 07:06:11.592 UTC: $EPM-6-POLICY REQ: IP 0.0.0.0| MAC 0016.d42e.e8ba| AuditSessionID
COA8013C0000066D9D16ABF7| AUTHTYPE DOT1X| EVENT APPLY

May 28 07:06:11.592 UTC: SEPM-6-IPEVENT: IP 0.0.0.0] MAC 0016.d42e.e8ba| AuditSessionID
COA8013C0000066D9D16ABF7| AUTHTYPE DOT1X| EVENT IP-WAIT

May 28 07:06:11.592 UTC: S$EPM-6-POLICY REQ: IP 0.0.0.0| MAC 0016.d42e.e8ba| AuditSessionID
COA8013C0000066D9D16ABEF7| AUTHTYPE DOT1X| EVENT REMOVE

May 28 07:06:11.592 UTC: %DOT1X-5-RESULT OVERRIDE: Authentication result overridden for client
(0016.d42e.e8ba) on Interface FaO/l1 AuditSessionID CO0A8013C0000066D9D16ABF7

Switch#

Switch#

MUL R ar LU R, LI 5 T. VLAN #4428 EMP 1 A& EMPLOYEE:

Switch#sh vlan | i EMP
100 EMP active Fa0/15, Fa0/16, Fa0/17, Fa0/18, Fa0/19, Fa0/20, Fa0/21, Fa0/22,

T2 #H1%H VLAN ZF8 EMPLOYEE HURSRULGHED, K H 2 1m0 K 1% EAP RIMUH B . BUEE I W
HEMLHHL LK VLAN, 20# 7 ISE $2AUE B S 5 SUIERRIK 2557

ELL R 7nfile, dACL i RFTEYE. ISE Ki% T allow ip any any MAJE permit ip any anye

Switch#

May 28 07:11:59.395 UTC: S$SAUTHMGR-5-START: Starting 'dotlx' for client (0016.d42e.e8ba) on
Interface Fa0/1 AuditSessionID COA8013C000006719D1BFAB1

May 28 07:11:59.815 UTC: $%DOT1X-5-SUCCESS: Authentication successful for client (0016.d42e.e8ba)
on Interface Fa0O/1 AuditSessionID

May 28 07:11:59.815 UTC: S$SAUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx' for
client (0016.d42e.e8ba) on Interface Fa0/1 AuditSessionID COA8013C000006719D1BFAB1

May 28 07:11:59.823 UTC: S$EPM-6-POLICY REQ: IP 0.0.0.0| MAC 0016.d42e.e8ba| AuditSessionID
COA8013C000006719D1BFABL | AUTHTYPE DOT1X| EVENT APPLY

May 28 07:11:59.823 UTC: $EPM-6-AUTH_ACL: POLICY Auth-Default-ACL| EVENT Auth-Default-ACL Attached
Successfully

©2015 BERRGELNT




REViERIEEmR

atfren]es
CISCO.

May 28 07:11:59.823 UTC: S$EPM-6-AAA: POLICY xACSACLx-IP-PERMIT ALL TRAFFIC-4fc368f7| EVENT
DOWNLOAD-REQUEST

May 28 07:11:59.840 UTC: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2, changed state to
up

May 28 07:11:59.890 UTC: S$EPM-6-AAA: POLICY xACSACLx-IP-PERMIT ALL TRAFFIC-4fc368f7| EVENT
DOWNLOAD-FAIL

May 28 07:11:59.890 UTC: SEPM-4-POLICY APP FAILURE: IP 0.0.0.0| MAC 00l16.d42e.e8ba| AuditSessionID
COAB8013C000006719D1BFABL1| AUTHTYPE DOT1X| POLICY TYPE dACL | POLICY NAME xACSACLx-IP-

PERMIT ALL TRAFFIC-4fc368f7| RESULT FAILURE| REASON AAA download failure

May 28 07:11:59.890 UTC: SEPM-6-IPEVENT: IP 0.0.0.0] MAC 0016.d42e.e8ba| AuditSessionID
COA8013C000006719D1BFAB1 | AUTHTYPE DOT1X| EVENT IP-WAIT

May 28 07:11:59.890 UTC: S$SAUTHMGR-5-FAIL: Authorization failed for client (0016.d42e.e8ba) on
Interface Fa0/1 AuditSessionID COA8013C000006719D1BFAB1

May 28 07:11:59.890 UTC: %DOT1X-5-RESULT OVERRIDE: Authentication result overridden for client
(0016.d42e.e8ba) on Interface Fa0O/l AuditSessionID COA8013C000006719D1BFAB1L

May 28 07:11:59.890 UTC: $EPM-6-POLICY REQ: IP 0.0.0.0| MAC 0016.d42e.e8ba| AuditSessionID
COAB8013C000006719D1BFABL1| AUTHTYPE DOT1X| EVENT REMOVE

May 28 07:11:59.899 UTC: S$EPM-6-AUTH ACL: POLICY Auth-Default-ACL| EVENT DETACH-SUCCESS

May 28 07:11:59.899 UTC: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2, changed state to
down

May 28 07:12:00.846 UTC: S$SAUTHMGR-5-SUCCESS: Authorization succeeded for client (0016.d42e.e8ba)
on Interface Fa0O/1 AuditSessionID COA8013C000006719D1BFABL

Switch#
Switch#

T2 H oA HE dACL, Rl s ) & i k3% EAP R . BB E I8, %76 ISE E3 1F dACL

TR R, I R T

Interface:
MAC Address:
IP Address:
User-Name:

Runnable methods list:
Method State
dotlx
mab Not run

Switch#

Switch#show authentication sessions interface FastEthernet 0/1

FastEthernet0/1
0016.d42e.e8ba
192.168.2.100
winxp.example.com

Status: Authz Failed
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Group: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8013C000006719D1BFABL
Acct Session ID: 0x00000C5D
Handle: 0xB2000671

Authc Success
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5143 Ar 35515 (ISE)

FEBHRFE RIGCHPERAN R A Z /T, BN ISE (A EAH SR S L s IR BLH R AR DL . AT R
B F] TR B4 S R SRR T d R HE R (1 T

S SHAIEAIE A
ISE # [¥ISE I B 4y S5 0IE H 51 H BT AT CL2IK ISE I S Bt R AESLpR b B0 P 2k H L, ISR B ISE 1
ARICE) 5y B AETE K -

&0 LB & % 3 ISE E PAN 144 % Operations = Authentications & & SEIT S 560E H &, XFEEEITHF—A
FTFE 11 R EIRE B

e SIS IGIE H B E MnT 35 st MRS SAE &0 MaT 548 B el . shsh, Hnrbl@st
R B PAN 3F Hif H S 3T — MnT ¥ £V i) S2 S 4336 0F H &

Hmm
CISCO  Identity Services Engine

4 Home Opertions v Policy ¥ Administration ¥

BN Authentications | Endpoint Protection Service T Alarms I Reports "¢ Troubleshoot

Live Authentications

i) Add or Remove Columns = Refresh Refresh Show| Late:

) _ Username Endpeint ID 1P Address Network Device | Device Port Authorization Profiles  Identity Group Posture Status Event Failure
Time v Status  Details

| | [spazeesen o] | J |l J | ||| |l | |

May 27,12 06:48:23.334 AM a 00:16:D4:2E:E8:BA  00:16:D4:2E:E8:BA  192.168.2.100  switch FastEthernet0/1 Whitelist Whitelist Authentication ...

May 27,12 06:48:22.477 AM (] g  hostwinxp.example.o 00:16:D4:2E:EB:BA  192.168.2.100  switch FastEthernet0/1 Authentication ... 12520
May 27,12 06:48:14.762 AM (=] g host/winxp.example.o 00:16:D4:2E:E8:BA _ 192.168.2.100  switch FastEthernet0/1 Authentication f... 12520

9. IRTSMIEIERS

SER B Bk H B B A X8 e N2 B g BRI TR ANAT B R L B 4 B0E y s e S E ) J LS B
2

VE: BeAC U EH I BT A I — 2 51 @ i {# ] Add/Remove Columns BHAEA T W, FffFxX se51 ] W, A48 5 b
BT o

o Time - T R ZICEIH ERRTE . WHEBTFTER, ARESEH.

o Status - o8 FIGUE RIS R AR RN, ANRESER .

o Details - 7F 5T O KPR Bk s, EREIRAN BB A RPTIE S0 e 7 R E 2 1E4IE B .

HHEDT, AREEEA

e Usemame - &/~-5 SIS UE BRI F 4 .

o Endpoint ID - 27 3 I ME— AR AR, 8% N MAC B IP Hidilk.

o IP Address - .7 23 i 2% (1) TP Hidik

e Network Device - o7~ WX 2582 N 1% 2% (1) TP Hibik.

e Device Port - {7 3 & uifi )ik 5

e  Authorization Profiles - ‘&7~ F T 5 47 B Uk 4R AURC & S .

e Identity Group - /R BCZE LA B T H & H P a2 1 B 43 4

e Posture Status - &R LHIE KPR A L & 43 38 UE ) 15 S

e Event- WRFRE.

e  Failure Reason - &/~ R ELN I R CUn SR S 30 UE 2R B0
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e Auth Method - {Z 7 RADIUS BirsUsE FH (1) Br 3 50 uE 54, 640 Microsoft Jii #1418 F= 5 47 B8R P s i A
2 (MSCHAPv2). IEE 802.1x 5} dotlx 2545,

e  Authentication Protocol - ‘&7~ P FH 1) B A0 BGUE PR, 51 W1 52 CRAP (1 T 97 FE B 40 B AE B (PEAP) Al
ATy S A SR VL (EAP) 5555

e Security Group - ‘.7~ H & 7 5 iiE H &6 2 B4

o Server- 57~ AR R H A5 SRS IR 55

e SessionID - &R 2xi5 ID.
EE e
12 113 SR FEMN S 36 IE R 1S, Hod B EAP-TLS I i H LB T S 36t . E- 12+,
Authentication Summary 75 7ESEN 5 45k H B i & &N AT HE R . fEE] 13 1, Related Events R H

S &iEMHKH NAD M ASH &, 24 NAD B3 & i%£F) ISE MnT 5 550, XESHEM H )R B & 76 4
A=

2
AAA Protocol > RADIUS Authentication Detail
RADIUS Audit Session ID : COA8013C00000660964D2378
AAA session ID : ise11/126948118/9105
Date : May 27,2012
Generated on May 28, 2012 1:03:01 PM UTC
Actions

Troubleshoot Authentication -7

View Diagnostic Messages

Audit Network Device Confiquration
View Metwork Device Configuration =
View Server Configuration Changes

Authentication Summary

Logged At: May 27,2012 4:28:26.812 AM
RADIUS Status: Authentication succeeded
NAS Failure:

Usemame: winxp.example.com

MAC/IP Address: 00:16:D4:2E:E8:BA

Network Device: switch : 192.168.1.60 : FastEthernet0/1
Allowed Protocol: Default Network Access
Identity Store:

Authorization Profiles:  Whitelist

SGA Security Group:

Authentication Protocol : EAP-TLS

10. RADIUS B4 IEIFMIEE 1

=L Authentication Result

User-Name=winxp.example.com

State=ReauthSession:COAB013C00000660964D2378

Class=CACS:C0A8013C0000066036402378:ise11/126848118/9105

Termination-Action=RADIUS-Request

EAP-Key-Name=0d:4f:c1:ad:55:1b:97:c2:5f:88:18:69:cb:b9:7a:a3:c8:32:dd:9a:48:9d:85:21:8e:5f:24 :65:ee:5f:ac:09:ea:4f.c1:ad:64:6¢:c6:18:1¢:55:9d:d5:b6:2b:d2:13:07:69:4a:16:1c:ab:0b:53: 7aza¢
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT_ALL_TRAFFIC-4{57e406

MS-MPPE-Send-Key=6a:d2:53:53:d7:7b:bd:f0:df:5d:de:89:/4:{7:8e:49:f:44:42:74:66:de:37:81 :96:0f:24:68:3b:1a:ae:d0
MS-MPPE-Recv-Key=3b:3d:a7:79:86:d4.:6e:ec:ba:86:32:df:16:0e:25:42:02:ee:96:09:55:cf:29:2a:c2:0a:2d:17:id:da:2e:68

= Related Events

May 27,12 5:01:06.948 AM Badius accounting stop Radius accouting stop

May 27,12 4:28:29.067 AM Authorization succeeded for client (00:16:D4:2E:E8:BA) on Interface Fa0/1 AUTHMGR-5-SUCCESS

May 27,12 4:28:29.067 AM Radius accounting start Radius accounting start
IP=192.168.2.1001 MAC=00:16:D4:2E:E8:BAl AUDITSESID=C0AB013C00000660964D2378I

May 27,12 4:28:29.066 AM AUTHTYPE=DOT1XI POLICY_TYPE=Named ACLI POLICY_NAME=xACSACLx- EPM-6-POLICY_APP_SUCCESS
IP-PERMIT_ALL_TRAFFIC-4{57e408] RESULT=SUCCESS

May 27,12 4:28:19.977 AM Starting 'dot1x’ for client (00:16:D4:2E:E8:BA) on Interface Fa0/1 AUTHMGR-5-START

11. RADIUS B4 IEEIEHER 2
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(config)# logging host {Primary MnT} transport udp port 20514
(config)# logging host {Backup_MnT} transport udp port 20514

7 14 1, Authentication Details #8735 71 B 47 56k 3 1) 72 A= (R oAt A5 & o

ISE H & 3 ) E4N I 2

R 15 1, Steps # WoR S TETE

=l Authentication Details

Logged At:

Occurred At:

Server:

Authentication Method:

EAP Tunnel Method :
Username:

RADIUS Username :
Calling Station ID:
Framed IP Address:
Use Case:

Network Device:
Network Device Groups:
NAS IP Address:
NAS Identifier:

NAS Port:

NAS Port ID:

NAS Port Type:
Allowed Protocol:

Candinn Tima:

EAP Authentication Method :

May 27,2012 4:28:26.812 AM
May 27,2012 4:28:26.804 AM
ise11

dotix

EAP-TLS

winxp.example.com
hostiwinxp.example.com

00:16:D4:2E:E8:BA
192.168.2.100

switch
Device Type#All Device Types,Location#All Locations
192.168.1.60

50001

FastEthernet0/1
Ethernet

Default Network Access

Ermmmad

12. RADIUS S#AIIEIEAER 3

=] Steps

11001
11017

15048
15048
15004
11507
12500
12625
11008
11001

11018
12502
12800
12805
12808
12807
12808
12505
11006
11001

11018
12504
12505
11006

aqanna

®&H

Received RADIUS Access-Request
RADIUS created a new session

Evaluating Service Selection Policy

Queried PIP

Queried PIP

Matched rule

Extracted EAP-Responsefidentity

Prepared EAP-Request proposing EAP-TLS with challenge
Valid EAP-Key-Name attribute received

Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response and accepting EAP-TLS as negotiated

Extracted first TLS record; TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certificate message

Prepared TLS CertificateRequest message

Prepared EAP-Request with another EAP-TLS challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Reguest

RADIUS is re-using an existing session

Extracted EAP-Response containing EAP-TLS challenge-response
Prepared EAP-Request with another EAP-TLS challenge
Returned RADIUS Access-Challenge

13. RADIUS S{A3EIFAER 4

WERHAR A IS 24 /NEE, W9 P seF4%, AT RLd@RE %% %2 Operations - Reports - Catalog >

AAA Protocol > RADIUS Authentication /T8 E .
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AL B IEsS

T ] DU 12 Wi T PP 90 4% 150 46 RO PC B RN o PTG BC B e . M il Bk e N 01 150 4 BTG B I A A
fi & Lb#. P 16 ST~ Evaluate Configuration Validator £ 3

Mmm
CISCO  Identity Services Engine

4 Home Operations v Policy v Administration v
L P T ——
E Authentications i@ Endpoint Protection Service ) alarms i Reports "4 Troubleshoot

FrTT——
Diagnostic Tools Download Logs

Diagnostic Tools

* W General Tools Evaluate Configuration Validator

B Connectivity Tests # Network Device IP: Clear

& RADIUS Authentication Troubleshooting il 2
Select the configuration items below that you want to compare against the recommended template.

AAA: v
RADIUS:

H  Execute Network Device Command
U Ewvaluate Configuration Validator
U Posture Troubleshooting

< s

Device Discovery:

& TCP Dump 5
Logging:

<

W Securily Group Access Tools

Web Authentication:
Profiler Configuration:
CTS:

B02.1X

: Open Mode:
Low Impact Mode (Open Mode + ACL):
High Security Mode (Closed Mode):

COPR AARE

CRun)
=l

14. Evaluate Configuration Validator j£If

$B,1 % Operations = Troubleshoot = Diagnostic Tools = Evaluate Configuration Validator.

SB2 N EEAL L B R 1 Network Device 1P ihil, - HARHE 75 £ 45 e HAh ki,

B3 RPN E LD B UORACHEAT U SRR AR IR RN R I Lk . IR R IR TR B
e MBLR A A ke

B4 Web Authentication - 1% 1 1 & G AE 7] K5 15 %% () Web Authentication P B 5475 1 B AH LU

S5  Profiler Configuration - 1% H1 It I AE AR ¥ 4% (1) Profiler BC B 5 AR 1R B AH LLEL

HE6  CTS - B EW %1 Security Group Access Fit B 5 FrdElC B AH LU, 150 it B HE .

SBT  802.1X - R EE B &M 802.1X ML B SArAE BEAH LA, WP EENE. A5, EFUITE
Wiz —:

£ 8  Open Authentication Mode

$89 Low-Impact Mode (Open Mode + ACL)

%10 High Security Mode (Closed Mode)

$B 11 5 Run. &G0 IR Progress Details T, $7n 85 N HAD(E o

B2 siddi User Input Required, Jf HARIE T BB T Bl RGRKRRm—FE . BB E D Pk
NP

ST G ESN RN AN EERE, A5 M Submite RGUK PR Progress Details TUIHI

$B 14 1iidi Show Results Summary.
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TCP 3% fi&
TCP ¥ fifi S FHRE P ML A% 2845 11 1 5 45 58 A1 R 3K UM UL P O B30 B ) A2 65T AR P Ik S TR P 0 P 2%
E T AT SRR AR . SR ISE MRHRRR 2 W T RS E A S i (17D

B
HER2
B3
HER 4

SES

SR6
i N

mim
CISCO  Identity Services Engine

f Home Operatons v Policy v  Administration v

BN Authentications g9 Endpoint Protection Service ) Alarms  i7 Reports | ‘s Troubleshoot

[ —————————————
Diagnastic Tools Download Logs

-
Diagnostic Tools TCP Durnp

¥ W General Tools
Manitor the packet headers an the network and save to a file (up to 500,000 packets)

U Connectivity Tests

U RADIUS Authentication Troubleshooting

B Execute Network Device Command status B Stopped

U Evaluate Configuration Validator Host Name | isell E]|

“ )
Posture Troubleshooting Network Interface |GigabitEthernet 0 ]

H TCP Dump

Promiscuous Mode (&) On () Off
v W Security Group Access Tools

Filter | ip host 192.168.1.60

Example: 'ip host helios and not iceburg'

Format |Raw Packet Data E]

Dump File Last created on Fri Apr 13 04:41:50 UTC 2012 by admin
File size: 12,623 bytes
Format: Raw Packet Data
Host Name: isell
Network Interface: GigabitEthernet 0
Promiscuous Mode: On
Filter: ip host 192.168.1.60

& 15. TCP Dump %1%

20000

% Operations — Troubleshoot — Diagnostic Tools = TCP Dump.

MR RSB A PR IS R A 22 11 o X 2 I 25 3t 1 52 IR A BORER 1 2 11 o

JEIT A IR DK Promiscuous Mode % & A On B, Off. BRI\ & A On.

Promiscuous Mode & BRIAE R MRG0, FRATE I i BN One R, W848 L1 P
AR EALIER RGH CPU,

fE Filter 7B, S ANZD HE AT I DRI AT /R RIA 0. SCRFFR#E TCP Dump i 3885 & =, Flanbh
T#ZER: nost 10.0.2.1 M port 1812,

miifi Start TFAA IR 45

U A 2 2 BOE ) BRI A7 Stop, B 7E R AN B OKEE I EHE L (500,000) J5 4R AR H Eh
FEH o
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LB gy Mgl -Res
TrustSec S IAETT fg 1TV 2 R MM, HerP bR A . SRR R, SEIERI. SOES . HEH
RS, IR ISE H, v LW H RV 2 M, NIt B 18 IR IR FUREIR

5411 MEPim&kH&EE—5 EAP HEZRE 120 #'A, FWHI BN

&R Ff#5 EAP 2E!

BN NAD 3iFK75: EAP #BATE e T8 .

KA EERAETIEENEMNEIE, MEKRKAFXBAENNEIEREE
ISE iE$H.

BKAMAR: BEFETEBRNSMNIEIUE, MAPKREHEMHEIE,
R T E KEE R RBEMEE NS ISE FRTEAR EAP XHiE. IIE NAS 28
EHEE B 5iEK Sz B EHEE EAP HE., WiEiE K53k M5 6 R %
25 (NAS) 2&E &3t EAP SHEA SIERTEIBR . &R TI% NAS EiZE

ISE B4 . INRINB ID EEA FHAIE, METTEERS B S5kt 2
BIABET .

12520 EAP-TLS i#1T SSL/TLS {2F %M, BAAZPiniELE ISE AibiEH
&R EAP-TLS (AnyConnect f4&if o] &IE28)

AT REIR A 15K FMS1E ISE PSN iEH.

ARG #1335 £ Local Certificates 51 (Administration > System > Certificates >
Local Certificates) 0T 2% A EAP REHFE TEYMIEE. Bi5MH
FREZBNRSF|IEBAINEREMANMERZEARPHIIEKRGTF. &
&tk EAP-TLS X1ER BEPREAR SR, ERETEFEMAER.

¥E OpenSSLErrorMessage #l OpenSSLErrorStack LAFREUIELH

=
A I1Gs o

/|

22044 B RBERIEIATETEENSHEIESZBEEZINERE T EBRN SN IIEEK
EATR EAP-TLS #1 PEAP-TLS

AT REIR A ISE SR IEIERIRECE AR TETEENSMIEIE, BRBFERAGLXENZ
IEREIE

fRR T3 % 7£ Policy > Authentication ¢ EHNEE. HSHREENATETIE
FHSHIEIHEREZINEETEBRNSMREIEERE, SL%EIHER.
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22045 B RERICEIATETBRHNSHEIES R EEEZINERE TIEENSHIIEEK
&R X EAP-FAST #1 PEAP-MSCHAPV2

AT REIR A ISE Efﬁﬂﬂbﬁﬁﬁﬁﬂﬁjﬁﬁ?%ﬂ:ﬂ%E’J%ﬁ}hﬁE BRIBFERAFREHZ
ETHEEHE

fRR T3 % 7£ Policy > Authentication P EHNMELE. HSHNREEARTETE
BHSHEIEERERINEETIEBNSHIIEEKE, S&%EIER.

22056 FEiE A K S EEP AR B R
EAXEK | EAP-FAST. PEAP-MSCHAPv2. MAB

A RESR A AEENSHEFRABAARRE

FRRTT A REFTHEEHFETREN—MEENEMES. FEE, WRRLESHDE
A FFYATHHIIENY, NRAX LS G E RS WD
MR P IIE SRR HE R E TR SR B

S BB LMY Microsoft Windows W4& B B3 I8E, i&FRIER
HFMIM TGS (FAF: administrator@example.com, XTFitEH#:
winxp.example.com) o

24408 %t Active Directory IR P S IELM, EARAFPHRANERLER
BERAR EAP-FAST #1 PEAP-MSCHAPV2

TEEE | ARRANEBEER.

fRR T3 % KERPELEIE. AR RADIUS I5KEM PAP HTHMIIE, HiFK
EAMKIR B BN ZFHH

15039 RIBIXAEL B 3 H B
&R Ff 5 EAP 3#!

AJREJR AU N Z4E481718], ME IS ERBETEERAN .

R T TR TS, FEitiEF 7T AHE ACCESS_REJECT B AIRINEALE
St kRN AR IRER AL AR
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REViERIEEmR .tl:lllsié ICI).

22040 FEEE RS THW L EEH
ERAMNR HEHTZE8) EAP 8!

A REJR A ERBEMESKRERFPRZE,
= RADIUS Z4A7E ISE #1 NAD 2 8]~ PThg.

fRR TS E 7£ Administration > Network Resources > Network Devices F1#&2 i P 1E
HEFNE & HZ 2R,

1

-—

036 ;HE FIIEER{X S RADIUS BT
ERX&R Fr4 EAP 258501 MAB

G H= RADIUS Z4A 7 ISE 1 NAD Z 8] ASITEE .

fRIRTTIE BE AAA ZFim ISE fRS58 LA ZEAIEME. iR AAA BRI
WK EILBEHEREE RADIUS sAMEIE. ok, HHRERTHE
BIEIZE ISE HIMLE R BRE MR .

1

—

007 Fo AR B IR &I AAA iR
iEATR Fi EAP 28150 MAB

A] ge R & NAD AJ8EA7E ISE FRIMLRIZ & FIFR T .

RT3k £ Administration > Network Resources > Network Devices F 6 1iF 2 & EC
B TMEIZ & AAA ZFif.

5417 EhiSHEREM
ERX&R Fr4 EAP 258501 MAB

A ge R & M ISE PSN FERIZIEE (CoA) BLE NAD,

ARG & ISE 1 NAD ZHJANERE. #1R ISE EX A NAD LHIEAIFNE A
in, HEERE LT CoA.
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Cisco TrustSec 2 %::

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

WEAERE:
SRR B0 5 31 SR P J

http://www.cisco.com/en/US/products/ps11640/products user guide list.html
HIRER10S BE. BFR10S XE BAEA R NX-0S B RA M FE2E R, &2 LT URL:

X+ Cisco Catalyst 2900 R ¥ 32 44/l :
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides list.html

Xt Cisco Catalyst 3000 541|432 4L -
http://www.cisco.com/en/US/products/ps7077/products installation _and configuration guides _list.html

%} Cisco Catalyst 3000-X 24128 Het/L:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

XtF Cisco Catalyst 4500 F 41|32 #eHL:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration guides
list.html

X} Cisco Catalyst 6500 F 41|42 #ihL:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation _and configuration quides
list.html

%tF Cisco ASR 1000 Z 4155 5% .
http://www.cisco.com/en/US/products/ps9343/products installation and configuration quides list.html

3o T SELRH I R4 3

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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