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Cisco Meraki EMM Z5 B2 BAEE BB BT IA ... 4
EF] MDM EE BRI B 20T oot 6
CiSCO ISE FI MDM BEBLEDE .......oovvvoeeerveeeesssseesscessssss s 6
BT MDM TEER oottt 9
LT T s 3 1. OO 10
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B FETE (MDM)
i

Cisco Meraki @MV A5 204 1 (EMM) SXAE AT DUERY . M9 B ERAIS RS SIS B i . RS i A Al 358
BB E 5. MR Cisco Meraki EMM Jt & AL 3L T2 (1) SRS IR 25 2 RS 2l 8 4% %5 P ot o (HJE,  JHLHE 4%
e AT LR AL SRS 417 0] O ME— S84k (BE T ACL. TrustSec SGT £8) . #IRAR, ERIS 4IRS (ISE)
B FAEIE T W28 B szt i, 12T 2 1) Cisco Meraki EMM 55 1 ik 2% 25 W) FHAE S & e 5 05 . ISE T2
K H Cisco Meraki zx EMM Jlk 4545 (14 e 2,  DAERAL S8 3L Al vk 5 %o

DIl (RS ES T E S

BEAAEM - U 1] il P4 50 9 265 (1) A3 A 2% i 4 48 292 7] 22 Cisco Meraki EMM = BVEM UL, AR B H P
o, WAARMEIHTIM . BEAh, Meraki i 7] LRI AnyConnect (VPN). Jabber (HpE) &AMk A EC
WA, I P o] DLAE B AL T A AR I 22 41 ] A b B P8 (IR B S ) o

B - AN ) 2 it MR 75 TR A 3R A 52 R 81 (40 7 1l A PR
EREHRE - WL Cisco Meraki EMM 7 IR 28 22 4 A5 2 i 1
ISE &2 53 n] LUl I Cisco Meraki EMM =76 & R 2 #/E (Flan: mREHERR2E B %)

B4 F P AT F A ISE My Devices Portal B HAN N, FIWHAT 52 245 Vg B A PIN 4.
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W £& 3R Bl
IRIE :
cisco Merak]
SRS ° |
o — J
Access Point ,r..z' R 4
_— —_— Meraki 4t & 1238 &\l AR
Wirgloss LAN Controller s
e Cisco ISE 1.2
Corporate Resources

1. ISE+EMM & Ri#R3H

Cisco Meraki EMM = £ 5 {s& F E f#t bx

F Pk 455 SSID 5Kk

WU P MR, PR e B A s BATEOR TR, VEIE RIS TR

ISE [fi] Cisco Meraki EMM Z:i# 3K API i1

It APT IR [F13E 12 7 (P8 2% B R RNIR B85 2% (1) 2 AR - TR, BATTT LU A S H T A L i3

Lt £ 11 MAC bk,

5. WA PR SAERSIRY, X R 1% A Cisco Meraki EMM z=F . ISE 23 [1] NAD K% FHZAL
DLESE M A ISE, JF2fH J #E5E n & Cisco Meraki EMM = (L& SR .

6. ISE K5 3RHN1Z% W 4% 5 BAE ] Cisco Meraki EMM =B TIRNC, -4 1) ) Sl 24 10 o i LA T Ve A1

7. M ¥4 2 Cisco Meraki EMM = skl 5148, F PR AE 5 2 b 58 ild M it Cisco Meraki EMM = I %5
A1 B e ) B - R A, RO AS [H]4h 1SE.

8. ISE ¥ X £ Cisco Meraki EMM z, LASRELZZADIRA S E .

9. WHRHM A ATFA Cisco Meraki EMM 2 HFACE 122 AR (R Rns, RE0KE A & A G
ANEr BT D BRI A K 15 1) I 8% T 1) A R B2

10. 1M &E 2 5, Cisco Meraki EMM 440 H 3 26 h S0 I AOIRAS

11, fESEPY B, F T CURIET X Ya2s, e BC A2 7145 ISE.

12. ISE &4 52 #1481 Cisco Meraki EMM 2 3k EUA UM B, FEAHRN AR HY COA.

el
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REVTERIER S CISCO.
He
F 1. ACEPEANAY RE
2 M) D fie Cisco IOS™ 1t
A
BRI GRS 518 | TR T —h I AAA. SRIE RS A AIRSS (Ui ISE 1.3
(ISE) 1121/3315. 3355, By I NTER A AR
3395, VMware.
3415. 3495
EMM Jk 45525 EMM e
JLEk Rt M PE S | 5500 R 3 M AFZALTE 2 (CoA) gtk 7.2
(WLC)
2500 #41
WLSM-2
RE LA 2%
Cisco Meraki =76 §i ] Cisco Meraki EMM z (] 2 & 32 AT
2 JRak M Tk
23T B AL 48 WLC
MR £ il Apple F1 Google AN Apple i0S 5.0 2 &F
Apple i0OS. Google &N
Android
Google Android 2.3
S R A

WER: AR, FAVUE R T WL E Cisco Meraki EMM z o FRATTEE U AE A FRATA 34135 89K ISE A1
WLC/Meraki Iit & 22 SCIRES .
BEAE¥ERE:  http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/ docs/howto_60_byod_certificates.pdf

HREZIEmM, 1BV http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
https://docs.meraki.com/display/kb/Wireless+L AN
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http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60_byod_certificates.pdf
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html

i R "cln's'élc;f

£ MDM &R EE B 55

Cisco ISE #1 MDM &£ B &
K 2 Bon T HCE MDM 4R 3 D

A ) e
(4 )Configure Cisco ISE | | How-to-Guide: - _ .
“~— and NAD's (WLC i | hitpfwww cseo comien’USisolutions/collateralns340ins414/ns 42/ns T44idocsihowlo_B0_Lyod_cerllicates. pdl
Switch ..) " 1| More guides are available at
N i| hitpdbwwnwy.cisco. comien/USisolutions/ns340/ns4 14/ns7T42/ns744/anding_DesignZone_TrusiSec.himl

¥ "
( ) ADD MDM Server | 2 i
\2 o Cisco ISE i | Export MDM Certificate >| Import MOM Certificate g e
in to Cisco ISE elelaz
Click Verify to test
connectivity to MDM
Review MDM
Dictionaries
N
P ..‘\-.
(3) Col_nr_lg ure ISE Configure ISE .| Configure MDM policies 5 | Configure NAD's (6.9
policies Authorization Policies {not covered in this how- WLC, switch ) with ACL's
to-Guide). Please review
MDM Caonfiguration l
Verify ISE to MDM
Integration

B 2. MDM BLEifitE

&5 ER MDM BR S5 25K INE ISE
Cisco Meraki ] EMM R%5 28 /T IVE = R5s s fEs DS T 228, AR EMES MRS )G, sl s
% ISE.

EH MDM fR%78iFH
TE1 T EM RS EHE DI IR AEAR R SN .
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800 Certificate Viewer:"*.meraki.com"

¥ Builtin Object Token:Go Daddy Class 2 CA
¥ Go Daddy Root Certificate Authority - G2
¥ Go Daddy Secure Certificate Authority - G2
*.meraki.com

Certificate Hierarchy

Certificate Fields

¥ *.meraki.com
¥ Certificate
Version
Serial Mumber
Certificate Signature Algorithm
Issuer
¥ Walidity
Not Before
Nat After
Field Value

| Export.. |

3. &4 MDMiE#

W2  HEBIFAISE
FHiE: B (Administration) -> iE$5 (Certificates) -> iEF5E (Certificate Store) -> $ A\ (Import)
E “UEP M (Certificate File) I it “W%” (Browse), PRJGEFE “Meraki UE15” (Meraki Certificate)
Ak ISR A RR, ARG R 447 (Submit)

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | n123.meraki.com

Friendly Name | Meraki Certificate i

Trusted For: i
[] Trust for authentication within ISE
Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[[] validate Certificate Extensions

Description |

s JEETTR

4. % MDM iEHE X Cisco ISE
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FE]I AR RO BAAEX
TEZAGATUE T (Trusted Certificates)

[ Meraki MDM Cert Enabled Infrastructure 4E B4 28 ED 2C 4A...  *.meraki.com

5. i\ MDM iEH 2 &7 Cisco ISE &

B4 N0 MDM %4 . EE (Administration) -> MDM

ofo System S 1dentity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging Identity Source Sequences
Maintenance Settings
Backup & Restore [#2] Device Portal Management
Admin Access Blacklist
Settings BYOD

i Network Resources Client Provisioning
MNetwork Devices Mobile Device Management
MNetwork Device Groups My Devices
External RADIUS Servers Settings
RADIUS Server Sequences E Feed Service
TrustSec AAA Servers Profiler
MNAC Managers
External MDM

|E] pxGrid Services

2% pxGrid Identity Mapping
AD Domain Controllers
Mapping Filters

& 6. # Cisco ISE /ifsfin MDM AR5 88

F$B|S il N7 (ADD), RJEHA MDM JRS5Es R4S .

MDM Server details

* Name | Meraki

* Hostname or IP Address | n123.meraki.com

Instance Name |

* User Name |

|
|
*port [443 |
|
|
|

* Password |

Description

* Polling Interval | 10 | (minutes) i
™ Enable

Test Connection

I [ Reset |

7. 7£ Cisco ISE #75in MDM BR %525
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$E6 L MRRIERE (Test Connection) , ISE KA &2 & 1EwH TIE.

@ The MDM Server details are valid and the connectivity was
successful.

E 8. # Cisco ISE mifsfin MDM AR5 88

SW|T A E O Lh R (0K), AUniess ke, o Enable
S il “4R557 (Submit) HAH, H&%%%ﬂ%ﬁilbiﬁbnm, RGN AT B R LT I

@ The MDM Server details are valid and the
connectivity was successful.

9. 7£ Cisco ISE # %1 MDM AR 5588

MDM Servers

JEdit  Jhadd | ¥ Delete

Name Status Service Provider MDM Server
(] Meraki Active Cisco Meraki n123.meraki.com

10. BEAIhIRINARS 25

#5F MDM =8
IS0 MDM k%545 2 J5, ISE HOBEBa R W/ SCRFR 28, F5 5 v] DURRIX Le =~ i H] T ISE 32 BRI

$B1 ST K& (Policy) > KIEJLE (Policy Elements) -> -8 (Dictionaries) -> &%t (System) ->
MDM -> F g (Dictionary Attribute)
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Dictionary Attributes

- View k

Name Internal Name Description

] DeviceCompliantStatus compliant_status Compliant Status of device on M...
] DeviceRegisterStatus register_status Status of device registration on M...
] DiskEncryptionStatus disk_encryption_on Device disk encryption on MDM

Ol e imei IMEI

(] JailBrokenStatus jail_broken Is device jail broken

] Manufacturer manufacturer Manufacturer name

0 MDMserverReachable MDMServerReachable MDM server reachability

O] Model maodel Device model

] osversion 05_version Device Operating System

] PhoneNumber phone_number Phone number

] PinLockStatus pin_lock_on Device Pin lock status

] serialNumber serial_number Device serial number

E 11. Z&F Cisco ISE F9 MDM 8t

B & ISE IR %
MDM Jk 452845 N2 ISE 22 &, AT AT LAYE ISE e & FAUREMS, LR A MDM R 45 2845 I - i,

HWR: EARTHF, FATER T Wi i F <~ $LE 4 MDM:DeviceRegisterStatus EQUALS UnRegistered /1
MDM:DeviceCompliantStatus EQUALS NonCompliant. 5% e 2 I H A g 1

PB2  EIL R g TP O — AR S e SR A 44 4 “NSP-ACL” ¥ ACL, LAFEE [ By
PR R ITIRBC . UE5 B AT MDM b 2530 B 10 2% 7 i
o ARG IRS TIEER TP Hihik = 10.35.50.165

» ANE NN = 192.168.0.0, 172.16.0.0 CFEEE )
» MDM k%5%% 1M =204.8.168.0
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General

Access List Name MNSP-ACL

Deny Counters o

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 0.0.0.0

1 Permit |/ / Any Any Any Any  Outbound 150720 [ ~]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! ICMP Any Any Any Inbound 7227 [~}
0.0.0.0 0.0.0.0
0.0.0.0 204.8.168.0

3 Permit [ / Any Any Any Any  Any 17626 [~
0.0.0.0 255.255.255.0
0.0.0.0 10.35.50.165

4 Permit |/ / Any Any Any Any Inbound 7505 [~
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

5  Permit / ! uce Any DNS Any Inbound 2864 [ ~]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

& Permit / ! upr Any DHCP Server Any Inbound 0 [~}
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

7 Deny / ! Any Any Any Any Inbound 0 [~
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

B Deny / / Any Any Any Any Inbound 4 [~
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

9 Deny / / Any Any Any Any  Inbound 457 [ ~]
0.0.0.0 255.0.0.0
0.0.0.0 173.194.0.0

10 Deny [ / Any Any Any Any  Inbound 1256 -]
0.0.0.0 255.255.0.0
0.0.0.0 171.68.0.0

11 Deny / ! Any Any Any Any Inbound 11310 [~
0.0.0.0 255.252.0.0
0.0.0.0 171.71.181.0

12 Deny / / Any Any Any Any Any 0 [~
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

13 Permit |/ ! Any Any Any Any Any 71819 [ ~]
0.0.0.0 0.0.0.0

12. BTREFHKEERZERAFRERIZNTEEHTIR

NSP-ACL HYijRA

1. VPRS2 BIE 7wl A < Hish” i

2. NPT BERERR, ARVEFANE P um B RS AR I NG ICMP fiiE, XA nIER

3. FUUFARIEMAIA S I & Ui ) MDM %545, CL N2 MDM QBRI P AT A A, 7

4. FoVF N B SS 242 ISE BT N7 i ASRAT & ] 7 RN SR 5 DLRGIE 5 T e i A
5. RVFMNE GBI IRSS 21 “ N3k ” DNS W& LA T 2 FRIEAT o

6. RVFNE S FIRSS #00 “ Nk ” DHCP it ft AREL IP ik

7. AR N v B R SS # B A T EE W) 4 ISE AN BRI N7 e RIS RS .
8. I N IR S5 25 15 2 T F 5 W 2 ISE WAL BRI AT “ Nt i IR Al 3ems) o
9. FEZ K it B R SS 4 B T E 5 W) 42 ISE AN BRI T “Nuh” i RIS RS .
10. FEZ8 N7 5t B IR 45 2 T2 T 555 7] 2 ISE AV VR T AT “ N3k Wit CIR PG Emg)
11, 28 N2 7 5t B 45 28 1 2 H T 352 0] 2 ISE AL BRI ITE “ N7 Fim OIRIEAME RS

[—
[\S)

- AR N i R 55 B M T EEE 0] 2 ISE ARV BRSO PT A ANl i OIRGE A sk ) o
CRVFHARPT AT E (Al
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$I3 AT MDM S4B 4 F N “MDM_Quarantine” HIFZAUE & 0. X RGN R, BT
A AE B HRR € 7 22 ISE s — 40 R

S|4 Sl “IRIE” (Policy) > $RE&IGHR (Policy Elements) —~%5 5% (Results), =734 (Authorization) —
FAUECE SCH (Authorization Profiles) —¥31 (ADD).

Authorization Profiles = MDH_DnBoardir-.h
Authorization Profile

* Name | MDM_OnBoarding |

Description | J

* Access Type |ACCESS_ACCEPT r]

Service Template ||

» Common Tasks

@ Web Redirection (CWA, MDM, NSP, CPP)

MDM Redirect v ACL | NSP-ACL| Value | MDM Portal (default) v

|| Static IP/Host name

|| Auto Smart Port

B 13, ZBCREEE

* Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = wACL_MDM_Provisioning

cisco-av=pair = url-redirect-acl=NSP-ACL

cisco-av-pair = url-redirect=https://ip: port/mdmportal/gateway ?sessionld=SessionldValueBportal=5333eab0-276¢c-11e4-9866-005056bf0 1c98action=mdm

14. NSP-ACL

HE: FHEAELL LAN #5488 L2 X NSP-ACL.

TS5 QIERPURS (Authorization Policy). siiti “%Hg” (Policy)—###X (Authorization) —3Z A HE B SC4F
(Authorization Profiles). riili “72 FAHEAFHN” (Insert New Rule Below).

== T
Insert Mew Rule Above

.......................................................... 4

Duplicate Above
Duplicate Below

Delets
B 15. EAHFHH (Insert New Rule)
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BRI L TR AE B

MDM_OnBoarding = 2 i A [1] Cisco Meraki EMM Z {58 S8 I BN o — B2 &5 e ), )
B ) ISE EMM 65 UL, I ST Ir) F P s 9K 1) Cisco Meraki EMM. 3 A& (45 L 0K 5
BN A P H-E Cisco Meraki M %% ID (£ “Meraki $#£#l[Hi#% ” (Meraki Dashboard) H1 4 MDM > “ 4% ”
(Add devices) L] #24E) -

13: 7£ ISE #4 Meraki M4 ID B & EMM [

On-device setup

To enroll
1. From the device, open: m.meraki.com

2. Enter your Network ID: 111 111 1111
3. Press register

4. In the profile that appears, press ‘install’, then ‘install' again to confirm

B 16. 7£ ISE #1245 Meraki M%% ID BLE EMM [~

MDM_OnBoarded = — H.#%# i) ISE. MDM 711 HAF4 ISE F1 MDM 5elig,  HORE4% 7 99 2 U7 1) B
BRI\ (Default) = WA B EAFTE FARFNE, F1WA ] MDM FMFECARFS MDM, A BRHE 48 )

Fa MDM_OnBoarded Network Acx:eské;:AuthenticationMethod EQUALS x509_PKI PermitAccess
MDM: DeviceCompliantStatus EQUALS Compliant
MDM:DeviceRegisterStatus EQUALS Registered

& MDM_OnBoarding Network Access:AuthenticationMethod EQUALS x509_PKI MDM_OnBoarding
MDM:DeviceRegisterStatus EQUALS UnRegistered
F Default DenyAccess

17. BIKIEEENE

@ esek!

V. CATiE) #nT RIS hndLAb U, it i MDM VEMHMEA A IR % 2 AT BRI, 45 i ds FR MR
)ij‘ I‘n] o
MDM_NonCompliant MNetwork Access:AuthenticationMethod EQUALS x509_PKI Remediation_Access_Only

MDM:DeviceCompliantStatus EQUALS MNonCompliant
MDM:DeviceRegisterStatus EQUALS Registered

A ISBCUE S LB RO B SOV EAN S B, TS e . R ZERAAV RRER R B R & .
ER: WAL Cisco ISE LR #E41 H AL e X MDM g, 4

R~
MEEEAH > AEM i %45, Android. Windows 1 MAC OSx PR32 P RS, 1517 i) LUK Rk

http://wwwin.cisco.com/tech/snsbu/prod-sols/ise/#sectionName=4
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M A: Meraki EMM B2 &

LEATT B T R — K fnda] Sk 2 7] SEM& BB Cisco Meraki EMM Z o 3 s 58 T8 FH 22400 RO G 1 2 7] 55 & 11
', 1HZ Cisco Meraki SR o AN S A 21 S0 Be B RS AT B 58 i 1] B iC

NS R

o ffIIAZIUMN Cisco Meraki EMM z $RHUFFAE ISE IR 55 %% L IC & 1) ISE W «
o TR ) A HEIE R N H

1 Vi li] Cisco Meraki £ Web Fitfil
a. (EEER PC L, HIMTEE Web WA, fEHBMEF: 14\ Cisco Meraki URL:

https://dashboard.meraki.com

R ARSI KR 6] URL.

Dashboard Login

Email

Password

m AR

| forgot my password  Create an account

18. ZRMEIR

b. MM AR 5. BERZ A, HTMERR RGBS ME .

$m®2 ISERE

a. FHRALR (Organization) > MDM T H. MIBHICT “ISE %'E” (ISE settings) URL. H )74
F#h; NFERE R ISE M ds a5 LG EX s GES M E—1 b4 .

ISE settings

Setup URL https://in7.meraki.com/

Username d35b9672baf56ed95afal7bd620dcTda
Password f08£f039%aedcbl14469cT73e2652f22d7c

19. ISE®RE
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REPEIR(EIEE ‘lclllf:tl:lt;‘

P$B3  Cisco Meraki IR45%5 L1122 450 o

a. FME “BLE” (Configure) > “Hil&” (Policies) Jilf . FtAb, KT CLOIERINC & 24K (]
WBFRBUE . MBI . BT IR RN A

b. M EEE (Configure) > # (General) = ISE ¥ & (ISE settings). 1] LL43HC ) ISE 75 Wk
BB SN o

ISE settings

Security policy mappings Systems Manager security policy

Mobile v

Laptop v
Add a new security policy scope

20. ISE&E

1E Meraki EEC & M FH

LEARATH, FATH A Cisco AnyConnect 2L N AL & Cisco Meraki EMM z . 3R Ji5 B AT PRI Bt
AnyConnect W FH—2#EIE [ VPN BLE S, AT 1 £ il LATE 2 ) ANES 2 A g in) A w20 ds A - Giid
VPN) . k3| “Meraki Bt #” (Meraki Configuration) [ f5, HCE N H .

a. 3% MDM >N (Apps) T I -

b. (EBEFREAM, sSFIY (Add New) I br .

c. JEFFIOS NH.

d. 7EMRHET I AnyConnect.

e. RN (ADD) Fl “fRAFHIN” (Save Changes).

LICENSING AND INFRASTRUCTURE

. Cisco .
’§ Cisco , REQUIREMENTS: Trial AnyConnect Apex
AnyConnect iistems, 3.0.12240 Businosa (ASA) licenses are available for administrators Free e

at www.cisco.com/gollicense AnyConn...

21. Cisco AnyConnect

SE®4L  E VPN ECE .

SIS  FHIE MDM > & (Settings) > VPN W [H (VPN page).

PO il “PE VPN M4 ” (Configure a VPN network).

ST (F VPN IRE-8:HbE (VPN Server address) 4 A\ VPN g5 #e b, 1E Ronfl; DU 2iERE
vpn.cisco.com [FJALE «

©2015 BRAZK R H I
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Configuration

Connection Name

Connection Type

Server

Shared Secret

User Authentication

Account

Proxy Setup

[ Manual = ]

VpN.Cisco.com
Display name of the connection {displayed on the device)

[ L2t 2a)

VpN.Cisco.com
Hostname or IP address for server

Show secret
Shared secret for the connection

[ Password = :|
Authentication type for connection

User account for authenticating the connection

[] Send All Traffic
Routes all netwark traffic through the VPN connection

| Nane o |
Configures proxies to be used with this VPN connection

22, RHIECE

©2015 BRIARFLF
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MisEB: Cisco ASA 7fillfid &

X ASA RS4RIl , JLrh Meraki MDM L 1) %% 7% 5. H] Cisco AnyConnect ] DL H 1% 452 DU 7.
VPN %4,

B E R AE ) ASA BRA = ASA A 9.3(1)
fififd: ASA5515. 8192 MB RAM. CPU Clarkdale 3059 MHz. 1 CPU (4 #%)

ANERHEZ TR TP BC'E . DNS 1 ISE SRl AR SS 7 i # sk, = 4 o 4% H 1) ASA AT ISE TP ik,

SfEEEEL TP Hidf = 1.1.1.100
ELUMIHEIP Wil = 1.1.1.1

ISE PSN 775/ IP fityf = 2.2.2.2
DNS JR#-Z81 IP #ihif = 10.10.10.10

ASA Version 9.3(1)

!

terminal width 511

hostname VPN

domain-name test.ocm

names

ip local pool user-dhcp-pool 10.42.36.10-10.42.36.254 mask 255.255.254.0
|

interface GigabitEthernet0/0

speed 1000

duplex full

nameif outside

security-level O

ip address 1.1.1.100 255.255.255.248 standby 1.1.1.101

I

interface GigabitEthernet0/1

speed 1000

duplex full

nameif inside

security-level 100

ip address 10.42.20.148 255.255.255.248 standby 10.42.20.149
!

!

boot system disk0:/asa931-smp-k8.bin

ftp mode passive

clock timezone PST8PDT -8

clock summer-time PDT recurringl0.10.10.10

dns domain-lookup inside

dns server-group DefaultDNS

name-server 10.10.10.10

domain-name test.ocm

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface

object network ocsp.quovadisglobal.com

fgdn ocsp.quovadisglobal.com

object-group protocol TCPUDP

protocol-object udp

protocol-object tcp

access—-list pre-posture remark exclude DNS server
access-list pre-posture extended deny ip any host 10.10.10.10
access-list pre-posture extended permit tcp any host 2.2.2.2 eqg www
access—-list pre-posture remark exclude ISE PSN Servers
access—-list pre-posture extended deny ip any host 2.2.2.2
access—-list pre-posture remark Permit ALL Traffic
access-list pre-posture extended permit ip any any
access-list pre-posture extended permit ip any object ocsp.quovadisglobal.com log
access-list test extended permit icmp any any

access-list 101 extended permit icmp any any

access-list testl0l extended permit ip any4 any4
pager lines 24
mtu outside 1500
mtu inside 1500

icmp unreachable rate-limit 1 burst-size 1
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icmp permit any outside

asdm image disk0:/asdm-731-101.bin

no asdm history enable

arp timeout 14400

no arp permit-nonconnected

route outside 0.0.0.0 0.0.0.0 1.1.1.1 1

route inside 10.19.151.208 255.255.255.240 1.1.1.103 1

route inside 0.0.0.0 0.0.0.0 1.1.1.103 tunneled

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

aaa-server RADIUS-SERVERS protocol radius

accounting-mode simultaneous

interim-accounting-update

max-failed-attempts 5

merge-dacl before-avpair

dynamic-authorization

aaa-server RADIUS-SERVERS (inside) host 2.2.2.2

timeout 21

key ****%

authentication-port 1812

accounting-port 1813

radius

—common-pw *****

acl-netmask-convert auto-detect

acl-netmask-convert auto-detect

aaa-server OTP protocol radius

aaa-server OTP (inside) host 10.35.48.251

key ****%

aaa-server OTP_ETE protocol radius

aaa-server OTP_ETE (inside) host 10.35.50.200

key ****%

radius-common-pw *****

user-identity default-domain LOCAL

aaa authentication http console LOCAL

aaa authentication ssh console MGMT-RBAC LOCAL
http server enable 8443
http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

service resetoutside

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-DES-SHA esp-des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec ikevl transform-set ESP-DES-MD5 esp-des esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac
crypto ipsec ikevl transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac
crypto ipsec ikevl transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac
crypto ipsec ikev2 ipsec-proposal ESP

protocol esp encryption aes-gcm-256 aes-gcm-192

protocol esp integrity sha-256 sha-1

crypto ipsec ikev2 ipsec-proposal AES256

protocol esp encryption aes-256
protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal AES192

protocol esp encryption aes-192

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal AES

protocol esp encryption aes

protocol esp integrity sha-1 md5

crypto ipsec ikev2 ipsec-proposal 3DES
protocol esp encryption 3des
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protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal DES
protocol esp encryption des
protocol esp integrity sha-1 md5
crypto ipsec ikev2 ipsec-proposal SAMPG-IKE
protocol esp encryption aes-256 aes-192 3des
protocol esp integrity sha-256 sha-1
crypto ipsec security-association pmtu-aging infinite
crypto dynamic-map REMOTE-ACCESS 10 set pfs groupb
crypto dynamic-map REMOTE-ACCESS 10 set ikevl transform-set ESP-AES-256-SHA
crypto dynamic-map REMOTE-ACCESS 10 set ikev2 ipsec-proposal AES256 AES192 AES 3DES DES
crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set pfs groupb
crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikevl transform-set ESP-AES-128-SHA ESP-
AES-128-MD5 ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-AES-256-MD5 ESP-3DES-SHA ESP-3DES-
MD5 ESP-DES-SHA ESP-DES-MD5S
crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2 ipsec-proposal AES256 AES192 AES 3DES
DES
crypto map RA-IPSEC-VPN 10 ipsec-isakmp dynamic REMOTE-ACCESS
crypto map RA-IPSEC-VPN interface outside
crypto map inside map 65535 ipsec-isakmp dynamic SYSTEM DEFAULT CRYPTO MAP
crypto map inside map interface inside
crypto ca trustpoint ciscoca
enrollment terminal
subject-name CN=vpn.test.ocm
keypair sslvpnkeypair
crl configure
subject-name CN=10.35.91.252,CN=vpn
crl configure
crypto ca trustpoint ASDM TrustPointO
enrollment terminal
fgdn vpn.test.ocm
subject-name CN=vpn.test.ocm,OU=ISE,O0=Cisco,C=US
crl configure
crypto ca trustpoint ASDM TrustPointl
enrollment terminal
fgdn vpn.test.ocm
subject-name CN=vpn.test.ocm,OU=ISE,O0=Cisco,C=US
keypair sslvpnkeypair
crl configure
crypto ca trustpoint ASDM Launcher Access TrustPoint 23
enrollment self
subject-name CN=10.35.91.252,CN=vpn
crl configure
crypto ca trustpoint ASDM Launcher Access_TrustPoint_ 24
enrollment self
subject-name CN=10.35.91.252,CN=vpn
crl configure
crl configure
crypto ca trustpool policy
crypto ca certificate chain ciscoca

crypto ikev2 policy 1

encryption aes-256 aes-192 aes 3des
integrity sha256 sha md5
group 14 5 2 1

prf sha256 sha

lifetime seconds 86400

crypto ikev2 remote-access trustpoint ciscoca
crypto ikevl enable outside

crypto ikevl enable inside

crypto ikevl policy 1

authentication pre-share

encryption aes-256

hash sha

group 5

lifetime 86400

crypto ikevl policy 2

authentication pre-share

encryption aes-192

hash sha
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group 5

lifetime 86400

crypto ikevl policy 3
authentication pre-share
encryption 3des

hash sha

group 5

lifetime 86400

crypto ikevl policy 10
authentication crack
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 20
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400

crypto ikevl policy 30
authentication pre-share
encryption aes-256

hash sha

group 2

lifetime 86400

crypto ikevl policy 40
authentication crack
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 50
authentication rsa-sig
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 60
authentication pre-share
encryption aes-192
hash sha

group 2

lifetime 86400

crypto ikevl policy 70
authentication crack
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 80
authentication rsa-sig
encryption aes

hash sha

group 2

lifetime 86400

crypto ikevl policy 90
authentication pre-share
encryption aes
hash sha

group 2

lifetime 86400

crypto ikevl policy 100
authentication crack
encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 110
authentication rsa-sig
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encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 120

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

crypto ikevl policy 130

authentication crack

encryption des
hash sha

group 2

lifetime 86400

crypto ikevl policy 140

authentication rsa-sig

encryption des

hash sha

group 2

lifetime 86400

crypto ikevl policy 150

authentication pre-share

encryption des

hash sha

group 2

lifetime 86400

telnet timeout 5

no ssh stricthostkeycheck

ssh 0.0.0.0 0.0.0.0 inside

ssh timeout 30

ssh key-exchange group dh-groupl-shal
console timeout 0
management-access inside

!

tls-proxy maximum-session 200

!

threat-detection basic-threat
threat-detection statistics access-list

no threat-detection statistics tcp-intercept
ntp server 171.68.38.65 source inside prefer
ntp server 10.81.254.202 source inside

ssl encryption rc4-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point ciscoca outside

ssl trust-point ASDM Launcher Access TrustPoint 28 inside
ssl trust-point ASDM Launcher Access TrustPoint 28 inside vpnlb-ip

group-policy DfltGrpPolicy attributes
dns-server value 10.10.10.10
vpn-idle-timeout 1440
vpn-session-timeout 28800
vpn-tunnel-protocol ikevl ikev2 l1l2tp-ipsec ssl-client
ipsec-udp enable
default-domain value test.ocm
webvpn
anyconnect ssl rekey time 300
anyconnect ssl rekey method ssl
anyconnect profiles value vpnlisting type user
group-policy CISCOVPN internal
group-policy CISCOVPN attributes
dns-server value 10.10.10.10
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 2
vpn-idle-timeout 1440
vpn-session-timeout none
vpn-filter none
vpn-tunnel-protocol ikevl ikev2 ssl-client
password-storage disable
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ip-comp disable
re-xauth disable
group-lock none
pfs disable
ipsec-udp-port 10000
split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value test.ocm
backup-servers keep-client-config
webvpn
anyconnect ssl rekey method ssl
anyconnect modules value dart,iseposture
anyconnect profiles value vpnlisting type user
dynamic-access-policy-record DfltAccessPolicy
username sampg password n4g2SM5yl3X3ysFc encrypted privilege 15
username admin password ezv7202P8kRjcMXI encrypted privilege 15
tunnel-group npf-sjvpn type remote-access
tunnel-group npf-sjvpn general-attributes
address-pool user-dhcp-pool
authentication-server-group RADIUS-SERVERS
accounting-server-group RADIUS-SERVERS
default-group-policy CISCOVPN
tunnel-group npf-sjvpn webvpn-attributes
group-alias SAMPG-IPSEC-VPN disable
group-alias SAMPG-SSL-VPN enable
tunnel-group npf-sjvpn ipsec-attributes
ikevl pre-shared-key *****
!
class-map inspection default
match default-inspection-traffic
!
!

policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
policy-map global policy
class inspection default
inspect dns preset dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
!
service-policy global policy interface outside
prompt hostname priority state
no call-home reporting anonymous
Cryptochecksum: £75d25311e04e6a83e7e2b0b4d5celbl
end
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http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html
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http://www.cisco.com/en/US/products/ps11640/products user guide list.html

45k Cisco 10S # 4. Cisco I0S XE #4-F11 Cisco NX-OS A A I 2145 &, 1EZ L URL:

X} Cisco Catalyst 2900 F 51| A8 4]l :
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guides list.html

XtF Cisco Catalyst 3000 & #1384/l :
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

X Cisco Catalyst 3000-X R 514 H#epl.:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

X} ¥ Cisco Catalyst 4500 FR 51 AZ 4]l :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and configuration guides
list.html

XtF Cisco Catalyst 6500 & F1) A8 $h]L «
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configuration guides li
st.html

X Cisco ASR 1000 Z 41 1% FH 7% -
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

X SR IC 2 Jay ko4 47 1 45 -

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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