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3. ISE [1] MDM flR %% %8 &t API i

4. It APT R AR B0 A T2 F 7 B4 IR X S8 B4 1 22 4R AS - 1T, AT DU A 2 5017 s rk

L I MAC bk

W P RS AE SR T, XEREZBAS AR MDM #2455 M. ISE 21 NAD KEFALLE &
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LB R B A BEVT 7] 0 2% BE R
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http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto 60 byod certificates.
pdf

BREZIEM, BV
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone TrustSec.html
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PR Ty, '::In's'élc;f

{£F MDM SRR ECE S BR

HR}ISE 1 MDM £ Bl & .
TEER T HE MDM &R E BT,

~ ) ]
f1 | Configure Cisco ISE | | How-to-Guide: - - . B
— and NAD's (WLC, i | hitpfivwww ciseo comienUSisolutions/collateralinel34insd 14ins742/ns744/docs/howlo_60_byod_cerdificales pdf
More guides are available at

Switch ..
) i| hitecivweww.cisco.com/en/US/solutions/ns340/ns4 14/ns742/ns744/landing_DesignZone_TrusiSec.himl

- g \'

Import MDM Certificate 5| ADD MDM server into
in to Cisco ISE Cisco ISE

Click Verify to test
connectivity to MDM

("2 ) ADD MDM Server |
" to Cisco ISE i

g
:
|

Review MDM
Dictionaries

Y

v

v

7 4
3/. C;_r;f_lg :re ISE Configure ISE Configure MDM policies Configure NAD's (8.g
polici I | Authorization Policies {not covered in this how- WLC, switch ) with ACL's
to-Guide). Please review
MDM Configuration l

Verify ISE to MDM
Integration

2. MDM B&Rig
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145N 5B MDM PR 558575 = ISE

MDM R %5 %8 i il = IR 55 BiA 37 225 . — BL7E MDM k55 8% BECE 7 2e8% . AR EMEMEE, /i

P AR N2 ISE.
S MDM PR

uEF

F1& T MDM 55 SHIEHIFR HARAAAEAR M TS .

{ hFg ™
Certificate Viewer"* fiberlink.com” u Certificate Viewer:"* fiberlink.com” g

General | Details

General | Details

S5L Server Certifi cat4

This certificate has been verified for the following uses: Certificate Hierarchy

4Baltimore CyberTrust Root

Issued To

Common Mame (CN)
Organization (O)
Organizational Unit (OU)

Serial Number

Issued By

Common Name (CN)
Organization (0]
Organizational Unit (OU)
Validity

Issued On

Expires On

Fingerprints

SHAL Fingerprint

MD5 Fingerprint

4DigiCert High Assurance EV Root CA
4DigiCert High Assurance CA-3
*fiberlink.com *fiberlink.com

Fiberlink Communications Corporation

<Mot Part Of Certificate> Certificate Fields
OE:7A:BD:5B:0F0A:14:26:9C:EC:30: D0:35:90:BE:A4 a* fiberlink.com
a Certificate

“Version
erial Number
ertificate Signature Algorithm

DigiCert High Assurance CA-3
DigiCert Inc

m. |

www.digicert.com

1/21/2013
4/26/2016

D1:A4:69:7 A:25: AE:05:E5:29:07:7 A:45:E3:8D:1 D:53: BABE: C3:AD
5C:BF:F4:BA:DE:T1:B5:A6:25:5F: EC:5B:1C:39:75:FC

e

—————————————————————————————

E 3. it MDMEH

®2F FMiE: Administration -> Certificates -> Certificate Store -> Import.

a. AJik:

I —AE G RN AHR, S5 it Submit.

Certificate Operations
% Local Certificates

@ Certificate Signing Requ
@ Certificate Store

i SCEP RA Profiles

% OCSP Services

Certficate Store > Import
Import a new Certificate into the Certificate Store
* Certificate File C:\Users\kthumula\Desktop\Fiberlink.der
Friendly Name| MMCS Fiberlnk Cerfficate i

ests

This certfficate wil be used to verify ISE server certificates in multinode deployments, for valdating LDAP secure authentication connections and for secure syslog services.
In addition, it can be used to verify the authenticity of dient certificates presented to 1SE (for EAP-TLS and administrative authentication) by checking the box below:

[ Trust for client authentication or Secure Syslog services
Enable Validation of Certificate Extensions (accept only valid certificate)

Descriutiunl

S (e

4. 1§ MDM iEBSNER ISE
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B3IF RIFEBEGEUERFEXH .
&7

Enabled Edaa%ﬁﬂ Fberlnk Cerficate j * fiberink.com DigiCert High Assuranc...  Mon, 21Jan 2013 Tue, 26 Apr 2016
Enabled VeriSign Class 3 Pubic Primary Certfication Authori.. VerSign Class 3 Public .. VerSign Class 3 Public .. Tue, 7Nov2006  Wed, 16 Jul 2036
Enabled VeriSign Class 3 Secure Server CA - G3 VeriSign Class 3 Secure..  VeriSign Class 3 Public . Sun, 7 Feb 2010 Fri, 7 Feb 2020

[ enabled WIN-ET513QBOLOA-MSCEP-RA# ctpnaw-WIN-ETS... @ WINETS13QBOLOAMS... ctpnew-WIN-ETS13QB.. Wed, 7 Nov2012  Fri, 7 Nov 2014

[ Enabled ctpnew-WIN-ET5130BOLOA-CA# ctpnew-WIN-ETS... ctpnew-WIN-ETS13QB..  ctpnew-WIN-ETS513QB.. Wed, 7 Nov 2012 Tue, 7 Nov 2017
[ Enabled thawte Primary Root CA% Thawte Premium Server . thawte Primary Root CA ~ Thawte Premium Serv..  Thu, 16 Nov 2006 Wed, 30 Dec 2020

i [
EEEEEE

5. EERA ISE Ay MDM iEB

B4  Administration -> MDM.

Administration | » '

st system AL 1dentity Management
Deploment Tdentites
Licensing Groups
Certificates External Identity Sources
Logging Tdentity Sournce Sequences
Maintenance Settings
Backup & Restore [ web Portal Management
Admin Access Sponsor Group Policy
Seftings Sponsor Growps

B Network Resources Settings
Netwark Devices

Network Device Groups
External RACILS Servers
RADIUS Server Sequencas
SGA ABA, Servers
I_\lﬂf;_!\'lanagers

B 6. 727 ISE #iRmm MDM ARS8

$E5% L ADD, AEHA MDM AR5 3% FEANE B
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Ext=rnal MDM Server List = MCMS-Fiberlink

MDM Server details

*Name | Maas360-Fiberlink

* Hostname or IP Address | Services.fiberlink.com

Instance Name |

* User Name | ciscoisel123@gmail.com

|
|
*port | 443 |
|
|
|

* password | EEEEEEE

Description

* poling Interval | 240 | {minutes) ‘i
Enable

Test Connechion

& =)

B 7. £2# ISE RN MDM RS 2=

862  Aiili Test Connection, ISE F#fiihi&EHEA 2.
The MDM Server details are valid and the
connectivity was successful.
q
B 8. 7EB#} ISE Hifim MDM AR5 =%
BT (EMFHE O ST OK, AFEFEIEE.
B8P  alili Submit #Z4H, MRS IIG LTI, R GeK 1) B 01 R AR B B
MDM Servers
JEdt chadd | Y Delte
Name Status Service Provider MDM Server
0 MCMSFiberink B Actve Maas360 Services.fiberink.com
B 9. #EEA# ISE iR MDM BR55 =%
BRARFK AR ©2015
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B #% MDM =F 81

— H MDM J 55 G0, ISE AR B RS 7s SCRFIK) 7, i AT ARSI 285 S T ISE SRR -

atfran]es
CISCO.

B9%  FMiE: Policy -> Policy Elements -> Dictionaries -> MDM -> Dictionary Attributes.

Dictionary Management
Detonaries » MDM
Dicticriry
Dictionary Attributes
r? ey
Mame Internal Name Description
O DeviceCompliantStatus compiiant_status Compliant Status of devica on MOM
[] DeviceRegisterStatus 3! register_status Status of device registration on MO
O Diske acryptionStatus disk_encryption_on Device disk encryption on MDM
[] e i IMET
O JailBrokenStatus jgil_broken 15 device jail broken
O manufacturar manufacturar Manufacturar name
L] osversion o5_version Q5 version
O] Pronehumber phone_numbear Phong numbar
|J FinLackstatus fin_lock_on Device Fin 00k status
O] Seriaiumber serial_number Device serial number

B 10. =H#ZEHR ISE £ MDM F 8

Bo = ISE 124U SRR
— H MDM RS 2a 4 s in %) ISE H, ATk 7T LAZE ISE FC B 2RSS, N MDM AR 55 28 VR 0 16y = Bt

R TEASCR, FRATE R T Wnfar fi F =~ 4 J& 4 MDM:DeviceRegisterStatus EQUALS UnRegistered £/l
MDM:DeviceCompliantStatus EQUALS NonCompliant. 7317t & 3135 oAb Ja& %

BRARLGANE ©2015



2o ip RS "cln's' élc;'.

TETCLE LAN i) g b it — AN 444 “NSP-ACL” (] ACL, VMERYJE7Emg i, LLUEE 2 [ A B 15 %1
SROTIABC . UE-B AR MDM R Bk 610 % 7 it

o RERLE O ARSS 515 TP Hukik = 10.35.50.165
o ANTEIHEBMLE =192.168.0.0, 172.16.0.0 (FEEE])
e  MDM %528 T =204.8.168.0

General

Access List Name NSP-ACL

Deny Counters 0]

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 0.0.0.0

1 Permit / / Any Any Any Any  Outbound 150720 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit [ / ICMP Any Any Any Inbound 7227 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 204.8.168.0

3 Permit [ / Any Any Any Any  Any 17626 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 10.35.50.165

4 Permit [ ! Any Any Any Any Inbound 7505 ﬂ
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

5  Permit [ ! uce Any DNS Any Inbound 2864 ﬂ
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

& Permit / / uop Any DHCP Server Any Inbound o [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

7 Deny / / Any Any Any Any  Inbound 0 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

8 Deny / / Any Any Any Any  Inbound 4 [~ ]
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

9 Deny / / Any Any Any Any  Inbound 457 [~ ]
0.0.0.0 255.0.0.0
0.0.0.0 173.194.0.0

10 Deny / / Any Any Any Any  Inbound 1256 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 171.68.0.0

11 Deny ! / Any Any Any Any  Inbound 11310 [~}
0.0.0.0 255.252.0.0
0.0.0.0 171.71.181.0

12 Deny / / Any Any Any Any Any 0 ﬂ
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

13 Permit / / Any Any Any Any Any 71819 [~ ]
0.0.0.0 0.0.0.0

B 1. BTREFRHREERZBHRERIENEIEHTIE
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NSP-ACL i BHan

FEVFMIR S5 85 B3 ST AT il i

X T RERER, VR i B IR SS AR “NSE” ICMP i, X2l
FEVFARIEMAIA G IR %5 /) MDM Al 55 %%, DL T4 MDM AREEAIERAT & L &

FCVF T o B 55 35 21 ISE HOPTA “Nuh 7 i APAAT I 2% 1] 7 s SR 05 BLAIEAS T LS
FOVF N 3 B R S5 2% 1 “ A\ 7 DNS i & LLIEAT 2 Bk i b

FOVF AN 3 B IR 55 2 (. “ N3 7 DHCP it &2 PSR TP Hiuhik:

TEZE N /7 i 2 R 55 2% £ B 8 0E 7 2 ISE AL BRI P “Auh” i OREE 2 = 5ms )
TE28 N7 7 i S IR 55 4% £ 21 2 € 70 2 ISE MV BRI BT “Nuh” it ORI 2 =) 5Eg )
9. FELALANTE B I % A B H T EE ) & ISE AL BRIR T “Nuh” IRE IR A\ 5%
10. FELE TP 3 21 IR 55 45 FF B FH T 8 17 2 ISE AL BRI AT A “ N7 s GRS 2 =) HmE D
11, a8 N 7 o 21 AR 25 25 75 2 F T 8 @ [ &2 ISE AL RIRIATA “Nuh” i CRAE A & 5Ke%)
12. FE.48 75 3 3] il 55 2% 15 2 FH - 3 1) 28 ISE MM BRI A AT A “ Nuh” e R4 2 = 508D
13. er R praiE (i)

NAFEE MDM SRS I ¥ #5 QE  FK oy “MDM_Quarantine” [ AUAC B SCfF . EXFMED T, AT AEH%
ks e 171 2 ISE R — & B

10 SHiE: Policy — Policy Elements — Results, .7 Authorization — Authorization Profiles — ADD

el I U e

I ( Results
[ .

[ Authentication * S=

* | Authenticafion

&
l&, Authorization - o
¥ | Authonization

|44 Profiling v (&5 Authorizstion Profiles &

|® Posture (84 Blacklist_Access

- —

(54 Cisco_IP_Phenes

(é_ DenyAccess

|2 security Group Access (& PermitAccess
Egress Policy (& WirelessCWA

(4 WirslessNSP

[:., Client Provisioning

MNetwork Device Authorization
» [—] Downloadable ACLs

& Policy Elements » [E5 Inine Posture Node Profiles
Dictionaries > [ Profiing
- » [ Posturs
Conditions —— o
» [ Client Provisioning
Results ¥ | Securify Group Access

E12. BB HSH
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PolicyElements Permissions

Barrndiraton Profies = CWA
Authorization Profile

* Mame | MDM_Quarantine

Description

* Access Type | ACCESS ACCEPT -

Service Templaie ||

* Common Tasks
Wb Austhentication

MDM Rediract * ACL |NsPaCL |

] Static IPfHosL rama
] Aubo Smart Port
1 Filter-10x

|| Reauthentication

13. RITRMKECE

BNML QERBUREE, SHiE: Policy — Authorization — Authorization Profiles. i Insert New Rule
Below.

|4 Authentication
[8) Authorization
|4 Profiling
I’?L Posture

[&d client Provisioning Insert New RU'E Abﬂ"l‘ﬂ

I:-i Security Group || e

Access Insert New Rule Below |

BgressPolicy - = ===0909J 2@ |——

Network Device Duplicate Above

Juthorization

& Policy Elements DUpI":atE' EElﬂ"ﬂ'
Dictionaries DE'E'I:E-

Conditions r

14, RN
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R&iLa1iElaR |C|ISC|O _

IERMA T RPCRRE
MDM_Un_Registered = 4 A [1] MDM [ 55 #5 VE M AL & IS N BN . — ELIE £ 456 bR, T e
K| ISE MDM B3 UL, 1 UTRE ) F 27 5% ) MDM JEBC& 15 5

MDM_Non_Compliant = AT & MDM Sl BB AN . — H. Android B8 7E AR MY R £
i “Register” #4410, ISE $f M5 k1% Re-Auth COA. — H & TFA UL, WK 4k #% /& £ ISE MDM &
SKUUTH, ST ) P oA R E RIS B

PERMIT = — B %% 217 ISE. MDM 7 HAF 4 ISE Al MDM g, HoB 3% 5 &8 17 R ALRR .
14: FBRCERBEENE

F MOM_Un_Registered Wiraless_B02.1¥ MDM:DeviceRegisterStatus EQUALS UnRagistered MOM_Cuarantine Edt | =

F MOM_Non_Compliant Wireless_BOZ.1x A0 MDM:DaviceCompliantSiatus EQUALS MOM_Quarantine Edt | -
NonCompliznt

F PERMIT Wireless_B02.1X Permitdccess Edt | »

@
Vs E SRR

A RYARECIE S LSS SR AT E G R, 1S REIERESE “ERZEFMMERRNEHRE” .
R AT DR A} ISE YN A A i X MDM 5eHE .

RN

MEEEHFREHFEM i K%, Android. Windows Fl MAC OSx HI A RS, 15 U Ia] LR Wk «

http://wwwin.cisco.com/tech/snsbu/prod-sols/ise/#sectionName=4
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Misk A: MaaS360 Fiberlink fic &

FEAR T BRA T R — T 4] 8 = SIS iic & Fiberlink MCMS AR %5 2% . AT E SR

o N REST API %ilk admin 1 AR, B[ ISE A T-17 Fiberlink MaaS360 filx %5 #& /& 1% REST API i
1y F

o HIZERIN LA TREE

o H%10S M Z2ERLE (Any Connect)

1% 9 Fiberlink MaaS360 %73 Web Fi1
a. TEEH R PC I, 5% Mozilla Firefox 253 W88, 7EHHERS H%) N\ Fiberlink MaaS360 URL:
https://portal.fiberlink.com

b. A BMENESR. x5, Rixe /s USER. DEVICES #l Apps i

(3 @ hitpsy//portalfberlink.com 4
|| Cico Dashboards | Common Tools || Irtemal Support || ISE |} Networking |_| LA Customers
s[5
Support(800) INK-150 | aps@fberlink.com | Chat with us | MaaSters Center o [2]
vy
Maa$360"

Log in to MaaS360

employee20

I Remember Me

@ 1forgot my password @ Wy s s secur?

Don't have MaaS360? Get it Now!»

[verseo =
ooy
Maa$360° | # DEVICES USERS  SECURITY  APPS  DOCS  REPORTS  SETUP Se
by rant
Cd
8 o5 A2 2
Devices MR Users 4% Apps
My Alert Center My Activity Feed
+ 2 0 7 Last Updated On: 7/30/2013 01:39 EST

Last Analyzed: 07/30/2013 19:14 EDT

& New User



https://portal.fiberlink.com/

B '::In's.'olzlc;f

B2F il User TR, EFMASHFMA, BHRIMFHP, HEEAME Add User, FF4%0F w4
.

00
MaaS360" ‘ 4 DEVICES USERS SECURITY APPS DOCS REPORTS SETUP Seart
by Fiberlink

Add User

Full Name [nter full name

Username ‘Entercurnorate username

Password Between 4 to 32 charactel Fshow Passward

Domain ‘Enter corperate domain

Email* ‘Enter email address

User Groups No User Groups defined. Use Add Group to define
one.

Phone Number [United states of Ameri{x] [Enter phone number

Authentication Type User Directory j

Location ‘ Enter office location

|| sendEnroliment Request to enroll 2 device

| cancel || save |

oo
ot )
MaaS360 lﬁ\ DEVICES USERS SECURITY APPS pocs REPORTS  SETUP [Search G 7 Andrev (.{7

by Fisarink

@] EnolmentUrL | Deactivate | More ¥

€| X ciscoise

(=) user Summary

Full Name -£ Email ciscoise@gmail.com ¢

Domain uw-training.local # Phone Number 9195997300 &

Status Active Location -4

Authentication Type User Directory

(=) Groups

Group Name Actions

(=) owned Devices

Device Name Manufacturer Model Managed Status Operating System Last Reported
Displaying 0 - 0 of 0 Records

BRARZKAT ©2015 F16 W
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#34%  5fiZ SECURITY > Policies > Add Policy.

T AT LIRS 23 ) 75 SRR A1 2 SR

atfran]es
CISCO.

o 3
MaaS36()° = A DEVICES USERS  SECURITY ~ APPS  DOCS  REPORTS  SETUP Search
by Farink
Policies Add Policy | Policy Files | Show All
Name Default Status # of Devices Type Version V¥ Last Modified Last Published
SammyPolicy '/ Published 1 D 4 07/17/2013 14:53 EDT 07/17/2013 14:53 EDT
View | History w
1PAD2 Published 5 ﬂ 3 07/17/2013 14:55 EDT 07/17/2013 14:55 EDT
View | History '/
Default Android MDM Folicy Published 1 D 1 06/26/2013 10:52 EDT 06/13/2013 11:20 EDT
View | Set as Default | History | Delete
Torulies Ll ) Published 0 ﬂ i 06/26/2013 11:04 EDT 06/13/2013 11:20 EDT
View | Set as Default | History | Delete
Full_Access Policy Draft 0 ﬂ 07/12/2013 14:48 EDT
View | Delete
N = : > 3R E St —
PLR 72 10S (iPad) ¥ 4% (1) % 15 SR B 7~ 191
ooy
MaaS36(0° @A DEVICES  USERS  SECURITY  APPS  DOCS  REPORTS  SETUP Search (Sl
P
€ | D 1PAD2 S Edit
@EE | bished: 07/17/2013 14:55 EDT [Version:3]
B Configure Passcods Policy Vs
=) passcode
Passcode
d Mobile Device s
@ restrictions le passcod s
i i
g Application Compliance - VAR .
SR acivesyne Minimum Passcods Length 4
Required Number of Special Characters (1-4) -
D wii
g Maximum Passcode Age (1-730 days, or blank) s0
H o Allowed Tdle Time (in minutes) Before Auto-Lock s
jred Before (150, o biank) s
Advanced Settings Grace Period for Device Lock 5 Minutes
Number of Failed Passcode Attempts Bafore All Data Is Erased (4-16) 10
Y N i .
5 )
4%  HEEHRINESEEMM: i SECURITY > Compliance Rules > Add Rule.
Ms360l A DEVICES USERS SECURITY APPS Docs REPORTS SETUP Search
by Fberink
Compliance Rules Add Rule Disable All Show All
() 1 Create as many Rule Sets as needed to serve the needs of diferent groups.
2. Start testing any new Rule Set by applying it only to a test Group.
3. You can explicitly apply a Rule Set to a device (from device view) or a group (use actions against each Rule Set on this table or from the manage groups workflow).
4. You can mark any of the Rule Set 2 3 Default. This would ensure that any devices without an explicit Rule Set assignment would be evaluated based on this Rule Set.
5. For viewing the specific Rule Set enabled for a device, lok for the atiribute "Rule Set" under Security & Compliance Section in Device View.
6. Use the "Disable All Rules" button to remove Rule Set assignments and active enforcement actions from all managed devices.
Rule Set Name Default Status # of Devices Last Updated By Last Updated On v
ReqApps J Active 1 discoise1 23@gmail.com 06/28/2013 14:48 EDT

Edit | Assign | Clear Default | Audit | De

A b H Displaying 1 - 1 of 1 Records (filtered from 4 total entries)

BRARLGANE ©2015
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%% "
Maa$360° | # DEVICES  USERS  SECURITY  APPS  DOCS  REPORTS  SETUP Search © 7 awer O
e
 Update Rule Set "ReqApps” Edit Rule Set name Save

L soscsetioss

= Select Enforcement Rules
Monitoring Rules

3> Enforce Enrollment
Ensure i€

roid devi

e enrolled in HOM and

> Enforce OS Versions
Ensure that your ma

s are up to date with the required Of
3 "

v

Enforce Encryption Support
Enee e

port designated levels

Compliance

Application compliance is
Enforcement Adtion

Message (maximum 250 characters)

Fi7

g5

eff-remedite
ack

til want to tr

Riet User and Admiisi] ]

be removed. Available actio

FMiE APPS > App Catalog > Add, NEAHRIME HPRSH Ch10S #&AE N iTunes)

sl
Maa$360" | # DEVICES  USERS  SECURITY  APPS  DOCS  REPORTS  SETUP [s=aren Q2 ader O
bkeR
e £ acdx | ShowDeleted Apps | Provisoning Profies
App Name Type Category VPP Codes nstalls Distributions Last Updated
Jaboer M l*
Communiczt cr: 1 06/26/2013 16:10 EDT.
View|Distrioutz|CelztelMore.. e
Cisco Jabber™ fer iPad
Business i e 06/26/20:3 16:02 EDT.
Uiew|Distriat2|Celata More... [ 3 s
¥ | Dispiaying 01 - 2 o° 2 Records Customize Salumns. Excel v| Expott
Teta Space Available: 50 VB | “ree Space Remainrg: 50.C VB
Maa$36(0" | A DEVICES USERS  SECURITY  APPS  DOCS  REPORTS  SETUP Search @2 mnder @
o
€ [B] cisco sabber forivad < Delete | Distribute
(=) App Summary
App ID (Bundle 1D) com.cisco jabberipad B Type d iTunes App Store App.
Category Business Supported on Tablet
Distributions Al Devices X Installs Linstalled | 5 disributed
App Version (Size) 9.3 (NA) Update Date (Uploaded By) 06/26/2013 16:02 EDT (ciscoise123@gmail.com)
[=) security Policies
efine 3pp polices and behavior
Restrict Data Backup to iTunes O Remove on Stopping Distribution
Remove on MDM Control Removal and on Selective Wipe [V]

2 Detail

isco Jabber™ for Pad s  unified communications iient application that provides prasence, instant messaging (M), voice, voice messaging, and video caling
capabilties on the Apple iPad. Conferencing and screen-sharing capabilties are delivered with an escalaton to the Cisco WebEx® Meetings o iPad applcation.
“This integrated colaboration experience is designed to take advantage of the form factor of the iPad; it works with both premises and cloud-based collsboration
architectures. This application supports the following functons: » Integrated voice, high-quaity videa, I, presence, and visual vaicemail functions » Fiexibity of
configuration for diferent communications infrastructure and combinations thereof: - Voice and video: Cisco Unified Communications Manager - Video: Cisco
TelePresence® Video Communication Server (VCS), Jabber Video for TelePresence or Cisco WebEx TelePresence service ( A paid Jabber Video service)
Peer-to-peer vaice and video: Cisco

(2 update History

Action By

Gscoise123ggmail.com

Action

06/26/2013 16:02 EDT Upload

1P Address
5410225433

BRARFK AR ©2015
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f® B: &M MDM iRiE

5EH BYOD A2 HF b & M AT %, 5Ea, 1EEE AT MDM BidiifE. 4T MDM Zidimfent, &
BERLL T AHE, 18 A D Enroll.

4:33 PM
<] m [ mdm15.w2k8.cisco.com:8443/guestportal/imdm/ ¢ ] é )
X Mobile Device Management a |+

You must enroll your device in the
Maobile Device Management
(MDM) system to access the
network.

Step 1: Enroll »

After the device is enrolled, your
network access will be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

Step 2: Continue ©

afuan]n,
CISCO
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IR 2R 185 L E R $1) MDM AL 1T LT

E1% A Continue.

4:33 PM

M [ | m.dmidp/ahtm?c=1037895 el D

Mobile Device Management | X Mobile Device Management a8 | +

MaaSSGb' See. Know. Go.

This device enrollment process will configure your device for corporate access.

Enrollment steps include:

Step 1: Authenticate

Step 2@ Accept Terms

Step 3: Download & Install Profile

Step 4: Install App - Maa5360 for 05
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E2HF A Continue 5, <3t Authentication T HI, BFHELAXEMAATIEN, AR5 A T Continue.

4:34 PM

> | m :rm.dm.-'dp.-fcnmll.htm {jﬂf"’r K

Mobile Device Management X Mobile Device Management a |+

MaaSSGE}' See. Know. Go.

e B e B e e el

Provide your corporate credentials.

Username employee20
Password sssseseee
Domain uwtraining.local
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E3F S Continue J5, <t Terms and Conditions T [H, FH X RS “2ak M 3 Sk

Continue.

e | m [m.dm.’dp.’.’cnroll.htm =3 G} ' |
Mobile Device Management x Mobile Device Management a8 +

Maa53673' | Sea. Know. Go.

FIBERLINK END USER LICENSE AGREEMENT

BY CLICKING THE "I ACCEPT" BUTTON DISPLAYED AS PART OF THE EMROLLMENT PROCESS, YOU AGREE TO
THE FOLLOWING TERMS AND CONDITIONS OF THIS AGREEMENT. PLEASE PRINT THIS PAGE FOR YOUR
RECORDS.

This Agreement is a legal agreement between you and Fiberlink. It applies to your use of the Service and the
computer software included in the Service, together with associated media, printed materials, and online or
electronic documentation provided to you. By installing, copying, or otherwise using the Service and/or the
accompanying Software, you agree to be bound by the terms of this Agreement. If you do not wish to accept the
terms of this Agreement, or if you are not at least 18 years old, do not install the Software or use the Service.

This Agreement also applies to updates, supplements, add-on components or Internet-based service components
of the Software that we may provide to you or make available to you from time to time, except to the extent
that they are accompanied by separate terms. We reserve the nght to discontinue any product or service, and
this Agreement, at any time.

The Software has been made available to you because your employer, or some other person or entity with which
you are associated, has entered into a Master Agreement with Fiberlink to make the Service available to you. We
will refer to that entity as the “Licensee.” The Master Agreement shall take precedence in the event there is a
conflict between the Master Agreement and this Agreement.

The Licensee who authorized you to download and use the Service has full control over your account with
Fiberlink. At any time, the Licensee may terminate your right to use the Service, may make changes to your
account, and may restrict the way in which you use the Service. The Licensee also may request and receive
information we collect concerning your usage of the Service. Any information regarding your usage of the Service
belongs either to Fiberlink or the Licensee.

| have read and accept the terms.

4 m i’m.dm:‘dp:’eulaﬂcccpt.htm er]!'f |

Mobile Device Management x Mobile Device Management a |+

MaaSSﬁb‘ See. Know. Go.

e RS i = i = Sy A - - T i T - T

On clicking Continue, profile download and install will begin.

Please accept any prompts for profile installation to continue with the enrollment.
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Install Profile

[ TV MaaS360 MDM Enroliment

&= a MaaS360

Description This profile enables your IT
Administrator to manage your
device using MaaS360

@ Verified

Signed Fiberlink Communications
Received Jul 29, 2013

Contains Device enrollment challenge

More Details

$B5%  fiif Install.
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A MaaS360 MDM Enroliment
MaaS360

@ Verified [ instal |

Description This profile enables your IT
Administrator to manage your
device using MaaS360

i Install Profile

Received

Installing this profile will change

Contains neni B
settings on your iPad.

S
Cancel Install Now

4:35 PM

ﬁ Warning

Mobile Device Management

Installing this profile will allow the administrator at
“hitps://services.fiberlink.com/ios-mdm/ios-mdm.htm” to
remotely manage your iPad.

The administrator may collect personal data, add/remove
accounts and restrictions, list, install, and manage apps. and
remotely erase data on your iPad.

BRARLGANE ©2015
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Profile Installed

Description

Signed
Received

Contains

MaaS360 MDM Profile
MaaS360

@ Verified

This profile enables your IT
Administrator to manage your
device using MaaS360.
Account Number: 1037895

Fiberlink Communications
Jul 29, 2013

SCEP enrollment request
Mobile Device Management

More Details

86X  Liidi Done, #RJ5 Aiili Continue Z2&EN A (Flhn: A iOS %% MaaS360) .

BRARLGANE ©2015
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Mobile Device Management

Maa$360" | see. know. Go.

Step 4: Install App - MaaS360 for i0S
Click "Continue” to submit request for installing the "MaaS360 for i0S" app.

When prompted, please enter your iTunes credentials to complete the installation and get access to your

corporate resources.

App Installation
ices fiberlink
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4:37 PM

Your request has been submitted. You will be shortly prompted by the OS to accept

this installation

Settings

o]

4:43 PN

Profiles

|||||||||
CIsCO

ﬁ Airplane Mode () OFF
i wiFi
@ Notifications

@ Location Services Off

Not Connected

H Brightness & Wallpaper
.Ei Picture Frame

() iCloud

Mail, Contacts, Calendars

a Twitter

|£|| FaceTime

w2k8-WIN-JG4B7Q0UALS-CA

i0S-TLS
W' Cisco

MaaS360 MDM Profile

MaaS360

S=87 App Catalog
;l' MaaS360

m Restrictions (3)
;l' MaaS360

m Passcode (3)
W MaaS360

BRARLGANE ©2015
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1.

k8.cisco.com:8443/guestportalimdm/mdm.jsp?sessionid=ac1’ ¢ '/_

Mobile Device Management

You must enroll your device in the
Mobile Device Management
(MDM) system to access the
network.

Step 1: Enroll >

After the device is enrolled, your
network access will be
automatically re-evaluated.

Click Continue to attempt to
connect fo the network.

T

cisco

4:41 PM
< m [ mdm15.w2k8.cisco.com:8443/guestportal/mdm/ ] i b
x Mobile Device Management 8 I Mobile Device Management =

You must enroll your device in the
Mobile Device Management
(MDM) system to access the
network.

Step 1: Enroll »

After the device is enrolled, your
network access will be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

You can now type in the
original URL in the
browser's address bar.

I
CISCO




2o ip RS "cln's' élc;f

MiR C: &%

Cisco TrustSec 2 %::

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.ht
ml

WEECEER:

BRI S RS 51 % H P88 http://www.cisco.com/en/US/products/ps11640/products user quide list.html
xR EFR10S B BE10S XE B4 ER NX-0S MR AE 25 R, &S H LUK URL:

e XIF Cisco Catalyst 2900 1|42 #i#L:
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guides list.ht
ml

e X Cisco Catalyst 3000 F 41|32 #eHL:
http://www.cisco.com/en/US/products/ps7077/products installation _and configuration guides list.ht
ml

e XIF Cisco Catalyst 3000-X Z 5128 #e Al :
http://www.cisco.com/en/US/products/ps10745/products installation and configuration gquides list.
html

e XIF Cisco Catalyst 4500 2|42 kL
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration
quides _list.html

e XF Cisco Catalyst 6500 F 41|32 #HL:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation _and configuration
quides list.html

e XIT Cisco ASR 1000 ZFIAZHeAL :
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.ht
ml

T R 28 LAN #2541 2%«

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/quide/cq.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html

