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P i B S RS R A5 A FE Bl & R ity RN AT 3 P BRI A, 1% T P ST s A RS B A B TR RS B &
SRS B CanitisfE) o (ER, W28 n] DA A 2k 41 Uy in] (Ml —s24k  (J&F ACL. TrustSec SGT
&) o RIEEME, BRGNS 5% (ISE) & — AN T M M4 52t s, 110 MDM S0 IR 45 25 0 F A SR ms v
H S ISE FUHERICKR H MDM AR 4548 e e B,  DUIRALSEBE R fil b 7 56

LR A SR A R 7 S 1) i A T S 1
o BLARVEM - Ui i) 0026 A S A0 R M £ ioH 4 2 E [ B MDM AR 55 4 BV U, DURIE T P Mty i

e R EEHEAT I

P& FhRFN R Bl

B - A I L AR I A HUIR A TRA3 52 FR 1 1K1 U7 1R AL FR

EHEMRE - & Hm MDM A% #fa i & ik

ISE H {3 7 nl @it MDM AR %528 MR & K HImBEE (Bl ana 2 spr 28 W)
B P a] I ISE My Devices Portal & BN N #%, Blanidb 17 56 4=k . A T #5RF PIN i

SSID : BYOD-Dotix"

SSID : BYOD-OPEN = Guest 5510
88ID . BYOD-Dot1x = Co-operate SSID

55ID : BYOD-OPE!

oe

Employee

&)

Guest

MDM Servers

= Mobile\Iron

Wireless LAN Controller
Directory

Certificate
Authority Server

Corporate Resources

1. ISE+MDM & k#hth
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MDM £ % {52 FA SR 651

1. AP R&s SSID JCEL

2. WRAPEEMAREM, HIBEmE RS BEMRRE, FEE SR AT

3. ISE [n] MDM fk %5 2% & it API &

4. It APTARRIEGEH % 7 1% & VIR FNIZ BB 4 1 2 AR A - 1R, AT AN S U L id
LR A B MAC Hiuht

5. WRAPPREAELSIRS, XEREIZK SRR MDM 4L FM . ISE &7 NAD KIEZ AN LLE &
1] % ISE, ISE 26 E 2 % MDM RS (BB )

6. ISE 155M1Z % % 75 2 F MDM B TS, F6 7 P B2 3E 24 5 UL T PABAT v

7. F P EYEE R MDM SRS 512, B PR AE AL 5 sEM . B MDM R 5528 7 E 3 5 5 1) sldi i A P IR
T B A%, I BOK 22 1145 ISE

8. ISE 4 XA MDM, FFEZA&REEER

9. WHRAPEEANFTES MDM FIECE K% 4RE (B i, RGUEBIBHMMITREANE M. AEHHER
DA T B A BE T n) X 2% 2 IR

10. —HHPR& G, MDM AR5 #3178 F N R b 33 i R3S

11. 7EREF B, AP ] DURDHT 2%, BEE I BOK 22 7125 1SE

12. ISE i 52 #A%E 1) MDM AR 45 253K A HUE B, FRAER & H COA

Hi

®1. AR ERALT

B EMmRSSI £2&: 1121/3315, &R AAA, REERRSS5FIBRSS (i ISE 1.2

# (ISE) 3355, 3395, B OWESEMRESKRES)
VMWare
MDM AR %525 MDM
IEPEWNERSE | EE, RE SCEP, IEH#EINBRE2E N/A
(AT3E) Microsoft B3I #&

(Windows 2008 R2
Enterprise SP2)

Je4k LAN #2588 | 5500 &% SHTAIRALE L (CoA) G—Ftk 7.2
(WLC)

2500 &%

WLSM-2

FEHMZ IS
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ML F: Blan | Apple 1 Google N/A Apple i0S 5.0 &
Apple iOS. BEEERA
Google Android
Google Android
2.3 RESRA

FEASCRE S, FAML SRR T 40T E MDM. JRA T2 B AE P FRAT T B AE R M H ISE Al WLC e & B2 BCIRE

BeEYR RS
http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto 60 byod certificate
s.pdf

BHREZI5rE, BV
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html
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http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60_byod_certificates.pdf
http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto_60_byod_certificates.pdf
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html

PR Ty, '::Iu's'élc;f

s55F MDM &£ RiECE DB
EF ISE 1 MDM £ RECE

K 2 SEoR T 32 MDM &A% 3 B I,

("4 ) Configure Cisco ISE |
" and NAD's (WLC, |
Switch ..)

mienUSisolutionsicoliateraline340ingd 14/neT42/ns 744 /docs/howlo_ B0 byod_cerificales pdf

hitpa/fwwew. cisco, comien/U S solutionsins340/ns4 14/ns742/ns744/landing_Designdong_TrusiSec.himl

. \
( )\ ADD MDM Server | : .
\2) 10 Gisco ISE i | Export MDM Certificate >| Import MOM Certificate > ‘é?':' ";‘gg‘ server in to
in to Cisco ISE bt
Click Verify to test
connectivity to MDM
Review MDM
Dictionaries
("3 ) Configure ISE ™
5 3 J ulir:';':g: Configure ISE 5 Configure MDM policies 3 Conﬂgun? NAD's (e.a
a I | Authorization Policies (not covered in this how- WLC, switch ) with ACL's
i to-Guide). Please review
MDM Caonfiguration l
Verify ISE to MDM
Integration

2. MDM ECEiRi2

%538 MDM BREE3%R N ZE ISE
MDM fIf 2% 3207 FI {4 2 IR 45 B 1 LI 203 . — ELZE MDM JR455% FIRE 7208, AR B Ma e, B

B AN n 4 ISE.
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ZH4 MDM fR%EZ5iFH
B1% S MDM RS 2HIEP I HAAAEAE AT ENL L.

~Serial Number
-Certificate Signature Algorithm

Crganizational Unit (OU) Good Technology Group

Validity Issuer
Issued On 5/1772007 alidity
Expires On 5/14/2017 Not Before

— — <
Certificate Viewer:"* #2" w Certificate Viewer:"* #2" ﬂ
General | Details General | Details
Could not verify this certificate because the issuer is not trusted. Certificate Hierarchy
*

Issued To

Commaon Name (CN) w

Crganization (O} Matarola, Inc

Crganizational Unit (OU) Good Technology Group

Serial Number 00 F7F2:DCBRFLO3EBDZ Certificate Fields

Issued By At il il

Cammon Name (TN} w ICEertiﬁcate

Crganization (O} Muotorola, Inc “Wersion E

Fingerprints S' P;I.otAfter

i t =
SHAL Hingerprint BE9IEDICYCAGLAC DY COLILUBBDAE 142 /5153960 Field‘v::ul:.c
MDIE Fingerprint 51 A5OFBRARATF 1AMFF34: DA AR DEFF-G1F1

Close Close

E 3. 54 MDMIEH

F245 KBIEPSEAEEISE /i %E: Administration -> Certificates -> Certificate Store -> Import. RFJi%: ¥

IM— A IE A RR, R)5 M Submit.

£’ Certificate Store = Import ™
Import a new Certificate into the Certificate Store
* Certificate File GOOD.der
Frierdly Name| GO0D certificate| i
This certificate will be used to verify ISE server certificates in multi-node deployments, for walidating LDAP secure authentication connections and for secure syslog services,
In addition, it can be used to verify the authenticity of client certificates presented to ISE {for EAP-TLS and administrative authentication) by checking the box below:
[ Trust for dient authentication or Secure Syslag services
Enable ‘alidation of Certificate Extensions (accept only valid certificate)
Description |
[ Cancel |
L J v
4. & MDM iEESFNER ISE
BRARFK AR ©2015 HIW
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F3IF  WILEDESEIESAHEX T,

{ Certificate Store ™
JEde Jelmport Bdchangs Status | @vExport | M Delete
[] status Friendly MName - Trust For Client Auth Issued To Issued By wialid From Expiration Date Expiration Status
O B Enssled e . . Thy, 17 May 2007 Sun, 14 May 2017
O Enabled * airwatchdey,com#Go Daddy Secure Certification... @ * airwatchdey.com Go Daddy Secure Certif...  Thu, 21 Feb 2013 Fri, 20 Feb 2015
O Enatiled * fiberlink . com#DigiCert High Assurance CA-3#000... @ * fiberlink.com DigiCert High Assuranc..  Mon, 21 Jan 2013 Tug, 26 &pr 2016
Od Enabled *.mobile-iron.com#Go Daddy Secure Certification @ * mobile-iron, corm Go Daddy Secure Certif...  Mon, 27 Aug 2012 Wied, 27 Aug 2014
[} Enabled * ynietna.com#GenTrust S50 CaA#00009 @ * yhetna.com GenTrust S50 CA Thu, 16 Dec 2010 wied, 18 Der 2013
h e — — — ... =4

5. IFER ISE FHy MDM iEH
Fax I MDM k%% . Aiili Administration -=>MDM.

EE: IEERMTE A, B T%EE:3] Airwatch MDM IR %22 1K 2 4 BCAH N 1) APT A €2

Administration | » -

s system 42 1dentity Management
Deployment Tdentites
Licersing Groups
Certificates External Identity Scurces
Logging Tdentity Soure Saquences
Maintenance Settings
Hacaup & Restore [Z web Portal Management
Admin Accass Sponsor Group Policy
Setfings Sponsor Groups

B Network Resources Settings
Netwaork Devices
Netwark Device Groups
External RADILIS Servers
RADIUS Server Sequences
SGA AMA, Cervers
NAC Managers
e

I-g ﬁhﬂrim

& 6. 7ZEEFR ISE iR MDM fR5588
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$E54F Aidi ADD, A5k MDM R85 E4IME B

’T—:.trernal MDM Sarwer List > GDDD

MDM Server details

* Name [ GOOD |

* Hostname or IP Address | 206.124.127.119

*port | 19005

* User Name | psa\GoodAdmin

|
Descri]:tttﬂni
|
* poling Interval | 240 | (minutes) #

]
|
* Dassword | I |
|
|

Save Reset

B 7. 7£8% ISE $i7M MDM AR5

862 it Test Connection, ISE FHailiEREA %K.

The MBM Server details are valid and the

connectivity was successful.
oK,

E 8. 7£2# ISE #iRin MDM AR5 2%

7% (EHIBE LA OK, Wik, O Enable

$8F  xidli Submit #ZEH, RS EAR IR m RYURK R B R OR BN RO R

The MDM Server details are valid and the
connectivity was successful.

& 9. 7ZEEHR ISE iR MDM AR5
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CISCO.
MDDV Servers
JEdt hadd ¥ Delete
Mame Status Service Provider MDM Server
O coob Active Good Technology, Inc. 206.124.127.119

B4% MDM =R 8

— B MDM 55 S M2, ISE Hoe B BB SCRF I 7 i, 5 AT LR e 7 i AT ISE ARG o

B 10. ARSSERAINARM

#E1%  SWiE: Policy -> Policy Elements -> Dictionaries -> MDM -> Dictionary Attribute.

Dictionary Management
Detionaries » MDM
Dicticriary
Dictionary Attributes
’i* rr
Marms Internal Mame Description
O DeviceCompliantStatus compiant_status Comphant Status of devica on MOM
[] DeviceRegisterStatus &' register_status Status of device registration on MDI
O DiskEncryptionStatus disk_encryption_on Device disk encryption on MDM
] mer i IMET
O JailBrokenSatus igil_broken Is device jail broken
O manufacturar manuracturar Manufacturar mame
] osVerson o5 _wersion 05 wersion
O PreneNumber phone_number Fhone numbar
[ J FinLockSiatus fin_lock_on Cevice Fin ook status
[0 SeriaiNumber serial_number Device serial number

B 11. ®=#%ER ISE ) MDM g

AL E ISE IR RRE

— H MDM JR %5 #8478 N2 ISE o, AT AT LAZE ISE Hofic B S AN, DU MDM i 55 2845 00 (18T
i

R TEACHY T, BAVER T W fi 7 4 1 MDM:DeviceRegisterStatus EQUALS UnRegistered !
MDM:DeviceCompliantStatus EQUALS NonCompliant. i & I8 Atk J& 1

BRARLGANE ©2015
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B2H  FELL LAN EHS T EIE 48 “NSP-ACL” f) ACL, VMEMSERMSHEM, LUEERNA
B IERITARL . TEFS IR MDM R 25 26 F 1) 2 ) 0

o JHR B RS 51 1P bk = 10.35.50.165
» NENENZ =192.168.0.0, 172.16.0.0 (FFEE )
= MDM k%528 F M =204.8.168.0

General

Access List Name MNSP-ACL

Deny Counters o

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 0.0.0.0

1 Permit / ! Any Any Any Any Outbound 150720 [~}
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! ICMP Any Any Any Inbound 7227 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 204.8.168.0

3 Permit / /! Any Any Any Any Any 17626 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 10.35.50.185

4 Permit |/ / Any Any Any Any Inbound 7505 [ -]
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

5 Permit / ! upp Any DNS Any Inbound 2864 ﬂ
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

&6 Permit / ! uppP Any DHCP Server Any Inbound 0 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

7 Deny / ! Any Any Any Any Inbound 0 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

8 Deny / /! Any Any Any Any Inbound 4 [~ ]
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

9 Deny / / Any Any Any Any  Inbound 457 [~}
0.0.0.0 255.0.0.0
0.0.0.0 173.154.0.0

10 Deny / / Any Any Any Any  Inbound 1256 [~}
0.0.0.0 255.255.0.0
0.0.0.0 171.68.0.0

11 Deny / ! Any Any Any Any Inbound 11310 [~ ]
0.0.0.0 255.252.0.0
0.0.0.0 171.71.181.0

12 Deny / /! Any Any Any Any Any 0 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

13 Permit [ / Any Any Any Any  Any 71810 [~ ]
0.0.0.0 0.0.0.0

12. AFBERBEEEE QSRS RIEMNIHEEHTE
%P 12 1 NSP-ACL [t B T -

SOV MR 5545 B2 P im O AT “ ik ” i

X TR RER, eV i B R SSAR Y “NEE” ICMP i, X2l
FEVFARIEMAIA G B %5 1) MDM AR 55 %%, DL T3 MDM ARBEAIERAT & A 2

FCVF N 3 21 e 55 2 FE 2 ISE RO “ Nl i DAPAT R4 17177 R SR 7 LSGIE A5 1 S i Ae
FOVF AN P 0 B R SS4% (0 “ N3 7 DNS it & LLEAT 2 PR b

FOVF AN o B IR S5 45 6 “ A7 DHCP it &2 DLSRE TP Mkt

TR NE P S B MR 55 4 75 2 T € 17 28 ISE WA SRR I “ Nk ” JiEE ORI 22 =] 58D
TE2 I 7 i 1 R 55 o £ 21 F - 2 € 70 2 ISE M A BHRI T “Nuh” i ORI 2 =) 3ng )

R
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atfran]es
CISCO.

0. 4 % i IR 5 FLE T 52 P2 ISE el BRI “ A
10. 448 7 25 1R 25 58 0 285 10 %5 ISE 0 AL VRIAT T “ A\
11, JE 4N P 0 25 58 1 8P T 5 5 16 % ISE 1 LR BT < A3 S
12, 44 I P B S 5 T B F S S ISE 10 R “ A uh”
13, RUHAFTAIE (i)

CHRAEE 2 7] SR )
CRRAE 22 =] S

B ORI 22 ] SR

CHRARE 2> 7] SR )

B3P  HNAKE MDM HIEH B & GIE LN “MDM_Quarantine” HIFRALACE . EXFFEHLT, B
B AE I #5 HB A4 B8 7 22 ISE FF R — 2% B
$E4E  FHiZE: Policy — Policy Elements — Results, fii7 Authorization — Authorization Profiles —

ADD.

Results

[ )
€ =E G

¥ | Authenticafion

¥ | Authorization
¥ [ Authorzation Profiles £
(4 Blacklist_Access
(&2 Cisco_IP_Phanes
(& DeryAccess
(4 PemitAccess
(2 WirelessCWa
@ WirelessNSP
* | Downloadable ACLs
¥ [ Inkine Posture Node Profiles
¥ | Frofiling
¥ | Fosture
L Client Provisioning

¥ | Securfy Group Access

B 13. BRWMEEXHSM

Policy Administration

|4/ Authentication
|®) Authorization
|4l Profiling
|® Posture
[l Client Provisioning
[:_. Security Group Access
Egress Policy
Network Device Autharization
& Policy Elements
Dictionaries
Conditions
Results

14, RIKKEE
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atfran]es
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PolicyElements Permissions
ginriratan Proflles > CWA

Authorization Profile

* Name | MDM_Quaranting

Description

* hccess Type | ACCESS ACCEPT

Service Template ||

¥ Common Tasks

M Wb Authentication

MDM Rediract v ACL

O Statie TP HosE rama
] Auto Smart Port

| Filter=10y

|_] Reauthentication

NSPACL |

15. RIRIKECE

 Attributes Detalls

Aeress Type = ACCESS_ACCEPT
Alrespace-ACL-Name = NSP-ACL
ciseo-av-pair = Url-rediract-ad =NSP-ACL
dsco-av-pair = urkredirect=htips://ip: port/guestportal/gateway Tsessionld = SessionTdValuefadion=mdm

[& 16. NSP-ACL

HEE: T L LAN #5685 € X NSP-ACL.

B5F

BIEIRAUKEMS . F/A1Z: Policy — Authorization — Authorization Profiles, ifi Insert New Rule

Below.

Insert New Rule Above

Duplicate Above
Duplicate Below

Delete

17, FENFAL
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RN T AR
MDM_Un_Registered = 4 A [1] MDM [ 55 #5 VE M AL & IS N BN . — ELIE £ 456 bR, T e
%] ISE MDM %35 JUTH - 6 T 1) T S A 2k ) MDML B 45 2

MDM_Non_Compliant = ARG MDM HEBS I A UR DTSR BRI . — B Android ¥ #% 7E 3 # VE MR £
i “Register” %411, ISE ¥ [a)#% il 2% & 1% Re-Auth COA. — H &AL, DK 5% & 21 ISE MDM &
SKUUTH, ST ) P oA R E RIS B

PERMIT = — B %% 217 ISE. MDM 7 HAF 4 ISE Al MDM g, HoB 3% 5 &8 17 R ALRR .

# MDM_Un_Registened Wirgless_B02.1X MDM:DeviceRegistorStatus EQUALS UnRagisbared MOM_Quarantine Edit | »

F MDM_Mon_Compliant Wiraless B02.1X MDM:DeviceComaliantStats EQUALS MOM_Quarantine Edit | ~
NonCompliznt

F PERMIT Wireless_B02.1X PermitAccess Edt | »

B 18. IRBUREEECELE

&
Ve e

A FRVIBCE S DA S SR 7 B B SR NE B, WS RERETR R EHERAU HERR E B RE.
R WA DEER ISE B VRN AR L E X MDM SREE .

AR

MEEFHREHFEM i %% Android. Windows il MAC OSx 12 ARS8, 15 17 LA W3k :

http://wwwin.cisco.com/tech/snsbu/prod-sols/ise/#sectionName=4

a Demos and Hands On Assets

a Cisco ISE 1.2 Demo Series (VOD, presentations)
2012-M0V, Imran Bashir

a ISE 1.2 and MDM Integration Introduction &4 (00:12:10)

a |SE 1.2 On-boarding and Mobilelron | Download Flash File {Recommend using
Flash Flayer)
s Download the Macintosh Flash Player 11.5 Projector

2 Uownload the Windows Flash Playver 11.5 Projector

B 19. ;&= URL
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M5 A: Good for Enterprise RFUEC &

AT BATE T AR R A &) RIS C E GoodGood for Enterprise 45 2%, AT & 501 T
o N REST API %iF admin 7 BBR, B ISE FH T GoodGood R %5#5 %1% REST API i FH (1K 7
o HIZERIN L ATTREE
o Hit% i0S M % AEHLE (AnyConnect)
1% U5 GoodGood F&2h ¥4 il 5 T FLTH] o
a. (EEERA PC I, J53) Mozilla Firefox M 25X 2% . 7EHEER % N GoodGMC ¥:3% URL:

540 https://206.124.127.119:8443/login.do
HER: SRS R — AR URL.

b. fEREHE AP AMENER. Fx5, NMiZeZ/s Home EHR

(€ & hiipsy//206124.127.119:8443/login.do

ced Good Mobile Control

Sign in to Good Mobile Control

Username:  GoodAdmin

Password: sssesseee

Domain: psa|

[Crermermber my usernarme and dormain

E20. BERF@E
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g2  ECEEYA Good BT IS ISE /.

a. PENFESRMEEHELIHA 4. EEEEHE A AEAELE, 15 SHE Roles > Service
Administrators > Add, N fin:

4 Good Mobile Control

Handhelds m

Paolicies Servers Settings

&

ervice Administrator
Description

Rights All Rights
Members 0

(1, Service Administrator
& Administrator

,3 Help Desk

=¥ Change the rights for this role
,3 Self Service
=¥ Change role name and description

B 21. FnAe
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atfran]es
CISCO.

b. G E T H Good for Enterprise API [ # 3 F i €e, N EA BELISE 1 “RRIFRAE” U5
] AR

@ Good Mobile Control

Troubleshooting Rights

O MUVE TINTUTNTE U DELWERTT JUUU MUUIE MESsdUily SEIvers
: Move handheld between Good Mobile Control Servers
Manage mobile device general settings

Send server logs to Good Technology
Send Good app logs to Good Technology
Control Good app logging

Policy Rights

View Policy Sets
Manage policies (handheld and application)
Manage handheld authentication

Server Rights

Good Mobile Control (GMC)

Good Mobile Messaging Server (GMMS)

View and configure Settings

. Manage OTA email templates
Manage certificates

Manage relationship between GMCs

Manage custom software
Provide access to Cisco ISE

Roles

 [¥] View Servers
' Manage servers

. [¥] Manage roles

22, HEEHBRALF
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c. BWFIR CRGIFNPSA) , BAMNERMIEE AN (LAY GoodAdmin) . #RJ5E1%
Look Now, REUKEon iz & o At 40T DU o e it

c4 Good Mobile Control

Handhelds D Policies

Servers G

Service Administrator » Add Role Members

Enter first or last names o look up individuals or groups in your corporate directory. Click on result
N

Domain  PSA -

Look For:  Goodadmin Look Mo

Search Result g
Click. items to select them
Name Email Title
GoodAdmin GoodAdmin@psa.gagood.com
GoodAdministrator GoodAdministrator@psa.qagood.com
\. v
B 23. PSA %8

$3F 11 Good BEhEHIZ R A INEL 7, LMEEIC GFE 5 MDM B4 .

a. NI RARH . KK TS Handhelds F1 Add Handhelds.

ced Good Mobile Control

‘ Folicies

Seryers

&

O

Filters i

1\ Handhelds

Select Import/Export Action -

| Show Al Handhelds |

-5 Filter by Policy Set A

O Copy of Default Good Mobile Me...
] pefault Good Mobile Messaging |=

Add Handhelds J Apply Action v Apply

[ Name Email Phone # [O
% Filter by Server A [ Bobo 2k 10 bobo2k 10_1@psa.qagood.com
[ EE00000009. MDMSERVER - M#... [ Bobo Zk10  bobozk 10_1@psa.qagood.corm
E = . R - | v

24. HMFFHLE
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atfran]es
CISCO.

b. AR INEM R C RV AR .

=4 Good Mobile Control

Handhelds [

Faolicies

L2

Handhelds » Add Handhelds

Find user or devicea
bob| \'_, Look Mo
J bob
bobo

“__Click iterns to select therm

Enter first or last names to look up individualz, or device 1Ds in you

Warning: You cannot bulk add more than 75 handhelds at

& 25. AMFEHEE

c. EEEHIMBE—HIRRINZA S, W R,
eed Good Mobile Control

Home ¢ | Handhelds [J] | Policies  [® | Servers

g

Roles

8

Lo

Handhelds » Add Handhelds

Enter first or last names to look up individuals, or device 10s in your corporate directory, Click on results to

Warning: You cannot bulk add more than 75 handhelds at a time.

Find user or device

bob Lok Mo

Search Result
Click items to select them

Name Email Title
Bobo Conference Room B boboconf@psa.gagood.com

Bobo? 2k 10 B  bobozk 10_2i@psa.gagood.com

Bobo? 2k3 = boboZk3_2@psa.qagood.com

Boboz? 2k 7 1 bobozk7_z@psa.gagood.com

Bobo3 2k 10 9 bobozk 10_3@psa.gagood.com J

Ll

8 results four/

Devjtagiithout corporate email accounts

Cancel

26. RMFFLE
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d. EFECHIMEH 7 IHET OTA PIN, & 0 R il FF Z 5 A mi vk sk

=4 Good Mobile Control

{3 | Handhelds [

Policies Sel

&

rvers

Settings

1IE
CO.

Vel

Filters

Show All Handhelds

5 Filter by Policy Set A
[7] copy of Defauit Good Mobile Me
[C] Defauit Good Mabie Messaging

&, Filter by Server A

[7] EE00000009.MOMSERVER - M4, .,

5 Filter by Mail Server A
W=

5 Filter by Server Type A
[ mapr

[T rone (MDM only)

5- Filter by Compliance A

\} [ out of compliance

Handhelds

Select Import/Export Action

Add Hanchelds | Apply

Name

m

Action

Email

Bobo 2k10
Bobao 2k10
Bobo2 2k10

Bobo3 2k10
Bobo3 2k10
Boba 2k3

Bobo 2k7

Bobo 2k7
Bobo 2k7

OoooOooooooO

Bobo2 2k7

bobo2k10_t@psa.qagood.col
bobo2k 10_1@psa.qagood.col
bobozk10_2@psa.qagood.col
P ETI T o
bobo2k10_3@psa.qagood.col
bobo2k3_1@psa.qagood.com
bobozk7_l@psa.qagooad.corm
bebo2k?_1@psa.qagood.com
bobo2k7_1@psa.qagood.com
bobo2k7_2@psa.qagood.com

7
Handhelds » Bobo3 2k10 -
&\ Handheld Info
0 Security
~ Connection Status
&9 ora
Messaging
D Compliance Report
EE Applications

iPad 2 (WiFi) v5.1.1

Apply Action ¥ Apply Policy Set v
MNarme Bobo2 2ki0
Title
Email bobo2k10 3@psa.gagoed.com
Identifier kizbk +cgthqu girenry mxisigybew3awz +gkrlp

Alternate [dentifiers

Policy set

Liability

Good Messaging Client Type
Good Messaging Client Version
Good Messaging Client Language
Department

Location

Default Good Mobie Messaging
Enterprize Liable

General Access

2.2.1.1591

EN

B4F

a.

4 Good Mobile Control

Handhelds

Policies

Good AR 55 2% 1) 22 4= TR

Si % POLICIES > Policy set > Default Security Policy.

Servers

[# 27. OTAPIN

ite
&

T DAAR AR 2 7] 7 SRR G S SRS

O &

Settings

v

[ Policy Templates

Policy Sets

Policy Sets contain the software, messaging, and security settings for handhelds,

Make Copy |||

Delete

[ IMake Copry N

Dielete

"] Policy Set Name ~ Description

[ Copy of Default Good Mobie Messaging DefaLlt Policy Set: for Good Mobile Messaging
[[]  efaut Good Mobie Messaging Default Policy Set for Good Mobile Messaging
[ passcoDE Passcode is required

B 28. RE&SE
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2o ip RS "clnls' ég'.

Bﬁi B: &% FHFIJIL*E

g1 X BYOD ?fﬁ%%a‘-ﬁti&%bu)\/\ﬂ M. 52, EHEEHIT MDM BitiifE. 4T MDM &id
TR, B FE RPN UL, 18 A Enroll.

12:26 PM

> [ mdm16.w2k8.cisco.com:8443/guestportal/mdm/mdm.jsp?sessionld=aci’ l (]

Mobile Device Management

You must enroll your device in the
Mobile Device Management
(MDM) system to access the
network.

Step 1: Enroll

After the device is enrolled, your
network access will be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

Step 2: Continue ©

il
CIsco

29. MDM %12
B2 ZAESWEEEZEME Apple Store,  PLAZe3E MDM AR, 1B ZHIZMN .

Good Technology, Inc.
Good for Enterprise

Description

Good for Enterprise™

Description:
IMPORTANT NOTE: Please contact your IT administ
Enterprise™ application will not operate without the n
Category: Business What's New in Version 2.2.1 Updated Jun 04, 2013
Updated: Jun 04, 2013
;ersilg::ﬁ.; Good For Enterprise version 2.2.1 includes:
Ze: g * H "

T Fr T e . Fixed a byg relatled to GA!_ Iookgp functlonalltyl
Seller: Good Technology Fixed an issue with synching mail subfolders with L

30. MDM {XIg




2o ip RS "cln's' élc;f

B3P MR, BITZNAIFEREICHRE. M Start 424, RPN,

Welcome to Good for Enterprise!

Before you begin, make sure you have
strong network coverage.

You will need your email address and PIN
included in the welcome email sent by your
IT administrator.

Tap "Start" to set up Good for Enterprise.

3. NARMRE

B|AL WAL AE T AR O T RS A1 OTA.

bobo2k10_3@psa.qagood.com

2N - 228 - T

B 32. BRRIE




2o ip RS "cln's' élc;'.

E5F NIRRT IFIEE RS S URL.

Enter a new ORCA override

Or select a predefined URL:

33. Good fR%%E5

B6F (L PP AE Next Ja, WEMHIITELTRBEIFETEIL.

Authenticating User

Securing Channel

Retrievir 15
-

Retrieving Settings




REViERIEEmR

atfran]es
CISCO.

B1H  GAREERE, HRRERER, R PR

Congratulations!

Good for Enterprise is now set up on this

phone and ready to use.

Your email, calendar, and contacts will
synchronize while the application is running.

This may take several minutes.

8 WRTEEEILH MDM RS E)G,

35. BRBB|[IRETH

kB.cisco.com:8443/guestportal/mdm/mdm.jsp?sessionid=act: &

Mobile Device Management

You must enroll your device in the
Maobile Device Management
(MDM) system to access the
network.

Step 1: Enroll >

After the device is enrolled, your
network access will be
automatically re-evaluated.

Click Continue to attempt to
connect to the network.

©

Step 2: Continue

CISCO
& 36. MDM %it

sl 1% B AR B 1) Continue FREXSEH 1A 7 15 i BURR -
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REHElR{EER CisCo.

F9F A& MDM IS HTOIEN TR & LE 5 CBILRAERE, WH R,

F=>d Good Mobile Control

Horne ¢ | Handhelds [ | Policies [ | Servers [ [ Roles B | settings £ Welcome GoodAdmin | Helg.
Filters Ful
| | Handhelds
Show Al Handheids Select Import/Export Action - Search Handhelds  Enter name, email, or phone number Search
& Filter by Policy Set A
[ Copy of Defauit Good Mobie Me. Add Handrelds | Apply Action v Apply Poicy Set M 1

[ Defauit Good Moble Messaging | =

- o o 5 Data Roaming . . 9
[l presssss 0 Name Email Phone # Device Status Device Model Device Name Platform (& & SEEPD ) Policy Set BMM Server GMM Client Version
Bobo 2k10 bobo2k 10_1@psa.gagood.com Default Good Mobile Messaging EEOD000003 MOMSERVER - MAPT
s psa.qag DefaLit Good bobile Messagng
Filter by Server A
J Bobo 2k10 bobo2k 10_1@psa.gagood.com Default Good Mobile Messaging EE0D000003 MDMSERVER - MAPT
&l psa.qag Defait Good Moblle Messagng
EEO000000% MOMSERVER - MA..
D Bobo2 2k10  bobo2k10_2@psa.qagood.com Default Good Mobile Messaging EE0D000003 MDMSERVER - MAPT
&, Filter by Mail Server A ] Bobo3 2k10  bobo2k 10_3@psa.qagood.com iPad 2 (W) ics Urkrown Drefault Good Mobile Messaging  EEOO000009.MOMSERVER - MAPT | 2.2.1.1591
[ exac a8 Bobo32k10  bobozk 10_3@psa. gagood.com Defait Good Moblle Messaging  EEQ000000% MDMSERVER. - MAPT
|} Bobo k3 bobozk3_1@psa.qagood.com Defait Good Mobile Messaging  EEQ000000% MDMSERVER. - MAPT

L rittorb J

& 37. MDM BfR&%aE

Handhelds » Bobo32 2k10 - iPad 2 (WiFi) v5.1.1
&I Handheld Info

() security
Qﬂ Connecton Status

6 ot

Apply Action ¥  Apply Policy Set hd

Marme Bobos 2k10

Tite

Messaging Email bobo2k10 3@psa.gagood.cormn
Q Compliance Report Identifier kizbk +cgthqu? gircnry mixisigybowZawz +gkrOp

oo Applcations Alternate [dentifiers
FPolicy set

Liability

Default Good Mobile Messaging
Enterprise Liable

General Access

2.2.1.1591

B

Good Messaging Clent Type
Good Messaging Clent Version

Good Messaging Clent Language

Department

Locaton

Directory Status Active
Status Message Running

Device Type

Handheld O

Handheld OS Version
Harndheld OS5 Language

Pad 2 (WiF)

i0s

511

en
8527C924-E95C-4CF9-9CB0-B2CEC 200 C05A
511

511

4:2999:EC:58:24

Systermn Identifier
Firmware Version
ROM Version

Wi F MAC

B 38. FHRE
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2o ip RS "cln's' élc;f

MiR C: &%

Cisco TrustSec 2 %::

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

WEAEEE:
BRI SRS S H P #81:  http://www.cisco.com/en/US/products/ps11640/products _user guide_list.html
HREFRT0S . R 10S XE B4R NX-0S BAFRAKEZE R, 155 H L F URL:

XFF Cisco Catalyst 2900 R 51| 52 4]l :
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guides list.html

Xt Cisco Catalyst 3000 5 41|42 4L -
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides_list.html

%f ¥ Cisco Catalyst 3000-X 335 Hikl:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

XtF Cisco Catalyst 4500 41|32 #e#L -
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration guides
list.html

%} Cisco Catalyst 6500 F 4132 el :
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configuration quides i
st.html

%T Cisco ASR 1000 Z 51158 el :
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

ST BB 2k LAN #2128«

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html

