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+4 & Cisco TrustSec &%t ?

Cisco TrustSec” J&: Bl SecureX 4™ (K% A, & — BB AEVT i) # HIRLR J7 % . TrustSec PG IER A
DR 28 SR it 1) FH P R £ TR A TR e AR Dh g, FE0T FH P R 48 BE RS T[] 1) P 28 RN i ST ek i, AT
FEATG 22 4 UG o

TrustSec #45 TIEIA 1 5 00 BN N 2t 2L T2 hilass) & b vk )7 2 ML T
[ CAF N —NERR G T WA 2 R F5

TrustSec 2 AN EE G T 1EEE 802.1X 5 VLAN 45 55356 T AR UE ) S 40 RISt =, 3400 46 vy 2 5 43 F S it
ThES, WIREGRIAE. 7 FEV7 41513 (dACL). 4416718 (SGT). BRI ARSI %,

mmé 3 Ingress Enforcement
“*’& é

17

RADNUS

- '
— e |
: e e
& F TrustSec #R{EIERS

KRGV AR B SCR 1 TrustSec HBA G, 5 7528 TrustSec 5 M5 . ARVISCRIARGIAR, 515
B B St TrustSec S8, AT LUE I IX S8 SOR 4 RO R SR A 58 GRS, R T LR A S8k 5 7 oK
f1 B R 1 P 481 o
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B ZETE (MDM)

RS

Boah i 8 B (MDM) ARG s A BANSC RSB ahia B i . 28 rA ALl E g sl . Mg
MDM 77 it A 55 S R 55 %« A2 B0 #6785 ) i AT A 3 AV IBR SIEJt At 12 P 30E P BB S Il A I S B A B RS B B %
RSN AT AT IR o fHOE, R4 T AR A RS RS 40 U7 17 (R E— S48 (BT ACL. TrustSec
SGT &%) o MRHE AL, JOREH IR ST 515 (ISE) 52— NAE T BN 48 ) St st 10 MDM S iR 5545 I =
SRS PR A ISE FIUYIRCK 5 MDM ik 5525 0k 2 Bt DR LSS BRIt 7 %

LR 2 SR R 7 S 1) i AL S 1

o BCAETEM: - Ui i) 4 PR IR ORI M % SR TR 1) ) MDM IR S5 a5 IR M I, DURSE T P f f s i
R E AT M

o AR - AR A IR A 5 MRS T S PRV I BLFR o

o EHEHKE - WM MDM 55 SA &5 M

o ISE PHRIEH AL MDM RSB ER % LR HTERIERGES (PIULZFERZEBE) .

o B P AH ISE My Devices Portal & HAN NS & IIRE ), BIAN582HEER . A FIEERA PIN 4.
SN

o
S MDM Servers
= Motiie\ Iron
Corporate Resources
H 2. ISE+MDM &R TH

MDM £ B {5 F 5= 651

1. APBI%ES SSID &<Ek.
2. MEAPESEERTIN, BAREERETIREBREMRE, 1F40/E B WM RETA.
3. ISE[a MDM fR%2 & H APIE A,
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4. It APHAAIREIEATFIZAFP &5 RAMXEGZEHNEZ SRS - 1BER, BNEBEUMASH
HIFE B L umi & R MAC Hitlk.

5. WMEAPENZEANTELIIERF, XEKEIZZEARRE MDM ZEEEM. ISE =6 NAD &iXE
WPAEERZE ISE, % ISEXEAFEERZE MDM R (ETEHEBERT) -

6. ISEBMIZZEFEZMEA MDM #HITEE, H¥m AP B RESHTTE T EM.

7. FAPB#E%EE MDM RESS|2, AP EAOEM . B MDM fREFRHIB siEE [ Eid
ARBRRIF SRS, EHAUE3E[E4 ISE,

8. ISEBEE & MDM, FELZ2RSER.

9. WRAFPEZENTEMDMFEEMEZERS (&%) KEE, REKBENMBIIZERAEH. T~
BINEEEBEEES I A B0 N &R

10. —EAPE&EEM, MDM RREFHEEHAIBRFBMEERS,

1. FELMNE, AP ARIETILE RS, LEAHEHIAUE 3 E 4 ISE.

12. ISE R EHR# 18 MDM AR Z sk NG HIE B, JHHNIA H COA.

B

F 1. AR ERRAH

BREMARSS | £F: 1121/3315. | &5 AAA, RERARS|[FIRS (i ISE 1.2

£ (ISE) 3355, 3395, . SsSEAReR)

VMWare
MDM BR 5528 MDM
WEBRWRSZSE | £5, RIE SCEP, EHEINARSEE ~iER
(H%) Microsoft BI#11&

(Windows 2008 R2

Enterprise SP2)
Jték LAN =588 | 5500 &%l S HTFAIZALE L (CoA) Fr—Tctk 7.2.277
(WLC)

2500 &%

WLSM-2

FEHMZHIER

MiXi%%F: Blan | Apple 1 Google iEM Apple i0S 5.0 &
Apple iOS. BEEhRA
Google Android
Google Android
23 REBMRA
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BeEYeEE

http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto 60 byod certificates.pdf
AR Z Y, WV

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html
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REERIEIEE

SImIr
CISCO.

£ MDM SR B E T 5

B%l ISE #1 MDM £ i B &

K 3 B THCE MDM R0 3 20,

(1
\_/ and NAD's (WLC,
Switch ..)

("2 ) ADD MDM Server
_/ to Cisco ISE

3 | Configure ISE
KT policies

) Configure Cisco ISE |

How-to-Guide:

hitpfiveww.csco comlen/USisonitions/coliateraline340/nsd 14/ne TA2Ins 7 4d/docehowla_60_byod_carificates pdf

More guides are available at

httpsdivevey. cisto . comfen/USisoluionsins340/ns4 14/nsr42/ns744/landing_Designfone_TrusiSes.himl

Export MDM Certificate >| Import MDM Certificate 3| ADD MOM serverin t
in to Cisco ISE Cisco ISE
Click Verify to test
connectivity to MDM
Review MDM
Dictionaries
A
Configure ISE 5. Configure MDM policies 5 Configure NAD's (8.9
Authorization Policies (not covered in this how- WLC, switch ) with ACL's
to-Guide). Please review
MDM Configuration l

Verify ISE to MDM
Integration

JE5MER MDM R 553&FINZE ISE
MDM IR 55 2% ] F A 2 R 2 s A Hh P 3 2238 . — FLZE MIDM JIRGS28 LIRS T 203, JEARU B S, Ba

BRI % ISE.

B 3. MDM EL&iRiE
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B/ MDM fR%-#%iF 1

$E1 T MDM RSHEF IR HARAE A TR B WRATHIK 2 FireFox, 1V Airwatch 4525,
SR s iR i B bR, P S More Information

T

You are connected to
airwatchportals.com
which is run by

{unknown)

Verified by: GaDaddy.com, Inc.

11 Your connection to this website iz encrypted to prevent
eavesdropping.

| More I.nfmnaﬁon...l

E 4. S MDM iEH

#®2 il View Certificate -> Detail -> Export -> Save, Wil B{RA7F 2L R T E .

¥%) Page Info - https://cn800.airwatchportals.com/AirWatch /Login?ReturnUrl=%2fAirWatch... [H=] E3

General  Media Permissions ~ Security

~Website Identity
Website: cn800.airwatchportals.com
Owner: This website does not supply ownership information.

Verifed by:  GoDaddy.com, Inc.

View Certificate !
~Privacy & History

Have I visited this website prior to today? Mo
Is this website storing information (cookies) on my

computer? Yes View Cookies |
Have I saved any passwords for this website? No View Saved Passnards |

5. 1% MDM iEESNEEl ISE
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Certificate Viewer:" *.airwatchportals.com™
General Details

Certificate Hierarchy

4Builtin Object Token:Go Daddy Class 2 CA
4Go Daddy Secure Certification Autharity
* arwatchportals.com

Export.. !

& 6.
$@3 FiF P A ISE.

1=

$®4 ‘F/i% Administration -> Certificates -> Certificate Store -> Import.

G IS AESCERIA AR, AR5 sl Submit.

Certificate Store = Import

Import a new Certificate into the Certificate Store

* Certificate File Browse_ | airwatchportals.com

Friendly Name| Airwatch Portal Certificate

This certificate wil be used to verify 1SE server certificates in multi-node deployments, for validating LDAP secure
connections and for secure syslog services.

In addition, it can be used to verify the authenticity of client certificates presented to ISE (for EAP-TLS and adr
authentication) by checking the box below:

[] Trust for client authentication or Secure Syslog services
Enable Validation of Certfficate Extensions (accept only valid certificate)

Descriptinn| Airwatch Portal Certificate

Hﬂnq% |_Cancel |
7. WIERF ISE FA9 MDM iEH

$®5 IUFRZUEH 2k Certificate Store.
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Certificate Store

Selected 0 | Total 9 4
,.-_?’ Edit él}:'lmport @Change Status &b Export ¥ Delete Show | Al
[ Status Friendly Mame a | Trust For Client Auth | Issued To
O Enabled Airwatch Portal Certificate =] * airwatchportals.com
[ Enabled Baltimore CyberTrust Root#Baltimore CyberTrust R__. @ Baltimore CyberTrust §
[ @ pisabled Cisco CA Manufacturing =] Cisco Manufacturing C
[0 @ Disabled Cisco Root CA 2048 (=] Cisco Root CA 2048

B 8.

$E6 Vil MDM Ji45#%. Administration -> MDM,

I
Adminisiration | » |E

';-!'.“ Systom 3::.?* Ldentity Management
Deployment [deniites
Licersing Groups
Certificabes External Jdentity Sources
Logging Tdentity Source Sequences
Maintenance Settings
Backup & Rastore [& web Portal Management
Admin Access Sponsor Group Policy
Seftings SpOnSor Groups

B Network Resources Settings
Metwork Devices

Netwark Device Groups
External RACILS Sorvers
RADIUS Server Sequences
SGA AAA Servers

NAC Managers

= ﬁsﬁmu

9. 7EB#%} ISE Fikin MDM AR 5525

$®7 i ADD, RGN MDM RS851E4115 B .

MDM Server details

*Name | Airwatch_MDM

* Hostname or IP Address | cn800.zirwatchportals.com

Instance Name |

* User Name | ISE_API

|
|
* Port | 443 |
|
|
|

* Password | ssssssse

Description

* poling Interval | 240 | (minutes)
™ Enable

reremesT

10. ZEEEl ISE FiKhn MDM AR %585
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$m@8 siili Test Connection, ISE B iEHA R

The MDM Server details are valid and the

connectivity was successful
_—

11. 7EE# ISE #iFIn MDM BR %528

SWo AIALE LAk OK, G veiE, o Enable
$®10 57 Submit %41, E&%%%ﬂ%ﬁilbmnm, RGN In) B H

3

LR BL R R B

h

The MDM Server details are valid and the
connectivity was successful.

12. 7EE# ISE #iFIn MDM BR %525

MDM Servers
Sel
J Edit  oAdd ¥ Delete Show | Al
Mame Status Service Provider MDM Server Description
(] Airwatch_MDM Active Airwatch, LLC cn800.airwatchporals.com
13. Airwatch AR 885 NA I
—
H4% MDM =2 8t

— H MDM 55 R8s, ISE s BEEN s SCRFIK 7 i, 5 R] LUREIX 28 7 i ISE SRR o

$®1 Fi%: Policy -> Policy Elements -> Dictionaries -> MDM -> Dictionary Attribute.
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CISCO.
Dictionary Management
Demonaries > MDM
Dicticriary
Dictionary Attributes
’f W
Mame Internal Name Dascription
O DevicaCompliantStatus compiiant_status Compliant Status of devica on MOM
[] DeviceRegisterStatus = & register_status Status of oevice registration on MO
[l DiskEncryptionStatus chsk_encryption_on Davice disk enaryption on MDM
L] mver i IMET
O JailBrokenStatus jail_broken Is device jail broken
O manutacturer manufacturar Manufacturar name
L] osVersion O5_VErsion 35 wersion
O Pronetumber phone_number Phone numbar
] PinLockStatus pin_lock_on Dievice Pin ook status
O SeratNumber serial_number Device serial number

14, EZBH ISE 4 MDM S

B & ISE AR R
—EL MDM {45 BB I8 ISE o, BT AZE ISE FAC B SERCIEN, LRI MDM [ s 7 -0

VE: AR, FRATER T S8 T MDM:DeviceRegisterStatus EQUALS UnRegistered Fll
MDM:DeviceCompliantStatus EQUALS NonCompliant. 315t & J 3 3 At Jg 7%
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$m®2 1L LAN #HI8 Al g — M4 “NSP-ACL” ) ACL, VUMY G 7Esus b4, LR E )k [y
WK TG IE BB MDM BE Sk £ 10 % P i

o SRS O RS T TP bk = 10.35.50.165
» NENEERZE =192.168.0.0. 172.16.0.0 (I TEE M)
=  MDM J%5 25 T M = 204.8.168.0

General

Access List Name MNSP-ACL

Deny Counters o

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 0.0.0.0

1 Permit / ! Any Any Any Any  Outbound 150720 [~}
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! ICMP Any Any Any Inbound 7227 [~
0.0.0.0 0.0.0.0
0.0.0.0 204.8.168.0

32 Permit [ / Any Any Any Any  Any 17626 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 10.35.50.1565

4 Permit / ! Any Any Any Any Inbound 7505 [~ ]
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

5  Permit / ! upe Any DNS Any Inbound 2864 [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

& Permit / ! uce Any DHCP Server Any Inbound 0 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

7 Deny / /! Any Any Any Any  Inbound 1] [~}
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

B Deny / / Any Any Any Any  Inbound 4 [~}
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

9 Deny / / Any Any Any Any  Inbound 457 [~
0.0.0.0 255.0.0.0
0.0.0.0 173.1594.0.0

10 Deny / / Any Any Any Any  Inbound 1256 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 171.68.0.0

11 Deny / / Any Any Any Any  Inbound 11310 [~ ]
0.0.0.0 255.252.0.0
0.0.0.0 171.71.181.0

12 Deny / ! Any Any Any Any Any 0 [~
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

13 Permit / / Any Any Any Any Any 71819 [~ ]
0.0.0.0 0.0.0.0

15. AFEEPHEEEE QSRR EEHTIE
K 13 1 NSP-ACL Rl R -

FOVF IR SS 25 B w T A “ Huh” i

KPR, VPR S I B RS AR “NEE” ICMP Jitte, X A& nl iR .

FELEVT )3E T T RIS 45 1K) MDM ilR%5 2%, LA R % MDM ACERRIHA T & ARG 7

FVF N it B R S5 25 2 ISE BT NS S LA T 8% 1) R =Rk 7 LUE S R C A RE -
TR B RSS2 “ Nk 7 DNS Wit LAHEA T 44 FRAE AT

FOVE N T i B RSS2 ) “ Nk ” DHCP i & LLSRE IP Huhik.

TR A8 N ity B R 55 25 B 20 H 32 17 & ISE IR IR ATE “ A7 s OIRIEA |l 5ng)
g N o B Ik 25w PR 2 T3 2 M 2 ISE AL BRI A “ N7 diE (R4 A 7RIS o
g W& i 1) e 5% P B0 T 3¢ ) &2 ISE AL IR T A “ A7 s IR A = gD .

A AR o S e




sl lal ]l
L& e R{EIE IC|ISC|0_

10. 44 2 38 R 4% 58 T B T 1 %5 ISE IO ViR “ Nl ekt ORI 2 7 0D
L1 F 246 2 7 s IR 45 5 80P 462 1 %8 ISE IO BIRDTAT “ N3l it R 2 i Sk
12, 024 A5 i 4% 25 S0P T 9 1 %8 ISE IO IR AT “ N3l Akt CRUR A 7 Sk
13, RUFHAFARE (i) .

$®3 UAFTE MDM S 1) %6 4 FX ) MDM_Quarantine [ 2R & CMF. AEXME T, rGAE
TR TBE 24 K5 H5E ) B2 ISE R —4%iH So
%4 fid5 Policy — Policy Elements — Results, )57 Authorization — Authorization Profiles — ADD,

Results
[ L]
== &.

b | Authenticafion

¥ | Authorization
¥ | Authorization Profiles &
(83 Blacklist_Access
@ Cisco_IP_Phones
@ DenyAccess
Q Permithccess
@ WirelessCWA
@ WirelessNSP
» [ Downloadable ACLs
¥ [ Inine Posture Node Profiles
» 5 Profiing
» [ Posture

L Clisnt Provisioning

¥ [ Securify Group Access

B 16. ENEEXHSM

Policy Administration ¥

|4 Authentication

[!_', Authorization
|4 Profiling
[# Posture
[r.,, Client Provisioning
[_";, Security Group Access
Egress Policy
Network Device Authorization
& Policy Elements
Dictionaries
Conditions
Results

17. BIUCRIRECE
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lllllllll
CIsCO.

PolicyElements Permissions

gt iranan Proflles > CWA

Authorization Profile

* Mame | MOM_Quarantine

Description

* Access Type | ACCESS ACCEPT -

Senice Ternmplate |~

* Common Tasks

™ Wab Authentication

MDM Rediract v AL | NSPACL

1 Static TPfHost name
] Mute Smart Port
] Filter-1ID

|1 Reauthentication

18. RPURBEELE

™ Arribubes Detalls

Acvess Type = ACCESS_ACCERT

Alrespace-ACL-Name = NSP-ACL

csco-gv-pair = url-redirect-ac =NSP-ACL

ciscorav-pair = urk-redirect=https://ip: portfguestportal/gatewaysession]d = Sessonldval uelad ion=mdm

19. NSP-ACL

VE: WEEAETCZE LAN 2 l8% g X NSP-ACL.

S|, 5 QA BEENE . i Policy — Authorization — Authorization Profiles. s o7 Insert New Rule Below.

Insert New Rule Abowe

Duplicate Above
Duplicate Below

Delete

k|

20. HENFTHI
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BRI TR R

Registered with ISE NOT MDM = 4 CL[1] ISE M (CF M4l HioR [ MDM AR 4s-4 9 M 1 £33
UEFZAROIIN . 1524 FF A LN 5 Kt & 21 ISE _F ) ISE MDM 3% 0L, e T ks 7] F P 7~ 9% ) MDM
AW E .

Registered with ISE AND MDM Non_Compliant = >4 ' [1] ISE Al MDM JR 45 g5 i EMHMEE AR & MDM fik4s %%

TR P SRS TR A A S I BRI . i, AR HIE], — EL Apple iPad B[ 7 sl “Register” 4%

#, ISE MPKE 2542 APP, LI 3 MDM % /7 big -4k 2L 58 il MDM {EMHiRE . seaEm s, M sl
“Continue” %4, #RJ5 ISE $f a5 il#s K1k FH AL COA.

Registered with ISE AND MDM Non_Compliant = — H.#% % (U7 ISE. MDM yEM I HAF & ISE 1 MDM 3¢l
TG 352 X 48 U5 ) BURR

Reg with ISE NOT MDM RegisteredDevices Wireless_802.1X MDM_Quarantine
MNetwork Access:EapAuthentication EQUALS EAP-TLS
CERTIFICATE:Subject Alternative Name EQUALS
Radius:Calling-Station-ID
MDM:DeviceRegisterStatus EQUALS UnRegistered

Reg with ISE AND MDM non_co RegisteredDevices Wireless_802.1X MDM_Quarantine
mp Metwork Access:EapAuthentication EQUALS EAP-TLS
CERTIFICATE:Subject Alternative Name EQUALS
Radius:Calling-Station-ID
MDM:DeviceCompliantStatus EQUALS NonCompliant

Reg with ISE AND MDM comp RegisteredDevices Wireless_802.1X PermitAccess
MNetwork Access:EapAuthentication EQUALS EAP-TLS
CERTIFICATE:Subject Alternative Name EQUALS
Radius:Calling-Station-ID
MDM:DeviceCompliantStatus EQUALS Compliant

B 21. RAGKREEEE

o

e sE!
B M 15 PA SR R E SR B, 1S AR EHERMEUTRRER K B & .
. ] DUE R ISE b VRGN H AR 2 L MDM Sehg, 14

R/IR
WMBEAEHEG X AEMN i 4. Android. Windows fl MAC OSx i 2 AR, 355 ] LL T Pk .

http://wwwin.cisco.com/tech/snsbu/prod-sols/ise/#sectionName=4
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Misk A: Airwatch Ec &

AT AP RNE—F Ak SRS C & Mobilelron 4545 o
VNI

ey REST API Kl admin Bk AR, Bl ISE 17 Mobilelron 45 %% & 2% REST API i H ik F
o HIIZERIN LA TR NG
o Hit% i0S APP ‘%3¢ E (AnyConnect)

$I® 1 1Jjn] Mobilelron 5 P P 4% FL1H
a. {EEHE PC |, ) Mozilla Firefox W 2&3] g%, ZEHulil A4 9 %5 N\ Mobilelron URL:
https://mobileiron.demo.local/admin

e ARSI H ) URL A URL 7”81

aw

Username

Password

22. Asset Tracking T+

a. M P ARSI E . Tx)a, RN EIR Asset Tracking IR

$m®2 /i % Menu > Accounts > Administrators. MIXH, LMK (HF APL VIR , 2RGS0
EDIT.

$®3 )i Roles, #&)5 i Add Role.

S|4 EPE REST API MDM, 174 Role, 75/l Description , #XJ5 siili Save.



https://mobileiron.demo.local/admin
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Add Role (%]

Name* | APl Access
Description® | API access for Cisco ISE
Resource Categories All
"] Read Select All Select None [Filter Grid
[ Write/Update B
<y 'I;elecom Management [g REST AP MDM - Devices REST AP Deni Read Enables access to all READ only API's in
|_) Read oms Hea Devices collection
| Write/Update
Enabl to all write/ te API's i
4 @ REST API MDM = REST API MDM - Devices  Hest Api Devices Write nables access to all write/update n
- Devices collection
 Devices
- Enables access to all execute API's in Devices
4 [J REST API MAM [g REST API MDM - Devices AEST AP| Devices Execute .
O Apps collection
4 [ REST API System Enabl to all Delete API's in Devi
- o REST APIMDM - Devices  Fest Api Devices Delete napies aceess to al Lelele In Levices
[ Groups collection
O Admins Enabi to all Adw: d API's i
[) Users ~ REST APIMDM - Devices  Rest Api Devices Advanced o oooes 10 anced API's in
- Devices collection
4 [_| Application Categories
— _ Application Categories - Gives permission to delete application
"] Read O wp'_‘]wu ; g App Category Delete s p. e
0 Write,r‘Update ri pdate categories.
4 | Application Workflow _ Application Categories -
_p . J pp cation sgones App Category Add Gives permission to add application categories.
] Write/Update - Write/Update
4 || Application Wrapping - Application Catagories - . ) - . o .
1 Writa/l Indate [ IR App Category Edit Gives permission to edit application categories.

E23. HmAe

$m®5 i Admin Accounts, ZXJ5 17 Add User.

$®e HEIHAGR, RJ5 il Roles 4r LG a 1) A f .

$W/7 il Save.

$me i Airwatch SCRY, %I FERAE Airwatch /5525 FACE MDM 56lE . A RS, 5iESH A
R AIE B ) SO

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns743/ns1050/own device.html



http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns743/ns1050/own_device.html
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i B: &%

Cisco TrustSec &%t

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

WEEEERE:
FRREH 0 R 55 5 L B

http://www.cisco.com/en/US/products/ps11640/products user guide list.html
xR 0S B R 10S XE A AR NX-08S S RA T 245 B, 25 LUK URL:

*§F Cisco Catalyst 2900 Z ¥ AZ #HL:
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides _list.html

Xf T Cisco Catalyst 3000 R 4AZ Al -
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

%§F Cisco Catalyst 3000-X F 514 HebL:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html
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