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+4 & Cisco TrustSec &%t ?

Cisco TrustSec” J&: Bl SecureX 4™ (K% A, & — BB AEVT i) # HIRLR J7 % . TrustSec PG IER A
DR 28 SR it 1) FH P R £ TR A TR e AR Dh g, FE0T FH P R 48 BE RS T[] 1) P 28 RN i ST ek i, AT
FEATG 22 4 UG o

TrustSec & T IUAT 1) S O FIIE N R FEAL Bt (CSSHML. Toddn il aess) 2 ko k7 58 LA R P
AU AR —ANERRG L T WA AR 4 W

i T 454 IEEE 802.1X 5 VLAN #5538 A 1 S0 RIS A =X Ak, TrustSec FR 4010 HLFE = 2 B 4 A1 51 it
Thte, ARG G AR E VR $HI5 % (JACL). 24 20FRiC (SGT). WA 2R TEAE S,

Wireless | - Ingress Enforcement RADIUS
user /f; ‘/
Ingress Enforcenment ‘ Data Center ,"
Egress Enforcement
1.
% F TrustSec #R4EFERE

KRGV AR B SCR 1 TrustSec HBA G, 5 7528 TrustSec 5 M5 . ARVISCRIARGIAR, 515
B B St TrustSec S8, AT LUE I IX S8 SOR 4 RO R SR A 58 GRS, R T LR A S8k 5 7 oK
f1 B R 1 P 481 o
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B ZETE (MDM)

RS

Boah e 8 B (MDM) B ORY S i B EASC R sz s i e g i g shsi. i MDM
77 i AL SR IR 554 AB BN L B ) i AR ARSI A, 2R T 3B PN BB S A R A B A B T RS Sl B
FEEEN A i) o (U2, W2 AT DLER (28 s 40 U il (O ME— sS4k (JE T ACL. TrustSec SGT
) o MRAEBUAR, JORLS S5 515 (ISE) J&— N HE T DN 2% (R St s, 10 MIDM 2SI 55 2 JU P A1 SROmes o
Snio ISE TR B MDM IR 55 45 105 i 2ot DASROESE B (i o s 5

D S TS I E S

o BCAETEM: - Ui i) 4 PR IR ORI M % SR TR 1) ) MDM IR S5 a5 IR M I, DURSE T P f f s i
R E AT M

o AR - AR A IR A 5 MRS T S PRV I BLFR o

o EHEHKE - WM MDM 55 SA &5 M

o ISE PHIER AT MDM RS BIE R & LR HZFERIERIRE S (B UL PR 2 &) -

o M H] ISE My Devices Portal & #AN N B4 1IARET), 105824k 2 w4 ER A PIN i
SN

o
e MDM Servers
= Motlie\ Iron
Corporate Resources
H 2. ISE+MDM &R TH

MDM £ B {5 F 5= 651

1. APBI%ES SSID kB,
2. MEAPESEERTIN, BAREERETIREBREMRE, 1F40/E B WM RETA.
3. ISE[a MDM fR%2 & H APIE A,
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4. It APHAAIREIEATFIZAFPBZ &5 RAXEGENEZ SRS - 15FE, BT ASHA
151 24 0w 8 B9 MAC ik

5. WMEAPENZEANTELIIERF, XEKEIZZEARRE MDM ZEEEM. ISE =6 NAD &iXE
WPAEERZE ISE, % ISEXEAFEERZE MDM R (ETEHEBERT) -

6. ISEBMIZZEFEZMEA MDM #HITEE, H¥m AP B RESHTTE T EM.

7. FAPB#E%EE MDM RESS|2, AP EAOEM . B MDM fREFRHIB siEE [ Eid
ARBRRIF SRS, EHAUE3E[E4 ISE,

8. ISEBEE & MDM, FELZ2RSER.

9. WRAFPEZENTEMDMFEEMEZERS (&%) KEE, REKBENMBIIZERAEH. T~
BINEEEBEEES I A B0 N &R

10. —EAPE&EEM, MDM RREFHEEHAIBRFBMEERS,

1. FELMNE, AP ARIETILE RS, LEAHEHIAUE 3 E 4 ISE.

12. ISE R EHR# 18 MDM AR Z sk NG HIE B, JHHNIA H COA.

B

F 1. AR ERRAH

BRF9RS3I £&: 1121/3315, SR AAA. RERBRSSZBEFARS (A ISE 1.2

£ (ISE) 3355, 3395, . SsSEAReR)

VMWare
MDM BR 5528 MDM
WEBRWRSZSE | £5, RIE SCEP, EHEINARSEE ~iER
(H%) Microsoft BI#11&

(Windows 2008 R2

Enterprise SP2)
Jték LAN =588 | 5500 &%l S HTFAIZALE L (CoA) Fr—Tctk 7.2.277
(WLC)

2500 &%

WLSM-2

FEHMZHIER

MiXi%%F: Blan | Apple 1 Google iEM Apple i0S 5.0 &
Apple iOS. BEEhRA
Google Android
Google Android
23 REBMRA
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FEARSCRGH, FAMLEZR T MDM BLE o JRA T B AE T FA TR B AT 5 HH ISE A WLC e & 2 BCIRES

e JUEE e
http://www.cisco.com/en/US/solutions/collateral/ns340/ns414/ns742/ns744/docs/howto 60 byod certificates.pdf

HREZYar, WEVIR:
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html
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£/ MDM £ B E T 5
B £l ISE #0 MDM &L B

K 3 B THCE MDM R0 3 20,

("4 ) Configure Cisco 1SE | | How-to-Guide: . _ |
' and NAD's (WLC, hltpuiveaw. csco comien/USleanitions/caliateraline 340/nsd 14/ne 742/ ne 44 docs/howto 60_byod_cerificates pdl
Switch ..) des are available at
h sc0.comden/USisolutions/ns340/ns4 14(nsT42/ns744/landing_DesignZone_TrusiSec.himl
(7)) ADD MOM Server | :
'\uz./’ to Cisco ISE Export MDM Certificate Import MDM Certificate —————> J\PD MDM server in to
in to Cisco ISE Cisco ISE
Click Verify to test
connectivity to MDM
Review MDM
Dictionaries
A
(3) CC:.”r.‘g“’E — ! | Configure ISE -, Configure MDM policies .. | Configure NAD's (e.g
o © | Authorization Policies (not covered in this how- WLC, switch ) with ACL'S
to-Guide). Please review 5
MDM Configuration l :_
Verify ISE to MDM
Integration
.-"’:—

B 3. MDM EL&iRiE

JE5MER MDM R 553&FINZE ISE
MDM JIf 55 2% ] F A 2 R 25 s A L3 238 . — FLZE MDM RS 28 LIRS T 203, JEARR BRa MK, B

B ILA N4 ISE.

24 MDM fR%#51iF5B
$E1 LR 1. FH MDM RS ZSUE I AR AE AT EHL L
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Bt e Page Info - https:,fr‘mﬂl—ﬂﬁgﬂ.mbiIeimn.mmfmifs,ilogh._jsp
General | Details

Cartificate Hierarchy

Bulltin Object Token:Go Daddy Class 2 CA
¥ Go Daddy Secure Cermiflicatien Authority
*.mobileiron.coem

Cernficate Flelds

¥ Builtin Object Token Go Daddy Class 2 CA
¥ Cernificate
Version
Serial Mumber
Certificate Signature Algerithm
Issuer
 Validity
Mot Before
Mot After 4
Field Value

[ F.up_o'&... )

4. &4 MDMIE$H

$®2  KUEPEANISE. $i%: Administration -> Certificates -> Certificate Store -> Import. nJi%: ¥RII—4>
Ko WAERI AR, AR5 rith Submit.

Deployment
Cenfcame Sioee > Import
Import a new Certificate into the Certificate Store

* Cartificata File /PMEL/ISE/MDM/Bulin ObjectToken CoDadcyClassz ( Browse... )

Friendly Name| Mobile Tron Token Certificate (Go Daddy) i

Al Trust Certificates are aveilebie for selection as the Root CA For secure LDAP connections. In additien, they may be enabled for EAP-TLS and administrative authentication below:
| Trust for client authentication

Enable Validation of Cedificate Extensiors {accept only valid certificats)

Description

I'MI

5. 1% MDM iEH S AE#H ISE

$®3  IFZIE S CdE Certificate Store.
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Deployment
Certificate Store
Belectod 0| Totalt & £
JEn chimpot | @ebgort | 3 Delete Show |_g.|_|_ - _'|| ]
T [ Feiersity Mams « Imsued To Issued By Valid From Expiration Date SRR FRrE e
[ cisen cA Manufacturing Cisen Manufacturing CA - Clsen Root CA 2048 Fri, 10 Jun 2005 Mon, 14 May 2029 -]
[ Cisco Root CA 2048 (Cisco Rook CA 2048 Cisco Root CA 2048 Fri, 14 May 2004 Mon, 14 May 2029 @
[0 Detault sait-cignad server certificate npt-gica-byod cisco.com  nplgjca-byod.cieco.com  Tue, 28 Aug 2012 Wed, 28 Aug 2013 (]
[0 Mabile Tron Token Certificats (G Dadddy) i Ga Daddy Class ? Certifica Go Daddy Class 2 Certifica  Tue, 29 Jun 2004 Thu, 29 Jun 2034 3]
[ NSP-1-CA-SERVER-MSCEP- RA#byod-NEP- 14“'M-oh|!e Iron‘ﬁ;n‘&;; "[';;“ﬁ tod-NSP-1-CA-SERVER-C  Tue, 20 Sep 2011 Thu, 19 Sep 2013 u ﬂ
[ byrc-nsp-1-CA-SERVER-CA#Dynd-NSP- 1-CA-SER R Byod-NSP-1-CA-SERVER-C  Tue, 20 Sep 2011 Tue, 70 Sep 2016

f] 6. IIFEEL ISE B a MDM iE$H
$®4 NI MDM k%575 . Administration -> MDM.

B iESMR A, R T%ER: Airwatch MDM Al 2528 1IK 7 220 Bt APT ff {5,

Administration | » i

% System 42 rdentity Management

Deployment Identites
Licercing Groups
Certificates Extarnal Identity Sourcas
Logging Tdentity Source Seguences
Maintenance Serngs
Bahup & Rastore [ web portal Management
Admin Access Spansor Group Policy
Sefings Sponsor Groups

B Metwork Resources Settings
Mebwork Devices

Hetwaork Device Groups
External RACILS Sorvers
RADIUS Servar Sequences
SGA AMA Servers
Managers

=] ﬁsﬂuu

B 7. 2% ISE B MDM RS 2=

$®5 i ADD, RJEHIA MDM R4 #5 FEAIME B o

© BRIARK AT 2015 FEIW



REERIEIEE

lllllllll
CIsCO.

External MDM Server List > New MDM Server

MDM Server details

* Name | MobileIron

* Server host | eval-8098. mobileiron.com

Instance Mame |

* User Name | admin

|
|
*Port | 443 |
|
|
|

* Password

Description

* Polling Interval | 15 | (minutes)

|| Enable

k. hahd -

E( conce |

8. 7% ISE #HiRfn MDM BR %27

$m®6 il Test Connection, ISE FAfii\iZEH:A %L

The MDM Server details are valid and the

connectivity was successful.
e
q

9. 7ZE# ISE %N MDM AR %25

SW7  EHALLG O EE OK, RS iksess k. o Enable
N T e Submit [

-

6 The MDM Server details are valid and the
connectivity was successful.

10. ZEEEl ISE Fifin MDM BR& =5
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J Edit  obAdd | ) Delete

Mame A | Status Service Provider MDM Server
(] Mobilelron Active Maobilelron eval-B098. mobileiron.com

1. BRE2FRMATN

B 4% MDM ==8

— H MDM 55 3R s 2, ISE s BB s SR K7 i, ) m] LUREX L8 7 M T ISE BB o

$®1  TiE: Policy -> Policy Elements -> Dictionaries -> MDM -> Dictionary Attribute.

Dictionary Management
Demnnaries > MDM
Dickionary
Dictionary Attributes
r;? W
Mame Internal Name Description
O DevicecompliantStatus compliant_status Complant Status of devica on MOM
[l peviceRegisterStatus &' register_status Status of device registration on M
] DiskEncryptionStatus cisk_encryption_on Davice disk ancryption on MDM
L] e i [MET
O JailBrokenSatus jail_broken I5 device jall broken
O manuracturer manufactirar Manufacturar name
L] osverson o5 _version 05 version
(] Pronetumber phone_number Phong numbar
|_| FinLocksiatus pin_lock_on Device Fin ook status
O] seriatNumber serial_number Device serial number

12. BHZEE ISE t#y MDM F

o & ISE AR R
— L MDM [ SR D 1SE 1, ol T LA ISE Hh I SEALIMS - LLRIFE o MDM 25 B8 it 37 75t

VE: AR, FRATER T S8 T MDM:DeviceRegisterStatus EQUALS UnRegistered Fil
MDM:DeviceCompliantStatus EQUALS NonCompliant. 315t & J 3 3 At Jg 7%
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$@®2  ELZ LAN &bl g — 40 “NSP-ACL” (¥ ACL, LMER G 7e g il fl, DA E M [
BRI IS . UEF RSN MDM R 25k FE K% ) b o

o SRS O RS T TP bk = 10.35.50.165
» NENEENZ =192.168.0.0, 172.16.0.0 CFHHEE )
= MDM k%% 1M =204.8.168.0

General

Access List Name MNSP-ACL

Deny Counters o

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 0.0.0.0

1 Permit / ! Any Any Any Any  Outbound 150720 [~ ]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! ICMP Any Any Any Inbound 7227 [~]
0.0.0.0 0.0.0.0
0.0.0.0 204.8.168.0

3 Permit [ / Any Any Any Any  Any 17626 [~}
0.0.0.0 255.255.255.0
0.0.0.0 10.35.50.165

4 Permit  / ! Any Any Any Any Inbound 7505 [~ ]
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

5  Permit / ! uce Any DNS Any Inbound 2864 [~]
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

6 Permit / ! uce Any DHCP Server Any Inbound 0 B
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

7 Deny / / Any Any Any Any  Inbound 0 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

B Deny / /! Any Any Any Any Inbound 4 [~]
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

9 Deny / / Any Any Any Any  Inbound 457 B
0.0.0.0 255.0.0.0
0.0.0.0 173.154.0.0

10 Deny [ / Any Any Any Any  Inbound 1256 [ -]
0.0.0.0 255.255.0.0
0.0.0.0 171.68.0.0

11 Deny / /! Any Any Any Any Inbound 11310 [~]
0.0.0.0 255.252.0.0
0.0.0.0 171.71.181.0

12 Deny / / Any Any Any Any Any 0 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

12 Permit / ! Any Any Any Any Any 71819 B
0.0.0.0 0.0.0.0

13. AFBEPGHETEE QSRS TN EEHTIER
K 13 1 NSP-ACL Rl R -

FOVF IR SS 25 B w T A “ Huh” i

KPR, VPR S I B RS AR “NEE” ICMP Jitte, X A& nl iR .

FELEVT )3E T T RIS 45 1K) MDM ilR%5 2%, LA R % MDM ACERRIHA T & ARG 7

FVF N it B R S5 25 2 ISE BT NS S LA T 8% 1) R =Rk 7 LUE S R C A RE -
TR B RSS2 “ Nk 7 DNS Wit LAHEA T 44 FRAE AT

FOVE N T i B RSS2 ) “ Nk ” DHCP i & LLSRE IP Huhik.

TR A8 N ity B R 55 25 B 20 H 32 17 & ISE IR IR ATE “ A7 s OIRIEA |l 5ng)
g N o B Ik 25w PR 2 T3 2 M 2 ISE AL BRI A “ N7 diE (R4 A 7RIS o

PN RN
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9. RN ) i B AR 554 2] T HEE 17 2 ISE ANV BRIRIIPT A “ AN ul” Wi OIS 2 7] 5D .
10. FEZ8 ) i 1 I 55 45 15 2 H] 1 H05E 1) 22 ISE ARSI IT A “ A7 i (IR 2 =) SR
11 R8N i 21 IR 554 75 2 0 1 305E 1) 22 ISE MBI O I A7 “ Nt ” Ui ORI 2 w] SR D o
12, JE 48 N i B R 55 25 15 2 A T H0E 17 22 ISE AV B BT “ Aol ” ik (IR 2 ]3RS
13, SAVFHRPTA iR (ATiE)

$®3 AT MDM HMS K4 B A B8 “MDM_Quarantine” [#ALBCE SO AERXFEOL T, Py
A AK€ 0] 22 ISE IR Bon— 40 .
$®4 i Policy — Policy Elements — Results, 7 Authorization — Authorization Profiles — ADD.

Results
[ L]

€ ='E G

» [ Authantication

* [ Authorization
¥ | Authorization Profiles €23
(52 Blacklist_Access
(& Cisco_IP_Phanes
@ DenyAccess
@ PemitAccess
@ WirelessCWA
@ WirelessNSP
b [ Downloadable ACLs
¥ [ Inkne Posture Mode Profiles
* [ Profiing
» [ Posfure

» [ Client Provisioning

¥ [ Security Group Access

14. BWEEXHSM

Policy » Adminisiration

[4 Authentication

|8, Authorization

|4 Profiling
E"?', Posture
[I.;' Client Provisioning
[:;, Security Group Access
Egress Policy
Network Device Authorization
& Policy Elements
Dictionaries
Conditions
Results

B 15. ZBCREEE
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PolicyElements Permissions

Bt iratan Proflles » CWA

Authorization Profile

* Mame | MDM_Quaranting

Description

* hcoess Type | ACCESS ACCEPT -

Service Ternplate ||

¥ Common Tasks
™ Web Authentication

MDM Rediract v AL | NSPACL

1 Static TPfHost name

] Auto Smart Port
[ Filter-1ID
[] Reauchentication
16. IRPCRBEELE
v alrributes Detalls

Acress Type = ACCESS ACCEPT
Alrespace-ACL-Name = NSP-ACL
CSCo-av-pair = url-rediract-ad =NSP-ACL

cisco-av-pair = urk-redirect=htps://ip: port/guestportal/gateway Tsessionld = SessonldValueBaction=mdm

17. NSP-ACL
VE: WEEAETCZE LAN 2 l8% g X NSP-ACL.

SIES5
Below.

QI BFNS . i Policy — Authorization — Authorization Profiles. fid7 Insert New Rule
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Insert New Rule Above

Duplicate Abowve
Duplicate Below

Delete
18. HEAFTHM

BRI T IRBUREE
MDM_Un_Registered = 4 i [1] MDM [ 45 5 15 WA AR ML BRI . — B2 £ A5G b, DD e
& F| ISE MDM %555 GUIHT, 3 UK 1) FH P 223 5% 1) MDM {3 A& RIS R

MDM_Non_Compliant = A ARF& MDM S0 (1) B4 I BB . — B Android ¥ £ 78 £33 MY 1] iy
HiRegister” 1541, ISE K[ 2 2% & 1% Re-Auth COA. — H A5 & M, WPEs k%% 1) ISE MDM %35 10
[T, BT 1) FH P B O S AR A B

PERMIT = — H %4 L) ISE. MDM {EM I+ HA54 ISE 1 MDM 5,  HoB 4 #5277 P 4805 ] BB

4 MDM_Un_Registered Wiraless_B02.1X MDM:DaviceRagisterStatus EQUALS UnRagishaned MOM_CQuarantine Edit | -

F MO _Non_Compliant Wireless BOJ.1X . MOM:DeviceComaliantstats EQUALS MOM_Cuarantine Edt| -
honCompliznt

& PERMIT Wireless_B02.1X PermitAccess Edt  »

B 19. RAKREEENE

Sor

e !
A7 RUABCUE S LR RO E S TR R, TS S PR ERERTT RERK B &R & .
i WATLIEARL ISE VRN H AR hE X MDM 5, Bl .

'R
WMEAFA < AEM i W&+ Android. Windows 1 MAC OSx [ 2 RS, 51 1a) LR 3k«

http://wwwin.cisco.com/tech/snsbu/prod-sols/ise/#sectionName=4
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MR A: Mobilelron Bt &

FEARFTZATRE AN & O 22 7] S e B Mobilelron 55 &% . A7 A G127 S (ks € L &, 16 S
Mobilelron SCAS o AT AT RS 21k BB R DAE 4T I it 1) 4 PG FE

ATE SR

e 4 REST API 4 iF admin Kk S (B2, B ISE HIF 17 Mobilelron A% 55 %% & 1% REST API i H (rik =
o HRZERIN LA
o 1% 10S ML 4EHLE (AnyConnect)

$®6  1Jjl1] Mobilelron & # X 2% FL [
a. [(EEBR PC I, J33) Mozilla Firefox MM W as. 8 HubiEF2 sh45 A MobileIron URL:
https://mobileiron.demo.local/admin

vE: ARSI H ) URL 4 URL 741 .

@ Mobilelron VSP:©

ADMIN PORTAL

Username

admin |

Password

20.

b. AP L MBS, B35, 2% 578 USER & DEVICES &1,

[t
|7 HIEH USER MANAGEMENT

Assign Roles, Send Invitation Add Local User
a.  3Mi% USERS & DEVICES > User Management. 54{{2
%Eﬂ:tﬁ, ;'f_f';fE“ admin )EHF ﬁﬁﬁ[ﬁ’{]ﬁiﬁﬂi, %}E‘ 2 admin admin
At Assign Roles.

b, VERNIZA LR APL ZILHE.

c.  S/ii% USERS & DEVICES > User Management. 7EJAL, 5l employeel 1§ T () & A,
SR )5 st Assign Roles.

d. ERAZEZA IR APT RIEHED

API



https://mobileiron.demo.local/admin

REERIEIEE

CISCO.
HE1 Mobilelron H&%%ﬁiﬁ"]ﬁé%% Policy Details %
Default Security Policy I
a. ‘L% POLICIES > All Policies > Default Security  |securiry
POliCyo %EJJ:E%; /ﬁ:a-:l‘)?':%E{m]J E/‘j Edlt Tﬁ%ﬂo Default Security Policy
b. BRI B B, B Jon s =5 SR es o Password: (O Mandatory @ Optional
SW2  Mobilelron 548 111V Fi Hews e
—Edita'-\ndrmd T
a. ‘% APPS & CONFIGS > App Distribution. MUtAb, Al Fhrsg |7 Baciaery
%_:H. #iﬁ% IOS o Symbian {b
Windows Maobile
Windows Phone 8
b. Cisco AnyConnect N H UM App Store _[-f%%F] Mobilelron %%, |1 @ & cisconycomnect
){—:T\ﬁ_:l‘ Edit Tﬁ%ﬂ%*ﬁi?gﬁﬂgﬁo I @ < £yt | CovdReader for iPad
N, . v SIS MY o s g
C. {J‘jz’%" Mobilelron E&%%&Eﬂfﬂﬂ‘ﬁj‘/ﬁ‘ﬁg@lﬁﬁi{ﬁﬁ%lﬁ* Send installation request on @ Yes () No
XPECE . device registration or sign-in®:
d. Cisco WebEx N H &L M App Store [#F] Mobilelron k%5 %%, B | CiscoWebEx Mestings
il Edit S5 LN . - R ———
e. Kiili “Yes” , Mobilelron 5% as £EIT M NRE i) 25 3  Send nstabation request on @ Yes  © No
ﬁ)ﬁﬁ%ﬁ%ﬁzo evice registration or sign-in®:
1 Mobilelron g 55 a4 b 18 HI45 il S APP CONTROL
. Add Delete Search by Name r
a. ‘7% APPS & CONFIGS > App Control. P e -~
b. i Anyconnect N H Y] Edit #2411, H {T) Anvcomest Reaured
0 & WebEx Required

© BRIALZK AT 2015
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CIsCO.

c. MRAELLN KRG L N

R1E &
FERAMR AnyConnect
%A -]
[z F &R R
NMA#ZEZHFE | AnyConnect
wEFEE FhE
P 3 AnyConnect
Name: | AnyConnect
Type: @ Required © Allowed © Disallowed
Rule Entries:
App Search String Device Platform Comment
App Mame | IS ¥ || AnyConnect Al g AnyConnect @
o
d. sith WebEx W f Edit $41
APP CONTROL
Add Delete Search by Name Fe
[/ Edit Hame « Type
| | AnyConnect Required
ir_") WebEx Required
e. MR#ELLTEIRGBELLTNE
B1E &
FERAMR WebEx
%8 DI
Ri F 77 45
MRABZEFFE | WebEx
wETEE ik ]
R WebEx
Mame: | wWebhEx
Type: @ Required O Allowed 0 Disalowed
Rule Entries:
App Search String Device Pltform Comment
App Name | IS ¥ | |WebEx All o webex =]

© BRIALZK AT 2015
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MiEB: &%

Cisco TrustSec &%t

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html
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http://www.cisco.com/en/US/products/ps11640/products user guide list.html
R 10S Bt R 10S XE A AR NX-08S S RA 245 B, 25 LUK URL:

XFF Cisco Catalyst 2900 R 44Tl :
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides _list.html

%} Cisco Catalyst 3000 Z 5148 #H/L:
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

%JF Cisco Catalyst 3000-X F 514 HebL:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

XfF Cisco Catalyst 4500 R 4AZ il :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration guides
list.html

%§F Cisco Catalyst 6500 Z2 5 AZ Hebl :
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configuration guides list.ntml

%t Cisco ASR 1000 Z 41 7% .
http://www.cisco.com/en/US/products/ps9343/products installation and configuration quides list.html

XF AR ZE LAN #5135 :

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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