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5T 22 A U7 TR AR A S

R BN SRR G TR PR SO T 805 (K67 8 DA A7 B BRGSO F IR NA7 &
K1 XEHHTA

"E SEH EHBER A

iPhone/iPad/iPod | & &iE$ E AJ L@ 1S Settings — General — 50 UEESMHA
(L&) Profile #{T&%H

Android WEMZIESE TEEE. BErLUBT 3.2 UUEESHRA

Settings — Location & Security —
Clear Storage GEMEFHIREZIE
HFERD FLUAR

Windows FPIEHE AT LLi@i3 A3 Certificate Snap-In - | WindowsXP -
for MMC #1TEE SP3
Windows Vista -
SP?
Windows7 - ff &
wN
MacOS3-X Keychain AT L& B3 application — MacOS-X 10.6
Utilities — Keychain Access i#tfT | #1 10.7
BF

¥E: MACOS-X 10.8 HA LA & 10

M 7E Security & Privacy Preference 7 % 1 iE£IE I “MAC App Store and identified developers” I, RGNS %
3 SPW (ifk7Ji MAC)

22 SPW BLESCAFAET N, RFSZIRE AT E M

VE: EASCRE T, FRATIA AT HER B8 T 1k LA S — SRR 5 1) S o P i 95 P 22 42 480 01) 1 7 R AN [RI I I
XUETTIE R A SEEANER Cisco TrustSec #BEMIZREIF 3L U], WHAIR KDY HZEIH .

B RN G UE S AL SROT B B SCHHEOGER, WS LU BRAETR R “BYOD - k22 A Vs ) AR 7
(BYOD-Using_Certificates for Differentiated Access)

B N7 LAURAREA SR PAT HOCERAE, 2N L ZE 35 T R ii oA RS 2R
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ASCRERE A P N B HEENL R, 78 B RE R, R TTRREN R e, ARG Asl M) A i A i >k
T3 I FLASE ISR P A R R0 8 32 1 Al 199 2% P SR 5 L B SO R 2 e AR i SR U o Cisco ISE SR vl LARE B0 A 4 H
JUL BRI L ERIN R Y AR AR 2 S A U B

BEATTCER F TR v w] AR A A F 5 SSID /B SSID, BN FH - A9 33 W A& it R F
FATHELL iPad FA I KT RSN BO N B, A EASSTRS T IR U5 56

Y SSID Jc£k BYOD BT:E M

PR IEAT 2 4 SSID, —ANEH T %/BYOD (BYOD-Open) KT SSID, 5 —ANEH T 2244l i) (BYOD-
Dotlx) (1) SSID.

1T 51)j% SSID (BYOD-Open) #H %k

FIFM SRS, ARG RG2HK 01 T HEE M 4 Cisco ISE CWA (4E{ Web S0 IE) Vi),

RACCAERRAEDT 2T 1 PN AL P 42 R

Cisco ISE fi4ji Al Active Directory B HAtL A 5 3 PEXS TP REAT B0 S0 IE,  SROEIRAL, A R4 52 SRS I F5E 17 42
TN

%% MAC il CFUSEIE A DevicelD (8 AN, H 2 Tal LU Nl H538, SR 545252 nl #5252 (1) P S ms
(MFFE)

SUTIRFZR ST IR B BN 2R R AL ) 3 -

T # ] OTA, Cisco ISE SFM AR SS 1Y sl iPad A 3% OB E SC/F, AFEMA UEDE Gl alds) , HAHk iPad 1)
MAC HuhibF1 53 T AD H 744, LA SR &I{# ] MSCHAPv2 Y, EAP-TLS #£47 802.1X BAUAER Wi-Fi 53k 7 & 0.

MAE, iPad CUNCE M AEH MSCHAPv2 8% EAP-TLS #EAT S 3 Kk 55 Ak Jo g W 48 3E4 7 5CHK, I H. Cisco ISE AU IS 1
A FHAEAD 0 0 PR S R o7 il i) (D, SO BRUT AR, DA iPad FEAEMNEHE =)

Cisco ISE KEFANAS T (CoA), i L5 SSID (BYOD-Dotlx) T KCIHE (1% HI WL SSID, | &1 T a2 T 5l 4% 5|
Ak SSID, i 7ERH B SSID HIEHL T, iPAD 2x{# ] EAP-TLS HZhEFH%ER) , 3 Hilid MSCHAPv2 B EAP-TLS
ChIZIE RO & 1 S 5 UE 1) BT S 5L .

B SSID o4k BYOD H T Mk
1. B MR EAH 4 SSID (BYOD-Dotlx), H T#47 A [ S K PEAP F1 EAP-TLS ()24 b yilal CHAf R uE
T .
2. AT 54 SSID (BYOD-Dotlx) A1 .
3. ENIERJTIH P AR (3425 EMPLOYEE) LLEAT PEAP B3 560IE

4. Cisco ISE #fa 4l Active Directory BEH A AME B 43 FEXT I HEAT S S0 UE, $&AMZRL, W R4 52 SRR i )
E ) 2 T AT

5. RTATIRMSEES, SRJE RGLaHs 01 T HE ) 42 03 TRAEMH 1)

©2015 BRIRZKA T F4m



R & E)RIEIE

atfran]es
CISCO.

6. B MAC Hiht UGN DevicelD (i s BN 1), I H & TR U A FTE IR, SRS 32 T2 (T 3R

W e

7. B TIEFEHSEIFIT UG T BN 2R SR 7 RS ] o

8. HILAIH OTA, Cisco ISE Hm& R4S 11 i n) iPad AIH IO EL B SO, AFEMURIET iR ElicE) , HH ik
iPad ] MAC HuibF0 52 T/ AD H )4, LUz a4l MSCHAPv2 5 EAP-TLS 34T 802.1X S 43 361IF K] Wi-Fi

TR BC B ST

9. IUAE, iPad BL'E Al H MSCHAPv2 5% EAP-TLS #H47 S S0k 5 Al Jo gk W 45 b 47 G Cln SR XL SSID, )
AT FahEER A SSID, AR 5 SSID K& T, iPAD 2 EAP-TLS HEJEHiZEH) , A
Cisco ISE #Z B SRR A% I UE o 1 & M Sz it W9 % U 1) sk (ol m,  3REEAT BR UG RIACRR, IR X ARk %877

10. Cisco ISE KiEAZHAL T (CoA), i T. 54k SSID (BYOD-Dotlx) F g5k, Jf Hiiik MSCHAPv2 o EAP-TLS
CHZIE R TR E R S I UE T AT S M I .

LetalE

iPAD
S5ID :
BYOD-Open
851D :
BYOD-Dot1x
Cisco®

Access Point

SSI0 : BYOD-Open = Guest SSID
SSID : BYOD-Dotix = Co-operate 351D

iPhone  MAC Book PC

=g

Cisco® Wireless
LAN Controller

Employee Guest
Resources Resources
Contractor
Resources
1. ME
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BRI IRESIE £&: 1121/3315, ) AAA. REZARS BRFNAR S ISE 1.1.1
(ISE) 3355, 3395, VMWare | Gp%&. f#sfAREKRD)
Je4k LAN #4188 5500 &7 DHTFIRILE L (CoA) G—Tk 7.2.277
(WLC) 2500 &%l

WLSM-2
Apple iOS #A Apple #1 Google N/A Apple iOS 5.0
Google Android Google Android 2.3

e AU S A A T AT T A

Cisco ISE it &

FEATT R, FoAl T8 5 B St B E 5w v BT (A T = T 5 10 R . SO AR AL R, 51 0 ) 7t v S 1 T 7 4
3 PEAP-MSCHAPv2 G175 3K 75 le & SCHE, DL b B 48 5 43 565 1E R4 A SRS

iR 5 BYOD iKi2 A A

R AEALS AR OB AR SRR K T TR A RS Vg el A 2 IR R, AT AT BLIE
PG Pk e SCELE R B T (BYOD) SR M B8 . LU R 79l RE 7 1) 2 5 5 200 25 R JE R 5 0 IR 45 5 1 LA R
Active Directory H [RIAS b ZE Py e LI o

Vg e AR S i AV EMHRE PRI 384, AT TR Active Directory 75 4 S rIER A2 A vF ATEM L &I H 4. DURRE
Je FETR 1) 7 5 0057 5140 5 ¥ Cisco ISE A3l FH P 45040 2 LA & Active Directory H' e S P

MR P e MR G, X BEH] P el 32— 20 eV HU7 0 Re5E Cisco ISE RS AT eSO . i, G
f&:Jm T Change User Password B RAL, AT LAk FoAl T/ S0 B A
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BEERPAE
$W1  SHi%E Administration = Identity Management = Groups.
P2  riili ADD.
‘:;.5;’ System -@ Identity Management
Deployment Identities
Licensing w
Certificates External Identity Sources
Logging Identity Source Sequences
Maintenance Settings
Admin Access [#t] web Portal Management
Settings Sponsor Group Policy
i MNetwork Resources Sponsor Groups
Network Devices Settings
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAA Servers
MAC Managers
] B 2. 54ESMm
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T3 @S mdl.
TEABIR, BATES 4l 44 “Employee” .

CISCO  Identity Services Engine npfsjca-byod admin  Logout  Feedback

) Home Opentions ¥ Policy ¥ Administration ¥ MﬂaskN.avigamr'B

ol System | & Identity Management | [ Network Resources  [2&) Web Portal Management

Identities | Groups | External Identity Sources  Identity Source Sequences  Settings

User Identity Groups > Employee

~
dentihy Sioupe Identity Group
(- o)
&=z . *Name  Emplovee
» 5 User Ity Groups Description ‘Defau\tEmpree User Group
» [ Endpoint Identity Groups [E
Member Users
Users Selecied 0 | Tol2 €
eadd v X Delete ~
. Status | Email Username First Name: Last Name
+ [ B Enabled 0 test
[ HEnabled 0 testt

3. AR &#A
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#£ Employee A 813 FH A

A1 514 Administration > Identity Management = Identities = Users.
$2 i ADD.

Identities Groups External Identity Sources Identity Source Sequences Settings

Network Access Users > test
Identities

¥ Network Access User
[~ )
Q:I' v * Name Etest I
S ’ Status Enabled +
| Endpaints 5 e HRPTEROT
[ Latest Metwork Scan Resuits 5 Email |
* Password

* Password | Fr— |

* Re-Enter Password | R |

¥ User Information

First Name | |

Last Name | |

« Account Options

Description | Ciscol23 - engineering by avi - don't delete

Password Change [ | Change password on next login

v User Groups

|EI‘I‘I|J|D‘)"EE

DD | Rest |

B 4. ARKP

elEE L2 g0 97 Ve 2]

G741 5E X Cisco ISE 7EAN R e A 4k H] AR UERHAK BT - Cisco ISE SCHFLAT ##li % :  Internal Users.,
Internal Endpoints. Active Directory. LDAP. RSA. RADIUS Token Servers I Certificate Authentication Profiles.

IR ST HGGSEIAF RS P 2G0T, AT BUE A S 0I5, T RYIEAE Cisco ISE 7EIX L4 7
A E BT IR . $REIVLHCINZ J5 . Cisco ISE AN FRAREE AR, HLPPAN SEUEIF R BA S8 H R 17 21 /4 265 1) 3¢
Fro BLHEEZER UL o

BESBERF.

S Administration = Identity Source Sequence.
F®W2  xiidi ADD.
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afs System Ll Identity Management
Deployment Identities
Licensing
Certificates iExbernal Identity Sources H
Logging Identity Source Sequences
Maintenance Settings
Admin Access |g, Web Portal Management
Settings Sponsar Group Policy

i MNetwork Resources Sponsor Groups
MNebwork Devices: Settings
Network Device Groups
External RADIUS Servers
RADIUS Server Seguences
SGA AAA Servers
MNAC Managers

B 5. 50iRF5SMm

B3 WP TS fEARIY, BATKETAIm 4 “Dotlx” .
S 4  7F Authentication Search List ''i%£$ Active Directory Server (AD1). Internal Endpoints FI Internal Users.

# Home Operations v  Policy v Adminisiralion v

<" System & Kentity Maragament B Metwork Resources |, Web Poral Management

Iderlities  Groups  Extemal ldentity Sources | Idenlity Source Sequences | Setfings

Identiy Source Sequences Lisk = Datln
Identity Source Sequance

= ldentity Source Sequence

*Mame | poprg

Descriplion

= Certificate Based Authentication

[[] Select Certificate Authertication Prafile

* Authentication Search List

Acsel of icenity sources thal will be acoessed in sequence wnlil firs! authenlication suooeeds

Available Salected
Inbarnal Endpaints AD
Imterral Users

€
3

* Advanced Search List Settings

Sedact the action 1o be padormed il a seecled idantity store carnol be accessed for authenlication
@ Do niod accass olbar slones in (ha seguence ard sel the “AuthenlicaticnStalus® aliibule Lo "ProcessErroe®

(7 Treat as if the user was nol found and procead Lo (he next slone in the SEC a0

EDS | reset |

6. BIEFS




R & E)RIEIE

atfran]es
CISCO.

EZ & My Devices Portal

My Devices Portal {13 B FIl i St S £ JT 7 EATAS B A 0E o EARIEET T/ P T4 AT e A M\ 1SE 235 el e O B
A BRI, L0 7 1 R RS SR 3 D B T 5 P 1 B PR B A K 8 4 A P 5

FIEIML. TiEsds bl & 5555
My Devices Portal & &

S %) My Devices Portal, 15X 5ii Administration = Web Portal Management = Settings = My
Devices = Portal Configuration.

';‘: System

Deployment

Licensing

Certificates

Logging

Maintenance

Admin Access
Settings

MNetwork Resources
Metwork Devices

B

Metwork Device Groups

SGA AAA Servers
MNAC Managers

External RADIUS Servers
RADIUS Server Sequences

%{1 Identity Management -

Identities Eﬂtﬁﬂﬂﬂ

Groups

External Identity Sources
Identity Source Sequences

Settings ¥ | Sponsor
v | My Devices
T Authentication Source

[ web Portal Management
Sponsor Group Policy
Sponsor Groups
Settings =

p =

* | General

| Language Template
:= Portal Configuration

=)

ko Guest

7. My Devices Portal St

T2  HRIAELT, RES)HH My Devices Portal, {HiE, 1E FHi4 My Devices 111/ 55 8 U1 [ 46 1F H

RHECHEM.
$®3  5di ADD.

My Devices Portal Settings
General
Enable My Devices Portal

Acceptable Use Policy

Device Management

Help Desk

Enable the Acceptable Use Policy link  Reminder: If the AUP link is enabled, please set the AUP text on all the appropriate My Devices Portal language templates.

* The maximum number of devices to register I:I (valid Range 1 to 20)

Email Address | imbashir@cisco.com

Phone Mumber | 4085264000

LR | et |

8. My Devices Portal &
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CISCO.
7 MyDevices Portal i 54555
BeE S s a,  Hodse X8 5% 3] My Devices Portal ¥ S 50 AEE K
$B1 %% Administration = Identity Management = Identity Source Sequence.
P2 niili ADD.
“;';’ Systemn -&1 Identity Management

Deployment Identities

Licensing Groups

Certificates External Identity Sources

Logging H Identity Source Sequences H

Maintenance Settings

Admin Access Ii_}, Web Portal Management

Settings Sponsor Group Policy

il Network Resources Sponsor Groups

MNetwork Devices Settings

Network Device Groups

External RADIUS Servers

RADIUS Server Sequences Identity Source Sequence

SGA AAA Servers

NAL Managers JEdit |efeadd | &Yy Duplicate ¥ Delete

9. BHEFTISM
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$®3

& X MyDevices Portal )5 47355 %1)

Groups External Identity Sources | Identity Source Sequences | Settings

Identity Source Seguences List > MyDevices_Portal_Sequence

Identity Source Sequence

¥ Identity Source Sequence

* Name |MvDevice-.s Portal Sequence

Description | a Byilt-in Identity Sequence For The My Devices Portal

¥ Certificate Based Authentication

] Select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints AD1
Internal Users
(>
(K

¥ Advanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication
() Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

10. BHIREFINIRE

EEHEITRFEY
Vig 1 H T 7 3T S0 56E, RIS 0% Active Directory W INEI BN VI T 1) P81,
EEHEITRFS

S 1
&2

% Administration - Identity Management = Identity Source Sequence.
4% “Guest_Portal_Sequence” .
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javascript:cpm.utils.tableEditLinkFactory.invokeCallback(

R & E)RIEIE

atfran]es
CISCO.

[]
[
)

1]

System
Deployment Identities
Licensing
Certificates

Logging

Groups

-&g‘ Identity Management

External Identity Sources
Identity Source Sequences

Maintenance
Admin Acoess

Settings

Settings

MNetwork Resources
Network Devices Settings
Network Device Groups

External RADIUS Servers

RADIUS Server Sequences

SGA ARA Servers

MNAC Managers

[£ web Portal Management
Sponsar Group Policy
Sponsor Groups

Identity Source Sequence

JEdit | <=add [y Duplicate

¥ Delete

$I®3

1. BRRFTISM

4 Active Directory 4 JI1E] “Guest_Portal_Sequence” .

Identity Source Sequence

+ Identity Source Sequence

Identity Source Sequences List > Guest_Portal_Sequence

TName | Gles Portal_Squence

Description

A Built-in Identity Sequence For The Guest Portal

* Authentication Search List

HAwvailable

* Certificate Based Authentication

[[] Select Certificate Authentication Profile

Acsat of identity sources that will be accessed in sequance until first authentication succeads

Selected

Internal Endpoints

Internal Users
AD1

* Advanced Search List Settings

Select the action to be performed i a selected identity store cannot be accessed for authentication
(] Do mot access other stores in the seguence and set the "AuthenticationStatus" attribute to “ProcessErmor”
(%) Treat as if the user was not found and procead to the next store in the sequence

12. BRRFIIRE - HRITR
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javascript:cpm.utils.tableEditLinkFactory.invokeCallback(
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I &= P i i B SR R

SR 0 IR S5 5 A B e S5 R TR Ty 1) P8 R 4% ) (R BT /0 I S A S Fhoc 36 BRATTiT LA 25 ) i
P R S O R SR T G B SO R O 2 (BT iPhone iPad. Windows. MAC OSx %64%)

i A K155 5K 7 I (NSP),  Cisco ISE ARFEHRAE RGUK HATA T MBS A o RS SRS ARIG AL« ARl SRy L 3
7, L E ] PEAP i8¢ EAP-TLS LA SIS R )4k SSID 4545, MAh, 7 b U] e SRR K 41 228 1 1) 1)
Befml S HARTMIAR, iPad FRIE KT P RCK AN R T Android B4 TR 7 RIC . b fff i 2 ) S G A 6L, FRATTAR R 45
FRGHH Cisco ISE HH IR 7 S i TIC SR K 15 SK 7 G B S BRI 1) o

B3 &= P i i B SR R

B QVEAHTE K TTBCE M. 7 4 Policy > Policy Elements - Results.
SR 2 #iiti Client Provisioning = Resources.
$W3 il ADD.

—

[2] Authentication [ p]
[®] Authorization
[ Profiling @' E "= v
[EJ‘ Posture

ig! Client Provisioning

» || Authenfication

» || Authorization
[;‘,. Security Group Access =

Egress Policy » [ Profiling
Network Device Authorization » || Posiure

& Policy Elements * [ Client Provisioning
Dictionaries

) i= ResourcesfH
Conditions —

Results » [ Security Group Access

B 13. ZRimiARERSM

MAMIEKFEEXHHITHR

T EERIERS.
VE: BATTLA T A EER G E MR ECE . HR, BATTPRAEA SR J5 S5 7 W R A
RGLAR AN R R 5

$IB2 R POERESM. Wired F1/2E Wireless .
$B®3 RO R E RS ERECE, BTG Z SSID.
$m4 L Allowed Protocols, {EAWIH K “PEAP” .




R & E)RIEIE CiIsco.

Mative Supplicant Profile = PEAP-MSCHAPv2

Native Supplicant Profile

“Name | PEAP-MSCHAPv2

PEAP-MSCHAPVZ

Description

* Connection Type [ ] Wired

Wireless

*SSID [ BYOD-Datlx |

Security | WPA2 Enterprise -|

* Allowed Protocol | PEAP -

» Optional Settings

Save Reset

E 14. ZRHIAREERESM

RIEE FiniAE K (CPP)

FERCFRTHp, BRATT 2 e 25 7 v A P M R i & 10S 1 Android 4 (K1 A Hbi sk Jy . b4, AT LI Windows Al Mac
OSx >Rk Jj il CPP.

$®1  F# Windows 1 MAC OSx 5K 7 1] S .

T2 ¥ % Policy — Policy Elements = Results = Client Provisioning = Resources.

$|3 /AL, Al ADD.

T4 IEFE “ Agent resources from Cisco site” o

LEAREI T, FRATEEEN 2 WinSPWizard 1.0.0.15 F1 MacOsXSPWizard 1.0.0.999.

Download Remote Resources...

[ Name & | Type Version
R ererre e g R
[[] MacOsXAgent 4.8.0652 MacOsXAgent 4.9.0.652
[T MacOsXSPWizard 1.0.0.3 MacOsXSPWizard 1.0.0.3
[] MacOsxSPWizard 1.0.0.6 MacOsXSFPWizard 1.0,0.6
[] MacOsXSPWizard 1.0.0.7 MacOsXSPWizard 1.0.0.7
[ MacOsXSPWizard 1.0.0.998 MacOsXSPWizard 1.0.0.983
[l MacOsXSPWizard 1.0.0.899 MacOsXSPWizard 1.0.0.889
[T NACAgen:4.8.0.27 NACAgent 49,027
[] NACAgent4.8.0.28 NACAgent 4.9.0.28
[7] NACAgent4.9.0.40 NACAgent 4.9.0.40
[ MNativeSPProfile 1.0.0.0 NativeSPProfile 1.0.0.0
[ NativeSFProfile 1.0.0.1 NaliveSPProfile 1.0.0.1
[T NativeSPProfile 1.0.0.2 NativeSPProfile 1.0.0.2
[] webAgent4.80.13 WebAgent 4.9.0.13
[[] WebAgent 4.9.0.14 WebAgent 49014
[[] WebAgent 4.5.0.22 WebAgent 49022
[T WinSPWizard 1.0.0.12 WinSPWizard 1.0.0.12

15. AHiFKRAESF A
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PSS EFROHTIINE R IT 7 T

Resources
JEdt  eeAdd » [{yDuplicate | I Delete

(]| Name Type Version Last Update

[ | MACAgent4.9.0.37 NACAgent 4.9.0.37 20120414 0B:3831
[] MacOsXAgent 4.8.0,650 MacOaXAgant 4.80.850 2012104114 08:38:37
[[] CompilanceModule 3.5.528.2 ComplianceModulbe 3.6528.2 2012004714 08:38:41
[ WebAgent 4.8.0.20 WabAgont 4.9.0.20 2012/04/14 08:38:40
[[] MacOsxSPWizard 1.0.0.958 MacOsXSPWizard 1.0.0.56%9 2012/04M13 01:15:21
[ PEAP Native Supplicant Profile Mot Applicable 201210412 23:21:35
[] winSPWizard 1.0.0.15 WinSPWizard 1.0.0.15 2012/04/18 00:58:10
[ EAP_TLS Native Supplicant Profile Not Applicable  2012/04/18 01:43:07

16. AitriFK 75 B

73 Apple iOS €% F i ifE B 5K BE

P$B1 % Policy > Client Provisioning.
PB,2  ELM, s Actions = Insert new Policy above.
$B3 6@ Apple iOS CPP 5k,

Rule Name Identity Groups Operating Systems Other Conditions Results

v |[ies | 1| Any |and | Macios an |and | Condttion(s) |then| PEAP-MSCHAPv2 0l Actions -

17. Apple 10S & i i EC SR B

SR 4 B4 Android CPP 251 .

+ || android | 1] Any |and | Android |and [ Condtion(s) < |then | PEAP-MSCHAPv2 i Actions =

& 18. Android % i L SR B%

TS (Al3E) : A% MAC OSx CPP 3%,

| v |[osx | 1| Any |and | mac osx |and [ candition(s) |then | MacOsXSPWizard 1.0.0.993 And PEAP-MSCHA. . 0l Actions v

B 19. OSx & i A EC 5k A%

HIE6 (A3« 64 Windows CPP % .

| ~ | [ windows | 7] Any |and [ Windows... |and | Condition(s) < |then | WinSPWizard 1.0.0.21 And PEAP-MSCHAPv2 i Adtions ~

20. Windows % i B EC Sk RS

¥: Windows Al OSx HA HAWIE R 77 HECHC & SC2F, X She & SO 2 371 R 7 FE P RS LT Java
FIm -, JFH AT AR BT —3 73 A cisco.com T 4K,
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RERECE

FEMERCE S vh, A PRAETC L R B 2 8 v h G 2> ACL, BTN 522 SEm& b T T 55 1) BYOD i sk 77 MHIE
T RCIE PR o, AT FERE B BN TR A LSS DL 2 SR e i e

The Cisco Identity Services Engine IP address = 10.35.50.165
Internal Corporate Networks = 192.168.0.0, 172.16.0.0 (to redirect)

BcEI5k7iHES ACL
FEMCRCE S b, A PRAETC L R g h @ — > ACL, "B Ja /RS 1 1 T 35E 17 4 BYOD 53K 77 AEF
TG I (17 i o

TR 1 514 Security = Access Control Lists.
HEE2 N4 N “NSP-ACL” KI# ACL.

B 1. BFBEFmEEEZE BYOD fizHyiAEEH 5%

Access Control Lists > Edit < Back Add New Rule

General

Access List Name NSP-ACL

Deny Counters 1}

Destination

Seq Action Source IP/Mask  IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 0.0.0.0

1 Permit / / Any Any Any Any  Outbound O [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 permit / 1cMpP Any Any any  Inbound i} [~
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.185

3 Permit [/ / Any Any Any Any  Inbound 0 [~
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

4 permit / uop Any DNS any  Inbound i} [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

5  Permit / ! upp Any DHCP Server Any  Inbound 4] [~
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

& Deny / / Any Any Any any  Inbound i} [~
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

7 Deny ! ! Any Any Any Any  Inbound 0 [ -]
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

8 Deny / / Any Any Any any  Inbound i} [~
0.0.0.0 255.0.0.0
0.0.0.0 0.0.0.0

9 permit [/ / Any Any Any Any  Any 0 [~
0.0.0.0 0.0.0.0

B 21
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17 ¥ NSP-ACL &JizRR#n T

©CoNOOr~WN =

RIFMBRS ERE R FIRBIETE “Hhuk” RE.

T FEHRR, RIFAEFRIRBIRS[AY “Aih” ICMP 8, XZ2AIERY.
RFNEPIRBIRS B E) ISE A “Auh” RELHTIE TR FIERA U RIER BERE.
REFNEPimE RS RET “Nibh” DNS iR 2 AT AR .

RENEFPIREIRS[AEY “Auh” DHCP JitE LUIRE IP Hbdt.

BN EPIRE RS FHBEATEERZE ISE W FREIFAE “Aih” RE GRIFEWEKRE) .
EENEFIHERSFBIATEEEZE ISE MEWFRAA “Aih” RE GRIBEWRE) .
EENEFIHERSFBIRATEEEE ISE MEWFRMAAE “Aih” RE GRIBEARE) .
RFERIBRE (AN .

fIEBZE ACL
TETCL R R s 28 Pl — 44 “BLACKLIST-ACL” 18 ACL, R4 J5 75 45 W v T BR A6 £ 50 N 2 47 . ) % 2% £

NI
Vi)
2: BEZHBEACL
Access Control Lists > Edit < Back Add New Rule
General
Acocess List Name BLACKLIST-ACL
Deny Counters 4]
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0.0.0.0 0.0.0.0
Permit  / ! Any Any Any Any  QOutbound O [~}
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
permit [ / 1ICMP Any Any aAny  Inbound i} [~
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.165
permit [ / Any Any Any aAny  Inbound i} [~
0.0.0.0 255.255,255.255
0.0.0.0 0.0.0,0
permit  / ! upe Any DNS Any  Inbound 0 [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0
Deny / / Any Any Any Any ANy 0 [~
0.0.0.0 0.0.0.0

E 22.

18 H1 BLACKLIST-ACL H9IZFRINT

ok wh =

RFMBRS REIZ FIRHIA “Hib” RE.

T FEHRR, RIFAEFIRBIRS[AY “ANih” ICMP 8, XZ2AIERY.
RENEPIHEREREEZE Web TPTTEHRAE “Hit” RE-
RFENEFPIRZIPRSREY “ N7 DNS 2 LUFH (T 2 FRERIT.
BBHERMARE.-
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I3 AL RS e E 4 “NSP-ACL-Google” () ACL, ‘o4 (e sms b T id
Android %55 .

3: Google 7l ACL

Access Control Lists > Edit
General
Access List Name MEP-ACL-Google
Deny Counters 0
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 10.35.50.165
1 Permit [/ ! Any Any Any Any Inbound 110 ﬂ
0.0.0.0 255,255.255.255
10.35.50.165 0.0.0.0
2 Permit / / Any Any Any Any  Outbound 114 [~ ]
255.255.255.255 0.0.0.0
0.0.0.0 10.0.0.0
3 Deny / / Any Any Any Any  Inbound 5 [~ ]
0.0.0.0 255.0.0.0
0.0.0.0 192.168.0.0
4 Deny / / Any Any Any Any  Inbound 0 [~ ]
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0
5 Deny / / Any Any Any Any  Inbound 0 [~]
0.0.0.0 255.240.0.0
0.0.0.0 171.71.181.0
& Deny ! / Any Any Any Any  Inbound 0 [~}
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0
7 Permit / ! Any Any Any Any Any 3449 ﬂ
0.0.0.0 0.0.0.0

& 23.

L Ed NSP-ACL-Google By BAINT

TR ISE BIFTE “ANi” B2 (IWSBAFNLE) .

IFRE ISE METE “Hit” RE (P BARE)

FERE A AEBFMAETE “Ah” T2 (AJLURESIREEHITRE) .

BRI NEBFMAEIERE “ANih” mE (AJLUREEREEHITRE) .

ERE A AEBFMAETE “Ah” T2 (AJLURESIREEHITRE) .

. RFERERE GXAIEEXRT Google Play M, {BiFi¥E, Google Play FM A gERIEMEMR)
E: MRFE, TLURMEAMITLSHITHERRR, Fa0 ICMP.

YE: AR SL4T ] play.google.com [RVELIME B, M “Msk B” o IR THE, AL INILAbAT LLit
ATHESEHERR, B ICMP,

ok wN =
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e 5 5 17 38 E SR R
FESNBIERHER.

THH AL GG MRAEAAE, XA TSRS . TR

BT R AT 5

TRIXLE Py B SRR ORILAT A2 HRAE 2, RO AE

T #iiti Policy = Conditions = Authentication = Compound Conditions.
R A Administration ¥ Conditions
: | )
[%) Authentication Gr= = 8.
[#) Authorization v [ Authentication
— » Simple Conditions
’{ - ¥ P
|__d PI‘OrIlII’Ig v W Compound Conditions £
I@d Posture i, Wired_MAB
[& client Provisioning %, Wireless_MAB
— . e, Wired_B802.1X
[ security Group Access 4, Wireless_802.1
EQI'ESE POlIC"p’ 2, Switch_Local_Web_Authentication :
Metwork Device Authorization %, WLC Web_Authentication E
v [ Authorization
&% Policy Elements » £ profiing
Dictionaries » [ Posture
Conditions > [ Guest
g [—:_] Common
Results
B 24, ;. (WMERAEPZIRERF TTLHIT T M.
$|2  HELHN “Wireless MAB” {5 & 51k

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Wireless - IEEE 802.11"

4 Ttk MAB

Authentication Compound Condition List > Wireless_MAB

Authentication Compound Conditions

* Name | Wireless_MAB

Description

Condition Name Expression

|R.adiu5:5ewine—Type{; | | Equals

v | | Call Check | AND

|R.adiu5:Nﬂ.5—Purt—T'.rp{_; | | Equals

v| | wireless - I+ |

Reset

& 25.
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I3 HIEL N “Wired MAB” [IE & 4514,

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Ethernet”

& 5 5% MAB

Authentication Compound Condition List = Wired_MAB
Authentication Compound Conditions

* Name | Wired_MAB |

Description

Cendition Name Expression

[Radius:Service-Type () | [ Equals ~| [Call Check ~]  AND

|R.adiu5:NM—Port—Tvp-(_‘, | | Equals v| | Ethernet v|

IS IEERIA M i B 45 R
BIETFAN 4 “Default Network Access” T 24 HT MY A E .

SR #iili Policy = Policy Elements = Results.

S 2 1 Authentication = Allowed Protocols = Default Network Access.

6 BIAR 47 1) S
CHIVYER A Administration v i
Results
|4 Authentication
= [ )
Lﬂ‘ Authorization
4 Profiling @v = = ;P}v
[® Posture = [ Authentication
[& ciient Provisioning v [ Allowed Protocols
= security Group Access @ Default Network Access
Egress Policy
) L ¥ [ Authorization
Network Device Authorization |:|
g Praofili
‘- Policy Elements ke
Dictionaries g E Posture
Conditions v [ Clignt Provisioning
Results ¥ [ Security Group Access

©2015 BRIARFK LA
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CISCO.

TE: VAR AR SR A I B L, DRk BT RS SR VF R DO P FIUAA S BR A P 45 U5 ) 36 B2 T DR 3R
WK GORE S, I HBCE S LR S B AL .
[ 7 BEKIA R 2% (6] SR A%

Mame

Description

]

- M

OO0

KO &

> &

Allowed Protoools Services List > Default Metwork Access

Allowed Protocols

Default Nebwork Access

Default Allowed Protocol Service

- Allowed Protocols

Process Host Lookup

Authentication Protocols

Allow PAPIASCI

[71 Detect PAP as Host Lookup
Allow CHAP
Allow MES-CHAPY
Allow MS-CHAPY2
Allow EAP-MDS

[] Detect EAP-MDS &= Host Lookup
Allaw EAP-TLS
Allaw LEAP
Allow PEAP

PEAP Innaer Mathods
[#  Allow EAP-MS-CHAPVZ

M Allow Passwoed Change Refries lIl {Valid Range 0 to 3)
[ Allow EAP-GTC
[ Allow Password Change Retries E| [Valid Range 0 ta 3)
[V]  Allow EAP-TLS
Allow EAP-FAST

- [ ASowEAP-FAST

EAP-FAST Inner Methods
[ Allow EAP-MS-CHAPYZ

= Allow Password Change Refries El {Valid Range 1 to 3)
[#  Allow EAP-GTC

[ Allow Password Change  Retries {Valid Range 1 to 3)
[¥] Allow EAP-TLS
(@ UsaPACs () Don't Use PACs

Tunnel PAC Time To Live E | [oays -]

Proactive PAC update will occur amar % of PAC Tima To Live has expired
[ Allow Anonymous In-Band PAC Provisioning
[#]  Allow Authenticated In-Band PAC Provisioning
[¥  Server Retums Access Accept After Authenticated Provisioning
|| Accept Client Certificate For Provisioning
[7  Allow Machine Authentication

Maching PAC Time To Live |1 | [wees T +]

[¥] Enable Stateless Session Resume

Authorization PAC Time To Live |1 | |“m”.E | - | i

|| Enable EAP Chaining

[l Preferred EAP Frotocol | | EAP

©2015 BRIARFK LA
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Be & -

E 8 M IIERMECE

Authentication Policy
Define the Authentication POHC‘}' W selecting the DT‘OtOCU]S that ISE should use to communicate with the network devices, and the idenl:ity sources that it should use for authentication.
Policy Type () Simple  (s) Rule-Based
- [ maB | +1F | Wired_MAB... > | allow protocols [Allowed Protocol : Default Networe) | and... @ Actions
Default : use | Dotlx & i Actions ~
i » [ Dot1x | : 1 | wired_B02.1X... <> | allow protocols [Allowed Protocol : Default Networ) | and... {4 O Actions ¥
Default  use & Actions ~
Default Rule (If no match) . allow protocols | Allowed Protocal : Default Networ. ) ‘ and use identity source : | |ntemal Users ) 5 Actions =
27.

W4 MAB WS MHEIESRRE, RN (Wired_MAB OR Wireless_ MAB).

& 9 MAC B3 IEL%1T SR 1%

» | [maB

Wired_MAB.. | aliow protocols [Allowed Protocol : Default Networ.) | and.. i Actions -

Default

B Add All Conditions Below to Library

Condition Name
W | Wired_MAB &
W | Wireless_MAB o

Expression

OR B

Identity Source Details x

Options
If authentication failed REJECT
If user not found CONTINUE
If process failed DROP

©2015 BRIARFK LA
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PS5 Dotlx M SR I UFKENE, 1N INZF (Wired_802.1X OR Wireless_802.1X).

10 802.1X 5B

lllllllll
CIsCO.

+ |[ Dot1x | +1F [ wired_802.1X...

| allow protocols |A||uwed Protocol : Default Netwon and.. «

45 Actions -

{[¥) Add All Conditions Below to Library }

Default

Condition Name
W | wired_B02.1X [
W | Wireless_B02.1X  {

Expression

400 Actions ~

B BSOS R R

-

Identity Source Details

Options
If authentication failed REJECT
If user not found REJECT
If process failed DROP

B 11 BOA SR I IE R

Default Rule (If no match) : allow protocols |A|lmwd Protocol : Default Networ!

and use identity source : Internal Users

Options

Identity 5c|urce| Internal Users

If authentication failed

If user not found

If process failed

Reject

-

Reject

-

Drop

-

Note: For authentications using PEAP, LEAF, EAP-FAST or RADIUS MSCHAP
itis not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejected.

4 Actions -

EEZA “CWA” HRIUKRE

SR #iili Policy = Policy Elements = Results.
S 2 i%&+& Authorization > Authorization Profiles.

FRW3 sl “ADD”

©2015 BRIARFK LA
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Results
Policy Administration = [ _D]

[2] Authentication € == &.

o » [ Authantication
[g‘ Authorization

¥ | Authorization
[s:, Profiling v (&5 Authorization Profiles &
lm‘ Posture (04 Blackiist_Accass

(&3 Cisco_IP_Phanes

[& client Provisioning (&4 DenyAccess

[_“ Security Group Access (4 PermitAccess
Egress Policy (&3 WirelessCWA
; avs (6 WirelessNSP
Network Device Autharization _—
* [ Downloadable ACLs
& Policy Elements * [ Inkne Posture Node Profiles
Dictionaries > [ Prafiling

» | Posture

Conditions
Besults

L Client Provisioning

* [ Security Group Access

29. BB XS
$®,4 R[N HN “CWA” [P R E SO .

b Web BUMEGAIE (CWA) 115 e 3846 7829 Web [177 (AR N BRI S IR 51 o T g, fE4Eh
Web BHAEAET, 2Rk a 5 2 JZLAM Mac/dotlx BHAEAE, JERHG OIS 518 2 G4 iR Bl ARk R,
[ AS P WL I 3T Web HESE M. 4J1M 5, WIS RADIUS R 45 28 ANKNIE %7 i TAF R ) MAC il (2
] DL R AR AD , MRS 2SR E e m g v, IF HASHH U % TR S THA GE
MAB) , {HE K FH U 1) 1 3200 9 48 3 1 T o) R0 7

M P& G, WS FACETE (CoA) iR Hcllim 1, MMEEATHINEE 2 2 MAB SH{p5iE. A5,
ISE ] LLic A Hoh webauth FH 7, JF¥5 268 2 J2 @ PE (idhz&x VLAN 2000 N F1ZH P ActiveX Z144ik ]
LLB I 7 i PC Ol 2L TP Mk

CISCO  Identity Services Engine npf-sica-byod  admin  Logout  Feedback
@ Home Opemtions v Polcy v Adminstration v o0 Task Navigator ~ )
|5, Authentication  [s] Authorization [, Profling |7 Posture  [i, ClientProvisioring [, Security Group Access 8, Policy Elements
Dictionaries Conditions. Results.
Authorization Profiles > CWA
Results
ion Profile
( 2]
== @ tams
(5 Authentication Besston B [ cwn
~ @ Aauhorizaton [ S
* 5 Aarrmton s L e R
@ Androd
() Blackist_Access  Common Tasks
Qaon () DACL Name
&2 Cisco_1P_Phones
(@ DenyhAccess BV
@ nse (] Voice Domain Permission
&2 Permiviccess
» [ Downloadable ACLS @ web Centralized - ACL [ NsP-acL Redirect | Default |+
» [ Inline Posture Node Profiles
o ) Auto Smart Port
» [ Profiing
* [ Posture O Fitter-ID

» [ Clent Provisioning

> [ Seartty Group Acvess 2|~ Advanced Attributes Settings

[select an item IR

~ Attributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = NSP-ACL
cisco-av-pair = url-redirect-acl=NSP-ACL

B ( e |

E 30. CWA R E & 304
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$|5 RIS A “CWA_GooglePlay” [{Fz UL E SCAF

Android % #5# Al F SR RC & SO U5 9] Google Play, PAR# “Cisco Network Setup Assistant” o

Authorization Profile

*Name [ cwA GooglePlay |

Description CWA

* Access Type | ACCESS_ACCEPT [ -]

¥ Common Tasks
] DACL Name
] VLAN

] Vioice Domain Permission

E Web Authentication Centralized A ACL |NSP-ﬁCL—GoogIe Redirect Default | ™|

[ Auto Smart Port

] Filter-ID

¥ Advanced Attributes Settings

 [setect an item o= e

¥ Afttributes Details

Access Type = ACCESS_ACCEFT

Airespace-ACL-Name = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=nhttps://ip:port/guestportal/gateway?sessionld =SessionIdValue&action=cwa

D [ Reset |

31. {# Android FFifa Google B CWA 1Z#E & 30



https://play.google.com/store/apps/details?id=com.cisco.cpm.spw.android.wifisupplicant&feature=search_result

R & E)RIEIE

atfran]es
CISCO.

B & Authorization Profiles THIE R &Y

SR #iiti Policy = Policy Elements = Results = Authorization = Authorization Profiles.
$B2  HE4 N “Blacklist_ Access” [ E 1S

BELARMEE

BAuthorization Profiles > Blacklist_Access

Authorization Profile

*MName | Blacklist_Access

Description | Profile For Blacklist.

* Access Type | ACCESS_ACCEPT

+ Common Tasks

] DACL Name

[ VLAN

] Voice Domain Permission
1 Web Authentication

) Auto Smart Port

[ Filter-ID

v Advanced Attributes Settings

|Ci5|:o:1:istu-av-pair o | = |un—redirect=hrtp5:f.fip:purt.frnyde{ ¢ |

' [Cisco:cisco-av-pair 0 | = |urt-redirect-ad=BLACKLIST-ACL () |

* Attributes Details
Access Type = ACCESS_ACCEPT

cisco-av-pair = url-redirect=https://ip:port/mydevices/blackhole.jsp

cisco-gv-pair = url-redirect-acl=BLACKLIST-ACL

EXR | Reset |

32. BRERWMEEXY

Cisco:cisco-av-pair = url-redirect=https://ip:port/mydevices/blackhole.jsp
Cisco:cisco-av-pair = url-redirect-acl=BLACKLIST-ACL

©2015 BRIARFK LA
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$EE3 AL “NSP” IR & SO

atfran]es
CISCO.

Authorization Profiles > NSP

Authorization Profile

Description |

* Access Type [ ACCESS_ACCEPT [+]
w Common Tasks
() DACL Name
O VLAN
() Vioice Domain Permission
# Web Authentication Supplicant Provisioning | ~ | ACL
[ Auto Smart Port

O Filter-ID

¥ Advanced Attributes Settings

Select an item Q | = |

= Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = NSP-ACL

cisco-av-pair = url-redirect-acl=NSP-ACL

cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=SessionldValuedaction=nsp

B ( Recet |

NSP-ACL

almi

33. AHIEK T IHECIRANE & XX

[ NsP-acL |

o Yo E Airespace ACL Name
e i

T4 GIEHAN “NSP_Google” [MFAULE AT

Authorization Profile

*Name | NSP Gooale |

Description ‘

* Access Type | ACCESS_ACCEPT [-]

¥ Common Tasks

™ Web Authentication Supplicant Provisioning ~ | ACL
[ Auto Smart Port

[ Filter-ID

[ Reauthentication

] MACSec Policy

) NEAT

¥ Advanced Attributes Settings

 [Select an item ©]=| o

¥ Afttributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip:port/guestportal/gateway?sessionld=SessionIdValuefaction=nsp

[ s RS

MSP-ACL-Google

34. NSP_Google & Ei & 3 4
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¥ BT # Airespace ACL Name MSP-ACL-Google

A IR AR e

TR st Policy = Authorization.
$B2 ik “Insert New Rule Below”

B 12 N

[ BRl Administration ¥

[2) Authentication
|8, Authorization
|4 Profiling

I’?L Posture

R E

|Gl client Provisioning Insert Mew RIJ'E Abﬂ"l'ﬂ

L_.. Security Group  J| e

Access Insert New Rule Below §

Egress Policy ] [ s 1

Network Device Duplicate Above
P Duplicate Belaw 1

Delete

Conditions L

B 35. imAFHN

& Policy Elements
Dictionaries

P AN LU RN .

Black List Default = This is the Default Authorization rule for blacklisting the devices, it could
be customized as per company policy where devices could either be redirected to a restricted web
page or even not allowed to be on the network once blacklisted.

Profiled Cisco IP Phones = Default Authorization rule for Cisco IP Phones.

Corp Owned = This Authorization Rule is added for devices which would by-pass BYOD supplicant and
certificate provisioning flows when they are classified as corporate assets “Corp Assets” and
coming over Corporate Wireless SSID using 802.1x using protocol MSCHAPV2.




i R "cln's'élc;f

Android_SingleSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Single SSID setup. Once the Android device hits the “Register” button during device registration,
ISE sends a Re-Auth COA to the controller. When the Android connects back to the network the
session ID remains same since COA issued from ISE was Ra-Auth and NOT Session Terminate. ISE then
applies the NSP_Google permission to continue with the provisioning process

Android DualSSID = This Authorization Rule is added for Android devices since they require to
download the Cisco Network Setup Assistant to complete the provisioning. The rule is specific to
Dual SSID setup. Once the Android device hits the “Register” button during device registration,
ISE sends a Re-Auth COA to the controller. When the Android connects back to the network the
session ID remains same since COA issued from ISE was Ra-Auth and NOT Session Terminate. ISE then
applies the NSP_Google permission to continue with the provisioning process

CWA = Authorization rule added for Central Web Authentication.

NSP = This Authorization Rule is added for devices which will go through the BYOD supplicant and
certificate provisioning flows when coming over Corporate Wireless SSID using 802.1x using
protocol MSCHAPV2.

PERMIT = Devices which have completed BYOD Supplicant and Certificate provisioning, with a
certificate using EAP-TLS for authentication and coming over Corporate Wireless SSID will fall
under this Authorization Policy.

Default = Default Authorization Policy set as Deny Access.



https://play.google.com/store/apps/details?id=com.cisco.cpm.spw.android.wifisupplicant&feature=search_result
https://play.google.com/store/apps/details?id=com.cisco.cpm.spw.android.wifisupplicant&feature=search_result

._I.| A Y = b

L2V iRIEIEm cisco
Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Default I Blacklist /1D Wireless_802.1X then  Blacklist_Access  Edit | +|
Profiled Cisco IP Phones I Cisco-IP-Phone then Csco_IP_Phones Edit | |
Corp_Owned I Corp_Assets /D [Wireless_802.1X AND Network then  PermitAccess Edit |

Access: AuthenticationMethod EQUALS MSCHAPV2

o

Android_SingleSSID I (Wireless_B02.1X AND Network Access: AuthenticationMethod EQUALS
MSCHAPV2 AND Session:Device-0S EQUALS Android

NSP_Google Edit | -

ﬂﬂﬂﬂﬂﬂﬂﬂ*g
L]

Android_DualSSID [ [Wireless_MAB /N[ Session:Device-0S EQUALS Android nen  CWA_GooglePlay  Edit | +|

CWA I Wireless_MAB nen CWA Edit |

NSP I (Wireless_B02.1X AND Network Access:AuthenticationMethod EQUALS nen INSP Edit |
MSCHAPV2

PERMIT I Wireless_B02.1X en PermitAccess Edit | |

Default f no matches, then DenyAccess Edit |

[ 36. IR

@ BEseR!

D R AT VRRCAE 5 LS RO E SOOI, 52 P RAF 4R “BYOD-[EREH#ATERMLTIH” .
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Bi3% A: Android #0 Play.Google.Com

Android H{aId4FZ 4b?

HI P 5 4% Android %465 10S BE# /B Windows X BI%H . 3% 7 T2 I A P A Android 42 58 SARFIR, 5
7 TH 2 DR A 2 SRAT I K 77 C Y. FH KA Android 1 C# K 75 FNIES

BRATEOL T, Android W& AL 2R BT RIS FH s B H 200Kk HZE AR N M, 1 “play.google.com” .
HAR AT LUK Cisco ISE Bl & AFEE1E K ML 75 (SPW) A, {H& &4 H ' 1) Android 5 &K ANS L& 4 BL Cisco ISE
VERZAFATM N - . BIE, 5 Windows. MAC Fi1i0S ANJi);  Android ¥ 40047 ALV ) TR 4 E 2 155 BYOD il
A Hi i K 7 G o

7t TrustSec WX, &I Google Play 7EVF 2151 T <3{f | TCP #1 UDP iy I 5228, fHi2&, IXIFA L LM 40 I
XM Android W &HIES T/, BRI R GESM “Mix C: %7 ) 45K, & nIRe 24T Jun 1 8880, Hif
Android AL E, RAVRESTENERAH i\ “Internet” 5 “Play Store” £,

S F A
Android 1£15 EFTIFHI M 4855 B TCP #1 UDP &0
\ 74.125.00/16 TCP/UDP: 5228
Google Play J&/ 173.194.0.0/16 TCP/UDP: 8889
T 74.125.00/16 UDP: 5228
. 173.194.0.0/16 TCP: FifisO
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iOS use-case

Employee

HTTPS to the NSP Portal

ISE sends CA certificate to endpoint for trust with OTA

User clicks register.

ISE sends Profile Service to iOS Device

Encrypted Profile Service:
https://ISE:8905/auth/OTAMabileConfi

CSR sent to ISE

RegisteredDevices

o

e

ionlD

Device Registration

Device Enroliment

. SCEP to MS Cert Authority

Certificate sent to ISE

E‘— i Device Certificate Issued

ISE sends Device Certificate to iOS Device .E.E

CSR sent to ISE

Device Provisioning

SCEP to MS Cert Authority

Certificate sent to ISE

ISE sends User Certificate to i0S Device

e

Signing Certificate + User Certificate:
Wi-Fi Profile with EAP-TLS configured

SSID = CTS-CORP
EAP-TLS

Install Profile

EITRR Profile Service
REE oo

Guator e chemation
g by e can
By 17,2002

Comans Oewicn srvobman chatenge

More Details >

g ——
Signing Certiicate
Ty

Profile Service

Device Enroliment

qum

d0cT7fec36eBddddehf1

' ON = 74ba3 <820
SAN = 00-0a-05-71-de-08

Prafile Installed

T ine

# User Certificate Issued

CN = Employee
SAN = 00-0a-95-7f-de-06

&<
Signing Certincate
mpt-tjeabyod cinco.com

Cenfeates (3)

mmun
»
imran
2 ’
me-mu
)

Wi Network

WAFi [BY0D-Dotts)

[& 37. iOS #A Android % ##J BYOD itz
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NSP (Android use-case)

Employee
§ S$SID = BYQD-Open/ CWA

Posture-Required state

CWA Redirect / Redirect ACL= CWA

User opens browser

Redirect to ISE for CWA

CWA login

CWA login / Redirect to NSP Portal

User clicks Register

Device Registration

= CoA to WLC : & -
oW Sample WLC ACL: NSP-ACL-Google Download SPW

permit udp any any dns

Redirect browser to http://play.google.com (Session:Device0S=Android) permit tcp any <ISE_PSN>

deny ip any <internal network>

permit tcp any 74.128.0.0 255.255.0.0
NSP Redirect / Redirect ACL = ALLOW_GOOGLE | permit tcp any 173.194.0.0 255.255.0.0

-

Access-Request

deny ip any any_ A
IRRRRR T g - oo i) Download Supplicant Provisioning Wizard (SPW) app from Google Plavstore i
cisco
Wi Setup Assistant : User installs application and launches Device Provisionin
App sends request to http:lIDFGlalnh/dls:sz Redirect Discovery to ISE
e .
ISE sends Device BYOD_Profile to Android Device  FZm
"""""" Mt
CSR sent to ISE S_C_E_Ptn MS Cert Authority o
-/ ]
ISE sends User Cerificate to Android Device Cestificate sentio BE ¢ User Cert Issued
=)
\ SSID = CTS-CORP/ EAP-TLS ﬂ CN = Employee
=z D Connect using EAP-TLS SAN = 00-0a-95-7f-de-06
RUN state foptas rcep

& 38. Android {EF =1
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Cisco TrustSec &%t

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html|

WEEEIER:

EREEE 03 W55 51 7 Fi e

http.//www.msco.com/en/US/products/ps11640/products user _guide list.html

R 10S k. AR 10S XE #AFFUER NX-0S #AH A B 215 ., &L URL:

Xt Cisco Catalyst 2900 ZF1AZ kL -
http://www.cisco.com/en/US/products/ps6406/products installation and configuration quides list.html

Xt Cisco Catalyst 3000 Z 5148 kL :
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

Xt Cisco Catalyst 3000-X FRFAZ A«
http://www.cisco.com/en/US/products/ps10745/products installation and configuration quides_list.html

Xt Cisco Catalyst 4500 ZF1AZ kL :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation _and configuration guides_list.html

Xt Cisco Catalyst 6500 ZF1AZ kL :
http://www.cisco.com/en/US/products/hw/switches/ps708/products _installation _and_configuration guides_list.html

T Cisco ASR 1000 Z ¥/ % s
http://www.cisco.com/en/US/products/ps9343/products installation and configuration quides list.html

Xt BRI IC e SR 7 il o

http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc_cg70MR1.html
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http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
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