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ERER
Windows BARPIEBE ATLUAE B MMC iEBEIE | WindowsXP —
B THTEE. SP3
Windows Vista —
SP?
Windows7 — &
RN
MacOS-X EiAH BT BENAES, B | MacOS-X 10.6
#3: — Utilites — Keychain | #110.7
Access

##: MACOS-X 10.8 F LL R4

M IRATLE Security & Privacy Preference 4% H1i%# “MAC App Store and identified developers” IR, Joik%
3 SPW (K77 MAC)

%3¢ SPW FLE UAFAERN, =ZREBEER.

TR AIEF R R LU R

Common Name (CN) of the Subject:
BT SMEIENE R &%

Subject Alternative Name: Rimhy MAC Hbilt,

ra PERMIT Wireless_802.1X Radius:Calling-Station-ID EQUALS PermitAccess Edit | -
CERTIFICATE:Subject Alternative Name

e A, AN THERRRE T, DL — AR R B T 5 B 22 4 o) T E B A Rkl 1 eedy
22 R SEERALE 1) TrustSec #& MBI 2046 %, BAPRBIIEEIUH .
B MK RENAHINIES, BEEP AR TRSERARER.

FRE

AR A N &I BAT IS, b R T BATEGE — kg, JFH RS B3z P R & R T
P, UE T BE A B N E I AZAE P I % R A E R E A 2% i SR T LB SO iR e g . AL ISE SKIgIE
B B AR TEE T AR P& R 2= S U il .

NT RERBA SR E R, BRATAYIRE — T iPad HIANLIE R J7 A B A B — A7

1. 55 TAHH @ T3 iPad M B2k SSID.

2. iPad Web I % #3545 7€ [ FFEE T AL ISE Hms AR 5515 55 (PSN) _E i B B M1/

3. 1% 0 T EEAE Web [ v N HAEIE,
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4. RGK IR Ak Active Directory B A Ak B 4y FE X6 1% 52 T IEREAT B 40 36U
5. PSN ¥ [a) R ik AE BGIE 1528 4415 3K (CSR) 1) Apple Over-the-Air (OTA) i Bt Bt & S 1.

6. iPad ¥ CSR KI% 22 78 MiEMHLAG () SRS IR 2515 A, T RURF G SR A 3% 28 Active-Directory UEF AU LA
(CA).

7. Active Directory HIE MUK AR R AUAIE 5 318 FL Ik [B] R ISE SRBE Al 55715 R

8. K| OTA, EFElISE PSN [7]lt iPad K& —NHTECE SCAF, HAEEFMUR R T 1% iPad ] MAC Hiht &
5 T. AD )EHF%E’MEJPJ ] I o8 3% — A EAP-TLS FIT 802.1X S 43 36ER Wi-Fi 53R 7 i B S04

9. iPad R CUAC & Vit B3 561E EAP-TLS 54 o2k 25 ek (LABG XL SSID i .7 B FAhiEHE 2 ik SSID;
TE R SSIP 1, iPad & HahiEid EAP-TLS HEHi&E#) , J&HIEE ISE BRI K8 L 15+ ) g 1 it il s
JEMI LT (BN, REEFRVIE, RAXARE T

X

P_fmng MAC Book

551D :
BYOD-Open
S5ID @
BYOD-Dot1x

Cisco®

Access Point Cisco® Wireless
LAN Controller

SSID : BYOD-Open = Guest S5ID
SSID : BYOD-Dot1x = Co-operate SSID

Employee
Resources Resources
Contractor

Resources

1. ZRaE
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LT MK RYFEFIE

Cisco 10S® &

AR

BREMRS | EE: AL AAA. RERAR S8 FIARSS | ISE 1.1.1
5|E (ISE) 1121/3315. Gh%E. Sthaafzeikin

3355, 3395,

VMWare
WERmALHNME | EE, K\ SCEP, EBMA#HMARSZSE | N/A
e Microsoft FY#3E

(Windows 2008

R2 Enterprise

SP2)
Fe4k LAN #%% | 5500 37 SIHTFIEANERL (CoA) G—Ttk

7.2.2??

= WLC) o500 3

WLSM-2
Apple iOS #1 | Apple 1 Google | N/A Apple iOS 5.0
Googl_e Google
Android Android 2.3

H: BN A AR AT T K.
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R BATEeE RS CEATEEE — 1A AR EM A B IR % 581 SR 5 B S RE s U ) 4l R 25 1) — ik
P2, FRAT AT A5 B 4 PR e B 28 B AT IO (BYOD) AR B R . AR =il W 76 JER B 13 ik 55 51 4
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VENEAE S FATHOE R 7 10— 5, FRAT TR Active Directory £ 4 5 ISR A & SR VFIE—4H (L2 A A
TR H et U AR U IAE JBRL ISE A P #0422 rf LUK AE. Active Directory H15E LI, 152 B4
Fe 5 B AL RS 7 o

F P22 B HEACR, wT fa v Hovy a4 € R ISE RS M Th RN N P ek m i 4E & . filan, wiRiEE T
Change User Password & BE G2 4H, st Al DAE A A P (1) B %R

AcEM P4
$B1.  FHZE Administration > Identity Management = Groups.

F®|2. Adi ADD.

% system & 1dentity Management
Deployment Identities
Licensing @ H
Certificates External Identity Sources
Logging Identity Source Sequences
Maintenance Settings
Admin Access [2] web Portal Management
Settings Sponsor Group Policy

i MNetwork Resources Sponsor Groups
Metwork Devices Settings
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAA Servers
MAC Managers

2. BRESHM
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SE|3.  ESmdA.
TEARE AT B A &M A4 %9 “Employee” .

CISCO  Identity Services Engine np-sica-byod admin Logout Feedback

¢ Home Operations v Policy ¥ Administration v _*%Taﬂ(Na\dgatnrv@

ol System &L Identity Management g Network Resources (24 Web Portal Management

Identities | Groups | External Identity Sources  Identity Source Sequences  Settings

User Idertity Groups > Employee

2l
Identity Groups Identity Group f
% - [emoovs |
¢ == G * Name || Emplovee
> [ User Wentity Groups Description ‘ Default Employee User Group
» [ Endpoint Identity Groups [EI
Member Users
Users Selected 0 |Total2 6
JFadd +  XDekete ~
9 Status & Email Username First Name Last Name
+ [ B Enabled 0 test
* [ B Enabled 2 testt

-l»

3. ARSHE

7£ Employee Hh8|E—HFA

$4.  FHiE Administration = Identity Management = Identities = Users.
S$B5 i ADD.
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atfran]es
CISCO.

Identities Groups External Identity Sources

-

Identities
- L]
& .
[ Users »

[ Endpaints ¥

(5 Latest Network Scan Results y

)

Identity Source Sequences Settings

Metwork Access Users > test

¥ Network Access User

" Name |[test |

Status Enabled ~

Email |

v Password

* Password | EhbaRE |

* Re-Enter Password | [ |

¥ User Information

First Name | |

Last Name | |

+ Account Options

Description | Cisco123 - engineering by avi - don't delete

Password Change [ | Change password on next login

v User Groups

' [Employee Q|

[ Reset |

4. FPMF
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€ LRI H »

o BENEEM A RER T
o R NAFUEF AT ZREH E iR

¥E: Certificate Authentication Profiles T2 H4 45 LS I e B S0 o

BFIEBRNECE

S, M % Administration = External Identity Sources = Certificate Authorization Profile.

e

“;';’ System -&1 Identity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging Identity Source Sequences
Maintenance Settings
Admin Access Ig, Web Portal Management
Settings Sponsar Group Policy

il Network Resources Sponsor Groups
Network Devices Settings
Network Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAA Servers
NAC Managers

k.




2o ip RS "cln's' élc;'.

$B|2. i ADD S LB E S 4, ARG a4 N “Cisco_CAP”

mm
CISCO  Identity Services Engine npf-sica-byod  admin Lngnul Feedback

fh Home Operations v Policy v Administration v

olz System | Z% Identity Management [ Network Resources [ Web Portal Management
—_——
Identities ~ Groups | External Identity Sources | Identity Source Sequences  Settings

Certificate Authentication Profiies List > Cisco_CAP

p
External Identhy Soorcen Certificate Authentication Profile

€= E &

*
e :
“4 Active Directory Description
5 Loap

(L] RADIUS Token

(1 RSA SecurlD
Principal Username X509 Attribute o oo -]

[ Perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory

. LDAP/AD Instance Name

-
| save Reset

6. IEBSREIEEEX

BE SRR

S5 5T CEFR ISE FEAS [ 2 B A P AR IERIT . R ISE KR DU EdRE: AP,
i Active Directorys LDAP. RSA. RADIUS 4-hi il 55 %8 FHE 15 B 4 B0k e B S .

IR SHSUR FEIEAE i T LT 2B T, AT UE XA IR 51, 1552 A4 B B A} ISE R IX L
HER M EERIF . SRR BIVCESS, B ISE RiFIbEdk, (ERSIPFFEUEI RS Rk Bl 2 /2%
BN BEHISRE S UL AC SN .

BIESRIERFS

S$B1. SHiE: Administration = Identity Source Sequence.
BB2. ridi ADD.
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B3 NSl A.
FEARBIH AR LL 51 dir % 9 “Dotlx” .
BEA. PR PATH A G4 “Cisco_CAP” HIEFS S 8 IE e B S AF

=% gystem 5l 1dentity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging Identity Source Sequences
Maintenance Settings
Admin Access [t web Portal Management
Settings Sponsor Group Policy
i MNetwork Resources Sponsor Groups
MNetwork Devices Settings
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAA Servers
NAC Managers
E7. EE>5%ERT

$#B5.  1f Authentication Search List F1i%#¢ Active Directory Ik 55 %% (AD1). PN ¥ £ AP 3 FH .
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Nmm
CISCO  Identity Services Engine

(4 Home Operations v Policy v  Administration v

[ ——
ofo § m &L |dentity Management Metwork Resources 1L Web Portal Management
LR} ‘2. g . g

Identities Groups External Identity Sources | Identity Source Sequences | Settings

Identity Source Sequences List > Datlx

Identity Source Sequence

¥ Identity Source Sequence

* Name | Dotlx

Description

¥ Certificate Based Authentication

Select Certificate Authentication Profile | Cisco_CAP [~]

¥ Authentication Search List

A set of identity sources that will be accessed in seguence until first authentication succeeds

Avallable Selected
Internal Endpoints AD1
Internal Users
=
b v
<< |
S =

¥ Adwvanced Search List Settings

Select the action to be performed if a selected identity store cannot be accessed for authentication
(®) Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessError”

(") Treat as if the user was not found and proceed to the next store in the sequence

DD [ Reset |

8. BiEF3

832 % Fim L SRS

JEREBY 0y AR S5 51 ZEAE R 20 F P U 18] N B I 285 1) 8 e 2 il RTINS 25 FE B Rl oe 2R . FRATTAT DA 2% s 1) Tc. 54 s
B R T C & S, DAEAC & 2o (4140 iPhonesy iPad. Windows. MAC OSx. )

MAIANLIE KT HEC (NSP), B ISE 23 FHEAE RGUR A R ECKIS . FADRIER S A “AKPLE
KRGMCE S, SCHHR R 2 A PEAP I8 /2 EAP-TLS. FrE&#E 04k SSID 55 B Mk, &/ umific
SRMGIE 288 S EAL P AT EC A 5. 2498, iPad HOTHRTT MBCAN ] T Android B TS . O 1 HE N 28 b i
FEWR AR, AT ERAE R G T B R ISE tr 2 7 i R FC s, R 3 Sk 7 i B SO 5 I R S 40 5E
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CIsCO.

ANEEHNIEKRSEEXH
¥ % Policy = Policy Elements - Results.

TR
TR}
T 3.

Rii7 Client Provisioning = Resources.

A ADD.

Policy v [EELLEETGERS

[2] Authentication

[8] Authorization

[l Profiling

@ Posture

ig Client Provisioning

i;; Security Group Access
Egress Policy

Network Device Authorization
o Policy Elements

Dictionaries

Conditions

Results

AFNERHEELHDE

SEN.

R RS

g

( o]
G-

¥ || Authenfication

]
il

¥ || Authorization

¥ || Profiling

* || Posture

¥ || Client Provisioning
i= Resourcesth

¥ [ Security Group Access

9. BFIRFRERSM

E: BATTCUNPTA B RGRCE R MERTBCE S B, T IChEATRHZIRIE R Gid6 € AR 1R

T 2.
HER3.
BR] 4.
SRS

1%EF¢ Connection Type: Wired F1/2% Wireless
IR Sy P i % ERIRCE, BEA ST F JGZk SSID.

1EFE Allowed Protocols, {EA RG] H E A 2 E 5, FrClEES “TLS” .

RPN 1024,
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sifian]aa
CISCO Identity Services Engine

# Home Operations * Policy v  Administration *

|2, Authentication |8, Authorization |4 Profiling |7 Posture |ty Client Provisioning |z, Security Group Access & Policy Elements

Dicticnaries Conditions Resulis

L& Mative Supplicant Profile = EAP_TLS
Results B "
Native Supplicant Profile

[ £

v = = -
v [ Authenticafion * Mame EAP_TLS
¥ | Authonizafion

i EAP_TLS
T | Bt
» B Posture Description

¥ [ Client Provisioning

= Resources
" Oy ting Syste L
¥ | Securify Group Access Pt il ALL
* Connection Type  [_| Wired

Wireless

'Y

*SSID [ BYOD-Dotlx |

Security | WPAZ Enterprise -|
* Allowed Protocol | TLS -]
*Key Size | 1024 -]

Save Reset

10. AHLEKRFEEXH

T#iEATF Windows #1 MAC OSx HigRk A ES

$B6. % ZE Policy 2 Policy Elements = Results = Client Provisioning = Resources.
BT,  (ELNAT ADD,
S8 IEFE “Agentresources from Cisco site” o

TEARFI R IRAT1EHEE T WinSPWizard 1.0.0.15 A1 MacOsXSPWizard 1.0.0.999.




REViERIEEmR

CISCO.

Download Remote Resources...

1 Name -  Type Version

A By S (s S R

[ MacOsXAgent 4.9.0.652 MacOsXAgent 4.9.0.652

[ MacOsXSPWizard 1.0.0.3 MacOsXSPWizard 1.0.0.3

[ MacOsXSPWizard 1.0.0.6 MacOsXSPWizard 1.0.0.6

[ MacOsXSPWizard 1.0.0.7 MacOsXSPWizard 1.0.0.7

[ MacOsXSPWizard 1.0.0.998 MacOsXSPWizard 1.0.0.998

[ MacOsXSPWizard 1.0.0.998 MacOsXSPWizard 1.0.0.958

[l NACAgent4.5.0.27 NACAgent 49.0.27

[1 NACAgent4.9.0.28 NACAgent 4.9.0.28

[ NACAgent4.9.0.40 NACAgent 4.9.0.40

[ ] NativeSPProfile 1.0.0.0 NativeSPProfile 1.0.0.0

1 NativeSPProfile 1.0.0.1 NativeSPProfile 1.0.0.1

[ NativeSPProfile 1.0.0.2 NativeSPProfile 1.0.0.2

[ WebAgent 4.9.0.13 WebAgent 4.9.0.13

[ WebAgent 4.9.0.14 WebAgent 49.0.14

[] WebAgent 4.8.0.22 WebAgent 49.0.22

[ WinSPWizard 1.0.0.12 WinSPWizard 1.0.0.12

B 11. AHiERkAGES A
ST, EFEEHIERTT R
Resources
JEdt eeAdd + [fyDuplicate | ) Delete

[]| Name Type Version Last Update
[ NACAgent4.9.0.37 NACAgent 49037 2012/04/14 06:38:31
[[] MacOsXAgent 4.9.0.850 MacOsXAgent 490,850 2012/04/14 06:38:37
[} CompllanceModule 3,5.528 2 ComplianceModule 3,5.528.2 2012/04/14 0B:38:41
[ WebAgent 4.9.0.20 WobAgent 4.9.0.20 2012/04/14 06:38:49
[ MacOsXSPwizard 1,0.0.999 MacOs XSPWizard 1.0.0.868 2012/04/13 01:15:21
[ PEAP Native Supplicant Profile Mot Applicable  2012/04/12 23:21:35
[] winSPwizard 1.0.0.15 WinSPWizard 1.0.0.15 2012/04/18 00:58:10
[ eaP_TLS Native Supplicant Profile Not Applicable  2012/04/18 01:49:07

E12. AHEKRAESB
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3 Apple iOS BIE%E P ik BED K EE

HIE10. % Policy - Client Provisioning.
1. 40 5T Actions = Insert new Policy above.

Policy v [ELNIGIEIEN IR

|&] Authentication
igd Authorization

4 Profilin A,
E Pc;sturegI EE} AEIJDI'IS "
|&] client Provisioning e Duplicate above
|£ security Group Access
Egress Policy Wy Duplicate below

Network Device Authorization

wgs Insert new policy above

J’ Policy Elements

Dictionaries Insert new policy below
Conditions e POoeY
Results wgs Delete

B 13. & FimiEEc ke

HI;12.  G)@ Apple i0S CPP %hg .,

3

v [ios | I Any < |and| MaciosAl <> |2nd| condfion(s) < [then| EAP TLS < | |43 Actions

i

& 14. Apple iOS Z FifiEHC FH g

$1813. 6% Android CPP %,

v |android | If| any <> |and| Android < |2nd| conditonis) < [then| EAP TLS | & Actions v

& 15. Android iBEC 3RS

HB14. (k) . G MAC OSx CPP 5Hg .

i Actions ~

i

« [osx | 17| Ay < |and| Macosx < |and| Gondiionfs) < |then| MacOsXSPWizard 1.0.0.998 And PEAP 4> | |4

16. MacOS-X BEZ &

FB15. (A[i%) . 8% Windows CPP TR .

2~ | [windows | If| Any <r |and| Windows.. <r |2nd| Conditien(s) <r |then| WinSPWizard 1.0.0.15 And EAP_TLS 4 i Actions ~
8 - | 1| |and| |and | | then | |

17. Windows % i EL SR E&

VE: TEER, Windows Al OSx B ARSMAE R 7 M ECEC B SO, XEEECE AR ET Java RS, HTHAT
15 R 7 FHE T AES, 785 HTIEFEH M cisco.com T %K.




REViERIEEmR ”CII.S‘: (I:I(;'

79 BYOD B{THUEER WLC

AT EEMiES R & niEh &
MR G, BATEAE T L R 2 28 G @ 2> ACL, J5 IR 75 S MG b2 fd i s ACL SR E E ) N
BYOD i 3R J7 FHIE S 1R Fit 15 326 0 25 7 it

BRSHIRESIE 1p Ml = 10.35.50.165
NEINEEML = 192.168.0.0, 172.16.0.0 (EEEME)

$B16. QDB LT R R ACL, BHam4 N “NSP-ACL” .

Access Control Lists > Edit < Back Add New Rule
General

Access List Name MSP-ACL

Deny Counters 0

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction MNumber of Hits
0.0.0.0 0.0.0.0

1 Permit / ! Any Any Any Any  Outbound 0 B
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 permit / 1ICMP Any Any any  Inbound i} [~
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.185

3 Permit / Any Any Any any  Inbound 0 [~
0.0.0.0 2£55.255.255.255
0.0.0.0 0.0.0.0

4 Permit / upe Any DNS Any  Inbound i [~
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

5 Permit [ ! UDP Any DHCP Server Any Inbound 4] [~
0.0.0.0 0.0.0.0
0.0.0.0 192.168.0.0

& Deny / / Any Any Any any  Inbound 0 [~
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

7 Deny / / Any Any Any Any  Inbound 4] [ -]
0.0.0.0 255.240.0.0
0.0.0.0 10.0.0.0

8 Deny / / Any Any Any any  Inbound i} [~
0.0.0.0 255.0.0.0
0.0.0.0 0.0.0.0

8 Permit / Any Any Any any  Any i} [~
0.0.0.0 0.0.0.0

B 18. ATH¥EFIREEMRZE BYOD 28 ACL

17 F1 NSP-ACL BOfRFREN T

RIFMRSBEIE TS “Hih” RE

M FEPEHERR, RIFANEFIREIARFZIRA “ N7 ICMP 5RE, XZRNEN
RIFNEPIHEIRSFREE ISE A “Ai” REUBITMETRMIER S URIER B REE
ARIFNEZPIHREIARSEEE “AN3E” DNS RE LI T AR

RIFNEFPIREIARS M “Nih” DHCP RE LURER IP it
EENEFHEIRSRBEATEEEZE ISE N EFERRE “Ah” R uu.g (IRIB AT KR
EENEFHEIRSHBEATEEEZE ISE HEWLEFERRE “AL” R uu.z (RIBAF)HRER)
EENEFHEIRSEBERTEEEZE ISE ML EREMEE “Aif” RE GRIBATIKE)
ARFEERBRE (%)
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l'lll'lll
CIsCO.

$B17. HELL /B d— N2 “BLACKLIST-ACL” [#] ACL, J5H7E &0 x4 H TR

I BN R84 PR B K )

Access Control Lists > Edit

General

Access List Name BLACKLIST-ACL

Deny Counters 4]

Destination

Seq Action Source IP/Mask IP/Mask Protocol
0.0.0.0 0.0.0.0

1 Permit [/ / Any
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

2 Permit / ! ICMP
0.0.0.0 0.0.0.0
0.0.0.0 10.35.50.185

3 Permit ! Any
0.0.0.0 255.255.255.255
0.0.0.0 0.0.0.0

4 Permit  / ! upp
0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

5 Deny / Any
0.0.0.0 0.0.0.0

& 18 & BLACKLIST-ACL HIfEREEIT
RIFMBRS BRI R FIRHIERA “Huh” RE

Source Port

Any

Any

Any

Any

Any

& 19.

Dest Port

DNS

E&B ACL

DSCP

Any

Any

Any

Ay

Ay

TSR, RITAEFIREIRS R “Nif” ICMP RE, XZEREH

33F Blacklist Web Portal 71, #iFMEFPIRZEIARSSSHE ISE MFFE “A” K2

RFNEFIREIIRSZFHY “N\uh” DNS K2 LA TR FRAET

EEARARE

1
2
3
4
5.
S8, LRSI — N “NSP-ACL-Google” 1) ACL,

B Android 4% -

Direction

Qutbound

Inbound

Inbound

Inbound

< Back Add New Rule

Number of Hits

0

e THI A SR g o 2 4 T
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Access Control Lists > Edit

General

Access List Name NSP-ACL-Google

Deny Counters 0

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Mumber of Hits
0.0.0.0 10.35.50.165

1 Permit / / Any Any Any Any  Inbound 110 [~}
0.0.0.0 255.255.255.255
10.35.50.165 0.0.0.0

2 Permit [ ! Any Any Any Any Qutbound 114 [~}
255.255,255.255 0.0,0.0
0.0.0.0 10.0.0.0

3 Deny / / Any Any Any Any  Inbound 5 [~}
0.0.0.0 255.0.0.0
0.0.0.0 192,168.0.0

4 Deny ! ! Any Any Any Any Inbound 0 [~}
0.0.0.0 255.255.0.0
0.0.0.0 172.16.0.0

5 Deny / / Any Any Any Any  Inbound 0 [~}
0.0.0.0 255.240.0.0
0.0.0.0 171.71.181.0

& Deny ! / Any Any Any Any  Inbound 0 [~ ]
0.0.0.0 255.255.255.0
0.0.0.0 0.0.0.0

7 Permit [/ ! Any Any Any Any Any 3449 ﬂ
0.0.0.0 0.0.0.0

B 20. AT Google ijFislay ACL

L Elsh NSP-ACL-Google HIfERINT

SVERE ISE BIFRAE “Au” RE (tkFEB%)

RIFRE ISE KA “Hiy” R=E (Ety%vz—Iii)

FEEREENABFNERE “ANE” RE (ATLURBELABRBEE)

EEREEUANIBFMEFE “NiE” & //lLE (RATARIB A RIREEECE )

?EéﬁlﬁﬁAlLW"B?l_JE’JFEﬁ “NIE” e (ATLURIEARRIEECE)

ARIFEERERE ( 8e{XBRTF Google Play ¥/, {Ei5;¥E, Google Play FM AT AEARIBNI B MAE])

VE: 75 Feunfa] H e vF play google com [FJVEAIME R, TEERMS B WA WE, wEIEIN 28531 T H B HER
#1140 ICMP .

S N
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atfran]es
CISCO.

e B 53 30 ME SRR

EASREIEREE.
BERGGMWIERM, MEERREEET S RATER XN BRI N 7RI R,
DUONAESRATT (3T S ms s = 51 AT

HER1.

|

B 2.

Policy

&
=

o
-
5
c

%

Administration ¥

Authentication
Authorization
Profiling

Posture

Client Provisioning
Security Group Access
Egress Policy

Network Device Authorization
Policy Elements
Dictionaries

Conditions

Results

Riili Policy = Conditions = Authentication = Compound Conditions.

Conditions

&~

1]
il

v [ Authentication

¥y Simple Conditions
* W Compound Conditions £
i, Wired_MAB
vz, Wireless_MAB
e, Wired_802.1X
i, Wireless_802.1X
v, Switch_Local_Web_Authentication
& WLC_Web_Authentication

» [ Authorization
» [ Profiling

» [ Posture

v [ Guest

» [ Common

21. EEKFHSM

BTEHN “Wirelesss MAB” 15 & %44

v

23000

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Wireless - IEEE 802.11"

Description

Authentication Compound Condition List > Wireless_MAB

Authentication Compound Conditions

* Name | Wireless_MAB

Condition Name

Expression

|Radiu5:5ewin&T'_.'pE|: | | Equals

v| | call Check |

|Radiu5:Nﬂ.5—Purt—T'.rpi: | | Equals

v| | wireless - 1+ |

Reset

22. k% MAB
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atfran]es
CISCO.

TR} 3.

BEAN “Wired MAB” 8 &4,

“Radius:Service-Type Equals Call Check AND Radius:NAS-Port-Type Equals Ethernet”

Authentication Compound Condition List > Wired_MAB

Authentication Compound Conditions

* Name | Wired_MAB |

Description

Condition Name

Expression
[Radius:Service-Type () | [ Equals ~| [call Check ~]  anD
[Radivs:NAS-PortTyp | [Equals  ~| [ Ethemet  ~|

B

B

TEMARZRNGR

23. H% MAB

HFRF I “Default Network Access” 4RI MR -

TE]N.
PE]2

2R A Administration ¥

|_—-,. Authentication
[, Authorization
|4 Pprofiling
|? Posture
|5 client Provisioning
|Z security Group Access
Egress Policy
Network Device Authorization
& Policy Elements
Dictionaries
Conditions
Results

Riili Policy = Policy Elements = Results.
A7 Authentication = Allowed Protocols = Default Network Access.

i
* || Authentication
¥ || Allowed Protocols
i Default Network Access

(il
il

¥ [ | Autharization
| Profiling

* | Posfure

¥ [ | Client Provisioning

¥ [ | Security Group Access

B 24. BIAMEEASHR

Qv

VE: 1HIRE LT R E s R, RUABRAT S K 7l E Default Network Access X % F+ o R AU . 1

PRERIA S GRS ey HACE 5 LT ks — 2.
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CISCO.

Allowed Protocols Services List = Default Network Access.

Allowed Protocols

Hame | pofault Network Access
Description

Default Allowed Protocol Serviee

= Allowed Protocols

[¥] Process Host Lookup
Authentication Protocols
» [ ABow PAPIASCI

[l Detect PAP as Host Lookun
Allow CHAP
Allow MS-CHAPY
Allow MS-CHAPv2

mOo0o

Allow EAP-MDS

[] Detect EAP-MDS as Host Laokup
Allow EAP-TLS
Allow LEAP
Allow PEAP

EO®X

PEAP Inner Mathods
[¥  Allow EAP-MS-CHAPV2
4 Mtlow Password Changa RalneslI‘ {Valid Range 0 to 3)
[ Allow EAP-GTC
4 Milow Password Change Ra{nesEl {Valid Range 0 to 3)
[ Allow EAP-TLS
» [ Adow EAP-FAST

+ [ Alow EAP-FAST

EAP-FAST Inner Methods
[Z Allow EAP-MS-CHAPv2

[41  Atlow Password Change RBIriale‘ {valid Range 1 to 3)
[Z Alow EAP-GTC

[ Allow Password Changs Retries E {valid Range 1to 3)
[Z  Allow EAP-TLS
(® UsePACs () DontUse PACs

Tunnel PAC Time To Live

Proactive PAC update will necur am;r % of PAC Time To Live has axpired
[ Allow Anonymous In-Band PAC Provisioning
[7  Allow Authenticated In-Band PAC Provisioning
[7l  Server Retums Access Accept After Authenticated Provisioning
[] Ascept Client Certificate For Provisianing
[l Allow Machine Authentication
Machine PAC Time Ta Live

[7]  Enatla Stateless Session Resume
Authorization PAC Time To Live l:l i

[ Enable EAP Chaining
[l Preferred EAP Protocal | | Eap

B 25. BOIARIZEIEN R

BER3.

Actions -

& Actions =

Actions -

4 Actions ~

Authentication Policy
Define the Authentication Palicy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple (&) Rule-Based
| :1F [ wired_MAB... <> | allow protocols [Allowed Protocol : Default Networl) | and... 8
Default : use | Dotix &
| :7F [ wired_802.1x... <> | allow protocols | Allowed Protocol : Default Networ.) | 2nd... m B
Default tuse | Dotix &
Default Rule (If no match) allow protocols | Allowed Protocol : Default Networ() | and use identity source : | |ntemal Users ¢ &

Actions -

B 26. HRIEIERMKEE

©2015 BRAZAF
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atfran]es
CISCO.

$E]A4.

MAB [ 543 5 IE SR, 15U INZ 1+ (Wired_MAB OR Wireless MAB).

: v||v|,q5 |:If

Wired_MAB. ..

| allow protocols [Allowed Protocol : Default Networ_) | and... o

Default

) Add il Conditions Below to Library |

Condition Name
W |Wired_MAB o
W |Wireless_MAB o

Expression

o} Actions

Identity Source Details x
Options
If authentication failed REJECT
If user not found CONTINUE
If process failed DROP
B 27. MAC SpIIESRITIRES
S5 Dotlx M H RIS UETERE, 1HRINZAE (Wired_802.1X OR Wireless_802.1X).
: v |Dgux | (If | Wired_BDZ2.1X... | allow protocols |A\|uwe|‘] Protacol : Default Networ, | and.. i8  Actions v
{[¥]_Add All Conditions Below to Library |
Default Condition Name Expression i Actions ~
W [ired g0z | or
[ sz 0 | @ [
v
Identity Source Details x

$ER 6.

BRI B 473 U6 UE WS

Options

If authentication failed REJECT

If user not found REJECT
If process failed DROP

[ 28. 802.1X kMg

Default Rule (If no match)

Identity Source| Internal Users [~) |
Options
If authentication failed | Reject -
If user not found | Reject hd
If process failed | Drop -

Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP

+ allow protocols [Allowed Protocol : Default Networl) | and use identity source : [ Intemal Users

it is not possible to continue processing when authentication fails or user is not found.

IF continue option is selected in these cases, requests will be rejected.

-‘é,a Actions ~

B 29. EASHISIUESRER
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BLE®RA “CWA” BURALRRE

HB1. sl Policy 2 Policy Elements - Results.
$I¢ 2. #EFE Authorization > Authorization Profiles.
S$B3. Al “ADD” .

. ( Results
| .
@v

¥ | Authanticafion

I

= e

|4/ Authentication

|®) Authorization — L

v [ Authorization
|44 Profiling * 5 Authorization Profiles ()
(2 Blacklist_Access

|® Posture
(&4 Cisco_IP_Phanes

|& client Provisioning (@ Denyhccess

[:_. Security Group Access (2 PemitAccess
Egress Policy (2 WirelessCWA
: SR @ WiralessNSP
MNetwork Device Authorization .
» [ Downloadable ACLs
& Policy Elements * [ Inine Posture Node Profiles
Dictionaries * [0 Profiing
s » [ Posturs
Conditions -

» [ Client Provisioning

Results ¥ | Securify Group Access

B 30. EEE TS
$BA. RINE N “CWA” IR B S .

b Web B IAIE (CWA) JeRAE 325 I Web 117 (Bb T BUE R B 3 AR 55 5138 Sefit TRl medt. £
Web S I IEZ 7 515 mac/dotlx BBl — AR5 2 )=, ARJE BB S0 Ik 55 51 B8R 8] — 2k A A2 LA s 2
K Web BB MR R EYE. WAJRYERE, 1R RADIUS RS 28 A RITE % 7 ok (1) MAC sk ({2 7] B
R HEA L) o IS5 & iR 0] € [ g PR 1T HASHNL &= izt A GEE MAB) , HE B E M RFIE
LCKE Web it i 5 [ £ 1T .

P BRI 2 )5, A Re2l il AU 2 (CoA) B B3 #e b lim 11, MR AEFTHIEE 2 )2 MAB 3561
SRJE ISE i fEiX &2 —> WebAuth H P IFmIZH A NS 2 EEME (4314 VLAN 0iL) - activeX 24448
AT LA 25 7 i PCRET L TP Hbdik .
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atfran]es
CISCO.

o m
CISCO  Identity Services Engine

npfsjca-byod  admin  Logout  Feedback

9 Task Navigator + &)

A Home Operations v Policy v Administration v
[2) Authentication  [s, Authorization [ Profiling [ Posture  [i, ClientProvisioning |-, Security Group Access 8, Policy Elements
Dictionaries  Conditions [ Results |

Authorization Profiles > CWA
Results
ion Profile

( 2]

€ =7E &. WA
. B 3

ity Description | cw
v @@ Authorization | L

« [ Authorization Profiles * Access Type | ACCESS_ACCEPT [~]

@ Android
(&2 Blackiist_Access ¥ Common Tasks
(2l 0 DACL Name
(&2 Csco_IP_Phones
(@ Denyhccess o m
@nsp ) Voice Domain Permission
(@ rermitaccess
» £ Downloagatle ACLs @ Web Authentication | Centralized Ao [Npaol | Rediect | Defaukt v
» [ Inline Posture Node Profiles.
i 0 Auto Smart Port L
» 5 posture O FiterID i
+ (5 Cllent frovisioning
¥ I Soarty Goup doomex #| + Advanced Attributes Settings
° [ [selectanttem o]= o]
¥ Attributes Details
Access Type = ACCESS_ACCEPT
Alrespace-ACL-Name = NSP-ACL
cisco-av-pair = url-redirect acl=NSP-ACL
pair = url-redirect=http:
s QECES
31. CWA RIRECEX#
SBES5 NINB N “CWA_GooglePlay” 4% ALC B ST .
Android ¥ &8 H LRGBS, oI IR Google Play, DAE R4k “ BN 255 B BiEL”

©2015 BRAZAF


https://play.google.com/store/apps/details?id=com.cisco.cpm.spw.android.wifisupplicant&feature=search_result

2o ip RS "cln's' élc;f

lAuthorization Profile

*Name [ CWA GoaglePlay |

Description CWA

* Access Type | AccESS_ACCEPT [~]

¥ Common Tasks
] DACL Name
] VLAN

] Voice Domain Permission

@ ‘Web Authentication Centralized A ACL | NSP-ACL-Google Redirect Default A

[ Auto Smart Port

] Filter-ID

¥ Advanced Attributes Settings

i [select an item

(¢
1"
-
-

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Mame = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av=pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=SessionIdValue&action=cwa

BB (Reset |

& 32. AT Android 58] Google B CWA 24X HAC & 324

#&E Authorization Profiles T SFBE &+

$81. i Policy = Policy Elements = Results = Authorization = Authorization Profiles.
$B2. BEELN “Blacklist_Access” [MHLE 1.
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CISCO.

mR R E

Autharization Profiles > Blacklist_Access

Authorization Profile

* Name | Blacklist_aAccess |

Description | Profile For Blacklist.

* Access Type | ACCESS_ACCEPT [~ ]

» Common Tasks

] DACL Name

) VLAN

] Voice Domain Permission
O Web Authentication

[ Auto Smart Port

[ Filter-ID

v Advanced Attributes Settings

|Ci5|:{::l:i5cu—av—pair ) | = |uﬂ—redirect=http5:,f.fip:purt,l'myde-0 |

. [Cisco:cisco-av-pair O | = [ur-redirect-ad=BLACKLIST-ACL [ |

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect=https://ip: port/mydevices/blackhole.jsp
cisco-av-pair = url-redirect-acl=BLACKLIST-ACL

B | Reset |

33. ERBERWEEXH

Cisco:cisco-av-pair = url-redirect=https://ip:port/mydevices/blackhole.jsp
Cisco:cisco-av-pair = url-redirect-acl=BLACKLIST-ACL

©2015 B ARG AA
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atfran]es
CISCO.

ST QIEHRN NSP” [RHRAL B .

Authorization Profiles > NSP

Authorization Profile
* Name | NSP |
Description |
* Access Type [ ACCESS_ACCEPT [+]

= Common Tasks

[_] DACL Name

] VLAN

[_] Woice Domain Permission
™ Web Authentication Supplicant Provisioning | = |
T Auto Smart Port

[ Filter-ID

 Advanced Attributes Settings

ACL

TflSeIectanihem C-l =|

|

w Attributes Details

Access Type = ACCESS_ACCEPT
Airespace-ACL-Name = NSP-ACL
cisco-av-pair = url-redirect-acl=NSP-ACL
cisco-av-pair = url-redirect=https://ip:port/guestportal/g; E

ionld=SessionIdValuefacti

ED | rest |

=3

NSP-ACL

34. AHNUERGBERNEE X

535 : iFSaE E! Airespace ACL Mame

NSP-ACL

©2015 BRAZAF
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CISCO.

$E2.  AIEL N “NSP_Google” [HIFZAUEL B

Authorization Profile

*Name | NSP Google |

Description |

* Access Type | ACCESS_ACCEPT [ ~+]

¥ Common Tasks

# Web Authentication Supplicant Provisioning | ~ ACL

[] Auto Smart Port
(] Filter-ID

] Reauthentication
] MACSec Policy

) NEAT

¥ Advanced Attributes Settings

‘ [select an item Q]=] o |

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Airespace-ACL-Name = NSP-ACL-Google

cisco-av-pair = url-redirect-acl=NSP-ACL-Google

cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionId=5essionIdValueaction=nsp

EDD [ Reset |

MSP-ACL-Google

B 35. NSP_Google {ZXAL & 304

NSP-ACL-Google

. thiss® [ Airespace ACL Name

©2015 BRAZAF
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AR BUREE

$B,1. 15 Policy & Authorization,
H®2.  Hili “Insert New Rule Below” .

Policy » EGNIGEEGEE

|2 Authentication
[®) Authorization
|4 Profiling

i"?" Posture e
[& client Provisioning Insert MNew RU'E Abﬂ‘l’E
L:. Security Group = || e

Access Insert New Rule Below |

Eoress Policy | e

Network Device Duplicate Above

Authorization 9

& Policy Elements Duphcatf_" E'Elﬂ"ﬂ'
Dictionaries D-ElE'tE

Conditions ]

36. BAFTMN

FE3. ER LT RBGR .

Black List Default = XRHREFINEZBHBOARBAN, ATLURBLRKRKEEN, HPRETUEEEAZERHEMIT, EE
TRAWHAEIINRRRZ FHIAEME L.

Profiled Cisco IP Phones = B} Ip EBIFHIEIAZNHN .

Corp_Owned = HELT BYOD ERAMIERFAERIZMGEWXI D AW~ Corp Assets”FHAFBIMY Mscrapv2 BiZER
802.1x ByMkTZk SsID FEANRT, EHXLEIGERMUILFSARN .

Android_SingleSSID = XIF Android &#&, ERMULIFREN, EAXEGEEERTHENMELEMIBAGETRIFR. RN
HETFHE ssiD ®E. —B Android WEEREIMPESF "Register”#Rill, ISE HFEHEHIZELIE Re-Auth COA., Android
EHNEEMER, £1F 1D REBAE, BHR IsE LM cor A Ra-Auth MARKRISIE. SAFE ISE £RMA NSP Google #X
IR, BEHITHERRE.



https://play.google.com/store/apps/details?id=com.cisco.cpm.spw.android.wifisupplicant&feature=search_result

‘ atfran]es
REeViaEiEIRRE CISCO.

Android_DualSSID = XF Android #&#&, ERMULFRIN, FEAXLGEERTHERMEIESNIEA GESTRIFE. LLEN4F
ETFMW ssID ®E. —B Android BEEREIMEAEG P Register$Rill, ISE EmITHIE L% Re-Auth COA. Android
EINEEMER, 21F 10 BB, EA 1sE XHAI coA A Ra-Auth MARLKIESIE. RE 1SE 2RNA NSP_Google
PR, Y& hiTIRRLRAZ.

CWA = $IXJEEH web SABIIETRMAVEALAN .

NSP = XIFZEFMA MscHAPV2 WHUEIRER 802.1x BIGMFELZ ss1p EAREZT BYoD ERAMIERBERIZMIEE, ERN
AR RN .

PERMIT = REFMREELFER £ap-TLs HITHSMIIEAIERTER BYOD iEKRAFHERBE., FHEBEIRI LKL ssip EA, WY
BT RS

Default = ZRIAIRINZREE, BN Deny Access.

Status Rule Name Conditions (identity groups and other conditions) Permissions

Wireless Black List Default 7 Blacklist 21D Wireless_802.1X then Blacklist_Access  Edit | =

Profiled Cisco IP Phones [ Cisco-IP-Phone then Cisco_IP_Phones Edit | =

Corp_Owned [ Corp_Assets /ND (Wireless_802.1X AND Network then PermitAccess Edit | =
Access: AuthenticationMethod EQUALS MSCHAPV2

Android_SingleSSID I (Wireless_802.1X AND Network Access:AuthenticationMethod EQUALS then NSP_Google Edit | «
MSCHAPVZ AND Session:Device-0S EQUALS Android

Android_DualSSID I (Wireless_MAB /[ Session:Device-05 EQUALS Android then  CWA_GooglePlay Edit | =

CWA [ Wireless_MAB then CWA Edit | =

NSP I (Wireless_802.1X AND Network Access:AuthenticationMethod EQUALS then  NSP Edit | =
MSCHAPVZ

PERMIT [ Wireless_B02.1X then  PermitAccess Edit | =

Default f no matches, then DenyAccess Edit | =

B 37. AR
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2o ip RS "cln's' élc;f

& BB F AN (SCEP) &

MR, BATEEE A 7% 7 i IR EECH SCEP FL & S . i HE A2 2 SRAE-BMUL AL (CA) 8 H
& AL CE M P (SCEP) MU UES: o ISE 278 HIEMHLA (RA) IF5 CA A5 LA i LR BCIE

/N SCEP CA BLE ¢
H$B®1. i Administration = Certificates  SCEP CA Profiles.

‘:‘: System -"g:l Identity Management
Deployment Identities
Licensing Groups
Certificates External Identity Sources
Logging Identity Source Sequences i
Maintenance Settings Certificate Operations
Admin Access & Web Portal Management
Settings E:‘ Sponsor Group Pﬂli:fe ﬂ L'DCE' Eerﬂﬁcal:es
B skt osscincss e @ Certificate Signing Requests
Network Devices Settings
Netwark Device Grotipe: & Certificate Authaority Certificates
External RADIUS Servers
RADIUS Server Sequences ﬂ E:EP CA Pl"EI'ﬁE
SGA AAA Servers
MAC Managers ﬂ 'DCS'F EENI‘E

38. 5fiiiE SCEP CA Profiles

$B,2. i Add.
$H3. 3 SCEP CA fic & 1t

cA RSB IP = 172.21.77.24

SCEP Certificate Authority Certificates > SCEP
Edit Profile

SCEP Certificate Authority

* Name | SCEP |

Description | SCEP Server |

*URL http://172.21.77.23/certsrv/mscep/ | Test Connectivity |
Certificate Request Agent Certificate  NSP-1-CA-SERVER-MSCEP-RA

B | Reset |

39. SCEP CA R EXCt

m) BEsEk!

AREMER, EZ ) TrustSec “ HATHUG " #RIETET .
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||||a|||a
CiIscCO

Bk A: BcE SCEP BR557%

A/ 444 Microsoft 2008 R2 Enterprise SP2 it & v SCEP 45 #s e 4t i2, UL N2 E SCEP B 52 ik

1155 .
1% E SCEP R %528
1%+ SCEP AR%525HY Microsoft 2008 R2 Enterprise SP2 i &
SB1. 2% Windows Server 2008 R2 Enterprise IR 55 %%
HIB2. RS, HI181T Microsoft T, FREUITA DB HT .
SIS Windows YFRTIE,
SB4 IR E HIE1T depromo. X244 Active Directory Domain Services 2% 42 iR 55 4%
I8 5. ¥ 2% Active Directory Domain Services [ %2 %%
a. 1EPE “advanced” Mz IEHE
b. TERRM A G —H Ik
c. ANFRM root I fEH N4 FR
d. Z%E DNS %5 %%
e. ZE£F Active Domain Services 56 R %3
f. RS E AR D)
HB6. 1] [IS_TUSRS AN HE 5 5k SCEP_User.
REME: Active Directory IEHIRS
$B1.  ADCS: il Next.
a. MRS
i AEPBAUANLR
il UEFMUR AL Web v
b. Setup Type: I%EF¢ “Enterprise”
c. CA Type: Root CA
d. Private Key: ##fA%H
i. Cryptography: BRIME, {HIHES SHA256 M7 ik
ii. CAName: fREERINE
iii. Validity Period: {4 2kiMHE
e. Certificate Database: {4 ERIME
$BE 2. Web Server (IIS): fiili Next.
a. Role Services: frREEBRIME, i Next
#$I 3. Confirmation: 517 Install.
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%2 R Bl 1R

mRMAERS

TEA. SMi%: Server Manager = Roles = Active Directory Certificate Services.
B2,  %EH “Network Device Enrollment Service”
HI;3. & “Certificate Enrollment Web Service” .

A ik
EERAAM, GERAF) . XAHKREERK,SE scep BREMW,A (BIRME 11S_UsErs AR

£ 4. RA Information - {7 4 ERIAME.

SBES5.  Cryptography - & B ERIAME

$B6.  CA for CES - (R ERINE.

$7.  Authentication Type - 17 B4 ZRIMH

8. Service Account - { B BRIUME FHIk £ B AR 7 o

SO, Server Authentication Certificate.

HTE10. Oy SSL IE LA UET - HIRFLL <R mEmiE” BT e s et .
S 11.  Web Server (1IS) - /i Next.

$12. Role Servers - - ERINME .

$I® 13. Confirmation: /17 Install.

EREMR

$B1. M “Start” ZEHEN regedit.

T2 EEMERGES T Z2: HKEY LOCAL MACHINE - Software - Microsoft = Crytography =
MSCEP.

H$1® 3. Hdibric N Enforce Password M) %54 .

S 4. ¥4 EnforcePassword HI{EM 1 2N 0.

HES. BHFHIIRSA




REHElR{EER CisCo.

B & SCEP i

4132 SCEP R
G CA RGBS 2 G, 15E RS A E VAT SCEP 3,
S G

I New Object - User

'E’ Create in:  byod1.com/Users

f- bject - User

First name: SCEP_USER lils: |_ T -~ |
I |
Last name: I k; Createin:  byod1.com/Users
Full name: ISCEP_USER . |
assword: LLLXTLITY
User logon name: Confirm password |........|
ISCEP| I @byod1.com j ™ User must change password at next logon
¥ User cannot change password
User logon name (pre-Windows 2000): ¥ Password rrever expires
IBYDD-I\ ISCEP ™ Account is disabled
< Back Nead > Cancel < Back TS Cancel
Select Groups [ 7] x]

Select this object type:

IGroups or Built4n securty principals

From this location

Object Types

Ibymﬂ com

Enter the object names to select

Locations..

e IS IUSRS|
SCEP_USER.

Schema Admins

ey

esignated administrators...

Add to a group...
Disable Account
Reset Password...

Advanced...

Check Names
cos
4

27 http://technet.microsoft.com/en-us/library/ff955646%28v=ws.10%29.aspx

EHREFSIER—EFERK MMC

$B1.  SHi%E: Start > Run = mmc.
T2
WIMIEFE BRI,

SERE, Ml “OK” .

TR} 3. CRIBAITFTR) o

A Certificate Templates. Certificates (Local Computer). Certification Authority (Local) 1 Enterprise PKI

7= Consolel - [Console Root]

E‘ Certificates (Local Computer)
[l Certification Authority (Local)
5 Enterprise PKI

File Acton View Favorites Window Help

L NEIEY

| Console Root Mame |
] Certificate Templates ] Certificate Templates

Cerﬁﬁcahes (Local Computer)
fé]Cerﬁﬁcaﬁon Authority (Local)
53 Enterprise PKI

More Actions »
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CiIscCO

$HRA4.

HE.

I

TRAE mme 1261 &, AT USRI o

BIEFTHNERIRIR
1%E#¥¢ Certificate Templates H- & ] “User” #AR o

File  Action  View

Favorites  Window  Help

| Console Root
[ Certificate Templates (nsp-1-cz | &) administrator

54 Enterprise PKI

{5 Certification Authority (Local)

& cEP Encryption

& code Signing

5 computer

3 Cross Certification Authority

3 Directory Emal Replicaton

& Domain Controler

) Domain Controller Authentication
5 EFS Recovery Agent

5 Enrolment Agent

3 Enroliment Agent (Computer)

) Exchange Signature Only
) Exchange User

E PSec

5 1pSec (Offine request)
3 Kerberos Authentication
3 key Recovery Agent

5 ocsp Response Signing
& rAs and 1aS Server

7 Exchange Enroliment Agent (Offine request)

Windows 2000 41
Windows 2000 3.1
Windows 2000 5.1

Windows Server 2003Ent...  105.0
windows Server 2003Ent... 1150

Windows 2000 41
Windows Server 2003Ent...  110.0
Windows 2000 6.1
Windows 2000 41
Windows 2000 5.1
windows 2000 41
Windows 2000 8.1
Windows 2000 7.1
Windows 2000 8.1
Windows 2000 7.1

Windows Server 2003Ent...  110.0
windows Server 2003Ent...  105.0
Windows Server 2008 Ent...  101.0
Windows Server 2003Ent...  101.0

Directory Servics Er

Client Authenticatio

Client Authenticatio
Key Recovery Agen
OCSP Signing

Client Authenticatio

Client Authenticatio
|

Template Display Name = [ Minimum Supported CAs | Version | Intended Purposes | Actions
Windows 2000 4.1 T —
] authenticated Session Windows 2000 3.1
H Basic 75 Windows 2000 3.1 More Actions
& byod Windows Server 2008Ent... 1005  Client Authenticato
) caExchange Windows Server 2003Ent... 1060  Private Key Archiva

Moare Actions »

] Root Certification Authority Windows 2000 5.1
5 Router (Offine request) Windows 2000 4.1
3 smartcard Logon Windows 2000 6.1
I smartcard User Windows 2000 w1
) subordinate Certification Authrity Windows 2000 5.1
% Trust List Signing Windows 2000 3.1
5 User Signature Only 4.1
3 web server All Tasks » 41
B Authentication = 03ENt.. 1010
q | a1l Properties
Using this template as a base, creates a template that supports Windows Server 200, Help

Enterprise) -

B 3.

pz- 3

A OK.

1EFE “Windows Server 2008 Enterprise”

(FEAR SR 7~ 7, 38 7] LA Windows Server 2003

uplicate Template

You can create certificate templates with advanced properties. However,
not all Windows Cas support all certificate template properties.Select the

version of Windows Server {minimum supparted CAs) for the duplicate

certificate template.

¢~ Windows Server 2003 Enterprise

% Windows Server 2008 Enterprise

Learn more about Certificate Template Versions.

MR A4 (FEASR IR a4 08 “byod” ) o
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General ZIF
$B,1.  7E Active Directory R AFUETS, Active Directory 2344 3 5 B Il d2 il 4% [F] 20
byodProperties —___________EAE|

Cryptography I Subject Mame | lesuance Reguirements
Superseded Templates | Bxtensions I Security I Server
General | Request Handiing

Template display name;

|byod

Minimum Supported CAs: Windows Server 2008 Erterprise

Template name:

|bvodTempIate
Validity period: Renewal period:
I 1 Iyears ﬂ I & Iweeks j

¥ Publish cerificate in Active Directory
[~ Do not automatically reenroll f a duplicate centficate exists in Active
Directory

For automatic renawal of smart card certfficates, use the existing key
if a new key cannct be created

oK || cancel | eply Help
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Request Handling &Ik

IR TR 5 5 4 FH T 25 44 A s (e S

$®1.  IHEUHEF “allow private key to be exported” , 750K HFRIC A “on-exportable” .
$}2.  RGELE HILRER BYOD HECHARE KIUET, FIiIHEHHIRIZLESE “enroll subject without

requiring any user input” .

byod Properties EE
Cryptography | Subject Name I lssuance Requirements I
Superseded Templates | BExdensions I Security I Server I
General Request Handling
Purpose: ISignature and encryption j

[T Delete revoked on expired certificates (donot archive]
¥ Include symmetric algorithms allowed by the subject
[ Archive subject’s encryption private key

r ze advanced Symmetic algonthm to send the key
b the Cb,

[ Allow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this cedfficate is used:

" Enroll subject without requiring any user input

" Prompt the user during enrollment

Prompt the user during enrollment and require user input when the
private key is used

ok |[ cancel | sopy Help
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Subject Name &7
$B1. &P “Supply in Request”

B WAL A2 Active Directory Fi 5 T A5t SCEP QUL F7 LU 4T3

Superseded Templates I Extensions I Security I Server
General | Request Handling
Cryptography Subject Name | Issuance Requiremerts

& Supply in the request

e subject information fram existing certificates far, autoenmaliment
renewal requests,

™ Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify cerificate administration.
Subject name farmat;

INDI‘IB j

™ Include e-mail name in subject name

Include this information in atemate subject name:
I~ E-mail name

[T DNS name

[~ | Weer prinicipal name [UPN]

[™ | Service principal name [SPN]

ok |[ cancel fpply Help




REViERIEEmR 'lcllls. (I:I(;l

Cryptography &I+
$B1. &P “Requests can use any provider available on the subject’s computer” .
byod Properties
Superseded Templates | Bxtensions I Security I Server I
General I Reguest Handling I
Cryptography | Subject Mame | lssuance Reguirements
Algorithm name: RSA -

Minirum key size: |-|.[|.24

Choose which cryptographic providers can be used for requests
{* Requests can use any provider available on the subject’s computer
" Requests must use one of the following providers:

Frowviders:

[IMicrosoft Software Key Storage Provider

Request hash: SHAT j

[" Use altemate signature format.
For more information about restrictions and compatibility click here.

ok |[ cancel | sprb Help
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Extensions &Ik

Applications Policies:

llllallh
CiIscCO

Wik Application Policies 356 B 5TRIBF R N & A—%L, 7 LBLsiidi Application Policies 1] “Edit” Al

“Add” I,

Cryptography I Subject Name I lssuance Reguirements
General | Request Handling
Superseded Templates Extensions Security | Server

To modify an extension, select it, and then click Edi.

Bxtensions included in this template:

DCert'rficate Template Information
Dlssuance Policies

Description of Application Policies:

Client Authertication A
Secure Email

Encrypting File System

byod Properties H

Apply

0K | Cancel |

Help

Edit Application Policies Extension [ x|

An application policy defines how a certificate can be
used.

Application policies:
Client Authentication
Encrypting File System
Secure Email

add.. | Edi. | Remove |

[~ Make this extension critical

o]

Cancel |
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B 2.  Basic Constraints

Ve TURAUE 5 BN R T 2w A& T IR 8:35 44 %

|
byod Properties 2| x|

Cryptography | Subject Name | lzsuance Requirements
General | Request Handling
Superseded Templates Extensions | Security | Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:
Dﬂpplica‘rion Policies
B, straints
DCertificate Template Information

Dlssuan-:e Policies

Key Usage
Edit... |
Description of Basic Constraints:
The subject is an end-entity. ;I

oK |[ Cancel |  Apoy Help

il Edit Basic Constraints Extension E

| The subject is an end-entity.

¥ Enable this extension
[~ Make this extension critical

[™ | D@not allow subject to jssue certificates to other Cis

OK I Cancel

©2015 B ARG AA
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B 3. Issuance Policies

PAZRBLE Issuance Policies, FoiF CA SEFRMUKIET) . LS “All issuance policies” -

byed Properties KFHE

Cryptography | Subject Name I lssuance Requirements
General | Request Handling
Superseded Templates Bxtensions | Security I Server

To modify an extension, select it, and then click Edit.

BExtensions included in this template:
|_|ﬂpp|ic:ation Policies

D Basic Constraints

DCert'rficate Template Information
.Issuance Policies

Key Usage

Description of Issuance Policies:

Cerificate policies are also known as issuance policies ;I
QK Cancel Apply Help

Edit Issuance Policies Extension E

An issuance policy describes the conditions under which
a cerfficate is issued.

lssuance policies:

All issuance policies

add. | Ed. | Renwe |

[~ Wake this extension critical

ok | cancel |

©2015 BRAZAF
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Security IR
TELLER 3 FAT T AN “Service Account User” , i H B A XHIE AR 1) Full Control AR . Z Hiiz41T SCEP i
SRR B A bk

$HB1. S Add.
$% 2. SCEP USER.

byod Properties H

Cryptography I Subject Name I lssuance Requirements
General I Request Handling
Superseded Templates I Bxtensions Security | Server

GI‘OIJEI or user names:

52, Everyone

Q?J.ﬂu.rthenticated Users

3; Administrator

‘3?‘ Domain Admins (BYQD1\Domain Admins)

‘3[ Domain Users (BYOD1\Domain Users)

Q?J Enterprise Admins (BYOD 1 \Enterprise Admins)

SCEP_USER (SCEP@&byod1.com)

Add. | Remove |
Permissions for SCEP_USER Allow Dery
Full Control O
Read O
Write O
Enrall O
Autoenroll O

For special permissions or advanced settings, click et |
Advanced.

Leam about access control and pemissions

ok |[ Cancel | mppy | Hen |

P ECHTRI A AR
B, BT ELTER AT RIBAR IR, B T REA IS AU SO FE R TR AR
SRR AR

$B1.  SFHiE: Server Manager = Roles = AD Certificate Authority = <your CA = Certificate Templates.

$]2. LS.
IR 3. S/i&E: New > Certificate Template to Issue.

B4 EEEFHE AR
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= Consolel - [Console Root\Certification Authority (Local)\byod-NSP-1-CA-SERVER-CA\Certificate Templates]
File  Action View Favorites Window Help | 18] =]
= | Hmla=|
| Console Root MName | Intended Purpose I Actions
| certificate Templates (nsp-1-ca-server.byod 1.com) | byod Client Authentication, Secure Email, Encry... [ygass s e o
Certificates (Local Computer) 5 web server Server Authentication :
(=l 5] Certification Authority (Local) 5] User Encrypting File System, Secure Email, Clien.. More Actions 4

byod-NSP-1-CA-SERVER-CA
~| Revoked Certificates

| Issued Certificates

| Pending Requests

| Failed Requests
B Ccrtificate Templatas
& Enterprise PKI

Hel

E Subordinate Certification Authority
) 1Psec (Offline request)

E EFS Recovery Agent

5] Domain Controller Authentication
Eomain Contraller

+rirar Ermail Danli-=4

View » [<EP Encryption

Mew Window from Here  PasicEFS
Irdministrator

MNew Taskpad View...

Refresh

Export List...

Help

HERS.

R
J0N

TP R A,

BB E BRI

EFAE L — 2D B AR
W12 Rl LR AR AT 7R T AR .

E Exchange Enroliment Agent (Offiine reg...

<All=

IF security IKE intermediate

Certificate Reguest Agent

File Recovery

Client Authentication, Server Authenticatio..
Client Authentication, Server Authentication
Directory Service Email Replication

Client Authentication, Server Authentication
Certificate Request Agent

Encrypting File System

Microsoft Trust List Signing, Encrypting File. .

SCEP AUA B NE AN IPSEC BRAR o 44 Z50Ks L 2SR A T8I ) FH P ASEAR

TR
$E]2.
BER3.

1217 regedit.

YR RIS AN 5 S — 8.

SMi%E: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptrography\MSCEP.
¥ EncryptionTemplate. GeneralPurposeTemplate 1 SignatureTemplate &5y UL b BT 61 & (1504 (1)
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&' Registry Editor

File

Edit View Favorites Help

=10l x|

o

| Classes ;I

| Clients
| Microsoft
- | JMETFramework
- . Active Setup
- ADS
- || Advanced INF Setup
- . ASP.NET
. Assistance
. BestPractices
. BidInterface
. Com3
. Command Processor

Cryptography
J AutoEnrollment

- . Calais

| CatalogDB
| CatDETempFiles

- | CertificateTemplateCache
-, Defaults
“ MSCEP

CAType
CertsInMYStore
EnforcePassword
PasswordVDir

L) . UseSinglePassword =
I 3 I

Name Type

| Data

ab] (Default) REG_SZ
ok

ab]SignatureTemplate  REG_SZ

(value not set)
byod
byod
byod

Computer\HKEY_LOCAL_MACHIMNE\SOFTWAREWicrosoft\CryptographyMSCEP

1% EnforcePassword i B AFH A “UseSinglePassword” & :

$B1. 21T regedit.
$B]2. FHiE: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptrography\MSCEP\UseSinglePassword .
SB3. BIZEMCN 0, UseSinglePassword Bl # % 8 AFE “07
$B4.  FHE: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Cryptrography\MSCEP\ EnforcePassword -

HIWE HIZEBCH 0, EnforcePassword B3k 5 B HE “0” .

©2015 BRAZAF
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Registry Editor

File Edit WView Favorites Help

=10l

| Classes ;I

| Clients

| Microsoft

- |, JNETFramewark

- . Active Setup

g’ ADS

| Advanced INF Setup
-l ALG

- || ASP.NET

- . Assistance

- || BestPractices

- | BidInterface

-1, coM3

- |, Command Processor
- 1. Cryptography

- . AutoEnrolment
B | Calais

----- . CatalogDB

, CatDBTempFiles
| CertificateTemplateCache
| Defaults

MSCEP

| CAType

, CertsInMYStore
\ECnforceP

., PasswordVDir

i | UseSinglePassword
-
< 4I_'l_I

Mame | Type | Data

3_‘_'](Default} REG_SZ {value not set)
T8|EnforcePassword  REG_DWORD 0x00000000 {0)

|Conwher¥—I{EY_LDCAL_MA[J—ﬂTE\SDFFWAREMaoso&\&wmg@yWS[EPEﬁxoePasmord

UseSinglePassword:

. Registry Editor
File Edit View Favorites Help

=10l x|

| Classes |
| Clients
| Microsoft
- JNETFramework
- 1. Active Setup
il ADs
I~ | Advanced INF Setup
- ALG
, ASP.MET
- Assistance
- |, BestPractices
- | BidInterface
-1, com3
- |, Command Processor
- . Cryptography
- | AutoEnrollment
B~ |y Calais
- | CatalogDB
- |, CatDBETempFiles
- | CertificateTemplateCache
E- |y Defaults
MSCEP
| CAType
) CertsInMYStore
, EnforcePassword
| PasswordVDir

i e o™

Mame | Type | Data

E_?J[Default} REG_SZ {value not set)
I;b']UseSingIePassword REG_DWORD 0x00000000 ()

|ComJter\[—l(EY_Lm&_m&mmwmomﬁpmmgadﬂvm[ﬂmmmud

©2015 BRAZAF



sl ol ]l
R&iL a1 iElaR CII S CIO .

HE6.  WREMARRAE AR mme 365, 1 RAF.
BT HHHANEDRS .

@ Eesem!




sl ol ]l
R&iL a1 iElaR CII S clo .

Mi5% B: Android 0 Play.Google.Com

39424, Android 5 A A~[E]

Android % % 75 2 AN AT 108 Devices F1/8% Windows F 7 SR . HEBor IR A&, BT BSR4 A Sk 7 W Ed
MK Android W& lC BIH R T ANESS, FrblAH M & Android B4 2 58 2 AH R o

BIAEOLT, Android B AN R BARRIEI N, 22k B 32 AR S S, 5
“play.google.com” . EAAT LK AL ISE fie B ONFEE 15 R 7 ABC A S (SPW) M, {HZ2 &K ZH F' 1 Android
WENSECE NGRS —FE(E A ISE. Ft, 5 Windows. MAC fi1i0S AN[H], Android 345 L ZRET

Vil ELER, AR5 BYOD MIAHLIE 3K 77 AL .

7 TrustSec MARIIA], ATRIAEMRZAE DT Google Play 14 FiI 1 /& TCP Al UDP it [1 5228, {HAE, HHG{EH
A3 Android W% IEHIZAT, XIEAH . 0l REIE T AT H =48 %0 1 8880 M HEAME R (EZRM% C: =
%) o P& Android FIFCE, RSV RESTERNHEH Pk “Internet” B¢ “Play Store” £,

3. MK SLI = A AIMLE im0

Android %15 ZIT I LESE E TCP #1 UDP %O

Google Play %15 74.125.00/16 TCP/UDP:5228
173.194.0.0/16 TCP/UDP:8889

HEE IR 74.125.00/16 UDP: 5228
173.194.0.0/16 TCP: FTfimO
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atfran]es
CISCO.

Mi5 C: BYOD ii#2

A4 10S Fl Android % %[ BYOD Jif2.

iOS use-case

Employee

HTTPS to the NSP Portal

RegisteredDevices

ISE sends CA

to endpoint for trust with OTA

User clicks register.

»
e

ISE sends Profile Service to iOS Device

Encrypted Profile Service:

@e

Install Profile

Device Registration
Profile Service

Signing Certificate.
npt-sica-byod.cisco.com

Device Enroliment

Device Enroliment Emwhsnm i

https://ISE:8905/auth/QT
CSR sent to ISE

bileConfi i

D

. SCEP to MS Cert Authority (i

Device Certificate Issued

Certificate sent to ISE J

ISE sends Device Certificate to iOS Device .E'n

CSR sent to ISE

CN = 74by 0
SAN = 00-0a-85-7F-de-06

Device Provisioning

SCEP to MS Cert Authority

6ddddcbf

Profil Installed

Certificate sent to ISE

=

SSID = CTS-CORP
EAP-TLS

e

Signing Certificate + User Certificate:
Wi-Fi Profile with EAP-TLS configured

/ User Certificate Issued
. CN = Employee

SAN = 00-0a-95-7f-de-06 S 2
®@a s
Signing Certificate
! ot afa-byod o com
»
Cenificates (3)

mwuu
x »

im
>
WW 3

Wi Network

W (BYOO-Dot 1x)
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NSP (Android use-case)

Employee
% $8iD= mp;OPen / CWA CWA Redirect / Redirect ACL = CWA

' Device Registration
Required state

User opens browser
Redirect to ISE for CWA

CWA login

CWA login / Redirect to NSP Portal

User clicks Register

= CoAto WLC Sample WLC ACL: NSP-ACL-Google Download SPW

® | permit udp any any dns

permiticp any <|SE_PSN>

deny ip any <internal_network>

permit tcp any 74.128.0.0 265.255.0.0
permit {cp any 173.194.0.0 255.255.0.0

-

deny ip any any.
mm
cisco
WiF Setup Assistant D User installs application and launches Device Provisioni ng
App sends request to http:[lDFGIauth/dls:sz Redirect Discovery to ISE
e ,_
ISE sends Device BYOD Profile to Android Device 23
"""""" e
/é'\ CSR sent to ISE SCEPtoMs Cert Authorty 372
K ISE sends User Certificate to Android Device Certifcats eatioiE # User Cert Issued
N\SSID = CTS-CORP / EAP-TLS s N =Employee
B B Connect using EAP-TLS SAN = 00-0a-95-7f-de-06
Access-Accept

RUN state
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MR D: &%

Cisco TrustSec 2 %::

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

W R ERE:
LB 51 325 31 9P 467

http://www.cisco.com/en/US/products/ps11640/products user guide list.html
xR EFR10S B BE10S XE B4 ER NX-0S MR AE 258, &S H LUK URL:

XFF Cisco Catalyst 2900 F 41|58l :
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides list.html

Xt Cisco Catalyst 3000 5 41|32 4L -
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

%FF Cisco Catalyst 3000-X F 335 Hebl:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

XtF Cisco Catalyst 4500 F 41|32 #eHL:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and configuration guides i
st.html

X Cisco Catalyst 6500 F 41|42 #ihL:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configuration quides list.
html

%t Cisco ASR 1000 Z 4155 5% .
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

X T BRI R ) 5

http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/quide/wlc_cg70MR1.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc_cg70MR1.html

