WA ZERESREEEIIEER Cisco ISE Fl ASA.
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Cisco ISE Fl ASA 5 CoA £k

fE T AR

ASCHE RIRIE B 3 IR S5 51 % (ISE) 3l I AT 2 RSVl € 2o RS HIBE J1. 72 ASA 9.2.1 RATLARY, %24
RASTHBEN) VPN 7 #8T5 ZEAE VPN HEAfi Bt A 52 Jey sk k4 OR 7 1) (9 2% 2 [8] 32 57 Inline Posture 9 54 (IPN). [ ASA
9.2.1 [k A, FRATBITEREBEHAAT HEME, ASA FI ISE WAEHETE L ARV PAT Z J5 K ik “SRIE R

SR 1) B T8 — N T IRAUE T (¥ ASA F1ISE f3E AP B2 1F .

A
[ Cisco ISE 1.2 4N 5 B s A
[ SRH ASDM 7.2(1) B kAR ASA 9.2.1
71 AnyConnect 3.1 MR 6 B & il A

O NACAUH 4x CEFA) 5 m i

P 2% 1

CoA \ -

AsA
AR
ST IR

IEIA PR

13

REITHRE

FEEM - &M

| Aavess |
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i} ASDM %1%} CoA BB ASA

ATRAE ASA FJRH CoA Tifg. it /53 ASDM & 7 imiE & FI 18 1) ASA.

ER: ATPATH CLIBCERTE T 4R 3], 4 7E “fH CLI &5 CoA BLE ASA 9.2.17 — i,

e B P 38 40 A B 43 I UE 7 =X

ASA WEFRIERANBRINRIEH, — N TRV (DefaultRAGroup), — M T L& F i (Default WEBVPNGroup).
TEARSCRYH, AT BIE—AHBREH, MmN COA. BATETFERE MM Iur 7, HEHER AT
RADIUS S50k ISE. 7£ VPN H 42 2 H A R ki, H AnyConnect i 51|21k I — 144 COA
RIRIE .

A K e SRR B EE M ACL (Jin#EH15138) , ISE ¥AEWIGHIT VPN =R, BEEHPEE T
GRS . AP GG, ISE (¥ HERE — AN A — A8 Ui BRI dACL (Bha&s5 315138

SB1: SHEEE (Configuration) IZFE TS W VPN (Remote Access VPN)> DML (& Fug) 15 H
(Network|[Client]Access)> > AnyConnect AL B U (AnyConnect Connection Profiles), EFFEN (Add).

W 2: 7f AnyConnect EHHL B 3/ (AnyConnect Connection Profiles) -

0O WANLHR: CGRfil: COA)
0 #ARL: Gefl: COA)

T —T— =
Add AnyConnect Connection Profile m
PE Narme: COA
[t Advanced
Aliases: Coa
wuthentication
Method: (@ ass () Certificate () Bath
Add Server Group: LOCAL -

Use LOCAL if Server Group fails

Client Address Assignment

DHCP Servers:

@ Mone () DHCPLink () DHCP Subret

Client Address Pools:
Client IPv6 Address Pools:

Default Group Palicy

- (e |

Group Policy:
(Following field is an attribute of the group policy selected above.)
|| Enable IPsec(IKEY2) client protocal
DMS Servers:
WINS Servers:

Domain Name:

Find: @ rext @ Previous

0K I [ Cancel ‘ { Help
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BB, 3: 1E “HIGIUE” (Authentication) o
ARSI A TSRS, 0] LIAE AAA. IEF (Certificate) BX P (Both) 2 [A] 347 £ .
O U7k CATRIGECE, RATEFAEH AAA

FER: WAL AEB S0 IIE, SUAE FifEeE FEH I AEN” (Use Authorize only mode).

O 1E “AAA RS 2541” (AAA Server Group) H: E#FEH (Manage)

0 ARGt — A% NECE AAA R334 (Configure AAA Server Groups) [ & 1, £ AAA R
43340 (AAA Server Groups) NIEFREIN (Add)

N AAA IREGFRARI TR ORBI: ISE)D

== H}i¥ (Protocol): RADIUS

s OIKEE (Accounting mode): Single (ERINKE)

s EHIOE AR I (Reactivation Mode): Depletion (ERIAE)

=s (A (Dead Time): 10 (ERINEE)
KRR E (Max Failed Attempts): 3 (BRIABEED

== g HES B IRETEKEHT (Enable interim accounting update)

== {E “ISE #MEHAT” (ISE Policy Enforcement) , % 75 HE j& FI Zh A% 4X (Enable dynamic
authorization)

VER: X5 ASA FRUZEHE (CoA)

e REABRARY 1700 S OANE), MdEIA (OK)
THREENRFEEE.

= Edit AAA Server Group

AAA Server Group:  ISE
Protocol: RADIUS

Accounking Mode: 5j eous  (* Single

Reactivation Mode: (¢ Depletion " Timed

Dead Time: | 10 minutes
Max Failed Attempts: |3
[v Enable interim accounting update

Update Interval: | 24 Hours

[~ Enable Active Directory Agent mode

I5E Policy Enfiorcement
[v Enable dynamic authorization

Dynamic Authorization Port: I 1700
[T Use authorizion only mode (no common password configuration required)

¥PN3K Compatibility Option

0K I Cancel Help

<4

ISE 1.2 %M " 5/ASA Fl CoA #)kf5



0 S E/RHOIEN) ISE AAA RS 454, TEFTEA P KRS (Server in the Selected Group) ik
AN (Add)

B OHHK (Interface Name): iEFF ]34z ISE RSS2 A 42 1
RS AR A FRE IP Hudik (Server Name or IP Address): X /& ISE iR 4525 1P kit
== A (Timeout): 10 % (10 seconds) (ERINEED

s RS ES S BIGENG [ (Server Authentication Port): 1645 (BRINXE) SCHF 1812

wn RS ECMK R K (Server Accounting Port): 1646 (ERIABEE) HF 1813

w=  EHiRAFF (Retry Interval): 10 #> (10 seconds) (ERINKEE)

wn REEEE A (Server Secret Key): il N— M 5K 7E ISE B & 46 75 Hh H 3 10 8205

= %S (Common Password):

== ACL T4 %% (ACL Netmask Converter): #51fE (Standard) (ERIANEE)D
== 7 Microsoft CHAPv2 (Microsoft CHAPv2 Capable): J& F (ERINIKED

= EPHR (OK), RJEHKIERRE (OK) L2 E AAA IRE 284 (Configure AAA Server
Groups) #HHE, [ E¥R I AnyConnect E8:AC B X4 (Add AnyConnect Connection

Profile) # HAE
[ Configure AAA Server Groups . ) X_ J
AbA Server Groups
Server Group Protocol Accounting Mode  Reactivation Mode  Dead Time  Max Failed Attempts Add
RADIUS Single Depletion 10 3
RADIUS Single Cepletion 10 3
LOCAL Delete
Eind: | @ Add AsA Server e e
Servers in the Self | Server Group: ?SE )
Interface Name: InsideSideCOA l add ]
Server Name or : :
Server Name or IP Address: 192.168.4.10 =
al
Timeout: 10 | seconds
Delete
RADIUS Parameters -
\ |
Server Authentication Port: | 1645 | e
Server Accounting Port: 1646 Move Down
Retry Interval: :I.G seconds "' Test
Eind: 1 Server Secret Key: sssssscss|
m Common Password: .
ACL Netmask Convert: | Standard v

Find:

I SOI Messages

Microsoft CHAPY2 Capable: [¥]

Message Table ¥

ISE 1.2 % T 5/ASA F CoA $E KI5



BB 4: 1E KPP umiibk L7 (Client Address Assignment) T o
0 ikt (Client Address Pools): 4;At#H MY VPN IP itk

SBES: fE “BRINALRIE” (Default Group Policy) .
O U (Group Policy): EFEAH N 2 SR HE
O JHH SSL 8t IKEv2 Bhift, sRIAI o FHFi

O  DNS filk55%5% (DNS Servers): X% DNS JI|x 55 25K #1515 AnyConnect % F b £ 7B ARG
FIF-fi# 4T ISE %5 %% 1P Huhik /) DNS IR 55 %%

- e T——
8 Add AnyConnect Connection Profile
- e e e e oShs  Smes S — —— 1
[  Name: coa ,
- advanced
Aliases: COA
Authentication
Mathod: Q) Ahs Certificate () Both
Adg Server Group: ISE ': Manage... |

|7 1Use LOCAL if Server Group falls

Client address Assignment

|| DHCP Servers:
Q@ None (T)DHCPLink (7)) DHCP Subnet
Client Address Pooks:  |COAIRPOOL  Select.,,
f Client IPv6 Address Pools: ~ Select...
f Default Group Policy
Group Policy: DfitGrpPolicy * | | Manage...

(Following field is an attribute of the group policy selected sbaove.)
|| Enable SSL VPN client protocol
|| Enable IPsec(IKEv2) client protocol
DNS Servers:  192.169.4.5

WINS Servers:

Domain Name:

Find: @ next @ Previous

(- i . l

— —— — — |

O  fE “#E#:” (Connection) FLE X+, I “mek” (Advance) I, ¥ “IchK” (Accounting) i
B Jy¥R ) ISE

=y Edit AnyConnect Connection Profile: C

i-Basic Server Group; isa v Manage...
[=h-Advanced EmE TR R R

General

~Client Addressing
-authentication
~Secondary Authent
-Autharization

E-----Grc:up Alias/Group

0 EEHE (OK) FRLH (Apply) LAN 1 10 &

ISE 1.2 #M 1" 5/ASA 1 CoA S /4575 7



RERTZEREEERK ACL

S 1. SHZERE (Configuration) >>B5 k3% (Firewall) > > &2 (Advanced) >>ACL 3% (ACL
Manager), EF#IN ACL (Add ACL).

BB 2: ACL #FK: HiAN ACL ViRIBR, 1k B LA FAGHEAT 2 2P, IRBIZ R “redirect”

PB3: BB ACL, W0 ACE Wi, F % F sttt 248 v AR UL R HB B A AT E 1 &
48, (eI, FUU 1 A2 SoUF NAC KBLEATHT ISE fR&s4%, FUU 3 $24it AD/DNS, HLN| 4 F1 5 FEAEFHRATH AV
F1 Microsoft T AR S5 23 B0 V7 AL PR, I 6 & o VF 5 5E 18] fr A HL At & 10 /0 ¥F HTTP.

# Enabled Source ... ... Destination ... Service Action ... Description
1 W  @any 8 192.168.1.10 st 8905 © Deny swiss
2 V¥ @ any 2 192.168.1.10 1 5005 @ Deny swiss
3 ¥ @ any & 192.168.1.5 ¢ domain © Deny DNS Server
4 V¥ @ any & 192.168.1.15 I ip @ Deny AV Server
5 V¥ @ ary & 192.168.1.20 ®ip @ Deny Microsoft Patch Server
] ¥ @ ary @ any 1 hitp o Permit Allow for redirect

R ISE ERERS IR ISE K%K dACL HU%F € P 47 AR

ISE 1.2 % T 5/ASA F CoA $E KI5



f#F CLI £ %} CoA BLE ASA

A ANHTTECE CoA I ASA HIAr4 AT 7L 1H
B 1: 004 AAA RS-SR4,

o ASA>en
PaSSWOI'd: sk skoskoskoskoskosk ko
ASA# conf't
ASA(config)# aaa-server ISE protocol radius ASA(config-aaa-
server-group)# interim-accounting-update ASA(config-aaa-
server-group)# dynamic-authorization ASA(config-aaa-server-
group)# aaa-server ISE host 192.168.4.10 ASA(config-aaa-
server-host)# timeout 21 ASA(config-aaa-server-host)# key
sk skeoske sk sk skoskoskok ok
ASA(config-aaa-server-host)#
exit ASA(config)#

BB 2: QI RABAEG RSP IV M FIER . 1B b B i AT A 5 TR 7 R v R 3R . 7R %
B, AT IR EPRH)E] DNS. ISE. AV k4583 F1 Microsoft Patch Management ) AD. 5 HLE L 241k )5,

I ACL ¥1E CoA ARG #: 55— DACL A& R. fEA SRS, F-ATE L ACL #7M redirect, FRRE/EFH/SHCE ISE

A i ACL.

o  ASA(config)# access-list redirect remark exclude ISE server

ASA(config)# access-list redirect extended deny ip any4 host 192.168.4.10 (hostname/IP of ISE server)
ASA(config)# access-list redirect remark exclude DNS server

ASA(config)# access-list redirect extended deny ip any4 host 192.168.4.5 (hostname/IP of DNS server)
ASA(config)# access-list redirect remark redirect all other traffic

ASA(config)# access-list redirect permit ip any4 any4

IR 3. QUEEBFE LA IS VPN IP Hibib Al AAA 55454

o ASA(config)# tunnel-group “CoA” type remote-access
ASA(config)# tunnel-group “CoA” general-attributes
ASA(config-tunnel-general}# address-pool add in your “IP pool address” ASA(config-tunnel-
general J# authentication-server-group add in your “ISE server group name” ASA(config-
tunnel-general)# accounting-server-group add in your “ISE server group name” ASA(config-
tunnel-general }# default-group-policy add in your “Group Policy” ASA(config-tunnel-
general J#exit
ASA(config)# tunnel-group “COA” webvpn-attributes
ASA(config-tunnel-webvpn)# group-alias “COA”
enabled ASA(config-tunnel-webvpn)# exit
ASA(config)# exit
ASA# write
memory
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EI 5T CoA L & ISE

A ASA BB &%H

PAVTHE G F A ISE =i &, FHRTATIIM LS B4 HAMIRATNT ASA. AL E 7TVF ISE A1 ASA JEit
RADIUS #1781

FH1:. SHEEHER (Administrator)> > MK BIE (Network Resources)> > 4% % % (Network Devices), 1E#
I (Add).

AR (Name): NI ASA 14 F%

ViBH (Description): R ¥EFE7Z N1 B

IP Hiht (IP Address): ¥31 ASA ) TP Mkt

A B HEAEYR B (Authentication Settings) 41757 L

w= JEEERAH (Shared Secret): fiiA54 ASA G2 FIMIA L EEH,

O O O O

BB 2: EHIRAL (Submit).

Metwork Devices List = ASA

Network Devices
” NBI"r'IE| ASA |

Description| ]

* IP Address: [ 192.168.4.1 | 132 ]

Mo ame T~}
Software Vermnljl

* Network Device Group

Location| aj Locations O | | SetTo Default
Device T-.fpe[vp" © | Set To Default

'+ authentication Settings

Enable Authentication Settings
Protocol RADIUS
* Shared Secret | yasssssce Show

ISE 1.2 %M " 5/ASA Fl CoA #)kf5



N ISE “Z 4IRS AC B R A

%83 ISE ©ANA Active Directory Id% il %%, A SRR 5 A 2H2L{8 ISE 1 ASA Jfiid RADIUS #4738 (5 DL AT &
BrIE, R HORLL D IR

XTI R e A A, FATHE A g ] 61 2 SN LUK ISE NAC AUBE %23 /E Windows 7 R 45 L IF 930 fF4h

1T ZARAS RIS A .

ASA KB Sy AR R AL R ISE, I H I B 43 56 VIE S0 B 78 6 P HEAT B 03 S0 E N AR 1 B3 U AE A 151
o, RATESE T COA B, XRZFATM Active Directory.

AT, BATRZERNA A EFAAE G A QRS SR)5 ISE Fdk Tix se ok BUG SR HEIX 3] ASA. TEAMHSR
B, S ISE ik E THENL & RURE, el e R mw g, FRATE N B — AN Skms LR s B P N aFRAT]
] ISE NAC ARHE . Wi A2 a0, FRATKHERE 52 25 I BUFR 1) ISE R0 o

[[W=R=grig Al
ST SHEFREE (Policy)> > F KL (Authentication).

s SREERA (Policy Type): &+ “fH.” (Simple) BE “Z&TH” (Rule Based)

= LY AR (Network Access Service): 1EHF 75138 FAK LB RFHIHMX (Allowed
Protocols)> > ERIA 41 ] (Default Network Access)

== HE (Identity Source): %M Active Directory 8, (7nff]: Corp AD)
= SHRFE (Save)

Authentication Policy
Define the Authentication Policy by selecting the protocolk that ISE should use to com
Policy Type (@) Simple () Rule-Based

Network Access Service| Alowed Protocol ; Default Networ... |

Identity Source| CorpAD| @]

Options
If authentication faied
If user not fnund
If process faied

Mote: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option & selected in these cases, requests will be rejected.

Save Reset

ISE 1.2 %M ]" 5/ASA Fil CoA HjFa ™ 11



EEE R
£I% Posture-Unknown 214
SB1 S 2 5KME (Policy)> D SKBEEE (Policy Elements)> > %14 (Conditions).
B2 MKIKIE AL (Authorization)> > Hj B2 (Simple Condition), A /5EFEIRMN (Add).
s ZFR (Name): $Efi—/N4FK ORf: posture-unknown)

»= i (Description): JA3RNEFEAL ]

== B (Attribute): £iF (Session)>D>EEIRE (Posture) | IBEFF (Operator):
A4&TF (Not Equals) | {E (Value): &% (Compliant)

w EIFIRAT (Submit)

Authorization Simple Conditions
i Name{ bosture-unknown

Description
* attribute * Operator * 4 alue
|SessiDn:PDstureStatus | | Mot Equals v| |Cc:mp|iant

£1J# Posture-Compliant %14
$H1 S 2 5KME (Policy)> > SKBEEE (Policy Elements)> > %14 (Conditions).

o IRIKIEFAZA (Authorization)> > E B2 (Simple Condition), X5 EFIRM (Add).
== ZF (Name): $REE—A4FK ORI posture-compliant)
== Pl (Description): Jy3RHEFRALLLHA

= B (Attribute): 2iF (Session) D> ZEIRES (Posture) | BHESF (Operator): ZTF (Equal) |
B (Value): &3 (Compliant)

 EFERAT (Submit)

Authorization simple Conditions
* Name| posture-cormpliant

Description
* attribute * Operator *yalue
Session:PostureStatus | | Equals r| iCDmpIiantl

ISE 1.2 %M ]" 5/ASA Fil CoA HjFa ™ 12



ST VPN E 52 M 25U B 34

IS B I ER AT ASA L AUZE redirect ACL, FH{#F 7 Bew8 2% NAC % )i . redirect ACL 7] et &
FHRAT AV RSS2 8 WSUS A PR T AR

BF: SHZEERE (Policy)>>RIFE R (Policy Elements)>->%5 3 (Results)

o MEMAKIRIEFEIZI (Authorization)> D>FFAELE L (Authorization Profiles), 2R )5 %4 (Add)
== ZFK (Name): Posture-Remediation
»= 5B (Description): 7%
sn 5 2KA (Access type): ACCESS ACCEPT

s E “H WATS” (Common Tasks) T, #H Web EEF (Web Redirection), A5 M FHi
YR PIEERZPRAR (Z2IRE) (Client Provisioning [Posture]). & ACL F%i4IHE
redirect. (redirect &M IEASCRYHFIET— 19 7E ASA FEI#E# ) ACL. ACL HEH S
AKXy KNG, 215 ASA ACL EA1E 1N 2 HHILESD

HER: HATE ASA &t ) DNS ikEMT ISE ENAMITEN T, 4 FEZ R T2,

w 7E CEBJEMERE” (Advanced Attributes Settings) T, fKIKIEF: Cisco-VPN3000>->
CVPN300/ASA/PIX7.x-Primary-DNS. 7E{HAEH, $EALREW AT ISE T M4 1) DNS %%
B TP Hhuht.

i EREE (DNSIP % HERSM , Rz Bon 5 NHE SR B RS R (Attributes Detail).

NE PP RIS U5 5§24 53 (dACL)
dACL £ — M FE AR MG F 7 10 7241 1) 2%
BF: SHEREE (Policy)>> RIS E R (Policy Elements)>>45 R (Results)
o MZEMMKIKIEFIZI (Authorization)>> T F#, ACL (Downloadable ACLs), A5k FEEIN (Add)
= ZFR (Name): HIA—A4F ORfl: Posture-Compliant)
== i8] (Description): IR[E]F)ZREIRE S (Posture status returned compliant)

»= DACL P % (DACL Content): permit ip any any
= EFERAT (Submit)

ISE 1.2 %M ]" 5/ASA Fil CoA HjFa ™ 13



NERF PRI ERAUREE
dACL #5462 O hi@ it ISE NAC R EL % 4R SVPAG 0 VPN F 7.
BF: SHEREE (Policy)>> RIS E R (Policy Elements)>>45 R (Results)
o MIEMARIGEFEARZAIN (Authorization)> > FANELE S A (Authorization Profiles), A5 1EFHRIN (Add)

%K (Name): Posture-compliant

VB (Description): F P& # (User is compliant)

5 1a) 287 (Access type): ACCESS_ACCEPT

£ “H WATS5” (Common Tasks) T, Ji fl DACL &% (DACL Name) J M T 4751 3 ik %

Posture-Compliant.

1% 3RAZ (Submit)

Access Type = ACCESS ACCEPT

DACL = Posture-Cornpliant

ARFFEE R ZE RSB R PR
B SHZEERE (Policy)> > (Authorization)

TER TSR 1 “dm” (Bdit) #1550, ST EkE LT EAFHN (Insert New
Rule Above)

H 42 FR (Rule Name): Posture-Remediation
Any: Any
%1 (Condition): M EHEIFIIA %1, EFEXMELIK, )5 FHE M HEEM (Simple

Conditions)>->posture-unknown
IR (Permissions): #R¥E (Standard)=> - posture-remediation
m i SR (Done), A5 Hdi fRFF (Save)

NERZERS IR

TERCITHEAEN _F i “4iiR” (Bdit) #%481105530, mbERE T ABAF M (Insert New Rule
Below)

M ZFX (Rule Name): Posture-Compliant
Any: Any
ZAF (Condition): MPEHIEFFINA &MF, EIFFEMELIK, R5 SH 2 FEZMA (Simple

Conditions)->-> posture-compliant
PR (Permissions): #R#E (Standard)=> - posture-compliant
HFSERE (Done), ZRJ5 i T {R7F (Save)

ISE 1.2 %M " 5/ASA Fl CoA #)kf5
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M B 8B 1 2 R A AR

ISE A 2 Fi& AT Windows [FJREE, o —AMERT AR EENTEMNL L, 55— — kP Web fREE. ISE 3¢
FFIH 7] MAC 1 NAC 10,

ARFEAP U E ISE NAC AREEAIAL B FEA M 2 4IRS . 25—25, BT LLEFFahfc B skil ISE Hah T
ISE NAC fRELAIE FIAER . & HUSEHLGL 5 8T I A 07 5 S8, N5 SIS I ) 468 1 2% 7 it 1 i SRS PP DA (R IE 24
) & i PP A

AR T “HBI TR (Automatic Download), X F]E M1 S Bl A7 o BB ISE. FEAE A S2 41 ey, SRmE 61 T
BT RO i NAC ARFLLLCE ] T Windows REEM A M (FEASCHEIN ) ARz L.

T B2 /7 o R P B U

B SHIEEE (Policy)>>% R (Results)
R REFE P IGIERED (Client Provisioning)> > %R (Resources), X5 iEFEEHM (Add)

FEE: EFRM Add) J5, RESNEIRIA P AUER, SIXFANERE, ERIEE R ISE S 2k A0
7. R EAE ISE HAI T, 1532 EHE (Administration)> > ¥ B (Settings)>>%& F i A AC (Client
Provisioning) J7£ FHi 5 & Pk “FH E3) F#” (Enable Automatic Download) 5731113 Fi (Enable).

Resources

pe [Fada <] G X

[(] Name Type Version
(] ComplianceModule 3.6.8323.2 ComplianceModule 3.6.8323.2
(] NACAgent49.4.3 NACAgent 4943

ISE 1.2 %M " 5/ASA Fl CoA #)kf5
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e B2 ) i VR B SR

BRF: UK (Policy)>>% F¥giEEC (Client Provisioning)
== P4 FR (Rule Name): #iAN—%FK (73f5]: Windows-nac-download)
»s  5{}4H (Identity Groups): Any
"= £ RY (Operating System): £+ Windows 1/ R48 (A i%% T Windows Al
ws  H A2 F (Other Conditions): N/A
e 25 (Results):
== . NACAgent 4.x
== il E Y (Profile): N/A
== SHEB (Compliance Module): ComplianceModule 3.x
A HoAl T BOSCR B BN ICE

o fR¥F (Save)
B8 WindowsMAC Arvy Windows Al Condition(s) NACAgent 4.9.4.3 And
ComplianceModule
3.6.8323.2

ISE 1.2 %M " 5/ASA Fl CoA #)kf5
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Me B 22 RS EOR

AR ELRE SUATE VI T U7 0] L AT E T AT R A I 7 1h . AEARME R, AT AR AR 1)
IKER o 830 W] LA B4 7 793 25 28 iy LA R bt R 8 R TS ©R H o
BF: SHiEEE (Policy)>>RIFER (Policy Elements)>-> 2% fF (Conditions)
o MM ZE R AR IR LR ARTS (Posture)> D% AE (File Condition), 4R/ EEERN (Add)

== ZFK (Name): CompanyWaterMark

wn Y {EB4E (File Path): Absolute Path, C:\Watermark.txt

»s 357 (File Type): FileExistence

s UAEIEHSF (File Operator): {77F (Exists)

s PE R (Operating System): Windows All

Posture File Conditions List > Mew File Condition
File Condition
( p) I |
= * Name | CompanyWaterMark
G~ =~ "
i= File Condition Demﬁml ]
i= Registry Condition * File Path [ ABSOLUTE_PATH v [c\watermark.o i
i= Application Condition
= Service Condition File ‘I'voe| FileExistence -]
i= Compound Condition * Fle Operator| Exists = |
i= AV Compound Condition
i= AS Compound Condition
i= Dictionary Simple Condition * Operating System [0 Operating System = |
i= Dictionary Compound Condition s
&S | concel | i [Windows Al 0] = 4
e = 3 's

ISE 1.2 %M T 5/ASA 1 CoA #4575



AR ERTER

WAEZ RS FA CICETE R, A7 EHG HAR & A2l I w9 45 15 o) A PR ) 2 0 7 AT (1) 22 RS R A
AL EGIF, JATR@E 7 A ENAEM, JriE2iEE NAC RBELAE— % BBV SR E R & 2T
U6, ARJE RSO Watermark. txt ST INRIAH N ) H 3.

o BF: SHNIEIREE (Policy)> > SREEEZE (Policy Elements)> > 45 R (Results)

R SE R R IR IE B R AERE (Posture)> D ER (Requirements), A J5iEFE “gifE” (Edit) 5L T Hi
BRI FEIENFTESR (Insert new Requirement)

== ¥ (Name): Findfile

== P{E RS (Operating System): Windows All

mx %Af (Condition): FH & X (User Defined) SCf4:4kf4 (File Condition) CompanyWaterMark
s 255 HAE (Remediation Actions): {Nfg B LA (Message Text Only)

== B HIME B (Message informing the User): & C:\Watermark.txt SC2E, 15 FHINZ S0
(You’re missing C:\Watermark.txt please add back the file)

o R5ER (Done), )5 T IRTE (Save)

findfie Windows Al file Message Text Only

BIBEN T FTHE Windows 2355 [ L ERA FKHE
ARATBATHE R A FE R A — A2 IR SRS, ISE NAC ARELEE A FH 12 5 W 7E 00 2% 3% 32 3R] 30 A7 VA
BF: SHIZEIREE (Policy)> > ZEMRA (Posture)
= 4K (Name): Findfile
== G {34 (Identity Groups): Any
== PB{E R4 (Operating System): Windows All
== HABZA}: (Other Condition): <BiZ>

== F3R (Requirements): findfile
S SERL (Done), SR)5 s RFF (Save)

P | findfile Ary Windows Al Select Condition findifile

ISE 1.2 %M ]" 5/ASA Fil CoA HjFa ™ 18



A

ERE VPN & P i

F ¥ ASA 1 ISE H &

EFXT CoA FLE U ISE A1 ASA Jf HC & IF 2 4IRS R U E o\ H ) Watermark.txt f&, HIEZR{Fi#EIT VPN
BRI T . ARG G, &g —& K% Watermark.txt R INE] ¢\ H 7% Windows 7 i+ AL. NAC #44) ISE

e 2 um RIS
A o

FATHAE ASA CLI AT ISE #AUAL T (CoA) il 5 Ma 45 i RS o

Rl a L E R R ASA KR

SB1 EHD] ASA ki,

TEIE % P i PC )3 3) AnyConnect VPN AR IR &£ 3] CUEFXT CoA AL E 1717 ASA.

"_BJ Cisco AnyConnect | asa.local

Please enter your username and password.

(]

Group: lCDA

)

Username; paul

Password: |

Cancel

ISE 1.2 %M " 5/ASA Fl CoA #)kf5

¥ Cisco AnyConnect Secure Mobility Client

[ — Flease enter your username and password,

asa.local

i:;iEliS@”i

ISE Ke BRI VT I AR, I 5 kA e AN S . HP K 75 206 Watermark. txt ZRI1E] ¢\ HA &
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NAC RIS — s, SaRRENEH.
E=REcl =<

Cancel About

Cisco NAC Agent

il
cisco Cisco NAC Agent

' Q’ Temporary Network Access 00:07:55 left

There is at least one mandatory requirement failing. You are required to update your system

before you can access the network.

rl| | Show Details

System Check Complete

BB2  SEVEAME RSB AR . FEAGIFR, FRAIE o\ B3t Watermark.txt CCPEER) .
=Rl =<

Cisco NAC Agent

il
cisco Cisco NAC Agent

Q’ Temporary Network Access 00:07:37 left

Security Compliance Summary
Scan Result Requirement Name

@Mandatow File-Requirement

System Check Complete

20
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BB i “FUERTEAIE S (Hide Details), 25 rith “42E” (Repair) %4l LA REHRKEIEG, RADAER

W o 5 S 2 A5 B ELE AT P 8 Watermark.txt 7RI E] ¢\ H 3%

'€ Cisco NAC Agent = =

Cancel About

il
cisco Cisco NAC Agent

Q4§ Temporary Network Access 00:07:55 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

| Show Details

System Check Complete

BE ASA CLI

A b T AR S HUIRASE, ISE KA ASA E ¥ redirect ACL. 7E ASA W13 CLI #&78, iz4T sh vpn-sessiondb

detail anyconnect. %2 &I ISE T IA] T 77 B 28 73 Be — > 21 1D

ISE 1.2 ¥M]" 5/ASA il CoA #5351
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ISE NiZ 2343 fic 1 FC B 1 redirect ACL CARFEFAZERTI CA At infificE D « Wi NAC AREMEZ 1T 2% 23,
%25 HA E ¥ Watermark.txt TRINE] ¢\ H %8008 5 5 A4 28— 1 dACL.

% Watermark.txt IR IN2| Ko EH PR
SB1. flE—4 N Watermark.txt B0, B HARFELRK o\ B3,

|r_". » Computer » Local Disk (C:) » | watermark.tet

B2, ¥ watermark.txt YINE] ¢\ H3JE, M NAC REEFES: “FHHH#” (Re-Scan).
Cisco NAC Agent '“i-El_E

Cancel About

‘Cisco NAC Agent

(.') Temporary Network Access 00:07:16 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

Pleaze create a Watermark ted file in your ¢\

Remediating System

ISE 1.2 %M ]" 5/ASA Fil CoA HjFa ™ 22



NAC K334 watermark.txt SCHH,  F ) B P 458 45 WX 257 I BUFR o

@ Cisce NAC Agent ':'_l =l

lllllllll : About
cisco Cisco NAC Agent

Your device conforms with all the security policies for this protected network

MNAC Process Completed

BFH ASACLI M ISE HE

PUE & & M5, ISE 226 permit ip 24 any any () dACL #Ei%E] ASA L. £ ASA #JiH CLI #&/R, 1847 sh
vpn-sessiondb detail anyconnect. &2 &K I ISE C[H] T 77 fl 7 19 285t 73 Bie ¥ 9 dACL o

Fublic IP

ISE 1.2 %M " 5/ASA Fl CoA #)kf5
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EE ISEREHE

B S EBE (Operations)>> KL (Authentications), &N AEFE ) & MAEG IR
(posture-remediation) A il %2 4R A G HUIRE (permit-ALL-dACL)

M Authentications | i~ Reports k@ Endpont Protection Service

Misconfigured Supplicants ¢ Misconfigured Network Devices ' RADIUS Drops © Client Stopped Responding * Repeat Counter '*
0 0 0 0 0
[5] Show Live Sessions 4G+ Add or Remove Columns ~ @ Refresh Refresh | Every 1 minute  ~| Show | Latest 20 records | within| Last 24 ho
e - g Repeat Identiy {Endpont D Endpoint Profie  Network Device  Device Port | Authorzation Profies |
I o | I il I L J

2014-06-12 14:25:24.950 a 10.86.95.177 ASA permit-ALL-dACL
2014-06-1214:25:24.950 B g [ #ACSACL? 1P PERMIT_ALL_TRAFFICSIer7dbl | ASA
2014-06-12 14:25:22.927 @ g 0 paul 10.86.95.177
2014-06-12 14:19:15.040 a paul 10.86.95.177 ASA posture-remediation

ISE 1.2 %M T 5/ASA 1 CoA #4575
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A

5 TR

http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx. html#pgfld-42231

http://www.cisco.com/c/en/us/td/docs/security/asa/asa92/release/notes/asarn92 . html

ISE 1.2 %M T 5/ASA 1 CoA #4575
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