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Switch / AP-WLC

+ Switch configured for
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(1) WLC w/ MAC 4 e
Filtering enabled

», First authentication session
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. AuthC success; AuthZ for unknown user returned:
MAB ( 3 ) Redirectffilter ACL, portal URL
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(&)
Host Opens Browser — Switch redirects browser to ISE CWA page
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Flex Auth: If host not found &/ :
(MAB lookup fails), then . :
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C3750X (config) #ip access-list ext ACL-WEBAUTH-REDIRECT

C3750X (config-ext-nacl) #remark explicitly deny DNS from being redirected to address a bug
C3750X (config-ext-nacl) #deny udp any any eq 53

C3750X (config-ext-nacl) #remark redirect all applicable traffic to the ISE Server

C3750X (config-ext-nacl) #fpermit tcp any any eq 80

C3750X (config-ext-nacl) #permit tcp any any eq 443

C3750X (config-ext-nacl) #remark all other traffic will be implicitly denied from the
redirection

Cisco ISE fer BN A EBIERIAMLEER ACL. HNESERM (VSA) 7 ISE FE X AEMNE
BXHH—#D. b ACL ZEIIENIRAINEEEE ISE A FHITEFR Web BMHKIF (CWA) HIRE.

AE Web SMHEILEH, BAHEEENXEL DHCP 1 DNS SEHAMLRESEGIFRME. FAtt, NEEEE
DHCP #1 DNS jii&. ACL #H deny udp any any eq 53 iEAfE R B4 53 YA SRR Y
(UDP) MEMEZER, Hitt, EHIEEHE DNS BRSZ1HRIBR.

I ATHAEIR, BRXBISEER DNS RE. TR EZE I HERIRI A EEER DNS RE.

BREBNAFEVIFREANERS, EEFEETEERE ENMAEMNEZRE. ACL 1 permittcp any any
eq 80 1 permittcp any any eq 443 IEAIERAHAEEE HTTP # HTTPS iE. MEMNEZEEEIR URL 7
F— VSA HEN, FoEREHHFHITIVIE,
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1. CiscoWLC EHIEE[E ACL

CiscoWLC tmIEEE ACL a8 ACL-WEBAUTH-REDIRECT, D 4R 55 BLEMN—E%. Itk ACL &

\ —
MATETR.
K 4 - LRSS BT Web SHBUIERT ACL
Security Access Control Lists > Edit
v AAA
General General
= RADIUS
Authentication Access List Name ACL-WEBAUTH-REDIRECT
Accounting
Fallback Deny Counters 879
» TACACS+
LDAP Destination
Local Net Users Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Numbe)
MAC Filtering . 0.0.0.0 /  0.0.00 !
Dicabled Clionts ™=y 1 Permit 0000 0000 UDP DNS Any Any  Any 41
User Login Policies 0.0.0.0 /  0.0.0.0 /
AP Policies 2 Permit 0.0.0.0 0.0.0.0 uce Any NS Any  Any 74
Password Policies o .
3 P t 10.1.100.3 /  0.0.00 ! A A A A A 0
ermi n n ) n m
PR = 255.255.255.255  0.0.0.0 v v v y Y
¥ Priority Order 0.0.0.0 / 10.1.100.3 /
4 Permit Any Any Any Any  Any o
} Certificate 0.0.0.0 255.255.255.255
¥ Access Control Lists
Access Control Lists

MR ZIEER ACL 5 WLC EE[E ACL Mit%, NeFRER. H1EAIEA deny udp any any eq
53 EIEAELZ A EEED DNS FRE, m7E WLC LENx DNS REE A 1FiRE. XEFA WLC EHEED
ACL REB#MIL ACL. EI, ACL #MNXfFiE4an DNS Fi7imE ISE (10.1.100.3) HMiRE% Airning B G
HIFiEa. TMEMREFHERNIERIEAHEK, FEEEME ISE PEBERNETM URL. 3 ISE #iTIZET
BXHRE VSA B, B=iEAL ACL.
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EERZEYA CiscoWLC MM MIREIELEEE M) ACL ACL-WEBAUTH-REDIRECT.,
EE[E ACL £ ISE ENBLESCHHENR VSA #HITEA.
MEBNEHRTEEA URL 7£ ISE EREE SHHIEFETEA VSA.

HERMH EENLEER ACL B, ELEFASERNAEBHITEER, MAFEASEEREER
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WLC EHIEZERE ACL RZ&BMEL ACL. RIFEARRRNMEBHAITEER, MERLETSE
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WEBAUTH #J ISE 2 EL & SR TR FTR o

5-1ISE 5% 3L[f) WebAuth B BAIE L & S 1F
Authorization Profiles > WebAuth

Authorization Profile

*Name |weBautH | |

Description | P

* Access Type [ ACCESS_ACCEPT [+] dpm—

¥ Common Tasks

[ DACL Name [PERMIT_ALL_TRAFFIC |+ | -

VLAN

Voice Domain Permission

™ Web Authentication Centralized - ACL ACL-WEBAUTH-REDIRECT | * == mm  Redirect Default -

Auto Smart Port

Filter-1D

¥ Advanced Attributes Settings

Select an item | =|

¥ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = PERMIT_ALL_TRAFFIC

cisco-av-pair = utl-redirect-acl=ACL-WEBAUTH-REDIRECT * ——
cisco-av-pair = url-redirect=https://ip: port/guestportal/gateway?sessionld=SessionIdValue&action=cwa

ENREEXHAEBUTHE:
a. RADIUS access_accept
X[ A i R B It T . Fith, ZEHSTHBOFAIFREET .
b. PERMIT_ALL_TRAFFIC DACL
XER] MR EImE ACL. It ACL & #EER MmN LR ERNTSMHEIE ACL.
c. Web SMWIESH#
EAFIHT =AARBSH. EE, H1E Web SORIEFFEZEN "&FX" . RE, REFELAMTA
ACL. TEXRHAM E, RMEFHBEERE ACL, £ WLC LMK ACL. EERFRIEEEEM URL. 7EXF
BT, FMBEE AN ISE EITF.
XEEENR Web SMWIEMTRSITM . BRAEEMZEEIMAENR—ELESH.
d BUHFAFE

ATEDER. EERNMEANESMENEEERE. BT ACL-WEBAUTH-REDIRECT %4 url-redirect-
acl. url-redirect B EMRENEEEER URL.
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e XtF Cisco Catalyst 2000 Z %Az Ha#] :
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_listhtml

e XtF Cisco Catalyst 3000 Z %A Ha#] :
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_listhtml

e XtF Cisco Catalyst 3000-X Z Iz Ha#] :
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_listht
ml

e XtF Cisco Catalyst 4500 Z %Iz Ha# :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_g
uides_listhtml

e YT Cisco Catalyst 6500 Z %! 2z 4l :
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_gui
des_list.html

e XfF CiscoASR 1000 5|2 :
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
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http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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