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VMware ZpE

k)

AHAEFE B MR WA 8T VMware ERIML (VM) 1 ISE k8 F 154 73 AT 28300 i?aﬁhﬁ?@aﬁ
JEE VMware W48 (125 BN 5 FH A8 i 1140 BT 8% (SPAN) 2B 8 . A4B R € & T f#AE VMware
VM 2238 R S 0 iR %5 51 2 (ISE) FIEER, H TR unfrfic E VMware ESX H&R%ﬁn LAl VMware JI
8%, AN N VMware #FZHC E ISE VR4 E, E214 ISE 1.1 T 223557 -

http://www.cisco.com/en/US/docs/security/ise/1.0.4/install quide/ise104 vmware.html.

ER: AXEHARZEIRNFEZ/EE, 1525 HowTo-04-ISE_Bootstrapping i Fd »

AT EC B SR & VMware 4%

B EE S VMware 4%

WRERL ISE SR E RIS, ZEACE VMware W48 DURH{RIE A48 L 0 IE % TAE AR5 EE 1,
R SR ISE FRBAEM B b, IS BRAL R “ RS ERCE SPAN 1% E40.

I R VMware ESX ik 55 a8 LR — MR O E AL ARG . Wk BSX k55 s L2
BOAREE T SPAN, TEHZIRA ORI 5 K /e Al 1D 0% 2 #R4E .

ER: WML VMware — 2588, TR R LA 22538 7 41 H 025 TURUA -
http://www.cisco.com/en/US/docs/security/ise/1.0.4/install_quide/ise104 vmware.html. JCHE, FE&EH
BB RN . R IEEL ISE /£ VMware F1I21T, WA W2 HMFidx, MRS DR, XA gex & iE
BR MEVER G R B IR IBIEHELE R VMware K/

®1EH  7E VMware VSphere & /7 ity FIE B ESX RS54 . £ #F Configuration = Networking, #AJ5i%+5

Add Networking.
F2E RGBS . 7E Connection Types |, #£# Virtual Machine, #XJ5 sl Next.

nnnnnnnnnnnnnnnn s
 wirtual Machine
Add a labeled network to handle virkual machine network traffic.

The UMkernel TCPJIP stack handles traffic for the following ESKi services: YMware vMation, ISCST, NFS,
and host management.

Help < Back.
B 1. RmMES
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REHElR{EER CisCo.

$£3L  EPEEEE AL SPAN B A EIEE O, SR s Nexto

Add Network Wizard = 3

Yirtual Machines - Network Access
Wirtual machines reach networks through uplink adapters attached to virtual switches,

Connection Tyvpe Select which virtual switch will handle the network traffic for this cannection. You may also create a new virkual switch
Network Access using the unclaimed network adapters listed belaw,
Connection Settings -
Sy @ Create a virtual switch Speed etwork

I~ @@ mricl Down Hone

I~ @@ wmric2 Down Hone

I~ @@ wmric3 1000 Ful  Hone

[ BB wmnicd 1000 Full 10,1,100,100-10,1,100,100 ¢ YLAN 100 )

7 @ wmnice 1000 Full 10,1,100,100-10,1,100,100 ¢ YLAN 100 )

[~ @ vmnic? o0 Ful - None

[~ @ vmnica Down hone

. " : =l
Preview:
Wirtual Machine Port Group Physical Adapters
M Netwark 2 QB—.Q winnicd

Help % Back

Cancel

<)
A 2. #®FYEEO
FTaL KB4 N SPAN Session sl AT R4
dd Network Wizard !IEB{

¥irtual Machines - Connection Settings
Use netwark labels to identify migration compatible connections comman ko kwa or more hosts,

Connection Type
Metwork Access

Connection Settings Network Label: [PAN_Session
Summary

Port Group Properties

YLAN ID (Optional):

Wirtual Machine Port Group Physical Adapters
SPAN_Session 9. BB vmnict

el seacf | [ me | el |
Y
B 3. ARESE

$54% % Finish.

Ready to Complete
WeriFy that all new and modified virtual switches are configured appropriately,

Host networking will include the: Follawing new and modified vSwitches:

Matwork Ace ey

Summary

Virual Machine Port Group

SPAN_Session (o2 W vmnica

Help £ Back
E 4. STREMZRINEE
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2o ip RS "clnls' ég'.

BoF ERVEHCIENEMZHIN LAEMREVIE, 5L Properties.
EE: RO, i VMware N2 B AIR G .

Wirkual Switch: wSwitch2 Remdgs..
Virtual Machine Part Group Phyysical Adapters
LA SPAN_Session g B vronicd 1000 Full 53
B 11 wirtual machine(s)
ATW-15E-01 (s

& 5. i&E vSwitch2 B4

B1EH REERHIUESEAL, A& Edit.
E8L ik Security LTI, SRJ5 M Promiscuous Mode 73 B ik Accept FF il OK.

General  Security | Traffic Shaping | MIC Teamin g

Policy Exceptions

Promiscuous Mode:

Forged Transmits: [faccept |

894 <M vSwitch Properties % I,
$£10% 124 Cisco ISE Virtual Machine % & .

Basic Tasks

Power Off the virtual machine

00 Suspend the virtual machine

{ Edit virtual machine settings

7. EREMIIRE

BNMNE HNERISEEHFEEEHMEERLE O EFR} ISE H111) GigabitEthernet 1 2K Ut 18 % £+ Network
Adaptor2) .
$12% itk Device Status £L1% B N Connected, H. Connect at power on &4JF H .
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E 13 M Network Connection | H7 ¢ HL ik #4761 12 1) SPAN_Session [ %45

Hardware lcpmuns | Resources | Wirtual Machine Version: 7
Device Status
I” Show Al Devices Add.. Remave ¥ Connected
Hardwars | Surnmary | ¥ Connect at power on
E ::Lﬂ:rv 2096 e Adapter Type
g Video card Video card ‘ Current adapter; Flexible
3 WMCT device Restricted
o SCSI controller 0 LSI Logic Parallel MAC Address
& Hard disk 1 Wirtual Disk
@y coiovo Drive 1 [DATA STORE MISC] 1., & Automatic ) Manual
W Network adapter 1 ServeryLAN
OB Network adapter 2 (edite..  SPAN_Session | Network Connection
) Metwork adapter 3 Wi Mebwork Network |abel:
W Metwork adapter 4 W Network [Span_session =]
& Floppy drive 1 Client Device
ServeryLAN
VM Kebwork
Help oK | Cancel
4

8. EMHKRE

$g14F oK.
F15 5 ICHRAHEOPNERN ML, PUE T T

ER: VMware ESX IR 4A —WUH 2 AT DIRE, W E/RH CEEEOMERI R IUEE. K 12

— [ I
s T IXFB I o
- Cisco Discovery Protocol X
Properties
STEREN Tasks & Events Verslan: 2

Tineout: 0
Fuikch | Time to lve: 152
Refr saieh
Device ID: CH4K-ToR
- Address: 10.1,100,2
< B vrico Port ID: GigabitEthernet1/47
Hardware Flatform; clsco WS-CA948E-F
1P Prefix: 0,000
1P Prefix Length: 1]
VLAN: 1
Full Duples: true
Remove... Properl  MTU: 0
Physical Adapter Systern Name: -
b—o 0@ vinics 1000 Ful|  System Old: -
Management Address: 10,1,100,2
Location: -
CDP Device Capability
Router; true
Transparent Bridge: False
Source Route Bridge: False
Mework Switch: true
Hast: false
R Propertied  IGMP Enablad: true

ysical Adapter peater: false
o W vronic4 1000 F =] :l !
-

B 9. BRAIMY
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2o ip RS "cln's' élc;'.

B ER & VMware ¥ 048

ECE R4 VMware 528 (AJ3%)

@ﬂﬁ/ﬁ%% VMware M %% [0 55 — Fh 771 e LA vSwitch _FO)EVR & 4. Ry SPAN i LA
Ae % AT AR ISE BIINL, B8 BRI E A S A v W EEAZ He L& 1) BT A i &= 1 2 20 M vSwitch
¢%ﬁm i 7 ik I e | S

1%  1F VMware VSphere %/ i I Y ESX IR %525 .
8 2% &+ Configuration > Networking, #RJ5EFEE N vSwitch F siidi Properties (B 13) .

Remove., ‘

10. VMware VSphere % P

Wirkual Swiktch: wSwitcho

$83%  1& vSwitch Properties % [, Ports IR I, MdiZE ™A Add [ RS FEMINCEF
vSwitch 120 Ports? 1]

< vSwitch4 Properties .EE
Forts ]Network Adapkers ]
Configuration SUMMary Sl RS
ﬁ wSitch 120 Ports Mumber of Ports: 120
g WM Network, virtual Machine ...
Default Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing: Part I
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: wrnic2
Standby Adapters: Mone
P Unused Adapters: Mone

RGURE A SN 25 17 7 o

& 11. vSwitch B
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2o ip RS "cln's' élc;f

842 7t Connection Types N, i%FF Virtual Machine, #RJ5 s Nexto

[ Add Network Wizard [_ [O]x]

Connection Type
Hetworking hardware can be partitioned ko accommadate each service that requires connectivity,

Connection Type

Network Access [ Connection Types
Connection Settings 5
Summary ' ¥irtual Machine

Add a labeled network to handle virtual machine network traffic,

The YMkernel TCP/IP stack handles traffic for the Following ESXi services: YMware vMation, ISCSI, NFS,
and host management,

bl P e | I
B 12, s

E5F Kui4 a4 N SPAN Session S LA T EIZEA .
$E6F I VLAN ¥ 4095 3 157 Next.

WEE: X2 —MEFERN VMware VLAN, 2 /il vSwitch b HAth VLAN.

2! Add Network Wizard HE=E

¥irtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type Port Group Properties
Connection Settings
Mebwork Label: |SPAM_Sessian
YLAN ID (Optional): ENEE] |
Prewiem:
“irtual Machine Port Graup Phyzical &daptars
SPAM_Session g E@ vmnicz

WLAN 10 Al (4085)

“irtual Machine Port Graup
WM Network g

Help | < Back | I Mext = I Cancel |

A

13. iwmOBBEMN
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atfran]es
CISCO.

$74 i%F Finish.

+*' Add Network Wizard !EE

Ready to Complete
Verify that all new and modified virtusl switches are confiqured appropriately.

Connection Type Host networking will include the Following new and modified vSwitches:
Connection Sethings Er
Summary

“irtual Machine Port Group Physical Adapters
SPAN_Session . B vrric2
LAN ID: All (4095)

Wirtual Machine Port Group

WM hetwork .

Help <ok [ eoeh || concol |

[ y
14. TS

$E8F K E/N new port group.

FIF EF Edit

E10FH % Security ETI .

$E1M1E I Promiscuous Mode FH7EHH1IESE Accept.

#1285 #iil OK.
< SPAM_Session Properties H

General  Security | Traffic Shaping I MIC Tearing I

Policy Exceptions

Promiscucus Made: v E

Faorged Transmits: r I.ﬁ.ccept ;I

B 15. BREER

13 <M vSwitch Properties % I,
F14L  BIULE ISE EMHLBE.

Basic Tasks

Power Off the virtual machine

O Suspend the virtual machine

I B Edit virtual machine settings

B 16. EBUERINIRE
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atfran]es
CISCO.

2158

F16F
B1E

R ISE S FAE N AE R A O SRR} ISE A1) GigabitEthernet] > ik % % Network

Adaptor 2) .
Hfif& Device Status L% B N Connected, H. Connect at power on &4JA8 H »

M Network Connection T~ 732 Bk #5761 2 [ SPAN_Session %5

B18F

Hardware | options | Resources | virtual Machine Version: 7
Device Status
™ show All Devices Remave ¥ Connected
REFCAErE’ [Summary ¥ Connect at pawet on
E panery Jene Adapter Type
B vdeocard Video card Currert: adapter: Flexible
) VMCI device Restricted
@ scstcontroller 0 L5t Logic Parallel MAC Address
= Hard dek 1 Virtual Disk PR
@5 coovoorive 1 [DATA STORE MISC] L., ) Automete © Mol
WP Network adapter 1 Server'iLAN
W@ Network adapter Z (edite..  SPAN_Session | | Metwork Connection
@ Network adapter 3 WM Hetwork Network labelt
WD Network adapter 4 WM Metwork [span_session =]
g Floppy drive 1 Clent Device
ServervLAN
VM Nebwork.
Help K Cancel
A

17. ERHIRE

A OK.

IN{AI B E SPAN £1F
BLE X3 LAY SPAN £1iF

g1F
g2k

BIL

E4F

HEANEREE.
il & SPAN

[V L2 B — s
ER LJTETWJ

C4K-ToR (config) #monitor session 1 source vlan 100 both

fiL & SPAN =i Hbx. LA 2xRH:

C4K-ToR (config) #monitor session 1 destination interface g 1/47

g_L-LElﬁﬁ DEI}_‘T IV‘T’R’HLL;\O

Gil/47 monitoring

C4K-ToR (config) #do show int status | 1 47

1 a-full a-1000 10/100/1000-TX
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R&iL a1 iElaR C|ISC|O _

BCE IP HELPER iZ4]

L5 DHCP #RIEL A 15 FH LLgEAT LB ISE 2308, RiiZm) (2458 3 )24 11 E1F ip helper-address 5 )7 iR
ISE SREE T e WY R INER T 244 B DHCP 18 3R R IE B LT Fh K 4E 72 DHCP IR%5#84h, b2 Kik— 1 &l
AF|EFISE.

B1¥  HALREERA. [[WE? HH— . ]
B2 AN VLAN 3 ZHEOE O ER L, FEHEE ISE W04 ip helper-address (1) 5—4~ H#7.
PAF A&7 ol

interface VlanlO

ip address 10.1.10.1 255.255.255.0

ip helper-address 10.1.100.100 ! - this is the DHCP Server
ip helper-address 10.1.100.3 ! — this is the ISE Server
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MisRA: &%

Cisco TrustSec %%t -

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSe
c.html

& EIEE:
TR E 0 25 51 9 7 $4 7

http://www.cisco.com/en/US/products/ps11640/products user quide list.html
R 10S Bl B 10S XE A A EE NX-0OS BARARKE 255, i3 M LLT URL:

e XIF Cisco Catalyst 2900 F 1|38 L.
http://www.cisco.com/en/US/products/ps6406/products installation and configuration quid
es list.html

e X Cisco Catalyst 3000 F 452l
http://www.cisco.com/en/US/products/ps7077/products installation and configuration quid
es list.html

e X Cisco Catalyst 3000-X 2 5135 HehL:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration qui
des list.html

e XIF Cisco Catalyst 4500 F %38 el
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and config
uration quides list.html

e X Cisco Catalyst 6500 Z %155l
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configu
ration quides list.html

e X} T Cisco ASR 1000 R FAZHAL :
http://www.cisco.com/en/US/products/ps9343/products installation and configuration quid
es list.html

o X T R LL LAN 2 28

http://www.cisco.com/en/US/docs/wireless/controller/7.2/confiquration/quide/cg.html
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http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
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