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BB} ISE 73 A R 55 X0 5 W 28 H ) 2 i S A B A Rl A1 4328 o ISE fEH MAC bk A ME—FRiRFT, WA
W 2 2 i R %% A B M, DL ST N S0 im0 P o 20 R AR WA 1) J& 1k 5 T Bl P s SR 24 A iR AT DL A
IREH X JE M S 3 F WL E SO FE AT ORI . IR U B A S S AP IR R A, BlnAE B % P i (iPad.
Android “FHHELN . Blackberry FHLEE)  SHERIERSA (FW Windows 7. Mac OS X, Linux Z5) FflAx £ 3k
R RS (FIWETEINL. g, $G Sk ER iz 6 &),

Zoameid 7R 5, AT SRAFIRALYT 1) W 28 AR I e B SRAG U B . 40, FTLORE 5 1P A i e B S0 ft
DLHC I 28 3 NASE ) MAC S0 BAIESeAT A 9 B BiE J7 VA T & VLAN. 5 — ARGl AR oA FH i 1%
[ FH P SR AN R A 2% DT T AR o 9, 24 B3 T M2 =) At 5 ] 2 I, o] ASRAS 58 U AR« fEE,
251 LIASN iPhone 5 [/ FIZE I, 5 R BEZRAS A BIR 9 2% 7 1A AR -

REG AL

B 3 S 4 B AL ISE 73 MR S5 (0 — SRS A OGS 1 o P B R AR T2 AT SRS IR 55 11 (5 1Y) ISE 8%
JA R E R DIREIT 46 ISE et R B AR ZhE, ST R I & m . XL Jm PR 5 & Aok 1
BEATULES, BEJE AR A& PR 5 B S 128 Bl B SO v ) 25 PR I EAT DL IRC o B DL G 2% A AR Hh 3
BUEE P45 73 FEAS B AS R AL SR 35 F5E (CF), H rP Al P A R A L 2 A Xt 42 IR ARG B S AT B 4% 702K
RIS A . BARIZLERM W RE S S 2 ADNRCESCIFILAS, HARGR 24 Rt CF fim I 28 m Pont 32 e &
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[# 1. ISE 94 sREG 24 Fn4E 15

~ e
ISE probes collect attributes from Probes Collect

endpoints that connect to the network || Endpoint Attributes Exception Actions can be assigned to

. s N ¥ a Profiling Policy based on matching
" - rules. Exception Actions statically
Single attribute is matched against a - assign endpoints to Endpoint ID
i = Conditions
condition Groups. Any further profile changes

. . r will not resultin ID Group change for
- these static entries.

One or more conditions are combined | | Policy Rules:

to form a rule in a Profiling Policy +CF/Exception/Scan
- .,

(" Each matched rule may be assigned a weight,or | - ¥ N /U : P ™,

nless statica

c‘:rtalnty factor(_CF}, or maytngger an Ex_oept_lon Profiling Policies Pmﬂle_Chang_eaf iy ¥
ction. Endpoeints are assigned the profile with Exception Action assignedto a

\ highest CF match. A - _! . group, endpoints
may pass in and

' T t
Endpoints can be mapped to an Endpoint ID Group | |  Endpoint Identity Endpoint Identity out of group based
if their profile/parent profile, is set to an ID Group Groups Group Change on profiling
4 ‘. ’ policies. CoAcan
be used to affect

-

( Endpoint ID groups can be used as a condition in 2
the Authorization Policy. Endpoints canreceive  —— Authorization Policy
access policy based on ID Group membership J L

T

Authorization (CoA}) L\:ﬂ profile changes. |
o

Change of ] new policy based
8

FLAEHC B ST SCRF ISE SRS, B B S 25 I ] R % R HE R P B C B SR, DGR UL B 43 4.
i I T BRI RE AT PAZR S B 4 2 (0 1 3OREC B SO I AU R (R 25 A
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1E FIRSFEAL (LB SO B AMEE) R, ATREER TS 2 014 ISE AR HT AL B SCAF 40 e X 2 i AT 5
HIV5 IH] 50 . 18I RADIUS #ZAUE 4 (CoA) RI7E ISE H 5E AT 55 o dl it ) 2% uif B 432 2 N B8 4% 1% CoA
3K, ISE AT DAE SR A% 08 B 4 50 E AP BRI BT P4l E 0L .

BRI

P LR

K 4 SR A T T B 2R SN IO . AR IET 1 R BT U7 S0 TrustSec HEAA S HOZH BRAE 72 5
B A SR R E A HIE T IR S A AR P07 R . BTz U F I VPN M 5CH MAC Hiik
R, TCIRRE BT B 5 e — 2, SRR YT H) VPN A S0 B TASSCHF ISE MRS .
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223338y Cisco TrustSec 2.0 R4 4A

LT ML RYFFIE

allllllll
CIscoO

ER R A

(SPAN/RSPAN).

BREMKRS | BT VMware SR AAA, SREBBRSZBAMAH | BHR ISE 8
51Z (ISE) ESXi4.1 HBR | BRS AR 1.1.1
UCS C200 M2 (BEARMSRIN
AR %523 REVFATIE)
Cisco Catalyst | Cisco Catalyst EAXEHIhEE, 835 MACE | BRl 10S®
3000 &%5I3z | 3560 &5 HIIEL(T (MAB), A3 Web | SR#FBRA
il SAISTE (LWA), £ch Web & | 12.2(55)SE3
HISIE (CWA). 802.1X 514 | (IP Base)
IEANIRAE L (CoA).
DRSS, SIEERME
=R (SNMP). RADIUS,
A EHEE WY (DHCP) &
4kFN URL EEME.
Cisco Catalyst | A4 INEE, S MAB. R 10S
3750-X Z&7) LWA. CWA. 802.1X B3 | BRikrRA
HUEAN CoA. 15.0(1)SE2
(IP Base)
DRSS, 8% SNMP,
RADIUS. DHCP #4#, URL
B E B &R RS
Cisco Catalyst | Cisco Catalyst SRS, BiF Cisco ERI0S
6000 #7513z | 6500 RFIEIES| | NetFlow kA 5 FIkRA& 9 & R 44 B A
AL 720 REGINEE | H4. DHCP dhik, LARATHRiE | 12.2(33)SXJ2
T 3A(PFC3A) | Op#rssmigsciusn o | (G IP ARSS)
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PRI 8 FEMIEEIZE | LWA. CWA, 802.1X ¥l | REHEFHTA
(WLC) HEFN CoA. 7.2.103.0
HITXFRS, EIE SNMP,
RADIUS, DHCP #4510 URL
EEMA.
BRI Cisco Aironet” | IRIBECECHEM, £ MAB | BREZEREA
B REHEN R FIRAURBE L IREIT R | A
1142N 3. 12.4(25e)JA

BRIP HIE

7960

RIBECEX R, fEFH MAB
FOIZ AN R IS 42 I i34 T 5 17

BRIP HBIE
7940 1 7960

AR AR BRI X 2 Im it T S 47
BE.

16 [E] 14 R A
8.1(1.0)
T1Euh VMware Guest | {RIBECE LB, £ Windows 7
MAB, LWA. CWA #1 802.1X
AR IR A SR B X R i it T B 1)
I
S i B Apple iPad (G1) | {RIBECE LB 1E, £ i0S 5.0.1
MAB. LWA. CWA #1 802.1X
AR A SR B X R i it 1 T S 1
6
EEEFH Motorola RIBEREXHREM, FH Android 2.3.4
DROIDX MAB, LWA. CWA #1 802.1X

TE: AL ISE 704t I 55 R A 46 v h BIE I £ B ThRg .

I3 H A 55 1A e B AN

R AP T A AR AS A2 A48 R AN SR G ) 1R o LA T I B & AR, AN IR SZHF TrustSec 1
ISE 734 Bk 55 (BT A Vet o A1 R S S8 BE I S HRF TrustSec (¥ # KAEFIRAKIZIZR, 551 -

http://www.cisco.com/go/trustsec.
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BURT HURT
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gHkFERICE

ISE th=/RECE
A A A N 518 12 R PR IS 407 6 55 TG B 4 R 47 2 I 7.
BCE 2Tk E

NRBEEDREE2ROIIEE

SR HSCRT Web S S A8 A S B 3 RUE, U5 ) S BRI AT EE Y £ (PAN) (1) ISE & #E S HI :
https://<ISE_PAN_FQDN_or_IP>

$B,2  SHiE Administration > System = Settings, M A% #%i%$F Profiling.

BB WA ME AL T 0 B 5] SMEERERIA CoA KA (K]5)

R RN T HRE RN, B R ERAE No CoA. B, iFi%EFE Port Bounce. X4 BT iR E+E
To P b & i £E N R T A A #0120 SE B EUT IR AU RS (U b 22, IS4 1P HuhbRET )

L AR A ity ARSI B 2 A 205, ISE KUk 28 A Reauth BT, DL HoAD B 82 1% & 1R IR 55
HHIBT

B 3. &RnthitE: CoARE

Profiler Configuration

* CoA Type: |P'|:|rt Bounce | b |

(et |

B ISE 53 BR 55

HERMERS T = LB RASHRS

$B,1 % Administration - System = Deployment, F M A5 (] % #% O 582 15 51 51 R Ak FZHAT 011
FEWE R 551 R
$B2 1 General Settings T~ T, #iINERETT SUH 4 Policy Service # Enable Profiling Service (& 6)




wl el ]l
L &5 #{Eiar 'Cll S clo !

B 4. ERBRS TR EBRASSRRS

' General Sefttings Profiling Configuration

Hostname jse-psn-1
FQDN ise-psn-1.cts.local
IP Address 10.1.100.5
Node Type Identity Services Engine (ISE)

Personas
(] Administration Role’ SECONDARY
[ ] Monitoring Role| seconDARY Other Monit

Policy Service

Enable Session Services i
Include Mode in Mode Group | <Mone= v |

Enable Profiing Service

mEHEESTEERE
FB|W3 sy Profiling Configuration I, &7 H i Id L iRl B = L HE I 328 35 mT 14800 2 2 B AT 5 AT
P E M MR ZhRE (BT S
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CISCO.

SWA MU, A TR M Save, DRAST .

B 5. fFRMINEERCE

General Settings Profiling Configuration

O

O

F METFLOWY

» DHCF

P DHCPSPAMN

b HTTF

P RADILS

P Metwork Scan (MeARY

L=

F SHMPOLUERY

P SHMPTRAR

©2015 BRARGLQF



' Wl
L &5 #{Eiar 'clllsclo _

BCE RN INEE

B 6. ECERIZ: RNTHRERB MU

Probes Collect
Endpoin: Attributes

— ¢

Conditions

P S—

Folicy Rules:
+(F/Exception Scan

L

Prefile Changey/

Frofiling Policles
ne EXCeption Action

Endpoing Idertcy

Endpoint Identity
Groups Group Change

E 2 ¥

-
iy Change of
Authorization Palicy H R b
,

b

PRI REHTIE

ISE #2820 JR P 1Y TSE 3 I 55 41 o A NI Sh BE AT AL A AN R A WA vk o HL T BAc B ok 2%
S RS S o DRI, LSRN T RE 2 U AR Th 8 S8 TR I SR REAT 02K, BB IR R E 24
AL Se i R LS M DI fE -

ISE SCHFFRA MR T fE -

e RADIUS

e SNMP [@Bft
e SNMP #if]
e DHCP

e DHCP SPAN
e DNS

e HTTP

e NetFlow

o MEEHE (NMAP)

i 4 B, AR T RE (5]t DHCP A1 DHCP SPAN)  EUf AR & J@ It R e . #EA4 T, DHCP

PRI T EEA DHCP SPAN £RI Th g v LA 22 DHCP £ & £ = 1) DHCP J& P A Sk i 7 B . 1% DHCP ik
DHCP SPAN HR e 45 52 W 2% IR 35 42 75 > 35F DHCP i & 2] ISE SeHS R 55 15 i b 4k, sl fef FH AN A2 i 11 43

BT 8% (SPAN) 779258 75 S & & WS P AR R A B ) T g . AR EFE R TIRINTh AL IE BN EdNTe 5, SR
MIhREE ST E— N4,
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FEAS G RESERL 105 e 2 R BE A8 ANHH ) o AR I (8 P AR s B FL o 2B 5 3, R MR SR A X 1 o 2% Bl 4%
I PR RE EE AN —H#F o RJE,  BEANERIN T RELE L BT 2 cdia 10 B3 T LA BORT R 48 AR A S R HAR 28 B i3t 4T
S RAE R A AHF . AfEFA A NIRRT RE AR BN 3, I H Ao 4 1803 i Xk 5 1
& 22 LA K T 828 SRR (KA 0 W

RAThEEECE

FEN 3 M AR S5 BC B A ISE SRS AR 55 19 i R Y ISE SR DI RE . AR5/ 438 Fl 41> ISE 430U D g AR AN [7] 2%
i VERD R BeAh, IR A SRR 2 B A B 1A R B R ], DL SR it AN ISE S H 5T HY TR
frth o

£ RADIUS R IhEEHIT 4R

RADIUS Ml T REY4E RADIUS %% )i 1] RADIUS IR 458% (IZ4T & 1E R 55 1) ISE ZRBE R 4515 55D KIEH)
RADIUS @1 (BH5H L AT HHF T ds) o brdE RADIUS i H A3 T B 0 B IE A2 ALK
UDP/1645 8%, UDP/1812, L& JHF RADIUS ic ik % 1 UDP/1646 A1 UDP/1813.

7£: RADIUS #RMIhHEA B EATWT RADIUS Ji &, 120U FgEdT 248 H & ) BRiA UDP %t 1 20514 _F I
AT SR I% 1 RADIUS JB 1. SRJ5, T3k RADIUS Bt B S0/ 8 g i & 45 BhiA UDP i 11 30514 A
BRI s

RADIUS R Zh 814 AT LA EETE RADIUS e K #5460 b 5 B % 85 A% B 3% Th R R 1% 1) RN B (CDP).
BE 2 &K LMY (LLDP) A1 DHCP J& . T OB RN HItThEE (S i EREsE—%) . H9 BxEFR
RADIUS # T Be 7~ ) #6545

7. RADIUS M IhE R

10.1.100.x m

\ J RADIUS Server
! UDPHB46 or UDPAS12
UDP#B46 or UDPAST3

% 3 S fli ] RADIUS R Th s e i WL 1 -
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3= 3. ;~f5l RADIUS Bt

User-Name NAS-IP-Address NAS-Port Framed-IP-Address

Calling-Station-1d Acct-Session-1d Acct-Session-Time Acct-Terminate-Cause

IR Calling-Station-1D JUHR T HENBGHCE, (EEHIEH 2 Prif i um i) MAC Hulik. R YE— L5 W)
G Ab A& WT AR SE MAC bk £ 28 3 3 42 25 W 4 I 1EAT B Oy BRI BRI IR — 20 . "B AR YR A MAC 3tk iy
AR A ZAME— AR IR AT (OUL),  FRAE I T (S 3 I £ 5 T 48 15 2

RADIUS ic ik #4541 (1) Framed-1P-Address $& i Fride#: 2u ) 1P Hihik. L& YES Calling-Station-1D FHZE 5,
Al [A] ISE $E L SCRECH T 1P Motk i HABER M ThAE (5101 DNS. HTTP. Cisco NetFlow fll NMAP) filf 75 (1) 54
IP % MAC 457 .

fd & RADIUS R MIh&E

RADIUS R DI feE e A 5 7 AT IR DhRe 2 —, BN A B % Cafic BN RIS 1T 2155 1) ISE
SR AR 55 19 i 3% RADIUS $dfa e, BLEAT I P44 B 3 B8 IE AN AL

£ ISE /2 A RADIUS #RMIHEE

SEA %% Administration > System = Deployment, 47l %% HH M CEBE 17 ZIR Y, EFEIAT I
AT B SR IR 9575 R

B2 kFE Profiling Configuration 3T, SR )5k HAH R B % HE LS Fl RADIUS #RIIIEE . LRI D) B+
79 RADIUS R 5BCE i 1 B AR (B10) .

8. RADIUS #RNIThEERL &

v RADIUS

Description | RADIUS

TE3 i Save PAHREAZ o
SE4 N COEE TR B TE HAR SRS IS5 S EE AR R

ERECTE ISE PEEENER
AT € O 7 Administration > Network Resources > Network Devices FELE T W83 N %%, 14T hRdE
RADIUS {55 .

KIFREESENEEFE.E A ISE PSN %% RADIUS

AIERI B E L E M &N B, TN ISE S5ElE AR 5519 & (PSN) 14T RADIUS S 36iE. #AUAIEK. PR
M T AL AL — 7] RADIUS BLE -




REVER(EiEmE CIsCo.

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

ip radius source-interface <Interface>

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include

radius-server host <ISE PSN Address> auth-port 1812 acct-port 1813 key xxx
radius-server vsa send accounting

radius-server vsa send authentication

Bl 11 B — &M 4R ] RADIUS IR%5#4SBLE . ZU7 M ECE i, 157 %2 WLC Web & H 5
1 Security > AAA - RADIUS - Authentication.

B 9. T&iTHIZRA £/ RADIUS AR %525 H0 & R Pl

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security RADIUS Authentication Servers
- AAA ;
. 1 =
vl Call Station ID Type System MAC Address
» RADIUS
Authentication Use APS oy WrEn, [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Hyphen -
P TACACS+
LDAP Network Server
Local Met Users User Management Index Server Address Port IPSec Admin Status
MAC Filterin
Dizabled Clignts 2 10.1.100.5 1812 Disabled Enabled [ -]
User Lagin Policies 3 10.1.100.6 1812 Disabled Enabled [ ]
AP Policies
Pass;'acr'j;micies 4 10.1.100.7 1812 Disabled Enabled B2
CTAp 5 10.1.101.3 1812 Disabled Enabled [ - |

BRRESE: wE 1 iR, 15595 Call Station ID Type i &9 System MAC Address PA 514 #rdE 802.1X B Fifs. XAEA] LUFAEIR ISE 8
BLRIFRMBBIBEDHIRIET 2 MAC Mg Erisig sy B e B e 3R 5 E— & in £ Bk .

X2 Az S, 7E RADIUS iCIKECE N M iZ BRI sE (B12) .




R HIEHRIEIERE vl

CISCO.

10. T&ITHIZEH 2 H RADIUS B HKEL & 7~ 4

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security RADIUS Accounting Servers
+ AAA i
T MAC Delimiter Hyphen -
» RADIUS
Authentication Metwork Server Admin
Accounting User Index Server Address Port IPSec Status
falhack 2 10.1.100.5 1813 Disabled Enabled
¥ TACACSH
LDAP 3 10.1.100.6 1813 Dizabled Enabled
Local Net Users 4 10.1.100.7 1813 Disabled Enabled
MAC Filtering i ;
Dizabled Clients S 10.1.101.3 1813 Disabled Enabled

NP EIE 4 K] ISE RIS ARSS T . N4 WLAN #H47ECE (B 13) &

B 1. &kiwHlzEr WLAN RADIUS BL& /Rl

WLANSs > Edit 'employee’

' General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface [ |Enabled

Authentication Servers Accounting Servers
Enabled Enabled
Server 1 IP:10.1.100.5, Port:1812 ~ IP:10.1.100.5, Port:1813 «
Server 2 Mone - Mone -
Server 3 Maone -+ MNone -

IUE RADIUS #NThsE B 4E

BB IR W R AT By RAIE .

T2 % ZF ISE Policy Administration 17 s 71 % Administration - Identity Management - Identities.

SE3 N/ MI%E# LS Endpoints.

$E4  ERFERINERE LT MAC #hilk, PLER RADIUS #RUZh e 3R r &

SES  nTLUESRREEME. B 14 i Rplit R R ER VYA EME: Calling-Station-ID
EndPointSource. Framed-IP-Address 1 OUI.
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12. RADIUS R Ih&E B 1 7~ 15

Endpoint

* MAC Address

Attribute List

ADDomain

AcsSessionID

Airespace-V/ian-Id

AuthState
AuthenticationIdentityStore
AuthenticationMethod
AuthorizationPolicyMatchedRule
CPMSessionID

Called-Station-ID

00:1A:70:38:B6:66

= Policy Assignment

Static Assignment []

* Identity Group Assignment | Profied -

Static Group Assignment [

cts.local
ise-psn-1/123830140/32632
1

Authenticated

AD1

MSCHAPYZ2
Employee_MNoPosture
03012c5a300000535498e8cc

cc-ef-48-0c-89-30

Caling-Station-1D

00-13-70-38-b6-66

DestinationIPAddress
DestinationPort

Device IP Address
Device Type
EapAuthentication
EapTunnel
EndPointMACAddress
EndPointMatchedProfie
EndPointPolicy

EndPaintProfierServer

10-13-70-38-06-66 | —D-| Calling-Station-1D
10.1.100.5
1812

10.1.44.90

Device Type=Al Device Types=\Wireless
EAP-MSCHAPVZ

PEAP

00-1A-70-38-B6-66

Cisco-Device

Cisco-Device

Ise-psn-1

| EndPaintSource

Raois sbe | —— | EndPointSource RADIUS Probe |

ExternalGroups

cts.local/users/employees!, cts.localfusers/domain users\, cts.local/builtin/users

| Framed-IP-Address

01010] | Framed-IP-Address

IdentityAccessRestricted
IdentityGroup
IdentityPolicyMatchedRule
Location

MACAddress
MatchedPolicy
MessageCode
NAS-IP-Address
NAS-Identifier

NAS-Port
MAS-Port-Type

NetworkDeviceGroups

10.1.40.100 |

false
Prafiled
Default

Location#All Locations#North_America#RTP

00:1A:70:38:B6:66
Cisco-Device

3000

10.1.44.90
Clsco_0c:99:34

1

Wireless - IEEE 802.11

Device Type=All Device Types=\Wireless, Location#All Locations=Morth_aAmerica#RTP

PostureAssessmentStatus

Requestlatency

Response

SelectedAccessService

SelectedAuthorizationProfiles
Service-Type
StaticAssignment
StaticGroupAssignment
TimeToProfile

Total Certainty Factor
User-Name

attribute-52

attribute-53

cisco-av-par

ip

SelectedAuthenticationIdentityStores

NetworkDevicehame wlc5508
our Cisco-Linksys, LLC |_’ oul ciSCO'LLnksYS, LLC
PolicyVersion 22

NotApplicable
1
{Usar-Name=CTS\\employeel; State=RezuthSession:0a012c52000005954788e8cc; Class=CACS:02012c52000005954788e8cc:ise-psn-1/123830140/32632;
Termination-Action=RADIUS-Request; cisco-av-pair=ACS:CiscoSecure-Defined-ACL==ACSACL=-IP-PERMIT_ALL_TRAFFIC-4f572406; MS-MPPE-Send-
:90:04:93:07:bc:92:1e:e5:4d:97:6f:39:51:02:6e:eb:39:46:35:4f:e4:76:06:27:58:96:98:04:bf:51:ch; MS-MPPE-Recy-
7:72:5 0:80:9d:95:73:8C:c6:2:37:54:1F:ee:3e:40:2d:53:48:d8:68:78:3! ; Arespace-ACL-Name=PERMIT_ALL_TRAFFIC; }

Default Hetwork Access
AD1, Internal Users
Employee

Framed

false

false

20

20

CTSY\employeel
00:00:00:00
00:00:00:00
audit-session-id=0a012c52000005954f98eBcc
10.1.40.100
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6  Calling-Station-ID JH7E T MACaddress JEPEH . HhAk, ML IERL#S 1AL OUI #i &4 Cisco-
Linksys. {EAGIH, MZERLAS /2 Linksys L2k USB i&ACAS . 5 OUI ULHC [ S5 F 2 75 43 BT SR i R
M) W2 H . fEA SN (140 Nintendo 8% Sony #akIzH &) &, VLHCZAF AT HE A& 2 432K
P iaisk e .

BT Framed-IP-Address [HIAA T ip EMEH . X T &y, FRATIIES 1P 2] MAC Hibkg5e .

#I8  EndPointSource J& V45 € B B A B MERE — IR B HTRIE. EXFEOLT, RADIUS #RMhfe &
WM 2 i SR e s — IR T R R U

HE|,9 A RADIUS @& TTH T 2087, (EJ2 BT 3 o oK 2 55Us M #mT DL B3R A48 3 B ms LG 42 S s
SRR, BT AR S5 AR IR JE

£ SNMP PEBHF R ThEEHIT 547

SNMP [ BRI T RE T W 48 & (D E LIRS GERZEWT T ERE) ThREFE ML ISE 43 #7 IR 45 2 4% LA I ik
SNMP £ 4RI T E

BAGF SNMP FEBHRMITRE, 2 0m R () N &0 ZURC B 0] 9 70 B IR S5 Tic B ) ISE SR IR 45715 i R 3%
SNMP [k, B 15 BoRBATHI 5] SNMP [ BRI IH 8 #4641

13. SNMP BaEBHR T 5E = 5l

W5 RADIUS #RMINRE 2B, TTHeS A FEE SNMP [EHHEN ThEE, KN RADIUS ik FF 4G S 4] LA
fih . SNMP BRI ThAE . LLIERITh A A 32 B A =002 A T i AW S I ERC B RADIUS HI T & K&
B A —AME F R RAMKH T RADIUS FUFREE, (51 Gn BRE W 28 Ui N 42 1 8 4% 4.9 DLETE B AicAS
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AL E SNMP BB R T sE

B4 F] SNMP FEBHRMIThRE, 408 26 7E ISE F g AR ThRE . tnmipmid, &umiERe i N & O 2 B
ATE RS BT R S5 BC B 1 ISE BRI AR 55 15 15 & %% SNMP FfaBfF. ISE b DA ZIHC B A2 52 FI AL BE R B IX B8R0 25 F2 N\
WA

1 ISE 12 A SNMP B&EBHFEMITHh&E

a4 % Administration > System = Deployment, Ff M A5 % 4% C 582 15 551 51 3R ok B EZHAT 0T 11

SR IS5 R
B2  1%#FF Profiling Configuration B, JFf Hikr /5 H SNMP [ABHRN D e ) =ikt (&l 16) .

14. SNMP FaBHRN I AEEC &

Link Trap Query
MAC Trap Query
Inter!'ace[ GigabitEthermnet 0

port| 162
Description| SNMPTRAP

& &

e e

$B3  EHFRICN Link Trap Query A1 MAC Trap Query W EHE, JH FZER T a8 LA N AN pEE R,
WA RUEH TR ISE PSN #:11. ERZHUIFI T, #OSREOARKTIELURME R 0, (HiEw]
DAFE FLAth 3 1 b A 2 B 2 AT A e B gt 36 4 ¥ 4 11 o

15. SNMP FaBHRMIIEE - FOOCE

v SNMPTRAF

Link Trap Query

MAC Trap Query
Interﬁlce| GigabitEthernet 0 |v|
port | GigabitEthemnet 0
| GigabitEthernet 1
Description | gigabitEthemet 2
GigabitEthernet 3
Al

SBS R YoE R A O E AR, SRR R O 2 RS 7 OIP Mk IX EeH bk 04 2R
SNMP FEHLFEHEE PR B N 32 AT & .

H$E,6 s Save LRI E K

SBRT XN COEE DRSS FITA HART RS R 555 5 EE AR T R IR,

& &




REVER(EiEmE cisco

8 ISE SR MMEIEN T Z

Y, @It RADIUS X 2&uiiidt AT B 7 50 UE 1R BT R 28 42 N\ 152 45 ER K7 ISE EPEEE, {E 214 ] SNMP B B4R
DIREIHH ERE WA N RADIUS FLE AR & W M AN B S N4, IR INE ) ISE K i% SNMP
i e X NG 2 -

SR

2 Administration > Network Resources > Network Devices 3 17E 4 & A7 Add.

HE2  BWANEELHRMIP HEEEE (B 18) o P Hubk S AFE/E N SNMP FEBFIER TP Huhl . 78 & it &
H, SZHEHL BT R R AR TP Hukik . fEHARTE AL, ATReA 2 1P sdik, JF HAEBRAE LT
SNMP 3d# 2= ff T H U2 Y TP ki a0 22, i H AN N B4 T REFIAE SNMP 24 G5 1) BT
AT HE TP Mtk
16. MZIGRELE
stwork Devices List = New Network Device
Network Devices

* Name | MyAccessDevice| |

Description | |
* 1P Address: [10.1.50.2 | 132 ] b
* 1P Address: | 192.168.50.1 M EN G

BRESEE: MRBALESYE, BEFREORTEERE. B35 A source-interface Fikln, & BEEASIERERBOEFEORM IP bk,

REAMAEERERM"— G, FEMREEEOLTRARE, TR IEEREGE.

I3
T4

i ]

% SNMP Settings & EHE .

e B N A H ) SNMP Version 4 A SNMP fii 4 1 Fi1 2¢ ) SNMP RO Community F45 5,
N s TR B, AT LU SNMPv3 IR E (B 19) .

I6AE 75 EL%E$E Link Trap Query Al MAC Trap Query & iEAME. X865 & fo 14 ISE #2252 80 20 M4 i
PNV SNMP FalE, BRI R B B R
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B 17. MR HECE - SNMP Fabt

+ SNMP Settings

* SNMP Version |2c |

* SNMP RO Community [ ciscoro |

SMNMP Username
Security Level |
Auth Protocol |
Auth Password

Sho
Privacy Protocol |
Privacy Password Show
* Poling Interval | 3,600 | seconds (Valid Range 600 to 86400)

Link Trap Query
MAC Trap Query
Originating Policy Services Node | pone [~ |

P]6 TN )E, ERAEN.
BT XA ISE HOEHRSS T MUK IE SNMP BN N & B DL PR

BENLEECE R ISE REEARST5 = %% SNMP Bakt

$EB1 EHERBEANRSWEEES G, NERIER &SR CHCE A REEAT /T IS 1 ISE 5B RS KIS
SNMP [e it LR 1572 15 A% SNMP B BIHR DI Zh e fE H -

B2 UUT2ZET AR 10S 1 Catalyst ZZ LR BIRCE, 8 AL E T &% SNMP LinkUp/LinkDown
Bk A1 MAC Notification [ [«

interface <Endpoint Interface>
snmp trap mac-notification added
snmp trap mac-notification removed
|
mac address-table notification change
mac address-table notification mac-move
!
snmp-server trap-source <Interfaces
snmp-server enable traps snmp linkdown linkup
snmp-server enable traps mac-notification change move
snmp-server host <ISE_PSN IP address> version 2c ciscoro

TE: A ISE Z A SO WISk JR R 42 il 25 H UK SNMP [ B o
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I0UF SNMP #R0 Th 8E 5

SNMP [ BHR I T e T 3% B AR Y LinkUp 8% LinkDown [ BFE 78 &0 )@ M, RN AR IR BB [ B o A S B (1)
MAC Hbdik. ‘e AT E B T ez 0 e @ sl E RN EERS . {HJE, MAC Notification B BFANE & 2w i) MAC
Huhk, PEISER] BAKN ISE P8 £ i B0H 22 S A3 50T o

S 1
IR 2
$E3
IR 4
pigl

M Administration - Identity Management - Identities = Endpoints [ 2% .

M SNMP [ BIFIC B A NS BN LT 205 7 3, SR8 Jm BURE %

%% 1SE Policy Administration 17 55, 3 /T2 Administration - Identity Management = Identities.
M N % ¥ 16 4% Endpoints.

PRI PR R & K MAC Mk, PLER SNMP BEBFERII DI REf IR A0 & 1 (&1 200 .

18. SNMP BaEBHENTh E B M = 1

Endpoint

* MAC Address  00:50:56:A0:0B:3A

* Policy Assignment | VMWare-Device '|

Static Assignment [

* Identity Group Assignment | Profiled '|

Static Group Assignment F

Attribute List

EndPointPolicy YMWare-Device

EndPointProfilerServer  ise-psn-1

|EndF‘DintSDurce SHMPTrap Prabe | —— | EndPointSource SNMPTrap Probe
IdentityGroup Profiled

[Macaddress 00:50:56:40:08:34 | —> |[v'IACAddress 00:50:56:A0:0B:3A
MacStatus 0z

MatchedPaolicy VMWare-Device

MADAddress 10.1.50.2

ouI Viware, Inc. | ————eep | QT VMware, Inc.
PolicyVersion 22

StaticAssignment false

StaticGroupAssignment false

TimeToProfile 19
Timestamp 58963997
Total Certainty Factor 10

Vian 10
dotldBasePort 1

58 BR[04 & 14 555 EndPointSource. MACAddress 711 OUI.

EndPointSource ffiik SNMP [& BRI T §E & 15 B SRIE .

VE: EE 20 B plh, prf AN IhEEER E 22, 3 HAEBATMNR 2 37 2\ ISE Hd B M 5k 22 bt
MACAddress £\ M. MAC Notification [&HE S $45, F HiEI T ISE K OUI B S BREVER & T {1
7 OUL. fEAB A, AT LLAE BN wmis 47 2 f T RN 4538 B 28 1) VMware .
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AR AL LI 75 1EAE K 1% SNMP [ B2 — ATk I64E, »] L@ | F id 325 SNMP Link [ B Al
MAC Notification [ B ) R IEE KRBT IOAE . N A% H ok 55 B 7 BRI Catalyst 32 A

e i SNMP HfEty
e il MAC Notification

FE NG, 5 R4 2 R TP Wil 1) 5 #eviy I AGE L 2% U6 1) Windows 7 PC I, RG2S NZHLIE
A1 PC ¥ SNMP LinkUp FfaBf & 1% %8 ISE PSN, 4R )5 238 =3 K i% MAC Notification [, (U R E/RE MAC

Hidk 9 00:50:56: A0:0B:3A ¥ PC 455 [FIFA R

Apr 26 16:53:06.735: $LINEPROTO-5-UPDOWN:

Apr 26 16:53:06.743: %LINEPROTO-5-UPDOWN :

Apr 26 16:53:06.743: SNMP: Queuing packet

Apr 26 16:53:06.743: SNMP: V2 Trap, reqgid
sysUpTime.0 = 58970958

snmpTrapOID.0 =
ifIndex.10 = 10
ifDescr.10 = VlanloO
ifType.10 = 53

1ifEntry.20.10 =

snmpTraps . 4

up
Apr 26 16:53:06.861: SNMP: Queuing packet
Apr 26 16:53:06.861: SNMP: V2 Trap, reqid
sysUpTime.0 = 58970970
snmpTrapOID.0 = snmpTraps.4

Line protocol on Interface Vlanlo,
Line protocol on Interface Vlanl3,
to 10.1.100.5

changed state to up
changed state to up

296, errstat 0, erridx O
to 10.1.100.5
299, errstat 0, erridx 0

ifType.10101 = 6

sysUpTime.0 =
snmpTrapOID.0 =

01 00 OA 00 50 56
94 C4 52 8A 00 01
cmnHistTimestamp.1
Apr 26 16:53:13.177:

ifIndex.13 = 13
ifDescr.13 = Vlanl3
ifType.13 = 53
1ifEntry.20.13 = up
Apr 26 16:53:06.995: SNMP: Packet sent via UDP to 10.1.100.5
Apr 26 16:53:07.246: SNMP: Packet sent via UDP to 10.1.100.5
Apr 26 16:53:08.706: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up
Apr 26 16:53:09.713: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to up
Apr 26 16:53:09.713: SNMP: Queuing packet to 10.1.100.5
Apr 26 16:53:09.713: SNMP: V2 Trap, reqgid 302, errstat 0, erridx O
sysUpTime.0 = 58971255
snmpTrapOID.0 = snmpTraps.4
ifIndex.10101 = 10101
ifDescr.10101 = GigabitEthernetl/0/1

1ifEntry.20.10101 = up
Apr 26 16:53:09.964: SNMP: Packet sent via UDP to 10.1.100.5
Apr 26 16:53:12.280: MN: Enqueue MAC 0050.56a0.0b3a on port 1 vlan 10
MN: New Shadow entry..
Apr 26 16:53:12.280: MN MAC Notify event for 0050.56a0.0b3a on port 1 vlan 10
Apr 26 16:53:12.456: MN: Enqueue MAC 0030.94c4.528a on port 1 vlan 10
MN: Got the last shadow entry..Index 11
Apr 26 16:53:12.456: MN MAC Notify event for 0030.94c4.528a on port 1 vlan 10
MN: Shadow entry for Despatch..
Despatching trap for Index 2 Time: 58971575
MN: Wrapping history queue..
Apr 26 16:53:12.925: SNMP: Queuing packet to 10.1.100.5
Apr 26 16:53:12.925: SNMP: V2 Trap, reqgid 305, errstat 0, erridx 0

58971577
cmnMacChangedNotification
cmnHistMacChangedMsg.1l =

A0 OB

00
58971575
SNMP: Packet sent via UDP to 10.1.100.5

3A 00 01 01 00 OA 00 30

©2015 BHAFZLRHE
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Apr 26 16:53:23.587: MN: Engqueue MAC 0030.94c4.528a on port 1 vlan 13
MN: New Shadow entry..

Apr 26 16:53:23.604: MN : MAC Notify event for 0030.94c4.528a on port 1 vlan 13
MN: Shadow entry for Despatch..

Despatching trap for Index 2 Time: 58972696

MN: Wrapping history queue..

Apr 26 16:53:24.132: SNMP: Queuing packet to 10.1.100.5
Apr 26 16:53:24.132: SNMP: V2 Trap, regid 308, errstat 0, erridx O
sysUpTime.0 = 58972697
snmpTrapOID.0 = cmnMacChangedNotification
cmnHistMacChangedMsg.1l =
01 00 OD 00 30 94 (C4 52 8A 00 01 00
cmnHistTimestamp.l = 58972696
Apr 26 16:53:24.384: SNMP: Packet sent via UDP to 10.1.100.5

YERZ%, ISE B T XA BRI 0 Bidsx, I03CRH B SR H Bl . A EATR
ML EZ N, AN s —Fh AT DL ISE #0915 2., BIf# A Operations > Troubleshot >
Diagnostic Tools = General Tools 4 & TCP Dump S2H T H. T H¥ o4 ISE 3R M N % % 245 2
ISE SEm& IR 55715 e 1 (H SNMP BRI D BE 5 FH I ) 1) SNMP it . FH ] BN 30 BT i g% X
EoRIE R, EFT LR S N Wireshark 55 F B4 €073 B 2 i FH B FR o 28008 A0 4 10 :NdE AT 2o

£ F SNMP Zig¥NTheEH1T5 4

SE1 SNMP EH R TIRE F T ) B N 15 2 A e 56 ) oA SR A A0 it i 2% RIX B 1) (B SNMP Get 18
KO, PAEER SNMP MIB A7 i I AH G 2o B4« ISE SRBE IS5 19 B AT 1) SNMP £ A
piEsuth

$B,2 Rl B

$E|3  BEOEH (A

B4 K21 BRI ARG E RN I RE R o

19. SNMP ZEi#RNThBE R 51
1) RADIUS Accouniing
Start or SNMP Trap
[
100
(DHCIF)
Win7-PC

J 2) Triggered Polled Server
f SNIMP Query SNMP Query
A UDP/61 UDPHE1




R & Fia)R R ncllus-élc;.

ARG EN
ARG A WIS ISE B NAD e & 5 & 1% 0 A1 B E 0T e il i) MIB 0 K firos .

IF-MIB

SNMPv2-MIB

IP-MIB

CISCO-CDP-MIB

CISCO-VTP-MIB
CISCO-STACK-MIB

BRIDGE-MIB
OLD-CISCO-INTERFACE-MIB
CISCO-LWAPP-AP-MIB
CISCO-LWAPP-DOT11-CLIENT-MIB
CISCO-AUTH-FRAMEWORK-MIB
EEE8021-PAE-MIB: RFC IEEE 802.1X
HOST-RESOURCES-MIB

LLDP-MIB

PSR B SR PR G AT 2% H -

K#F. IP (ARP)

cdpCacheEntry (f{H%%)
lldpLocalSystemData (f{ A %k)
lldpRemoteSystemsData (fXH k)
cLApEntry (fY WLC)
cldcClientEntry (fX WLC)

IR Z A TSR ST R E T SNMP &, S AEFTA A A PSN Z IR 7) BE M 2% 35045 (1) SNMP #8if0,  BRAE4F
€ PSN CLC B NHE 16 E 48 1 % o

fESEFe A INa], GRS RN PM I (ARP) RAG S, HILAHRE ISE i IP-MAC ARP 217K . £
DOER R 2 R 0o LB, Wk Birss 3 R B At ARP RI5E, NFREHEN LiFsH 3 =
g (BN TR s 85 3 )2 70 AT 38 l) BB ISE MIZRIE N . AERAEILAN I _EECE RADIUS
o, DHCP ¥R TR TCiE S 1P 21 MAC 285 Bl 8 & v, mTRE R AT R BLEDR, A RS fHt 1P 21 MAC 5
R Bl (B 21) 1, Cisco Catalyst 6500 F 5SS HAL R GEMAE W, TN TLE 7 imel R ss 2 /=
AL CEHRRER) gk ARP f5 2.

EOEA

BEOE i RADIUS ik T #A5E . (752 RADIUS #MZhAE) 5 SNMP LinkUp/MAC Notification Ff [
(752 SNMP FABHRMITIRE) fidk .

B ZELIEHMIE SNMP FEHSBREFH, ERNERT, EER RADIUS RUTIEERIE RADIUS i2ikFFiaiHEM & SNMP
=if].
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ETRAGENSEBEEABIS MIB, £ 1A HPHRHE R IRE MIB B 5 HR0 R B 1R € 82 A 2RI MIB #89)«
PItfid s B IX SE A ) 2 NN e A 2R DA T o8l -

o EMOHIE (ifIndex. ifDesc Z5)

e i 1A VLAN %4

o SUREE (REE I ZRALE DR MDD
e CDP %l C(BRHE#)

e LLDP %

TE fith & 12 11 25 0 34 TR oAe 4 0 e S o B SR PR L 38 B R R B (CDP) e = R BB (LLDP) . CDP
%n LLDP & f VF A8 #e WL sh A SR B i e 4 i 10 JB ME I BE R B L. IR 2804 (ELFE TP MR 4% . 2 St Vg it

AERHEZ ) %Bizhnziﬁmx REZHEE P HiEF= A SCFF CDP 8( LLDP. [Kltk, AUREIGAS BRI a] 6 ¥
Z AT . AL, IEWT DATE SRR P R R G DU AR A A% BR e 9 4 FH 4 2 CDP/LLDP 4R EE .

U i S os (A2 A SNMIP 28 10 4 i 4 2 S AL 4. CDP 3080 I T Wicse A5 2 2R R 9

cat3750x#show cdp neighbor detail
Device ID: APc471.fe34.197a
Entry address(es) :

IP address: 10.1.14.100
Platform: cisco AIR-LAP1142N-A-K9 , Capabilities: Trans-Bridge
Interface: GigabitEthernetl/0/2, Port ID (outgoing port): GigabitEthernetoO
Holdtime : 123 sec

Version :

Cisco I0S Software, C1140 Software (C1140-KSW8-M), Version 12.4(25e)JA, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Fri 27-Jan-12 21:45 by prod _rel team

advertisement version: 2

Duplex: full

Power drawn: 15.400 Watts

Power request id: 1358, Power management id: 2
Power request levels are:15400 14500 0 0 O
Management address (es) :

Device ID: SEP003094C4528A
Entry address(es) :
IP address: 10.1.13.100
Platform: Cisco IP Phone 7960, Capabilities: Host Phone Two-port Mac Relay
Interface: GigabitEthernetl/0/1, Port ID (outgoing port): Port 1
Holdtime : 162 sec
Second Port Status: Up

Version :
P00308010100

advertisement version: 2
Duplex: full

Power drawn: 6.300 Watts
Management address (es) :
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B & SNMP Zif)ERMIThEe

ZLASF SNMP B HIERIDIRE, W45 5 2% 0 B oA A 13 (RO) #E X252 K H ISE SHrS IR 15 s ¥ SNMP

13K . ISE i A1 H A i B N 245 4 % 1 SNMP % 7% DA AR B ) SNMP 4 X 7457 55 . BB ok () 2k, )
WA FI RADIUS R ZhREEL SNMP [E BRI ZhRE, 1M H A2 E A B R B4 . )5, ZEARZE CDP 5%
LLDP {55, #umhZisZfF CDP 8¢ LLDP, ] HAZUEE NS HAL )5 A — AN s AN Wi o

7 ISE 12 A SNMP &ifjiFMITh ik

a4 % Administration > System = Deployment, FF AT A% LB S B R R AR B BT M Y
HEHE R 551
B2  1%#F Profiling Configuration B, JFf Hikrh /5 H SNMP & RN D e ) = aktE (& 22)

20. SNMP ZifiRMTheERc &

¥ SNMPQUERY

Retri95| 2

Timeout | 1000

BEventTimeout | 30

D95criptinn| SHMPQUERY

. ATHEDy SNMP AR DI REC BAT T4 1 o RGURARYE BO& B (iR 17 B N B R i% SNMP 2 .

$BE3  # Retries. Timeout F1 Event Timeout £ B BRIAH :

$B4  Timeout: HTI5E%%5FF SNMP M [ a8 (AL =ZFP)

HIES5  Retries: F T 508 TGRS T SIEVIGE 2RI J5, 2 7. SNMP 216 IR 3L

%6  EventTimeout: ] T45E(E RADIUS THIKIT4AEL SNMP [EBHil A 2 J5 « FHE AR & A AL E 71 i
Z RIS A (B FB)

SBT N TROREDER, EIRUEES CJE H RADIUS FRIThag. WRAEMEEAN R & L REE
RADIUS, 1E%HIER 5 25 H SNMP BaBHFHE M I fE -

SB8 i Save IR H K

IR X COEE DT IRSS P AR SRS IR 55 s BB AR T PR

£ ISE (MEHFR) PHEMEZE

T, JEIE RADIUS X it 47 5 43 56 UE I BT A 9 28 352 N % & AR K78 ISE Wb AT iC &, TRIL AT 4 2B i)
TAER R NIX L N & 1E—I00F SNMP W B . W AR EE RADIUS B 4356 UE ) X 25 B B SNMP 25 1) £R01
ThRE, S Aia) ISE WL B4 A RIS IS MR %, M HATPUERRZE 3 2% (LISRICARP EE) »

B 1 ¥ % Administration 2 Network Resources = Network Devices. 15 24§ F§ SNMP &) ) 1% & 0.4
e, MR FEIFNER PR Z R, BN E M S Add BIA] .
$B2 W TEwE, BRSSP HhE R
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$I3  1E SNMP Settings HiEMEH, F8EFN K&K SNMP iRAFE4 N SNMP figA 1 F1 2¢ ) SNMP
RO #E X475, WG FHARS, Wal Bl SNMPvV3 bR E (K 23) .

B 21. MEENRFECE: SNMP #Eif

* SHMP Settings

* SNMP RO Community [ (iscorc |

SHMP Username
Security Level |
Auth Protocol |
Auth Passwerd Show
Privacy Protocol |

PrivaLy Passwird

* Ppolling Intarsal | 3,000 ||seccunds {valid Renge 800 to B&40D)

Link Trap Query
MAC Trap Query

Originating Policy Services Mode -

Mone
isa-psn-1
ise-psn-2

$B4 XN T RS Bl &), 151BE Polling Interval A1 Originating Policy Services Node:

$B5  Polling Interval: 7, 7% RADIUS 8 DHCP #RMIHBEMI M 45 4, HFXF SRP 15 5 B4R #
PEREAS, I U UAE A 6 1 (B B

6  Originating Policy Services Node: /5 | SNMP Z RN INHE IR PSN #B4 tHBLESIR . ik
FEHAT X 2% B 2% 18 S0 1) R SR (R SR IR 51 ml o AN 286 B A1 P, I 2 P 28 DX 2 180 4 T )
PSN,

ST TR SNMP FERHE O (ko) 20, A DR 150 B A — AN B A FE B A 1 3 00

¥E: Originating Policy Services Node W B A& TH: &), KNIX L85 % 2 2 I RADIUS 121K 45
B SNMP [ BV 2 55 i 4 23 ) PSN A«

T8 TG, WHRIEEM.

B9 W SNMP i ISE SRES RS 15 i A MEA R K EE UL EBIR,

BELENEZALE HIEZHKE ISE PSN By SNMP £if]
R RN RS EEE G, ARG IIE &2 OB A2 F O B SNMP ZE#45M Th RS 1Y ISE 50 R
S 5 R IE M SNMP HisziE R

PLF 421247 10S | Cisco Catalyst 22 ML AL B 7, 18 PEEC B n] SCRRS A R4 X 7 5 ciscoro M ISE
PSN &%) SNMPv2c £

snmp-server community ciscoro RO
snmp-server community ciscorw RW
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BREBENRZEE RIETKE ISE PSN 9 SNMP Zif]

B IR RIS A S G, RERIGEEHI e S SR E N SCRFE A SNMP BRI T AE ) ISE
TR AR 551 5 K IE R SNMP HiE K .

$B1 A Management > SNMP - Communities 2 SNMP v1 / v2¢c Community , #AJ5HCE 7] REE L%
# 10 ISE SEmE IR 55715 sl I — D2 A A Bk K 77 da

$],2  TEERK WLC RsBIic s, id bl & v] SCRHE H R IX R R ciscoro M ISE PSN KIXH]
SNMPv2c & i#fi:

B 22. FL#&izHI25H0 SNMP Bt & 7=~

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Management SNMP v1/ v2c Community
Summary
-+ SNMP Community Name IP Address IP Mask Access Mode Status
General public 0.0.0.0 0.0.0.0 Read-Only Enable

SHNMP V3 Users

Commurities private 0.0.0.0 0.0.0.0 Read-Write Enable
Trap Receivers Ciscoro 10.1.0.0 255.255.0.0 Read-Only Enable
Ti Control ; :

i inba ciscorw 10.1.0.0 255.255.0.0 Read-Write Enable

Trap Logs

W C 5 SNMPv3, i5Hi{#£7E Management + SNMP - SNMP V3 Users Nt & AH N X E .

FENEZOCE ¥ CDP 1 LLDP
TER R RE N A% O liC BONE RS #oiin O ERROX Sl . BARBRGAE R, BRNHE#% BB 28 CDP,
{H LLDP MR B . K, SR A8 S5 44 f] SNMP 2R TheE W s B, 4 )5 5 H LLDP.

cdp run

interface <Endpoint_ Interface>
cdp enable

!

1ldp run

interface <Endpoint_ Interface>
11dp receive
11dp transmit

TE: X IegR ), LRI A SR CDP/LLDP.

I0E SNMP ZiG#5N Th e ¥

$B1 M Administration = Identity Management - Identities = Endpoints ][5k £ i o

B2 MNECENIEL ISE 47 SNMP U o] e N B2 Wi v, SR J5 BT IEH:.

$B3 % ISE Policy Administration 7 53 31 2 Administration = Identity Management = Identities.
T4 N MR LS Endpoints.

SIS ARIFEFINERE N L MAC ik, PLER SNMP 2 ER I D) e 3R 1) @ 14
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B 25 Fonas B A 7 SNMP FE BRI T A8 A1 SNMP B i) #8300, 58 H 7”48 F] SNMP 2l W 8E 10 J@ 1k
5 H BRI %8 JE 4 145 EndPointSource. cdpCacheAddress F1 cdpCachePlatform:

EndPointSource 8 51315 J5 — R 70 M7 BHT K H SNMP 22 4R M Dy ¢

cdpCacheAddress $2{it 1P il I FLYF4E5E 1P F1 MAC Hutk .

cdpCachePlatform J& {442 {1 5¢ T BT iE 42 2 um () PR R IR - 72 A1) H BT i 42 4¢3 /9 Cisco AIR-
LAPI1142N-A-K9, Bl Cisco Aironet 1142N 2N 1.

[ 23. SNMP EifjRN I EER M=l

Endpoint

* MAC Address  C4:71:FE:34:19:7A

* Policy Assignment | Cisco-Access-Paint '|

Static Assignment []

* Identity Group Assignment | Cisco-Access-Paint '|

Static Group Assignment []

Attribute List
EndPointPolicy

EndPointProfilerServer

Cisco-Access-Point

lse-pen-1

|Ench|int5c|urce

SMMPQuery Probe

IdentityGroup
MACAddrass
MatchedPolicy

Cisco-Access-Point
C4:71:FE:34:19:7 4

Cisco-Access-Point

NADAddress 10.1.50.2
ouI Cisco Systems
Policy\ersion 22
StaticAssignment false
StaticGroupAssignment false
TimeTaProfile 24

Total Certainty Factor 20

Vian 14
Vianhame WIRELESS
cdpCacheaddress 10.1.14.100
cdpCacheCapabilities m

cdpCachebeviceld

APc471.fe34.1973

cdpCachePlatform

cisco AIR-LAP1142MN-A-KS

cdpCacheVersion

dotlxAuthAuthControlledPortControl 3
dotlxAuthAuthControlledPortStatus 2

ifDescr
fIndex
ifOperstatus
ip

port

Cisco 105 Software, C1140 Software (C1140-KSWWS-M), Version 12.4(25e114, RELEASE SOFTWA
Copyright (c) 1986-2012 by Cisco Systems, Inc. Compiled Fri 27-Jan-12 21:45 by prod_rel_team
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FEe  ERALTUNEIESSE, ST DRSS G A DT 2

switch# show cdp neighbor detail

switch# show 1lldp neighbor detail

{F DHCP #1 DHCP SPAN M IhgE# 1T 4T
Jiii 4 18 X, DHCP ¥R RS M DHCP HUB U@ . 0 LS LL R — ANk AR I T Ak 4: DHCP J& 4«

e DHCP &M IhfE
e DHCP SPAN #illZh&E

DHCP R &E

DHCP #8 Vj 58 & /£ FH T EL# m] ISE SRME k4517 s ki DHCP 153K, 1 aifE M 2% $1 DHCP H 4k D) R I 45
R ERHR L K DHCP gk /& B TAFE A DHCP % 7 556 W < B 2 3 282 1 H ip helper-address 7y
4. B 26 BRI DHCP 80 Dh g K~ 514 4h .

& 24. DHCP &M Ih&E =151

IP Helpar to Rl “Exira’ IP Helper o ISE
DHCP Sarver (UDPE7)

-,

LLLLLL] L
L LT ,
L Ll

1111

DNSIDHCP
interface Viani0O Marored iraffic
ip address 10.1.10.1 255.255.255.0 fromWLC to
ip helper—address i0.1.100.100 dedicaled PSN
ip helper—address 10.1.100.5 interface:

7EE 1, Cisco Catalyst 3750-X A —/ 52 TH#E VLAN 10 A1—/ME VLAN 13, fERFMACH % T (SVI)
B E F#0H — ip helper-address 774>, H T4 DHCP | &% 0.5 Kk ikt Jy 10.1.100.100 F) 525
DHCP k%54 (7R 26 HUAG AR EI/R) o XM N DHCP & RIRS 2. EMHEEZOT, B—"1ip
helper-address 7% At & y$E 7 DHCP R D1 88 Ji FH A ISE PSN #2110 (LA AR WIR) o ISE SRS AR S5 M
AP iEa, B RSN THEREIAKRILSE ISE CU#ENT DHCP &,




R & Fia)R R ncllls-élc;.

A AR BB R 2 A 1P FBIAE R H AR BN SLVF 2 A ISE SRS AR 5519 /3% DHCP 55K EIA .

7E: ISE DHCP ¥ Th&E AT LASEHT K ] DHCP 4k A1 DHCP fSH (i & ix g 73k ] () — > F 2 X f] 2 18
it ip helper-address 774 1) DHCP F1 4k fe i ) 24~ HAn K& E, FIHRVT£ 695k DHCP R4 #5 Al ISE KH%
5575 MU DHCP W R IEIA . 55—, DHCP AN R a2 DHCP IR&5#8 KixiE R, MHRAEEE
BRI SR BT, A 4R E AR CE S Y DHCP HAr. BEARTFTLLK ISE 5 A E N —1N&H, M
1M O YRR [B] 52 Fr DHCP AR 5558, {H X Fh D B 2 4R 4 i 3R X 1P bk 75 AR IR] o X 2500 ) P48, abm]
RE- 05 7 Uity 75 S R R0 S92 [10) B¢ HH 30 o

DHCP SPAN ¥R Ih &k

DHCP SPAN #5 Th &g 5 78 ] -4 FH 22 i 1 20 B 8% (SPAN). i FE SPAN (RSPAN) Bl [ 4% 7317 28 5 7 12550
BEH4 T ISE SmS AR SS9 5 B D s il o 732 =R 44 ] DHCP 4% 3 A DHCP #9012 A v
B TEVEAE s .

RIESER: WTEMAERN DHCP g, MRANEE—MRNINERNZRENER . ERIER DHCP (IP #ENFER) 1 DHCP SPAN #RTh
BEME— DHCP REBW SR AE, MEHR.

R DHCP IRMIHAERTH, EiUFER DHCP {RNINEEM A ZE{EH DHCP SPAN #MIhgE. {XiBid DHCP k% % DHCP BB AT LU
PRFREMENRE DHCP HiEENEMA ISE RRST S ENERERE.

DHCP SPAN Rl Th e ] FH T M AH T M 3% 3%k DHCP i &, /#F DHCP R ThiE R fedilisk i o
F kK DHCP i & . %6 3 JZ MK FIRE N A P ) DHCP AR 454, A X Fhn 2. i A 10S
DHCP AR %5 25 thlc B o~ iZ 7 M4 DHCP AR%s, NIAS b4k DHCP A1) A B .

AR UL R SPAN B 2% 43Vt s AN iZE4 WLC FITC 2k % P i b HicHs 0 52 i 1) 3w IR 2515 /5 i %
O (26 FRIE R E/R) o KD SPAN H ki Al fe 247 2 MRk & PE R BL PSN O H BRI 1
W, PrUAREMA T REC .t RAIAR BEAR A E T2 RADIUS 25 PSN ) H AR S8 11 H I
JE. ] SPAN J5ik, FIREZ[A] SPAN dii I A H AL B e ) (0T 2 Bt , AT S BOC B & B 5 R ek
IEIR .

DHCP E 1%
DHCP #ill ) gEF1 DHCP SPAN R T REHAS 7] ISE R (AR R )<t 7 HrJmtt, BdE Ll —Lejm ik

dhcp-class-identifier
dhcp-user-class-id
dhcep-client-identifier
dhcp-message-type
dhcp-parameter-request-list
dhcp-requested-address
host-name

domain-name

client-fqdn

[AA DHCP B£$2fit MAC Hitil: (dhep-client-identifier), S HZ{t IP Huli: (dhep-requested-address), Fit AL DL
N ISE ARP ZZA7 385 3L P || MAC $BEZRE » IXXS T SCRARHE TP ik 17 9 MAC stk i) H At 2RI DI EAR AT
F o R RURT € 2 om R AL 10 8 M IR X 28 8 MR A7 21 ISE Bl FE b, 75 ZEAR4E MAC Hhhibds 1P Mk 5 Bk
2 0 KK o




R & Fia)R R ncllus-élc;.

% T dhcp-client-identifier 11 dhcp-requested-address, - fth 5C## & VEIL 45 dhep-class-identifier. dhcp-user-
class-id #I dhcp-parameters-request-list. 87 AR IR FF @ H H T 501 & Bl /E R4iE 5. 7T LLE Mac OS #
Microsoft Windows 5547 2425 1 i 3 AF R 48 E K 2R IPRIRRF LA P 3801 ID H i€ SO RAE R 73 A i — Ak bw
R, Hifft DHCP il 55 #5 1% [al Mk — Yo [ {E .

dhcp-parameters-request-list $& it 1] GEME— (1) &R TR FF, BN BTG RIS B E R 7106 T 3 5 FR
NGB A ME—F . #1U1 dhep-parameters-request-list /5 1, 3, 6, 15, 119, 252 3 iPad. iPod &Y iPhone
%% Apple i0S # % o

W e Aol B T hRdE N4 . 1A% B B e 44 (FQDN) s 4 2405E , AT LA I 28 J& ot 2 o 1EAT
K. B, WA Windows XP & Fuii#f /0B 7 — N FR (B4 jsmith-winxp) , WFESEAN % 4F T ] LLAE
H host-name J& 145§ client-fqdn J& K% Windows XP i AT4098. [FIFEML, WS 20 @ 4~ 5 46 ) host-
name JH 4 jsmith-corp-dept 2 A%, NI b & PE A T30 UE A 7] 85 7.

WAL R, ARG E SO B IERE Y S, (R Rk TT AR i 2 AN RS R . B, AL
SREST T30, 4815 PC ) host-name J& ' (VLA A 283 S iy AL s ) A S HUIME R A TR T 540
[ BCRR -

— ROk, DHCP BARZ s, 1 HLIE % 2 AR A5 h R 7 i 70 RIS Aik, - PR K 2 B2 i A 1
A S AT 55 2.0 DHCP “#840” .

fic 2 DHCP F1 DHCP SPAN #5:M Th g

F g ] DHCP R IhRE, DN (BANIREE 2 BN RS T — B2 BE N E & T o8
AR5 1 ISE PSN &% DHCP 4k sk DHCP AXFE £k €. 48 | DHCP SPAN M INRE, W48 A5 it F 5
[11H] ISE PSN Kk 2 M5, fif ety L6 DHCP E i .

FUHEELT DHCP IR ThRER R, B —ANE R A0 N 2 i 6 20 ] DHCP SRHCEL TP Hudik . IX/NATRER LK
IR, {HZRZ % Al REfd A 02 B 584 1P b0 B % i B 4%« fEIXSEREIL N, Al AR B F &
DHCP 15, MM o4 £ A5 — MR 1P Hukik, RN S irnt 1P S-hk k4745 vh 4 28 338 1k DHCP A ISE 4
e i3 HF .

7£ ISE /2 FH DHCP #MTheE

a4 % Administration > System = Deployment, FF A B A% L8 s ) B R AR B BT M
M RSS9 R

HI2  %#F Profiling Configuration LI .

SB3  EUINX DHCP £ TR (FlWn A T 1P FERE ) WISCHe, &+ Fridy DHCP R IEAHE,
e 27 &£ EAATR.
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& 25. DHCP RN IhEEEL &

¥ DHCP

Interﬁlce| GigabitEthernet 0 v|

Port| 67 |

Description | DHCP |

$E4  FEHRIIXT DHCP SPAN #£IhRE (T SPAN B HAhsm DB G Mk 7 ), iFiEFFrc N
DHCPSPAN H)EEHE (& 28) .

26. DHCP IRMINALEE - 20

v DHCPSPAN

Interﬁlce| GigabitEthernet 3 -
GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

Al

Description

$BS5  EFEHTWLE DHCP iEE .

T P R (DHCP H4k) , Pri i @ 21 T2 RS MEAE D .. HE2, £
The U = DHCP i iSRRI, ST e rl BT IR 1 - A TIR LUK 1. 2 B3,

T T4 E (SPAN/RSPAN// MR Es) , WEOMNIZEER#ED.

6 i Save LIFRAZ H K.
ST N CECE T IR S I T A HAt SRS AR 55T R R RR P R AP R

E: HTXREGRIER, R 2 A RIS T s E O SPAN BUXFMECEANFAT. WRGIE
HFRE, WIS 2SR AR 55 1 B A R . SRR MRT DU I — 2 LR, ERSKIESR &
ISE ¥ i L3R, S BULBE I A HAb T 5 BRI R0 (1 0 A B T A b B

[A ISE (MR RMMEEE

AR SCFE RADIUS 8¢ SNMP 42 N\ % % A g L& U TN 2 ISE M 2515244 51138 (/£ Administration > Network
Resources = Network Devices ) , {HETL7H %1 A DHCP &M ThEe sk DHCP SPAN Rl The%% /< DHCP
1M ) ISE #8025 ¥ 4%
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1% ISE REEARE T mIEORCE A ¥4 DHCP 4k ¥iiEE ({X DHCP #RAITHEE)

R AEERAIATIELLR M 0 #2110 15 A DHCP #£UZhRE, SRR RI CL5emi. WA 5 — /N kRl
DHCP Héki &, NEEmM L NP,

BB DIy 0K B R 1 5 X 2 e % .
$B2 Vi ISE PSN #=i#il & (CLI). & 29 Arz~, Ja FAHN #2 E 3F40 B A 2508 1P Hudik,

B 27. BTN #ALE) DHCP sk & /Rl

izse-psn-1l-radmin#t conf t

Enter configuration commands, one per line. End with CHTL/Z.
ise-psn-1l-sadmin(configl#t interface GigabitEthernet 3
ize-psn-lr/admin(config-GigabitEthernetl# ip addres=z 18.1.99.188 255.255.255.48

hanging the IP may result in undesired side effects on
installed application(=s).
you sure you want to proceed? ¥-N [N1: Y
MAT Log Processor is not running.
MAT Log Collector is not ruwnning.
M&T filert Process is not running.
Stopping ISE Application 3erwver...
ISE M&T Se=s=sion Database is not runming.
Stopping ISE Database processes...
Starting ISE Database processes...
ISE M&T Session Database is not running.
Starting ISE Application Server..
ote: ISE Processes are 1n1t1allzlng Use 'show application status ise’
CLI to werify all processzes are in runming state.
ize-psn-lradmin(conf ig-GigabitEthernet)#t _

SE!,3  BuEprA RS S R HIEAT .
SBE4 UEHAC B DA B I B I0UE & 5 2% A show running-config 772 i %% 1, BIHAZAT
KHARE (B30 .
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[l 28. 3GIEA THRNZHALEY DHCP sh4kfi & 7Rl

ise-pEn-lrsadmint  show runming-config

Generating configuration. ..
'

hostname ise-psn-1
'

ip domain-name ct=.local
'

interface GigabitEthernet B
ip addres=s 18.1.188.5 255.255.255.4

ipwb address autoconfig
'

interface GigabitEthernet 1
shutdown

ipve address autoconfig
'

interface GigabitEthernet 2
shutdouwn

ipve address autoconfig
'

interface GigabitEthernet 3
ip address 18.1.99.188 255.255.255.8

ipvb address autoconfig
T

ip name-server 18.1.188.188

-—More--

SES BT NTFE A4 DHCP B4 1% %Kik ICMP ping, 5iE5 58T ISE PRI THREHEE ).
SBE6 I CLI /7% copy running-config startup-config {& (7 5 4.

1% ISE R AR S AmIE OB E 93t SPAN 5= ({X DHCP SPAN M)

SR DA ER 7 ORI 7 (B T 2 AH R ) SPAN H brdim 151 25 73 a2 1 o

B2 Viln ISE PSN %4 & (CLD). fEFRENNERERAT, HFEHA no shutdown, EIW] S5 FHAHR
FHEC N

$BE3  {HiH] ISE CLI 174 copy running-config startup-config x17 5 4.

E: XFLE VMware & & EE{THRIEARS T =

EXSmERETMRED, WEKREAEMLFEEMMERZED. WRRERRMTRILRE, WESSHT ISERLEZH, FEAMTHEOXH
ISE T3 R H E# ESX B &M MMEALE.

ith5h, FE#EF ISE DHCP SPAN # [0 LR SPANARIGRE, VMware & &EREEMZHRINED LRERMMER . ERRALER, B E VMware
Host - Configuration > Hardware - Networking = vSwitch - Security 3% & Promiscuous Mode: Accept (BXIA{EH Reject) , W RFIR:




R e R ClSCo
(%) vSwitch Properties
i~ Palicy Exceptions
Promiscuous Mode |.ﬁ.ccept :_J
MAC Address Changes: |,qc.;e|;.t L‘
Furyed Traisinils; |Accept _:J
O, Cancel | Help ‘

BBREBENEZ W ERE A% DHCP #iEEH ZE ISE PSN ({X DHCP #FMIj#E

¥ % Cisco Catalyst 2L ECH H1 8% (0 PR & o AR 2™ 42 DHCP it 19 28 3m 1 W A & % 8 1T,
AT fr

interface <Endpoint VLANS>
ip helper-address <ISE_PSN address>

& 72 Ik N A% 2 45 15 C 3 H DHCP R Dh RS PSN 0. AT IUE, EATLARINE £ IP #E IR FiE4H],

¥ DHCP 4k 2 HAh S mE AR 55715 05, (HRAE VU SR E UM RREESR, FARA PSN #4 AB T
Wyt B

BREIENZZELE 515 DHCP HIEE 4% ZE ISE PSN ({X DHCP RN IhgE

A LE DHCP Mz i 4F DHCP /CBA X FEC & WLC, iX#: DHCP HE Bt WL % 7 i /& & ISE
PSN.

3 28 JERLIC 28 Ja ok o0 s 1) o B T 26 IR 25 1B 1) Web 25 2 51T o

i 5% Controller > Advanced > DHCP = DHCP Parameters.
SB2 R CEPFRICN Enable DHCP Proxy HIEIEHE, NIHGHIEF L EEME (B 31)




REVER(EiEmE CIsCo.

29. FLki5H3EH) DHCP h4kfe & = fl

MONITOR WLANs CONTROLLER WIRELESS SECURITY

DHCP Parameters

Enable DHCP Proxy [
DHCF Option 82 Remote Id field format AP-MAC -
DHCF Timeout (5 - 120 seconds) 120

$®3  SFFE ] DHCP ) WLC _ERCE 5D WLAN, SRR aT i R bk,  Eirmosil B vk
DHCP A4k %2 ISE % MBS AR S5 s

MR ZECE 4521 DHCP REXRIEE PSN ({X DHCP SPAN #MIhgE)

A 2 TR E B A 2 ISE HEMEAR 5511 ml. AREFHE4HAE Cisco Catalyst AZ#AL L f# I AT SPAN ) —
M7 %

1 e K E Sy DHCP it /2 R JR 32 10 8, VLAN. WLC fH 032 D805 DHCP AR 55 %% 1) 7% H2 55 5L L6 BH %€ /5 nT PA
VE TR BT A %% /7 S DHCP 3088 0 () FRAR A7 B

EREEREI, BOTIRCURM 1/1 2 BEL 5500 R 5102k Rk o 4 il 4% b 4k i . 320 T JEBLRI 2/37
JEIERHEAT VMware ESXi 4.1 [ Cisco UCS®™ AR S5 23 10— N2g Hesiii 13482 . ESX AR S5 23K 20 L & N 5 /0 2
RE O SR IR 4571 p B — N ISE Bl & o 320 TIR AR 2/37 iEREE 51 8 TIR ALK 3 /) ISE PSN 8211
O,

interface GigabitEthernetl/1
description WLC5508 ETHO (Port 1)
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 40-44
switchport mode trunk

interface GigabitEthernet2/37
description UCS1 SPAN (port 3 of 4)
switchport

# SPAN fit & N3k 5500 22 HeHLERE b1 FTE Nl Al sl it d 654 & 2 ISE PSN 4%, ik, #OTFJRRAIK
M 1/1 E BN SPAN YR I HE: 0TI CUR M 2/37 B B A HAR. BN ISE LFHE Warbsic FEEEE, Al
TEAZ P O _E R JE F 802.1Q W4k,

cat6500 (config)# monitor session 1 source interface gigabitEthernet 1/1 both
cat6500 (config)# monitor session 1 destination interface gigabitEthernet 2/37




REVER(EiEmE CIsCo.

FAABC &I ORAF

cat6500# show monitor session 1
Session 1

Type : Local Session
Source Ports :

Both : Gil/1
Destination Ports : Gi2/37

Egress SPAN Replication State:
Operational mode : Centralized

Configured mode : Centralized (default)

I8iF DHCP RN sE $ 2

HE1
HI2
HE3
iy
i ]

M Administration = Identity Management = Identities = Endpoints M5k £ i o

M 5G4 46 4 DHCP %% % %8 ISE PSN 1) 1P H5BIFE 5 13 N 15 4% Wi I 8 4 5 4 i

% % ISE Policy Administration 7 i 5 /1% Administration = Identity Management = Identities.
ML A% 1 Endpoints.

ERIFIEBERE R AT MAC Hutik, ©o8 DHCP $RINThAERRIEN: (K 32) o FriEmsmsl
{8 ] DHCP #£ M Thag, LAZRH 2ol DHCP Wk HJE .
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REViE)RIEER CISCO.
30. DHCP i Thae B 1R
Endpaoint List = 00:30:534:C4:52:84
Endpoint

* MAC Address

* Policy Assignment

Static Assignment

* Identity Group Assignment

Stafic Group Assignment
Attribute List
EndPointPolicy

00:30:94:C4:52:8A

| Cisco-IP-Phaone '|
O
| Cisco-IP-Phone '|
O

Cisco-IP-Phane

EndPointProfilerserver ise-psn-1
IEndPDintSnurce DHCP Probe
IdentityGroup Cisco-IP-Phone
MACAddress 00:30:94:C4:52:84
MatchedPolicy Cisco-IP-Phone
our Cisca Systems, IncI
PolicyVersion 22
StaticAssignment false
StaticGroupAssignment false

Time ToProfile 24

Total Certainty Factor 30

chaddr 00:30:94:c4:52:83
ciaddr 0.0.0.0

||:IhC|:|-cIa ss-identifier

Cisco Systems, Inc. IP Phone CP-7960

|E||'|C|:|-C|iE! nt-identifier

01:00:30:94:c4:52:83

dhcp-message-type DHCPDISCOVER
[dhcp-parameter-request-ist 1, 66, 6, 3, 15, 150, 35|
|dhcp—requested—address 1E|.1.13.1E|D|

flags 0x8000

gizddr 10.1.13.1

hlen 6

hops 1

host-name SEPO03094C4528A
htype Ethernet (10Mb)
i} 10.1.13.100

ap BOOTREQUEST
5205 0

yiaddr 0.0.0.0

©2015 BHAFZLRHE
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R S 71 1) O B o P B A

EndPointSource

oul

dhcp-class-identifier
dhcp-client-identifier
dhcp-parameter-request-list
dhcp-requested-address

EndPointSource ‘27~ DHCP R BhRE /& 5% 5 — % @ P 5 BT B SRR

dhcp-client-identifier 187 #2t MAC Mk, itk @i 5k 5 MAC Address-OUIT BRI I O BE B (AL B 7
OUI 15 ..

dhcp-requested-address /& Z¢uiiE K 1) IP Mkt . 8 PEi% [F] dhep-client-identifier — &2 {1t IP A1 MAC Hihl 2
] I 0 52

dhcp-class-identifier 187 H2 (M — [P SR € @1, I HAEG LO1E Ol T 52 i priE B 4 om i VR 40 U0 I - ZE A1)
HHE Cisco Systems, Inc. IP Phone CP-7960.

dhcp-parameter-request-list 12> F5/R 2 0 R P g, FOIEH R A LB P Bl H 5 1, 66, 6, 3,
15, 150, 35, 151 —Z 1551

B2, —AEA BT LA DHCP 45 M4 &t 0 2. WARTEr T O EREsF 1 TiA, BRHEM
A5 ) T 0 15 5 A TR B f) — A Hb 43 254 R e 2 DHCP Al S B TheE . B 7E Toikdid 1P 3 e 7k
SPAN £ AR £E DHCP J& PERImt i, A758A v LIS FH L D REUSEE DHCP &t . BEAg s 7 58 0 2 J& P IR A 4y

R T M ARy R AR T

£ HTTP BMThEE#HIT 4
Web U #538 H 2xi@ 1t 1] Web RSS2 3238 MERR IR BAAA 3 S, IR RS FEM . BIERS, St
N AR RRA . 72 HTTP 1, thAs iR 28 i User-Agent ) HTTP 1 RSk 7 BUAL e

User-Agent 52 f§ HTTP &M ThREUR AR I 3 2@ . ISE 3 #r T BemT LA 3R User-Agent J& 52 1) Web 312
wEE, PLAERIEEIRM HTTP EwiE, JRl e LmfErtf sk . BAL ISE $R 4R 2 BARC E X
fF, XEEXFAE T RGZH, RIE User-Agent J&PER IR %Ki .

FT 15 HTTP $R I D) K& HTTP Sl i A7k T

e URL HE[H
e SPAN (FIHAMIREHE 75

HTTP #00 Dh Be i s 1 80 Al 11 8080 3K [ Web W i 25 /)il {5 . URL =€ [A] A1 SPAN J7:#f 6] HTTP 45
MINEEFLAL User-Agent JE .
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£ URL EE [/ HTTP HRMIhEE

ISE ¥ URL E &M TR Z A 7 &b RS, BIEET Web FKIE (CWA). Al Web B3 3HE (LWA). %
HIEM Web FARIGAE (DRW). % i EC . 22 4RSS AANLIE R 77 HES (NSP). 71X H A 34N FH 22491
L 20 1) Web I V04 H4 # € 7] 2 ISE MK RSS9 al. fEMLIERRH, ISE AT LA 3K User-Agent J& 1.

K 33 FR R B P FN IR T 6 URL 5 5E ) A K am MG R —3 4y, IXFE ISE 7] PAR N & KiE—
URL HEM (K33 FRAGERHER) o J%E it T Web WSS, B4k H E M2 H T4+ Web 1056
UEAEHE € AR 55 SR mS AR 55 10 . (PR R EoR)

31. HTTP RN ThEE R

ISE sends URL Redrecd to acpass Endpoint epens browser, redirected
devioe as RADIUS aulhorization result

------------------
---------------
-

-
.....
,,,,,,,
------
i

------

[ cloco-av-pair= url rodiect=httpe:/iporiiguestportaligatoway sossionkd-SessionldVakuoacion-cwa || 9eGcated PSN
URL H5E [ 7] PLJE I 2582 N85 (NAD) I— AN IhRE. NAD AR I 52 7] i — N Bl & At Web B4 56IE,
A G 2R A LB TIC 28 4 1l 4387 25 7 it 0 W 28 8 [ 22 ISE U & 117, 34k Web B 47 56 iiE TUTHI .

URL 5 5€ MR BLUE ZE M ISE B M 2882 N 45 1) —FF RADIUS #2480, H RADIUS #Z#Ufili & [f]— 4~ URL
HE I RIEEF Web S350 UE, HPE N R &7 E g W, (H2S7ER il ISE R0 Ak 25715 52 [A]
AT SR, HE I E— 218 1D IRE &1

{§£ F3 SPAN B9 HTTP #FMTh&EE

BAEAMEH URL =@ M 45O H HTTP S8 Shag, mlkr) k28 H SPAN. RSPAN B WX 4% 73 it #% 55
7154 Web Jii e & H Sl 22 ISE SRmSAR S 19 i B 0 . bR R E A T2 URL &€ R A AT AT B S 18
FHI




R & Fia)R R ncllus-élc;.

BIEXH: EET RADIUS WIFEFERERAT, URL EEMEAEMAET HTTP SPAN. EEEEHAE RIHIK User-Agent BIERT LUK/ ISE 5RAE
BET R EHBERERE, REMBRE HTTP SEGHNEY.

MR URL EEENEM, BIMESFERET RADIUS WEHIEIERIER NAC IREZHEF, RESMTRIFENLEIE RADIUS HIARIKE
IIMNER, MIMESSER SPAN 753%, EAH 2 1F#IX User-Agent TiAAER RADIUS 5 URL EE .

B 33 A o 19 0 1 B A2 s T SPAN B 2% it s N WILC T 45 (4 o 2 2 i 30 A2 ) 81 SRS Al 55
WA EMLTHZED (DR E2R) o FOY SPAN Hbpin H A e 2 MRk JE VE RO BL PSN O H bR
MIEH e, PrUREMALHE L. Woh, BAIASGEE AR T2 RADIUS 5 PSN [ HAb I8 1 1B
JIZE. fEH] SPAN J5ik, WIfiE& (A SPAN dii &I LA EERE 7 1K 5 2 Bt , I SO E IR
BIEIR .

HTTP M TheERn IP 2] MAC it 48 E 23R

AN HTTP it E A5 20551 MAC Huhik, [RlUt ISE SRBE AR S5 1 A SL A T &0 ARP 7R UAICE A
—/N 1P 3 MAC kg8, A fed KIXREEE S5 HTTP BRI INREERCEE . #eA)ifid, Wi ISE ikl &
U MAC bk i8R 51 28355 500% A7 SC AR TP Hbchl, U HTTP 4R Zh B8R B W B g e 38, TR VR 23t
Al e N BT User-Agent JEPE. Rk, Z07E e HTTP $ds 2 fnidit 55— MR D ae U3 1P ] MAC
HihbghsE . T T4 AEAE BRI Th R W R

e RADIUS (@il Framed-IP-Address J& )
e DHCP (j#id dhep-requested-address &%)
e SNMP #if] it SNMP #&))

H RN IP 2] MAC 4 B R PR Rk HTTP b R . HP a4

o T imIAEC A URL € ]
o JHTHET Web HHrUIER) URL 5 5E [

RT%&FPinAECH) URL EEE

AT (CP) & — M ISE ik g5, A& mi AN B SO sl T E, e APIRESREAA YL
RITIBC (NSP) fR55. % i MO+ URL HE . £ CP I REr, SREmS AR 5549 ml b 2008 i e - AQEE iy
SE R AT R GE, AT TR O B SR o i, o R Sk I Windows 27 B, U NAZONIRES
SCFFiERE Windows IRAACER. [FFE, QIR st — G Android %75, R i%AE 25 b 23 T Android
7 S (R SR 5 R BC SO

2% A C AR 55 3R User-Agent JE R, ISE KAl UL 28 H o ik 55, s IR ARA. BAh, %
J i G A B 0 #r, ISE BEUEREBLAE BN T M 1h 24742 R ) MAC Hutik (Calling-Station-ID).
PRI, TR X — MR, e TR 2 K.

FF & Web H358EH) URL EE 4]

R Web B3 IE (CWA) ##ii T URL EE A, £ CWA IR, HTTP R THRE AL 78 S IR 55 A B
B2 JE AR L E A1) HTTP £ A3 38 User-Agent J& 1. TR iR S, g & iEshaiE i —
#55y, ISE Bemgilid b 23 id M iR 22 7R MAC ik (Calling-Station-ID). it F248 HTTP #R M ThHE A LLiR
%I User-Agent Fl3H 78 Z& v 545 P2 BT 75 (1) G MAC Hiutik.




SID

REVER(EiEmE Ccisco

SR, HTTP RN INEENIEL User-Agent #6015 7 i (F R SBSRME T 50 S ORISR o 2R A Y 3
THAE RGNS, Fr A REE 6% 40 7 EARTE & J8 TN N P78 48 8 B W P SRR [R5 1R PR R e 2k
R85, @UUE I HTTP 3 Thae .

{Ef# A CP 1 URL € A H CWA 1 URL € [MIIX PR 77 S, ISE #BREHS K User-Agent J& VLS T
MAC Hulik, 1T WEKE P 3] MAC Hidk4F5E . HTTP SPAN JVEIEAESRAGIA 1 IP ) MAC 495 5%
H, BRAFPrEErm ek HARL Zm e 2 JE B I ERHI T, BIEAIE MAC Huhk Sz bR 255 i)
MAC Hiuhk, I H o] DR A 87 1 B8 g 2 i 250 e

RIESERE: ZIREN User-Agent, EfEM URL EEE, HA§ HTTP IRNITIEEAT CWA ERER. HEREMRSKRESAHIEKR 5B RS,

REGEENITEH URL EERATEAHBICAS I, EREBSEFAT, BIEATEFERARSHIEKRFIPE, NURESERFEME
CP, H&RIHACE X% E 3 Unknown 8 Incomplete Bf, ATRUETEEE@E CWA (HERRESKRIER) KEFIRFEFIRE (CPP) RS
CREXI) STRLLEREE. EBERRIHBFRIEFSR User-Agent H A R IFERNI L ERSHARINER (CoA). EFEREZE, TREEHE
FRREC & ST ITEL S ELETHOIR SRS MM

I EFrR, BE URL EEEEMKET HTTP SPAN, EASHEGAHELLE A IFRIERS D Sl &/ BRESFHIKE User-Agent [
M, EEESRBATETUERNERLER ARP EEMIEATHITH. i, T RADIUS ZH URL EEET EHE TR EGSR,
EREEEIRLR R4 EE|4%1E RADIUS R 2/IE— PSN.

1BR, 7EAREE RADIUS HIEANRZEFHLIGRT, SPAN FEFRERH RTINS R.

AEE HTTP M Th &k

BB HTTP SMIThEE T i MR E, NS UARES B (BinidEid A Web B 500E) sl it
RADIUS #Z#0% HTTP it & & A1 % ISE. W 3T RADIUS [IEE ], A8 PR IS HUNLEL ISE Bl &N
IR[EI T url-redirect [ ERHEHEEXT (AVP), 1ERIILER.

FAEAEH SPAN 15 T EH] HTTP $RINTHRE, W4% LA UH I % HI4% 1 1) ISE PSN KIAZ i M2 i e, flf
fe ek i g A HTTP EE /- &

7£ ISE A2 A HTTP EMTheE

SR
2

I3
R4

%% Administration > System = Deployment, FF M A7 4% O350 8 15 w151 3R Ik BB AT 7 1
TEME R 555 R

1% Profiling Configuration &I . Z4 HTTP FRINTh RIS RE, HIEFFRic A HTTP R IEHE
(F34) .

[® 32. HTTP #RNIhREEL &

* HTTF

Interﬁlce| GigabitEthemet 0 v|

Description | HTTP |

WP T U EE HTTP MBI,
BT URL s m, AR e 0 Nz 8T IRPUOR I 0, EPFF RADIUS. Web S 560iE. %
EREESTERS AR .




R & Fia)R R ncllus-élc;.

$EB5  EH TG E (SPAN/RSPAN/ZMES) , AN ZELHED (B35 .

E 33. HTTP $HRMIDhEEEL E - &0

HTTF

Interface | GigabitEthernet 3 v
GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

Al

Description

g 4 il Save PAHREAZ o
SEBT N COEE S TIRS B TE HAD SRS IS A EE AR

E: BT XHRESREEIIER, K2 ARSI T R BCE VI SPAN 2 R e HYJSErl47 1. Wik
BEGARRI R, W] TR A 2 s A 55 0 R R . AR ORT DA N — € I TR
B KIESEE ISE 49 R BRI R, S BOLBHEFTA HAL R ESRERAN RS A T, TR R i 2
HH.

[A ISE (MR RMMEEE
ffi ] URL 7€ [7) 7 VA 3K HTTP AR, M H N & L AIC SR E VSR T RADIUS B 500, M
TG 7 PAT AR AT ES T 125 BRR S I B 45 X 28 45 N B o

24§ SPAN J732:4# 3% HTTP dEi, B A AT T RADIUS [ B 563F, WA [H] ISE F e N & 1)
HARER,

¥ ISE RREEARST miENEREHFWEE R HTTP R E
i F URL H58 MBS, RSAZEBRIATIELORM 0 #:10 F )53 F HTTP SR Thae. R, JERFHEATAS 3% 0
FCE .

1% ISE R AR ST R iE OB E Y HTTP SPAN i E

2] SPAN B, MAZTEELH SPAN # 1 _E¥ HTTP #R BhAERC & v HTTP Vi & . EA/E ISE LACE & H
SPAN #2111, E5ERLL NP ER:

ST D37 UK I AR B0 R AR ) SPAN H bR 1B/ 28 73 i 2845 11 .

$B2 Uil ISE PSN 4l & (CLD). fEAFHZOMEEERRT, R FHIA no shutdown, BIF] 5 FHHH N
SaEcJMR

$BE3  {HiH] ISE CLI 174 copy running-config startup-config, {#/7 5 4.
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F: XFLE VMware & & EE{THRIEARS T =
BERoERERED, WERSHEMRSEEMMENIZED . MRRERRKITHRILRIE, WESEHIT ISE BEZH, FERATNEOXHA
ISE T3 R H E# ESX B &M HMMEALE.

ite5h, ZEHESE ISE DHCP SPAN $#0_ERY SPANARIRIRE, VMware IREEREELIENBIEO LRERMMERX . EREALER, HHE VMware
Host - Configuration - Hardware -> Networking = vSwitch - Security #1& & Promiscuous Mode: Accept (BXIA{EA Reject) , BATFAR:

=) vSwitch Pro perfies

—Policy Exceptions
Fromiscuous Made |.ﬁ.ccept :J
MA&C Address Changes: |.-'-.c-:a|:-t L]
Forged Transmits: |P.ccept 'I
I | Cancel | Help

BEKIENEEIE RE HTTP ZIEEEEEZE ISE PSN
MEE BB, AT CWA. 224 RASEEE Kk 7 AR S BARIR 454244t URL & 1A SCRF AN E AR 45 7 9 25 36 [
2 WM. ¥z, FFAER Cisco Catalyst 28 HIARHE RADIUS #2803 R 8 2 1] [ 5 Z dy 4 5 LA F Py 28 AR AL

o MAEAFEERAT, JBH HTTP MA %K HTTPS IK% 4.
e it &7t ISE RADIUS #2051 H B E € 7] ACL K48 € 7 A € [ 2 I &= .

ip http server

ip http secure-server

ip access-list extended REDIRECT-ACL
deny tcp any any <PSN_IP_ address>
permit tcp any any eq http
permit tcp any any eq https

X} 2% P i R RR AL, Catalyst A2t A] DL HTTP A HTTPS = EE M. HEEMZE ISE MR EIHL 2
HTTPS.
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BRBENSEEEE RS HTTP HiIEEEEEE ISE PSN

Mo E A B, MM CWAL 2 4R BE K7 M EC A BRIk 55326t URL HE A1 5CRF, AEARTE R A AT
2. Sz, 8 HTCER el o 2 il 2 AR H RADIUS A SR HE [l 1) B B0 IR 5 DU N A5 AR A :

$BE1  1E Security > AAA > RADIUS - Authentication = (RADIUS Server) = Edit ~, #fiiA Support for
RFC 3576 W& N Enabled (& 36) -

34. L iEHIERHY CoA BLE Rl

RADIUS Authentication Servers > Edit

Server Index 2

Server Address 10.1.100.5
Shared Secret Format ASCII -
Shared Secret o

Confirm Shared Secret o

Key Wrap [ (Cesigned for FIPS
Port Number 1812

Server Status Enabled -
Suppaort for RFC 3576 Enabled -
Server Timeout 2 seconds
Metwork User Enable
Management Enable
IFS5ec [l Enable

$B,2  {£ WLANs > Edit (WLAN) = Security = Layer2 T, A MAC Filtering Fit & WLAN. Layer 2 Al
Layer 3 Security W% B A None (& 37) .

[ 35. TL&ATHIREHY MAC 3iEBCE R 1)

WLANSs > Edit 'guest-cwa’'

' General | Security | QoS5 | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security 8 None -
IMALC Filtering
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$IB 3 7F Advanced ETR TR, %3 Allow AAA Override 3£ NAC State %8 A RADIUS NAC (/& 38) .
[& 36. Tok 15428 H0 RADIUS $54XED & =17

General ! Security ! QoS ! Advanced |L

Allow A8A Override ¥ Enabled

MNAC

MAC State  Radius NAC

T2 i R R R, BRI RN G 2 R E E ) HTTP i, ASZFFE 2 HTTPS iE. HE
1 % ISE Mt 1G4 /& HTTPS.

1% ISE Bt & A#4T URL EE[E, {EA RADIUS 1%4Y
BB ISE, M CWA. Ze40IRZAS B 5K 7 A & BAA IR %3245 URL HE A0 H, AEAREAARTEEZ
W. $2, {F ISE fZAU5E0E AR HE RADIUS A5 57 57 5 5 [ [0 25 5 18 5 DL R R AR AL

SBE1  MISE EFHE O, ¥ 2% Policy = Policy Elements = Results.
$E2 MM E R IESEE Authorization > Authorization Profiles , X5 WA M &% it Add , WINEFRN
Posture_Remediation [{JH#ALEC & CAF, 411 39 Fros.
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B 37. BT URL EE @R NEE X HEE RG]

Authorization Profiles = Posture_Remediztion

Authorization Profile

* Name | Pasture_Remediation |

Description |

* Access Type  [AccESS_ACCEPT K3

¥ Common Tasks

DACL MName POSTURE_REMEDIATION | - |

O vian

[ voice Domain Permission

Web Authentication Posture Discovery v ACL ACL-POSTURE-REDIRECT

Aukn Crmmrk DAk

¥ Advanced Attributes Settings

Select an ftem Q=

0

¥ Attributes Details

Actass Type = ACCESS_ACCEPT
DACL = POSTURE_REMEDIATION
cisto-av-pair = urkradirect-ad=ACL-POSTURE-REDIRECT
cisto-av-pair = urkbradirect=hitps://ip:pory/guestporal/ gatewsa

Psessionld=SassionldValueBaction=cop

£’ 39 fiorsfil, #E Common Task F, E#F/& Web Authentication, J:H B4 5 58 [n]i% £ 4 Posture
Discovery. X444 2% bty 5 3¢ 7] 222 P o A O A 22 4IRS AR 45 B0 CPP. 7€ 1] ACL /& POSTURE-REDIRECT,
JH e N & ETSERCE . B 41 RADIUS #ALLAIE (A5 H B R,

$B1 % Z Policy © Authorization JF¥ 4 77 A Employee PreCompliant F#Z A SRS HUN, - b K00 Sk i
M LAE LB Apple iPad 287 ¥ 24 1) 3 T AE AR HOSRALIC B oA G218 400

38. AT URL EE EARA KM AN =15

Employee-Workstation Workstation Employee Employee SGT_Employee
Employee-iPad Apple-iPad Employee Employee_iPad SGT_Guest
| Employee_PreCompliant Employae Session:PostureStatus NOT_EQUALS Compliant Posture_Remediation
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£ 40 -, Fxid 8 Employee PreCompliant (1R HRF S HCE 2 BTRUN BT, WA ORNAE T2 B 4%
FF H % &K 5% Workstation 5 Apple-iPad (1B #f £ & 4 2T — AN # A VT EC A 1S DG R A4 VLS SE A8 0
ML SO IGUER) 5 1.5 Employee PreCompliant FLUUGHLES, At 145 73 BL 2] 44 #7 A Posture_Redirection [1)
P E Ao IR a4 N %k [5] RADIUS #3280, PARHAT 7] %5 7 s i B0 FH 22 4 IR A& R 95 1 URL € [A]

EMEIGZBEE AE ISE PSN £iX% 4 HTTP i E
H 2 M7k iR &5 5.2 ISE SR RS T5 55 . AFEFREA4HTE Cisco Catalyst 28t/ A8 VACL ik —
R k. A ANEANIUFAL,  wlt e BEE 0K 1% A (A N IR F 5% & 2 ISE SRS AR 45 4 A

RIESCE: MRATA, BHEMTES, ARXETT BRAEBRGNEESRBRLE ISE NN L EMENRE. XBEKBT SPAN 534K
KBS iR DHCP SPAN #1 HTTP #RillIhaE. EZEE N RBRGEBENRGRASRESTRME .

i, MBI, BRI SPAN SR, BlinAiizi Fi VCL 33k, 54% VACL BI/ERMES5 RSPAN L&A, fifik
BB E.
e ¥ E Sy DHCP it & KR AH2 10 8, VLAN. WLC [ H 032 085 DHCP AR 55 %% 1372 H2 45 5 e BH %€ /5 nT PA
VERHIRFT A % /- 4 DHCP 04 FRAR L7 & .
E NP RBIH, VLAN 40-44 #7422 BRI Z Rk il #s 5500 R4, TICLLRM 2/37 &R qT
VMware ESXi 4.1 [f] Cisco UCS AR5 %8 11— A28 #u 11EH: . BESX AR 55w K 200 B N Ji FH 43 BT ThRE 11 55 s Ak
S5 S — /N ISE K & . 0 TIERARM 2/37 E#HE S5/E AT IR LIKM 3 1) ISE PSN #5441 e #ld2 0 .

interface GigabitEthernetl/1
description WLC5508 ETHO (Port 1)
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 40-44
switchport mode trunk

interface GigabitEthernet2/37
description UCS1 SPAN (port 3 of 4)
switchport

$E2 K VACL #i3KE B N5 VLAN 40-44 {4 HTTP i = VLEL 354 & & ISE PSN 4%,
$B3 O ACL i B N ULES HTTP i &34 5 — A EC & NULECATA IP Wi, 40 FFn:

cat6500 (config)# ip access-list extended HTTP TRAFFIC
cat6500 (config-ext-nacl)# permit tcp any any eq www

cat6500 (config)# ip access-list extended ALL_TRAFFIC
cat6500 (config-ext-nacl)# permit ip any any

SB4  E A VLAN Jj R medt, HAo—/NFaid B ULES HTTP. TRAFFIC ACL i & _ERIHRAL . 7EF
— VLAN Vjj [a] B i F i & %% & A HoAtai & (UCHC ALL TRAFFIC ACL) 5% —ANF51.

cat6500 (config)# vlan access-map HTTP_MAP 10
cat6500 (config-access-map)# match ip address HTTP_TRAFFIC
cat6500 (config-access-map)# action forward capture

cat6500 (config) # vlan access-map HTTP_MAP 20
cat6500 (config-access-map)# match ip address ALL_ TRAFFIC
cat6500 (config-access-map) # action forward




ZEVha)R(EiERE CISCO.
S$BS5  BE A VLAN 848, % VLAN Ui B B+ VLAN 40, 41, 42 F1 43, 0K Fios:

FER6

cat6500 (config)# vlan filter HTTP MAP vlan-list 40-43

Bk 1 (Gi2/37) Bl B oNALE VLAN 40, 41, 42 F143 EArEULE A E, AR hE iy
VLAN 100 FJRE, @FAs:

cat6500 (config)# int Gi2/37
cat6500 (config-if)# switchport capture allowed vlan 40 -43,100
cat6500 (config-if)# switchport capture

£/ URL EEEIE HTTP HRAUThEERHE (CWA =fD

BT 1
HIE 2
$I% 3
HE4
5
I 6

M Administration - Identity Management - Identities = Endpoints ][5 £ % .

MBEE SRR ) ISE PSN #EAT HTTP H5E i) IR N e Wit 280, S8 )m BHNE IR 1% % 0 .

i H Web & 50 iE i 283 & 5%

% % ISE Policy Administration 7 53 {5 /J{ % Administration = Identity Management = Identities.
M N % 45 36 #% Endpoints.

BRI LB E R 20 [ MAC Mk, o HTTP BRI 5e 4 38 (04 J& 14

B 41 AR Bl os MU HTTP SR ThEE, BASRH RonE /] URL =€ Ak @ .
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39. {£F URL EE @AY HTTP IRNMITHEEREE - CWA =4l

* MAC Address  00:50:56:A0:0B:3A

* Policy Assignment | Windows7-Waorkstation -]

Static Assignment [
* Identity Group Assignment | Microsoft-Workstation -]

Static Group Assignment [

Attribute List

EndPointPolicy Windows7-Workstation
[EndPointSource HTTP Probe |
IdentityGroup Microsoft-\Workstation
[MACAddress 00:50:56:A0:08:3A |
MatchedPolicy Windows7-Workstation
[our VMware, Inc. |
PolicyVersion 20

StaticAssignment false

StaticGroupAssignment false

Total Certainty Factor 60

|User—ﬁgent Mozila/5.0 (Windows NT 6.1; rv:11.0) Gecko/20100101 Firefox/11.0 |

R HH S 72 1) O B o P B

EndPointSource
MACAddress
0]0]1
User-Agent

Frosss B AE ) HTTP S0 D068, ASRHR< 8 URL B 5E WA @ Itk o BURE E 3 55 SO VI ) PN 3 44 S 0
JEA NS, BRI TP 3 MAC HBhE405E TR LT .

EndPointSource .7~ HTTP 40 2y /2 J& 4 58 57 1) o R s«

MACAddress 5 = 1R A7SRIL IR -

OUI /&R 4% MACAddress fE#E S/

User-Agent 2 #7~1X N T VMware [ P 5iic 17 102 Windows 7 #1E 5 G0 1 B AU A0

£ URL EE@YIE HTTP FRNThEERIRE (B FiwEERE1)

Z£%®1 M Administration - Identity Management - Identities = Endpoints ][5 £ % .

S22 MNECE NICFFIA) ISE PSN #EAT HTTP H5E 7] N B Wi T 2, SR 5 BT IE % 2 b .
PE]|I  FANE IR G

$B,4  SHE Administration = Identity Management = Identities FF M 22l % #% 1% $% Endpoints.
S$BS  ARIFEEEERRN AT MAC ik, 7R % v A IR 55 TR




REeVIEERIEER

cllhllll
CIsCO.

FEE K 42 BoR iR BCE B AR D RER SR B os 722 7 S e o Y URL 55E R HSCSR s 1k

B 40. £/ URL EE @R HTTP RN EEE M - & P umiHE R 5l

* MAC Address 7C:6D:62:E3:D5:05

* Policy Assignment. | Apple-Pad

Static Assignment [

* Identity Group Assignment | Apple-Pad

Static Group Assignment [

Total Certainty Factor

Attribute List
EndPointPolicy Apple-iPad
EndPointProflerServer  Be-psn-1

| EndPointSource o
IdentityGroup Apple-iPad

[ Macaddress 7C:6D:62:3:05:05 |
MatchedPolicy Apple-iPad

| oul Apple, Inc |
PolicyVersion 20
StaticAssignment false
StaticGroupAssignment  false
TmeToProfie 26

30

User-Agent

Mozila/5.0 (Pad; CPU 05 5_0_1 ke Mac 05 X) AppleWebKit/534.46
(KHTML, like Gecko) Version/5.1 Mobile/9A405 Safar|7534.48.3

FWT  REEIRIREE ST Z BB R S @, 15112 EndPointSource, &N CP

CE PRI
{£F SPAN I&iF HTTP RN ThaE R IE

SB1 M Administration = Identity Management - Identities = Endpoints [ £ ¥

FE2 NPT E RN S WO 2,

IR HH A% A i

SEI A% AT Web W #s IF 22l hitp U7 i AFAT R
$BB4 S/ E Administration > Identity Management > Identities F M 2=l & #41% #% Endpoints.

FES ARG FEEERE A MAC #idik, S HTTP $800 D) Be i 311 1
HE6 143 BorARUS H HTTP S0 D) 5ER 7 R on /] SPAN W AR s k.
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& 41. £ SPAN 8 HTTP £ Thee B 14 7= {51

Endacint Lst = PC:6D0:£1:E3: D508

Endpoint

* MAC Address  7C:6D:62:E3:D5:05

* Puolicy Assignment | Apple-iPad v

static Assignment [

* Identity Group Assignment | Apple-iPad v

Static Group Assignment [Fl

Attribute List

Cookia NID=59=eRUh-KeyMYyy3sJa6yMES3u3T1LDRrpolg VVdWBU3IHDIVT )
PREF=ID=14254f19b36df751:U=9b71d718247b1acd:F==0:TM=133
EndPointMolicy Apple ifad

EndPointProfierServer  ise-psn-1

| EndPointSou-ce HTTP Protel
| Hast wvw.google.con I
IcentityGroup Apple-iPad
|I'v'|r\Cr\d:|rc55 7C:6D:62:E2:D5:05 |
MatchedPalicy Apple-iPad
|DUI apple, Incl
PolicyVersion 22
StaticAssignment false
StaticGoupfssignment  false
TmeTeProfile 21
Total Cartainty Factor 30
User-Agent Mozile/5.0 (iPad; CPU QS 5_0_1 ke Mac OS X) AppleWebKit)534.26
(KHTML, like Gecko) Version/S.1 YMobilc/9A4105 Safarif7531.18.3
ip 10.1.41.101

R s 1 A 2 R 491 PR ) 0 S B S A A K — 2 (1 e 1k

e Cookie (MW ER)
o WL

FERIIR CWA RARTERG, Fr i ST URL € [F) A o I LeAA N ) o 1k 2 4 3 2 g ) v

SRR A HTTP k(56 . B X L@ o, ISE AW . i 5 W, X AT REAR AL FH (1 )& PE X Fh
KB B o T B0 Bt P S A [ D iR AR S KRS o IR 1AM S URL 555€ 4] (9 HTTP 3500
T REAf 3K User-Agent LU SPAN 7575 E R £

B2, ATUURYE User-Agent J&VE BT ifi i€ (0 28 I A R G045 2 3m 70 28 W LAY HTTP 830 D) s £ bt g 4,
T FLAERFRR IS 0 0T LA b 25 7 it A L AR 45 IR L @ P o U8 HTTP At (1 9 AN FH 5 7266 URL H 5 [l A
SPAN iR, —MCkUi, URL HiE MR &, (HR2UIRAEAR A A RADIUS S 47 Bk (A58 v 75 240 70 #r
k55, WA BEiLFE SPAN.

£ DNS R ThEEFHIT

DNS R T e T-1E R 1 30 Z3m (1) 1P Huhib 2 5, AR4EK E ISE HEE RSS9 U0 S i) DNS &4k, 3R
DNS 7842 REHA4 (FQDN). [Kth, FRAECHE IP ik, 750 DNS $8 D) 58817 -




R & Fia)R R ncllus-élc;.

DU RN T e 7T A 1 € 28 3m ) 1P 3k

JH31d Framed-IP-Address 1217 1] RADIUS M Ih &g
81T cdpCacheAddress iz 17 1) SNMP #R Thj g
83 SourcelP 21T 1 HTTP #R M T g

i3d dhep-requested-address iz 47 1) DHCP &l T g

B T EZORAAT C 50 TP bk, I DNS B RIS AR 2 HABEOK

o {EDNS 1, FALUGERENRSA —MHhEE A 0 (FHLAD PR ANREFE PTR il

(IP k) .

% 2 4% ) DHCP, U4 40/E DHCP %% 2% | 1id & 5)7 DNS (DDNS).

R DHCP RS2 L E , 2ufi n] /e 75 ZEAC BN E RIS EH .

ISE SEl& IR 55715 mi 06 20 C B N AR AT BN AS HRT (Y DNS IR 55 2852 gt i bk«

1% DDNS CUC#E 1B 1217, M) DNS #8M ThEErT AR % FQDN. I, dn S = m A 4R 0,
AN SIS AT A JE 1

WIER N w7 ARHE N4 . 450 FQDN x4 295, W AT UMY A X 2 J PR 2 i 7025 o, iR
Fi Windows XP & &R0 He 1 — N4k (Fla0 jsmith-winxp) , WZEFEAN 2644 F 0T LA# ] host-name J& 14
Y client-fqdn J& K45 Windows CP i sy 2. [FIFEH, WIS G2 e s A 7] 23m () FEHL A IH N jsmith-
corp-dept Z KN Z, ] UK H A T 300E A =] %72

WAL R, AERECE SO B IERE Y S, (R Rk T DR i 2m RS SRR AT AE R . B, AL
SIS W T3, FE481H PC K host-name J&E (UIULHACHI 2w B An AL s ) A& FUPE K 53 T8 7 5E 2 Ui
AR o ¥ ATEFRE A A T 5 1R R BC B SO AN 2 B i 4L 2 TR O &R

AL IRIR 7R, AT RE S T DA AR R D) e dic e FQDN B AR BRIk, iR S48 ml Dlodsd Hof 77 U3k
FFHH 1R #0475 B 7> FQDN, AT §E A0 245 ] DNS $R I ThfE. {22, DDNS ] DIACEAF 58 %24, Mimfiss
i3t DHCP %/~ i Bdfa B e R A5 B A 1A 32 /5 AR (1) DNS iR 5585 #E4T B i) B R84 T &

K 44 Lo 2 DNS SRMIIBERIR B4t B PR, ISE SMSHR 557 A8 22 A fr i — A5 2003
L) TP ik SRS PSN AGEEXRS 1P Huhk i Sl gk o AR B2, W) ISE Z3 47 i85 2 {8 ) FQDN J& 52
Wi ic %
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42. DNS N IhEE R

Endpoint with MAG
address 30020030
| ; : »i-xx has |P address
L KX XK
.1m r ."-. -
(DHGF) . Endpoint with P
Wind-PC address X X X X has
. FQDN
=,q e APHIL2 II . :
oo i
<100
Pad WLAN WLCEe DNSIDHCP
\ }
I 1) ISE loams ihod andpoint 1P addmess 2) PSN parforms nevarss
from RADILS, SNEP Query, HTTP, or DNS lockup o IP address
DHEP probe informsiion. and populsies FQDN

FC & DNS RN ThEE

F¢iF DNS #RMThfE, ISE S0 ARSS 5 5] FH (1 DNS 40 F-5h s {f | DDNS zh 2 Hifd B o6, & Bk %
FQDN 4™ 23 i E LA s m) Fe e 3% .

1 ISE #1 /3 ] DNS #RMThEE

SB,1 %% Administration - System = Deployment, F M A5 ] & k% T B2 15 5L 51 R Ak BB PAT T
FEE AR5 1T R

S$BE2  %&¥F Profiling Configuration JE T+ .

FHB|3S  ZH DNS BRI DI R InsCHr, Eikhbricd y DNS 1 EIEHE .

& 43. £ SPAN B HTTP iRUThse B M =51

¥ DNS

Timeclut| 2 |

Descriptiun| DNS |

DNS Rl shaeohe k£, ROAFTAE BRI Th 68 2 v AR A F 45 5 % Hh 28 6 A Hb Bc ' 1) DNS il 45 28 3547 s ) 7
I ISE SRS AR 5515 i R

$P4 i Timeout FREFERIME . ILAETRE PSN S5 4 S A B H A B (K DAL
HEWS Al Save DR KL
BE6 XA E D MTIRSS K P AR IR 551 i AR 1P R
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RN THEERC B IR AL iR IP Hbhik
S BIRNThAEED B RN SR IP Hhhik, 9771 DNS #RMIhEEN T/ (5] DNS &%, FKBX FQDN, BEZ%AM SNMP #if], DHCP., DHCP
SPAN. HTTP 3¢ RADIUS RUINBEREERimA] IP thik. BXXLERNINGENEBENIFEMRER, B RAERNENET.

AR EMUERECEFER DNS fRSS5231) ISE
FERIUR %% ISE Wiy, — LB E D B RCE — D M R 45

A BE, fE4REER AR ISE CLI 474 ip name-server 5 HT1E 1T /8T IR 55 1) ISE SRHE IR 557 i BT
ff) DNS 5521512, W& 46 Fizw.

[# 44. |ISE RE&ARSST5 5 DNS RS 2SECE R

ise—pan—lfaamin(cunfig)# ip name-server 7
<A.B.C.D> Primary DN3S server IP address

<A.B.C.D> DNS s=server 2 IP address
<A.B.C.D> DN3 server 3 IP address

ST ERIEREA%H, 158 H no name-server iy 4.
PE|2  ERAFEN HRE2EEEE I M S copy running-config startup-config.
W3 BT ORGSR A L, BRERXEIPIR,

I0F DNS £ IhEERIE

T M Administration = Identity Management = Identities = Endpoints ][ £ ¥

B2 MECENSCHFFN ISE PSN HEAT HTTP 55E 1] (U3 N B Wi 20m, SR )5 BT 2 4
T]3 ¥ % ISE Policy Administration 7 51 3 F/i 2 Administration = Identity Management - Identities.
SE4  N/MI%H &S Endpoints.

FBS AR FEIEEN &R MAC Hillk, Eox HTTP RN ThREf 3R v B 1 .

47 R R UA H RADIUS. DHCP  (IP #EBh#E/) F1 DNS #R Dy eE 54 J& H RADIUS #1 DHCP
(1) 5 52 P VE SR 1Y MAC HuhkFn 1P bk 1 77 B Lo Th R iA i) DL EL 34 FH AN [EHR I oh e i 4
(AR AR 4

IS A5 AR 1L R I L8 0 3 70 iy AT o
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[ 45. DNS RN ThRE R 14 7 151

Endpoint List = (0:50:56: A0:0B:34

Endpaint

* MAC Address  00:50:56:A0:0B:3A

* Policy assigrment | Microsof-\Workstation T|

Ctatic accigrmant [

= Idertity Group &ssigrment | Microsofz-Workstatian T|

Static Group Assigrment
Attribute List

ADDomain

ts.local

AcsSessionID
EndPaintMACAdd acs
EndPaintMazchedProfile
EndPaintPolcy

EndPointPrefilerServer

Ec psn 1/124036080/10086

00-50-56-A1-0B-3A
YMWzere-Device
Microsoft-Workstation

Ee-pan-1

| EndPointSource

DHS Probel

ExterralGroups

cts.local/users/emplovees), cts.loczlfusers/dorain users\, cts.local/buittin/users

|FQDN

win7-pc.cts.local. |

Framed-IP-Addrass

ldantityGroup

ciaddr

CsCo-zv-pair

GroupsOratIributesProcessFilure

10.1.10.100
true
Microsoft-\Worketation

010:50:56:a0:0b:2a
n.0.0.0
audit-session-id=0401220201000032046F0998, disc-cause-ext=Mo Reason, connect-pr

dient-gdn

00:00:00:77:69:60:37:2d:7(:63:20:63:74:73:2e:60:6f:03:61:6C

dhcp-class-identifiar

dhecp-dient-dentifiar

M5F 1 5.0
01:00:50:56:a0:Ch:32

dhcp-messaje-type DHCPREQUEST
dhcp-paramater-raguest-list 1, 15,3, 6,44, 46, 47, 31, 33, 121, 229, 43
dhcp-requested-address 10.1.10.100
Mlaus 01x8000
giaddr 10.1.16.1
hlen b
hops il
| host-name Win7-pc |
htype Ethernet (10Mb)
E 10.1.10.100 |
op BOOTREQUEST
secs 0
yladdr 0.0.0.0

DAL (5% HY S0 7 PR O B o P B

EndPointSource = DNS Probe

©2015 BRARGLQF
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PR 8
$ER9
FER10
$E] 11
$;] 12

IE13
IE 14
15
$IE 16
BT
ST 18

HE]19
IR 20

FQDN = win7-pc.cts.local

ip=10.1.10.100

EndPointSource /5 B2 b J& 14 1 5 5 — A K U8

FQDN 1 /& 1ii il DNS R ZhEEXT DNS AR 5% 2% i S HEAT I A 2 4k 1 45 51

ip YRR E L, AT LLGR RIS PE A Refff DSN #RMThREIE #8417 B K . 7EAHIH, RADIUS
5 DHCP R Ty e 7T fg S HTHAH -

DA (0, 5% H 7 1 A B M 446

ADDomain = cts.local

client-fqdn = 00:00:00:77:69:6¢:37:2d:70:63:2¢:63:74:73:2e:6¢:6f:63:61:6¢

host-name = win7-pc

ADDomain {2 1] RADIUS &I ThREM 4l RADIUS J& 1 11 #3544

client-fqdn J& "2 2 R4l DHCP #RI DI RE IR 2 0m 78 e 4, DU sitfligs URoR (B148) .

& 46. +7<3#HIZE ASCI HIEEHE =l

Hex To ASCIl Converter

TT:69:6e:37:12d:170:03:22:63:174:T3:12et6ci16f183:61160C
Hex

w;nT—pc.cts.;cca;I

Ascil

host-name J& 2 AR HE DHCP #£ Lh e TR ) &) 8. 25 EHLA o

AT B AN A R D RE o PE TR BERAAIME B . )i, SRS BE 1AL AU X T 70 M 28 i WA
J 1k g YLLK TR LG R0 T BE e die A MU IR BIUR 2845 2 . A6 B Ja T & KA R D e 5 0 W 75
I EEEL

£ NetFlow M IhEEH T 4T

Cisco NetFlow 72 M ERIE T #AF 1) T0S #8815 3 EAZHML T A0 —FiiZ BEhI . NetFlow 24t Tt
B B 70 %48 F NetFlow [ 28 s a2 LI 15 S - J5 F NetFlow 58 & W02 0 25 38 e Hi s oK
X G H B 45 UDP 550 (ERIAH UDP/9996) _EAIUNEERS . W A2 5 45 e YR A H A 2 8] ) 5 1) B8 6
FEIE, DU R B A A —FRiN

J5 1P Hudik

H¥r 1P Hidik

Y 15

RS 15

F 3 EIEH

ToS Fi

i NZ 1 (ifindex)
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ISE NetFlow £ hRE T A5 I NetFlow fitA 5 MRAS 9 (& it & iC 3%, AT AT LAOREAT 73 B A 5 B

o
Hitho

Kl 49 A 7B 3h s 2l T HE2 NetFlow 52 #4/L (Cisco Catalyst 6500 Z 51D Syt & 1 AN [F] 2ty o
6500 AL B KR E S H E UDP/9996 | IP #ihik A 10.1.200.5 #4 H #2110 A ISE $RBSARSS 7 5. gD
52% 1l RADIUS #l Web & 43 56 11E 25 P 216 i 45 14 1 2 FF

47. NetFlow RN Th e 5l

NetPcw-Enahiad L3 Swftch
NoiFlow Export Targek: PSN & 10.1.200.5
NesiF low Export Port: UDF/S006

Flow

1
2

In Out

Source Dest Source Dest In Out

Port IP Addr IPAddr Pkis Pkis Bytes Bytes
TCP 25045 80 10110100 55656 452 545
TCP 52455 443 10140105 6666 45 765

2332332 24523545
141414 2354245

T LIRS A L, AR AR R R A B A A B P 2 B AL A A0S ) NetFlow. 14, i R A Ziic Sz i
ISR BUZ IR R, AR R AR oy B BT 1) NetFlow F AR UL R ml MEPE. sbAh, O 7 s
SETENL, BAESAEMZ ERvFzimEET. Bk, RN TR NetFlow £ #9EAHe B ST
P, ST 0 W] 78 70 BRI DT ], (RIS 2R SOV 56 B M i 7 (O it Bt

NetFlow B4

% 4 57K NetFlow #50U DI RECAR I S L 41

2 4. NetFlow M IhEE B 1

IN BYTES IN PKTS FLOWS

PROTOCOL SRC_TOS TCP_FLAGS
L4 SRC PORT IPV4 SRC ADDR SRC_MASK
L4 DST PORT IPV4 DST ADDR DST MASK

IPV4 NEXT HOP

LAST SWITCHED

FIRST SWITCHED

OUT BYTES OUT PKTS IPV6 SRC ADDR
IPV6 DST ADDR IPV6 SRC MASK IPV6 DST MASK
IPV6 FLOW LABEL | ICMP TYPE DST TOS

IN SRC MAC OUT DST MAC SRC_VLAN

DST VLAN IP PROTOCOL VERSION | DIRECTION

©2015 BHAFZLRHE
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£ ISE 73 55 1, NetFlow I8 % ] M4 28 3m A2 i s R00) 28 0. B ok, 4% 280 A2 i A B i 28 0
Fr R BER, BT BERMER TR EAT IR B, 402R NetFlow J& R B—IT4a 704 8 TP HLTE A 20
THRFIR R ) Sim 1 443 _ERIZRE B ARIESE, W AT RER S AAAE 5 W DU AR SR O By . (B, 1EIERL, B
NetFlow H T ISE 73 il 55 AN il 40 — i Js Sk i Ty BE B ER 7 52

NetFlow VT i (AR 70 2, FERE B AE 1 F] TR 5545 € ThRE I 00 T oA, AERUAR DL rh 45 24 i M
P RIIME R SRR K. KRB RO TG s AT B i, BR B A A
I M 47 28 1T e 2 A8 R A AR A BB B AR IRN 1) Windows #4E RENE A Linux W%, (B0 LLUSITER E
RS S VAT H AR _EREATIEAE MM X T IX SR AL 2R3, NetFlow RJ BEAZME— AT AT AL FE

S R, ANEIBEEJE F NetFlow F1/808 NetFlow F/E@E R 8T 777k WRATEEIRE,
NetFlow ] g 2% ¥ 2 B8 =28 S e, HARE T Bl H 9% & BL & NetFlow B & i &=
N IR —ANERE AN RUFFFEE K G KRR, W NetFlow I8 A fE 2> 7€ ISE SEMS AR 5515 i B A R
#. A FETHAD ISE #RMINAE, NetFlow FRM T 58 A SCRFC A £ b e 52 R0 i e 250 1) Jg e ik
JEAE -

B2 WR NetFlow WA 9 fEM 5124 ETH, A 1K NetFlow 5 H 3 ISE SEB& I 55 15 5, @i A
NetFlow A< 9, T ANEAf A 5. BRAS 9 3 #F Flexible NetFlow Fl#%-Fi8smIhfe, wl il pEUcsEmM
S % NetFlow HRIMIhAE T R HE . BARKFEN NetFlow A DLRK B R, (HA RS TIE
W R AT EDR, RORNA Ee1E 5] fE E R NetFlow I DhRE & A FT &

NetFlow #R:MTh8EFN IP 2 MAC ik 45 E E K

SEE1  NetFlow ik LA H A5 IP Hihik 2 [8] (R385 A EEAl . [FJ9 NetFlow Vil & AN GL3E I 8 H b1 2 i (1)
MAC Hihl, [F ISE HEB& R 25 15 fU7E H H T 20 i) ARP 272 H i L8 — A 1P 2l MAC Hiudik
€, A BEIERIRECRIL 2 NetFlow PRI REHI . Heb)ihul, % ISE okl Zm i MAC
Mk R ) 2 BRI A OCHKIR TP Hidik, WU NetFlow ¥R RE R B B 0 A B i pE 7, RN A 4
o AJ Lk S BT IR R B . R, A ZFEISCEE NetFlow i Z B iE IS 55— AR Dy 5 iR 1 1P
F| MAC kg€ . v] H TS BB DI sean T

#£2  RADIUS G#iid Framed-IP-Address)

£33  DHCP (J#iiT dhep-requested-address)

P4 SNMP &l GEiL SNMP #f)

TE],S [EEFEERE, NetFlow A 9 SCFREIEA H Fr MAC il B &R Eidxd, MR 5 AL
Fo (A7, PRk ix L MAC bk 2 B AR A AR f GEFE NS 3 JZEE SIS L) (1) MAC
bk, A2 PR B — kA 2 I MAC k. BRAEZ R R4 HERE R NetFlow W%, 73k
Dhae s 2 R E.

=IESLE: % NetFlow AT AL SEAREEATHETE ISE £ EXEHIE. (RAEEMEUINGES BLUHEERMIER TER NetFlow. nHw%
E, EiUFEH NetFlow kA& 9, M7 FIH Flexible NetFlow St iBE5aThAE. BR ISE FLMEIEFERAZAZED, EBRIBEIEIVE
NetFlow 5 Z % 3T NetFlow #MINEEHT ISE PSN #0.

FZ E NetFlow M Th &&

HI1 EAEH] NetFlow $RMThAE, 5 HH BRI BT 48 % L AR NetFlow JF HSZ#F NetFlow
A 5 BURCA 9. K EEAE Y NetFlow 4l 1) H FR i #&4> ISE PSN _E RN iZf# HI & #2101
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£ ISE /5 NetFlow {FMIh&E

$B,1 % Administration - System = Deployment, F M A5 (] % #% O 582 15 51 51 3R Ak FEZHAT 011
GRS

B2 i Profiling Configuration IR, F HikH 5 H NetFlow RN Zh e I IEE (B 50)

B3 EFHTULE NetFlow Jm I, X% AT H P bk — & HE D (F 500

48. NetFlow RN ThEEALE

¥ NETFLOW

Interﬁlce| GigabitEthernet 3 v|
Port| 9996 |
Description | NETFLOW |

$E4 L5 UDP i TS NetFlow. BEAE N 5 NetFlow Tt s BB E RIME AR . BRIk oA
UDP/9996.

HB|S i Save MRS H K.

HER6 X AT E TR S I A AR S R 55 R R AR R P R

TE: RZSCRF NetFlow DIRE B i &3 A HALA DS HRE R 504> HAR A T NetFlow i o [HlUk, 25055 g e ml
PR R, phah, AT B Rl — A SR AR 55 17 SR 28 9 R K BT B B SO et - bl T R e B AT
PR, AR AESCILIX —

[ ISE (MK FEIE) RMMEITE
2N WA ] BE S NetFlow, {HJG AR 4 AETS 7] NetFlow 1R T HE & 1% NetFlow It & [ A 0 48 % 55 #1
i & A ISE H 25 15 4% o

1% ISE R AR5 = E OB E A3EUYX NetFlow =

MNAZAE+ 32 0 ¥ NetFlow #R Th GERC B 4R NetFlow Wit Z4E ISE FHd & % H NetFlow #11, &%
[P

S Dy S0 I AR S 2 R M %

$I2 Uil ISE PSN #5414 (CLI). /& 51 fias, Jo BRI N 960 B A R 1P k.
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[E 49. ISE fRNTHEEE AiZ OB BRI

izse-psn-1l-radmin#t conf t
Enter configuration commands, one per line.

End with CNTL-/Z.

ise-psn-1l-sadmin(configl#t interface GigabitEthernet 3
ize-psn-lr/admin(config-GigabitEthernetl# ip addres=z 18.1.99.188 255.255.255.48

hanging the IP may result

installed application(=s).
you sure you want to proceed? ¥-N [N1: Y
MAT Log Processor is not running.
MAT Log Collector is not ruwnning.
M&T filert Process is not running.
Stopping ISE Application 3erwver...
ISE M&T Se=s=sion Database is not runming.
Stopping ISE Database processes...
Starting ISE Database processes...
ISE M&T Session Database is not running.
Starting ISE Application Server..

ote: ISE Processes are 1n1t1allzlng Use

in undesired =side effects on

"show application status ise’

CLI to werify all processzes are in runming state.
ize-psn-lradmin(conf ig-GigabitEthernet)#t _

S WUET AR S IL R IR
T4 ubHhC E B DN E I B I0UE 2 5 2% A show running-config 772 i %82 1, BIHAZELAT
KHRA (52

[ 50. ISE #RNTHEEE A% O 3IER G

ise-psn-1l-/admin#t show running-config
Generating configuration. ..

hostname ize-psn-1
'

ip domain-name cts.local
'

interface GigabitEthernet

B

ip address 1H.1.188.5 255.255.255.48

ipvb address autoconfig
H
interface GigabitEthernet

shutdown

ipvb address autoconfig
H
interface GigabitEthernet

shutdown

ipvb address autoconfig

interface GigabitEthernet

3

ip addres=z 18.1.99.188 255.255.255.8

ipvb address autoconfig
T

ip name-server 18.1.188.188

©2015 BRARGLQF
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S5 EHITNFTEEFH NetFlow ¥ 1) 45 1% 2% &% ICMP ping, S0iE -5 BRI Shae sz O 1k .
SBE6 I CLI /7% copy running-config startup-config {& (7 5 4.
STBT D37 SO IR B R 2 AR ) SPAN H briimg 18R 28 73 i 2845 11 .

TE: W TAE VMware 8 EI2AT B SRME AR 559 1

BERSWEREMED, WERSAEWRSEEMMERIED . MRRERRKATHRILRE, WESSHT ISEELEZH, FEAMTBHNED XA
ISE Fi R E# ESX % & HITE MM AL E

152 #% NetFlow RY3Z#%H/E8 S EC E J94% NetFlow S ZE ISE PSN
NetFlow i & FF & T 3 #F NetFlow i % . AFEFAHE Catalyst 6500 25158 H LA — AL E 1 .

$B1  (ELREEHEAT, B NetFlow, BLE NetFlow A 9 2 HE N NetFlow 48 1k 5 (42 1
IP Hihik, DLA S SRS AR SS A, YR, ISE BRiA U 045 % N UDP 9996,

mls netflow interface

mls flow ip interface-full

mls nde sender

mls nde interface

ip flow-cache timeout active 1

ip flow-export source V1anl00

ip flow-export version 9

ip flow-export destination 10.1.100.5 9996

e ERTIFREIF, Catalyst 6500 RFNZHMA —ANE B 51 % 720, RG] FE KIS DIGER (PFC) $UATHET
41 NetFlow, TEBAFFHHATRIA 2 EAZ ML AL (MSFC) s . 4 Z{# F mls nde sender iy 2 ¥ PFC
Bt B NPAT NetFlow ##5 5 HH (NDE).

FE2  AEFECEMRITIES, WNPTR:

ip flow-capture ttl

ip flow-capture vlan-id

ip flow-capture ip-id

ip flow-capture mac-addresses

W3 AEALED (ERZEmEEED SR NetFlow, @1H FiR:

interface GigabitEthernet 2/47
description To cat3750x

ip address 10.1.50.1 255.255.255.0
ip flow ingress

!

interface Vlan40

description EMPLOYEE

ip address 10.1.40.1 255.255.255.0
ip helper-address 10.1.100.100

ip helper-address 10.1.100.5

ip flow ingress

!
interface Vlan4l

description GUEST

ip address 10.1.41.1 255.255.255.0
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ip helper-address 10.1.100.100
ip helper-address 10.1.100.5
ip flow ingress

AN, BN IP IR T4, LR SR DHCP SR ShAE I EC &, SR oh e F 358 IP 3] MAC
HGREE R . X4 R0VF NetFlow BRMARYEVCEC K] TP J&PE N & g vk .

53 WiEA 1 B NetFlow B4 1 DL K& NetFlow 4 5t (NDE) ) Hbr. H H 12 Wit Cisco Catalyst 3750-X
RN A UIERL A 26 20 DL AGB TS Cisco 5500 551 TR LR Jay 35k o 47 i) 8 14 B2 1) o 246 & o SRV & o

& 51. NetFlow &4 =4l

Wini-PC

intesface VLAN 40
f ip flow ingress
| ip flow-export destination 1.1.100.5 9996

I8F NetFlow ¥RMThEEL#E

$BE1 M Administration = Identity Management - Identities = Endpoints [ 2% ¥

B2 NEANREWIT L, AR5 ERNEE% L .

SETI NG RIS AR, a0 S N AR AT Web U7 i

T4 % ISE Policy Administration 9 5371 % Administration - Identity Management - Identities.

S5 N/ MI%E# LS Endpoints.

SO  AHIFEFEINERN AT MAC Hitk, EIR NetFlow R Thaefiik @ (B 54) .

ST & 54 P EIRBIR BN NetFlow 5t Dh el i@ 1% . 64k, i& 25 F RADIUS #l DHCP ##
W Th&E LA LRAREL IP 2] MAC 4658 5K S FF NetFlow #RIITh&E .
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52. NetFlow &4 =15l

Endpoint List = 00:50:56: A0:0B:3A
Endpoint
* MAC Address
* Palicy Assicnment
Static Assicnment
* Identity Greup Assicnment
Saatic Group Assicnment
Attribute List

EndPaintProfierServe:

00:50:56:A0:0D:34

| Windaows?-Waorkstatior v |
O
| Microsoft-Warkstation v |
O

ise-psr-1

EndPaintSource

METFLOWY Proba

ExtemalGroups
MRS T_SWITCHED
FLOW_SAMPLER_ID

cts.loz|fusers/contractors!, cts.local/users/domain users\, cts.loal/buittin/users
137039523
0

Location

MACAddress
MatchedPalicy
MessageCode
MAS-P-Address
MNAS-Port

MAS-Port-Id
MAS-Port-Tyre
MetwaorkDeviceGroups

MetwarkDeviceMame

FQDN win7-ge.ces.local.
FragmentOffset 0
Framed-IP-Address 10.1.10.100
GroupsQrAttibutesProcessFaiure true
INPUT_SHMP 49
IN_BYTES 1869
IN_PETS 6
[1pv4_DsT_ADDR 173.37.144.208 |
IPY4_NEXT_HOP 172.16.1.1
| 1Pv4_srC_ADDR 10.1.10.100 |
IdentityGroup Microsoft-WWorkstation
IdentityPolicvatchacRula Dafauk
L4 D3T_PORT 80
L4_SRC_PORT 53148
LAST_SWITCHED 137830715

Location#All Locations#MNarth_AmericaRTP

00:50:56:A0:0B:34

Windows?-Workstatior

3002

10.1.50.2

0101

GigabitEthernet1/0/1

Etherret

Device Type#al Device Types#\Wired, Locatior#Al Locations#North_Anericas3 TP

cat3750x

ouI VMware, Inc.
QUTPUT_SHMP 52
PROTOCOL 6

© 2015 BR AL AR
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DAL A5 H S 7 PR 5 B o P B

EndPointSource = NetFlow Probe
IPV4 DST ADDR =173.37.144.208 (cisco.com)
IPV4 SRC _ADDR = 10.1.10.100 (win7-pc)

L4 DST PORT = 80 (HTTP)

L4 SRC PORT =53149

PROTOCOL =6 (TCP)

SRR IR A SRIEA), S RT LA 2 LA B 0 12k -

e DST VLAN/SRC_VLAN
IN_SRC_MAC/OUT_DST MAC
e MAX TTL/MIN TTL

BLIGUE & A (EEE NetFlow £#is, &7 LLf# A show ip cache flow F1 show mls netflow ip ¥

f{) /& show ip cache flow 7% :

é\o

DN R R

cat6503#show ip cache flow

Displaying software-switched flow entries on the MSFC in Module 1:

IP packet size distribution (348128 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.548 .342 .077 .005 .000 .000 .000 .0O0O .000 .000 .015 .00O0 .000 .000 .0OO

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .007 .000 .000 .000 .000 .00O0 .000 .000 .0OO

IP Flow Switching Cache, 278544 bytes
2 active, 4094 inactive, 15760 added
251284 ager polls, 0 flow alloc failures
Active flows timeout in 1 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 33992 bytes
6 active, 1018 inactive, 47280 added, 15760 added to flow
0 alloc failures, 2775 force free
1 chunk, 24 chunks added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 44 0.0 91 42 0.0 14 .4 7.8
TCP-WWW 1361 0.0 22 45 0.0 0.0 14.2
TCP-other 1602 0.0 25 51 0.0 0.1 13.6
UDP-DNS 128 0.0 1 70 0.0 0.0 15.4
UDP-NTP 1375 0.0 1 76 0.0 0.0 15.5
UDP-other 2880 0.0 3 338 0.0 3.8 15.4
ICMP 6985 0.0 34 30 0.0 0.4 13.4
IP-other 1383 0.0 13 65 0.0 58.3 2.0
Total: 15758 0.0 22 46 0.0 6.0 13.0
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi2/47 10.1.50.2 Null 224.0.0.10 58 0000 0000 4
Gi2/47 10.1.13.1 Null 10.1.100.7 11 0043 0043 3

©2015 BHAFZLRHE
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Displaying hardware-switched flow entries in the PFC (Active) Module 1:

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi2/47 10.1.50.1 Gi2/47 10.1.50.2 58 0000 0000 0
Gi2/47 10.1.50.2 --- 10.1.100.1 11 007B 007B 0
Gi2/47 10.1.50.2 --- 10.1.50.1 58 0000 0000 0
Gi2/47 10.1.100.1 Gi2/47 10.1.50.2 11 007B 007B 0
Gi2/47 10.1.50.2 Vv1io0 10.1.100.5 11 CC9B 00A2 15
Gi2/47 10.1.13.1 Vv1io00 10.1.100.100 11 0043 0043 124
Gi2/47 10.1.13.1 V1100 10.1.100.5 11 0043 0043 124
Gi2/47 10.1.13.1 Vv11io00 10.1.100.6 11 0043 0043 124
Gi2/47 10.1.50.2 --- 224.0.0.10 58 0000 0000 84
V140 10.1.40.1 --- 224.0.0.10 58 0000 0000 0
Gi2/47 10.1.50.2 Vv1io00 10.1.100.4 11 C8D5 5022 30
Gi2/47 10.1.13.1 --- 10.1.100.7 11 0043 0043 0
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 CA72 0035 1
Gi2/47 10.1.50.2 Vv1io0 10.1.100.5 11 066E 0715 128
V14l 10.1.41.1 --- 224.0.0.10 58 0000 0000 0
Gi2/47 10.1.50.2 V1100 10.1.100.5 11 06A4 7195 2
Gi2/47 10.1.50.2 Vv1io00 10.1.100.6 11 E6eD7 00A2 15
Gi2/47 10.1.50.2 --- 10.1.100.7 11 C748 00A2 0
Gi2/47 10.1.50.2 Vv1io00 10.1.100.5 11 066D 0714 6
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 E5CC 0035 1
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 DA8SB 0035 1
Gi2/47 10.1.10.100 Vv1io0 10.1.100.100 11 C114 0035 1
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 FCO3 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 D295 0035 1
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 ED48 0035 1
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 E7E8 0035 1
Gi2/47 10.1.10.100 Vv1io00 10.1.100.100 11 D770 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 D5AB 0035 1
- 0.0.0.0 --- 0.0.0.0 00 0000 0000 31K

S8 LU /RGIEHKZ show mls neflow ip:

at6503#show mls netflow ip

Displaying Netflow entries in Active Supervisor EARL in module 1

DstIP SrcIP Prot:SrcPort:DstPort Src i/f :AdjPtrPkts Bytes
Age LastSeen Attributes

10.1.50.2 10.1.100.1 udp :ntp :ntp Gi2/47 : 0x00 0

43 20:26:48 L2 - Dynamic

10.1.44.90 10.1.14.100 udp :16792 :5246 Gi2/47 :0x03 359
35 20:27:26 L3 - Dynamic

10.1.100.100 10.1.13.1 udp :67 167 Gi2/47 :0x04 1846
32 20:27:30 L3 - Dynamic

10.1.100.5 10.1.50.2 udp :52379 :162 Gi2/47 :0x015 2734
335 20:23:02 L3 - Dynamic

10.1.100.4 10.1.50.2 udp :51413 :20514 Gi2/47 :0x030 5286
334 20:23:58 L3 - Dynamic

10.1.100.5 10.1.50.2 udp :1646 :1813 Gi2/47 :0x04 2680
32 20:27:30 L3 - Dynamic

10.1.100.100 10.1.10.100 udp :51826 :dns Gi2/47 :0x01 61
211 20:24:00 L3 - Dynamic

10.1.44.90 10.1.14.100 udp :16792 :5247 Gi2/47 :0x06 901
30 20:27:30 L3 - Dynamic

224.0.0.10 10.1.41.1 88 :0 :0 V141 :0x00 0
426 20:27:27 Multicast

10.1.100.5 10.1.50.2 udp :1700 129077 Gi2/47 :0x02 132
335 20:23:56 L3 - Dynamic

10.1.100.6 10.1.50.2 udp :59095 :162 Gi2/47 :0x015 2734
335 20:23:02 L3 - Dynamic
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10.1.100.7 10.1.50.2 udp :51016 :162 Gi2/47 :0x00 0
335 20:23:02 L3 - Dynamic

10.1.100.5 10.1.50.2 udp :1645 :1812 Gi2/47 :0x06 1365
270 20:23:56 L3 - Dynamic

10.1.100.100 10.1.10.100 udp :54699 :dns Gi2/47 :0x01 64
211 20:24:00 L3 - Dynamic

10.1.100.1 10.1.50.2 udp :ntp :ntp Gi2/47 :0x00 0

43 20:26:48 L3 - Dynamic

17.172.232.209 10.1.40.101 tcp :61858 :443 V140 :0x02 173
17 20:27:14 L3 - Dynamic

17.172.232.209 10.1.40.101 tcp :61858 :443 V140 :0x00 0

17 20:27:14 L2 - Dynamic

10.1.40.101 17.172.232.209 tcp :443 :61858 V140 :0x00 0

17 20:27:14 L2 - Dynamic

0.0.0.0 0.0.0.0 0 :0 :0 -- :0x032283 20941051
1573 20:27:31 L3 - Dynamic

$B9  EIOIE NetFlow 3 HACE UL A& T IETE W] ISE SR AR SS9 fik ik E, 15{EH show ip flow export
‘ﬁ?é?7 ﬁﬂwiﬁﬁfﬁ:

cat6503# sh ip flow export
Flow export v9 is enabled for main cache
Export source and destination details :
VRF ID : Default
Source (1) 10.1.100.1 (V1anl00)
Destination(1l) 10.1.99.5 (9996)
Version 9 flow records
20408 flows exported in 7635 udp datagrams
0 flows failed due to lack of export packet
export packets were sent up to process level
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragmentation failures
export packets were dropped due to encapsulation fixup failures
export packets were dropped enqueuing for the RP
export packets were dropped due to IPC rate limiting

0
0
0
0
0
0
0
0 export packets were dropped due to Card not being able to export

= M43 (NMAP) SR REHIT 4R
W0 2 31 RN Ty e LA N ZCTIR W 48 W 25 S DR O Al . X2 R AT 2% (NMAP) P 451 41 e 45 ¢ i ) K
RIRZE, SR B ENPAT I, RNHERE RS B RGARMARS (S HAFRARRAD .

HoAth ISE SRINDIREGAR N “Hesh” SRMThRE, PUVENIAE B E A& umA Sy, 12 O T 2o R 1 e 12
Jiis Bl i v s 2 K B Bk B HAR R 2% s OB . IS SRR S R “ 30 PP HLA,
RONE B S &umiafs, AIERIRE S

NMAP RN ThREF 1R 4F
2 NMAP SRS REEAT IS, B R PLPRAT PR — Tl 2 Tl «

o HERGHAM
e SNMP i 344
o EMN O
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BAE R G AL 2 0 O BRAE RGNS . X — U AR TR A

SNMP i 13342 220460 UDP i 1 161 (SNMP J5 G 5FHFEF) Al 162 (SNMP [EBE) 25 B4 . i
CF T, £l Fl AL X 245 public [ 2835 & A2 SNMP 25, M 248 MIB F1H At ke i 4 55 T 4 3 (1) HoAth A3
o U, 7EEHABROAX FZR 5 public BRAJE I SNMP M 25T EDHL2 28 2, SRR Th e st 4y
AR .

7E: NMAP KDy a8 R aefd B X 2557 & public B AT % B S FTA TRCE -

AR THAEAR AT 5 SNMP 22 W3R ThAEVRIG , SNMP 25 {48 ) B 75 1) [0 28 15 26 T /N 785 10 48 i I FLZE o0 2% 1%
%W E A AT E ) SNMP % & .

38 FH I 0T 15 AN@ FH TCP A1 UDP it TR, Wn#k 5 s

% 5. NMAP HNITh&E @ Aim O35 : TCP #1 UDP ixO

TCP 0 UDP i

i AR 55 i N Bk 55

21/tcp ftp 53/udp i

22/tcp ssh 67/udp dhcps
23/tcp telnet 68/udp dhcpc
25/tcp smtp 123/udp ntp

53/tcp 15 135/udp msrpc
80/tcp http 137/udp netbios-ns
110/tcp pop3 138/udp netbios-dgm
135/tcp msrpc 139/udp netbios-ssn
139/tcp netbios-ssn 161/udp snmp
143/tcp imap 445/udp microsoft-ds
443/tcp https 500/udp isakmp
445/tcp microsoft-ds 520/udp route
3306/tcp mysq| 631/udp ipp

3389/tcp ms-term-serv 1434/udp ms-sql-m
8080/tcp http-proxy 1900/udp upnp

T BT e iE fim D RS R AT A T ECE .

©2015 BHAFZLRHE
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AT LR IRAR TR LB AT (KR S5 R i AT A0 BO AR i 22 434 . i, 84T Web RS 1 Windows 5%
PETT B SR N F R SE IR AUERS (JACL. VLAN. SGT) , WA{RHAZ9E HTTP iR TH#. #X, iZ{T Web
Jik 45 4% 1) Windows 8%, Linux {3 7] f8 75 A8 F SR 42 A 7 1R 40 26 77 v 8R4 7B 25

i LAR IR 2 — R A 3 NMAP #R31 Zh g -

o AN
o AuHHIHE

55 FHIRGIRIMEIR R AEREAS 10.1.10/24 T M _EARGERIMZ T (L ERBER) .

& 53. NMAP N ThgE =51

Network Sean (On-Demaind)
for enfire 10.1.18.0/24 subnet

NMAP R I HE M 48134t

X 25 F e X — AN B AN N 2 AT A AR I . A EL A SN ISE EHEY ST A 8. RN ) RE
HE LTRSS LA, BIREiT FaiMgddi. B a2 R FHE e ZRR# IP 1 M3 53 Run
Scan %41 .

W £33 [FI AT SNMP S L AIERAE AR Ged 3 . RN K R 4 3948 LU AREINS I HL 2 45 S0 IR 5574 i G s 47
B PIUVEBCAFES TR . Hahae, SR AT BLUGdr s, SR Ros g R 0T .
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NMAP £ Ih gELR imF 3t

283 A il T S 8 S i A . AR 20 A S T DL ECHR E Bh R skt . EEEAT Pl s, &
Ui WO 25 43 BT S N 2 TE DO 248 R T EL AR S AR AU IS o X 28 1 8 R 4 T AR T B SR RN AT I B, o X
TPAT I BAR R AR

ERATEOL R, ATEAZ B =F NMAP #:4F, 5950t DL RC R P B SO 26 A i .«

e CommonPortsAndOS-scan Gl i I + #:4F R ati3H)
e OS-scan (VEAEARS)
e SNMPPortsAndOS-scan (SNMP ¥ [ + #:/E K43

Kl 55 IR BRI IR Tk FR . Sl AR D REE SIS I Y T — AN e (RN EE ) o ARIEFTIRERR)
Fic B SCPR A, BT ok 3L MAC HuliEf OUT U3 H Z &0 N — & Apple B4, (HA& K118 200 & Mac OS
X TAE¥h. Apple iDevice i/ HAh Apple Zuii. H 55X Apple 15 24 BEATEF X 44 2R Ge 4 10 SR B U VT I
(R NERE) o GRS IT /2 Apple 1OS, It B I B S O S 3l Apple B L B ST

55 AR FNAC B SCAF VLG ) 28 3 2 8 ] SNMP S FVRIRAE R G414 B s AT 3. b AT i E . S a0
ISE 73 #r PR IR 155+ A IUE AR 730 A B ] 28 3 1) 56 245 2

s A2 O A A B KSR B AR, X PR S Hi 2 o X 28 s H e A > BEURAAS
EEEEZEH NMAP ##i . B4k, BR300 25 17 1) B AE 55 2 S A AT RE T WA El i 52 NMAP #:4F .

NMAP £ERITHEERD IP B MAC Motk 48 E 2R

NMAP VLTV K0 TP kb A28t Wi NMAP #RI Dy geic e 1 Zom )@ 1, (HHETEMH S B Ak MAC #iliko¢
B, M2 EFF A EE . 0 SRS IR 45T AU T B R e 2w A R B U'UTU\TETEﬁZIKi&ARPQﬁﬁ
PR IP B MAC bk 5 I % 4 om BRI B N B & sm B e . IRk, D Z0AE I 58 NMAP s 2 B il it o
— AR REIR A 1P 2] MAC Hubkghse . m R4 E BRI Th e an T

e RADIUS (i#id Framed-IP-Address)
e DHCP (j@id dhcp requested-address)
e SNMP #if] (i#id SNMP #2i])

BRSELE: 7€ ISE BEMZIME T Y ISE MARITLRFHITHBIGER, AT ARBIMERIITRE M, MMM R EmHE %R
ERGMEZRES . I, BIFELMER, MEHLR ARP RESHMAMEREEHER SNMP E0RNINGE. KB RIFLILHR
MAC 0 IP itiiit, BLEESZSTURIANR. XRIIRATLIH NMAP fRMIhEE SR, EX PSN A RIIZIRER T M1 HA 8 & TLEY
A 1P ik MAC it
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fi2 B NMAP £ Thae

LRk, AT NMAP SRIMZhRER T is, — AN Falem M4, 55— Mo Aoy A& om i) B
NI EAE . SR B R X PR TR R o

BITMEIE
$B1 %% Administration = System = Deployment F£ M A7l T 8% 035 2 15 5 10 51 3R Fhid B BT N 25 4
T 1) S IR 551 A

=2 1% %% Profiling Configuration J£ T .
HIE3 BUSTMKRE, 15 $E Network Scan (NMAP) &I, BIFHAZE (B 56) .

54. NMAP #RNTh&E

* MNetwork Scan (NMAP

Description | NMAFP

Manual Scan Subnet| 10.1.10.0/24

| RunScan || Cancel Scan

Click to see latest scan results

TE: Wl 56 Fran, A2 )a RN IR A RE AT T-3h 534

SEEA KN P TRHEEAERD, T DR R AT . R R A B2 C 22T (10.1.10.0)
DL C K1 W IHERS AL (24) WA RALEL

SIS EFHAF RN, (E R R R G ) ) 2% 9 R AN 2w B, D AT F S S (]
MR

$,6 il Run Scan.

ST EHOHESIERE, 15 A Cancel Scan. 50, 1HEFE “Click to see latest scan results” , FL#EFATE
Administration = Identity Management = Identities T [ . B SHTE I THE, RSV 4ks:E
HE B 5E

SBE8  1f Identities UL[H, MM #%i%E+F Latest Network Scan Results. R4EFIEATIE, o704 M &
ERA R RS R % (B 5T .

55. NMAP M43 3145 Rl

Latest Network Scan Results Endpoints

J Edit
(1 Endpoint Profile - MAC Address Profiler Server Static Assignment
O cisco-Device 1C:DF:0F:8F:60:42 ise-psn-1 false
O 00:50:56:A0:08:3A ise-psn-1 false
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SE9 %8 MAC Hihik i & 2k H nl & F MM 45 R
56. 4% T2 40 NMAP 350 TH 85 B 4 = 5

Endpoint List = 00:50:58: 40:0B:34

Endpoint

* MAC Address  00:50:56:A0:0B:3A

* Policy Assignment | VMW are-Device '|

Static Assignment [

* Identity Group Assignment | Profiled '|

Static Group Assignment ]
Attribute List

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;

EndPointMACAddress 00-50-56-A0-0B-3A
EndPaointMatchedProfile WMWare-Device
EndPointPolicy YMyWare-Device
EndPointProfilerServer ise-psn-1
EndPointSource MMAP Probe
MmapsSubnetScanlD 4
ouUl VMware, Inc.
ip 10.1.10.100
| operating-system Microsoft Windows general purpose 2008 |

Fri & 72 Windows 7 PCo &0 LA FB 255 105 H R & 2], NMAP K H 38 A HAE R 90285
(Windows 7 F1 Windows 2008 F: =il AL 2D , (H A & LA HEFE 10 A Bkt — Pl Mk T 5
OUI 41FRVLEL A VMware it B A48 FE 1 & 5 #4790 28 . EndPointSource &7~ &) NMAP Probe. ScanID f&
ARG T M E R EAF 1 ID.

VE: TEEASFERIA Windows 7 B KBS E, A RSB NMAP 38 DI 68 s Dk 47434 .
Fo&iEFIRECE NMAP IRAIThEE

$B1 % Administration - System = Deployment, F M A5 (] % #% O 582 15 51 51 3R Ak FZHAT 011
FEE S5 T A

T2 E#E Profiling Configuration #EII-R, F HikH#ric N Network Scan (NMAP) I EEHE (& 59)
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& 57. NMAP iENIhERL B

w MNetwork Scan (NMAF)

Description | NMAP |

Manual Scan Subnet| |

| Run Sgan || Cancel Saan

Click to see latest scan results

F3 il Save DURATFE X
SE4 N COEE TR B A HAR SRS IR 5S mEE AR PR

REMLZIIE (NMAP) #1E
$B1 =% Policy > Policy Elements = Results A 76l & #% 1% #% Profiling = Network Scan (NMAP)
Actions.

$2  HEIINNMAP #/E (B 60) .

58. NMAP 33154k

Network Scan Actions

JEdt  Jpadd | Mpelete

[] Network Scan (MMAP) Action Name «  Description

[0 commonPortsand0S-scan Perform operating system and common ports detection (not SNMP).

[] 0S-scan Perform operating system detection.

[] SMMPPortsAndOS-scan Perform operating systermn and SMMP ports detection. Used for ‘Unknown' endpoints.

S$B3  WHWE, R A NMAP #:E, Aid CARCE e kD, filan, w B L RN
CommonPorts 5, SNMPPorts {1 ##E, AT 8 H b 180 SNMP b 4, 7E A Frfd
TR ) — 357
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KRELRE, @moEREFGESE NMAP #E
$B1 A Policy > Profiling 3 MW A7 & 45 11513 1L $E Apple-Device FC & 4 (B 61)
59. £ NMAP 1331R(ER) 9 Hr sk g 7= 51

Prefiler Policy List = Apple-Device

Profiler Policy
* Name | Apple-Device | Description Generic policy for all Apple devices
Policy Enabled
* Minimum Certainty Factor | 10 | (valid Range 1 to 65535)
* Exception Action | NONE -]

= Network Scan (NMAP) Action | 0S-scan -] j——r

() Create Matching Identity Group
(®) Use Hierarchy
Parent Policy ***NOMNE***

Rules
i If Condition | Apple-DeviceRule 1-SCAN P | Then|| Take Metwork Scan Action '| | W v
::1f Condition | Apple-DeviceRule1Check? 5P | Then | Certainty Factor Increases '| | 10 | s

$I2  Apple WRICE AWK EHEADZHEAMRAN S EEENNXERAS (H62) .
60. NMAP 33 7> SR B IR 7= 451 1

-~

Rules Conditions Details x

If Condition | Apple-DeviceRule1-SCAN q Name Apple-DeviceRulelCheckl

Description IAn:ﬂe_QemEu.lemhﬂskLl
Expression |MAC:0UT CONTAINS Apple

If Condition | Apple-DeviceRule1Check <

PE RN I 52 = AT 45 B (CF), 5 28 8m 5 Ul B0 EAT LIS . 402k MAC ik 4L ) oul 5
“Apple” ULHC, WIFFEZ%KAMT-
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$IE3

SR 4

SR A N R B AE (B 63) .

61. NMAP 34 5 47 SR B 7= 51 2

Conditions Details b4
Mame Apple-DeviceRulelCheckl

Rules Description Apple-DeviceRulelCheckl
Expressinn| MAC:0UT CONTAINS Apple |

If Condition | Apple-DeviceRule1-SCAN &

If Condition | Apple-DeviceRule1Check

SRR ok i o SR — NSRS EE SN R T RS AR ] DRI, ARFESE AN IES
VR B SCAF DL G XA AT i AR B S VLRGSR — SR Ik A BT iR R 2 419 A, RIDERAE R Geddi

AT LA PO AT B R PR, VR U H
e AR SR BUS, Ak TURR M0 Save, ST AL

BERE PP B A2 A T LA AT AR 4 DG PG ) 2% PR I 22 4 il R AR P T C B SO AEBC B S A SRS = K Pl 4
73BT SR L L

HRIBA A HI L& it IR(E I IE NMAP $RRIThsE B3R

pig |
pi )
pir )
R4
i ]
HIE6

M Administration = Identity Management = Identities = Endpoints 2% .

MNBC B A SRS NMAP BRI D REEAT 70t B N V& Wi T 260, S8 5 T % 243

% ISE Policy Administration 17 )5, 7 $ 1% Administration = Identity Management = Identities.

M N % 5 16 4% Endpoints.

ERIFEPEHE RN &1 MAC Hibk, o8 HTTP #RI00 D) Re 38 1 @ Pk .

R, Bk NMAP 24, WA T RADIUS Al DHCP (IP #FBIFEF) o XS IR T g
FH T % B0 2 iy 4 e 5 AH RL ) MAC bk AT TP bk (5 2 — i 0 22 P9 3 2o 2008 e« 1A B T
PRIEHI R F T A £ 75 NMAP 2890 e #dis .
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B 62. LimTHIR A NMAP RMTHEEE MR BI 1

Endpoint

Attribute List

Endpoint List = 7C:60:62:E3:D5:05

* MAC Address  7C:6D:62:E3:D5:05

* Policy Assignmeant | Apple-Device '|
Static Assignment []

* Identity Group Assignment | Profiled '|

Static Group Assignment |

MACAddress
MatchedPolicy
MessageCode
MAS-IP-Address
MAS-Identifier
MNAS-Port
MAS-Port-Type
MetworkDeviceGroups

MetworkDeviceMName

7C:6D:62:E3:D5:05

Apple-Device

3001

10.1.44.90

Clsco_0c:99:34

1

Wireless - IEEE 802.11

Device Type#Al Device Types#\Wireless, Location#All Locations#!

wlcs508

MrmapScanCount

OUI

il

Apple, Inc

BT ) 4 R E X125 (NmapScanCount) FEAT VUG5, (H/2 %) Apple B4 IR B XA BeAh &% T
OUL. SRR 4E H T Apple 145 B UL AL AT & SCAHE 2544 1M fid 2 1

AN A2 )G, BN O 58 U E R gt . 1B I RS [ i, AE AR S RI 0 HT I

(65
5 R B OB 1 L 4

EndPointPolicy
LastNmapScanTime
NmapScanCount
oul
operating-system
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& 63. ZRiBIIBIZMEAT NMAP £NIThsE B 1=l 2

Endpoint

Attribute List

EndPointMACAddress
EndPointMatchedProfile

Endpaoint List = FC:6D:62:E3:D5:05

* MAC Address  7C:6D:62:E3:D5:05

* Policy Assignment | Apple-Device r|

Static Assignment

* Identity Group Assignment | Apple-iDevice v|

Static Group Assignment

7C-60-62-E3-D53-05
Apple-Device

EndPointPolicy

Apple-Device

EndPointProfilerServer
EndPointSource
ExternalGroups
Framed-IP-Address
IdentityAccessRestricted
IdentityGroup
IdentityPolicyMatchedRule

ise-psn-1
RADIUS Probe
cts.localfusers/employeesh, cts.local/users/domain usersh|
10.1.40.101
false
Apple-Device
Default

LastMmap5can Time

2012-May-03 05:5%:56 UTC

Location
MACAddress
MatchedPolicy
MAS-Port-Type

Location#Al Locations#Morth_America#RTP
7C:6D:62:E3:D5:05

Apple-Device

Wireless - IEEE 802,11

NetworkDeviceGroups Device TypeZAl Device Types#Wireless, Location#Al L
MetworkDeviceMame wlc5508
NmapScanCount 2
oulI Apple, Inc
PolicyVersion 22
PostureAssessmentStatus MotApplicable
--r;t};t-—;;r;:; -------------------- Apple-1pad
htype Ethernet (10Mh}
ip 10.1.40.101
op BOOTREQUEST

operating-system

Apple 05 general purpose 4.X (accuracy 93%)

5ecs

0
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TEABIH, B C5E 8 NMAP $94i. EndPointSource J&VER R AT F )5 — IR EH7) RADIUS. X Z&n AT,
NEEE A FRIESE AL s, 2 E ARk

LastNmapScanTime f! NmapScanCount J& :X%f T8 70 K H AT HE, (Ha DR H 2R IERH NMAP
PRI Ty BEVS I Ja8 12k o

OUI J& /2 Apple, HILTEFT 43 HIFC & 44 A Apple-iDevice 1M A~ /& 5 FH 1 Apple-Device FORC & A4 .

AR E SR I NMAP F# 45 RULHD, g R4 R &t fE RSN Apple i0S. WHRIELE Policy >
Profiling &% Apple-iDevice it B AN ZS, B2 KILAC B AT DURYE NMAP #5:E R A HMSER 5 MW

Mg — LR (B 66) .
64. Apple iDevice B4 H7 55 R%

Profiler Policy List = Apple-iDevice

Profiler Policy

*Name | Apple-Device | Description | Policy for Apple Devi

Policy Enabled

* Minimum Certainty Factor | 10 | (vald Range 1 to 65535)
* Exception Action | NONE -]
* Network Scan (NMAP) Action | NONE -]

(%) Create Matching Identity Group
) Use Hierarchy

&= : i
Parent Poiicy |—Ap|:|le—Deuce Conditions Details x

Mame Apple-i0S-NMAP-Rule4Checkl

Rules ... HMAP operating-system
Description coNTAINS Apple i0S

If Condition | Apple-i0S-NMAP-Rule4Checki ion| NMAP:operating-system
| ee ! Expression| coNTAINS Apple i0S

If Condition | Apple-i0S-NMAP-RuleSCheck

ST 1R NMAP H#iR B2 Apple i0S B¢ Apple iPhone OS /] operating-system J&VE(E, W5 G &
ST . fEAH R, EILECH A2 Apple iOS.

SIS L, {EAREHERE RS E 2 m R VE RGO & i T 40 2RI, NMAP #RIDh e IRA H .
VI 22 o8 7 Ui L4 #8 SCHF 1] LRSI 45 0 R AR 1) SNMP AR ER o A 18 4 ] AR i 1 12E 4743
25, T HL A& AT DAY IS AT R 28 IR 55 1 28 15 28 I AZ 3RS B 22 30 72 B /D P PR AR « TR F A S
SECIE ST, REANRI S e 2 T A, X T RN 25 1) is 4T A A B A E
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R AR

4 - AR R

VA AL RS L R NS M LRI e #2128 (1140 Cisco Catalyst 3650 A1 3750 Z 41 LA K 4500 R 5T HAHL) 4
B SCRFIE N % TRt . A B BB B & A b (i BRHE BLEMX (CDP). 85882 & BLEMY (LLDP) 1
FASFEHLECE P (DHCP)) &8 1) 4 UL M 26515 B R IX L5 B 7% )k 2 RADIUS 11k 2 £ 41 1) ISE PSN
(K 67) . ISE BEBSIUAE ] RADIUS #R3 T HEUSCEE AN fEEAT 3 A1 B8

B 65. i & RS iiA

!

.--xﬂ"

Device Sensor Distributed Probes

WEERFFEMER

VA A TR AN 28 B A USCAR SR AR 4 S B« T ISCER I i 5 A B T S8 AT L T D RE . B AR K 20 A
THRE HT AT 1 &0 50 2 Al -

AR S - WUk 1 I 2% 045 1 24 i 4
I - ALFRIXSEHHE R 2 e (1SR T

BER ALK AAAREN B (P Cisco Catalyst SCHHLEUE AL RNl E ) FIRA RS DIfE. K 68
BRI T RGP AR IRER O F HAIE T AR RS B 1 AR T B

L&A RS T RE IS 3L B OE 45 1) 98 ] Ml CDP. LLDP #1 DHCP S5 N 45 B & S 25 B, &
L A B A PRSI, IR 2R E B IR U R 2R R P R S e U5 A 2 1R S A B
ERSTPEE A




2o ip Rk '::lnls' élc;'.

WAL RN W EM AN 7 oo BB S B FE RN NI %70 2548 (DC BiA /- #T#8) + Cisco Auto
SmartPorts (ASP). MSI-Proxy Fl Cisco EnergyWise™ (EW) Z& 44, % %A% 24348 ] RADIUS 121 ) Re s £ i
FAL BN i (IS IR S5 51 %500 (ISE) 7B “ 0 rds” D o

& 66. X & & RAFRIRIEIFAER

UEThRe A A P miE A RS A EEE K B B 2 IR AR 2 UG A S R (B MAC kAN
N L0 VRS ) ke HR% 28 A B AN % P i (ISE)e BRIMIEUL T, X T AN SCREIXT S0, RATEMEN
Koy & RS E 2 U AT AR BRI A J8 PE BRI A (VL) BTS00, A= s /- i il A ATiE
MRFfE. AT LDONPTE TVL S 38UR % s JnAc ik F0, i 230 7 TLV id R Z i TLV
il CLI a2 8205 7 A -

AR TR M 2 U P i s A B BR A1) 9 B 1 (g Il i A P ki 1) 32 ks AJURTE, B O
ERE AU 32 AN . ARSI S S WO RS TR 12 N 2 i




R HIEHRIEIERE I

CISCO.
AR ER
R 6 LN FIRRAI T WA A5 B T B HF
< 6. WEEARI[IEKR
SES CDP LLDP DHCP HTTP mDNS
Catalyst
3560/3750 &% 15.0(1)SE1 | 15.0(1)SE1 | 15.0(1)SE1 - -
AT
Catalyst 4500 15.1(1)SG 15.1(1)SG 15.1(1)SG 15.1(1)SG
RF3T ] IOS-XE IOS-XE IOS-XE - IOS-XE
= 3.3.0SG 3.3.0SG 3.3.0SG 3.3.0SG
WLC/WiSM2
4 s 2 - - 7.2.110.0 7.3 -

e BSUNERE G5 FEH R, CAHHABREERRAR IS RE SRR filln, HIRZ Catalyst 3560 Al
3750 AZFHLA I L R} 10S BAER A 15.0(1)SE1 FI¥ £54% B85 Th e () Bk .

R} TOS B AHRA 15.0(2)SE LR Catalyst 3560-C Al 3560-CG 5 5148 LI 45 A5 IR B8 ThRE 1 S 45

MTE R H 2y FER B R AL AT, R NERACE T B WLAN IRTA % 7 i A F DHCP 43
M1 % ¥ DHCP 15 >R 32 £F DHCP I #0. 78 7.2MR1 A FIBR il (.35 :

ANSCHFMSLFEN R
ANSERE XA I A A R A b B 473 B8

B2, BRI ISE 7T iRk 5 1R Ay R s S Uy i (1 B B AR 5 . A s RIS, BRI 22
ATENE . SPT 2 0w ) SRR o ARIE R WG BT IE BRI, PR)E ] RADIUS ik £is
AKX B B AT 22 A b USRS IR 5515 s RAREAT 20 A A4y 36 . S8 R A% 4t ISE SR D e il 31X LEAH ] 1) e 4hs
FAEE, XA u] AR 22 Bt Hb iR 2 itk Bt 225K

79 ISE 53 4hlic B i 215 XS

W5y 2% L MAC-OUI L& CDP. LLDP F1 DHCP %5 Wi ARSI IR A% & . 204 CDP Al LLDP {5
B, WZIFE Catalyst 2244l F /5 CDP A1 LLDP. 2§ DHCP & TifE Bl FH T &% 7 2588, U ATEAS el b
J& Fl DHCP # R IhRE. BRI ik H 28 B AT 2 Er DHCP $idli . SR JE ATl St e ss, Higw BEAIE
228 (ISE) Wk @IEFIEI . B AL RIS s R I% % ISE, N4 203 H RADIUS ik, ISE A2
J& F - IE#fTic B RADIUS R IhRE
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H: TE{EH RADIUS iHiK DB b AL KBS Al 4% K & ISE. {HA2&, 7 RADIUS &4 58E A2 AL RN AT
AL AR R IP LR I% 2 ISE. [HItk, M4 R HEIT 5 F RADIUS S I0AERT, BI 2 7R IR X
N, EML RN BT LUK % AR R3S T ISE FiahE . Wil @ 24 ISE /b AR SS F T R &

RADIUS 15 )42l (1 R NAC B4 32,

7£ ISE /3 A RADIUS FnThaE

SR
S 2

53

EBCE RADIUS RN I BE & 15 VEL A

fa] IEHf 5 L ANEC & RADIUS 4830 2 R
T TR UL B TR — R S 1 /R RIFE ARSI T RADIUS [ 5 43 56 IE RN 42 A 1 38 8 v 4 FH &

%4#02%% s, ROZAR A ISE IS, {H2 i T 84175 %1 ISE V418 RADIUS ik
=5, K FFELE Administration & Network Resources = Network Devices N I3 7 1% 5514 [l 28

IB)IREEE PN

7 J& Fl RADIUS I Th K20 38

WZREIZEY, TR

T IRAE ISE ¥ A [ TP bk 538 A\ el 3R 21 10 T 3% RADIUS WMEILAS. B4k, E#fR

RADIUS 328 81 5 3 A\ Bl BC & e VLA

RADIUS i1k Eda £ .

HERBBLZIZIN L E R iy

MLl %E CDP. LLDP 8¢ DHCP J@%, # A HHLFTE E R HIX Y LRI E

i AT IX LD B e SCHF B8 A5 I AR U

UM ER SRR R 1

BB USRNSSR a4 &
W2 RN, SLFF CDP.
W3 BT, BRSSHN B4R CDP. it ZEH], A4 R4 8 -
cat3750x (config)# cdp run
WA BN, A0S D3 CDP. e, I LU N EE A JE
cat3750x (config-if)# cdp enable
SB,S5 W N, /] show cdp neighbors 74, IAEAZ#HL . CDP & % IE #1817 :
cat3750x# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay
Device ID Local Intrfce Holdtme Capability Platform Port ID
APc471.fe34.197a Gig 1/0/2 137 T AIR-LAP11 Gig 0
SEP003094C4528A Gig 1/0/1 150 H P M IP Phone Port 1
cat6503.cts.local
Gig 1/0/24 140 R S I WS-C6503 Gig 2/47
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LA & VR

cat3750x# show cdp neighbors detail
Device ID: APc471.fe34.197a
Entry address(es) :

IP address: 10.1.14.100
Platform: cisco AIR-LAP1142N-A-K9 , Capabilities: Trans-Bridge
Interface: GigabitEthernetl/0/2, Port ID (outgoing port): GigabitEthernetoO
Holdtime : 133 sec

Version

Cisco IOS Software, C1140 Software (C1140-K9W8-M), Version 12.4 (25e)JA, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Fri 27-Jan-12 21:45 by prod rel team

advertisement version: 2

Duplex: full

Power drawn: 15.400 Watts

Power request id: 21756, Power management id: 2
Power request levels are:15400 14500 0 0 O
Management address (es) :

Device ID: SEP003094C4528A
Entry address(es):
IP address: 10.1.13.100
Platform: Cisco IP Phone 7960, Capabilities: Host Phone Two-port Mac Relay
Interface: GigabitEthernetl/0/1, Port ID (outgoing port): Port 1
Holdtime : 147 sec
Second Port Status: Up

Version
P00308010100

advertisement version: 2
Duplex: full

Power drawn: 6.300 Watts
Management address (es) :

Device ID: caté6503.cts.local
Entry address(es) :
IP address: 10.1.50.1
Platform: cisco WS-C6503, Capabilities: Router Switch IGMP
Interface: GigabitEthernetl/0/24, Port ID (outgoing port): GigabitEthernet2/47
Holdtime : 136 sec

Version

Cisco IOS Software, s72033_rp Software (s72033_rp-ADVIPSERVICESK9 WAN-M), Versio
n 12.2(33)S8XJ2, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Wed 14-Dec-11 19:51 by prod rel team

advertisement version: 2
VTP Management Domain: 'cts'
Duplex: full
Management address (es) :

IP address: 10.1.50.1
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$BE6  Enable the switch to support LLDP.
BBWT BT, BRSHN Ea2 /A LLDP. ZFHE, HmAL N 2RmS:

cat3750x (config)# 1ldp run

T8 BT, &S O # < A LLDP. i 4EH, B N 04 A H:

cat3750x (config-if)# 1ldp receive

S9N, {# /] show lldp neighbors 74, IiEA AL - LLDP &5 IEHIE1T:

cat3750x# show 1lldp neighbors

Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0O) Other

Device ID Local Intf Hold-time Capability Port ID
AVA4FFO00E Gil/0/9 120 B 0004.0d4f.f00e
AVAEC8C79 Gil/0/10 120 B 0004.0dec.8c79
AVAF694AC Gil/0/15 120 B 0004.0df6.94ac
AVAEC8C79 Gi1/0/17 120 B 0004.0dec.8c79

Total entries displayed: 4

LA VR AL

cat3750x# show 1lldp neighbors detail
Chassis id: 10.6.104.29

Port id: 0004.0d4f.f00e

Port Description - not advertised
System Name: AVA4FFO00E

System Description - not advertised

Time remaining: 106 seconds
System Capabilities: B,T
Enabled Capabilities: B
Management Addresses:

IP: 10.X.104.29

OID:
1.3.6.1.4.1.6889.1.69.1.5.
Auto Negotiation - supported, enabled
Physical media capabilities:
Symm Pause (FD)

Pause (FD)

100base-TX (FD)

100base-TX (HD)

10base-T (FD)

l0base-T (HD)

Media Attachment Unit type: 16
Vlan ID: - not advertised

MED Information:
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2 K

MED Codes:

(NP) Network Policy, (LI) Location Identification
(PS) Power Source Entity, (PD) Power Device

(IN) Inventory

H/W revision: 4620D01B

F/W revision: b20d01b2_9 1.bin

S/W revision: a20d01b2_9 1.bin
Serial number: 051606020284
Manufacturer: Avaya

Model: 4620

Capabilities: NP, IN

Device type: Endpoint Class III
Network Policy(Voice): VLAN dotlp, tagged, Layer-2 priority: 6, DSCP: 46
Power requirements - not advertised
Location - not advertised

----<snip>----

Total entries displayed: 4

A AL, R LLDP. 2R EREN THMALL TT®S, B IEERNE A VLAN [ DHCP #
EIhE:

cat3750x (config)# ip dhcp snooping
cat3750x (config)# ip dhcp snooping vlan <VLANs>

B2 2D N ERR B M I A (13 VLAN.
FUE M E R4 22 525 A DHCP IR 543 1035 1 GE ) DHCP (5 5, A M RO E

AN
(g

cat3750x (config)# interface <interface to DHCP Server>
cat3750x (config-if)# ip dhcp relay information trusted

W RFr7R, {1 H show ip dhep snooping 7%, IiF/E & CEACH#AL b5l DHCP % -

cat3750x# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANS:
10-14

DHCP snooping is operational on following VLANS:
10-14

Smartlog is configured on following VLANS:

x

Smartlog is operational on following VLANS:

x

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is enabled
circuit-id default format: vlan-mod-port
remote-id: 1lcdf.0£f8f.6000 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:
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Interface Trusted Allow option Rate limit (pps)

$®14 WA, {1 show ip dhep snooping binding 174, K1 DHCP R INGEE LT HHL LR B IEW iz

17 (279 DHCP %/ i QSR EF) -

cat3750x# show ip dhcp snooping binding

Total number of bindings: 3

MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C4:52:8A 10.1.13.100 691187 dhcp-snooping 13 GigabitEthernetl/0/1
00:50:56:A0:0B:3A 10.1.10.100 653260 dhcp-snooping 10 GigabitEthernetl/0/1
C4:71:FE:34:19:7A 10.1.14.100 653068 dhcp-snooping 14 GigabitEthernetl1/0/2

SEA5  LRAFX AL B R .

BRBL&zn LR BIRE RS

BT SCEFER R B S BB 1 CDP. LLDP 5¢ DHCP J& P 38 &5 .
FE2  AEFECESKX TG CDP &I E SGL JEd:

cat3750x
cat3750x
cat3750x
cat3750x
cat3750x
cat3750x

config)# device-sensor filter-list cdp list <my cdp list>
config-sensor-cdplist)# tlv name device-name
config-sensor-cdplist)# tlv name address-type
config-sensor-cdplist)# tlv name capabilities-type
config-sensor-cdplist)# tlv name platform-type

config)# device-sensor filter-spec cdp include list <my cdp list>

HBI A IRIB LRS54\ CDP TLV {. CDP TLV &40 F:

address-type Hh kA
capabilities-type Difek A
cos-type COS A
device-name WA AR
duplex-type M AY
external-port-id-type HhER o 1 1D S8
ipprefix-type IP 45
mgmt-address-type EEHh RS
mtu-type MTU 4
native-vlan-type ARAE VLAN 288
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platform-type
port-id-type
power-available-type
power-request-type
power-type
protocol-hello-type
trigger-type

trust-type
twoway-connectivity-type
unidirectional-mode-type
version-type
vtp-mgmt-domain-type

vvid-type

|4 AEREERT Gy LLDP J& e i

X
o

KA

O

Uity 11 1D 27
A
A3 11 1D 2
HIJE A
PRy Im Y
R A
fEAERA

RyEipe ;=i
B R AR Y
JRAZE Y

VTP & B A

VVID 257

S

K

l'
e

cat3750x
cat3750x
cat3750x
cat3750x

config)# device-sensor filter-list 1lldp list <my lldp list>
config-sensor-1ldplist)# tlv name system-name
config-sensor-11dplist)# tlv name system-description

config)# device-sensor filter-spec 1lldp include list <my 1ldp list>

HEES5 A LIREAZ eSS LLDP TLV {. LLDP TLV &/ T

chassis-id
end-of-1ldpdu
management-address
port-description
port-id
system-capabilities
system-description
system-name

time-to-live

PLAE ID PLAE 1d
LLDP 45 %

EEE Ak

S 135 B

B ID

RATRE

RG]

RGLA4TK

A R[]
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FE]We (FHECERTITGY DHCP &k E

SR DERS

cat3750x

cat3750x (
cat3750x (config-sensor-dhcplist)# option
cat3750x (config-sensor-dhcplist)# option
cat3750x (config-sensor-dhcplist)# option
cat3750x (config-sensor-dhcplist)# option
cat3750x (config-sensor-dhcplist)# option
cat3750x (config-sensor-dhcplist)# option
(

name
name
name
name
name
name

config)# device-sensor filter-list dhcp list my dhcp list

host-name
default-ip-ttl
requested-address
parameter-request-list
class-identifier
client-identifier

config)# device-sensor filter-spec dhcp include list my dhcp list

FERT  ATLAZIR AL ARG S A DHCP &30, A1 —

class-identifier K BFR IR AT
client-fqdn % it FQDN
client-identifier bR IR AT
default-ip-ttl RN TP G 2]
domain-name i 4

host-name FHL4
server-identifier ik 55# 1D
user-class-id F P25 1D

S R R .

REESELEK: $txf CDP. LLDP #0 DHCP BRI fl, HiE=S iR TN T ASHERABERRIRSBENIERE.

ETHRPLRUETR, BERER

F CDP #1 LLDP HJ show 4 REFMEHLRERHEML TLV HHETMFEBER B EIFTRSHITHE—S2. BAIUE
Administration > Identity Management > Identities T, 7EFCidiEfRAER TAIE Z R REARHAITIRIE, TEME ISE BRMLBEE.
AT AR YR FARE o DLEC 28 PP 28 u 40 A 55 14 B o RO AR L 3 78 28 SR 2 R 4B B2 S i 88

E: FASRFE TLV 8UETUE I A R n L ui Bt E B

(=gl

AR5 2% S [ 52 HRATLER X 224 52705 14 J A 2 T o 8 o

flhn, anSid pEAR L & DHCP £ 5T client-fqdn, {H/E& DHCP & /7 Wi ARG RKAZGE I,  WAG IS %1% T i A o

B R T B &AL AR B ISE AT .

SIS NN, 7F RADIUS Tk i S 2 A& 2 4% S s i

cat3750x (config)# device-sensor accounting
cat3750x (config)# device-sensor notify all-changes

FE]O AR, Bk ISE AR E R 1K

cat3750x (config)# no macro auto monitor

cat3750x (config)# access-session template monitor
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BOATEOLT, BB b2 B AR R e 0 268, W Ras Sl iy i B A kas . Ik, BOATS
SN, W LR 25 H RADIUS S 3 iE Ack DR, 18] ISE KOIA AL BEs Bl Ny, % 7% 0
TLV B, AIe 08— ES K RADIUS ik Ed . X2 FAM AP r S uT i 1h i S 800 . EZPs
IEROREE IR S, A A A 45 .

WA AR RADIUS S fnieiiE (i, fEALT ISE 3/ R M B sl A8 A R NAC 1544 S ISE 43 H ik 55
IR zg ) AARZEFI AR T d, WA S RBAEAT R RS EE . ERVFEAZ A Hr a8 52 B L T
RIEAL RIS H AR, 1518 access-session template monitor 4.

S0 S HHLEC B 9 {E A RADIUS iHiK DfE M ISE KikELiEiHik(EE.

£ IR CLH E RADIUS S IGIEFZEL, M BN O o8k, 550 B A HHLLL S ISE 13 1) HAh i
MER, ESELEE RADIUS HFNIhEE =S,

$B12 R AREE RADIUS/802.1X, iH 5 WIEAZHALE B A& L Fdrd:

cat3750x (config)# aaa new-model

cat3750x (config)# aaa accounting dotlx default start-stop group radius

cat3750x (config)# radius-server host <PSN ip> auth-port <port> acct-port <port> key <shared-
secret>

cat3750x (config)# radius-server vsa send accounting

HE3 WL B AL R AR i

W RN Pr7~, f# 7] show device-sensor cache 2, U0 iF i &AL B8 2 B F LW 18T -

cat3750x# show device-sensor cache all
Device: 0050.56a0.0b3a on port GigabitEthernetl/0/1

Proto Type:Name Len Value

dhcp 55:parameter-request-list 14 37 0C 01 OF 03 06 2C 2E 2F 1F 21 79 F9 2B
dhcp 60:class-identifier 10 3C 08 4D 53 46 54 20 35 2E 30

dhcp 12:host-name 9 0C 07 77 69 6E 37 2D 70 63

dhcp 50:requested-address 6 32 04 OA 01 OA 64

dhcp 6l:client-identifier 9 3D 07 01 00 50 56 A0 OB 3A

Device: 0012.d9e3.427e on port GigabitEthernetl/0/24

Proto Type:Name Len Value

cdp 4:capabilities-type 8 00 04 00 08 00 00 00 29

cdp 2:address-type 17 00 02 00 11 00 0O 0O 01 01 01 CC 00 04 OA 01 32 01
cdp 6:platform-type 18 00 06 00 12 63 69 73 63 6F 20 57 53 2D 43 36 35 30 33
cdp 1l:device-name 21 00 01 00 15 63 61 74 36 35 30 33 2E 63 74 73 2E

6C 6F 63 61 6C

Device: c471.fe34.197a on port GigabitEthernetl/0/2

Proto Type:Name Len Value
cdp 4:capabilities-type 8 00 04 00 08 00 00 00 02
cdp 2:address-type 17 00 02 00 11 00 OO 00 01 01 01 CC 00 04 OA 01 OE 64
cdp 6:platform-type 30 00 06 00 1E 63 69 73 63 6F 20 41 49 52 2D 4C 41
50 31 31 34 32 4E 2D 41 2D 4B 39 20 20 20
cdp 1:device-name 20 00 01 00 14 41 50 63 34 37 31 2E 66 65 33 34 2E 31 39 37
61
dhcp 50:requested-address 6 32 04 OA 01 OE 64
dhcp 60:class-identifier 16 3C OE 43 69 73 63 6F 20 41 50 20 63 31 31 34 30
dhcp 55:parameter-request-list 10 37 08 01 06 OF 2C 03 21 96 2B
dhcp 12:host-name 18 0C 10 41 50 63 34 37 31 2E 66 65 33 34 2E 31 39 37 61
dhcp 6l:client-identifier 9 3D 07 01 C4 71 FE 34 19 7A
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Device: 0030.94c4.528a on port GigabitEthernetl/0/1

Proto Type:Name Len Value
cdp 2:address-type 17 00 02 00 11 00 00 00 01 01 01 CC 00 04 OA 01 0D 64
cdp 6:platform-type 23 00 06 00 17 43 69 73 63 6F 20 49 50 20 50 68 6F
6E 65 20 37 39 36 30
cdp 4:capabilities-type 8 00 04 00 08 00 00 04 90
cdp l:device-name 19 00 01 00 13 53 45 50 30 30 33 30 39 34 43 34 35 32 38 41
dhcp 50:requested-address 6 32 04 OA 01 OD 64
dhcp 55:parameter-request-list 9 37 07 01 42 06 03 OF 96 23
dhcp 60:class-identifier 39 3C 25 43 69 73 63 6F 20 53 79 73 74 65 6D 73 2C

20 49 6E 63 2E 20 49 50 20 50 68 6F 6E 65 20 43

50 2D 37 39 36 30 00
dhcp 12:host-name 18 0C 10 53 45 50 30 30 33 30 39 34 43 34 35 32 38 41 00
dhcp 6l:client-identifier 9 3D 07 01 00 30 94 C4 52 8A

ERNE&ITHISE LA E IR F 1R AT
Al LAd FH CLI 8%, Web & P AL HIE SRR o 2k iz 11 4% 1o DHCP J5 A 15 &A% 18

$E1 ZE CLIAEBRe Lz i a5 L B & iy, MmA L M4

> config wlan profiling radius enable <wlan-id>

fEfE WLAN BT Jok s i b Ja e s A ks o

BW2 LI A E A A RADIUS ik hAER] ISE Kk if ik s B,
FE]|3I  WMRCKKE RADIUS S RAUENIZAEL, b BN O 58 K
FWA A REE LN S LY ISE 37 RADIUS EEMHAREAEE, ESHEELE RADIUS #RNITNEE

.
HEE5 M WLC Web #1fi, %% WLANs > (WLAN-id) > Edit. & 69 {5 55 Bon A S e &b 5
WL

67. RLITHIBRAR H 1T RRECE

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs > Edit 'locallp’
v WLANWL“NS [ General | security | Qos | Advanced |
2 FlexConnect voi
» Advanced e T Oice
ex_onne: 0ca = =
v Media Session Snoopin
Switing & Enabled ping [0 enabled

Re-anchor Roamed Voice Clients [ Enabled
KTS based CAC Policy [0 enabled

SN

’ Device Profiling N\\n\
Device Profiling O Ew.
"..ﬂ*

—

FlexConnect Local Auth 12 Enabled

Learn Client IP Address £ Enabled e
/"W
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R R RAREIES

pig |
HI2
P ]
T4
S5

M Administration = Identity Management = Identities = Endpoints ] &2

T B A3 (8 FF) NMAP SRS RS AT 4047 103 N UL M T 263, SR T e i

% % ISE Policy Administration 7 &3 5 /1% Administration = Identity Management = Identities.
M % 5 36 #% Endpoints.

BRI PR R & ) MAC bk, 5o HTTP $R00h GE 38 00 J& 1

FEE 70 1, 1E ISE SEms IR 5517 fl BAUSE 7 RADIUS #RIIThAE . 8 H BRI DG H & M B4 -
EndPointPolicy

EndPointSource

oul

CDP J&£ (cdpCacheAddressType. cdpCacheCapabilities cdpCacheld. cdpCachePlatform)

DHCP J&%: (dhcp-class-identifier. dhcp-client-identitifier. dhcp-parameter-request-list. dhcp-requested-address-
host-name)
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lllllllll
CIsCO.

Endpoint

* MAC Address  00:30:94:C4:52:8A

* Policy Assignment \ Cisco-IP-Phone-7960 '|
Static Assignment []

* Identity Group Assignment \ Cisco-IP-Phone '|

Static Group Assignment [

Attribute List
AcsSessionID
AuthState
CPMSessionID
Caled-5tation-1D
Caling-5tation-ID
Device IP Address
Device Type

ise-psn-1/125323864/12755
Authenticated
04010A010000000900036DFC
1C-DF-0F-8F-60-01
00-30-94-C4-52-8A

10.1.50.2

Device Type#Al Device TypeszWired

|EndPDintPDIicv

EndPointProfilerServer

|Endpaintsaurce

Framed-IP-Address
IdentityGroup
Location
MACAddress
MatchedPaolicy
MessageCode
NAS-IP-Address
MNAS-Port
NAS-Port-1d
NAS-Port-Type

Cisco—lP—Phone—?QﬁDl_"lET'TdPOIIﬂtPOHCY Cisco-IPtPhone-'/'gGOI
ge-pan-1

RADIUS Probe | | EndPointSource RADIUS Probe |
10.1.13.100

Cisco-IP-Phane

LocationsAl Locations® Morth_AmericasRTP
00:30:94:C4:52:8A

Cisco-IP-Phone-7960

3002

10.1.50.2

50101

GigabitEthernet1/0/1

Ethernet

NetworkDeviceGroups  Device Type#Al Device TypessWired, Location=Al Locations=North_America=RTP

INetworkDevice Mame Bt3750x%

our Cisco Systems, Inc. |_>| oul Cisco Systems, Inc.
PolicyVersion 22

Requestlatency 12

SelectedAccessService  Defaulk Network Access

Service-Type Framed

StaticAssignment false

SteticGroupAssignment  false

TimeTaoProfile 24

Totzl Certainty Factor 145

e o cdpCacheAddressType  00:00:00:01:01:01:cc:00:04:02:01:0d:64
cdpCacheAddressType  00:00:00:01:01:01:cc:00:04:02:01:0d:64) cdpCacheCapabilities H;P;M
cdpCacheCapzbilties H;P;M :

chCacheD:'iceId SEP003094C4528A + CdDC&CheDe\fICEId SEP003094C4528A

cdpCachePlatform Cisco IP Phone 7260 cdDCachePlatform Cisco IP Phone 7960
audit-session-d=0A010A010000000900036DFC, connect-progress=Call Up, cdp-tiv=cdpCacheAddressType=00:00:00:01:01:01 :cc:00:04:0a:0
cisco-av-pair the=cdpCachePlatform=Cisco IP Phane 7960, cdp-tlv=cdpCacheCapabiities=00:00:04:90, cdp-th=cdpCacheDeviceld=5EPD03094C45284, dhep-

address=10.1.13.100, dhcp-option=dhcp-parameter-request-ist=1', 66\, 6\, 3\, 15\, 150Y, 35, dhcp-option=dhcp-class-identifier=Cisco System

option=host-name=5EPD03094C45284, dhep-optian=dhcp-clent-identifier=01:00:30:94:c4:52:83

dhep-class-identiier
dhep-client-identifier

dhcp-parameter-

1

Ci Syst , Inc. IP Ph CP-7960 "
ey, dhep-class-identifier
01:00:30:94:c4:52:8a
s dhcp-client-identifier

request-list

dhep-requested-address 10.1.13.100 dhcp—parlgmeter— 1, 66, 6, 3, 15, 150, 35

host-name SEPDO3094C4528A request_ I5t

D 10.1.13.100 dhcp-requested-address 10.1.13.100
host-name SEP003094C4528A

Clsco Systems, Inc. IP Phone CP-7960
01:00:30:94:c4:52:83

© 2015 BR AL AR
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R ATFERS EndPointSource ¥ &y RADIUS R DI REAIIE I T Sl H B & A5 kg, wT UKL
EndPointPolicy IE#fit 5 Cisco-IP-Phone-7960 VLHL . A5 HC B SCAF VLD 15 £ AR s i) 2 M S el &
OUI = Cisco Systems, Inc.. edpCachePlatform = Cisco IP Phone 7960 71 H. dhcp-class-identifier = Cisco Systems,
Inc, IP Phone CP-7960.

iHTERE, CDP M DHCP EVEMN A &It yg deda € IR e vk, H i ygas & Bon cinfmiitb Bl . SRk
559 KJC T AE ISE #B & P K pIrA B B SRS JIR 55 4% s rh A AN (R0 AN B SR e o ARAE i A IRER I L, X
FERAEA I A W Hr. 53— 771, SNMP & ifj Ml DHCP £ D) RELE & IR & 1) 5 DHCP 52T i # 2
HE M

RIESEER: ERREREBAT, BEARBEERBNE ISE 2, NIRABEHRRESAT RYEFGHEHERMSMEE. JTED RADIUS 5
WIERIMEE XA RERE (fIZ0 ISE BRI RS NAC REHRAD , FARERLEN RN MTLITHIEE LB R EMERE.




' Wl
L &5 #{Eiar ::lllsclo _

o & 7 # kB
S AT SR ML B A

FEARTE R AT, BATCEA 4 ISE 70T IR 55 (s 20280, il 71 Bos,  IXiew] AHIE ISE 2> #rc &A1
BEAPRE I — JBLAa T SR -

FATRINI e A P e — 88, BUBCE AR Zh e LS R om g 1k AEAEE 70, AR 4R SEN SHE AR B
e B2 73 SR RIS SR Mg LA A2 25 7 0 M 23K

69. ISE 2 #TRIGAC ERIE

i 4 '
ISE probes collect attributes from Probes Collect
endpoints that connect to the network Endpoint Attributes Exception Actions can be assigned to
4 ~ ’, 4 a Profiling Policy based on matching
~ - ~ rules. Exception Actions statically
Single attribute is matched againsta L assign endpoints to Endpoint ID
= Conditions
condition Groups. Any further profile changes
~ - ~ !’ - will not resultin ID Group change for
~ - ~ these static entiies.
One or more conditions are combined Policy Rules:
to form a rule in a Profiling Palicy +CF/Exception/Scan
(" Each matched rule may be assigned a weight, or ) - " N (/ﬁ
certainty factor(CF), or may trigger an Exception Profiling Policies H Profile Change/ ] Unfe;s staticatly
Action. Endpoints are assigned the profile with Exception Action assignedto a
highest CF match. N group, endpoints
o - - p " "' may pass in and
Endpoints can be mapped to an Endpoeint ID Group Endpoint Identity Endpeint Identity out of group based
if their profile/parent profile, is setto an ID Group Groups Group Change ] on profiling
L - N ! _' policies. CoA can
£ Endpoint ID_ groups can be used_as a conditiqn in i o _ Change of Egﬁ:ﬁﬁ;ﬁ s;fsegé
the Authorization Policy. Endpoints can receive Authorization Policy Authorization (CoA) on profile changes
access policy based on ID Group membership | L \ If‘

ST FEH

IR 22 53 #r J@ AR o] LLE I & Fh ISE #RIZh WS ER « ISE SEBE IR SS 17 4R T etk fa, i id 2T —2 2%
XL JE S A R AT ILEE (B 72) o BN S Policy > Policy Elements - Dictionary T System
Dictionary "4t (1) 52 35 J@ P 1) — AN UL EL T




REeVIEERIEER

FHEM

70. BRERIZ: SEMG

Probes Collect
Endpoin: Attributes

. 2

Condition:

P

%,

N

Policr Rules:
+ CF fException Koan

Frofiling Policies

Endpoing Idertity
Groups

Mrofile Change
EXceplon Acton

Endpoint [dentity
Group Change

¥

¥

f
Authorization Palicy H

Authcrization

Change of

CISCO.

K 7 %7K Policy = Policy Elements = Dictionary | System Dictionary #1471 Hi [F]JE Y. 247 Policy = Policy
Elements = Conditions = Profiling H 8l BAZ U/ HT 26 A0, IX 88 Ja P & v Ik 1)

RADIUS

Acct-Authentic
Acct-Delay-Time
Acct-Input-Octets
Acct-Input-Packets
Acct-Interim-Interval
Acct-Link-Count
Acct-Multi-Session-Id
Acct-Output-Octets
Acct-Output-Packets
Acct-Session-Id
Acct-Session-Time
Acct-Status-Type

Acct-Terminate-Cause

Acct-Tunnel-Connection

Acct-Tunnel-Packets-Los|

Callback-I1D
Callback-Mumber

MAC

MACAddress

EndpointSource
FODM

Host

ip

mask
Portallser
User-Agent

our
cafsessionStatus
“ ELADImaCAddrESS

®T.FHEM

SNMP

cafSessionAuthorizedBy

cafSessionAuthylan

cafSessionDomain

cLApMame

cLApSshEnable
cLApSysMacAddress
cLapTelnetEnable

cafSessionAuthUseriName

cafSessionClientMacAddress

cLApMameServer Address

cLaphameserverAddressTypyg

cLapTertiaryControlleraddres
cLApTertiaryControllerAddres

DHCP cLApUpTime

CDP

cdpCacheAddress
cdpCacheCapabilities
cdpCacheDeviceld
cdpCachePlatform
cdpCacheVersion

LLDP

lldpCacheCapabilities
lldpCapabilitiesMapSuppaorted
lldpChassisId

lldpManaddress
lldpPortDescription

lldpPortld
lldpSystemCapabilitesMapEn
lldpSystemDescription

lldpSystemiame

NetFlow

MAX_PKT_LNGTH
MAX_TTL
MIN_PKT_LMGTH
MIM_TTL
nexthop
OUT_BYTES
OUT_PKTS
output
QUTPUT_SHMP
prot

PROTOCOL
sampling_interval
source_id

src_as

SRC_MAC
SRC_MASK
SRC_TOS
SRC_VLAN

srcaddr

NMAP

110-tcp
123-udp
135-tcp
135-udp
137-udp
138-udp
133-tcp
139-udp
143-tcp
1434-udp
161-udp
162-udp
1900-udp
21-tep
22-tcp
23-tp
25-tcp
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(FERFIFR)

boot-file

dient-fgdn
dient-identifier
device-dass
dhcp-dass-identifier
dhop-dient-dentifier
dhcp-message-type
dhcp-parameter-reguestist
dhcprequested-address
dhcp-user-class-id
domain-name

host-name
name-servers
pxe-dient-arch
pxe-dient-machine-id
pxe-dient-network-id
server-dentifier

vendor-class

e8|+

Bo B SR
FBF ISE 7EC R ED IR AT A, T AR HT s U — R FLSCPEE . 700 57T A 92

OB B € SORATFBUE A 26 0F . MU0 AL R 58 28 0 AR 58 A5 (1 2K

EEREX (APEX) Sthsktt.

1B 1 % Policy = Policy Elements = Conditions Jf M 72 ] & 4% i£ F¢ Profiling. JRANWI 261513, T fift
HF @444 gt (F140 OUL. dhep-class-identifier. host-name. User-Agent) L% SNMP
MIB ##l& (41U edpCachePlatform. lldpSystemDescription 1 hrDeviceDescr) -

]2 Oy T UMIAIE A X R, BRATRAE R — A LR

RPIIH T BN AR S5 (B 73) -

71, RELL IR

1E Endpoints = Identities ] %]

A -
4 Edit

Endpoints

oog

Unknown

Unknown

=ﬂ=.ﬁ.dd M Delete ~ oImport » G Export
Endpoint Profile

&  MAC Address

00:C0:B7
00:C0:B7

65:1F:BC
68:21:E1

Stafic Assignment

false
false

©2015 BHAFZLRHE

£ 100 ;W




' Wl
L &5 #{Eiar 'CII'Sélo

]3I KT H I EROY Unknown BCE ST BE4k, NIRRT MAC BTSH. &H S

M B IE RN EE (B 74) -

72. ZunFAHEERHA NMAP $RUIHEE B 1% 7R 1) 1

MACAddress 00:C0:B7:65:1F:BC

MatchedPolicy Unknown

MessageCode 3000

MNAS-IP-Address 10.1.50.2

MAS-Port 50108

MNAS-Port-Id GigabitEthernetl/0/8

NAS-Port-Type Ethernet

MNetworkDeviceGroups Device Type#All Device Types#Wired, Location#Al Locations#Morth_America#RTP
MetworkDeviceName cat3750x
|DUI AMERICAN POWER CONVERSION CORP |

H4 HuTPLE T B A% 2 GigabitEthernet1/0/8 )2 imfficE, W LAMRYE OUI (American Power
Conversion Corp) & FLHEWTTF H - X8 2y g T S0 28 s A0 22 36 1 APC AN [H) W IR R 4
(UPS) /] SNMP WZ8 & B L . RO Tax s 2, b A BRI, JRATR AT G I iR 4
BN SRS, NI LEBEAN I 28 T S P FT A IX SR 46

FE]S  MAME R Add.

HE6 AP, 4AF APC-OUICheck T/~ i B i A 25 257

ST EAFIF, AU Custom OUI check for American Power Conversion Corp. AT RN
—/NE—FRIRRF, BRI A HE “Custom” , DA PR SEATE R B A0 i BT E P X
%A

SE,8  {f Type NARZRKA. XITIEKE, Type N Mac (K 75)
73. AP E XM S HER & RB 1

Profiler Condition List » New Profiler Condition
Profiler Condition

* Name |APC-OLIICheck | Description Custom OUI check for American Power
Converzion Corp
* Type | Mad v|
DHCP

* Attribute Name
Mac

* Dperator | Snmp

. P
Attnbute.‘u'alue Radius ]
| Cance netflow
CDP
LLDP
HNMAPR

©2015 BRAREZGAF #1011
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$1¥9  Attribute Name & OUI.

SBE10  Operator &y EQUALS.

HTW1 Attribute Value Jy7- s OUI KRN R4 FK . 7EA] 1 {6y AMERICAN POWER
CONVERSION CORP.

VE: M485E Attribute Value i, 1555008 HHEM IS .

TEFTeA R, ] DLk #48 F I8 B AF MATCH F6 Attribute Value W B N “ AMERICAN POWER” &%,
“AMERICAN POWER CONVERSION” , X% fifi fil 5¢ & ILRLiz 54T (EQUALS)s

W OUI 4 2 s /D 3E F 45 2 MAC Huhtar4in 25 B, AT DA A LR W B N R %1 OUL Bl — AN 4544

= Type = Mac

= Attribute Name = MACAddress

= Operator = CONTAINS

+ Attribute Value = XX:XX:XX (MAC it 3 “Z 4RI 4%)

SEA2 B 76 W g RGBSR A e AR
74. AP E XSRS IR 2

Profiler Condition List = APC-OUICheck
Profiler Condition

* Name |APC-OLIICheck | Description Custom OUI check for Imerican Power
Conversion Corp
* Type | Mac v|
* Attribute Name | OUI -]
* Operator | EQUALS -]

* Attribute Value | AMERICAM POWER CONVERSIOPN |

=

SB35 Submit $24H (NSRS, W S5 Save #241) , FERTE K

S AT SRR AN AL

I3 b AR BE B SO e A i EER A 5 C B S AR UL b A4 5 R SR U o SR R A 35 — AN A4 2%
o MRFFEM B PTA 2% (R AND I35 BirF & i — 2 F (R OR 8540 » W& ddTHs
SEHIERIE . B 77 S o A SRS T B AR -

©2015 BRAREZGAF #1021
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B 75. L ERA2: S AmsREgAAN

SR .
Probes Colleer
Endpoin: Attributes

—F

Conditions

p— —

Policy Rules:
+FfException Scan

frofile Change/

EXcepton Action

Frofiling Policles

Endpointidertity

Endpoint Identity
Groups Group Change

¥ ¥

f
Avthorization Palicy Change of
i Authcrization

b

SR AL R4 E
S SRR = AN 70 SR 3R 2 F

A BN <X>
PAT B SMEAE
PAT 2 3R R

H{SE (CF)

Kl 78 SR A FK Android [ fi] SIS AT MG o BE SR B PSRN o RRSRRNI AR — AN a0, W SR 2 X e 2%
Py WEHAT “RIE BRI 307 [3AFE . CF F T-3R A RHR UL AT (¥ 2% 1 28 3 5 e B SCAF L f VG G ) — A A EE B
PSR Y=

%}F Android it & 44, A% Minimum Certainty Factor % & 4 30. K, WS UCEAE—H, )% 2 bl
AR B Es ERC B SO . T 2 ] DAULES 2 N 2644, DR ] A [R] B DEIE 22 AN B B S, B DA AR 95 DL AT
HIBC B SO Rk CF A
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76. ST SR

Profiler Policy List = Android
Profiler Policy
* Name | Android | Description | Policy for all Android SmartPhones
Policy Enabled
* Minimum Certainty Factor | 30 | (valid Range 1 to 65535) | M=
* Exception Action | NONE v| N
* Network Scan (NMAP) Action | NONE v| '
(®) Create Matching Identity Group
) Use Hierarchy .
* Parent Policy | NONE v| /
/
Rules /
i If Condition | AndroidRule1Check ap | Then | Certainty Factor Increases ED || & ~
“If Condition | AndroidRule1Check? ~| [30 || W~

A VYA 7T HEWE > BOFRTEE o G SR 2 DA A7 2% A, ) 24 sl e 4 TG 22 S S A
WA S . (LZitik /A Policy Enabled B iEAHE, )

Bics 8 ST 1) 2 iy BT CF B IS BT {5 B A

Be B S CF $F43 i TARAT ARG B, [RINFIAFIEE 1 A0 2 Sk brift.

Cln S i B S S 2 R SR H B — 03 &k 1) A2 I B S A ) BT CF AL

PR E 79 H 7R Android HES R B — NN, WiZR &) User-Agent .3 745 # “ Android”
X SR B SR CF B & 30, Wi 2m 558 2 VLES (DHCP host-name {H £ & 4 5
“Andr01d” ), DA L T B SR ) CF B8 30, AR 5 AN i 46 H#RUC RS, H CF %M 60.
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B 77. 53 A SR AL R £

Profiler Policy List > Android
Profiler Policy
* Name | Android | Description | Policy for all Android SmartPhones
Policy Enabled
* Minimum Certainty Factor | 30 | (Valid Range 1 to 65535)
* Exception Action | NONE v|
* Network Scan (NMAP) Action | NONE v|
(®) Create Matching Identity Group
() Use Hierarchy
* Parent Policy % Conditions Details x
Name AndroidRulelCheckl
Rules Description AndroidRulelCheckl
) Expression IP:User-Agent CONTAINS Android
i If Condition | AndroidRule1Check < . _ || & ~
: l. Conditions Details x |
{ If Condition | AndroidRule1Check2 - Name AndroidRule1Chedk2 [ ] &~
Description AndroidRulelCheck2
Save - % Expression g#fgigost-name CONTAINS

Hif# CF &% 60, MEARMER, KimlhmTaess 5 —A> CF M T 60 HISKIS I AFILAC. an SR 2 oA H At
KA, ARim o Be % E S, BIMEE AL Android SIS K B A7 261

H, RS TE SRS ) CF ELOR B ONER A . AT I 5 ZABCOBRNEL, IR DRAR 38 19X 268 S5 6 B 308 TR 2
SO T HAM KNS o AEACRPIE DL, E AL E LSS hoRed K CF (B8N fe N, TG A2 186 7 75 1) 73
Br H AR

IR, WERIGEVERBCESCIF, WRIIE CF I EDVHIXMRAIE (Bt 10 8200 , A5 EAERIE D ES, 5%
RS R ER AR WEARYIIRERER RS, B5HARMAT L, NG E SR AR BB CF B 57 %
N, HRAE CF VSRR AT BE JoiZ B 15 S B 28 i ] e 5 #2230 (14 HLAt e B ST F

flhn, RIS H € SCECE S A A RUNILES, S50 CF {HH 2 100, RIMEi%%&0m 5HCE X/ B
IPY S BN VC T, HR RANVEEC UK CF {HER R 20, 2G4 TIE S IR E X B, EEA TR, AL
B A PN S ECE S B PRI e a4, ERECH) CFAEEIA . Bk, — BT
SRR A A5 — S0 CF 149

BNRESE: —REEZIHE CF ARBRIARE. MRFESZEOARE, AMHRFEEEXHIRZAMAN, UEEEREHHHRNEE
i Z R AR AT R R S EC R R ARERN A .

MROZEEXEEH, FRFEIRE CF MiRE, SFEREASEMBEEHERNE.
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R & Fia)R R ncllus-élc;.

fI5hF1 NMAP $24E

DG C (R ) 57 PR A T B R BB AL B PAT IR 28 33 E RN PAT B MR o AT I8 T R 1 Fo 1/ SR i 55
1 K HE Network Scan (NMAP) Action FB 1)1 B0 i NMAP 4. (8 M 2531 (NMAP) $RTIThEE
AT E TR 28 T I RE

AT B Sh 1A UV ISE MR 4 Exception Action B BLE, W& m S Be 2 A H0E . BISMEIET PR
e i)

R A 5 SR VL AL FLUGRCSR R A TG DU N, A = RIS Al AOX PR . s Rok PR ILIG, {H2%0 5 1
EI# RIS ANULHEC,  WASPRAT 1

R, WAREULECHRRE T2 N, SEHAT 2 RIE. B, HATREDLAC— MU, {H45 CF {HIY
10, I HAEBVEEZ KIS I RTER T, 185 PAT B AP R AT B AT I 8 340 454 4 5 — L UL

REREX (RPEX) 5k

S EHEFF, BEHZATEEN KM, NK= APC UPS WA&QIE— N H & L 5K .

SBE2 % F Policy - Profiling. MAG & #% 22 5 5 Add.

B3 AR E AR APC-UPS.

SB4  HIAVHH Custom profile for APC UPS Network Management module. 5 APC H & X 24 H11i BH
AEALL, AT LIS IS OCHE T Custom,  HRHE b5 5 X5 BT A B e SO 347 17 o i

+$IE5 {ff Minimum Certainty Factor {7 &4 B iA{E 10,

PSE6  ILEFERILILH Use Hierarchy, 1MANZE#EERINIX E Create Matching Identity Group.

$®7 7 Rules F, #iili Condition 5514 <* 755, #RJ515#% Select Existing Condition from Library .

$1®8  7f Condition Name = Select Condition F, i%$# APC-OUICheck.

e WA LA %6 8% Profiling Condition, #RJ5 78 50414 55 617 Profiling Condition, 1M HLi& W] DA A & 13
Create New Condition (Advanced Option) M Profiling Policy A< & P BIEE B2 1F. GBI G, #5478 Sms B
Hol R o Edn 4 a1

+$IR9 PR BRI /E Certainty Value Increases, HAH A 10 (K] 80) -
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Profiler Policy List = APC-UPS

Profiler Policy

* Mame

Policy Enabled

* Minimum Certainty Factor

* Exception Action

* Metwork Scan (NMAP) Action

O
®

* Parent Policy

Rules

| APC-UPS

| Description

| 10

| NONE

- |

| NONE

hl |

Create Matching Identity Group

lUse Hierarchy

| NONE

- |

| (valid Range 1 to 65535)

Custom profile for APC UPS Network
Management module

£ 1F Condition | APC-OUICheck

ap | Then | Certainty Factor Increases

H10 5l Submit, fRAFF K.

$B1 %% Administration > Identity Management = Identities 1 M /2 ] % #% 1% #¢ Endpoints. 1& 81 Fr
N, TEFFE R APC % & N ANH 78 N Unknown, 11 /& S22 87 UL B F 4 BT SR B 43 i o

B 79. £ A R E XECE X R ima Rl

Endpoints

Endpoint Profile
[0 APc-UPS
[0 apc-ups

JEdt  obadd | MDelete -

ehaImport +  ElExport -

«  MAC Address Static Assignment
00:C0:B7:68:31:E1 false
00:C0:B7:65:1F:BC false

S22  SdrERP AR APC-UPS (& 82) &
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B 80. {£ M A P E X B B XX R imiF 4R = B il

Endpoint List = 00:CO:B7:68:31:E1
Endpoint

* MAC Address 00:CO:B7:68:31:E1

* policy Assignment | APC-UPS v|

Static Assignment o
* Identity Group Assignrment | Unknown ~r|

Static Group Assignment [l

IHVER, Policy Assignment 5y APC-UPS, {Hj2 Identity Group Assignment ¢ # & Unknown. IX/&7E
fic & SCF PR BRAN W B M Create Matching Identity Group A User Hierarchy [R5 S . FATHL
MER T iR, PA#E R Profiling Policy A1 Endpoint Identity Groups < [H] ]9 & o

LKin S

XM M A B G, B BT R S At 1 RR e SR A IEAE IR 2% K — D ST TR BR T3k
FFATRRE 2 Ab, D 7 R 28 i (4 1 6 73 SR ER73 H SHEM J3 BL i R S BURMS R5R, 75 ZEH PIC E SCA 5 2 S 4 41
KIko ISE $BUKME H AT A3 LLR G 70 B J 1 BUSRE r BC AR N 25 1, (B AT LU A 22 73 A SRS BC R 2%
b S AL IXHE, S AT DA E] N 4 (14 23 A SR 2 B 51 R 9 R 2% A

el 83 Sk ) 24 i B A7 AL G B TR
81. RERIE: KiFGHA

SR,
Probes Colleet
Endpoin: Attributes

— %

Conditions

P —

Policr Rules:
+UF/Exception Sean

Mrofile Change

EXRCepien Acion

Frofiling Policles

Endpoing Idertity Endpoint Identity

Groups Group Change

¥ ¥

>~
Authorization Palicy Lh'pi_l: ol
Authcrization
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BOR— N o3 Hr A i o B 2 B 2H, 1SR A0 84 s B BC B S Ik R Bk 325 Create Matching Identity
Group.

82. TN - 62 RECHY SR H R

Profiler Policy List = Android

Profiler Policy
* Name | Android | Description Policy for all Android SmarktPhones
Policy Enabled
* Minimum Certainty Factor | 30 | (Valid Range 1 to 65535)
* Exception Action | NONE -]
* Network Scan (NMAP) Action | NONE v|

(®) Create Matching Identity Group
) Use Hierarchy

* Parent Policy | NONE v|

1% 4% Create Matching Identity Group 11 & WA A6 T8k R 2 B E e B OSBRI IE £ Use Hierarchy % &
FEK 84 H11#) Android SEB& R, BRI\ E O BSOS S0 42 AR 61 i 28 0m B 0 2. F P e SCHAIIC B ST () 8K
NBCE A2 B VLT ) S 2

TR BIR G

UTIC 737 SRS 1) B S5 — b v 2 28 i 1A B AL SRR I eI CF B ASER 43 A28 70 A SRl (1) )2 IR S5 A I — 7
£ Android BLE SCfFH, Parent Policy X B N NONE, {H5Z AF )2, & 84 ffizx, Apple-iPad #1 Apple-
iPhone %510 & UM A FHCE S, HAQH & XN Apple-Device. B A RIS ZIREEN, 1l FHIZE Policy 2
Profiling. M- & 4% T Profiling Policies, 7% M bR HTHIH) A1 4§73k 775 (*). XFER RIS —
guoems (&85 .

B 83. SR RIR G

* || Profiling Policies
* || Profiling Policies [ Andraid
li':d Android r l.,_-'id Apple-Device
» l"_{d Apple-Device l*’_’:d Apple-MacBook

li':d Applera-Device lc_":d Apple-Phone
* |+, Aruba-Device |4} AppleiPod

» || Profiling F‘olici; * l"_{d Mayaﬂe l*’_’:.d Apple-Device
li':d BlackBerry li':d Apple-iPad

FLARSK H AT R 1] A Sk R s AR S e B AE 75K . MRYE B, Android SBSBCH T4, 1T Apple-Device
NN . R Sk vl SR Apple B 1 SR o

JE IR GE R 2 SRONS B AVE BT AR o EIRIR Bt — RO 2 AT 3 s L — AL SR AR5, X
DGAC FR) 5 SRS A0 T R A S AR — N DL FRC IO, 1 JE 75 58 R A SE AL R U 2 SR8 i 2 5% 1
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JRIR AR — AT VLA OUL. #il4n, FTH Apple i &#G — 15T Apple ] OUL. Ak, A4 iPad. iPod.
iPhone 25 HE F I 1F. E5 Apple-iPhone FLE CAFULHL, #t 2 RiZ &t H — 41 Apple OUL. X2 N4
il FH A PR A User Agent Switch [ 8] 5% Firefox I Vi asfdifF (GRS ARM BT 48 User-Agent 17 H) 4
A4xikF] Apple iPhone FRC B S AF I JE R . WA Apple MAC Mk, Q%A@ MR dna<di g mi e
Bk, 3 A AR — Rl bW il o7 58, R AR YROT 28 (A S ) B 52 ] LA B AR B R 2 W i 31

JERIRES B AR TR S 2 73 B AOUL S . AR ARSI 22 S 21, AN 6 s P 1 SRS SRS 22 B4 2
Ban, X REEP BIEA IR Z THE R E . @ v ERIP il (BRARED BUEILE K S, mTRUR
Yo AR ANPGRS, T N T HIE G B 4l X AT DORIE RSB IRN o BRAE R AR R
S IP IR EOREFIRACEE, 15 JUHR AT LU i 51 R SCHE B SO A B 4 2 e g — Ab B

ARG B LAY 54348

ST EAEFH, NP E I E SRR T — B8 APC-UPS 1S 7 4.

B2 % E Policy > Profiling 3 ML & 5% 1EHE APC-UPS.

HB3  EPFIETN Create Matching Identity Group, #RJ5 i Save, AT L.

R4 1&[A] Administration = Identity Management - Identities = Endpoints T[] Internal Endpoints %13,
HI B I E APC-UPS Mo & A B 2 ke 85— im (14 86)

84. Fl P E X HIECE X R iR S AR Bl

Endpoint List = 00:C:BF:68:31:E1
Endpoint

* MAC Address 00:CO:B7:68:31:E1

* Policy Assignment | APC-UPS v|

Static Assignment ]
* Identity Group Assignment | APC-UPS v|
Static Group Assignment ]

7E: Identity Group Assignment A Unknown & APC-UPS.

S5 % Administration - Identity Management = Groups , A& 75 /c ] % #% 7 5T Endpoint Identity
Groups £ MI&k(»), BIFHANE, K 87 Aix.
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85. ZERIHEMNARG 1

Identity Groups
[~ o)
o
[ User Identity Groups
* | Endpaint [dentty Groups
B Badklisl
» 5 Profied
i RegisteredDizvices

gy Uknown

[
il

BE6 MR EIRIGREATIE S AR BRAEOL T, 200 288 VT S 4 211K 73 BT SR 6 T A 28 3
#2x A Unknown 5 0 2L R 53 o 43 P 22 F A DTG £ 47 25 19 23 B SR 1) F A7 25 0 2 A2 S0 S A A
Profiled T2/~ NZ S 4L 71 . Blacklist 1 RegisteredDevices 21 /247741 . Blacklist F TR
MR A8 2 N X 48 1 2% 3% . RegisteredDevices H MyDevicesPortal 1 Native Supplicant Provisioning
THEE W 2% N AR 2 B

$BT ik Profiled ZEMIFY » RIFTRITHL N A (& 88) -

86. EELXIKS ARG 2

¥ || User Identity Groups
* || Endpaint Identity Groups

gy Blacist

* o Profied
b APC-UPS

ok Android

ua Apple-Pad
ok Cisco-IP-Phone
ok Workstation

¥ L RegisteredDevices

g & RegisteredDevices_DRW

e Unknown

SE,8 IHEE, BB, AoV ik iA LA B4, B%E Cisco-IP-Phone Il Workstation.
APC-UPS i I 7E Endpoint Identity Groups #13& ~, IL7E 0] DURF H IR FEAE B A0SR S A0 H i — A~
NS S E
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AR IR b i

S AT AR5 UL P AR DU g 2 5 X 2% (1) 24 B 52 ST TR AN BR o AN SREME U i 5 7 73 BCARF 5 A PR 22 i 28 i 20
0 R 25 o RS B 1) ¢ i 7y O SR, ) ¢ 25 BC 25 B A DL IE ) B 43 2K 70 A SR . [ 89 SRR Y
TSR (1 HC B A -

87. L ERIE: IRAUKRER

SR,
Probes Collect
Endpoin: Attributes

— %

Conditions

¥

Policr Rules:
+CF/Exception Secan

Mrofile Change

Frofiling Policies
e EXcepton Acton

Endpoint Iderity

Endpoint ldénticy
Groups Group Change

¥ L

>~
Authorizarion Palicy Changs of
i Authorizaton
L

] ISE 70 M ik 55 45 e g 0 R FL i 2 B o 21, 7T LU ISE [ F MAB BT EDHLER IP 555 F B 40 56
EZ 3 N AN IR S, BAEAE A iPad S5 NBEA T AR 2 B AR sl AT S B 10380 B 473 B0 1K) 53 T A
A EmE (90D .

.

88. X RME 15

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies v|

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones
Employee_Personal_Device ll\ndroidl PApple-'lPadl Employee Guest
Employee_Corp_Device 'orkstation Employee Employee

HB1 WURBHRBURIE TR, RN Cisco-1P-Phone 15 2 T 11 48 73 B 9 SR} TP H 136 F) 44 iy 3 O AR
TRHIEIRAL . XL I HR A ] MAB HEAT S g6 ik . 36 FH 70 /= SR I SO VF L SR B ] TAF = R TP
R, IR RC E ST 54 E TP AR RS UL RC TS O
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CISCO.

B2 FHORRIE R BAE AP ohger i AN N IFEE5325°8 Apple-iPad B8 Android 1% 4% ) #HTi%
PR TME— 47 “ALEIRN VT AR 7, [RS8 AR e 1 51 TIRA5 58 U AR (5 T
B .

ERPER D ERE RS A

BT AR, BT APC UPS e (045 iR 9 MAB S 73 S8 AN AU SIS L 5 44 K 9 APC-
UPS (S 2LV EC,  SRAFRFIRALIR o

$B,2 % Z Policy & Authorization F+7E Profiled Cisco IP Phones }t I #fi A % FKX N Profiled UPS Systems ]
v IR

SB,3 EGRHEBN T, $H3 Endpoint Identity Groups = Profiled, %£# APC-UPS.

R4 {F Permissions, EHFE UPS SEAHRM RANEC B UM, A5 sty Save, $RCH . SEBEHILIE Lok M

FFE o1,
89. 1B UKL AL B ) 1

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies

-

» Exceptions (0}

Status  Rule Name Conditions (identity groups and other conditions)

Permissions
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones
Profiled UPS systems APC-UPS UPS
SE]S I W EFER: UPS u%u@é s A ARl FE AR B 422 R K H shut / no shut iy 4 3 B EREL)
AZ e 1, W UE SRR SR 2 7 1R I8 AT
SBE6 % Operations 2 Authentications, & Live Authentications H . BRI HMNZ BT

K 92 s TR ARLEE S H

90. XINKMECE R 2

Live Authentications

{é} Add or Remove Columns * ‘@L Refresh

Refresh| Every 1 minute

§ . Username Endpoint ID IP Address Network Device | Authorization Profiles  Identity Group

Tirne ¥ Status Details | | | | | | | | | | |
May 07,12 06:35:17.230 AM g 00:iCO:B7:65:1FBC  00:CO:B7:65:1FBC  172.16.1.48 cat3750x | ups Profiled:APC-UPS |
May 07,12 06:35:01.802 AM a #ACSACLE-IP-PERMT cat3750x

May 07,12 06:35:01.768 AM a 00:C0:B7:68:31:F1  00:C0:B7:68:31:F1 172.16.1.40 cat3750x | ups Profiled:APC-UPS |

TBT HEIRYE M N APC-UPS #7942 1E 78 F 24 F% UPS B B S EAT B 40 36 UE AT 4R AL

TEARFIH, TR — AN BUG 2 A ML R IE AT R # ACL (dACL). 55 — > 2 35 i
O F#H dACL, FrAASRIESE — A dACL.
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e B A T MR E K

I AT AR, 20 AT LA R 0 B 45 4 85 48  Apple-Device 55 BAKMEC B 0. AEH LB T, Hok B
A2 K Apple-iPad 25 S 4L, (H/E7E N ZLIEE T B SO BRI P R Bl ge & B BT . BRI,
{EHIE & “ AT AT EEEA 7] Ae S EBUNE BAR R BC B SO AR AN IR 4 BAR I A T B SO B 58 45 AN R Y
(= E
TCW L B SO AR )RR a],  7E 280 B 0 2 0 e PRI S A DS AR B, HOK R DT IE ) 28 3 ) 9 28 R AT B 4y
SRS I AN IR AR 352 SR RN o L BT T s 4 Bk o A G e Ay 2 28 ) PO 26 452 52 5 A3 6 AT RN 452 A1) 58 s Tt 47387 1)
B
K 93 BoRC B SO AR T RUE 2 (CoA) FIHE B AR

B 91. B BRI BT CoA

Probaes Collect
Endpoin: Attributes

N N
>

Condition:

P T—

Policy Rules:

= (FfException fScan

frofile Changs/

Frofiling Policles
e Exception Acion

Endpoint Identity
Group Change

Endpoing Idertity
Groups

¥ ¥

x
huthorization Palicy L|;|,,|:%|_- ul
Authcrization
L™

EIE (CoA)

CoA & —Fi3E T-HrHE ) RADIUS ZIfE (RFC 3576), HAERARFEIRATHEISEILAT, LY RADIUS 4o
(ISE) MM £& 8z N1 £ (RADIUS & /i) KA EZE(E, 2 SR H U7 i SR0E . o 75 2 i K EHT & 1 50
E, HPA] SZELIX R R

FEPIA LGB T ISE M ik 55 2 il CoA.:
Pe B S F R AR A R A9 A R AR
e B SO AR 3 B 1 SR ARG R 18 28 i U P A PR AR B
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BISMERIE

BB, A =fie e iE E 61 4ME/E. ¥ % Policy - Policy Elements - Results = Profiling >
Exception Action, AR (K 94) .

92. fi5hERIE

| Profiler Action Name « Description

[C] EndpointDelete When endpoint is deleted or reassigned to the unknown profile.
] FirstTimeProfile When an endpoint profile changes from unknown to known for the first time.
O StaticAssignment When an endpoint has connected to the network and is now statically assigned.

EndpointDelete 7t £ 3 4 Ml B 5 273 #r lic B S #5758 AR FIBC B SO (e i SRS ULEC I B & 1% CoA.

FirstTimeProfile 75 2 By I\ A H1 73 B SCAF 35728 8 AR B 0 i SR 23 FE B A2 Al CoA. Ui SR 2 iy A& 7 2 H0E B S0 A
2 B4y (1t Apple-Device #6485 Apple-iPod) , T IHFISMEVEAR LA CoA.

In R 2 i NS B A FCE S 0 BC BN E UM, U StaticAssignment 2 3 HUERL CoA. 7 ECEFS
SIS TP BCZ S5 BTG P00 B X 2 i o3 A Sk, BRAE 73 M Jg VI8 o AR T DL A2

XTSI AMELE, BT R IEIBRIN CoA KMAE A 5 ¥ & ' #£ Administration > System -> Settings >
Profiling NHATHCE (& 95)

93. £/F513F CoAERLE

Profiler Configuration

* CoA Type: |Port Bouncel | = |
—|{Mo CoA
““JPort Bounce

Reauth

5

[=1)

AIEMPEEEBESTIMEEE T HEMNA T RO ENIE . il [F— 22 #y D EE 2 AN 20, Port
Bounce 1% & [N Reauth W&, UL KHERE b 5 Hoph S & 1 T4

G E L BIIMREATTRCE, HIED BN kg T e, ENaRIEpe KR aak. H
s BT DAE SCH SE IR o XL E SCRII S AR AT FI 2 siems b, DU 25 20 S 20
B € 2 15 & 3% CoA.

MRBIRME K, BRNEEEXHETR LI CoA

FERBRE ISE BAFRRA 1.1.1 Z 00, BIAMRAEIE S H TR E SN A (Bt WA SRl B SR
T ANCREE ) RIS CoA, I H 20 A1 70 M SN i A 0 e 28 3 = AE AR ST RS . A ISE 1.1.1 JF
A, BN B S AR 5 UK A FI N B 25 2 3im U5 HIBCFR,  ISE S R 5571 sl 22 A& CoA. FLHIE
AR LA I By AL AR SE O SR, Ferb e B 2 P T IR BRI R o o e 5 T REVH KR 1 P B 1 R AR Ak B
NECE ST N AR KGR CoA MR, BEAh, "Bl SOV m4Edr SN AT B SO0 E, AT 58 VEAR 3 43 4 & 1 A
SRS P B HEAT AN AL
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PP 5 SCHIG A 530 AL € 2 2 1) 1 R S 0 e A5 70 BC 283w, t ) 917 L 76 SRS 20 P I
3% CoAo — AN IR I 7 9] A2 Hhll i T dol R4 ) 40 it 25 A ) 4% 155 6 B 2 9 7 LA (T BBR D 7 1 e o IR LY
AR, B O3 AT REAY B A SRS M OGRS e 28 S o 30 1) MR AR BRAT 755 25 20 T T AT BT Dy 32 )
e B S Bl i 4% i T B S AP 0 L ) 4 S R ) XL

BREREX (RPEX) BlIshEE

$BW1  EARETT, AREETRSEE T —MIIMEE, WMER S8 E KN, AT/ 3R
. 715 4% N Draeger M300, — AP E#E 028 O IE L9725

EE: TR RMERRTT RS KBRS RVEE R, ORI B AR I B B 2 SR AR A 1
UL, AR RAIE ISE 7347 Rk 55 FAAE ORI B2 7 v 86 I 28 U7 1) 22 4 I DT iR R 4 12k

T2 % Policy - Profiling 3 M 5|3 1%+ Draeger-M300. ERINTENL T, BLECE SCHAEEE 5| B 41
ERIFIN . ek, R e CBIAMEE (B 96)

94. Draeger-M300 43 #7 SR #& 7=l

Profiler Policy List > Draeger-M300
Profiler Policy
* Name | Draeger-M300 | Description | Policy for Dragger M300 Medical devices
Policy Enabled
* Minimum Certainty Factor | 20 | (Valid Range 1 to 65535)
* Exception Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
() Create Matching Identity Group
() Use Hierarchy
* Parent Paolicy | Draeger-Device v|
Rules
If Condition | Draeger-M300-Dst-Port qp | Then | Certainty Factor Increases -r| | 20 | =

B3 IBIE B SR

B4 % Policy > Policy Elements - Results J£7E /42 U & # /) Profiling /=0 sidi ik (), RITHLANE
$IE5 MM K53 $F Exception Actions, % J& M AT & 4% S 5 b sl o Add.

BB WA 97 T s B AN 5 Sk o
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B 95. Fi 7 E XY fISMEIE IR 151

Profiler Exception Action List = Draeger-M200
Profiler Exception Action

= Mame | Draeger-M300 | Description Static F'DIICV Assignment for medical
devices - no additional Co4

coA Action [C] Force COA

* Policy Assignment | Draeger-M300 v|

o)
ST EARGIF, mECE S Draeger-M300 HEAT A SEEE 73 BT IS AS 22 RIX BN CoA. X2 5 2 1 sl

[F] P T B S A
$B8 1L Policy 2 Profiling & [A] Draeger-M300 Profiling Policy, 5EA T PHE, NECE SCHEE LFI 5k
#RAE:

$,9 14 Exception Action 15 E N Draeger-M300.
HEA0 A5 T ULECHC E SO LA FUN 54— FER 25 1F, I —ASE R (18 98) .

96. £ Fl i R & CHIBISMERIER 53 A SRS AL 7 £51) 1

Rules
If Condition | Draeger-M300-Dst-Port L+ | Then | Certainty Factor Increases v| | 20 v
If Condition | Conditions = | Then [ Certainty Factor Increases M || & ~
) Condition Name Expression OR -
S d [rasy
|—£ ¥ |Draeger—M3l]0—PortCO Draeger-M300-PortCheckl OR e
A |Draeger—M3l]U—Pt}rtCO Draeger-M300-PortCheck2 OR O
¥ iDraeger—MSl]U-PortCO Draeqger-M300-PortCheck3 “-,‘::‘:3-

SB11 B HEEAE (Then) MERIAE Certainty Factor Increases £ Take Exception Action. A= 1143 Hr 5w B
BEKSE 99 Fros i) orbr g A
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$IR 12
2 K

TIE 14

S5
ST 16
TEAT

97. (£ A P E X BIBISMEIERI S A SRER AL 7= 51 2

Profiler Policy List > Drasger-M300
Profiler Policy

*Name | Draeger-M300 | Description | Policy for Dragger M300 Medical devices

Policy Enabled

* Minimum Certainty Factor | 20 | (valid Range 1 to 65535)
* Exception Action | Draeger-M300 r| |i--'_=‘_hx‘
* Network Scan (NMAP) Action | NONE -
() Create Matching Identity Group “".
®)  Use Hierarchy "'\
* Parent Policy | Draeger-Device v| \".
\;
Rules l'».ll
If Condition | Draeger-M300-PortCheckl_OR Draeger-M30___ <> | Then [ Certainty Factor Increases +|[ 20
L
E]If Condition | Draeger-M300-PortCheck1_OR_Draeger-M30.. <> | Then(| Take Exception Action _J v||

RAE L

TR SRS, AT T 5 FH TR SRS 43 B 2h 2 IR AR [ 260, AT i s bl 24 ity 3 i 42 1%
M o FZAL SRS I8 7] AR 44 FR A Draeger-Device ft15Q Smg LA VCHC 19 S 4HiX — s, B,
FHE AT A I — A S 2, o SRR SN B FH e B AR TE B A

WA LA MU E N SR CoA. WINFIR, EARBEBIL T aaa server radius dynamic-

author 2 :

cat3750x (config)# aaa server radius dynamic-author
cat3750x (config-locsvr-da-radius)# client <ISE PSN IP address> server-key <secret-key>

NEEIT RADIUS 545 LB (E (154N ISE Sl IR 4535 s s i — AN S0 & 7 i 45 H

W T LR 15 2R C B NS HF CoAL

£ WLC web B2 0F, ¥ % Security > AAA > RADIUS - Authentication. %1 100 s,
£ RADIUS IR %5 85 5€ UK, )3 X RFC 3576 157 HF.
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& 98. T ITHIZEH) CoA FLE /RHl 1

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY

RADIUS Authentication Servers > Edit

Server Index 2

Server Address 10.1.100.5
Shared Secret Format ASCII -
Shared Secret e

Confirm Shared Secret (T1]

Key Wrap ] (Designed for FIPS customg
Port Number 1812

Server Status Enabled -
Support for RFC 3576 Enabled -
Server Timeout 2 seconds
Network User Enable
Management Enable
IFSec [ Enable

$I®18  #% WLANs > (WLAN) > Edit > Advanced. EfHi5E4 WLAN 32 CoA, 15K Allow AAA
Override % & A Enabled Jf HE NAC State %X & & RADIUS NAC, #i/E 101 fizr.

[ 99. LAz HIEH) CoA BLE R 2

General | Security | QoS | Advanced |

Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server [l override
Enable Session Timeout 1800
Session Timeout (secs) DHCP Addr. Assignment [ Required
A t IE W
Irone VIEnabled Management Frame Protection (MFP)
Diagnostic Channel Elenabled
Override Interface ACL  IPv4 None ~ IPVE None MFP Client Protection 2 Optional  «
P2P Blocking Action Disabled - DTIM Pericd (in beacon intervals)
Client Exclusion 2 [¥IEnabled E‘_G
Timeout Value (secs) 802.11a/n (1 - 255) 1
Maximum Allowed 0 bla/
Clients 8 802.11bfg/n (1 - 255) 1
. . NAC
Static IP Tunneling i [Clenabled

NAC State  Radius NAC

Wi-Fi Direct Clients Disshled =

B9 R EET G I
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100. Apple-iPod BY 5> 8%t =131

Profiler Policy List = Apple-iPod

* Name |App|e—iF'0ct | Description Policy for Apple [Pods

Policy Enabled [¥]

* Minimum Certainty Factor |20 | (Valid Range 1 to 655358)

* Exception Acion [ NONE | ~]

) Create Matching Identity Group

(®) Use Hierarchy

* Parent Policy |App|e-Deuice % |
Rules
If Condition l Apple-iPodRule3Check3 o | Then |Certair1ty Factor Increases IZI| |2EJ | o T
© IfCondition | Apple-iPodRule1Check <> | Then | Certainty Factor Increases [=] |20 | v

BEBE S E (£ Policy 2 Profiling ) I HEF s 26 (1 Policy = Policy Elements = Conditions 2
Profiling ) (& 103) , RILLFRS: 1 A BT A FH AR Jag 12 A0 93 TS 126 22 s i SR AL 24 Sy T 85 ) 4 D0 D)
101. HNTHEEFN M RE 514F

Conditions Details x |

=1 MName Apple-iPodRule1Check1
_|  Description Apple-iPodRule1Check1

— Expression IP:User-Agent CONTAINS iPod; U;
CPU iPhone 0%

CURISRBE TSR PR 2 S5, 15 AN AT P AR N Ty 5 v il e AT i 7 P S S 08 1) o SR TN D e AN At e £ 077
o ARIFFEANRUERM IR BARER, WS KT ISE RN B & DT, AL R
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DL il H- e 2 00 245 1A 24 S PR SR R MIAE g 5 fhle iy 1) i 8 DA o ) A5 2 175 00 T RE e 0 4 17 i 19X 2% 1) 24 i )

%%tfl:u‘o

TERBNBA Mt ERV L T8 802.1X. Web S48 IEEL MAC i JEDIHERI 2%
U REAT 732 o AEREIC 2R J5 3 2 1l 8 S OAR 7.0.116.0 FF4f, ISE SCRFM AT G2k 802.1X 3. L WLC iR
A% 7.2.103.0 JF45, ISE SR i H] MAC i S Jo 2k 28 o, AL IS Web S0 38 uEREAT S 4y B0k (178
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PR TH E KEEoTEM

RADIUS e Calling-Station-ID (OUI)
e Framed-IP-Address
R A% K 2% 1) RADIUS |e cdpCachePlatform
e cdpCacheAddress

¢ cdpCacheCapabilities

¢ lldpSystemDescription

¢ lldpSystemName

e dhcp-requested-address

¢ dhcp-class-identifier

¢ dhcp-client-identifier

e dhcp-parameter-request-list
¢ host-name

e domain-name

e client-fqdn
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e MACAddress(0UI)

e MAC-IP (ARP)

e cdpCachePlatform

e cdpCacheAddress

e cdpCacheCapabilities

¢ lldpSystemDescription
e lldpSystemName

DHCP

e dhcp-requested-address

e dhcp-class-identifier

e dhcp-client-identifier

e dhcp-parameter-request-list
¢ host-name

e domain-name

e client-fqdn

NMAP

e operating-system
e tcp-x

e udp-x

e SNMP & 14

DNS

« FQDN

HTTP

e User-Agent

NetFlow

¢ IPV4_DST_ADDR
¢ [IPV4_SRC_ADDR
e PROTOCOL

¢ L4_SRC_PORT

e L4_DEST_PORT
e MIN_TTL

e MAX_TTL

HoAth

¢ PortalUser
e EndPointSource

¢ DeviceRegistrationStatus
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