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tjufo] 2)oll Al = RADIUS SA41E 93 vl E] = A2 Hupo] 27} o] w] ISEe] 7+ 5 of gl A o=
7Hd e

RADIUSE ISEPSN2 Z M&6HES WAIA CIHIOIAD A E O U=Al &2l
|2 xE

o] 7ho] = M= ISE PSN( & A H] yoll thal RADIUS AAA(S1Z, A3 o] 9 A4 ¥
L3 E = Y EY T A2 tulo] A7) oln] A E Y] gl Ao g AT g8 54
MZ RADIUS A ¥ 19 o)At}

S
29142 9]

rob

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

ip radius source-interface <Interface>

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include

radius-server host <ISE_ PSN Address> auth-port 1812 acct-port 1813 key xxx
radius-server vsa send accounting

radius-server vsa send authentication

g 11 A4 A

STE
o 4] <8t e] W WLC 9 2]
ol B gk

J8 6 RH AESSE ?I8 89 RADIUS MW 2T 2ellol& ol

9] 3 2 RADIUS A B A¥] 1g o] S Bl Fut). o] Ay|rgo] A o]
S Ef #| o] 2~0f| A Security(}.9F) 2 AAA - RADIUS - Authentication($15) S 2

CISCO MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers
v AAA
L Call Station ID Type £ System MAC Address -
= RADIUS
Authentication SeEt g I [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting o
Fallback MAC Delimiter Hyphen -
» TACACSH
LDAP Network Server
Local Net Users User Management Index Server Address Port IPSec Admin Status
MALC Filtering .
Disblad Clants 2 10.1.100.5 1812 Disabled Enabled (-]
User Login Policies 3 10.1.100.6 1812 Disabled Enabled [ -]
AP Policies =
i 4 10.1.100.7 1812 Disabled Enabled [ ]
s 5 10.1.101.3 1812 Disabled Enabled (-]

Cisco 29 Atgll: & 111 201 Hl 802.1X Sct0IHES ZZ A S 61 Zoted H Call Station ID Type(S3t AH0l& ID R &)S System MAC
Address(Al A8 MAC =24)2 SFaioF &LICH OIZ A 6} ISEJt AIEZOIES |0 I:HIO|£01I Fototl =4l e Z2 oY
CIOIEE ZAA MAC =AE D|BICZ SYUSHANSIOIEN HAASE 4= UK ELICH
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T4 AEZEE 93 RADIUS Al 3] 3 1ol A of ol FAFSE gHE-o] glofof Y th(1d 12).

d8 728 AEESE 218 89 RADIUS AIE 2| A0l dlold o

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MAMNAGEMENT COMMAMNDS
Security RADIUS Accounting Servers
* AAA g
S MAC Delimiter Hyphen -
= RADIUS

Authentication Network Server Admin

Accounting User Index Server Address Port IPSec Status

Fallback :

O e 2 10.1.100.5 1813 Disabled Enabled [~ |
LDAP 3 10.1.100.6 1813 Disabled Enabled - |
Local Net Users 4 10.1.100.7 1813 Disabled Enabled [~ |
MAC Filtering )

Disablis Clinnts 5 10.1.101.3 1813 Disabled Enabled [~ |

ZF WLANS B3+ S| ISE J 3 AH| A~ =2 A Qe = A ofof gy th( 1™ 13).

8 8 M AESHE 218 WLAN RADIUS 2111 el 01 & Ol

WLANSs > Edit 'employee’

General | Security | QoS | Advanced |

I.aver! | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ |Enabled

Authentication Servers Accounting Servers
Enabled Enabled
Server 1 IF:10.1.100.5, Port:1812 - IP:10.1.100.5, Port:1813 «
Server 2 Maone - DMNone -
Server 3 Mane - Mone -

RADIUS =2 = HI0IH &0l

Step 1 UEY A A AE=EZJEE ATFUT
Step 2 ISE A4 #g] === 0]5 3} 3l Administration(¥+2]) - Identity Management(ID ¥2]) >

Identities(ID) = ©]& 31 t}.

Step 3 LHS “oll 4] Endpoints(N =X E)E A

Step 4 ANz A4E AdEFZAES MAC FAE
FAY o

Step 5 FES S WAL FdSUH " 4 AE =
EndPointSource, Framed-IP-Address 2 OUIRF 19} 3155

8 g,
3o} 418l 8ho] RADIUS 21 0 4 A 3 54

o

& ol = 471X £4, = Calling-Station-ID,
Y.

Cisco Systems © 2016 19| 0| X|




JE 9RADIUS Z2E S4 0l

Endpoint

* MAC Address

Attribute List

ADDomain

AcsSessionID

Airespace-V/ian-Id

AuthState
AuthenticationIdentityStore
AuthenticationMethod
AuthorizationPolicyMatchedRule
CPMSessionID

Called-Station-ID

00:1A:70:38:B6:66

= Policy Assignment

Static Assignment []

* Identity Group Assignment | Profied -

Static Group Assignment [

cts.local
ise-psn-1/123830140/32632
1

Authenticated

AD1

MSCHAPYZ2
Employee_MNoPosture
03012c5a300000535498e8cc

cc-ef-48-0c-89-30

Caling-Station-1D

00-13-70-38-b6-66

DestinationIPAddress
DestinationPort

Device IP Address
Device Type
EapAuthentication
EapTunnel
EndPointMACAddress
EndPointMatchedProfie
EndPointPolicy

EndPaintProfierServer

10-13-70-38-06-66 | —D-| Calling-Station-1D
10.1.100.5
1812

10.1.44.90

Device Type=Al Device Types=\Wireless
EAP-MSCHAPVZ

PEAP

00-1A-70-38-B6-66

Cisco-Device

Cisco-Device

Ise-psn-1

| EndPaintSource

Raois sbe | —— | EndPointSource RADIUS Probe |

ExternalGroups

cts.local/users/employees!, cts.localfusers/domain users\, cts.local/builtin/users

| Framed-IP-Address

01010] | Framed-IP-Address

IdentityAccessRestricted
IdentityGroup
IdentityPolicyMatchedRule
Location

MACAddress
MatchedPolicy
MessageCode
NAS-IP-Address
NAS-Identifier

NAS-Port
MAS-Port-Type

NetworkDeviceGroups

10.1.40.100 |

false
Prafiled
Default

Location#All Locations#North_America#RTP

00:1A:70:38:B6:66
Cisco-Device

3000

10.1.44.90
Clsco_0c:99:34

1

Wireless - IEEE 802.11

Device Type=All Device Types=\Wireless, Location#All Locations=Morth_aAmerica#RTP

PostureAssessmentStatus

Requestlatency

Response

SelectedAccessService

SelectedAuthorizationProfiles
Service-Type
StaticAssignment
StaticGroupAssignment
TimeToProfile

Total Certainty Factor
User-Name

attribute-52

attribute-53

cisco-av-par

ip

SelectedAuthenticationIdentityStores

NetworkDevicehame wlc5508
our Cisco-Linksys, LLC |_’ oul ciSCO'LLnksYS, LLC
PolicyVersion 22

NotApplicable
1
{Usar-Name=CTS\\employeel; State=RezuthSession:0a012c52000005954788e8cc; Class=CACS:02012c52000005954788e8cc:ise-psn-1/123830140/32632;
Termination-Action=RADIUS-Request; cisco-av-pair=ACS:CiscoSecure-Defined-ACL==ACSACL=-IP-PERMIT_ALL_TRAFFIC-4f572406; MS-MPPE-Send-
:90:04:93:07:bc:92:1e:e5:4d:97:6f:39:51:02:6e:eb:39:46:35:4f:e4:76:06:27:58:96:98:04:bf:51:ch; MS-MPPE-Recy-
7:72:5 0:80:9d:95:73:8C:c6:2:37:54:1F:ee:3e:40:2d:53:48:d8:68:78:3! ; Arespace-ACL-Name=PERMIT_ALL_TRAFFIC; }

Default Hetwork Access
AD1, Internal Users
Employee

Framed

false

false

20

20

CTSY\employeel
00:00:00:00
00:00:00:00
audit-session-id=0a012c52000005954f98eBcc
10.1.40.100
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Step 6  Calling-Station-ID+= MACaddress 57 & 2 YA Y}, T3 Y E Y A o] HE 2] T3 A OUl=
Cisco-Linksys? 2 o 2 15Ut} o] ool A4 U ES A 01 B = Linksys Wireless USB
o HE JUTH OUIS}T A8t 202> T2t ™ A 2o A 59 FEdyrt 1
Z712 7 5ol mek(el: Nintendo H+= Sony Al &) MEXRJIEE EH7ohe ol o3t A7 4

1 2=
PSS
Step 7 Framed-IP-Address 3k ip 573 2.2 A H U}, o] A o] A= Eof tt [P-MAC T4 H}QI T 9]
A E AFH

Step 8  EndPointSource 5412 x| v} X 23} EA] AHo]E Q] £22E A AUt} o] A F-of &= o]
ANEFIE g7 =of gk vt P Hlo] EE A& 5h= RADIUS Z = H {jH o},

Step 9  Z=IUF ] F7F RADIUS 545 AFEE 4 A v 12 gt 54 EHB%%% AA 209D 73S
A2gst7] 9lg Ak Foof g Ao A Xlxq APEE = olon Qo Agd vt 24 & 2T

SNMP E& IZ2EE AIE8t 22012 &
SNMP E#] L2 H = [SE L2 Y % Hlﬂ]éoﬂ HESY I Q=T E] &4 Ael(Ad m= A4 &) A))ol
gk S A8 5kal SNMP At ) Ab &)

SNMP E9) =208 AHg5He W IS EQET st oA 2 lrho] 28 2R Y ANl ngoE
E

AETL
T/d ¥ ISE A F A8~ o] SNMP EflS WU =5 FA &) of Ut 17 15614 = SNMP E§] 221
oo 3t EZ 2 A S HojFU T

Eia
[
HU
mlm
[m
L

JE 10SNMP E& 222 0l

~ ISE
Win7-PC
;.1 9
A0l
Directory
DNS/DHCP
\ J SNMP Traps/Informs Server
! UDPHM62
[10.1.40.x]
RADIUS ¥~ 2 H 7} ojn] 431 ¥ o 9Ji= 7 9- RADIUS 7174 3] A 2 Wl A X %= SNMP 2] T2 8 =
EgqAE 91233 SNMP E& T2 87} 2 @8} %S 4= 95Ut o] T2 o] 7| 38 Alg=
MIESA A AT "ﬂRADIUSﬂ op2] g B A] e AW T5 A GA S o] ST EHE 28

AL+ Cisco NAC Appliance Release 4.9 ©] -2} 710] RADIUSE AF&35HA] &+= 4 S 53st= A YY),
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SNMP E&i 28 24

SNMP E 5 721 2 ALg82 W w4 ISEol A 84 sfellof G th oA A58 AA Y A= =7}
AAE = A= Tnbol 2 g TR by Au) g 0w T F ISE A A AN 2 e Eo] SNMP E &
WU RS A 8lof LI th ISEE EE o] e 8 U] E9) 3 oA tlube] 2o 4 Bl ER S etk
Ae)et e Lo it

ISEOIIAl SNMP E& =225 43|

Step 1  Administration(¥+2])> System(*] 22 §l)>Deployment(7- %) %2 ©]53}3L RHS Fo] 754 ==
EZo|M Z2udu S T8 A Mu| 2 we 5 eyt

Step 2 Profiling Configuration(ZZ 23U & 719 1 o] M) §-& HEl5taL SNMP EJY 24
g IS AEFUTH(LH 16).

2 11 SNMPTRAP =28 20| Od014

(
o

il
e
oX,
e
ol
ol
N

) .
Link Trap Query
MAC Trap Query
Interface | GigabitEthernet 0 -

Port| 162 |
Description| SNMPTRAP

Step 3 Link Trap Query(¥ 7 E3] #2]) & MAC Trap Query(MAC E &  2])2t= Sl &S A8 slo]
ZR2H7M 7 ER @0 o9 7 = s gyt

Step 4 E WS 5251 d] ISE PSN S1E 0] 27} A} & 5] =%] 8ol gk}, T2 olE] 5o] 2o A S=41 5
E A9 A7) 5} 7} All interfaces(R S Q1B ] o] 22) 2 A&l 3t 5= QA uk o] A $- o
1€} 7 o] 227} 7] GigabitEthernet 0 1 €] 7 o] 2~ 7} g 1] T}

JE 12: SNMP E& =28 - QIHH0lA AT g0l

v SNMPTRAF

Link Trap Query
MAC Trap Query
Interﬁlce| GigabitEthernet 0 |v|

port | GigabitEthemnet 0
| GigabitEthernet 1
Description | gigabitEthemet 2
GigabitEthernet 3

Al
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T cISco

Step 5 < AE o] oM EfE A gfsted = - 18§ QI | o] 27 A SFE AL 1P A7)
A=A Rl Al 2. o] 8§ T4 SNMP 52 E E 5 tf44o] Al 2= tluto] 2o A
T oF St

Step 6  Save(AHE = 5to] WA ALES A .
Step 7 T EIUT AU AE ARGt FAE THE BE A A AR mEof g3 o] AAate] dAE
HHE S T}

ISEO0 WIER T HAA CIHIOIA =Dt

Auk# © 2 RADIUSE 53 =¥ EE Q55+ BE U EY I A2 tyulo] 2= ISE A -4 5 A 1,
SNMP E 3l 2 2 H 2 A}-8-3lE A2 th7] RADIUS S © 2 o} 7] A~ tjulo] 27} -4 5 %] kS-S
UERH YT o] 2 gk KA 2 T ufo] 27} o} A G = K] 2 73 -F- SNMP E 1S ISER H U&= A~

tufo] 25 F7}sf oF gt}

Step 1 Administration(¥2]) = Network Resources(U] E ¢ 7 2] 4~2~) - Network Devices(H| E9 =
t]ufo] )& o]%53akal RHS Foll A Add(F7hHE &8yt

Step 2 HHlo]A o] F HIPFA ARE AHIFYUTHLH 18). IP T4 SNMP E & Al gst= P =45
Egelof vk 2heker A elo] Aol = Shube] el 1P 2t 2916 9 5 AT
G2 498 1P 47 S 5 1o 7] A4 02 SNMP+= dWHY O 2 o] 719 X (egress)
AE o] 2o 1P F2E AR T T B 83 A5, A2 Hnto] 27F SNMP I 71 & A& 5k H|

AT e AT REPFAE QU

o

J8 13 UIESR A CibtolA A0 g0l

Metweark Devices List = MHew Network Device
Network Devices

* Name | MyAccessDevice] |

Description | |
* 1P Address: | 10.1.50.2 | 1[32 | &,
* 1P Address: | 192.168.50.1 M E Qv
D8 AR HAIA CIHIOI AN KIR5Hs 22 22l EHE0 2 T8 OIHH 0| AS AL25HA A2, source-interface?t 22 S&2 ALR5H0 22
EES MBot= IPFA U ST OEHOIAS SHHOF SLICH 012N 61X 2E el EHTY BUE FTAS M2 > AS =
OILIZ S QIEHOIAI SHE 22 6 AHE SN 2 USLIT
Step 3 SNMP Settings(SNMP A ) gHel&+-S A e g},
Step 4 A2 Tlulo] 20 AFEE] = SNMP M WS A A 8132 SNMP W A 1 @ 2¢2] SNMP RO A H-Y E]

A9 S AUt ohlm oA 2 T ko] 2ol | FEH SNMPV3 A2 21 2 713 1e o] &
PHFUTHZH 19).

Step 5 Link Trap Query(%d = E ¥ #2]) @ MAC Trap QueryMAC E ] Fg]) &Rlgto] He x| o 9l =X
ST o2 8 A4S Fa) ISEE 54 942 ol uko] o] A 4415 & SNMP 3 &

gAY TAR S AHUTh EE 54 29 497 588 £ gt
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JE 14 UERAZ CIH0IA 20 3014 - SNMP EE

+ SNMP Settings

* SNMP Version |2c |

* SNMP RO Community [ ciscoro |

SHMP Username

Security Level |
Auth Protocol |

Auth Password

Show
Privacy Protocol |
Privacy Password Show
* Poling Interval | 3,600 | seconds (Valid Range 600 to 86400)

Link Trap Query
MAC Trap Query
Originating Policy Services Node | pone [~ |

Step 6 S aww WA ALEES A Ae o)
Step 7 SNMP ERS ISE A 8 AH] 2 =2 %3k 7h 94 2 tiuke] 2ol tis) ) @7 & e g,

SNMP EBS ISE 3 MH|A =2 ME0IEE HAA CIHI0IA 24

Step 1 o2 Tupo] 9] ghe] E4 R o] F 5 oA 2 Tute] 27k T2l A2 E A FHE ISE
5] A2 e SNMP E 918 A4 EHE S 740 5 3L SNMP £ 9 % 21 o) 7] 4 35 o

A=A A FH T
Step 2 TFS-2 Cisco IOSE 2 8 5}+= Catalyst 2~9] %] o 4 SNMP LinkUp/LinkDown E 3 3} g7 MAC
Notification E % B == 433k o o},

interface <Endpoint Interface>

snmp trap mac-notification added

snmp trap mac-notification removed

!

mac address-table notification change

mac address-table notification mac-move

!

snmp-server trap-source <Interface>

snmp-server enable traps snmp linkdown linkup
snmp-server enable traps mac-notification change move
snmp-server host <ISE PSN IP address> version 2c ciscoro

k31 Cisco ISEx= & A Wireless LAN Controllerol] 4] 50 2
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ST T CISCo

SNMP E& Z25 [|0|& ¢!

SNMP E &= AZAE MAC F47F 9192 & LinkUp %+ LinkDown EZTF 7|0 2 SNMP E&)] X 2 H 5
AEFRJNE EFo=Z A& 5 Uk 183 Ef]E 7|22 02 QI H o] 2o A AA Fol X
a9 ] &5yl 2281} MAC Notification E 32 =X QJ E o] MAC =45 X332 & ISE W5
A=ERJE dloEj o] 2o gigk U] EE AlEE = dFUT

Step 1 Administration(¥2]) = Identity Management(ID ¥+2]) - Identities(ID) = Endpoints(ll =32 Q1 E)of 4|
AE=FRJNES A T

Step 2 SNMP E < 95 74 H a4 2 291 7ol 4] 41 Zetol Al Ee] A AL s A drh} oA
A4t

Step 3 ISE A4 #g] === 0]5 3} 3l Administration(¥+2]) - Identity Management(ID ¥2]) >
Identities(ID) 2 ©]& 1 T},

Step 4  LHS ol A Endpoints( = E)E A el gt}

Step 5 A= AZAHE AEEJES] MAC T4 F 2ol A Elslo] SNMP EJY 2 Hof| A A g 54
FAI YT E 20).

o

JE 15SNMP E& 225 E4 0l

Endpoint

* MAC Address  00:50:56:A0:0B:3A

* Policy Assignment | VMWare-Device '|

Static Assignment [

* Identity Group Assignment | Profiled '|

Static Group Assignment F

Attribute List

EndPointPolicy WMWare-Device

EndPointProfilerServer  ise-psn-1

|EndF‘nintSnurce SHMPTrap Probe | —_— EndPointSource Sl'-IMPTI'BI_'! Probe
IdentityGroup Profiled

[Macaddress 00:50:56:A0:08:3A | =i |rv'IACAddress 00:50:56:A0:0B:3A
Mac5tatus 02

MatchedPolicy WMWare-Device

MADAddress 10.1.50.2

ouI Viware, Inc. | ——————p | QU VMware, Inc.
PolicyVersion 22

StaticAssignment false

StaticGroupAssignment false

TimeToProfile 19
Timestamp 58963997
Total Certainty Factor 10

Vizn 10
dotldBasePort 1
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7z FA)E 7] EA ol = EndPointSource, MACAddress 2 OUT7} 9154t}

EndPointSource S %3] SNMP E & T2 H 7} J B o] AxelS 8213 4= 9) &1t}

Zhar: a3 2000 EAIE oA HE BE Row HAEE Adstr] Mo ISE
dlo] E o] o] 20| A A= QI E 7} 21 A = A5 U T}

MACAddress= MAC Notification E 3
7EoR2 gs Adsto pj-o]ﬂ}\/\bl Ut} o]
VMware”} 2 3 & 11 91 52

SNMP E @ o] WA 29 x| o A &

Notification E 33 & 4= Q)

ohe
A3} st pC =

Notification E 34 0] AEH Yt MAC 54 00:50:56:A0:0B:3A =

AFH T

EE UM
g3t o] 3l 0’* Catalyst ’\H 219 &9

debug snmp packets
debug mac-notification

of| of] A C1sco IP Phone®l] 12

o} 4= 9] 2=

7g Hol| A

.

S ALl =A] Fel
278 54358

R

M A

€ 2917

o o3l SNMP LinkUp E 3] ¢] ISEPSNS. 2 5| 31 71 $-0f

L2 H 7} 8|2/ 35
Gh:

oy S L
St5H AL, 3 H

Aol = &

171

— Ol'

i

A] OUIE= ISES] OUI B o] EjHj o] A~ &
OJAE A 7HG M EY A o H & AFE5t =

)

3 34 02 4% SNMP Link % MAC
syt oo &8-S v g 1rf

¥ E 2 g A3} 7)o A4 Windows 7 PCE &4 3151

=5 B5
AHg-8ke PCst T EF

sl MAC
ANk 72 A o

Apr
Apr
Apr
Apr
sysUpTime.0
snmpTrapOID.0
ifIndex.10 = 1

ifType.10 53
1ifEntry.20.10

sysUpTime.0
snmpTrapOID.O0
ifIndex.13 =1

53
13

ifType.13
1ifEntry.20.
Apr 26 16:53:
Apr 26 16:53:
Apr 26 16:53:
Apr 26 16:53:
state to up
Apr 26 16:53:
Apr 26 16:53:
sysUpTime.0
snmpTrapOID.0
ifIndex.10101
ifDescr.10101
ifType.10101

26 16:53:06.
26 16:53:06.
26 16:53:06.
26 16:53:06.

735:
743
743:
743:

SLINEPROTO-5-UPDOWN :
SLINEPROTO-5-UPDOWN :

Line
Line

58970958

0

ifDescr.10 = VlanlO

up

Apr 26 16:53:06.861:

protocol on Interface Vl1anlO,
protocol on Interface Vlanl3,

changed state to up
changed state to up

SNMP: Queuing packet to 10.1.100.5

SNMP: V2 Trap, reqgid 296, errstat 0, erridx 0
snmpTraps.4

SNMP: Queuing packet to 10.1.100.5

SNMP: V2 Trap, reqgid 299, errstat 0, erridx 0

Apr 26 16:53:06.861:

58970970
snmpTraps.4

3

06.
07.
08.
09.

09.
09.

ifDescr.13 = Vlanl3

GigabitEthernetl/0/1, changed state to up

protocol on Interface GigabitEthernetl/0/1, changed

erridx 0

= up
995: SNMP: Packet sent via UDP to 10.1.100.5
246: SNMP: Packet sent via UDP to 10.1.100.5
706: SLINK-3-UPDOWN: Interface
713: $LINEPROTO-5-UPDOWN: Line
713: SNMP: Queuing packet to 10.1.100.5
713: SNMP: V2 Trap, reqgid 302, errstat O,
58971255
= snmpTraps.4
= 10101
= GigabitEthernetl1/0/1
6

1ifEntry.20.10101

up
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Apr 26 16:53:09.964: SNMP: Packet sent via UDP to 10.1.100.5
Apr 26 16:53:12.280: MN: Enqueue MAC 0050.56a0.0b3a on port 1 vlan 10
MN: New Shadow entry..

Apr 26 16:53:12.280: MN : MAC Notify event for 0050.56a0.0b3a on port 1 vlan 10

Apr 26 16:53:12.456: MN: Enqueue MAC 0030.94c4.528a on port 1 vlan 10
MN: Got the last shadow entry..Index 11

Apr 26 16:53:12.456: MN : MAC Notify event for 0030.94c4.528a on port 1 vlan 10
MN: Shadow entry for Despatch..

Despatching trap for Index 2 Time: 58971575

MN: Wrapping history queue..

Apr 26 16:53:12.925: SNMP: Queuing packet to 10.1.100.5
Apr 26 16:53:12.925: SNMP: V2 Trap, regid 305, errstat 0, erridx O
sysUpTime.0 = 58971577
snmpTrapOID.0 = cmnMacChangedNotification
cmnHistMacChangedMsg.1l =
01 00 0A 00 50 56 A0 OB 3A 00 01 01 00 OA 00 30
94 C4 52 8A 00 01 00
cmnHistTimestamp.l = 58971575
Apr 26 16:53:13.177: SNMP: Packet sent via UDP to 10.1.100.5
Apr 26 16:53:23.587: MN: Enqueue MAC 0030.94c4.528a on port 1 vlan 13
MN: New Shadow entry..

Apr 26 16:53:23.604: MN : MAC Notify event for 0030.94c4.528a on port 1 vlan 13
MN: Shadow entry for Despatch..

Despatching trap for Index 2 Time: 58972696

MN: Wrapping history queue..

Apr 26 16:53:24.132: SNMP: Queuing packet to 10.1.100.5
Apr 26 16:53:24.132: SNMP: V2 Trap, regid 308, errstat 0, erridx O
sysUpTime.0 = 58972697
snmpTrapOID.0 = cmnMacChangedNotification
cmnHistMacChangedMsg.1l =
01 00 0D 00 30 94 C4 52 8A 00 01 00
cmnHistTimestamp.l = 58972696
Apr 26 16:53:24.384: SNMP: Packet sent via UDP to 10.1.100.5

ISES 22 913 A2 Tlufo] 2ol A AL 7hd Tlw 1 27 9o 1f 8 tw 1 2R A g

ISE°] 5~

A= ARE DS 4 A= A -2 Operations(- %) = Troubleshot(:- A 3] 2) = Diagnostic

Tools(F T %=*) = General Tools(¥ HF =)0 1+ W3 TCP B 2 € 2Bl & AF-&-3F= Ao x|t
Ei e of 7ol =9 WIS Mol HuITh. A 8 A& 942 tlubo] 2ol 4 A4 €l ISE 4 4
A H] 2 == O E H o] 2(SNMP E &) 2 B 9} 37 &4 3% oE‘)i A== SNMP EH I & A&

UEUT. 1H g5 ol BERE EH:EEO}OQ /\].aLo] de T de FHoE FANE F dsHH oW
Wireshark &} 7248 vk 9] 7] BV 2 7148 4= Q52 5 9|7 3] g2 07 gAE +5 94Ut

SNMP Fc| ZE2EE AISE 20t E

Step 1

Step 2
Step 3
Step 4

SNMP 7 2] 2 H = 7 2] (EE SNMP Get & 3)S A2 tuto] A2 Haja, Aelz oz i
Q) tnfo] A Elﬂ SNMP MIBell #4738 ¥ Q=X E HolB & st H AHEg YT
ISE A& M B 2 B A = a8l A4 9l SNMP 7 2] 9 S 2= v 27k 7F S5yt

Al =w A2 (EH )

B Aol &= A (EYAH)

a9 210 = Al2E F2] ZEBE AR EEZA] o7 vel dFH
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JE 16 SNMP Hcel Z2E 0l

1) RADIUS Accounting
Start or SNMP Trap

—

=~

2\ PSN
e .
Microsoft
Active
Directory
DNS/DHCP
2) Triggered Polled Server
I SNMP Query SNMP Query
10140 UDPHB1 UDP/161
AAE A2l
Al2~8l A 2] ISES] NAD 79 1o del]l A H &5 (H A upef 7] 4 o2 Fad g}, 23 5=

MIB= U3} 254t

IF-MIB

SNMPv2-MIB

IP-MIB

CISCO-CDP-MIB

CISCO-VTP-MIB
CISCO-STACK-MIB

BRIDGE-MIB
OLD-CISCO-INTERFACE-MIB
CISCO-LWAPP-AP-MIB
CISCO-LWAPP-DOT11-CLIENT-MIB
CISCO-AUTH-FRAMEWORK-MIB
EEE8021-PAE-MIB: RFC IEEE 802.1X
HOST-RESOURCES-MIB

LLDP-MIB

7] SAolE o3 e gEo] gt
Bridge, IP(ARP)
cdpCacheEntry (-1 R} 3l F)
lldpLocalSystemData(-1 7+ 3l &)
lldpRemoteSystemsData(-f-41 7 3l &)
cLApEntry(WLCR} & )
cldcClientEntry(WLCHF 31 )
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ol A AH]| A o4 SNMP H 27} &4 85 o] 9= A9, x
E2] PSNo| 1A 5 o] Q1A ghthd Y| E 9] 3 t]nfo] 2~ 2] SNMP =%
EAFE U T}

o] ¢} o] Z & &)= F ] o ISE°| 4] IP-MAC ARP 7HA] £5& 24 &
Protocol) 3 AR E FFPUTH =2 AET} glo]o] 2 A8 ~9x| T E
gk ARP 3£ JH7F £3H o] & A Q2=EF #olof 3 tnfo] (4 B
291A)E ISEUE R 2L HA 2 tuto] ~ =2 4248 8F= Al o] 5 YT DHCP =2 H 7} [P-MAC Q1Y

HlolBl & =8 5 {l= 4§ = A2 Hubo] 2o RADIUSZE 73 5 o] A &2 75 87 ol 4= 1P-
MAC ¥}1Y BEE Algafof & o AFHT EZEA] d(d 2Dl = 74 SHo|dE B g 2EF
glo]o] 2 29 A (EA A &5)E s ARP 5 £1.3}7] 9]3] Cisco Catalyst 6500 Series 2~ 9] 2| 7} 5 2
T AFHH

CIE{HIOIA A 2

Qe o] 2~ ] 2] = RADIUS A7 #e] A2 3| ZI(RADIUS X~ 2 H 3 Q) == SNMP LinkUp/MAC Notification
EFSNMP EF 218 I Q)0 93] ET| A Y]

W

é% H]E‘(H':’/_ E]H]—O]_/:TE: %%]—S}L:_%
o] A}-g 7}5 gk B PSN 7H

%% ARP(Address Resolution
A S Ao = =X E

DY Mel: 2= 2tA2350t 10 SNMP EZ 2 Q18 EciE 2H{GI=E E01J] /A= JtSotH RADIUS Z2 2 E AHE 0610 RADIUS HIE 22
AZ BIAIXIE D182 2 SNMP 2l E EcIHGH Al 2.

A28 F ol A= oAl 2 Tlufo] 2 MIBE 8] = Whd, Q¥ # o] 2 F2lel A= MIB 2= E RS FAl8h=

57 Qe ¥ o] vt Fed # MIB -5 84 U T o] of o] B A S = F 2] NA 2 ynlo] el M v

Hole & A A g

e 2lE]F o] 2 H]o] ¥ (ifIndex, ifDesc &)

e FE Y VLAN Ho]H

o AlA HlolE(IH H o] 2~ 3 o] o]t Ul A5
e CDP U] ©]E|(Cisco T H} o] )

e LLDP t|o|H

EgAEE JdHH ol HAY Foll 3%+ 8 X 2uld " 54 o= CDP(Cisco Discovery Protocol) %
LLDP(Link Layer Discovery Protocol) 37} 155U th. CDP ¥ LLDP+ 29 X7} A4 =X ES] EA &
A 0% et 5] G ekt 92 L ke th P ulT) . 4], Y= 212 e 2 Ciseo

o] ZFefol AL H g v tnfo] 2o A o] g TR EFS A At it o] 8 1P M 3h7]

A ZQ A= CDP 1= LLDPE A/ A gyt upghA] o] Au AARkS 7| E o2 o] AEXJIES
T AFUT T3 FH LG SeholAE & AA A HAage] v &olu o R AT 5 =
CDP/LLDP ol o] d E7} @o] gl

ek

=
T

e

5

[

0]
A

O Felo] At 949 A= X Eol Ul g CDP Hlo] Bl S 478 SNMP 7 2] 2 Algahe] 7
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cat3750x#show cdp neighbor detail
Device ID: APc471.fe34.197a
Entry address(es):

IP address: 10.1.14.100
Platform: cisco AIR-LAP1142N-A-K9 , Capabilities: Trans-Bridge
Interface: GigabitEthernetl/0/2, Port ID (outgoing port): GigabitEthernetO
Holdtime : 123 sec

Version :

Cisco IO0OS Software, C1140 Software (Cl1140-K9W8-M), Version 12.4(25e)JA, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Fri 27-Jan-12 21:45 by prod rel team

advertisement version: 2

Duplex: full

Power drawn: 15.400 Watts

Power request id: 1358, Power management id: 2
Power request levels are:15400 14500 0 0 O
Management address(es):

Device ID: SEP003094C4528A
Entry address(es):
IP address: 10.1.13.100
Platform: Cisco IP Phone 7960, Capabilities: Host Phone Two-port Mac Relay
Interface: GigabitEthernetl/0/1, Port ID (outgoing port): Port 1
Holdtime : 162 sec
Second Port Status: Up

Version :
P00308010100

advertisement version: 2
Duplex: full

Power drawn: 6.300 Watts
Management address(es):

SNMP F2| =28 24

SNMP # 2] 228 & ALE-3t#H ¢} 7] -8 (R0O) AFHEE AFE-3to] ISE A & AH] 2= == X SNMP
84S T EF U ES A tulo] 25 A 8) oF I th. =3t ISEol A 8l &8l SNMP 7 7Y E] A2 7}
7 Y EQ A tuto] ~ = SNMP tlvfo]| 25 A3 oF ot El A H # 27k ¢ Aol 2l W RADIUS 22 B
EESNMP EFY 228 5 g gleljof sl Adtd 4 84 E A48 A8 oF Py th. vix] o 2 CDP
= LLDP AR E AMNstE A =X EV} CDP -+ LLDP= x] dajoF 5, o)l dt TRES = L} B
= BF7F M2 29X A4 & slE] o] Qlofof )

ISEGIA SNMP #H2| == 43t

Step 1 Administration(¥2] ) System(A] 2= §l)>Deployment(7-5) =2 ©]&3}3L RHS 2] 5% ==
A SEATLE FAY 4 2

Step 2 Profiling Configuration(3Z 23} & 713] 18| o] ) 515 A E15} 31 SNMP # 2] 22 B & &4 3}5}7]
9e sl ehs HElgh ohIR) 22).
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J8 17 SNMP 2l Z2E A0 Jell0lE

v SNMPQUERY

Retri95| 2

Timeout | 1000

E*.fentTimenut| 30

D95cri|:|ti|:|n| SHMPQUERY

o 4] 2= o] 2~ 2 SNMP 7 €7} A %Lk,

Step 3 Retries(A A] &= 81 <7), Timeout(A] 7F A $F) 2 Event Timeout(©] Wl E A| 7+ A ghyol] T &l 7] &
T E AR T

Step 4  Timeout(A] ZF A FH(E 2] )0l A= SNMP S th 7] 8k A 7+-S A A gk o),

Step 5  Retries(FAAI = S ) A= A A Au) 2= =7}t 7] 2 38k Al %= o] o] SNMP Al A A2 A S 9] 4
AN&shs s A4y

Step 6  EventTimeout(¢] 1 E A7k A 3)(Z )l A = RADIUS A4 ]
A& A A E A2 tnfo] 2o AFstr] A7bA] 7ok & AlZES A Ay o

Step 7 EF7E e o]~ F o] A9 RADIUS Z 2 H 7} 84 sh5 o] 9li=7] 21§tk RADIUS7F
U EL] T AA| 2 tfuto] 2o AR A 52 7 9- SNMP EF 2 H 7} S84 3515 o gl &4
g1t

Step 8  Save(AHHE STt MG AlLS AUl

Step 9 T EIFYY AH|AE ALES] A E
WS T

ISE(HIERA 2IAA)0HA WESRZA CIBtolA 24
AukA © 2 RADIUSE 53l AEXQQEE Q5 RE YEY A A2 tufo] A& ISE A A 2=
ZF AA 2~ Tl ufo] 2o tisl] SNMP A A v g1 H Yt RADIUS Q15¢] 55 %] &2 v ES A4 djs
SNMP 2] 2 H S 748k 35 7F A2~ Huto] 25 ISE Y| E 9] 2 Hufo] 2~ 5o 718l

Aelz o 2 golo] 3 tjulo] ~(ARP 4 K.9] 35S Agls)of g,

Z3: SNMP 92 Z2 B2 918 A o] 2t P4 Bart ggtieh ol Befolds eh9-d ol we
%

hire)

.

ChE W A3 A2 el oje] o] Aake] WAl

Step 1 Administration(32] ) & Network Resources(U| E ¢ 3 8] A 22) = Network Devices(U| E¢ 2
tulo] ~) = o] 53U Th SNMPE AH&-3to] 2|3 tjuto] 27} o] r] 1= 75 H-5 o) A
Hupo] 25 Aestr| vk abd Pyt 12 A ¢F ¥ RHS Zol A Add(F7hE 298Ut

Step 2 Af Huto] =9 A tuto] 2 o] F HIP FAHHE JH P

Step 3~ SNMP Settings(SNMP A A) &l ghof| Al M A2 t]ufo] ~of] AE-5] = SNMP ¥ 1S A 4 5}aL
SNMP H 4 1 % 2¢€] SNMP RO 7 HE A4S o H ). of Y HA 2 tjnjo] 2o
g g3t SNMPv3 214 5 2 73] 1y o] A& g th(19 23).
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JE 18 UIERAT HAIA CIEHOIA AT Oell0l&: SNMP H 2l

» SMMP Settings

* SNMP Version | 3¢ \d
= SNMP RO Community [ dscorc |

SHMP Username
Security Level
Auth Protocol

Auth Passwerd

Privacy Protocol

Privacy Passwerd cheo

* Polling Interval
Link Trap Query
MAL 1rap Query

Originating Policy Services Node -

Mone
ise-psn-1
ise-psn-2

seconds (Valid Renge 600 to 86400)

Step 4 Al 2Bl (&) 2] 9] 7% Polling Interval( % {+2) % Originating Policy Services Node("ZH4! % 2
}ﬂ]:]]v}_: L_E)E }\42—]?5]—1/]]:}__

Step 5 Polling Interval(Z ¥ 7+4): € ¥4 2 RADIUS ¥+ DHCP 22 H 7} %5 o] 9l &
U= 9] 20 4= ARP 4 1o] ti@t o= stz 21 070l A4E Fau T

Step 6  Originating Policy Services Node((tAl A& XM H| A =E): SNMP H 2] X2 H 7} A A & o 9l &= 7}
PSNO| = %0 UEGLIT, W E 912 tlubo) 0] 7714 3 & alels] Sla A A o) A A
g AE gt o]t Aub e 2 U =92 0o E Sulo] A v )L tuho] 2ol 7 b7}

PSNe| Ut}
Step 7 SNMP E3 AR&8H= IEFlo| (B A) o] B¢ EF A §4 T v = B 257
AR s of of gt

Z31: Originating Policy Services Node('21 A & A H] 2 =) A2 Q1 E o] 2 F 2o 485 %] &

o] 3 7 2] RADIUS A4 #2] A2} L= SNMP E 3 v A x| ¢} -8 E g AZ 42413 PSNol| A &

AE 7] iy o,

Step 8 e ¥ WA ALEES A

Step 9 ISE A& A H] 2 =0l A] SNMPE AHE-8to] 7 @] 3l of af= 7t Al 2~ T]uto] o ial 9] GAE
HHE kU o

ISE PSNOll A SNMP #2|E +==6t=5 748 HAlA CIH0lA 24

Fra HA 2~ Tute] 2~ o] ] &2 o] 55tal SNMP 2] Z2H 71 &4 315 o] Q1= ISE 4 A A1)~
I oA o] SNMP ¢17] M-8 84 & A et e s s NAl = Hupo] 27} A H of 9= Sl

=
el
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SOoFAMA &Y JI0IE

S210SE A ‘3}‘“ Cisco Catalyst =2 x|l A ¢17] A& A FUE =A<E ciscoros A}-83}o] ISE PSN9]
SNMPv2c g A DS 38 Pt

snmp-server community ciscoro RO
snmp-server community ciscorw RW

ISE PSNOll A SNMP #2|& =65 248 HAlA CIdHolA 24

Wireless LAN Controller®] §] #2] SlE] o] A& o] F3}lal o] AEE2|7} SNMP 7 8] X 2 H 7} &4 3}5 o]
+ ISE A &) A H] 2 LEOﬂ’ﬂJ SNMP ¢17] A8 A& A Y3teF 4 5o A=A FAF Y.

Step 1 Management(¥+2]) & SNMP - Communities(7] 71 E]) & SNMP v1/v2c Community(SNMP v1/v2c
AFUENE ol 5a}aL of Urho] A% 2] & 4 i I1SE A A 4B 1eso] ALE ¥ & s} o] ake)
§7] A8 ARUE BALL PTG

Step 2 US 2 A=Y HE ﬂvbl E] #2149 ciscoro= AH-&-3}o] ISE PSN2| SNMPv2c & 2] =
A =S 4| WLCe] Ay 1 o] o & KolF YT

OB 19 RM AESHE ?I8H SNMP 21 1211014 O

0

111

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMNAGEMENT COMMANDS
Management SNMP v1 / v2c Community
Summary
-~ SNMP Community Name IP Address IP Mask Access Mode Status
General public 0.0.0.0 0.0.0.0 Read-Only Enable
SNMFP V3 Users 5 z
Communities private 0.0.0.0 0.0.0.0 Read-Write Enable
Trap Receivers | ciscoro 10.1.0.0 255.255.0.0 Read-Only Enable |
fn fawnt ciscorw 10.1.0.0 255.255.0.0 Read-Write Enable
Trap Logs

SNMPv3©| -5 ¥ 74 9- Management(Z2]) > SNMP > SNMP V3 Users(SNMP V3 AF-8-2hyol| A 2 7d gk 47
T3 oF gt

CDP Z LLDPE X355 HAA ClHIOIA 24

AZH T2E0|A CDP 3 LLDP B 5 A8l 292 FEA o2t LR EZS TS =S AA =
tupo] 27t g H o Q= It Cisco HHbo] 2o A = th7l 7] -2 0. = CDP7} &/d 3} o] 1A vk

LLDP:= &4 3l H o] A <5 Uth. 18] 22 SNMP 2] T2 H 2 ALEg3}e] o] g3 AR S 35t
A o 2 LLDPE &4 3}a oF 3 o}

o

cdp run

interface <Endpoint Interface>
cdp enable

|

1ldp run

interface <Endpoint Interface>
11dp receive
11dp transmit
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Zk31: Wireless LAN Controller= 54 Z8}o] 1 E o) t)3] CDP/LLDPE A 9314 &5t}
SNMP 2| Z28 {0|e &9l

Step 1 Administration(¥+2]) - Identity Management(ID ¥2]) - Identities(ID) = Endpoints(3ll = 3 1 E )l A]
ANE=EFRJES AHAI Y ot

Step 2 ISE° A SNMP N A Z~of tal] 748 E HA 2 tlnfo] 2o A ANEXERIE 9] A4S Al 7} thA
AAFH .

Step 3 ISE A4 #2] === o]5 3} 3l Administration(¥+2]) - Identity Management(ID
#H2])->Identities(ID) = ©] 53 o}

Step 4  LHS ol A Endpoints(Q = E Q1 E)E A eigr},

Step 5 A= AAE NEZRJAES MAC F4E Zol AElsto] SNMP # 2] Z2 H oA A 545
FEA Y

13 259 UERG ol = SNMP E 3 2 SNMP F 2] Z 2 B vk A}8-31o] 2H4] 5] 9] 0.1 SNMP 7 2] & AH-§-5}o]
THE 5ol ZFx mAIFHY U Ax 1 A1E 7] 54 ol & EndPointSource, cdpCacheAddress
cdpCachePlatform©| $}<5 U t}.

e EndPointSource:= "} A = T 29} & A d|o]EVF SNMP #H 2] T2 HoA Al g 8-S A F ).
e cdpCacheAddressi= IP =25 #|-33}H P2} MAC 54 7Fe] vl & 3183t}
e cdpCachePlatform 542 172 ¥ =3 Q1 E (0] of o] 4| = Cisco Aironet 1142N 41 A~

FE Q1 E # @3} Cisco AIR-LAP1142N-A-K9)ol t &+ 2pAl| 3k A& A &3t}
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CISCO.

Endpoint

* MAC Address

* Policy Assignment

Static Assignment

* Identity Group Assignment

Static Group Assignment

Attribute List
EndPointPaolicy

EndPointProfilerServer

C4:71:FE:34:19:7A

| Cisco-Access-Paint

| Cisco-Access-Point

Cisco-Access-Point

jse-psn-1

|Ench|intSc|urce

SMMPQuery Probe

IdentityGroup
MACAddress
MatchedPalicy

Cisco-Access-Point
C4:71:FE:34:19:7A

Cisco-Access-Point

MADAddress 10.1.50.2
ouI Cisco Systems
Policy\ersion 22
StaticAssignment false
StaticGroupAssignment false
TimeToProfile 24

Total Certainty Factor 20

Vian 14
Viznhame VIRELESS
cdpCacheAddress 10.1.14.100
cdpCacheCapabilities T

cdpCacheDeviceld

APc471.fe34.1973

cdpCachePlatform

cisco AIR-LAP1142MN-A-KS

cdpCacheVersion

dotixAuthAuthControlledPortControl
dotixAuthAuthControlledPortStatus

ifDescr
findex
fperstatus
ip

port

Cisco I0S Software, C1140 Software (C1140-K9W8-M), Version 12.4(25e)]A, RELEASE SOFTWA
Copyright (c) 19868-2012 by Cisco Systems, Inc. Compiled Fri 27-Jan-12 21:45 by prod_rel_team

3

2
GigabitEthernetl/0/2
10102

1

10.1.14.100

2

Jm

3

HlolE1 2 Selshel vl o2 29X EholA vhe BH S AL

switch# show cdp neighbor detail

switch# show 1lldp neighbor detail
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CISCO
DHCP 2 DHCP SPAN Z2EE AIS&t T2
o] 5ol A & 4= 95 o] DHCP X 2 H = DHCP ¥ 7l | X 54 & ~F 3t} DHCP 5432 v 5 3l £+

£ REE ARSI £YT 5 A

IS
=

e DHCPX=H
e DHCPSPAN X = H

DHCP & B

DHCP 2 H = of| & E0f, Y EY F A DHCP H ] 7|52 Z3}= DHCP &3] 25 ISE A & Au] X~
CER ASw s o) A YT Cisco YIEY 9] 3% DHCP Hdlo]:= &4 DHCP Z&fo]dE&
Aol E 9ol ol sl Fali= #lo]o] 3 A #| o] 2~of -8 5] 3= ip helper-address 8 ¥ ¢} Y TF. 18 2691 = DHCP
ZIREHEANESIE EZ 2 A o 7F v 95Ut

J8 21 DHCP =2 E 0

IP Helper to Real *Exira” IP Helper to ISE
DHCP Sarver (UDP/ST) PSN (UDP/67)

100
(DHCP)

Win7-PC

SPAN/RSPAN or DNS/DHCP
Network TAP Server
interface V1ianl0 Murored traffic
ip address 10.1.10.1 255.255.255.0 from WLC to
ip helper-addeess 10.1.100.100 dedicated PSN
ip helper-address 10.1.100.5 mnierface

o] t}o]o] 131 9] Cisco Catalyst 3750-X°ll = Employee Data VLAN 102} Voice VLAN 13 257} 915Ut} 2}
SVI(Switched Virtual Interface)] 18] # o] 2~ 713 T8 o] Hdofli= =7 DHCP HEEANAE 7l S
10.1.100.1002] A Al DHCP A ¥ 2 # &3}+= ip helper-address ™8 ¥ ©] A5 U THLH 26914 5202 7%
FEAIE). ©]= DHCP 8.3 ¢l §- 3= A P th 5 U gk Q1 E 5| o] 2~ = DHCP 2 H.¢} 317 &4 51+ ISE
PSN 1 E #| o] =~ & 7}2] 7] =5 & U} ip helper-address ™ = ©] 74 & o] JHFUT(EIF 02 7332 A E)
ISE A Mu]2= = o] g 7o) SHebA] AR EX=DHCP SA4S T wAE T IEF 8
AFES ISEE Bl A G YT,

)

sl

O

o] 2] ISE A & M H] 2 =7} DHCP &% AL 418 9= Q1 =% Cisco U] H}o] 220l A of 2] IP Helper U=
TAAE 7 AFYH
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%+31: ISEDHCP X~ 2 H = DHCP 24| ¢] 2} DHCP Z & A EFof| A wtAst= ET|Y S it £4 &
9)\,’;1/]3} ol gt F WH o] =9 x}o] H-2 ip helper-address ™ ¥ 2 &3t DHCP 2 o] = EZ T & o ¢
/el B 4= itk AJ YT whebA] of 2] 7l e] A A DHCPHH% 9 ISE A3 A 0]~ = E o A] DHCP 8.7
AL ?*1 "‘ AFH T BFH DHCP =5 A& 8% 7]+ DHCP A o 9k Bujn] SHlE &S WX
X345 744 E}%D HCP ﬂwzi ZWMHUTHISE ==& A #| DHCP A/ 2 2] W& 3§
HA 02 FA4S ¢ AN 23 FHAAME AEZRJEA IP F4AE D& H Za3HA
AUt o] &= A}%X} 370 &S v E F AA T SFE Vv = SFo|AE Aol 3
A

PSRl _/’:

—JE r-hI
ol 9

Olt
e

22

]

(e}

i, S

H

PN
T

DHCP SPAN =2 =

DHCP SPAN * 2 H = E &j| ¥ o] SPAN(Switch Port Analyzer), RSPAN(Remote SPAN) 5= += Network TAPTJr 7T

WH S ARE-31o] ISE A A A H] 2~ == 9] QlE H o] 2of v H & = 7 -0l A3t S A A5 E} o]

HFR O 7] H.x o & DHCP @ d|o] & &85} 7] ¥ DHCP T2 H 7} A& 5 %] AU AL &8 4= gl 7439
A& U

=3

S Atell: XIEE DHCP Eci™ 0o

LSS0l toll oS EcHHOUIA SES =82 [} ot T2 S0t ‘i\oHOk S LICt. DHCP(IP Helper) & DHCP
SPAN Z2E2 2SS AMEGIH & =

22 DHCP EcHZ M S&2 +=85t= 3= 20l MetE LICH

AMNE Jls8t A2, DHCP SPAN Z 252 Al DHCP E2EE AIEZ6t= 2101 Z&LICH DHCP 240/ Soll DHCP 2! 2 M&561H
DHCP IHZ! N EHS 2 AlotD 22 2461)| {ASHISE E & AMH|A =9 MBHEQI Egfjl 2510 EHSLICH
DHCPSPAN X2 HE=d 24 A By H 2= 7| A Eo| A DHCP E#E S 8= do| = A& % T A=
HHH DHCP L2 B & A3 A 2E” Alo]EQo]oA] H i o]% = DHCP E&|H 7t 74 A st 4=

o= #lo]o] 3 Ao Egflo] 7} 24 Ze}o]dd E o] DHCP AW ol = s dal= 7 $-o Z g OASHE}
[0S DHCP At &= A B Hlo]] o) & DHCPE A Y3tE = A E A9 A 1HE 3] DHCPE & # o] s} 1
25Ut}

AEZ E 27 2o A= SPAN B+ Network TAPS- A}ﬁr}o% WLCO| A2 F4 Zfo|AEof A A2 An] 2

o AE YA o] 2R HFE BAlekE S RoFU (L H 26°ﬂ 1 qu%“—ﬂ S 2 7Zx EAE). SPAN
A LEJ = PSNO & o] &3l+= AAA ¢l Eﬂ].ﬂ/] FAS 11]8]—;‘5 qol &40l & Fom=z
Ag o]t F oy 3k v Y = EgE-& RADIUSS} 718 PSNA e x93

AE Fo] 2o A E3-& FstE R A% s A 0}’“14@ SPAN H}2]-& 218311 SPAN £ E 7| A 2] & 5= g+
AR E B o] S SPAN LEZ RUl 2 djzlo] A4 5 AL £ 2.3 Eg|g o] x| 4 9l&5U T

DHCP £4

[

DHCP % DHCP SPAN X 2 H = 25+ 5A% =0 X239y EAJ S ISEol AdEd Ut} 183k 54 9

i v gy

e dhcp-class-identifier
dhcp-user-class-id
dhcp-client-identifier
dhcp-message-type
dhcp-parameter-request-list
dhcp-requested-address
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e host-name
e domain-name
e client-fqdn

DHCP+ MAC =4 (dhcp-client-identifier) 2} IP <74~ (dhcp-requested-address) S = #| -5 5} =2 ISE ARP 7 A|
3ol 3k IP-MAC T4 vRIY = A A = lF U o] &= MAC 74 HAl IP F4 & AFE-8te o &
ZREE AP o FE&F YT 54 =X Eof tsl] Al 33k 548 483l ISE H] o] E H o] 29
A4St H IP F42E MAC 749 wet 54 dEXJQES s AAs) o Fur.

dhcp-client-identifier 2 dhcp-requested-address <] Il T} 7] 57 ol = dhcp-class-identifier, dhcp-user-class-id 2!
dhcp-parameters-request-list7} 5 UTH S22~ A A= T2 TP EF £ 0S AR E AEste b A-EE Y
Fefj 2 A L AL 2F Z 2 2 IDE ZH2E Mac OS 2 Microsoft Windows €} 722 - E2lo] A E 29

AA NN T2 A S 18 L7371 A EAE AFS-H AL DHCP A ¥ ol A aL+-8F 9] g2 Rhshel e =
AREAF A 4= A FH T

dhcp-parameters-request-list<= T] H}o] 2= -3 of] t 3l F A4 o2 3 /-3 T A 7] & Al FFU ot 23 &
w7l A=) gk Al A g7 Y e AlgHE dfol & 73 el af-dY T ol & E9] dhep-
parameters-request-list 4t <! 1,3, 6, 15,119,252+ iPad, iPod 5=+ iPhone 2} %2 Apple i0S HH}o] 2~ &
LR U o
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L= FQDN(H 7t 8h5l Tl ]l o] 5) B qf & o] 54 I=EAEd 54
He d AH8E 5 A5y th ol & 59 2E Windows XP 2o A Eo
Windows XP =X EE B 3F3}7] €3 %710 A host-name 54
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DHCP 2 DHCP SPAN 222 (14

DHCP L2 H 5 A}-23}e]d DHCP @ @] == DHCP Z = A] 971 S X 29 d s Au]~go 2 4% ISE
PSNO. 2 HE3 S A2 tufo] (= dlo]o] 2 1§ A2 guto] 29| g & Alo] ESllohE
A& oF gt T} DHCP SPAN X 2 H = AFE-5leH Y EQ T A A& AdEH o] ~E Bl M EY A

E I (DHCPY X3tel s ZHHE EY 519 A o] A59) AHES ISEPSNE 2 A F3f oF .

DHCP 7|9t T2 HE gu}# 0 7 ALg3}17] 913 = & Q1 AFS o) 4) )l = 21 E7} DHCPE A& 1P
FAE 7HA oo ghhE A YU Th ol FAg Bl o R Bl = YA, thgre] 2 a1 P T4t
g o] e SeolAdER A~ Yufo] A5 HA8tal S AFH o] A Ad=EJAEA 54 1P
FAE FAT 4 AE=F H %4 DHCP o o 55 58
A2 o7 Be]stal ISE T2 3A Y-S 298 5= g5}
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ISENIA DHCP X2 & 43|

Step 1 Administration(¥+2]) 2 System(A] 228l) > Deployment(7-%)% ©]5 3}l RHS 9] 7+53¥H ==
LZo|M Z2ude S T8 A Mu| 2 we 5 ey

Step 2 Profiling Configuration(3Z Z 3} & 71 3] 18| o] A1) E@ S g3y

Step 3~ DHCP X 2 Hoj| )3+ A& F=7}35l e W (of]: IP Helperol] AF-&) 218 272] 92 2tk A 2o
EAE AA 5 DHCPE= Sl &S A e gy o

J& 22DHCP =2E A Ojadole

¥ DHCFP

Interﬁce| GigabitEthernet 0 r|

Port| 67

Description | DHCP |

Step 4 DHCP SPAN 22 H Oﬂ ﬂ} st 2| Q9S F7)6l e W(SPAN o= T2 ¥ E 1)e
DHCPSPAN©] 2} = &-¢1 18- A el gt th(1 ¥ 28).

JE 23DHCP =22 A0|0d0lE - QIHH 0l A

o
rup>
it
l-'>~
2

>~
>,
ofo

¥ DHCPSPAN

Interface | GigabitEthernet 3 |v|
GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

Al

Step 5 DHCP E T 5ol AF-&3 1H Ho] 25 A &g},

IP Helper(DHCP & @] o])ol] Ab-&5 = 4 -$- Qe o] 2of = T2 M A H| 0] AF-g5 = 7]
Y Ho] =7k AR H YT 18 H ‘%8 o] DHCP E o] of = = t1f & 3 ol Al = &
o1 o] o] 2~(l|: GigabitEthernet 1,2 B+ 3)E AF&-3loF & 4= A HFY T

1] 2] & &) = E 3 (SPAN/RSPAN/TAP)O AF-8-5 = 74§ o] = A& QA # o] 2~ of g t},

Step 6 Save(47hE S she] WA AFFS AW T
Step 7 Rl qu A% A gete] LE ThE BE A Aqu) s s da) o Al g2
wrE g o

Description

ke

==

Fl
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HOL KA B JH0| S

— o

i Ef mE e gk 8 F Ao R

Ao| B7bsstAY A& 7hs kA %#% == %*HE}

@aﬂﬂHmALcﬂﬂd4L & AH3alA] o

SH ISE ==of )3+ K-517F 24 7 5 glon

Edost 22 9dd vojy SHo| AT 0‘*‘45}

ISE(HER A elAA)H UWESRIZ CIBtolA =Dt

RADIUS H+= SNMPE A| ¥ s}h= A 2 tuto] 27} o] v ISE U E 9] A tfno] 2 H-Zo

%ﬂ(Administration(ﬂﬂl) - Network Resources(H| E 9] 1 2] 2~ 22) & Network Devices(U] E ] = t] v}o] ~)

otz o] 9S4 A9 DHCPE DHCP X 2 H T3 DHCP SPAN 2 H & Hdal7] §]3F 24 o 2 nt

Y EQ A gulo] A5 ISE0 71 F e = fl5ut

DHCP 20| TH3!E =AIBIE=2 ISE ¥ & MBIA £ E QIEHEI0IA 2

(DHCP Z2E 0t 5l &)

DHCP * 2 H 7} 7]} GigabitEthernet 0 Q1 E] # o] 220 A &4 3} 7 9- o] A= ghd s 4

do] Eg & FAlskE ol & of & QI F o] ~ & AME-ete 2§ T A

Step 1 U= QEWo|AE UEY A A9A LE B3 oz AAg

Step 2 ISEPSN Z&(CLDol| NA=FU ). s e o] 25 &Adststal 19 29¢} o] SuhE 1P
FAHE TIHY

8 24 AN AXI0 CHE DHCP Zell0] A ellold o

il
10
rl
ol

>

ize-psn-1l/admint conf t

Enter configquration commands, one per line. End with CHNTL/Z.
ize-psn-l/admin(conf igl)# interface GigabitEthernet 3
ize-psn-lr/admin(config-GigabitEthernetl# ip addres=z 18.1.99.188 255.255.255.48

hanging the IP may result in undesired side effects on
installed application(s).
you sure you want to proceed? ¥-N [N1: Y
MAT Log Processor is not running.
M&T Log Collector is not running.
MAT Alert Process is not running.
Stopping ISE Application Server. ..
ISE M&T Se=s=sion Database is not runming.
Stopping ISE Database processes...
Gtarting ISE Databasze processes...
ISE M&T Se=s=sion Database is not runming.
Gtarting ISE Application Server..
ote: ISE Processes are 1n1t1allzlng Use 'show application status ise’
CLI to werify all processzes are in runming state.
izse-psn-1lradmin(conf ig-GigabitEthernet)# _

Step 3 A F o e} B Z2A| AT A TR0 AFEIQIA] F1g Y o
Step 4  show running-config § & = A}-8-3lo] Al 2 A QIE H o]~ o] Aoy ol S FRlstar
FASHETREA F)H o] A=A FAFHTHLE 30).

Cisco Systems © 2016 40HI0IX|



EHOF O A HiH J10|E ’Eilllllll
T cisco

8 25 RAIA AAXION CHE DHCP 0] 2T Oell0l & 2ol O

ise-pEn-lrsadmint  show runming-config
Generating configuration. ..
t
hostname ise-psn-1
t
ip domain-name ct=.local
'
interface GigabitEthernet B
ip addres=s 18.1.188.5 255.255.255.4
ipwb address autoconfig

'
interface GigabitEthernet

shutdown

ipve address autoconfig
'

interface GigabitEthernet
shutdouwn

ipve address autoconfig
'

interface GigabitEthernet 3
ip address 18.1.99.188 255.255.255.8

ipvb address autoconfig
T

ip name-server 18.1.188.188

Step 5  DHCPE o] sfof sh= U] =] = Tl nfo] 2o A ICMP ping& %135k A ISE =8
e o] 2o gt A4S A
Step 6  CLI ™§ ¥ copy running-config startup-config= A}-8-5}o] ¥ 7 W& A3 ch.

SPAN EJJZ = S4IGIES ISE 3 M AMH|A =S OIHHIOIA 4
(DHCP SPAN Z2E0t 3 =)

Step 1 3= JIEH o] 22 sl SPAN T 3£ E H+= Network TAP Q1E #| o] 2o Ze] 2 o=
QA g,

Step 2 ISE PSN ZZ(CLDOl A ~3U T} 935} 1 o] 20 g A9 17 o] A R =6 A no
shutdown< 9} &3 3@ Q1] | o] 2~ 7} & sk Yot

Step 3 ISE CLI § & copy running-config startup-config& A}-8-3lo] W74 U85 4743t}
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&1: VMware {ECI0IHAANA ASE = B HQHIA =29 HR

DML 82 AEHHOIAE AFESHD| ol JtA HE2H0IH AN CHEE =IO Jta AIHHIOI AN RHEN U= W22 IFEELICH X Al
25K L2 ALRISELEE S256+0 24 QIEHIOIAN XHESX HEZ2I0IHAS GHERIN L WERZ AT Id0&S SO0 EGHOF ISE
AL IH0IE S HS S & USLICH

L]

5t ISE DHCP SPAN QI HIOl A0 A SPAN/Ol2] EHE S ~2t5t2d ™ VMware HHEZ2t0I A AN Jta A9IX] OlEﬂHIOIAOﬂ ol 2xg 2=
A XGHOF SLICH 0 REE 24 315t 2 VMware Host(VMware & A E) - Configuration(21 Il 13101 &) > Hardware(at=2101) >
Networking(UI E®12!) > vSwitch(A 2| XI) > Security(22H)Z 0l S3dt2 CHE 3t 20l Promiscuous Mode(R Xt 2 £): Accept(£=2H) (I 238t =
Reject(H2))E & & LICH

() vSwitch Properties

General Traffic Shaping ] MIC Teaming ]

Palicy Exceptions

Promiscuous Mode: |.ﬁ.ccept j
MAC Address Clanges: |.D.c|:e|:|l: L]
Forged Transmits: |.ﬁ.rrenr ﬂ

DHCP T2/ 2 ISE PSN2Z & a1|0|6+5E OAJ MANIA CIHOIA S2&(DHCP 228t 31 )
o

Cisco Catalyst 2~ 9] 2] T3= 2h-9-E] ©] #2] F& = o] 53 th DHCP Edfj ¥} o] WA e l= Q1 E XA H Yl
A= eh-+RE 2 Qe o] 220 A] EH;’, PR ERRTY

interface <Endpoint VLAN>
ip helper-address <ISE_PSN_address>

A% 4 DHCP 2252 17k 543515 of L1 PSN QE] 3] o] 2= 2201 Gt o] 552 913] DHCPE
O A An) 2 == Aol o]5}7] S5 IP Helper 1o & T F71a 5 914w, 2k PSNol 4] 41 5] =
o e Ao EdY FHE Aase f6 AT BHES Aase e Aol Bau

DHCP IH3!/EZ2 ISE PSN2Z 2 0|ot&EE2 24 M A l:ItHOIﬁ <4 (DHCP ZZ 50t 5| &)
W E DHCP #| 7l o] 4 Zg}o]AE A ISEPSNC.E A Y% &% DHCP ==X =7} o} d DHCP .24
Zo A WLCE T4 8= Aol =HY

Cisco Wireless LAN Controller 5=+ Wireless Services Module 2] 9] #2] Q1E ¥ o] ~ =& o] &3t}

Step 1 Controller(71 E & 2])-> Advanced(3L 1) DHCP->DHCP Parameters(DHCP Uj 7] ¥ <) 2 o] 53t}
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Step 2 Enable DHCP Proxy(DHCP Z = A] 84 3h)ali= ¢l gho] Aeln o] gl= A es
F gy k(L 31).
T2l 26 24 HEEZ2E 93 DHCP 2 3|0l 24T 2014 o

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY

DHCP Parameters

Enable DHCP Proxy [
DHCP Option 82 Remote Id field format AP-MAC -
DHCP Timeout (5 - 120 seconds) 120

Step 3 WLCol| 4] DHCPE A}-&-31o] 1%

d ¥ ZF WLANS] 7§ o] A & x}oll v ¥ 2 %] 3 DHCPE ISE
A AqH| 2 =28 D o]t ¢

2EY Aol EdolE A sl oF S

DHCP E2|Z AI2S PSNCZ H&E6IES UIESR A CIHI0IA 25 (DHCP SPAN Z2E 0t 6l &)
E & ISE A A An] 2 o) u g st Wl o 2 7R 7F 5 U T o] A xFoll A= Cisco Catalyst
229 X0l A 7] E SPANS AF&-a1= A HHA Q) &F Wb S Ho Fu T,

DHCP E | F o] &~27} 9= ol E # o] 2 = VLANS el gyl WLC2| o] 18] 2 (egress) €1 E] #| o] ~
= DHCP A H ol )3t A7 2o EA AAH S B E Selo] A E DHCP 37 & 7% 317] 93 o] A4 ¢l
AA7FE 4 A5

o2 of| o A Q1E] 7] ©] 2= GigabitEthernet 1/1-> Cisco 5500 Series Wireless LAN Controllerol] 0] ¢t E & 5

A AUt} 21 E 7 o] 2 GigabitEthernet 2/37-> VMware ESXi 4.1-2 2 8 5} = Cisco UCS® A ¥ of] t] 3+ =~ $] %]
FE AZYYUTESX A B = TR o] st o] = B3 A2 w28 74 F ISE 7H

o] Zglo]lAdAE T A8t} ¢l E] # o] 2 GigabitEthernet 2/37-2 7] 7FH] E o] Bl 30 & ISE PSNol| 14 #
7He I H o] 2= H A Y Yt

H o
H

R8s

interface GigabitEthernetl/1
description WLC5508 ETHO (Port 1)
switchport

switchport trunk encapsulation dotlqg
switchport trunk allowed vlan 40-44
switchport mode trunk

interface GigabitEthernet2/37
description UCS1 SPAN (port 3 of 4)
switchport

5500 Series 2=9] 2] Ao A & QIup = Bl opgupe = Ega & A %6} ISE PSN Oﬂﬁi At e s
SPANS 3 Ut} o] & 918l A1H ¥ ©] = GigabitEthernet 1/1°] SPAN 22222 A 5o glom tf 2
¢1 8 7| ©] = GigabitEthernet 2/37) Y Th. ISEx= B 27} ] ¥ 371 -& <14 % 37} g}ggi 802.1Q EH 7 &
29 A EE M BB A FE U
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cat6500 (config) # monitor session 1 source interface gigabitEthernet 1/1 both
cat6500 (config) # monitor session 1 destination interface gigabitEthernet 2/37

A9 el ol g Sk Ad gy,

cat6500# show monitor session 1
Session 1

Type : Local Session
Source Ports :

Both : Gil/1
Destination Ports : Gi2/37

Egress SPAN Replication State:
Operational mode : Centralized
Configured mode : Centralized (default)

DHCP === [(OI& &l

Step 1
Step 2
Step 3

Step 4
Step 5

Administration(¥2]) - Identity Management(ID ¥+2]) - Identities(ID) = Endpoints(ll =32 Q1 E)of 4|

AEFQEE 2HA s o}

Alo] E 9 o] 21 | o] ~~of] DHCPE ISE PSNO. 2 &3} IP Helper 7| 9= Al 2~ t]no] 2of A

A Qo] 2 o) e T A

ISE A& 3#2] === 9|5 3}3l Administration(Hd]) > Identity Management(ID &2 >

Identities(ID) = ©] &34 T}

LHS ol A Endpoints(1 =391 E)E A g},

Az AAE A=FZIES MAC ié Fto} X 8l5to] DHCP ZZ B ol A A ¢ 545

FA U TR E 32). A E o= DHCP Z 2 Bk ARg-5ho] 24 5 Q1 ©# DHCPE AH&-5}o
FAE 540 A% EAH gt
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& 27DHCP Z2E S4 0

Endpaint List = 00:30:34:C4:52:84
Endpoint

* MAC Address

* Policy Assignment

Static Assignment

* Identity Group Assignment

Static Group Assignment
Attribute List
EndPaointPolicy

00:30:94:C4:52:8A

| Cisca-IP-Phane '|
O
| Cisco-IP-Phane '|
O

Cisco-IP-Phaone

EndPointProfilersenver ise-psn-1
|En|:IP|:|intS|:|urce DHCP Probe
IdentityGroup Cisco-IP-Phone
MACAddress 00:30:94:C4:52:84
MatchedPalicy Cisco-IP-Phaone
oul Cisco Systems, Inc|
PolicyVersion 22
StaficAssignment false
StaticGroupAssignment false

TimeTaPraofile 24

Total Certainty Factor 30

chaddr 00:30:94:c4:52:83
ciaddr 0.0.0.0

||:|hcp—cla ss-identifier

Cisco Systemns, Inc. IP Phone CP-7960

|dhcp-client-ident‘rﬁer

01:00:30:94:c4:52:83|

dhcp-message-type DHCPDISCOVER
[dhcp-parameter-request-ist 1, 66, 6, 3, 15, 150, 35|
|dhcp-requ95ted-addr955 10.1.13.1EIEI|

flags 0=E8000

giaddr 10.1.13.1

hlen 6

hops 1

host-name SEPOO03094C45284
htype Ethernet (10Mb)

ip 10.1.13.100

op BOOTREQUEST
secs 0

yiaddr 0.0.0.0
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EndPointSource

18]

dhcp-class-identifier
dhcp-client-identifier
dhcp-parameter-request-list
dhcp-requested-address

Lo
[P
[
o
o
=5
>,
%
i
v

EndPointSource™ DHCP Z 2 B 7} n} x|} EA] ¢l d|o] E

ol A o] -

¥
o
=
kY
=
>
(@)
Y
1~|>
@)
=
]
=5

dhcp-client-identifier™ U W4 2 MAC T4 & A& 31
HAE S TP A oul 4RI} AlTH U

dhcp-requested-address+= N =F A E | A 87 dF= IP T2 Ut o] 5432 dhep-client-identifiere} 7] 1P}
MAC F4& 7+9] vl g S A&t}
dhcp-class-identifier~ 7 L3 ERFH 54 S Al &stH 450 whet A2 9 A=A E o gk 2pA gk

A = AF Y th©] ool A= Cisco Systems, Inc. IP Phone CP-7960).

83t A8 1,66,6,3,15, 150,35, 151 O‘?}@ © & £7 Cisco IP Phone®ll B} A}-&-%] 2. & dhcp-parameter-
request-list+= 5‘5?1' Al =3 21 E 7} Cisco IP Phone ) & YEFY U T}

£.0Fshl, St ol 9] 540 & DHCPE A1 3fe] U] =] oﬂcid
CIBIOIA 4 4141 5 5] A

=
DHCP 3 C1 A8 402 5 9 715 & A SHHIeh o) 7152 59 %53
DHCP 5413 +71% 4 81 2 901 DHCP 542 +0% + zr1ith o] £24 & A= QE B4 7
W RRE AT DL FPo) Holu 2w AT

HTTP ZE2BE AISst T2 &
A BEgAE drE o7 EA A x9S ) Ao AlEFe= A o7 o 2y Alo] A -8, &9 AA,
A E O] FHAA Y AXZEY S HHE xEEste] A A HE Yt HTTPol A o] 28 A E—t— User-

3
AgentZ} 3l 3H= HTTP 2.4 &y 2 =2 dEg Y},

User-Agenti= HTTP ~ 2 H 5 A}-835}o] 4 + User-Agent 5/ ¥
oby e}t 8% WA A o] tHE HTTP 54 ol 4 A EF F7E Yo
Cisco ISE= User-Agent 5410l w2} A =X QIEE AWl 4= QI 5 A 2Hof Y E o] 9l e 7|1

L2 S AT F
HTTP E2%) & HTTP 212 A43Hs o AL§51E F /14 e oot 24U

e URL g]];]?ﬂ]/q
e SPAN(Y T}E E¥ vefs W)

T ZE 807 £ E 8080 Holl A ) BEbe-ARRH | TAlE Al By gyt URL 2 22t
2 557 User-Agent 54 & HTTP Z 2 Hof ATt

2 i
o

T

|

e
)
2 |
52

I

b

s

[
Jlm —“

HTTP =
SPAN '

Cisco Systems © 2016 4610l X|

=5
PR
1




lllllllli
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SOoFAMA &Y JI0IE

URL 2ICIEE S AISEHHTTP 222

ISEi= CWA(Central WebAuth), LWA(Local WebAuth), DRW(Device Registration WebAuth), Z&}°] 1 E

3 2 H] A Y, Posture ¥ 7} 2 NSP(Native Supplicant Provisioning) S H| £+ th=2] AF-&-2} Al A H] 2~ o] URL
o d S AR F YT o] 8 & ZF &8 Atellell A A=ERIES] §] Bep-9- A= ISE A A~ =R

g E A gt} o] 2] g 2 A2 Fol] ISEol 4] User-Agent 5745 A& = A5 TH

OH 33 AME EEEA S NEXERE 27] AT F-01 ¢ 72 URL 2]t &4 -& A8}l ISEo A oAl 2~
tufo] 22 URL BlH A S A = = o] vol dFHTh(LH 3304 02 Zx 3419,
Solo]AEN A A B4 5 I, Central WebAuth®} o] X5 Au]2~0] A AMu] 2 = (872 0 2
=S NI I RIE ISICh

2 28 HTTP Z2 2 0

ISE sends URL Redirect io access Endpoint opens browser; redirected
device as RADIUS authorizafion result to PSN on TCP/8443 {default port)

. sesmmEmmE
T L anm L} O
.

| cisco-av-pair = ul-redirect=hiips/ip:porifguesiportaligateway ?sessionld=SessionldValue &action=cwa |

URL 2] 42 NADM E 9] 2 A A 2~ Tluto] 2) 9] 715 Y 4= A5 U th NADE Al 2HH 2] t] gl o oo &=
Local WebAuth7} 5 Ut o] & F8f F-4d 2914 = 4 AEEH = § AT Ho| A& A& k= ISE
Guest TH 2 Fto|AEL Hele-A4 & 2t d gy,

T3 [SEO A Y E 9] = A~ tlnto] A& &) RADIUS ¢ 3k o] & URL & t] P A S A &ek 4= gl5 ).
RADIUS ¥ 3t H-o 2 E ] A% = URL 2| t] &4 2] of o] = Central WebAuth7} 1 &1 | o] & -3
tulo] 2= ua S g a4 o= dae 7 syt 28 A AL Egte]AES}S
AH) 22 = Tho] AW 43 A IDE S8l FAE YT

Cisco Systems © 2016 47HIOIX|



EHOF O A HiH J10|E |I|I|I|I|
T cISco

SPANS= AIZSHHTTP X288

URL &9 &4 glo] HTTP X2 H & AF8-317] 93k A 814 HFH 2 SPAN, RSPAN =+ Network TAP3} 742
WS A8 o] 9 EPE S ISE A A AH| 2~ ==9] SlE o] =2 H AL AL v H st A YU . o]
WH 2 URL 2t g d o] B7153lA Y A 7hgelA] & o 7|24 o2 A8 YT}

2 Atell: RADIUS Dt S Z 0N 2 201 B3 Jtsdt B, URL 2ILIZ @2 HTTP SPANEC A5 &= 2 LICH 2ICI# & S0l 31 User-Agent
SH0 BXoHH HTTP IH2L0IA SES ZAotl 2 240t)| 918 ISE 3 NblA =2 MetHel Ecid 25t E201SUICH

RADIUS J|BF IS AtESHAl &= Cisco NAC Appliance 5 23 0|Lt RADIUSDL Ot& A A CIHOIA N RSEIX 22 AESHLQE
M NN 20l URL CICIAE0 HEEX = ZR I LS SPANRLICH O 01R= 27 AME22 RADIUS £= URL
2lClg & 210l & User-AgentE 2 & & DI 2L LICH

19 339 AZ EZ 2 Ao A= SPAN = Network TAPS AF851e] WLCO| 25 F-H Sao]d Eof A
AR Aqu] 2~ wro] HE QlHF o] AR HF S HALSE WS HoFy ke o2 72 A ). SPAN
A} L E o= PSNO & o] B3l AA2A ¢ Egg o] &8 A kel EA s &4 0] 9] AL°

HTTP Z=E 2 IP-MAC =4 HiQlE 25 AlEt

HTTP EF Y & A =F A EQ MAC F4 5 E36HA o2 HTTP LEH E 45 &= Ho]EE % 43|
A5 AAF 7] Yl A= ISE A Au] 2 w==9] ARP 7HA] ol o] =X E o 3 [P-MAC F4
vl o] glojof et = A EXJAET} 3]G MAC 542 ISEY] 4#] A A & A L= A49 [P
Fa7t gl 5ol S5 User-Agent 5445 483 4 Q= A =ZJIEVF YO B = HTTP Z 2 Hoj| A
gr5E ZE2U " dol g7t AHAl g Yt whebA] HTTP Hio B & 3 38H7] Aol & =2 H & 53l I-MAC
T uRRIg S gFdlof U o] AR E AFste dl A - e 22 H & oS3 25U

e RADIUS(Framed-IP-Address 54 2 %3l)

e DHCP(dhcp-requested-address 54 S 5 3l))

e SNMP FZ(SNMP =% S 53]
IP-MAC HFQIS 8.7 Apadel] thh o 2] 2 Al shi= 5S4 HTTP 23 d® Alve] o7k Ut ol & =4
g5 25y

o FTolAE L ZH|AHJS A3 URL 2|t H A

e Central WebAuth= A3k URL o] & A

Eci0|HE ZZH|HE S AHEEHURL 2L

Jz

&

CP(Z o]l A E Z 2 1] 4 )%= Posture o] ©] 1 E 2 NSP(Native Supplicant Provisioning) 4] H] =~ & &-/d 8}t 4=
ANEF o|HdE D Ay ago]d gd S AEFRJER 5402 2 E3H= ISE Al AH| =Y T,
FoolAE Z2uj A= URL & H 84S AU T CP Z2 A2 Fofl A M| 2 === AREA}
o] HEE Sall 83 Z2u A FAE gotelr] 913k S0l E 0SE ddsjof gyt & &
=X A E7F Windows FEFo|AE R A5 = 74 L 23 X P2 93 Windows E2A] o o] HEE
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AelafoF ghuth, npzl 7] 2 = ¥ Q1 E 7} Android Z8}o] A E 2 €4 ¥ = 7% $- Android E&}o] A E &
Supplicant Provisioning 79 & M =Z 1 Eof 2] & oF gt}

So]AE X 2| A AH] 20 A User-Agent 54 S 8H558}= A9 ISEx= L2 A Y AU A5 o] AR Z
o] Este] o] AR E ARG HgE Seto]AE ZEH| A g2 &4 Mol 3B R ISEv= AlA
TR Aol A 73 A =] = MAC 5=4(Calling-Station-ID)ol| ©] X E &8 4= glH5 Ut} o] LA AW A E | =
o] o AEEJEE Hds] Z2ad 5 s 4 glHFU)

KeX

T

[
=

Central WebAuthE AIE8HURL 2|C| &l A

CWA(Central WebAuth)= URL 2] U] &4 & AFS-3U T CWA Z 2 A2 Fofl HTTP 22 B = A 2 Au] 2=
LEA dosrt a2y g d HTTPS 3 7 & 2 5-F User-Agent 544 S A3 4= F U SEFo|AE
ﬁiﬂl A Au] 2} mpA PR 2 A AE S5 ISE7F A 7)Aol 4] MAC —zrd\_(Callmg-Station ID)E A
T A= G A 2P YT o] ZEA| 2 A HTTP 22 H &= A =21 E dlo]E o] =& A9+
%ﬂﬁ?} User-Agent 2! ¥ MAC +45 853 o+ s

UAWEA 0 2 HTTP X2 H = User-AgentS 53l S2}o]AE 0S F3 S 8X T S 90&=3 O]jrol(Hi Fi)&
TEUT HTTP 22 B = & AA] 7|0k g = o] Fa gk - EFXRJETF AR A4EIA], op
A ARREQIA o] whe} a7 o] ' AP shE HA| A E Al g el of sk A fAg ol A d - Y

A ubE] @ RLF(CP AFE URL 2] T] @A 3 CWA A8 URL 2] T & 4)o) 4] IS —t— 7% 9] IP-MAC Z=2 v}olg)
glo] Iz User-Agent 5745 MAC 40l 28 5= 5 TH A= E 9} 213 3k o] o] 2¢] s &5t
AZHEA v e g 5= Egfd o] B st= 45 A9 3kal HTTP SPAN Ho 4% AVgshe g 7] E 9
IP-MAC ¥}Q1 ] JJE@ME} o213 543 A WA 2 MAC Fat AA AEEJE0|H 19
wtet AEEQIE ol BHo] =& Yulo] Esh= Ul A& 5 S5 Yt

N2

D ALZl: User-AgentS 222 H CWA & AtellilA HTTP Z2E 2t URL 2lCIS &2 ALESHA Al 2. Posture 0l 0l M E & &= Native Supplicant
Provisioning Al H| A J} “'9&* 22 220IHE ZZHI MY UM URLZICIZES AISS T2 0| (S22 =# S LICH Jd2iLt
A0l 2t Posture & = Supplicant ProvisioningOl “'OO|‘I| U2 BRUE AT HOZ CPE E2|Hol= 20| HEs = ASLICH 01E
TI WA= AMEZQE T2 0| Unknown(2 = 2 E) L= Incomplete(B22 )22 S & E Z 2 CWA(Posture 001 M ES &4 3te)
= CPP(Client Provisioning and Posture) A Bl 2 (Posture Discovery)Z 2|C|2i &0t ELICH SHE= ZZ M A0 A User-AgentS
éHoPO# Z 1t Posture &HEH 0l 4 CoA(Change of Authorization)E E2IHotE = o1 &6t= AL LICH OAl HZE 32 B0 X EHL
IO 2X 50 et ME22 2 20 33 RE38 g9 > ASLICHL

&AM g8 WM, URL 2ICIAE 2 E M MHIA S0 User-Agent SE S JtH =S [ THA! 0121 20l Hiol EcHE 26tE
ZASHe £ A2 Z UEIFOZ HTTP SPANELH HEHELICH 22 E5 LS ARPIHAIE S MHRX 0 Z2MUS
UASLICH E8H RADIUS 28t 200l J]EHet URL 2ICI2 & 2 &4 RADIUS EciE0] S2 = S28 PSN2Z2 222 0lef&t
clCEE 2 0It8d AlLelE 2HAstELICH

il HAIA CIHFOI A2t 201 RADIUSOE REEIX %2 E JHAl AlLt2I 20l A= SPAN 2410] A Jts

ro

=2et 58 = AsLICHL

HTTP =2 4

o)A Ed o HTTP 2B 2 AL8-318 W A~ t]ulo] 2~ = HTTP E| ¥ & ISEZ 24
2]t F 4 (ell: Local WebAuth &3l)3} 71 Lt RADIUS ¥ 8+ -0 & &3 glt] & a 5= glojof Fuut.
RADIUS 7|4 gjt] & d o] 74 9- A3t Fof A3} 2 url-redirect] Cisco AVP(54 4t 2 E Hb3lel= A3 F o
A gt & Ao ISEE T 8l oF Tyt
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Y E$H 3 EIHTTPH

SPAN©O| HTTP X 2 H & AL-£3lH U EQ Tl A & e F o] ~E 53
A EsloF gy,

Tshes A YR 2o o9 Yol AFH) AL ISEPSNOE

ISEOIA HTTP 22 & & 43|

Step 1 Administration(¥2] ) System(A] 2= §l)>Deployment(7-5) 2 ©]&3}3L RHS 9] 5% ==
2o A 2o Y g S AW A2 s B e g o}

Step 2 Profiling Configuration(3Z 2 3}l & 13| 18| o] ) 51 S A el gt} HTTP X =2 H o tjj s+ 2| &
F7Fstel HTTPeh= ShelshS A B g th(1 | 34).

O 29: HTTP 222 I 4014

v HTTF

Interﬁlce| GigabitEthernet 0 v|

Description | HTTP |

Step 3 HTTP E& Y o A& QE o]~ A8 gt

Step 4  URL 2]t & Ao AF&-3te] ™ A4 A H] 2 (e]: RADIUS, ¢ 215, Posture 5)°l AH-&5 &= A3} 53t
o1& ¥ o] 2221 GigabitEthernet 0°] Q1 E] o] ~ & A}-g-E| o] oF gt}

Step 5 V|2 ¥ ¥ = E Y H(SPAN/RSPAN/TAP)O A}-8-317] $lalA &= & Qe | o] ~ofoF k(1 35).

JE 30HTTP ZE2E A0 0dI01& - QIHH 0l A

v HTTF

Interface | GigabitEthernet 3 -
GigabitEthernet 0
GigabitEthernet 1
GigabitEthernet 2
GigabitEthernet 3

Al

Description

Step 6 Save(dHHE Fste] WA AL At
Step 7 28 AH| AE ALLSle] A E

i EYT ny " 93 QT Ao 2 ¢l SPANS FAIGHEE of g AWM M| A == A G
Ao = &

o3 A M| 2 2o dgsts AL HeshA] &

St ISE ==0f tjgt F-3}7F 2 A 7+ A
EZQ83 229 doly F&o] A 4= 9l
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ISE(UE<R A 2la2)0 HWIEK A CIBtolA F=It

HTTP Hlo|E] & 7] %] 8}+= vpH o & URL 2| t] A H S A} 8351= 4
Y ES$ F HA 2 gufo] 27} o] FEA & of glojof st} 12 st
F7FetAY HAR- S oF sl F71H4 9 @A 7 H 2 81A] 5 U U
HTTP t| o] E] & 74 4] 5} = W O 2 SPANS A}-851= 79 RADIUS 7|0t Q1 =& =331 #] 9F o ol A~
tlnlo] 2 & ISEY| F7}18l of shuli= 54 &7 Alge] gl5 Ut

clCl2EE HTTP ECT S £AISIE2 ISE B2 AHIA L€ QI HIOIA 24

URL U] & A& AL-&-3F= 49 7] ¥ GigabitEthernet 0 1 E 3] o] 2o 4] HTTP X & H & 34 g} & of gt}
ad B e F7FAR1 dlE Hlo] 2 A o] d o] H sk syt

Fol' _lo

l

HTTP SPAN EciZE #AIGHES ISE 32 AHIA =& 2IHHIOIA 4

SPANS A}-8-8H= - 118 SPAN QIEji|o] 220 A HTTP E o) ¥ & A8 =5 HTTP 2B E 4] of
FUTHISEN A 418 SPAN lE| 0] 22 T4 3hel W vhe B SR kA 6.

Step 1  U3tE QB H o] A= 3T SPAN A} EE H = Network TAP Sl E] o] o) B2 2 o7
A2

Step 2 ISE PSN =< (CLD°l| AUt} 131 Q1] H o] 2~of tf 3t Ay 18| o] E =0l A no
shutdown= ¢ =5 sl Q1E o o] 2~ 7} €A s U o},

Step 3 ISE CLI " ¥ copy running-config startup-configS A}-&3}o] ¥ 74 W88 A4},

#1: VMware 0{Zct0[HAANA AE= 3 AHIA 29 F2

T2 82 AEHHIOIAE ALSotI| Aol Jtel ISHOIAA THEt =0t Ot AEBIOIAI FEEN A= A2 I ELITH EX1 Al
2EoHX RS BRISELEE S20ot] Z= QB HOIAN A ESX HE2H0IH A2 oE/IN R UWERZ 2T elloldS SO0l EoH0F ISE
20 elol8S AL e = ASLICH

5t ISE DHCP SPAN QIE{HI Ol A0 A SPAN/OI2] ECHE S 421612 X VMware HHE2H0I A A UM Jta ARIX = CIEHHIOIA00 CHoll 2XHE
P E HdFG0F ELICE 0] 228 &4 35t6ted H VMware Host(VMware S A E) - Configuration(21 Il 121 0| &) > Hardware(ct =9I 0{) >
Networking(Ul E®2!) > vSwitch(A I Xl) > Security(22H=2 0/S36tD TS 201 Promiscuous Mode(R XHE 2 E): Accept(==2) (71 =23t =
Reject(12))E €& & LICH
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Policy Exceptions

Promiscuous Mode: |,ﬁ..:.:e|:|t j
MA&C Address Changes: |.ﬁ.|:|:ept LJ
Furyed Traisimils: |AEEEDE _:J

(]9 Cancel ‘ Help

HTTP IH2!= ISEPSN2Z 2|C|AHEFIESE 4 HAA ClHIOlA 24
CWA, Posture =+ Supplicant Provisioning= X F3F 52 A 0] 2~of &l URL 2] t] &4 S 2] Y sh= A~
]

tulo] 2~ 73 1 o] 2 o] 7ho] = o] W 9lof &35} k5Lt @ ¢Fsl A, Cisco Catalyst 2~ 9] X & A}-8-3}¢]
RADIUS & Folo] mpe} gt e S A Yats o 2 o8 el o ohea) f-ALg T
o AW AT 17 o] B A HTTPE &4 3}

sl A el o 2 HTTPS A ¥ S 24 313 o).
e ISERADIUS #3F F-oo A glr) e o] 49tat Ega & N 487 98] Fxse= 2o da
ACLE T4,

=
4

o

|

ip http server

ip http secure-server

ip access-list extended REDIRECT-ACL
deny tcp any any <PSN_IP_ address>
permit tcp any any eqg http
permit tcp any any eqg https

ZelolAEo A A 2tE EgF ] 79 Catalyst 2] X| = HTTP 2 HTTPS E & 2 5F9] gjv] g8 % Yst
T AFUTHISER 2t S A 5= E o2 4/ HTTPS Y Y T

HTTP Ii2! S ISEPSN2Z CICI&EGIEE S HAA ClHIOIA 24

CWA, Posture =+ Supplicant Provisioning= 3% E4 Mu] 2o 5] URL Y A S A Yel= A=
gjafo]l 2~ Ay 1 o] AL o] 7Fo] =9 WY 9o &3514] ¥HFU T 8 O]:“fﬁ‘]-‘:’d,Wireless LAN Controller=
Abg-8Fo] RADIUS @&k F-of o] w2} 2l e d & x| 4sh7] 913 o= SHAl= v ol oF AU o

P oot
N d'rd' {U
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Step 1 Security(2.QH>AAA->RADIUS - Authentication($! 5-)=>(RADIUS Server)(RADIUS
A1 8])>Edit(H )l A Support for REC 3576(RFC 3576 A -1)©] Enabled(AH-8)2 A4 & o] 14
gAY THLH 36).

8 31 R ZEESE ?A8 CoA AT d0lE O

a4

RADIUS Authentication Servers > Edit

Server Index 2

Server Addreszs 10.1.100.5
Shared Secret Format ASCII
Shared Secret e

Confirm Shared Secret e

Key Wrap O (Designed for FIPS
Port Number 1312

Server Status Enabled =
Support for RFC 3576 Enabled -
Server Timeout 2 seconds
Metwork User Enable
Management Enable
IPSec [l Enable

Step 2 WLAN-Edit (WLAN)(¥ % (WLAN))-> Security(2.2h>Layer 27 0] ¢] 2)ell 41 MAC Filtering(MAC
E )oll dal WLANS- -4 &Yt} Layer 2 Security(&] ©] ©] 2 H.2F) 2 Layer 3 Security (2] ] ©] 3
H h &= None($l+) o2 AA =] of of k(1™ 37).

832 R0 HEEHE A8t MAC 2HE 2111014 O

WLANSs = Edit 'guest-cwa’

' General | Security | Qos | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security 8  None -

OMALC Filtering
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Step 3 Advanced(2L ) B ol A Allow AAA Override(AAA A 73 2] 3]-8)E A1 813} 31 NAC State(NAC AHENH =
RADIUS NAC=Z A A Y th( 19 38).

8 33 R4 HES0l (8t RADIUS & &t £0 240 Jellol& o

General | Security | QoS | Advanced |

Allow AAA Override Y| Enabled
MAC

MAC State  Radius NAC -

Slo]A E A Al zte E gl 9] 79 Cisco Wireless LAN Controller= HTTP E 2|3 2] t] &l A 7k X 1 gt}
HTTPS E&|= glujald L 23817 &5t ISERZ g a s Eg a2 34 HTTPS Y Ut}

RADIUS 28 20HZ URL c|C|HE S =865 ISE 4

CWA, Posture "=+ Supplicant Provisioning= X 33t 524 A 0] 2~of t) &l URL 2| 1] &4 S 2] &} ISE
9] e o] id & o] kol = o] W9jel HabA] eb Tt 2 oF8H, ISE W’ 0] 4 A ©] RADIUS g -0
ue 2]t e 42 A 5] 919 B B O oSk AR .

Step 1 ISE ¥#2] Q1 d| o] 29l A] Policy(“d 2])>Policy Elements(“d 2] 2 72~)>Results(2 ¥H) 2 o] 53 T}

Step 2 LHS %ol A Authorization( $F H-1)-> Authorization Profiles( gF F-¢] X 2 5} ¢)E A &1 3l t}L-
RHS #oll A Add(F=7hE S8 3Fe] 17 399} 2] Posture_Remediation®] 2} Al 71 g+ o]
TR F7hg
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8 34 URL cICIEE 2O Odol8e 2et 20 T2 0

Authorization Profiles = Posture_Remediztion

Authorization Profile

*MName | posture_Remediation |

Description |

* Access Type  [AccESS_ACCEPT K3

¥ Common Tasks

DACL MName POSTURE_REMEDIATION | - |

O vian

[ voice Domain Permission

Web Authentication Posture Discovery v ACL ACL-POSTURE-REDIRECT

Aukn Crmmrk DAk

¥ Advanced Attributes Settings

Select an ftem Q= )

¥ Attributes Details

Access Type = ACCESS_ACCEPT
DACL = POSTURE_REMEDIATION
Cisto-av-pair = urkradiract-ad=ACL-POS TUR" R"DIRECT
Cisto-av-pair = urkradirect=hiitps://ip:

ionldValueBaction=cpp

1% 399 T AH ool M= A 2] @A o] Posture Discovery = A Bl ¥ A El 2 Web Authentication©| 2}
ol Eo] A4 &F 2ol e = o] QlF Yt 18 H Al =321 E7} Client Provisioning and Posture A] H] 2~
= CPPE g Ag Yt glt] &4 ACL-S ACL-POSTURE-REDIRECT | W o} 4] 2~ t] H}o] 2o A 1] g
?”EM olofof Fruth. Z1o] whE Z 3} RADIUS ¢ g o 7} speh A o 2 72 A H]of 9lFth,

Step 1 Policy(”d #)->Authorization( ¢+ §-¢]) . 2 ©] 53} 31 Employee_ PreComphantE]-—* Ak Fo g2
A S F7FEU S o] F A 9] A9 AFE-E = Huto] & {3 o] 9] A ~H o] & oFy Al Apple
iPad = o 2 ol A} Ag Hof T2 A S AFE S Tl Y 40 Fan).

O 35 URLcICIEN @0 CHet 2et 20 2 A2 0

Employee-Workstation Workstation Employee Employee SGT_Employee
Employee-iPad Apple-iPad Employee Employee_iPad SGT_Guest
Employee_PreCompliant Employee Session:PostureStatus NOT_FEQUALS Compliant Posture_Remediation |
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19 40 do A& Hho] IES Aol AAH el A Elﬂ} 12~ 3ol ¥4 l °o]d Y+= Apple-iPad <}
o 2 5}A] o Ao vk A X 6} = 3t7] 913H

o]

A A A AEFERIEID Z1F F ket Follrk <
&mWwPMkmﬂmabﬂ]Eﬂﬂ@%ﬁ%ﬂ v%%]q%]AaniﬂlﬂMﬁw%ﬂ%%
21 21 o] Posture_Redirection 12 3} & %] 3}+= 7] -$- Posture_Redirection®] 2}+= @A 3l F-of X 2 5} o] st L},
212" RADIUS A3t F-o] 7} M M| 2 T ufo] 2~ 2 wk3LE] o Client Provisioning and Posture 4] H] 2= tf] gk URL
gt o] e}
HTTP EciZ AH2= ISEPSN2Z E%aEE HE<SI3 CldiolA 24
EH S ISE A B2 o v Pk v = ol g 7HA7F sy T Aol A 1= Cisco Catalyst

o]

=

Fel = °l 4
29 2ol A VACL CaptureE AH&-aF= A RHA Q1 gk 7hA] W& Hofiu . o] WS &3l 44 ¥4
E#IVHISE A A AH]| A R =2 493 5 Q&

D Al AL Jfgé ZR, B EHHB ISEZZEZ 22 = A= ZEHY SN 2E Itse Ecid 012 S Xots NS TAP AlAES
S ZELICH J10ll= SPAN ZAIS AtE0ot 222 E UI0IHE &26t= DHCP SPAN 2 HTTP =2 ED ZELICH 112 TAP AIAENAM =
Ol Ee= Ecimol et DotEdsS NEEUT

EQIZZINA XIActs B2, UERD EfmO M UM E oIE2ot== RSPANI &M XIs& SPAN JI=(0: 22 A2IXI2 VACL Capture
= VACL Capture/Redirect)S & &g LICt.

DHCP E # ¥ 9] A7} 5= o1 E ¥ o] & = VLANS el gy vl WLC] o] 18] 2 (egress) €1 E] #| o] =~
= DHCP A H ol )3t A A3 2o EA AALH S B E Selo] A E DHCP 3|7 & 743317 93 o] A4 ¢l
21714 4= A5 YT

t}2 of ol 4] VLAN 40-44% Cisco Wireless LAN Controller 5500 Series = E # =% U t}. GigabitEthernet 2/37-
VMware ESXi 4.1 4 83} Cisco UCS A H of] gk 291 %] L E AZ YUtk ESX A H = L2131 F o
GAstE o =AY M|~ 22 FAAEISE 7MY o So|d A8 S AY YT QI H o] &
GigabitEthernet 2/37-2 7] 7}H] E o] t] Yl 30 2 ISE PSNol| <12 ¥ 714} el o]~ & A YUt}

interface GigabitEthernetl/1
description WLC5508 ETHO (Port 1)
switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 40-44
switchport mode trunk

interface GigabitEthernet2/37
description UCS1 SPAN (port 3 of 4)
switchport

Step 2 VLAN 40-44°] = HTTP E ¥ & U XA 7] AL ISE PSN 1 4 & &3l == VACL Capture =
T4 g

Step 3 T} &l HTTP Edfj 3 vt A XA 7]= 3 ACL¥} 3 E 1P Ed| 3 &
ACLS 7834 th

115/

AA7] = EuE

cat6500 (config) # ip access-list extended HTTP_TRAFFIC
cat6500 (config-ext-nacl) # permit tcp any any eq www

cat6500 (config) # ip access-list extended ALL TRAFFIC
cat6500 (config-ext-nacl) # permit ip any any
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Step 4

Step 5

Step 6

URL 2|C| =t

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

HTTP_TRAFFIC ACL¥} & ]6% Eg I 742 v ES A A= A
N2~ WS A Th T DS VLAN A A 2= g o] A E‘r% LEE
gg;ﬂ KR 73tﬂ- }L< T E}%% ] }\ ﬁlxﬂzﬂq;]t}

§ ~E AFE-3}o] VLAN
3 (ALL_TRAFFIC ACL¥}

éﬂd_l

cat6500 (config) # vlan access-map HTTP_MAP 10
cat6500 (config-access-map) # match ip address HTTP_TRAFFIC
cat6500 (config-access-map) # action forward capture

cat6500 (config) # vlan access-map HTTP_MAP 20
cat6500 (config-access-map) # match ip address ALL TRAFFIC
cat6500 (config-access-map) # action forward

o}8-37} 72o] VLAN A2 WS VLAN 40, 41,42 2 430 A 835} VLAN ZEH S A3}

cat6500 (config) # vlan filter HTTP_MAP vlan-list 40-43

A VLAN 10022 &}-¢8 5= E TS £383519] VLAN 40, 41,42 2 439]
nE 3 O 3¢
a1 = -

S5 A EE(Gi23)E AU .

(o))
=

cat6500 (config) # int Gi2/37
cat6500 (config-if) # switchport capture allowed vlan 40-43,100
cat6500 (config-if) # switchport capture

S NS0t HTTP =2 E HI0IE Z2I(CWA 0ll)

Administration(¥+2] ) Identity Management(ID ¥2])->Identities(ID)-> Endpoints($l = 3 ¢1 E )] A
Q= Z O E 2 Az}
ISE PSNeI| t g HTTP & U] &l & A Y5 -4 H A A 2= tlnfo] oA IEXERIES] A4S
A Ph7F oAl A4 SL‘/] =3
A=TAE A 9 AFS AHE o] 2T
ISE 4 3 #2] === 0|5 3}al Administration(¥2])->1dentity Management(ID ¥+2]) - Identities(ID) =
o5 Fuict
LHS “ol| A Endpoints(1 =31 E)E A Bigh o},
AZE AZE AEEZJES MAC F4F Frol A8 sto] HTTP Z=H oA A3 54 &
FEA Y T

1% 419] of ol &= HTTP 2= H. Yk AE-s1o] URL 2t A S Fafl R E 54 0] 42 A = o] YEhd

AHFHT
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S AEBHTTP 222 S4d - CWA 0l

* MAC Address

* Policy Assignment

00:50:56:A0:0B:3A

| Windows7-Waorkstation

Static Assignment [

* Identity Group Assignment
Static Group Assignment
Attribute List

EndPointPolicy

| Microsoft-Workstation
B

Windows7-Workstation

EndPointSource

HTTP Probe |

IdentityGroup

Microsoft-Workstation

MACAddress

00:50:56:A0:08:3A |

MatchedPolicy

Windows7-Workstation

oul

VMware, Inc.|

PolicyVersion
StaticAssignment
StaticGroupAssignment
Total Certainty Factor

20
false
false
60

User-Agent

Mozila/5.0 (Windows NT 6.1; nv:11.0) Gecko/20100101 Firefox/11.0 |

CiIscoO

o) =
=]

e e 7] BAol A wAH o] A,

EndPointSource
MACAddress
OUI
User-Agent

-

ool = HTTP X 2 B 1 A}-£-5}o] URL 2| t] &
£ Alve] 2ol M= IP-MAC 2 mlld o
Hlo] 2o 71 4= dF Y

EndPointSource®l| A1 = HTTP T2 H 7} EX4 Ao E
MACAddress= M| A ) Aol A 7} = gEd Yt

OUI+= MACAddress #toll A 348 Yt

1m

User-Agenti= ©] VMware 7| JF S 2}o] A E ol Al Windows 7 3 A A7} 28 T A F A= T 2.3 dlo]H

ERJEDU T

URL 2ICI2l&E =S AtE0H HTTP 222 [HOIH &2|(220IHE Z2H|HY 0l)

Step 1 Administration(¥ 2] )>Identity Management(ID ¥+2])->Identities(ID)->Endpoints($l = 3 91 E )] A
Q= O EE Alx T}

Step 2 ISEPSNOI| tgt HTTP & U & & AUt a5 -4 H A A2~ tlnfo] 2o A A =EXRIES] A4 &

a2 37} oAl A2 E
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Step 3 ANE=FQIE A 2S5 Al =TT

Step 4  Administration(¥2] )9Ident1ty Management(ID #2])->Identities(ID)% ©] 53} 3L LHS ol A]
Endpoints(°1 | =30l E)_E_. A ER '61—1/] ]q,

Step 5 A= AZE JA=FZRJES MAC F4E Ztol A Esto] Sefo|AE IR Ad A H| 2o A 74 g
EA4S BAEYH.

Step 6 17 420] TAIH oo A= Z2H T B S E A ¢k A FEfo]AE Z2u] A J el A URL
DT e M2 ALgaho] 478 SAo] 4 EAIE 0] it

O 37URL CICIAE S MESHHTTP 222 E4 - Scl0IHE Z2HIM < 0l

* MAC Address 7C:6D:62:E3:D5:05

* Policy Assignment. | Apple-Pad -
Static Assignment [
* Identity Group Assignment | Apple-Pad v

Static Group Assignment [
Attribute List
EndPointPolicy Apple-iPad
EndPointProflerServer  Be-psn-1

| EndPointSource cp

IdentityGroup Apple-Pad

[ Macaddress 7C:6D:62:3:05:05 |
MatchedPolicy Apple-iPad

| oul Apple, Inc |
PolicyVersion 20

StaticAssignment false
StaticGroupAssignment  false

TimeToProfie 26
Total Certainty Factor 30
User-Agent Mozika/5.0 (Pad; CPU OS 5_0_1 like Mac 05 X) ApplkeWebKit/534.46

(KHTML, like Gecko) Version/5.1 Mobile/9A405 Safar|7534.48.3

Step 7 AE TAE 7] EAL CP(E o)A E T 2H) A )2 A A ¥ EndPointSource S A &) 511 o] A o 9
AR Y o

SPANZ2 AIE3Id HTTP Z 22 0|0l &9l

Step 1 Administration(¥ 2] )>Identity Management(ID ¥+2])->Identities(ID)->Endpoints($l = 3 91 E )] A
=3O EE AT}

Step 2 7 E A2 Ejubol oA AEEQIES] A S S A ek} vhAl A G

Step 3 A=EZJAENA ] BHep-A & il ] Abo]Eo] tf &k hitp HAH2~E A= T

Step 4  Administration(¥2])->Identity Management(ID #2])->Identities(ID)% ©] 5 3}3L LHS ol A
Endpoints(S1 =X Q1 E)E A &gt t},

Step 5 A= AZH A=XQJAEL MAC FA4E zro} AEld}o] HTTP 2 H ol A 73 s 548 AU
Step 6 13 43| := HTTP X2 H 7k $A 3} A SPANS AFE-3lo] =59 EA0] 7z A9 syttt
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Endpoint

Endaoint List > 7C:6D:62:E3:D5:05

* MAC Address  7C:6D:62:E3:D5:05

* Policy Assignment | Apple-Pad v

Static Assignment ¥

* Identity Group Assignment | Apple-iPad v
Static Group Assignment [

Attribute List

Cookie

NID=59=eFjUh-KeyMVy3sJa6yMES3u3T1LDRrpokgVVdInBu30HDIVT
PREF=1D=14254f10b36df751:U=9b71d718247blacd:F==0:TM=133

EndPointPaolicy

Apple-iPad

EndPointProflerServer  ise-psn-1

[ Encrontsouce HTTP Probe|
| Host www.googla.com I
IcentityGroup Apple-iPad
|MACAd:|ress 7C:6D:62:E3:D5:05 |
MatchedPalicy Apple-iPad
[oul apple, nc |
PolicyWarsion il
StaticAssignment false
StaticGoupAssignment false
TrmeTeProfile 21
1otal Cartainty Factor 30
Uzar-Agant Mozils/5.0 (iPad; CPU OS5 5_0_1 ike Mac 05 X) ApplaWeabkit)524.26
(KHTL, like Gecko) Wersion/S.1 Mobile/924405 Safari/7534.48.3
ip 10.1.41.101

ol ellet FAZ 7] A= dF MEE SAE 5] AdFU T

O] ] H| Vo*fﬂ
¥ UJ]HTTPJEH AL&

Y0 Q. A e
i}

ox 19
ol
o

o,
oy [

S HTTP Z2HE B3 5149 4
SRR

Do 30 ¥ I fo
r oy ¥
e

l'lllllll
CIscoO

CWA Z2A| 27k b5 o] -9 82 URL Y Y A& AHE-3h S 33 AU U o] 2]’ 714 ]]
o7 % F7HHTTP 3t A K] A& ey,

o] & gt

JelolERQUT ARSE A & o s S0l tE o] H 3 82

‘34 718 ZEA 2 ERA F G v E T UF
A Sl User-Agent2] 7] %1 7} SPAN ®2]of] 0] 3] dwlu} v &
UHA] g ZFZ3ho] BoF T

AE User-Agent 54 °ﬂ o3 A= G AAE VIR F/7E T UF
RNo™ EAE Hg-o = Fefol A E T 2r|AY Mu|AE S8 3
gk 27} F4 91 Wk ol &= URL 2] t] 2 A 2} SPAN 7] 9]

AW O 2 RADIUS Q15| Bl &/t ghg oA Zrakelwl o] 83 4ol = SPAN©| ¢
UATEURL gl & o] A4 o] a8 H‘HE}.

O

714

27%]%‘3 2w

(A
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DNS Z=EE AISst ZZ e
71 AEFZRJNES P 47} Sh54H 79 DNS 2 H = ISE A & A H] 2~ == A] A i3F DNS 3] &
7|WEO. & DNS FQDN(A 7 8k f=v]l o] 5)= 5= vl AR Yt Z18 22 DNS 2 2 H 3= 1P 547} k&3

s
A9 olelol e 255 A ek
AEFAE P FAE FU5Hs U AT 5 Qi TEnt et 25U

e Framed-IP-AddressE & ¢t RADIUS X2
e cdpCacheAddressE & SNMP 22 B
e SourcelPE &3S HTTP 22 H

e dhcp-requested-addressE & ¢k DHCP 22 H.

A IP F 4 ofoll, A& DNS 23] 7F 256H7] /3 v 2 Ab&ell = o= 7HA7F sy o

e DNSO ZHAEFRE &= FAECAYIE(ERE o)) W ¥UH == PIR @l ZE(IP
Fa)y7Fd e
o <=3 Eo)A DHCPE A}-&38t}al 714 & uwj DHCP A] B ol DDNS(E 4 DNS)E 43 3l oF 3t}
e DHCP AW Ay ago]de] el =¥ Eo = 54 QHo|EE 23t 2] 1o)X o]
249 sy
o THOo® o] EX = DNS A FA4E 16t ISE A A2 m2s -4
DDNS7} A4 5 o] A4 3] 2153 vt 7F4 3 w] DNS 2 & H = FQDN-S 7 A 3¢
a8X] o Iukak 237 A 49 5 o] FHE A &HFU

|z

Off

floF S ot
A=Y

ol
I

+

(

HT T2E o]F, =l o] F == FQDN B 73 o] 574 A=l E 755 45 o5 542 123
FES ke v AHE 5 AU o & 59 EE Windows CP S gho] Y E o jsmith-winxp 2} 72 2o =

o] 2o] &5 79 Windows XP A EFZAEE BF5}7] 98 7 A host—name 54 T+ client-fgdn 574 &
AHEE = AFUTH a7 A 2 gt A ol mhet 71§ A= QI E O] S E o] & jsmith-corp-dept 2} 7
SA0Z Ao & At 7 ARk ASeke vl 1Y S S AR F Ay

22 EAS DS £58HA FEF Fodof Ut 50 dEZRJNET 54 3 Y& Ve =
54 2% s F71e 91%‘44. o & 5o =l gol Ag o] FAES AFEste] 2ol ojgh
A N2~ PES AR = 5t} o] A% PC2 host-name E*é(%] Aol dEFXQJIE D 1750 =
T el gho] 239 A Ut FHaL: o] 7ho| =9 SIRFo| M= T2 U3 AdEFZRJIE ID 7159
A ol o

2
:?L_“
i
o,
%
i
i

ol 7)ol A e AAH 2 TR HE AMEE] FQDN = 83 74 848 3T 5 dFyth 18z
e 92 F3 FQDN| U = 5 U3 FQDN g K & o] V] A}ﬁf% T AT 4Tl =DNS ZRHE
A}%%‘ a7} %i%?ai—s—wﬂ}.laMDHcpea} IRNE A7 S g3 oS gus A4

1% 440 4= DNS T2 H 5 AL A E EZ 2 X5 RoF Ut gl YEld 2 X 9 ISE G Anj 4
re=oy 7kA W F 3 A 2 AR Ee] AEFAE S [P FAE S5t 17 tHS PSNS IP
Faol e A 235 A S Eo] FAE W ISE L2 9 E A as dEEQE Pas
FQDN E4 © 2 ¢ do| Egtt},
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JE 39DNS Z2E 0

Endpoint with MAG
address 0-306-Xx-Xx-
xx-xx has IP address
XXXXI

Joo
(DHGP) Endpoint with IP
Win7-PC address X.X.X.X has
FQDN
user@company.com!
Active
Joo Directory
DHCP) AP1142
IPad WLAN DNS/DHCP
\ J Server
| 1) ISE leams the endpoint IP address 2) PSN performs reverse
from RADIUS, SNMP Query, HTTP, or DNS lookup on IP address
DHCP probe information. and populates FQDN

DNS ZEHE 14

DNS Z 2 H 5 ARg-5le W ISE A A AH| 2 lm=of] 25 = DNSE 5 22 = DDNSE AH8-51¢]

Aoz Aok Ytk o] 49 FQDNS A S 7} =Xl Eo) theh 3 2E 3l o3k XY Ya=s

T35 7 8ok P o

ISEGIAl DNS =25 & 43l

Step 1 Administration(¥+2] ) System(*] 22 §l)>Deployment(7- %)% ©]53}2L RHS F9] 754 ==
EEo|M Z29de S T8 A Mu| 2 we 5 ey

Step 2 Profiling Configuration(3~ Z 3} & 71 3] 18| o] A1) Egi S AaEg,

Step 3 ~ DNS Z=ZHO|| tgt A Y& F7}5l2 W DNSeh+= &l ks A8 gy

18 40: SPANS AIZ8H HTTP 22 S4 0

¥ DNS

Timenut| 2 |

Descriptiun| DS |

243 FAY=ISE G Bl A =EoA] 242 F2A % DNS Aol tf sk dulsl x3]-8 #1298
]__g__s‘l‘oq }\]X—}E]Ei DNS _‘E_L_‘E_E_Oﬂ/\‘]% ?_]E‘]Yﬂ]oli7]‘}1\jg‘lll:"]xl %—%qq—

=<
mlm l‘ lﬂ
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Step 4 ARt 23] V1R gke AR ARSI UL o] 32 PSNo| A 23] S HE 7IvE = Ak (x)=

Step 6 T E=IAT MH|AE ARG A E TE S AR AME A = didl o] o] dAlE

Elaeasis s
OJEEO_IE IPFAEJNQEE IZE 24
N HEHOE IPFAEINNLES I25E 2HOIAA22.DNS Z2E Al FQDNO|| CHSH & 2t8k DNS A3 £ =8i5t2{ ™ HA SNMP 2,
DHCP, DH CP SPAN, HTTP £= RADIUS Z2EM ANELZCIES| |P F=A S SHSoi0F & LICH Ol Z2 29| 24T 0l &0 CHEH XAl S
mgemmmcwwuﬂﬁganagug
DNS MHOIA LS A X318 =35I ISE 24
ISE o Zefold 25 A5 AR A5 Fagh Ay o] d WA= st o] ] =gl o] & AW & A8k
AUtk
o A7, 19 4600 TAE AAT A Hy] 1 o] REeA ISE CLI % % ip name-servers AH-8-s}od
T ® MRS APsh= ISE A A AH| 2 o] ARG ¥ = DNS A B 555 JHlo] Bt Al

JE 41ISE X MHIA == DNS Abf 22101 3014 O

ise—pan—l/aamin(cunfig)ﬂ ip name-server 7
<A.B.C.D> Primary DNS server IP address

<A.B.C.D> DN3 server Z IP address
<A.B.C.D> DNS =server 3 IP address

Step 7 55 Al A3 ¥ no name-server W & S AF-£- gL T}

Step 8 W7 &S AstelH A A1y ]"4 T =5 F 33}l copy running-config startup-config
HEs dEd.

Step 9 EZEIAY MBS APst= U A AH AR 2 s tiel Hagt R 9 GAE Ry

DNS ZZE [0lH &¢!

Step 1 Administration(¥+ 2] )>Identity Management(ID ¥+2])->Identities(ID)->Endpoints($l = 3 91 E )]l A
A=FZRJAEE AHAF YT

Step 2 ISEPSNe| t) g HTTP 2]t A& A D3t =5 /0 F A2 tfnfo] 2o A AEXRQJES] A4S
A ATk oA A g o

Step 3  ISE G #] === 9|5 3}al Administration(¥2])->Identity Management(ID ¥+2]) - Identities(ID) %

ol st

Step 4  LHS %l A Endpoints( =N E)E A3 o}

Step 5 M= AZHE A=FIAES MAC F4F 3tof A E6to] HTTP Z2 B oA 3k 545
FA

1% 479] o] o] A= RADIUS, DHCP(IP Helper) % DNS 2 2 H 1t 84 315 o 91 S-S H o] %1t} RADIUS &
DHCP+ MAC T4} JIEXRIES [P 45 B 7F4 9.7 918 W o2 & slu]of lsutt. o] 2] &t
ZREEE G Y 2 EE AR R E e FAF ol HE Bl asty] flE dEE o] Qs

A BAE A B o ZHo] 2¥l AHE e

s
ki3
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Endpoint List = 00:50:56: A0:08:34

Endpuinl
* MAC Address  00:50:56:A0:0B:3A
* Dolicy Assigrment | Microsoft Workstation '|
Static Assigrment [
® Idertity Group Assigrment | Microsofz-Workstatian T|

Attribute List

Static Group Assigrment F

ADDamzin

cts.local

AcsSessionID
EndPointMACAdd-ess
EndPaintMazchedProfile
EndPaintPolcy
EndPuinLProfilerServer

Ee-psn-1/124936089/19986

00-30-36-A2-0B-34
YMWzere-Device
Microsoft-Workstation

Be-psi-1

| FrndPaintSnurce

NnHS Drnhel

ExterralGroups

cts.localfusers/employees), cts.loczlfusers/dorain usersl, cts.local/builtin/users

|FQDN

win7-pc.cts.local. |

Framed-IP-Addrass
GroupsOratoributesProcesslzilure

IdentityGroup

ciaddr

CsCo-zv-pair

10.1.10.100
true

Microsoft-Workstation

00:50:56:30:0b:a
n.0.0.0
audit-session-id=0401220201000032046F0998, disc-cause-ext=Mo Reason, connect-pr

dient-gdn

00:00:00:77:69:60:37:2d:7(:63:20:63:74:73:2e:60:6f103:61:6C

dhcp-class-identifizr
dhecp-client-dentifier

MSIT 5.0
01:00:50:56:230:Ch:3a

dhcp-messaje-type DHCPREQUEST
dhcp-paramater-raguest-list 1, 15,3, 6,44, 46, 47, 31, 33, 121, 229, 43
dhcp-requested-address Lu.1.1u.1un
flags %8000
gizddr 10.1.10.1
hlen b
hops il
| husl-nigre Wiz -po |
htypa Ftharnat (10Mh)
E 10.1.10.100 |
op BODTREQUEST
secs 0
yiaddr 0.0.0.0
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Step 6 WO R Ax FAE 7] A= e 2 FEol dsUH
Step 7 EndPointSource = DNS 22 = H

Step 8 FQDN = win7-pc.cts.local

Step 9 ip=10.1.10.100

Step 10  EndPointSource= N =31 E 5 o] upx]u} 4
Step 11  FQDN 7> DNS Z 2 H & A}-8-3F DNS A B o] o

3 o 23 9] A3t}
Step 12 ip 542 DNS ZRH I} A5317] 9|84z o] 54 7hA shof b 2T A g Fxh
93 2 AUt} o] o 2] RADIUS =+ DHCP (X 2 Ho| A &= o] gho] Ao EFHQS &

Ay

Step 13 T o= Fx A H BE B0 = v 22 F5o] dFY

Step 14  ADDomain = cts.local

Step 15  client-fqdn = 00:00:00:77:69:6€:37:2d:70:63:2e:63:74:73:2¢:6¢:6f:63:61:6¢

Step 16  host-name = win7-pc

Step 17 ADDomain #t-S RADIUS = & H E X}-&3}o] RADIUS E4 ol A 8t5% Tuel o] &9t}

Step 18  client-fqdn 541> DHCP 2 H o4 &<55 =¥ Q1 E o] A3} =<l o] 5 o] HEX
GOz FAFHYTH(LH 48).

& 43 16& ==-ASCIl # &t 0l

Hex To ASCIl Converter

TT7:69:62:37:2d:70:63:22:63:T74:T3:12e:16c165:163:61:16c
Hex

w;t?—pc.cts.;cca;l

Ascii

Step 19  host-name 54> DHCP ZE H oA g5 H A=FJAE ] kst S AE o] F 9t
Step 20 O] o= AR UE X2 H EXO] FAS AR E AT = JS syt e, A A

Pl A T 2s Y AE e 1Y 88 54 @ ol d e Jus g v oR 9e
TAEZ2BG ARG e 220 % X2 AAYS P A FA 2 0] Aol
S5o] Ao} gy

NetFlow T 25 E A8t T2 0122l

Cisco NetFlow<= Cisco 108 Software 7] 1 2}-9-E 4 & o] o] 3 29 X o] 4] YRl Ay | Eg] 9] 3 &2t}
NetFlow = 2} NetFlow A1) el--E] 53 259] 1 50 412511 o ehE] S a9l 1 Aebe] e
EfY #d JHE AFFYT NetFlow A Hule] 2= U EL] A &5 do|HE G335l ]7(454 UDP
EE (]2 UDP9996)8] 7171 MUtk 538 A 420 A Aol o] B 4% 2ER o
ey e 7)) A %2307 315514 AHE )
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1=2] 4 218 # 0] 2= 9] 2] (ifIndex)

AR B2 = Q== NetFlow B 2 5 2 8] d 9 X ¢

il

f_r"L

Mo
et

ISE NetFlow X 2 H = Q

tjufo] 2o A & 2 Y

1% 499 AW E E = 2 A] ol A &= NetFlow A Y 2~9] X (Cisco Catalyst 6500 Series)E &3l EZ|Y 352 A

27HA] M &2 E}E AE=FQAEE HoF5YT 6500 Seriesi= UDP/9996°] A IP =4~ % 10.1.200 53 AL-g-3}F

1E 7| o] 2~ ©] ISE 4 4 HHI* YERE SES UWEUYES FAEHJEFUT. o] Q1E # o]~ RADIUS % )
AZF 3} o] AFEAF Al MB) 2 TRt AdE o] 29k g Yt

& 44: NetFlow Z2 & 0

[l
] i)

¥ ne
> ol

e ofo
4

2
ey

> ofy

2

HJ

=

NetFlow-Enabled L3 Switch

NetFlow Export Target: PSN @ 10.1.200.5 TR AR
NetFlow Export Port: UDP/9896 3

{ Flow Source Dest Source Dest In Out In Out
| Record Proto Port  Port  IPAddr IPAddr Pkis Pkis Bytes Bytes ||
[10.1.40.x] 1 TCP 25945 80 10.1.10.100 5555 452 545 2332332 24523545
_ 2 TCP 52455 443 10140105 6666 45 765 141414 2354245
EZ 2 A0 &} 9= A | NetFlows o EgjF] 2ol ol 2h9-H B 29X oA &4 88l oF gt}
de = u%%ﬂmﬂﬂﬂlﬂE7hﬁﬂ%”6ua$€ﬂ%3P‘w%HEEL o 915 =8

NetFlow Z 8.3t 7HA A & Al g3 5Uth L3t 54 Eg 555 T3 stelW WA UES Aol A 3T

Ef s s&afof Ut 18| B2 Y EY A A A 27} NetFlow H OB & AFE-sh= L2 3k of F42<l
A ZEdY e dushs 6 Do BN A% S gehaa A AE b B om Al deh

Ho H e @Xé °HO]: EHL”E]‘-
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CISCO
NetFlow 4
3 49 &= NetFlow 22 H & &3l T+ =& 45 54 0] ek 54
I 2 NetFlow T2 E4

IN BYTES IN PKTS FLOWS

PROTOCOL SRC TOS TCP FLAGS

L4 SRC PORT IPV4 SRC ADDR SRC MASK

L4 DST PORT IPV4 DST ADDR DST MASK

IPV4 NEXT HOP LAST SWITCHED FIRST SWITCHED

OUT BYTES OUT PKTS IPV6 SRC ADDR

IPV6 DST ADDR IPV6 SRC MASK IPV6 DST MASK

IPV6 FLOW LABEL ICMP TYPE DST TOS

IN SRC MAC OUT DST MAC SRC VLAN

DST VLAN IP PROTOCOL VERSION | DIRECTION
ISE X 2 3} & A H] 2o A NetFlow+= YHFA 02 AL = EH S 7Hko 2 ¢l = ﬁ‘ﬂ = A3t b
AR U ol 54 = XRIEVFSE =R EL] B djdslA] &= ET S A= AAH
Hol= A v ALAQ T2 ZA 7] & AT = dFU o E 5o IP A3 7} NetFlow EAdo vl &

AAH 4430 EES) 9A o3 A7) B L AR u) AEEAET} 270 TEddE A4S
WA 27 L A A 2 FAE obY e e U Th T ISE TR A A s
= EFH QS A B ol fosHaA L,

ReEin,
A= =9 G R Fol 24& P AP NetFlowis W SE91)7} 11408 7150 714§ g3

- ! )
AbeE = 9SUT o wel dEFOEE 1G5 BEFeE $Ust ARy E ) o] 9l5Y ).
ol g tynfo] 2 F & 9 oo = A& = o8 A ]A]——Q—Q-—E]H]—o]/\7]_ gj\gq‘;} o2 So Hg%o 2%
RUHE EF =0l 7S o] &35k U143 Windows OS B 74 8H4 Linux A4S ARS8 = A7,

W AR mEEE EE 0 g el BAGE o el Aol i e A+ Qi) olel ¢ dEzelE

89l 4% NetFlow?} A3 7H5 8 f4 & 34D 5 vt

Step 21 YA O 2 T2 & NetFlowS &4 3}8 AL} NetFlow Z2HE H @ 2 ulole] Wb o &
ARg3hE A2 ARG H A OL’“HE} NetFlow= A} -85 = Z g% 0 B2 NeFlow A Y] 1 o] A 2
Egf5] ol upe} tiufo] & gl Ao B A1 G v H G5 Qo B -5 A] Fogf of gt
& S o] o] Aol A ko] B S A 44 o2 A% e 49 NetFlow= ISE A 3 A1) 2

Lo BREE o7 5 JdFUT T ISE 22 H 9} @] NetFlow ZZZH = HlolH 3 9
dlolgulol 2~ G848 FAstste 54 2HE A Yk 54T
Step 22 U E I tjnjo] 2ol A AFEEF= 7 9- NetFlow= ISE 4 2 AH] 2~ == 2 W Bl 2] NetFlow
H A 58T WA 971 A U th B A 9= Flexible NetFlow™ % & 4% | o] NetFlow T2 H &
WEWA= &5 HolHE ZHHE S T v T8 /1A AFES A3yt A& % ¥ NetFlow+
ARbA R Ey & Y 7 AA T AF Ay oA = NetFlow Z2H7} R E 558
AAFoFstrE MEF o= e Z29dY] 87 AMS S5 18 o+ d5HHh
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SOoFAMA &Y JI0IE

NetFlow Z 2 E & IP-MAC =24 HIOIE R Al

o

Step 23 NetFlow 2| == 22> BT [P 524 1he] SA1S 7]WHO 2 §HU T NetFlow E 22

7 MEZQIES MAC TaE XA OB 2 HdF 5= to]HE NetFlow ZE2H
3 A4 ISE 4 & Mu] 2 =9 ARP 7} A] Eoll IP-MAC F4 vlelg o] glojof g
Q=T E 7] 8T MAC 4 % ISES] 22 47 28 49 Ei A2 E P 347} gl 2o
S5H 55 SAS ART T A AEZEIETF RIS B R NetFlow L2 H oA k55
T2 atd g H o] 7} A2l g Y o w2k A NetFlow HI©J Bl & 5] 8t7] Aol th& 2= B & Faf IP-
MAC T4 HFIY & g5l oF . o] AR E Ag st vl AH8E & e TEHE =t
#FEU

Step 24 RADIUS(Framed-IP-Address S 5 3f))

Step 25 DHCP(dhcp-requested-address& & 3ll)

Step 26 SNMP 7 2| (SNMP & S &3)

Step 27  NetFlow W7 9= & & H I E Qtof] 22~ D i MAC 45 28T 5= 3l
W 55 28 A FEUT e U o] 9 o] Bale MAC A= 4 2ol A
MN=FRIES] MAC F47F o e} Q1 & m (P uhA o= #lo]of 3 gh-9-5 B 29 A])9]
Fadun A= Al ~Elo] 2% NetFlow qu}o]*oﬂ AZE A& AQstaL o] 7159 gk -

|

==

50t

P A2 T2 ML 20l NetFlowE AIEotH 2 242 ol EHE 2 st 22 HI0IEIHISER M&E = USLCLOE Z2B88
=528 A0 2 NetFlowE AIE0HA Al 2. 2 28 H 2 Flexible NetFlowll Al A E ZEHE JlsS &£E06te! ™ NetFlow HH& 98
AMEdt= 210l ZSLICH ISEOA JI= CIE{HIOIA S A2 E & UXI2H NetFlowSE NetFlow Z2E M E ISE PSN QIHHI0IAZ HE L=
A0l E&LICH

NetFlow Z 2858 314

Step 28 NetFlow Z =2 H & Al-8-3t W 3l Eg| Y S & of F &3t U ES A t]vlo] 22+ NetFlows
A Y&} 3L NetFlow B A 5 = 4 92 A Y&l oF g1t} NetFlow H o] €] 2] thAto] == 7} ISE
PSNO Al 2§ Q1E # o] ~ & A}-&-3f oF h T},

ISEO Al NetFlow =225 & 435}

Step 1 Administration(¥2] ) System(*] 22 §l)>Deployment(7- %) %2 ©]53}2L RHS F9] 754 ==
BZo|M 229 de S T8 A Mu| 2 we 5 ey

Step 2 Profiling Configuration(32 23} 4 & 73] 1) o] A) 815 A &5} 31 NetFlow X 2 H = &
31k 91 ghS A Bl TR 50).

Step 3 NetFlow EZT o] A1&3t Qg Fo] 22 Me gt} o] &= 898 71538 P T4 AR5l
A8 g | o] 2o o Y th(1 | 50).

4 545

-
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Z1% 45 NetFlow 22 E 21| 1¢l01&

¥ NETFLOW

Interﬁlce| GigabitEthernet 3 v|
Port| 9996
Description | NETFLOW |

Step 4 U R NetFlowE 541 U]7] & UDP ZE & A 83t} o] k2 NetFlow WX U] 7] tjrlo] 29
TAE 4 FdaoF gt 7] X E = UDP/9996 ) Y t}.

Step 5  Save(H°hHE ZE st M AFLS AUl

Step 6 T ZIUAH AH|AE ARSI FAAE OE BE A Y2 == gi§) o] Aate] WA E
HhE gk o}

n:O{'

Za: k9] NetFlow A1) 219 2 2 9] %] = NetFlow W E W 7] S 913 &< otk Q3
B2 a7 S aEslo Ut 3 A FE AEXRQJES BE 229 HojH = 5Y3
A2 =2 X FAISHE Aol 5T 28U HES T Ax 2ol B 7| EF A8k ALEE o 2 213
E7Fs s A7 dE o dF YT

ISE(HER A 2lAA)H HIER A CIBt0IA =Jt

M A 2~ TJH}O]/\‘: NetFlow= A Q48 5= A A 7k NetFlow= NetFlow T2 H &2 A33 = 9= r}E Y EY I

Enfol 225 ISESI A] Ul 291 Eluho 22 A a0k ghohi 5 2 AR fle T

NetFlow ECZ S £=AIGI=E ISE H 24 HH|A =S QIHHIO|A 24
-8 olE] g o] 2ol A NetFlow E &]¥ 2 42138} = NetFlow X2 H & A 3] oF gt} ISEo A A&
NetFlow Q1B H o] 25 FASHYE S TAE a4 A L

Step 1 Y= QB AE HEYT A9A] LE B8] H oz AAg T}
Step 2 ISE PSN & (CLD | A 2=t al e Qe Fl o] 2~ & & shstar 17 513 o] &l 1P
ToE Iy

T =
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ize-psn-1l/admint conf t

Enter configuration commands, one per line. End with CHTL/Z.
ize-psn-l/admin(conf igl)# interface GigabitEthernet 3
ise-psn-1l-sadmin(config-GigabitEthernet)# ip address 18.1.99.188 £55.255.255.8

hanging the IP may result in undesired side effects on
installed application(=s).
you sure you want to proceed? ¥-N [N1: Y
M&T Log Processor is not running.
MAT Log Collector is not ruwnning.
MAT Alert Process is not running.
Stopping ISE Application 3erwver...
ISE M&T Se=s=sion Database is not runming.
Stopping ISE Database processes...
Starting ISE Database processes...
ISE M&T Se=s=sion Database is not runming.
Gtarting ISE Application Server..
ote: ISE Processes are 1n1t1allzlng Use 'show application status ise’
CLI to werify all processes are in running state.
ize-psn-lradmin(conf ig-GigabitEthernet)#t _

Stp 3 A fle] e} w227k A Fe AELA AT e
Step 4 show running-config ™ & & A}-8-8}o] Al &2 A H Q1] Fo] = 9] An| 1y o] S gelsta
K FTRHA Fo)H o] A=A AT T 52).
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ise-pEn-lrsadmint  show runming-config
Generating configuration. ..
t
hostname ise-psn-1
t
ip domain-name ct=.local
'
interface GigabitEthernet B
ip addres=s 18.1.188.5 255.255.255.4
ipwb address autoconfig
'
interface GigabitEthernet 1
shutdown

ipve address autoconfig

H
interface GigabitEthernet 2
shutdouwn
ipve address autoconfig
H
interface GigabitEthernet 3
ip address 18.1.99.188 255.255.255.8

ipvb address autoconfig
T

ip name-server 18.1.188.188

Step 5  NetFlow Ho|E| & W E U of }= U E S = t]ufo] 2o A ICMP pingS A 538}o] A L2 H
AE Ho] 2o thgk A4S A .
Step 6  CLI " = copy running-config startup-configE AF-8-3Fo] M7 W-&-& A F¢H .

Step 7 Y3} 2 H o] A= S SPAN A X E T += Network TAP Q1] H|o] 2of Eg] ¥ o7
AAFH
&L VMware o Z ol A Lol A3 s = A A B2 =0 75

ZMEN 82 AEHHIOIAS ALSSHI| Aol Jtal O S2H0IA A0 CHEE =0t Jta AIEHIOIAD FEEN A= A2 IHFELICH X1 Al
FSOHA HRUCHH, ISE = =2 S26t1) == AEHHIOIA0 SEH ESX HHECH0IA AL G0 & WERZ AL 1ellold= SO0l Ed0F ISE
oaeolds ﬁ\A Tl = JASLICH

NetFlowZ ISE PSNO Z L2 LH == NetFlow X AX/2IR2EH 74

NetFlow 71 3] 718 ©] 4 2 NetFlow A| ¥ t]u}o] 2~ o] whg} thF Yt} o] A} = Catalyst 6500 Series 2~ 9] %] ]
A g o)A o7} E8E o] dHY T

Step 1 g Ay 1ol REolA NetFlowE 273 5}8FaL NetFlow H 1 9 A1, NetFlow H°|H & &5 &

SJE|H o] A 1P F4 2 HolEHE Y RYE A M)A =2 LAt UDP 99969 ISE 7] & L E
ALeFS Sl gy

e |H
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mls netflow interface

mls flow ip interface-full

mls nde sender

mls nde interface

ip flow-cache timeout active 1

ip flow-export source V1anlO0

ip flow-export version 9

ip flow-export destination 10.1.100.5 9996

a1 ¢ ool A Catalyst 6500 Series 2=9] %] ol = Supervisor 720°] )5 Y th. & 7] A = PFC(Policy Feature
Card)7} 3t =9]©] 7] ¥k NetFlow S 2! 8 3} 37 MSFC(Multilayer Switch Feature Card)Z H E ¥ &= 3. & °]

A EQofo A X85 YTl mls nde sender § & S A}-&3}9] NDE(NetFlow Data Export)E 5~ 3 8} =% PFCE
T3l oF o

Step 2 MEHoE Th33 o] A AHE FAAFYH

ip flow-capture ttl

ip flow-capture vlan-id

ip flow-capture ip-id

ip flow-capture mac-addresses

Step 3 Uzl AEH o] A=

ke

o
ful
v

o
4
sl

g o] )l A v} 7o) NetFlows 24 st 4t}

interface GigabitEthernet 2/47
description To cat3750x

ip address 10.1.50.1 255.255.255.0
ip flow ingress

|

interface V1an40

description EMPLOYEE

ip address 10.1.40.1 255.255.255.0
ip helper-address 10.1.100.100

ip helper-address 10.1.100.5

ip flow ingress

|

interface Vlan4l

description GUEST

ip address 10.1.41.1 255.255.255.0
ip helper-address 10.1.100.100

ip helper-address 10.1.100.5

ip flow ingress

DHCP & H & X|al= 79 1y o] A& %5} 7] 918 IP Helper ™8 % &= 19} 1554 TF. DHCP >~ & B &= IP-
MAC T4 81 AH & 714 &= d] AFEE YT 0] & 53] NetFlow Z2H &= X3 P A4S 7Rto =
Eﬁoﬂﬁﬂ%o 21},

717 539 A4 &= NetFlow 7} 4 85 = Q1 E 7| o] =9} NDE(NetFlow Data Export)2] /S HosUt 3 &
Cisco Catalyst 3750-X Series 2= 9] x| & & &l AZA ¥ = 4 I=E I E 2 Cisco 5500 Series Wireless LAN
ControllerE &3l A4S = FA =N ENAM EFH S YAt ALY
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212 48 NetFlow LHELH D Ol

interface GigabitEthemet 2/47

J T : g A

gll ]
2 psn I ‘,.~‘:
5 @\ ;) N
. > ‘-1 <
= 1
WLAN

.00
(DHCP)

WinfPC

| | interface VLAN 40
Y ip flow ingress
10.1.40.x| | ip flow-export destination 10.1.100.5 9996

NetFlow Z 25 [{|0|E &9l

Step 1 Administration(¥2] )>Identity Management(ID ¥+2])->Identities(ID)->Endpoints($l = 3 91 E )] A
Q= E Q=S AP b,

Step 2 NA| Tlulo] oA A=EQJE] A4S Al gt} thA] A A g

Step 3 A==l A 2olaln HekS A S AL gele] § M AR el 5 AT 2R AR

B

=] .

Step 4 ISE 4 3 #+2] === o] 5 3}al Administration(32])->1dentity Management(ID ¥2])>Identities(ID) =
SES

Step 5  LHS ol A Endpoints( =FE S E)E Ael g},

Step 6 A= AdH AEFJES] MAC F45 Zrof 41 Bl 6lo] NetFlow S 2 Bl 4 7] 2] 3 54
FEAFUTHLH 54).

Step 7 1% 549] of o] = NetFlow Ul .U 7] & AL&3lo] =15 EAo] ZFx BA o] Q&) wat
NetFlow 2 H 2 2] 3}7] 9]¢ IP-MAC "}l 9 < 78 5 91%== RADIUS 3! DHCP 2 ¥ 7}
24 s

N

o
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1 49 NetFlow £4 0l

Endpaoint List = 00:50:56:A0:0B:3A

Endpoint

* MAC Address

* Paolicy Assicnment

00:50:56:A0:0B:3A

Windows7-Workstatior

Static Assicnment L
* Identity Group Assicnment | Micrasoft-Workstation '|
Static Greup Assicnment [
Attribute List
EndPaintProfierServe- ise-psr-1
| EndpaintSaurce NETFLOWY Probe |
ExtemalGroups cts.lozlfusers/contractors\, cts.local/users/ domain users\, cts.lol/buittin/users
FIRST_SWITCHED 137830523
FLOW_SAMPLER_ID 1]
FQDI win7-pc.cte.local.
FragmentOffset 0
Framed-IP-Address 10.1.10.100
GroupsQrattibutesProcessFailre true
INPUT_SHNMP 49
IN_BYTES 1869
IN_PETS 6
[ 1Pv4_DST_ADDR 173.37.144.208 |
IPV4_NEXT_HOP 172.16.1.1
| 1Pv4_sRC_ADDR 10.1.10.100 |
IdentityGroup Microsoft-Workstation
IdentityPolicyMatchecRule Defauk
L4_D3T_PORT 80
L4_SRC_PORT 52140
LAST_SWITCHED 137830715

Location
MACAddress
MatchedrPolicy
MessageCode
MAS-P-Address
MNAS-Port
MAS-Port-Id
MAS-Port-Tyre
MetwaorkDeviceGroups
MetwaorkDeviceMName
ouI

QUTPUT_SNMP

Location#All Locations#Marth_America$RTP
00:50:56:A0:0B:34
Vindows7-wWorkstatior
3002
10.1.50.2
30101
GigabitEthernet1/0/1
Etherret
Device Type#al Device Types#\Wired, Locatior#Al Locations#North_Anericas3 TP
cat3750x
VMware, Inc.
52

PROTOCOL

6
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e EndPointSource = NetFlow X~ = H

e [PV4_DST_ADDR = 173.37.144.208(cisco.com)

e [PV4_SRC_ADDR =10.1.10.100(win7-pc)

e L[4 DST_PORT = 80(HTTP)

e L4 _SRC_PORT =53149

e PROTOCOL = 6(TCP)

flow capture & AH&-ok= A9 thS 3 Z2& F7F EAS EAE + 3

o]
A

)
T
IS}

e DST_VLAN/SRC_VLAN
e IN_SRC_MAC/OUT_DST_MAC
e MAX_TTL/MIN_TTL

F Y th. th ool A = show ip cache flow W %S AF-&-3H T}

NetFlow o] B} 7} =1 ¥ a1 91 =7] &<213}2] ™ show ip cache flow X show mls netflow ip 8 & & A}-8-&

cat6503#show ip cache flow

Displaying software-switched flow entries on the MSFC in Module 1:

IP packet size distribution (348128 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.548 .342 .077 .005 .000 .000 .000 .000 .000 .000 .015 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .007 .000 .000 .000 .000 .000 .000 .000 .00O0

IP Flow Switching Cache, 278544 bytes
2 active, 4094 inactive, 15760 added
251284 ager polls, 0 flow alloc failures
Active flows timeout in 1 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 33992 bytes
6 active, 1018 inactive, 47280 added, 15760 added to flow
0 alloc failures, 2775 force free
1 chunk, 24 chunks added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
-------- Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 44 0.0 91 42 0.0 14.4 7.8
TCP-WWW 1361 0.0 22 45 0.0 0.0 14.2
TCP-other 1602 0.0 25 51 0.0 0.1 13.6
UDP-DNS 128 0.0 1 70 0.0 0.0 15.4
UDP-NTP 1375 0.0 1 76 0.0 0.0 15.5
UDP-other 2880 0.0 3 338 0.0 3.8 15.4
ICMP 6985 0.0 34 30 0.0 0.4 13.4
IP-other 1383 0.0 13 65 0.0 58.3 2.0
Total: 15758 0.0 22 46 0.0 6.0 13.0
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi2/47 10.1.50.2 Null 224.0.0.10 58 0000 0000 4
Gi2/47 10.1.13.1 Null 10.1.100.7 11 0043 0043 3
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Displaying hardware-switched flow entries in the PFC (Active) Module 1:

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi2/47 10.1.50.1 Gi2/47 10.1.50.2 58 0000 0000 0
Gi2/47 10.1.50.2 -—= 10.1.100.1 11 007B 007B 0
Gi2/47 10.1.50.2 -—= 10.1.50.1 58 0000 0000 0
Giz/47 10.1.100.1 Giz/47 10.1.50.2 11 007B 007B 0
Gi2/47 10.1.50.2 V1100 10.1.100.5 11 CC9B 00A2 15
Gi2/47 10.1.13.1 V1100 10.1.100.100 11 0043 0043 124
Gi2/47 10.1.13.1 V1100 10.1.100.5 11 0043 0043 124
Giz/47 10.1.13.1 V1100 10.1.100.6 11 0043 0043 124
Gi2/47 10.1.50.2 -—= 224.0.0.10 58 0000 0000 84
V140 10.1.40.1 -—= 224.0.0.10 58 0000 0000 0
Gi2/47 10.1.50.2 V1100 10.1.100.4 11 C8D5 5022 30
Gi2/47 10.1.13.1 -—= 10.1.100.7 11 0043 0043 0
Giz/47 10.1.10.100 V1100 10.1.100.100 11 CA72 0035 1
Gi2/47 10.1.50.2 V1100 10.1.100.5 11 066E 0715 128
V141 10.1.41.1 -—= 224.0.0.10 58 0000 0000 0
Gi2/47 10.1.50.2 V1100 10.1.100.5 11 06A4 7195 2
Giz/47 10.1.50.2 V1100 10.1.100.6 11 E6D7 00A2 15
Gi2/47 10.1.50.2 -—= 10.1.100.7 11 C748 00A2 0
Gi2/47 10.1.50.2 V1100 10.1.100.5 11 066D 0714 6
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 E5CC 0035 1
Giz/47 10.1.10.100 V1100 10.1.100.100 11 DA8B 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 C114 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 FCO03 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 D295 0035 1
Giz/47 10.1.10.100 V1100 10.1.100.100 11 ED48 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 E7E8 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 D770 0035 1
Gi2/47 10.1.10.100 V1100 10.1.100.100 11 D5AB 0035 1
-= 0.0.0.0 -—= 0.0.0.0 00 0000 0000 31K

Step 8 Ul ool 4] = show mls neflow ipE AF-& 31 U}

at6503#show mls netflow ip

Displaying Netflow entries in Active Supervisor EARL in module 1

DstIP SrcIP Prot:SrcPort:DstPort Src i/f :AdjPtrPkts Bytes
Age LastSeen Attributes

10.1.50.2 10.1.100.1 udp :ntp :ntp Gi2/47 :0x00 0

43 20:26:48 L2 - Dynamic

10.1.44.90 10.1.14.100 udp :16792 :5246 Gi2/47 :0x03 359
35 20:27:26 L3 - Dynamic

10.1.100.100 10.1.13.1 udp :67 167 Gi2/47 :0x04 1846
32 20:27:30 L3 - Dynamic

10.1.100.5 10.1.50.2 udp :52379 :162 Gi2/47 :0x015 2734
335 20:23:02 L3 - Dynamic

10.1.100.4 10.1.50.2 udp :51413 :20514 Gi2/47 :0x030 5286
334 20:23:58 L3 - Dynamic

10.1.100.5 10.1.50.2 udp :1646 :1813 Gi2/47 :0x04 2680
32 20:27:30 L3 - Dynamic

10.1.100.100 10.1.10.100 udp :51826 :dns Gi2/47 :0x01 61
211 20:24:00 L3 - Dynamic

10.1.44.90 10.1.14.100 udp :16792 :5247 Gi2/47 :0x06 901
30 20:27:30 L3 - Dynamic

224.0.0.10 10.1.41.1 88 :0 :0 V141 :0x00 0
426 20:27:27 Multicast

10.1.100.5 10.1.50.2 udp :1700 :29077 Gi2/47 :0x02 132
335 20:23:56 L3 - Dynamic
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10.1.100.6 10.1.50.2 udp :59095 :162 Gi2/47 :0x015 2734
335 20:23:02 L3 - Dynamic
10.1.100.7 10.1.50.2 udp :51016 :162 Gi2/47 :0x00 0
335 20:23:02 L3 - Dynamic
10.1.100.5 10.1.50.2 udp :1645 11812 Gi2/47 :0x06 1365
270 20:23:56 L3 - Dynamic
10.1.100.100 10.1.10.100 udp :54699 :dns Gi2/47 :0x01 64
211 20:24:00 L3 - Dynamic
10.1.100.1 10.1.50.2 udp :ntp :ntp Gi2/47 :0x00 0
43 20:26:48 L3 - Dynamic
17.172.232.209 10.1.40.101 tcp :61858 :443 V140 :0x02 173
17 20:27:14 L3 - Dynamic
17.172.232.209 10.1.40.101 tcp :61858 :443 V140 :0x00 0
17 20:27:14 L2 - Dynamic
10.1.40.101 17.172.232.209 tcp :443 :61858 V140 :0x00 0
17 20:27:14 L2 - Dynamic
0.0.0.0 0.0.0.0 0 :0 :0 -= :0x032283 20941051
1573 20:27:31 L3 - Dynamic

lol'

Step 9 NetFlow WX 7] An| 17 o] A3} 37 S8 0] ISE QA Au] 2 =2 AEE 1 XA
3kl ™ th3- 3} 70| show ip flow export ™ & S A8 T},

cat6503# sh ip flow export
Flow export v9 is enabled for main cache
Export source and destination details
VRF ID : Default
Source (1) 10.1.100.1 (V1anl00)
Destination(l) 10.1.99.5 (9996)
Version 9 flow records
20408 flows exported in 7635 udp datagrams
0 flows failed due to lack of export packet
export packets were sent up to process level
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragmentation failures
export packets were dropped due to encapsulation fixup failures
export packets were dropped enqueuing for the RP
export packets were dropped due to IPC rate limiting
export packets were dropped due to Card not being able to export

OO OO oo oo

HESR 3 ZA(NMAP) Z=EE Al
YESL A AA 22 B = U5 HH e @<F A2 Network Mapper -8 2] E] & 7]¥F 0. 2 g4t}
NMAP(Network Mapper)+= t7f = U ES] T A2 A=A ET} =X HAFS v 7 &2 E f)sh
ArE T8t OSGEd A A, 0S M 2 A u| (el E2] Aol A o] & B W )& B4 et ==

AAE AFH T

GEISEZENE 44 AEEAES 2ASHE T4l tlute] 2ol 4] A4 dolE B U =YD
tubo] 2ol A A4 E HolE & T8 EAs1s 5 0 AQ) HlolE] 4 S AL g drhe
SR A G ER R AU W EN T A TR AU Esh 44 BAse] ko) YuE
A LB R By G AMAUZ R Y

00
o
s |
!
Eﬂ
o
o
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NMAP 2= 2 Al &Y
NMAP =2 17} AALE Sl ab 49 18 NMAP 24] 5 s} o] 42 4% & 2l

o =G AA HAL

e SNMP X E A}
o FTEXE JA}

OS(& 9 A A A= 0S B AEZRJNE W& TA k= dl AR Ut o] = Ao <l Adduh

SNMP EE 7 Alo| A &= UDP SZE 161(SNMP H &) 2 162(SNMP E @7} 7] 9 =4 &x 3t} d& 9+
7% public 71 T HE] ZAE & AEsto] AEZRJAEE A 02 SNMP 2 & Al 2sto] A 2~¥l MIB % 7] E}
oM A=FQNE 7 ‘T7}‘ AEE T FYT o] ZE2H = 7|24 02 SNMP7L &7 3l of gl ow

7] AR YE AL publics L= U EY A ZHE 9} 22 AEXRIE A 53] F8&3 o=
AsHAFUH

1 NMAP ZZHE A Q=¥ ES A7 st o] 7|18 AFUE 44 public? A8 5 A5
o gt A FEE °i HE}.

A=EXJAETLobd M EY T Huto]2E HshH VIE S A tuto]x Ao A SNMP A S 743
SNMP F g L2829l o] ZRHE ZFaME ¢ Futh

T EE AAL A = 5ol A AAF 15719] F%F TCP ¥ UDP X E & AU T

ks
=

+
%0
i

H3NMAP Z2E 25 ZE ZAL TCP 2 UDP ZE

UDP ZE
IE MUl A ZE MUl A
21/tcp ftp 53/udp S H el
22/tcp ssh 67/udp dhcps
23/tcp gl 68/udp dhcpc
25/tcp smtp 123/udp ntp
53/tcp S Hel 135/udp msrpc
80/tcp http 137/udp netbios-ns
110/tcp pop3 138/udp netbios-dgm
135/tcp msrpc 139/udp netbios-ssn
139/tcp netbios-ssn 161/udp snmp
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143/tcp imap 445/udp microsoft-ds
443/tcp https 500/udp isakmp
445/tcp microsoft-ds 520/udp route
3306/tcp mysql 631/udp ipp

3389/tcp ms-term-serv 1434/udp ms-sql-m
8080/tcp http-proxy 1900/udp upnp

i AAEE T8 XE S52 A4 A sy
HeAs AdgE = AR ag Ve dENRIES dEd £7 R RS A8 ¢ dsUt. d s
0] §1 M)~ E 4 33k Windows A H 2] % $- B] HTTP £ 4£>_ETE1 B3] Y= EH A

2 3 (dACL, VLAN, SGT)< A &8 oF & 4= gl k. w9 A1 = 283} Windows =+ Linux
AAzE oL FAE AF F-of WS ° S8l Al =T} 74Tﬂ7%ﬂr A= ofoF gt

U 7 7HA U T & 7 & ARESEel NMAP 22 B 5 A1 2He = gl Uy U
o UESZ HA
o ANEFJAE AL

29 559 AE E X Z X0 = 10.1.10/24 A B Ulo| A A| 2 e = U E Y 3 HAREZEA © 2 732 A1 87 et
AJFUY T

8 50 MAP =2 0l

Network Scan (On-Demand)
for entire 10.1.10.0/24 subnet

— ISE
PsN e
Microsoft
Active
Directory
DNS/DHCP
Server
| 3) Trigger Endpoint Sean for OS: 1) New endpoint deteclad:
08 = Apple iI0S OUl = Apple-Device
4) Updaia Profile to Apple iDavics 2) Policy rule matched.
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NMAP == L ERAT S A

MRS A S} ol e A A E )R] ol 2R AR, 8] A8 AL ISE )
wEoq SEoR AR 4 gyt o] Zru: 2% Y ESN D AALE Adelr] fla) A Au) s
ol 24she e st gl th Bl A8 A AL P A1 S %) 4 513 Run Scan(AF A ) 1 E 2

2es]e sk P,

V=913 AR SNMP EE 8 9 A4 AAE BT SR ol I ES D PARE Alzte] 2.9
ASHE G on, GA Mu 2 wmso] R5E HFA S doBE Ayl e A5 AEshs Aol
FHUT AAE A2 Fol whel AHEAE 9% S ste] A9t EAHE Aol AR o] $E 5 5T

NMAP 22 HCHEOIE HA

AEZIJE Hrbs bl l= QB A Eﬂﬂlﬂb HAFHU T o] AAbs Z2upd ™ A o] A 32 &
7Igko. 2 Apg o 2 Al A Yt EYAE AALES 9 o}aqui AEFRNES Z2ad A2 =2 UESA
A2} o] dd el A 20 v A3 oF %HE} U ES S AAF 212 L2 vk of 2o mhef e
ghom = 54 AR Adel visl g e gyt

Z)A o2 QA s maael 2710 od SRo R SE 4 Uk NMAP 2ol & 37147 Y
3

e CommonPortsAndOS-scan(3
e 0S-scan(0OS AAIRF 3l
e SNMPPortsAndOS-scan(SNMP 3~ E + OS HA}

1% 559 A EEZAGNE ol o) T 2A27h bk AT A AE T E
STME (6 A1) 5} G5 R e AT = e T el 98 we
MAC T4~9] OUIl| w2} Apple tlH}o] A2 QA HUTH T8y Al =¥ E }Mac OS X HEL’\Eﬂ o] A, Apple
iDevice 1= TF2 Apple Q1= ZRIERQ] 7 9-of = Q12 5] %] k5 Ut} A 4 52 o] A X3} Apple

gutol Al o g FA ol sl A ¥ 0S AAF EY AU 234 0= A= IE A Apple iOS7}
A TS A ste] =t do] Buld Apple tlHfo] 2~ 223t = o] E Yt}

%5 UE22AYS QAHE A=TA NP IE L 05 B LTS 443 402 A4
) P4 H52 S5l ol ol & ISE 2 5t Gol 4 4B RA T 5w k5 A e e
B2l 37 AR S NS A L E S BAH RS T

3 ¥ AEIJIEE AEZJEE AAIHE AEE ek /1 3k £E b & do|dE
X EY0]7} 2 @ﬂﬂﬂ“*qqﬂﬁdﬁEJNEﬂHLNMWﬂﬂHEﬂJ%”&ﬂ“ﬂ%ﬂd
AR EA) ekEUTh EF HEY A AH A7} A FE ] A AEFIEE NMAP 2H9S 541517 L} NMAP

F

[

ro
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==

NMAP ==Y 2 |IP-MAC =2 HICIE R ALS
NMAPE 4 A P F4E 7|t AT EHE

PO 2 YT NMAP Z2H7F A =X ES] 5S4 W
S MAC T2l A5 A2% 5 gl 45 volg7t A Al Yot B4 Au]| 2 =7} HAbet
AN=FlEQL FTAF A 2HE Q1= H$ 272 ARP 7| A] ol A IP-MAC 54 B}l & 8F561 a1
A% W =1 E HlolEHo] 2o 3718 4= 5T Wb NMAP L2 H HolH &
TR Aol & T2 B E &3 IP-MAC T4 ¥FR1YE & gkl of Ut o] A& Alsh= vl A&
T ZEHEE S ZH5HH
e RADIUS(Framed-IP-Address& & 3l)

e DHCP(dhcp-requested-address = & 3ll)
e SNMP 7 2|(SNMP &% & F3l])

i 2

&
r
Kil
0, r
m
il
X, of
2
g = ¢
i

Cisco 2% Arzll: ISEQIAN Ot MEHQIES QIEGHA| U2 B ISE RES FMGtE HHUA HARZ UERAD ES0 ol HERD SAE
AAGHH 2EE OS X HNEHQIE ZE SN NELQIES HAIotD EXE &= USLICH 0l EHOUANE HEZQIE ARP &
Hd2E M&ot=s 2= UIESRD CIBIOIA0 CHoll SNMP Fel Z2E S 2435tcts 240l ESULICHL 01 ot FH2 =2 =40t
NEE HEHLQIES ZEoHN &“E_ﬂ._ IEMACHE IP=AE j“—é = ASLICH 02 PSN2 OlKl LIERZ BA S0l Z4E
2P =222 MAC FAE JHE = U222 NMAP Z2E =+ XI&otH ELlct

|1>+ ”
ﬂJ\O

NMAP =5 14

9o HH T 2 AT NMAP Z2 18 ADshs el 27b 7k QgL 2, 55 Sus gEg

WAoo AT Ao ohal AF 0w B2l 5 A} ol MESE gL th 7t M & AR A

A 0w .

HERKI ZAL&H

Step 1 Administration(¥2] ) System(A] 22 §l)>Deployment(7-5) =2 ©]&3}3L RHS 9] 5% ==
B2o) ] N E L AAE 2T A A AE 2 e S A g,

Step 2 Profiling Configuration(Z 23} 4 & 73] ¢ o] ) 5 A g o

Step 3 WIEY T HAES 2 @8l W Network Scan (NMAP)(MI E 9] 2 AAHNMAP)) &4 A&}
&S T (L E 56).

s
o

1A

J8 51: NMAP Z2E

* Netwoark Scan (NMAF)

Description | MMAP

Manual Scan Subnet| 10.1.10.0/24

ol

| Run Scan :| Cancel Scan

Click to see [atest scan results
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3 29 56l A9 o] T2n g Basel AL FE UENDL AAE SR 98 27 Aol
obg et

Step 4  coll TAIHE FA o2 HAASIPAEY T4 HulATE JEUY o] doA = FYAC
A B Y| 3ol vk~ | E 2xp(24)eF & S8l 2~ C A B Y(10.1.10.0)0] HH = A=
HolHyt)

Step 5 ZIEFAEY A7) E AEE = AR AALE A dgsH] Y AN AT 225 £
AEZ Aelo gt Y EAT WY D A=FE =5 1) of Gt}

Step 6  Run Scan(FAF A 3)S 3y}

Step 7 X AALE FH A5 W Cancel Scan(FAF 3 4)S St 18X &
Administration(¥2] )>Identity Management(ID ¥2])->Identities(ID) | ©] ] 2 v} 2 o] & &} 2 H “Click
to see latest scan results” (Z Al AAF 235 B Z2H)E AU}, o] x| o A "o} o] &3t
Aol = HAbe ks wj7bA] AlS s gy

Step 8  Identities(ID) | ©] %] 2] LHS “-ol| 4] Latest Network Scan Results(Z Al U EH 3 AAL 23HE
Ayt G X8 dstol et 544 AAF A3E 7H] IEERIE 7L RHS
FEAFHYTHLH 57).

8 52 NMAP WIERI 3 Z A 21t 0l

Latest Network Scan Results Endpoints

] -
& Edit
[ ] Endpoint Profile +  MAC Address Profiler Server Static Assignment
[ Cisco-Device 1C:DF:0F:BF:60:42 ise-psn-1 false

O | vMware-Device 00:50:56:A0:08:3A ise-psn-1 false

of

=
=9

Jﬁ?l

EEECE DL

@
D
=]
o
=<
>
@)
N
©,
g
bl
o
o2t
I
o
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Endpoint List = 00:50:56: 40:0B:34

Endpoint
* MAC Address  00:50:56:A0:0B:3A
* Policy Assignment | VIMWare-Device '|
Static Assignrnent []
* Identity Group Assignment | Profiled '|

Static Group Assignment i
Attribute List

______________________________________________________________

EndPointMACAddress 00-50-56-A0-0B-3A
EndPaointMatchedProfile VMyWare-Device
EndPointPolicy VMWare-Device
EndPointProfilerServer ise-psn-1
EndPaointSource MMAP Probe
MmapSubnetScanlD 4
ouI VMware, Inc.
ip 10.1.10.100
| operating-system Microsoft Windows general purpose 2008 |

eE d=¥Q1E = Windows 7 PCHU T 5 VIEA A HAF 2 ollA] B & 9l 213 7 NMAP= 4 OS
= 9|2~ (Windows 7 X Windows 2008-> &5 ZE=Ho] =5 313 E B4 AW, A VMware > 2 719 (OUL
ZAe YA E 7HEe 2 $hHS B JIEIJEE AR A o2 R F317]o = A 78 ARt

Z 13514 <5 Yt} EndPointSource™ NMAP 2 H 2 F A E YT} ScanlDE= %5 U E Y I A} o] H E o
g9 ¥ IDE eI YT

NMAP Z 2 B oA A g2 oz Arst7] 98l = 7] Windows 7 W3 A4 S n)gkA] 3}& of

HOIE HAIE @/t NMAP X222 24

Step 1 Administration(¥+2] ) System(*] 22 §l)>Deployment(7- %) %2 ©]53}2L RHS Z9] 754 ==
HFAN Z2UAHYH S TP FA Apj A =5 dEgin

Step 2 Profiling Configuration(Z =2 3t & 71 3] 18 o] A) ¥ S 4 ¥ 3} 31 Network Scan (NMAP)(U E 9] =

AAHNMAP) ] 2= 5138 48 k(1 59)
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8 54 NMAP =22 A1l ddiol&

, ‘
¥ Netwoark Scan (NMAF)

Description | NMAP |

Manual Scan Suhnet| |

[ Runsean || CancelScan

Click to see latest scan results

Step 3 Save(XhHE == ot WA AFES AU

Step 4 ZEIAY AR AE ALREY] FAAE TS BE G AR A s g3 o] Aate] dAlE
W g o,

HER 3 ZA(NMAP) & HE

Step 1 Policy(%] #)->Policy Elements(%d @ 2 4)->Results(Z2 7= ©]-5 3}l LHS ol A

Profiling(*Z 2 9} ¢ ¥ )>Network Scan (NMAP) Actions(H] E ¥ 7L ZAAHNMAP) 2 E A&l g o},
Step 2 7] NMAP A4S HEFYTHLH 60).

& 55 NMAP 2 At &2

Network Scan Actions

JEdt  opadd | MDelete

[] Metwork Scan (MMAP) Action Mame «  Description

[0 commonPortsAndOS-scan Perform operating system and common ports detection (not SNMP).

[] 05-scan Perform operating system detection.

[0 smuMPPortsandoS-scan Perform operating system and SNMP ports detection. Used for 'Unknown’ endpoints.

Step 3 7H& ARk}l FAd ol REE a3 A9 F7FNMAP 2= Ao e = sy A&
St} =
o H o

= SNMP ¥ E £ 7 A3} CommonPorts 5=+

NMAP S T2 0t2a 2 ZAH0

=2
Step 1 Policy(%d #)->Profiling(ZZ 23} Y 7 ) O 2 o]
REE RN

o} 3 RHS 3 220 A Apple-T] ko] 2= 3 2 5}9] &
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T2 56 NMAP ZiAl IS AIB5ts TRIU F & of
Profiler Policy List = Apple-Device
Profiler Policy
* Name | Apple-Device | Description | Generic policy for all Apple devices
Policy Enabled
* Minimum Certainty Factor | 10 | (valid Range 1 to 65535)
* Exception Action | NONE -]
* Metwork Scan (NMAP) Action | 0S-scan '| |1_
() Create Matching Identity Group
(®)  Use Hierarchy
Parent Policy ***NOME***
Rules
i 1f Condition | Apple-DeviceRule1-SCAN S | Then|| Take Network Scan Action v| | o I
 If Condition | Apple-DeviceRule1Check1 <> | Then [ Certainty Factor Increases ~|[ 10 e ¥

Step 2 Apple-tlvhe] s TR tlo] =27k £lo] YUt T WA £ o] Be] L RS 2

Fol
72 2o &S AREFUHLY 62).

Ol

18 57 NMAP Z A0 CHet = 2ol al 2 7= 0l 1
Rules Conditions Details x
If Condition | Apple-DeviceRule1-SCAN <l Mame Apple-DeviceRulelCheckl

Description ,Anuhm&uhmhﬂck].l
Expression |MAC:0UI CONTAINS Apple

- If Condition | Apple-DeviceRule1Check1  {

o] 7122 44 8A(CHS T7MA AEXJEES o] 25 U A7] &= o AHSH YT},
MAC F42] OUI7}Apple” 2} A %] &} =
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Conditions Details x
Mame Apple-DeviceRulelCheckl

Rules Description Apple-DeviceRulel Checkl
Expressinn| MAC:0UT CONTAINS Apple |

If Condition | Apple-DeviceRule1-SCAN

If Condition | Apple-DeviceRule 1Check?

AR EE WA RS 49 907 e Save( ) E F o] WA AFE AT

24 g2 2AS 7 NOR YEYL HA Aeo] Tshdo] H 85
Touels 43 A 2do el tajAt T2l B DA Ao 244lEl e Ry

HEIMOIE AL ZHAE J|BICZ NMAP 25 {H|0IE &2l

Administration(¥+2] )>Identity Management(ID ¥2])->Identities(ID)-> Endpoints(¢l = 3 ¢1 E )| A
A= QJNEE 2HA| Y o,

NMAP Z 2 B & Abgslo] Z 20U e & XAt e 74 AA| 2 tufo] 2o A Q=21 E 9]
A4S A AT oA AT T

ISE 4 3 #2] === o] 5 3}al Administration(¥+2])->1dentity Management(ID ¥2])->Identities(ID)=
ol &g},

LHS ol A Endpoints(1 =321 E)E A Elghy ),

M2 AAdE A=FE MAC F4E 2o} AElsto] HTTP 2 H ol A 423 A4S

FA G o

o] ajol A= NMAP Z 2 H 2] o] RADIUS % DHCP(IP Helper) 3 & B 7+ 34 31 ¥ ¢l 51 T}, o]
B F7ER2E = A IEXEJES AL o] 5 HE 3 MAC 4 B IP T4 AR ok )
AEZRJE dlo]g o] 26 F7}ek= ] AFS-H Ut o] A 31H NMAP 22 B H|o] & 2 48]
A -g3tal S| vlo]H 7} A Al H A @R =5 oh+= vl E=&o] FY
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Endpoint List = 7C:60:62:E3:D5:05

Endpoint
* MAC Address  7C:6D:62:E3:D5:05
* Policy Assignmeant | Apple-Device '|
Static Assignment []
* Identity Group Assignment | Profiled '|

Static Group Assignment |
Attribute List

MACAddress 7C:6D:62:E3:D5:05
MatchedPolicy Apple-Device
MessageCode 3001

MAS-IP-Address 10.1.44.90
MAS-Identifier Cisco_Dc:9%9:34
MNAS-Port 1

MAS-Port-Type Wireless - IEEE 802.11

MetworkDeviceGroups  Device Type#Al Device Types#\Wireless, Location#All Locations#!

MetworkDeviceMName wlcs508

MrmapScanCount 1

oUI Apple, Inc

2 Z 2o A= o] =3 21 E (NmapScanCount)ol] thall 7] A7} A & & 1A 7k Appleol] th 3k Z = v
G2 A3 OULE 719 o= ahal &5 FAIFU T F A Apple-T]Hbo] =0 thal U X| sl Z 29k
ZAE 7Rk e 2 EYAg YT

08 AAH= @713k U] SR slojo} FLith AALE TRan AT AL ES thA] Aeste] Qujo] =g
=Y 542 PEFUTHIY 63).

et 2e 7] B4 g EAH Y5

EndPointPolicy
LastNmapScanTime
NmapScanCount
]8]I
operating-system
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Endpaint List = 7C:6D:62:E3:D5:05
Endpoint

* MAC Address

* Policy Assignment

Static Assignment

* Identity Group Assignment

Static Group Assignment
Attribute List

EndPointMACAddress
EndPointMatchedProfile

7C:6D:62:E3:D5:05

| Apple-Device
]

| Apple-Device

7C-6D-62-E3-D5-05
Apple-Davice

EndPointPolicy

Apple-Device

EndPointProfilerServer
EndPointSource

ExternalGroups

ise-psn-1
RADIUS Probe

cts.localfusers/ employees\, cts.localfusers/domain usersh|

MatchedPolicy

Framed-IP-Address 10.1.40.101

IdentityAccessRestricted false

IdentityGroup Apple-Device

IdentityPolicyMatchedRule Defaulc

LastMmap5can Time 2012-May-03 03:539:56 UTC

Location Location#Al Locations#Morth_America#RTP
MACAddress 7C:6D:62:E3:D5:05

Apple-Device
Wireless - IEEE 802.11

NetworkDeviceGroups Device TypeZAl Device Types#Wireless, Location#Al L
MetworkDeviceMame wlc5508
NmapScanCount 2
oulI Apple, Inc
PolicyVersion 22
PostureAssessmentStatus MotApplicable
--r;t};t-—;;r;:; -------------------- Apple-1pad
htype Ethernet (10Mh}
ip 10.1.40.101
op BOOTREQUEST

operating-system

Apple 05 general purpose 4.X (accuracy 93%)

5ecs

0
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(o3}
2R

3] &
] Ao &

E[}

U t}. EndPointSource 5-7J < RADIUS || 4] w}<] 2t

o] of ]’ﬂLNMAPﬁ/\W}Q‘r ¥9l e u3)
@ ol w dolEE AFsaA glel A&H o

g ulo) E7} 49 9 & LhERIU T o] =
W7 ¥]7] w B 7h5 g o,

LastNmapScanTime ¥ NmapScanCount 5-/d -2 t]H}o] 2~ F7-0l glo] A2+ F 8317 2% NMAP
Zr B F7HE 54 B o5 9] 5] 70L5 FAIH o AF U

OUI 572 Apple©| X Tt o] A] et Z 2 912 Wt} AHkA Q1 Apple-t] o] 27} o} 2} Apple-iDevice 2]
Za2ad AUt o] EYAE NMAP HAF Z3po) A A 2)&17] ol dld Ao Wh2W =¥ E
OS7} Apple i0SQ! A o 2 EF 5 U T Policy("8 2)->Profiling(3Z 2 3} &)l A Apple-iDevice . & 3} ¢ 2]
W85 AESHH o] Z2utdo] NMAP OS AAF 2 3tol whe} 5+ =7 5 stuhet dA b= AS &
9)\1'5‘4‘4(1% 66).

P}

Z1& 61 Apple-iDeviceOll &t Z 2T 24 & & 4

Profiler Policy List = Apple-iDevice
Profiler Policy
* Name | Apple-iDevice | Description Policy for Apple Deyi
Policy Enabled
* Minimumn Certainty Factor | 10 | (valid Range 1 to 65535)
* Exception Action | NONE -
* Network Scan (NMAP) Action | NONE -]
(®] Create Matching Identity Group
) Use Hierarchy
* Parent Poiicy |—Ap|:|le—Device J Conditions Details x
Mame Apple-i0S-NMAP-Rule4Checkl
Rules Description gg‘;ﬁ;?ﬁg':gga%;tem
If Condition | Apple-i03-MMAP-Rule4Check Expression gﬁ_rﬁhﬁggggggtem
If Condition | Apple-i0S-MMAP-Rule5Check

Step 7 NMAP F ALl A Apple i0S H=+= Apple iPhone OS7} 3 3% operating-system 573 4k WFgal=
5ol ZEuA L AT o] ool A= Apple i0Sel & Ay .

Step 8 Q Oko}fﬂ NMAP Z 2 B = &4 AA| AAF Ao upe} & AA S 7|2 =Y EE

d}o o

Fohs o #8895 AdgUth vitke] Fetol AE Y 2 tlrbo] A tupe] 2 BHE 93
101 5 21 SNMP ol o] A A R 10 El ool e 7 EEE Ao el 4

glom, Aol uhel 54 Aulag Aashis 54 vluhe] 2ol o AFA o] A} & AFA 9
Agho] Yo H == o] e 5 AgITh AE Fof A ehdel] Apkglo ;
dE e £ B RS BhEo] F8 3 5 Q= FoHH L ThAl A AR AT
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Device Sensor

Device Sensor ) 2

Device Sensor= & A Cisco N A2~ =9 %] X F-A 7 E Z2{(4: Cisco Catalyst 3650 2 3750 Series, 4500 Series
Switches)ol| 4] X =] &= N A2 t]rlo] 2 7] 54 YT Device Sensor= CDP(Cisco Discovery Protocol),
LLDP(Link Layer Discovery Protocol) % DHCP(Dynamic Host Configuration Protocol)9} &2 X2 E =5 53]
AZAH A=FEN UEY A ARE $3 8}l o] 1B Z RADIUS A4 ¥ 317 ¢] ISE PSN¢

AL TH(L9 67). ISEX RADIUS = HRFALE-sfo] Z 2t Ho|H & g8kl 1 w41 e

AsH

718 62 Device Sensor M 2

Device Sensor Distributed Probes

Device Sensor Al S AFHE!

Device Sensor= U/ E ¢ 7 t]u}o] oA YA Q=¥ QN E HolHE AP UT. 1 H =N E HH =
29 Ae] =2 AdH 755 st Hl Ewo] FYT A A gulo] o] xR nldE] V|5 T HEoes

TR,
5317) - M E 2 T ehe] 2ol A Q= QL E Hlo) B & 55 o)
Shdetol 4 - Hlo] e & 55t tluho] 2= 3L Helginh

Device Sensor+= Cisco Catalyst 2=9] %], Cisco Wireless LAN Controller 5 9 | 2~ t]v}o] 2of W45 43 7]
7155 Vel E Yt 198 680l = Z 2 ukd B A A~ E] =1 o] A 2] Device Sensor”}F L9} 9 0. o
UE 7Hs 3 An A Hoj Gt

i)
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A 715 0] Qs 291 e A I EE e = U ES A vuto] 2ol A CDP, LLDP % DHCP®} -2
ZREFZS A EXINE AR E T8I, % 75# © 2 FE Ay ol whel A2 Al w ol A o
ARE S5H SHolAdEd Al FUTh A2 A UEL] A tuto] 2o gk A= ES] A4S
UERE Y o

Device Sensor®l| = W5 2 2| F Sfo]AET} JIGSUH. Y5 2 E]-O] A E ol = W &3 Device Classifier(DC
T 274 o dglo] A), Cisco ASP(Auto SmartPorts), MSI-Proxy 2 Cisco EW(EnergyWise™)<} 7+ -4

Q4 7F 8- Yt} Device Sensori= RADIUS A7 2] & A}-&3} 9] ISE(Identity Services Engine)
TaRatd ool 7ot T o SetolJdER HlolHE A EY ),

218 63 Device Sensor 29 0l

Internal Clients

A O S B AR OB AC T 2 2118 2 B dlelE)s} d 223l ol el
e Seol R A LY el WA ] U oL 9 Seelmasez 45,
Ao AAEE 7 Eohh A8 A ekl A o] do] S5 A e T2 sfel Y B4

§>‘~

= TLV(type length
A TLV7F =41 = 1A

=1

vo} 2

)b 5 s 200l 3 gl w Zekol e ok U A el ol MEsF A H YL
o]
Abgpell tha) Fekol el o

410 219 TLVZ} CLUG R & 83 F o= £A15 5 2ETLY 91
A e oMEE AMEstESs 23 4 gl

(m &

A= H gulo] 2~ RUEE AlHS LE(Y 1]i;i.E‘§-<Eé£LE %327Hixﬂ etk = Y EY
Ao 32709] =¥ A ES RYEHH S 4= Gy th v A Elol = 1241 7HS 2335 Al S 2HA gy o
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Device Sensor 27 Al&
69 = N A 2~ t]ufo] A~ @ B A o] W Device Sensor T2 EE A Y A B I} Q ok o] ¢)&5 T}

I 4 Device Sensor 7 Al&

Catalyst -
3560/3750 15.0(1)SE1 15.0(1)SE1 15.0(1)SE1 -
Series Switches
15.1(1)SG 15.1(1)SG 15.1(1)SG 15.1(1)SG

ggfg’s’sé\;‘\'lﬁgg I0S-XE I0S-XE I0S-XE i I0S-XE

3.3.0SG 3.3.0SG 3.3.0SG 3.3.0SG
WLC/WiSM2 -
Wireless - - 7.2.110.0 7.3
Controllers
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A x84 A 9. bl S £ 9] Cisco 10S Software Release 15.0(1)SE1 2 Device Sensor 7] 5] &7 A} 318 ZZ3514]
o= TR 9] Catalyst 3560 2 3750 229 X 7} 151Ut}

Catalyst 3560-C 2 3560-CG Series Switches®ll ] &+ Device Sensor 7] 5 %] -2 Cisco I0S Software Release
15.0(2)SE°l A Al & Yt}

Device Sensor”} Cisco Wireless Controllerl] 7+ % 29 ZFx]-& 0 2 34 5 WLANY| 7Y st 2=
Zefol A Eo] el DHCP Z 23t & o] &/d sk Yt} S 2ol A E DHCP 8% ¢] 4 -F- DHCP 54| 4
HE| A vt 25 A48 Ytk 72MR19] Al S AN the- 3 25U

=99 o2 EAEE AQH A e

27 2932 83 27 A5 994 gHUd
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>
o

Device Sensor& AH-&-3f= 749~ tloH +32 AI=XAE 9 dlo]E] 2o 7HF 77k A A Q1 A~
glojofell A Rl stAl S U Y. 21 tha A Rs A S Aol A A o s Y $ RADIUS A
e Rl 24 R R s T A A s mE e AEHUn o] 27 sk 7]= ISE

L2 B ARESte] oo AT HlolH & AAEY] 913 vhare] A A B 1L} 99 A e ek
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ISE I 2 2 & Ofl StH| Device Sensor 7+ &

Device Classifier= MAC-OUI2] A K 4 3 2 & Z(d]: CDP, LLDP ¥ DHCP)S $~F 3l¢] t]njo]| A~ &

A H e vl CDP 2 LLDP A B 2 =38} Catalyst 2=$] x| o 4] CDP ¥ LLDPZ &4 3}3f oF 3+ t}. DHCP
24 AR E DColl AlF-3teH 229 X ol 4] DHCP 2~ 7] 52 &4 3}8) oF gy t}. Cisco Wireless LAN
Controller+= @ A DHCP Ho] EIRF 2| gt} 18 th3 o d o] A ISE)dll A& 5S4 5 2 54
Agst= THE Ao 5 AdFU Y AlA dle]E & ISEC A 538te W M A2 tjnfo] 2o A RADIUS A7
Y| 7F &4 3he o] flofoF fhH th ISECl A RADIUS = B 7} &4 315 a1 21 4 3] -/ ¥ o] glofof g},

Fal: AlA dlo]B & ISEel d2atE ¥ RADIUS A #e]7F 2 agtyu. 22 Al diolg & 5] 8t
ISE°l| A%:3}7] 913 RADIUS 915 % A3 o7t Ao dix| = gout. 2822 BUE RE T 27| 0]
o} 2] RADIUS Q155 &4 318 Fh] 7} Hof 9lX| o HES T A @A oA AR ISE 759l Device
SensorE AF8-3F 4= 15U, o] = Cisco NAC Appliance®} $H7] ISE X 23} d & M H| 2~ & AFE-3l= 5

27 (RADIUS A 2= A7} F55] o A @)oo 2 3 A dgy .

ISENIA RADIUS 22 & 435}

Step 9 RADIUS 2 H 243} thA= RADIUS Z 25 24 Mol z}A3] A
2B E AAs] &4 stetal st WS Eld A S R Al L.

Step 10 3 Al AlgE A Foll hgk gk 7FA] o £]+= RADIUS 7|8k Q15 2 A%k F-of & AFEa1A] &+
T35 317 ol A] Device Sensorg AF8-3h= A 2 #Hed o] lFU T o] Ay QoA &= A A
tulo] ~7FISE F+71= A @ 9k5 Y th. 7121} RADIUS Al7g #&] 7} ISES} E2la) of st 2 =2
Administration(¥ 2] )>Network Resources(U] E ¢ = 2] 24~ 2~)>Network Devices(H| E9 =
t]u}o] )0 A Device SensorE A 3t= BE A A~ tulo] 25 F7)&| oF gyt

Step 11 ISES =3 IP 54 RADIUS A &S 918 H A2 tfuto] 2o A Al & ab= ¢hat A A &) oF gt
Y5k RADIUS & 7]+ A 2~ tluto] 2of] -4 gk} A= el of ghu vt o] 2] g @Al = Device
Sensor®| 4] RADIUS A4 #&] i3l & 418 = J =5 x| dst+= v B a7,

%o 915Ut RADIUS
o

v

Cisco & AQXAN =202 T2 EZ2 835
A =¥ Eof A CDP,LLDP %+= DHCP 54 & =3t dA 2= 2 X AdZ24e EAS el =3 4
UE= o3 L2 &S 34 g} oF gt}

Step 12 Device Sensor”} A] Y 5 &= M A2~ =91 %] 9]
Step 13 CDP= A <3}7] 913 294 & &4 kg
Step 14 CDP:= 71322 0 & Cisco =Y x| ol A &

U A HE S AFEske] & stal A

cat3750x (config) # cdp run
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Step 15 CDPT 7]H-% o & 7 9=
A F o] 2 H & AFE3te] S 8lEtA Al L.

cat3750x (config-if)# cdp enable
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Step 16  Th=} & °] show cdp neighbors ™8 %3 & AH-8-3Fo CDP7} 29 2| ol M 2hg-skaL 3l=A] el g v

cat3750x# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
APc471.fe34.197a Gig 1/0/2 137 T AIR-LAP11 Gig O
SEP003094C4528A Gig 1/0/1 150 HPM IP Phone Port 1
cat6503.cts.local

Gig 1/0/24 140 R S I WS-C6503 Gig 2/47

A 57 g} 2

cat3750x# show cdp neighbors detail
Device ID: APc471.fe34.197a
Entry address(es):

IP address: 10.1.14.100
Platform: cisco AIR-LAP1142N-A-K9 , Capabilities: Trans-Bridge
Interface: GigabitEthernetl/0/2, Port ID (outgoing port): GigabitEthernet0
Holdtime : 133 sec

Version

Cisco I0S Software, C1140 Software (C1140-KO9W8-M), Version 12.4(25e)JA, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2012 by Cisco Systems, Inc.

Compiled Fri 27-Jan-12 21:45 by prod _rel team

advertisement version: 2

Duplex: full

Power drawn: 15.400 Watts

Power request id: 21756, Power management id: 2
Power request levels are:15400 14500 0 0 O
Management address (es) :

Device ID: SEP003094C4528A
Entry address(es):
IP address: 10.1.13.100
Platform: Cisco IP Phone 7960, Capabilities: Host Phone Two-port Mac Relay
Interface: GigabitEthernetl/0/1, Port ID (outgoing port): Port 1
Holdtime : 147 sec
Second Port Status: Up

Version :
P00308010100

advertisement version: 2
Duplex: full

Power drawn: 6.300 Watts
Management address (es) :

Device ID: cat6503.cts.local
Entry address(es):
IP address: 10.1.50.1
Platform: cisco WS-C6503, Capabilities: Router Switch IGMP
Interface: GigabitEthernetl/0/24, Port ID (outgoing port): GigabitEthernet2/47
Holdtime : 136 sec
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Version

Cisco IOS Software, s72033 rp Software (s72033 rp-ADVIPSERVICESKY WAN-M), Versio
n 12.2(33)SXJ2, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2011 by Cisco Systems, Inc.

Compiled Wed 14-Dec-11 19:51 by prod rel team

advertisement version: 2
VTP Management Domain: 'cts'
Duplex: full
Management address(es):

IP address: 10.1.50.1

Step 17 LLDPE A €¥3at7] 913 291X & A st
Step 18 LLDP:= 7] 2% © & Cisco 229 X ol 4] A2 o 7 v &4 3t¥ o] gl5yt &4 3tetew oS
A9 g8e g3y

Step 19 LLDP<= 7|t4 0.2 7} 29| 2] s Eo| A &4 515 o] iUt Bl 24 8k5 o] 9l A% v
AE s o] = W H & ARG-8ho] A 3het Al L.

cat3750x (config-if) # 1lldp receive

Step 20  Th5-} & °] show lldp neighbors ™ %3 & AH-8-8Fo] 9] ol A LLDP7} 2453}l 9l=A] 2l okt

p

cat3750x# show lldp neighbors

Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (O) Other

Device ID Local Intf Hold-time Capability Port ID
AVA4FFO0E Gil/0/9 120 B 0004.0d4f.f00e

AVAEC8C79 Gil/0/10 120 B 0004.0dec.8c79

AVAF694AC Gil/0/15 120 B 0004.0df6.94ac

AVAEC8C79 Gil/0/17 120 B 0004.0dec.8c79

Total entries displayed: 4
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Step 21

cat3750x# show lldp neighbors detail
Chassis id: 10.6.104.29

Port id: 0004.0d4f.f00e

Port Description - not advertised
System Name: AVA4FFOOE

System Description - not advertised

Time remaining: 106 seconds
System Capabilities: B, T
Enabled Capabilities: B
Management Addresses:

IP: 10.X.104.29

OID:
1.3.6.1.4.1.6889.1.69.1.5.
Auto Negotiation - supported, enabled
Physical media capabilities:
Symm Pause (FD)

Pause (FD)

100base-TX (FD)

100base-TX (HD)

10base-T (FD)

10base-T (HD)

Media Attachment Unit type: 16
Vlan ID: - not advertised

MED Information:

MED Codes:

(NP) Network Policy, (LI) Location Identification
(PS) Power Source Entity, (PD) Power Device

(IN) Inventory

H/W revision: 4620D01B

F/W revision: b20d01b2 9 1.bin
S/W revision: a20d01b2 9 1.bin
Serial number: 051606020284
Manufacturer: Avaya

Model: 4620

Capabilities: NP, IN

Device type: Endpoint Class III

Network Policy(Voice): VLAN dotlp, tagged, Layer-2 priority: 6, DSCP:

Power requirements - not advertised
Location - not advertised

----<snip>----

Total entries displayed: 4

46

DHCPE 233 317] 913 2913 B4 shgheh A% 9] 1eo]d meo A e Y&

A Hsle] A ENsl oA~ VLANO| A DHCP 273 & &4 3Fghy ).

cat3750x (config) # ip dhcp snooping
cat3750x (config) # ip dhcp snooping vlan <VLANs>
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Step 22 H A% gAY AEFEAEES AZ
Step 23 *@ﬂ’“OhDHCPHHM]%SBE{—ﬁ@’%
ke e ] AE o]~ AT

P VLANO] =50l Z3rEofoF gyt
& AAE 1Y o] 2o A HE¥ DHCP JH S
S AHE Y T

L
14
hva)
o
r
of
OE

cat3750x (config) # interface <interface to DHCP_ Server>
cat3750x (config-if) # ip dhcp relay information trusted

rr

¥} 7o) show ip dhep snooping ™8 & & AF-8-3Fo] 2=9] X] ol A} DHCP Z~*+3 ©] &/d 3} 5 o] =4

Step 24 U
ey

r& n

cat3750x# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs:
10-14

DHCP snooping is operational on following VLANSs:
10-14

Smartlog is configured on following VLANs:

none

Smartlog is operational on following VLANs:

none

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is enabled
circuit-id default format: vlan-mod-port
remote—-id: 1lcdf.0f8f.6000 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)

Step 25 = 7} o] show ip dhep snooping binding ™8 ¥ S AF-§-3}o] 2= 9] %] of| A DHCP 2=+ o] 253}l
A=A ERI(DHCP S oA EE 9 g vild 27 A3 ) o

cat3750x# show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C4:52:8A 10.1.13.100 691187 dhcp-snooping 13 GigabitEthernetl/0/1
00:50:56:A0:0B:3A 10.1.10.100 653260 dhcp-snooping 10 GigabitEthernetl/0/1
C4:71:FE:34:19:7A 10.1.14.100 653068 dhcp-snooping 14 GigabitEthernetl/0/2

Total number of bindings: 3

Step 26 =91 Ty 1eold WA AMEES A U T
Cisco S A2 X0l Device Sensor 4

Step 27 tlo)E FH o Z33FA L} ol FH el A A 2|3 CDP, LLDP =+ DHCP 54 & A€
4dH & g3y
Step 28 74 7T 1 o] R A Al Z}Ete] CDP 540 ol gk ZE] & o] Pt

_

o
o
rlr
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cat3750x (config) # device-sensor filter-list cdp list <my cdp list>
cat3750x (config-sensor-cdplist) # tlv name device-name
cat3750% (config-sensor-cdplist)# tlv name address-type
cat3750x (config-sensor-cdplist)# tlv name capabilities-type
cat3750x (config-sensor-cdplist)# tlv name platform-type
cat3750x (config) # device-sensor filter-spec cdp include list <my cdp list>

Step 29 ©°]F =+ WEE CDPTLV ¢ 48+ JF YT CDPTLV o] &2 o3 254 T
address-type FAEATY
capabilities-type 715 ¥
cos-type COS 3
device-name tjufo] 2 o] &
duplex-type olF 73
external-port-id-type E- XEID /3
ipprefix-type IP A FAF 7+
mgmt-address-type e 4 Y
mtu-type MTU 4
native-vlan-type 712 VLAN 3
platform-type =95 7+ F
port-id-type YEIDFY
power-available-type 7He A 7
power-request-type - ZEID 7%
power-type A9
protocol-hello-type 2 EF Hello 73
trigger-type EfA ¥
trust-type eI
twoway-connectivity-type A
unidirectional-mode-type G RE 5
version-type HA T3
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vtp-mgmt-domain-type VTP &2 =l 73
vvid-type VVID 3

Step 30 < Ay 1ol d Rl A AlZFste] tha-3t 7ol LLDP S/l it A E & 4 9

i
ot

S

cat3750x (config) # device-sensor filter-list 1lldp list <my lldp list>
cat3750x (config-sensor-11ldplist) # tlv name system-name

cat3750x (config-sensor-11ldplist)# tlv name system-description

cat3750x (config) # device-sensor filter-spec lldp include list <my lldp list>

Step 31 ©°|F = WHIEE LLDPTLV #t= 949 % + 15 Y W LLDP TLV ©] &2 th33 254t
chassis-id AT ID AT 1d

end-of-1ldpdu LLDP2] &

management-address #e T4

port-description XEAY

port-id XEID

system-capabilities Al 2" 75

system-description Al 2~El A

system-name Al 2Bl o] &

time-to-live TTL(Time To Live)

Step 32 < Ay o] Bl M A Zbsho] tha-3t o] DHCP S/l thdt H S A4 o gt

cat3750x (config) # device-sensor filter-list dhcp list my dhcp list
cat3750x (config-sensor-dhcplist) # option name host-name

cat3750x (config-sensor-dhcplist) # option name default-ip-ttl

cat3750x (config-sensor-dhcplist) # option name requested-address

cat3750x (config-sensor-dhcplist) # option name parameter-request-list
cat3750x (config-sensor-dhcplist) # option name class-identifier

cat3750x (config-sensor-dhcplist) # option name client-identifier

cat3750x (config) # device-sensor filter-spec dhcp include list my dhcp list

Step 33 ©]F E+ WS E DHCP wAS 8@ = AdFUT 2 7HA a3 vk 42 v 254t
class-identifier S~ A2

client-fqdn Z2}o] 9 E FQDN

client-identifier Sefo|dE AE )

default-ip-ttl 7] IP TTL(Time To Live)
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domain-name Tl o] &
host-name SAE ol &
server-identifier ¥ ID
user-class-id AL&2} 22~ ID

D Arl: CDP, LLDP & DHCPO| CHoll ZAlEl &4
2 LLDPOIl CHoll show HEE AIE5HN
O &20| &l =Xl ZH&HLICE Device Sensor® ZEH 810
Identities(ID)0I Al ISE0l HISEl= SHE &
oog=E EM42 0202 MGt ZHE A

— o=

ZE ZHe=E U222 2 AMUAM gelXol JeHLICH AL Jisst 54

AEHOIEI} MiSote TLVE B E3 S40| OHEEO._E
ZJ10l ?=5t0! Administration(2 2/)->Identity Man
Ch DM AISHQIES T2 Wpal XA LXIots HI Z st
Cl

a1 EATLV e 34 3HS Y Ests Ao =X EoA] o] AHE AE3rtE onj= ol Ut}
AENQAEV 2QX = Y EY I AlFstes A4 et g7 45U o & Eo] EHol| ¥35+=
DHCP 4 © = client-fqdn©] A ¥ = Q1A % DHCP Eg}o] A E A sl w4-S 434 eF o sl 4
3k A B 7} Device Sensor B=+= ISE®!| #l| & %] X w%q t}.

Step 34 UTh3} o] RADIUS AlA #Hefoll A BE WA AFES 38 AlA dHol 87 A $ 5 =5 Fu T

cat3750x (config) # device-sensor accounting
cat3750x (config) # device-sensor notify all-changes

Step 35 = o deto]AHE N3 ste] FEE QU O|EVHISER AFH A = syt

cat3750x (config) # no macro auto monitor
cat3750x (config) # access-session template monitor

W73 Device Classifier™ 7] -2 © & Cisco 22 ¢] %] o] 4] &4 3} 5 o] 91 0™ o] Z9- Device Sensor+=
2y el o2 g sk Yt} 18] 22 Device Sensor= 7|22 0. 2 g4 315 of QlG YT Al A
tﬂ ] B Z ISER XWX RADIUS Q15 B AA #he] 7t & st o] = 49 TLV W7 o] A S ujwirt
= RADIUS A7 JJFE] f7lo] dEd ¢ dFUT o= 24 o]]g_j_a]-o]xioﬂ ot Al EUHE wjEJ Y.
S5 AR ] WA A 7 EASHA] A st 24 o defo] A& 2] gl oF o

RADIUS 215-¢] Bl & shel 4 9-(oll: AFA ISE 7-5/73 4 WA ol] 911 Cisco NAC Appliance 2} 37 ISE
Trady A2t A U ES D) 24 of defol A7t vl &g shE o] Qlo™ A o B 7t HEH A
ZHUTh 274 o dglo]l A of A3glo] AlA dHlolH 7 55 =% 52 H access-session template monitor
B = AR Al L

Step 36 RADIUS 77 ¥e]& Abgato] Al A7 ¥he] J BE ISEC] AFstes 2945 A4

Step 37 RADIUS 1% 2 gt F-of7} A 5 o] Q= A5 o] WA= olv] &5 d A YT ISESHE]
RADIUS &= 918 =912 & 7+ shz W ol theh 571 Al #-AF> RADIUS 225 14
AL FEs AL
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Step 38 RADIUS/S02.1X7}k o}2] 55 0] 9] ek 75 22912 A3 reo] o] vhe 32 E3alob
LA
H .

cat3750x (config) # aaa new-model

cat3750x (config) # aaa accounting dotlx default start-stop group radius

cat3750x (config) # radius-server host <PSN_ip> auth-port <port> acct-port <port> key <shared-secret>
cat3750x (config) # radius-server vsa send accounting

Step 39  Device Sensor’} Z 23} A 7 G H

Ll
oo x
N,
=
K
%0,
rlr
N
J (
ro
i)
L
H

t}8- 3} 7+o| show device-sensor cache ™ &3 A}

cat3750x# show device-sensor cache all
Device: 0050.56a0.0b3a on port GigabitEthernetl/0/1

Proto Type:Name Len Value

dhcp 55:parameter-request-1list 14 37 0C 01 OF 03 06 2C 2E 2F 1F 21 79 F9 2B
dhcp 60:class-identifier 10 3C 08 4D 53 46 54 20 35 2E 30

dhcp 12:host-name 9 0C 07 77 69 6E 37 2D 70 63

dhcp 50:requested-address 6 32 04 0A 01 0OA 64

dhcp 6l:client-identifier 9 3D 07 01 00 50 56 A0 OB 3A

Device: 0012.d9%e3.427e on port GigabitEthernetl/0/24

Proto Type:Name Len Value

cdp 4:capabilities-type 8 00 04 00 08 00 00 00 29

cdp 2:address-type 17 00 02 00 11 00 00 00 01 01 01 CC 00 04 0A 01 32 01
cdp 6:platform-type 18 00 06 00 12 63 69 73 63 6F 20 57 53 2D 43 36 35 30 33
cdp l:device-name 21 00 01 00 15 63 61 74 36 35 30 33 2E 63 74 73 2E

6C 6F 63 61 6C

Device: c471.fe34.197a on port GigabitEthernetl/0/2

Proto Type:Name Len Value
cdp 4:capabilities-type 8 00 04 00 08 00 00 00 02
cdp 2:address-type 17 00 02 00 11 00 00 00 01 01 Ol CC 00 04 OA 01 OE 64
cdp 6:platform-type 30 00 06 00 1E 63 69 73 63 6F 20 41 49 52 2D 4C 41
50 31 31 34 32 4E 2D 41 2D 4B 39 20 20 20
cdp l:device-name 20 00 01 00 14 41 50 63 34 37 31 2E 66 65 33 34 2E 31 39 37 61
dhcp 50:requested-address 6 32 04 0A 01 OE 64
dhcp 60:class-identifier 16 3C OE 43 69 73 63 6F 20 41 50 20 63 31 31 34 30
dhcp 55:parameter-request-list 10 37 08 01 06 OF 2C 03 21 96 2B
dhcp 12:host-name 18 0C 10 41 50 63 34 37 31 2E 66 65 33 34 2E 31 39 37 61
dhcp 6l:client-identifier 9 3D 07 01 C4 71 FE 34 19 7A

Device: 0030.94c4.528a on port GigabitEthernetl/0/1

Proto Type:Name Len Value
cdp 2:address-type 17 00 02 00 11 00 00 00 01 01 01 CC 00 04 0OA 01 0D 64
cdp 6:platform-type 23 00 06 00 17 43 69 73 63 6F 20 49 50 20 50 68 6F
6E 65 20 37 39 36 30
cdp 4:capabilities-type 8 00 04 00 08 00 00 04 90
cdp l:device-name 19 00 01 00 13 53 45 50 30 30 33 30 39 34 43 34 35 32 38 41
dhcp 50:requested-address 6 32 04 0A 01 0D 64
dhcp 55:parameter-request-list 9 37 07 01 42 06 03 OF 96 23
dhcp 60:class-identifier 39 3C 25 43 69 73 63 6F 20 53 79 73 74 65 6D 73 2C

20 49 6E 63 2E 20 49 50 20 50 68 6F 6E 65 20 43

50 2D 37 39 36 30 00
dhcp 12:host-name 18 0C 10 53 45 50 30 30 33 30 39 34 43 34 35 32 38 41 00
dhcp 6l:client-identifier 9 3D 07 01 00 30 94 C4 52 8A
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Cisco Wireless Controller0i| Device Sensor /&4
A PE = HEXN AEEY A CLI =& ¢ #e] 2 ¥ o] 2 & A28} DHCP-§ Device Sensors &4 318t 4=

AFH

Step 40  Cisco Wireless Controller®l| 4] CLIE- &3l Device SensorE T-d sl ™ tho HH S 4= gy}

> config wlan profiling radius enable <wlan-id>

Device Sensors= A 4 ¥ WLANS] 2= F-X ZFelo]d Eo) tfjsf &-Al sl Y.

Step 41 RADIUS A8 & & AF&sto] Al A8 #e] A E ISEol] AFstes A AEZHE
T

Step 42 RADIUS ¢15 2 A o7t A5 =4

Step 43  ISE9}2] RADIUS 415 93 #+4 HEEHE
D28 74 AMS FastiAl 2

Step 44  WLC §} Q1 E] | o] 2ol A} WLANs(WLAN)=>(WLAN-id)->Edit(3 )2 o] &yt 13 692
3} o = Device SensorE &4 315F= 91 %] 7} Yho} 15U

0 64 24 AEZ2{0ll LISt Device Sensor 241 ¢4 01 & 0

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'locallp’
v WLANWL“NS ( General | Security | QoS | Advanced
: FlexConnect Voi
» Advanced - py— oice
SZ;C:,‘::Z oca Enabled Media Session Snooping [J Eenabled
Re-anchor Roared Voice Clients [ Enabled

FlexConnect Local Auth 22 Enabled

KTS based CAC Policy [0 Enabled
Learn Client IP Address £ Enabled s o e
" Device Profiling \‘

Device Profiling C1 Enabled )

Device SensorE AtEst I 211 2 &0l

Step 45  Administration(¥2])->Identity Management(ID ¥2])->Identities(ID)->Endpoints($l = 3 91 E )] A
AE=FZRJAEE 2HAIF YT,

Step 46 NMAP = H E Alg-5lo] T2 AT S A Pt s 4 5 A A2~ tfufo] 2o A Al =2 E 9
A4S A A7 oA AAF T

Step 47 ISE 43 #] === 0|5 3}3l Administration(¥+2])->1dentity Management(ID ¥+2])->Identities(ID)=
o5y

Step 48  LHS ol A Endpoints( =¥ Q1 E)E A&l gt}

Step 49 A= AZAH A=FAES MAC F4E Zlo} A El5le] HTTP 2 H oA 433k 54 &
FA YT
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SO AAA & IO

717 709 ISE A # AJH] 2 k== o] &= RADIUS Z 285k 24 315 o] 95Ut th-& o) 2 7] 540 4=
FAE O YFYH

EndPointPolicy

EndPointSource

OUIl

CDP 5] (cdpCacheAddressType, cdpCacheCapabilities, cdpCacheld, cdpCachePlatform)

DHCP =] (dhcp-class-identifier, dhcp-client-identitifier, dhcp-parameter-request-list, dhcp-requested-address, host-
name)
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218 65 Device Sensor £4 0l

Endpoint

* MAC Address 00:30:94:C4:52:8A

* Policy Assignment \ Cisco-IP-Phone-7960 '|
Static Assignment []

* Identity Group Assignment \ Cisco-IP-Phone '|

Static Group Assignment [
Attribute List

AcsSessionID ise-psn-1/125323864/12755

AuthState Authenticated

CPMSessionID 0A010A010000000900036DFC

Called-Station-1D 1C-DF-0F-8F-60-01

Caling-5tation-ID 00-30-94-C4-52-8A

Device IP Address 10.1.50.2

Device Type Device Type#Al Device TypessWired

[Endpaintpaicy Cisco-IP-Phane 7960 | _Pl EndPointPolicy Cisco-IP-Phone-7960 I

EndPointProfierServer  ise-psn-1

[Endpontsource RADIUS Prabe | —plEndPointSource RADIUS Probe |

Framed-IP-Address 10.1.13.100

IdentityGroup Cisco-IP-Phone

Location Location# Al Locationss Morth_AmericazRTP
MACAddress 00:30:94:C4:52:84

MatchedPolicy Cisco-1P-Phone-7960

MessageCode 3002

NAS-IP-Address 10.1.50.2

NAS-Port 50101

MNAS-Port-1d GigabitEthernet1/0/1

MNAS-Port-Type Ethernet

NetworkDeviceGroups  Device Type#Al Device Types#Wired, Location#Al Locations#North_America=RTP

NetworkDevice Narme @E3750x%

oul Cisco Systems, Inc. |_>| oul Cisco Systems, Inc.
PolicyVersion 22

Requestlatency 12

SelectedAccessService  Defaul Network Access

Service-Type Framed

StaticAssignment false

SteticGroupAssignment  false

Time ToProfile 24

Totzl Certainty Factor 145

sy s cdpCacheAddressType  00:00:00:01:01:01:cc:00:04:02:01:0d:64
cdpCacheAddressType  00:00:00:01:01:01:cc:00:04:02:01:0d:64) cdpCacheCapabilities H;P;M

5 il G | cdpCacheDeviceld ~ SEP003094C4528A
cdpCachePlatform Cisco IP Phone 7260 cdDCachePlatform Cisco IP Phone 7960

audit-session-id=0A010A010000000900036DFC, connect-progress=Call Up, cdp-tiv=cdpCacheAddressType=00:00:00:01:01:01:cc:00:04:0a:01:
the=cdpCachePlatform=Cisca IP Phane 7960, cdp-thv=cdpCacheCapabilities=00:00:04:90, cdp-th=cdpCacheDeviceld=SEPO03094C45284, dhep-

cisco-av-pair address=10.1.13.100, dhcp-option=dhcp-parameter-request-list=1%, 66\, 6\, 3, 15\, 150%, 35, dhcp-option=dhcp-dass-identifier=Cisco System
option=host-name=5EPD03094C45284, dhcp-option=dhcp-clent-identifier=01:00:30:94:c4:52:83
dhep-class-identifier Cisco Systems, Inc. IP Phone CP-7960

dhcp-class-identifier Cisco Systems, Inc. IP Phone CP-7960
dhep-client-identifier 01:00:30:94:c4:52:83
dhcp-parameter- dhep-client-identifier 01:00:30:94:c4:52:83
Bt

1, 66, 6, 3, 15, 150, 35

request-list

dhep-requested-address  10.1.13.100 dhCﬂ-DBrI?lmEtEf- 1, 66, 6, 3, 15, 150, 35

host-name SEP003094C4528A request-ist

ip 10.1.12.100 dhcp-requested-address 10.1.13.100
host-name SEP003094C4528A
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EndPointSource 5 RADIUS 2 H 2 A7 3l 4} el 2 Device Sensor AFA| W A}-8-3}+= 7 9- EndPointPolicy 7}
Cisco-IP-Phone-79607} 4 4 3] A %] stthi= 2 & & 5 A FH T} Device Sensoroll A A1 H 25w E4 &
23] A X]of 7] o5l 54 ol = OUI = Cisco Systems, Inc., cdpCachePlatform = Cisco IP Phone 7960 2 dhcp-
class-identifier = Cisco Systems, Inc, IP Phone CP-7960°] 3154 T}

CDP % DHCP 541-& 1 El0] 2|45l S5k 31a10] o] &= dlo]E] 7o) A7 8he) 1= A & nojFuny.
ISE T50) RE ghe] % A8 A ol U s 5AS TE B4k Bo5ehe v 43 A2
=7} 2 Q3R] &k Ut Device Sensor 71 3] 1| o] A of] w2} M7 Alglo] dhAy el 7] 9-of wk o g o] EV}

ko
ol

Al Y ok Wb o], SNMP 7 2] 2 DHCP X 2 H= 7] 2] H+= DHCP 7341 o] 'HA st wjnic} &b 5495

duolEdU

DAY ESESES 3N =0/ MEHNOI 22| L T2 AT Y08 E 2AsE 4 U= B Device Sensors AFZ0H0] ISE
Lzt E S PS8 LICH Device Sensor= RADIUS 21E &3 & UHE 5 RE(0l: ALY ISE 2 3l £= NAC Appliance 2t2)
SE)IFE FAd 2 UAA AKX Y R HESHN 2FE = UASLICH
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7

Endpoint Attributes
v

¥

/

ISE probes collect attributes from
endpoints that connect to the network
~

Conditions
v

! )

\.

P

Single attribute is matched againsta
condition

O} OH | A "H}HH =
OF Okl A B JH0IS CISCO.
1L _|_OI 2| X XH A
L=ed 32 14
L20tde X A0 016 IR
o] 7ho] =of ehR-Eo| A 27 713} 31 ISE Z 2941 Aju] 2=0] A9l of7) el o o e 7] Fgu )
o) EFISE L2l ® A 1ol d R AN A ZeA s SFe B YA AR o2 AR 1
AF U
A, BE R A T 82,5 AEEIE 5 S SR T2 8 A9 auo A e du syt of
A AGAA T EE A B A AN AL E AU B D AT e B
Q4o v *,ji“éff}l%t}.
JE66:ISEZZ2MYS A A0 0018 S8
' )
Probes Collect
Exception Actions can be assigned to
a Profiling Policy based on matching
rules. Exception Actions statically
assign endpoints to Endpoint ID
Groups. Any further profile changes

will not Eesuﬂ in ID Group change for

these static entries

1
Unless statically
assignedto a

Policy Rules
+CF/Exception/Scan
A

¥

\,
g
One or more conditions are combined

e
Profiling Policies

to form a rule in a Profiling Policy

Profile Change/
Exception Action
/ group, endpoints
" . may pass in and
i out of group based
] on profiling
policies. CoA can

Endpoint Identity
be used to affect

) -

\
(~ Each matched rule may be assigned a weight, or
certainty factor(CF), or may trigger an Exception
Action. Endpoints are assigned the profile with
highestCF match. ),
N

"SR

Group Change

. a—

new policy based

| S

'
Endpoint Identity
Groups

v

\Sn profile changes/,

Change of

) ¥

Authorization (CoA)
S

r
Authorization Policy

p
e

\,

Endpoints can be mapped to an Endpoint ID Group
if their profile/parent profile, is setto an ID Group

ol

the Authorization Policy. Endpoints can receive

\,
Endpoint ID groups can be used as a condition in

access policy based on ID Group membership

AFHTHISE A& Mn] 2 B M 574 0]

zZaaoy AT XA 7=

o2qiele X

DR ISE TR B S Fa thee] T oY BHS S Y 5

+19 A5 T2 Tz U8 A olel @ 54

AAJYthH 72). 24 212 Pohcy( J A1)>Policy Elements(“d 2] 2 Z4~)>Dictionary(A} %) o} 2] System
beyoll L El 2|91 5) 59 ahe] oS b v,

Dictionary(A] 2~ &l A}Z1)o]]
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J8gerdndold =8 22med &4

Probes Collect
Endpoin: Attributes

. 2

Condition:

P

%,

N

Policr Rules:
+ CF fException Koan

Frofiling Policies

Endpoing Idertity
Groups

Mrofile Change
EXceplon Acton

Endpoint [dentity
Group Change

—F ¥
R Change of
Authorization Palicy H At

CISCO.

3 790 = Policy(*d @)>Policy Elements(*d @] & 4~)->Dictionary(A} ) o} 2l System Dictionary(A] 2~ & A} #)o]]
U E 544 0] Yo 5. o] 88k 542 Policy(*d #)>Policy Elements(“d 2] 2 4~)->Conditions(Z=71)>
Profiling (7 2 521 ol 4] = 23491 Flo] A S ALk A F5o] e 5 et

RADIUS

Acct-Authentic
Acct-Delay-Time
Acct-Input-Octets
Acct-Input-Packets
Acct-Interim-Interval
Acct-Link-Count
Acct-Multi-Session-Id
Acct-Output-Octets
Acct-Output-Packets
Acct-Session-Id
Acct-Session-Time
Acct-Status-Type

Acct-Terminate-Cause

Acct-Tunnel-Connection

Acct-Tunnel-Packets-Los

Callback-1D
Callback-Mumber

MAC

MACAddress

EndpointSource
FQDM

Host

ip

mask
PortalUser
User-Agent

oul
cafSessionStatus
“ cLApImaCAddrESS

H5AH EH
SNMP CDP
cafSessionAuthorizedBy cdpCacheAddress
cafSessionAuthUserName cdpCacheCapabilities
cafSessionAuthylan cdpCacheDeviceld
cafSessionClientMacAddress | cdpCachePlatform
cafSessionDomain cdpCacheVersion

cLApMame

LLDP

DHCP

cLApMameServerAddress
cLaphameserverAddressTypyg
cLApSshEnable
cLApSysMacAddress
cLApTelnetEnable
cLapTertiaryControlleraddres
cLapTertiaryControlleraddres
cLApUpTime

lldpCacheCapabilities
lldpCapabilitiesMapSupported
lldpChassisId
lldpManaddress
lldpPortDescription

lldpPortld
lldpSystemCapabilitesMapEn
lldpSystemDescription

lldpSystemMame

NetFlow

MAX_PKT _LNGTH
MAX_TTL
MIMN_PKT_LMGTH
MIN_TTL
nexthop
OUT_BYTES
OUT_PKTS
output
QUTPUT_SMMP
prot

PROTOCOL
sampling_interval
source_id

src_as

SRC_MAC
SRC_MASK
SRC_TOS
SRC_VLAN

srcaddr

NMAP

110-tcp
123-udp
135-tcp
135-udp
137-udp
138-udp
139-tcp
139-udp
143-tcp
1434-udp
161-udp
162-udp
1900-udp
21-tp
22-tcp
23-tcp
25-tcp
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boot-file

dient-fgdn
dient-identifier
device-dass
dhcp-dass-identifier
dhop-dient-dentifier
dhcp-message-type
dhcp-parameter-reguestist
dhcprequested-address
dhcp-user-class-id
domain-name

host-name
name-servers
pxe-dient-arch
pxe-dient-machine-id
pxe-dient-network-id
server-dentifier

vendor-class

Cisco ISEx= Z 20k & A ol A v i 223t gho] B el e] S 2Hd 8l vl AHE-5 = AR 74 €
e 553 3 A7 A 2 AlSHunh A AFEA A 23S A Y 5
=

o

A= JQE K32 57 Aol ubA| 7|& 2718 A8l oF sk 4-57F 5T

ASA A E(AHSAE2) 220 e XHs 2 48LIC

Step 50  Policy(*d #)->Policy Elements(*d @ 2 4)->Conditions(F=71)Z ©]-&3}al LHS ol A
Profiling(Z 29U 9)S M ettt 21 558 2353} Z71(<l: OUI, dhep-class-identifier,
host-name, User-Agent) 2 SNMP MIB U] ©] E{ (|: cdpCachePlatform, 1ldpSystemDescription 2!
hrDeviceDescr) S A A 3+ Ul A5 = 3% 548 oy}

Step 51 AR XA 29 Y 2SS T2AE BAF7] & AA &7 AR Y
Endpoints(3l =32 Q1 E)>Identities(ID) 50l & Tha= A 8h IEZRJAETF JAFUTHE 73).

J8 68 e === AEZQIE (O

Endpoints

J,-'? Edit =ﬂ=.ﬂ.dd M Delete ~ oImport + G Export

Endpoint Profile «  MAC Address Static Assignment
O unknown 00:C0:B7|65:1F:BC false
L1 unknown 00:C0:B7)68:31:E1 false
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Step 52 t}o]o] 1 o] F o &= B Unknown(& = $l) Z 21 o] LERY 9l o 5 U s MAC
AR s Ut A HA A=ZJAEC e AA S S4& AR 53 I ¢
AFHEH(LH 74).
JE 69 NELQIE HAISl NMAP 225 £E4 0f 1
MACAddress 00:C0:B7:63:1F:BC
MatchedPaolicy Unknown
MessageCode 3000
MAS-IP-Address 10.1.50.2
MNAS-Port 50108
MAS-Port-Id GigabitEthernetl/0/8
MAS-Port-Type Ethernet
NetworkDeviceGroups Device Type#All Device Types#Wired, Location#All Locations#MNorth_America#RTP
MetworkDeviceName c@at3750x%
|[}UI AMERICAN POWWER CONVERSION CORP |
Step 53  GigabitEthernet1/0/8°] 14 % =3 Q1 EE 7 A} A1} OUI(American Power Conversion Corp)©l| 4]
s Al 28 2 o]y g = ERIE = A3 dlo]E AlE of] A% ¥ APC UPS(Uninterruptible
Power System)°l| T gk SNMP W E 9] = #2] A4S & 5 AFUT ghol B glo &= o] gt
AEZAEA gt 7] 310 glomz afj g 218 st g4 02 vl EA A Aol A]
olel g LE tulo] 25 A 98] 91§ A B A S wEU
Step 54 RHS oA Add(F7hH=E FE ).
Step 55 o] ol M= T FAA B Y 73S el 7] 918 APC-OUICheckt}+= ©] 5 ©] AH&-5 A5 H Tt
Step 56 A4S 4= Y TH(0l 0l 0l Al = American Power Conversion Corp®ll t] 3t OUL A & A}-8-2} A A). 11
k)] ool A wrol A8 A 4N E Frkeke Aol FHUTE Lelw AN E RE AR
o) 248 WA BEYstel EAS 5 dHU
Step 57  Type(-+ %) otelelli= vk 57 5yt o 714 A & Type(+ %)< Macd H THLH 75).
JE 70 MEX o Z2T e =A 0
Profiler Condition List = New Profiler Condition

Profiler Condition

* Name | APC-OUICheck | Description Custom QUI check for American Power
o | Mad ..,| Converzion Corp
* Attribute Name EII::EP
* Operator | Snmp
* Attribute Value i{padius ]

(G o
CDp

LLDP
MNMAP
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Step 58 54 o]5 > OUIY Yt
Step 59  <12FA}li= EQUALS ¢ Y T}
Step 60 S 7k 0Ule] & E FF G A o] 5 YU T o] 4ol A= AMERICAN POWER CONVERSION

CORPY Yt}

ok

ki3

JEEAE LGk T

o
A G H ool A= 4 &3t /AT AHEQU ALS) Al EA] ZEo] “AMERICAN POWER” = +=“AMERICAN
POWER CONVERSION” °© 2 A F o] QI = MATCHS] AXIAE M Ed o 2 ALg-& 4= 9HF U T

i

A B4 G BALS AR Y B A3

our 4 ]Eiﬂﬂol*oﬂééMAC Ta HTFA G fle A9 ve AA S AREske] & = fl= oulell th 3
2712 A3 2= 91T

3 = Mac
4] o] & = MACAddress
AFA} = CONTAINS
7 B = XXXXXX(MAC 5229 3uko] E A FA})
Step 61 1% 769 A= AFE R Ao 2w A9 HE AS HoFHLU )

JE 7M1 ASHES 220t &2 ol 2

:[o

_llm e Jlm

Profiler Condition List = APC-OUICheck
Profiler Condition

* Name |APC-OLIICheck | Description Custom OUI check for Imerican Power
Conversion Corp
* Type | Mac '|
* Attribute Name | OUI -]
* Operator | EQUALS -]

* Attribute Value | AMERICAM POWER CONVERSIOPN |

=

Step 62  Submit(A] =) M E(E+E= A% AP S el += Save(A A)S &8 3Fo] W74 ALgHS AHl gty o},

w2 ely 4 e Ee sl dE Rl Esl Eankel o0 = oz 1557 918 975 o] of sh
BAFAE JAGUD 43 T0 2 S0t o3l 2710l KPS 9 HAd 2 Lo
FOAND R 451 A1) 179 %(OR A4} ALY H 9 4 8 24g] o] S o)
o
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dg 7220 0dI01E =8 22 M L A5

SR .
Probes Collect
Endpoin: Attributes

.‘f

e

Condition:

p— —

Policy Rules:
= (FfException fScan

frofile Change/

- T
Frofiling Policies EXrepInm Action

Endpointidertity Endpoint Identity

Groups Group Change

¥ ¥

f
Avthorization Palicy Change of
i Authcrization
!

oZ2ntYal §x Rl XA
AQEE 37 Zeadd 48 1 49 g gy

g g2l 7 <X>

S

80l == Androideh= Pk Z 2 ufd g A & o] vhet lF Ut o] A A o= 27FA] 4fF o] QdF

= o] 27 o] 9l o, A X }= 74 -9- Certainty Factor Increases 30(SH2 4 Q.21 571 30) 2F¢] o]
HUoh CF= gyl 74 == ’b”ﬂ SHA A B S Al sh7] 918 AFEE U THRIE XA ET} LA 5h=
S 7o R TR Y A3 dAFh.

Android Z 23] 3l H 4 & /“/‘é Qe300 2 Agg Ut 12l B g g gt F o] AT 45
AEFRNEE o] TR &4 5 U+ —?—37}%‘4‘:}. ‘?ﬂ‘: 40]‘57} 0431 iﬁj U %

ol ] Z2aYof FA| FFE F /JQE 2
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Prefiler Policy List = Android
Profiler Policy
* Name | Android | Description | Policy for all Android SmartPhones
Policy Enabled
* Minimum Certainty Factor | 30 | (valid Range 1 to 65535) |y
* Exception Action | NONE -]
* Network Scan (NMAP) Action | NONE v|
(®) Create Matching Identity Group
O Use Hierarchy
* parent Policy | NONE v|
Rules
 If Condition | AndroidRule1Checkl qr | Then | Certainty Factor Increases ~|] 30 ) || & ~
If Condition | AndroidRule1Check2 < | Then [ Certainty Factor Increases ~|[30 || & -
N9 Zzsheld 43 Y Aol AHUTH TS £AL BT S 49 ASTIET} Zr o

g

A M-S A 3ha oF &Yt} (Policy Enabled(d 3 AF-&) &<l

1 =

ac)
o
rx
)
%
o
o
51;

2 CF ghol 12 334 292 FFFU,

AEFRJNETS 2rvd(Z2vtdo]

o
R

J_—,:_
A0 CF 5w 13 2% truee] s Foh= tHE 229t B 54
%

1% 2ol 23 499 A4 CFE FHFUT

1% 799 A% Android g 2] of| o] A M A 7ol mhe} ol =32 Q1 E 9] User-Agent©ll “Android” = A& ©|
F3E A5 ol ZE9 U] CF= 302.% S7HH T Al =2 1 E7F 5 | A 12 (DHCP host-name

#hell “android” - AFE 23 A5t A G-k o] 23U 9 ld CF7F 30202 S/ Y o 13
B2 A3 A A= 49 CFE= 60°] F Ut
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0374 ZROIUY F RE 0

Profiler Policy List = Android
Profiler Policy
* Name | Android | Description | Policy for all Android SmartPhones
Policy Enabled
* Minirmum Certainty Factor | 30 | (Valid Range 1 to 85535)
* Exception Action | NONE v|
* Network Scan (NMAP) Action | NONE v|
(®) Create Matching Identity Group
) Use Hierarchy
& s I y
Eat |—NONE Conditions Details X
Mame AndroidRulelCheckl
Rules Description AndroidRulelCheckl
Expression IP:User-Agent CONTAINS Android
: If Condition | AndroidRule1Check = | L
Conditions Details x
If Condition i ol v
| AndraidRuledCheck? 'T Mame AndroidRulelCheck2 Bt
Description AndroidRulelCheck2
v s . Expression E[l}l!l-l{;:rli{’;il‘}ost—name CONTAINS
CF7}60%1 7ol = 7= 4 02 A=FQIEE CF gho] 0Bt 2 1 Ao 213 dX & 5 A5
EEE2AE F53e A5 dEERJE= Android A & o] & 270 FEslt et sl 231U
gyt
Auka 0. vle] ol g AA o] CF e 71 F ko2 fx ¥ ofof Fuirh. B 5o wpeh, yE 2 4 A B
27 AAol el 54 o] & ARG 54 AL EES 724k T E  dFUTE o] B
N AMNA A b5 B T CF e Ashs Teady RS DYD 5 Y b FEoR

A 2 A LR oS A ek A v v A (S, 10 BE 2000 % 27 CF ¢S 2783 v
A g U Ystke] dste 23 A AEdU 271 %lﬁ U5 A sk, & Jij}‘”oﬂ o 3t
T o] thE A Al vls) A UA| Al %S CF #to =2 A% 4 5-CF 74]/&—% HpRro 2 A AEXJAES} T
A AAE ve TR ade] 2854 1 5 Fyth

oS 5ol IEEAETL A8 A A7 Profile_A€] Sl f % 2} AX]3p= 4 -$(CE7F 100 gho.2 571 ]
A= F ol E = CF7) 2H2t 204wt Z7hakE= 470 9] 7+ 2 3 A 2] 3= Profile_Boll &9 5 4] 25 5= A5 Th
2 A o] Profile_A®] 7 % ©] Profile_B2| 72 ¥ & A& = UA T M= & CF gho] ¢yt 122 =
Arta o7 A = Aol A Ad¥E CF 555 AH&38h= Aol F5Uh
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HL
S
12
X
>
0
i3
=
=4
In

Ol2l & NMAP &

A =] = o] )3k o & 2714] 7} 3k 2 2 Take Network Scan Action(H| E - = AN 2 <=31) 3} Take
Exception Action(ol] ©] %] 48))d Yt} Take Network Scan Action(W E9] = A} 24 43)& A8
Network Scan (NMAP) Acuon(Lﬂ 3 AAHNMAP) 24) D=9 A Ao wel A An] 2 =0 A

A= Eo] B3] NMAP AALE EZ|AE 5= 5yt o] 752 UIERI D ZAHNMAP) Z2E S ASE6t
T2 e Ao A zFA 8] A gt o}

Take Exception Action(e]] ] 2F¢] <= al)S A}-8-5FH ISEC] A] Exceptlon Actlon(oﬂﬂ Z}Oq) ,] A ol )
ANEFONEE Ao A o7 &334 g

Action(Lﬂ_ 4
ANEX XN E(AHSAHEQ) ZZ20iedse E™ 24
|

=20

Step 63 o] Ao A= o] e FAH =& AFE-Sle] A58 APC UPS UHto]| 25 9] 8 AR&-A| A A
sz yleld A A,

Step 64  Policy(d ﬂ)eproﬁhng(iiﬂrm )0 7 o] %t RHS # Wl A Add(G7HE &8t}

Step 65 23} o]Fo] APC-UPSE ¢ &gt}

Step 66 73 ol] Custom profile for APC UPS Network Management module2- ¢
Z719 ti gt A 3} {-AFSHAl, Custom 7] H =5 AF-&-3HH o] =44
A S s A dEHE = dF5U

Step 67 XA S Qo gk A S 7] ERQ 1022 Fr AP o

Step 68 7] 73 <l Create Matchlng Identity Group(¥ %] 3= ID Z155 A§/J) W4l Use Hierarchy(Al & 73
ARE) BHH & HES AEsiy o

Step 69  Rules(7+2]) o} ol /\1 Z=711 99 713 & &9 3}l Select Existing Condition from
Library(2}o] B2 glo| A 7]& 271 AehE A egyt},

Step 70  Condition Name(Z=71 ©] & )->Select Condition(Z=71 A1 &))ol| A APC-OUICheckE A & 34 t}.

LT} APC A8 A 2] 4

=]
-1 H
2 FOR BEAGA A

hip

A3 ZEddy 242 WA AP ohe W) 4N 2t dy J AL P43k t4, Create New
Condition(] 71 44) §AGIF §8) A1531] 22 hld 43 AANA A £AS AR S5
A& AL H A 20 e 4D FH N FRE 202 ek,

Step 71 7| 12 2+ 2 Certainty Value Increases(Z-2 4 3k 5 7HE 10 st o2 A Y th1H 80).
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Profiler Policy List = APC-UPS
Profiler Policy
* [ame | APC-LUPS | Description Custom profile for ARG UPS Network
Management module
Policy Enabled
* Minimum Certainty Factor | 10 | (Valid Range 1 to 65535)
* Exception Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
() Create Matching Identity Group
() Use Hierarchy
* Parent Policy | NONE -]
Rules
“ IF Condition | APC-OUICheck 9 | Then | Certainty Factor Increases ~| [ 10 || & ~

Step 72 Submit(A =) E8 5t ¥4 W&-S AT

Step 73 Administration(¥+2])->Identity Management(ID ¥+2])->Identities(ID) = ©]-& 3} 3L LHS -l A
Endpomts(?lE EQJAENE Aelgt), 119 813 o] APC THlo] 2= B2 ] ¢ o]
Unknown(% 5 §l) 2.8 FA|HA| Fom Aot 22utd g AA ddo] = F7Hg Yt

Y 76 A SN E2 21 S AFESL

rr

NETOIE o

L p—

Endpoints

S Edit  dbadd ¥oelete +  Fulmport v  EExport -

Endpoint Profile «  MAC Address Static Assignment
[ apc-ups 00:C0:B7:68:31:E1 false
[0 apc-ups 00:C0:B7:65:1F:BC false
Step 74 EZo A A= E F &}1}e] U] APC-UPSE 283 thH( 1Y 82).
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]
o
m
=
1o
>
0o
=

JE 77 AEX EO Z2MUE MESH= AE

Endpoint List = 00:CO:B7:68:31:E1

Endpoint

* MAC Address 00:CO:B7:68:31:E1

* policy Assignment | APC-UPS v|

Static Assignment o

* Identity Group Assignrment | Unknown ~r|

Static Group Assignment [l

Step 75  Policy Assignment(“d @ &)= APC-UPS ] #| ¥} Identity Group Assignment(ID ~1& &)
Unknown(& 4= &)= AAH o] 9lFUt o] = X2 5k 9] 7] A4S Create Matching Identity
Group(¥Q 2| 3}+= ID 2155 A 4d)oll A User Hierarchy(AH&AF Al 5= W A 317 2 A A s AUt o]
A 22 U" A0 EZRIEID 71w #AE HoF7] 93l o LA o2 AeEEglEFU T

Euo] 2 s el YL V=S W wok B At U ESIFe] ARG ol s f S W EAH o
Spelg 5 gl F8F £ 7Y 5 Uik Bes] AR of 2, Q= T E 9| jnpo] 1 R

Fol A S 2As] fei s 2EYd S dEERIET]
[e]

Prabes Collect
Endpoin; Attribuies

— 5

I

Conditions

P —

Policy Rules:
+F fException Scan

frofile Change/
Excepton Action

Frofiling Policles

Endpaint ldentity
Groups Group Change

¥ ¥

o Change of
Authorizatlon h:-ln-_x H Autherization
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CIscoO

SOoFAMA &Y JI0IE

gy JAS AdEFERJE ID ol vigsel W 17 842} o] X 23} o} ol A Create Matching
Identity Group(¥ A 3}+= ID L4 A§/d)o]2h= 2t & M ES A et Al 2

8792 med & -LXct= ID 18 44 0

i

Prefiler Policy List = Android
Profiler Policy

*Name | Android | Description | Policy for all Android SmartPhones
Policy Enabled

* Minimum Certainty Factor | 30 | (Valid Range 1 to 65535)
* Exception Action | NONE v|
* Network Scan (NMAP) Action | NONE -]

(®) Create Matching Identity Group
) Use Hierarchy

* parent Policy | NONE -]

Create Matching Identity Group(‘:’] A= ID 45 AA) A2 U2 AR A3 E 223 of gl 7] &
188 AFakl Use Hierarchy(Al 5 732 A8 A A 7} 347 /\}%%L T 95Ut 138 842] Android 7 A of of] A

]H AR A o] Fol Mt AEFZRJEID T1HS At e S HAHJSUTH AFEA A Y] 291 9
AR A e ID 252 A sk YU

rymr

3 o A= EAEIL A9 G A9 A2 CRE FHE AT

047] A= Tz el e Ao A= 3 A g2+ ). Parent Policy(“d%] 4 )7} NONELS. 2 A 4 ¥] of

%)+ Android T 294 ¥} <], 19 84 01 o] Apple-iPad % Apple-iPhone ¥} 7+-2 3 2 3}l 2 49

JEJ}OIOI Apple-t]ufo] 2=Ql 319 Z2utd JUrt. G A AlSS HeH

Pohcy( J A1) >Profiling((ZZ 23U &) S 2 o] 5T LHS Foll A ol & o I & LE& AR 7|5 (nHE
2] 5} Profiling Policies(Z 234 & A2 43Ut 22 3 HA 2 A Ho] =% F AP}

(:L%‘ 85).

z
S

JE 80 20t d M HS
* || Profiing Policies
* || Profiling Policies |4 Android
li':d Android b la_":d Apple-Device
v |4 AppleDevice |4 AppleMacBook
li':d Applera-Device l’_’:d Apple-Phone
r Li':d Aruba-Device l*’_{d Apple-iPod
» Pruﬁmélﬂulicies v |4 Auayaﬁge |4} Apple-Device
|4} BlackBerry |4 Apple-iPad
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EAQ FE oo Qe o2& g gy 22 3l &Y AR o] IS veEbE YT 9 )
w2 Android 78 #ofl 3= 819] A A o] gli= Wk Apple-tnbo] 2ol = A9 Aol sy SRS
=95 Apple-tinfo] 2~ 9] 519 A A o] A FH Ut}

AT T-Z2v stHES FAS L 4 AS sk o 8T YT 8k B A S A AI7]IA Kok Al A1 A2 o
upe ] wEe] 218 t&%ﬁgi Aok g glo] A9 Ao AF o2 A H =5 of ¢ 519 g & o
et 35 210 TS gt HE Agg U

A2 1 Al S AHEH -2 OUlell whet XA 7]= AP YT ol & 5] B+ Apple Tl HFo] == Apple ?} 22

OUIE Zt5 Yt 218 2 2 iPad, iPod, iPhone 5-°l T3] ©] Z:Zj—% HkE A -8-3F I Q 7} §l5 Ut} Apple-iPhone
T 23S A A 7] HE E = EZ QI E X Apple OUIE ) ofoF T}, o] Al o] v = v} H 2}-9-4] User-
Agent 1= A< 7} 7-A}8F User Agent Switch2}= 7FHeHSH Firefox ‘3 He}e-A F2] 71915 A3 = Apple iPhoneoll
ek T2 218 F3eA ok ol - Yt Apple MAC F47F gl oW 9] =70 HAE
Asfgyt. o] 7hol= el A AAH Zead Y2 ot A3 74 S kA = HEARE
54 233 S5S AAd 21 A Adets 54 750l dFHH

AT T2 ID 15 EE AT A0S hadehs ol e -8y th &9l A3 o] ID 1ol
g E - L= 59 AASID 25l v da= iy A& E0 Cisco IP Phone®l = A 74
ol 2] 29k o] 8l5 Ut Cisco-IP-Phone(7] 2 A )0l thall LA 5k= ID Liw< A8 o] 4] Xq“—‘.]t%
ZINke 2 ARk o] AAS D = glow 7} skl vt o ID T4 ] o atA] FFye 1ol
whet Ak o] Ao gt =7 Zliii}ﬂ—’? 3
R

FUTh AR P A5 Bl hd 543 A2l Ba s
Ao} oh e 49 Testel 9D 1§ @S Areke] AnE A A& 5 A

T2t A CHoll 2 XIot=ID 8 MM

Step 76  ©] H Aol A= APC-UPSTh= AHE-AF A o] L2 uke] A Aol th 3t ID 155 B FuH

Step 77 Policy("d )>Profiling((ZZ 23} U H) O 2 o] F3}al X 25} %%oﬂ A APC-UPSE 4 &%}

Step 78  Create Matching Identity Group(¥ #| 3}+= ID L& A4)) 54 S A 88l T3 Save(A & S8 51
WA AFekS Adl gy},

Step 79  Administration(¥2])->Identity Management(ID ¥2])->Identities(ID)->Endpoints($l = 3 21 E )] A
W4 ol = 3 Q1 E (Internal Endpoints) 55 S 2 =0} 7k4 APC-UPS X 23} of ahd e =¥l E &

s AE U T2 86).

OB 81 AMMEA 2 Z2I0 CHet HEEQIE ID O O

Endpoint List = 00:C0:BF:68:31:E1

Endpoint

* MAC Address 00:CO:B7:68:31:E1

* policy Assignment | APC-UPS v|

Static Assignment ]
* Identity Group Assignment | APC-UPS v|

Static Group Assignment ]
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Z+31: Identity Group Assignment(ID “155 &%) 7} Unknown(& = §l)°l A APC-UPS=E ¥ 74 = 5 Ut

Step 80  Administration(¥2])->Identity Management(ID ¥2])>Groups(—L&F)= ©]& 3L LHS ol A
AE=FERJEID 1 dFol = st E E88te] 18 879 iAE AAH dld &S
g o

J8820EXQE DS 2] 6l 1

Identity Groups
= 2
¢ =E &

¥ [ User Identity Groups

04

Il

* || Endpaint [dentty Groups
ug Backlist
* L Profiled
ol PagicteredDavices

ag Unknown

Step 81 ©] HFol= 7] HAH ID Luo] A AdFHH. 7|2 %, dA5t= ID 1w°] e
Z2add Ao ddE 2 E A= ¥ QAE = ID 1 Unknowno B H 7} H Ut} A X 5l= 1D
aFel dE TRy A dgd RE AEFJAEE 49 ID 15 Profiled oF 2ol 2= ID
159 W 2 3 A YT} Blacklist 2 RegisteredDevices ~Li5 < 5~ ZLi& 9 U t}. Blacklist™=
AEFQAEA ARH U ESL T FAAE 23 = b A8 U T} RegisteredDevices ™=
MyDevicesPortal % Native Supplicant Provisioning®l| A U E¢] Z M| 2~ A}8-2}7} 553
AEFZJNEE A Y st b AHEF U

Step 82  Profiled ¢1%:2] » 5 S| 5to] 3T -85 AU TH(LH 83).

JE 83 AEHLQEIDIOS 2] 0l 2

¥ || User Identity Groups
* || Endpaint Identity Groups

i Blackist

* o Profied
wE APCUPS

ok Android

uh Apple-iPad
uy Cisco-IP-Phone
wE Workstation

» . RegisteredDevices

uh RegisteredDevices DRW

ae Unknown
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Step 83  Cisco-IP-Phone & ¥ A2 H| o] A& L3l o] 7] 2 o
Tzudd F Aol dFYTh APC-UPSE =X E ID Z15F H50
7<—];<ﬂ -ﬁLxloﬂ/q ;‘q z7Hoz }\-]Eﬂ‘cb‘]- 2= 0] ,/_:1/]1;]_

o] 9l 4 714
HA = o] A AgE o

7ko 2 ESQ A Ads = dEEJAE thet QA= Ak Aoyt
g G 7] Aol I=EJENM FFH5ofof ah= 20 & A4 T

= = Eo gdaled U= ID T1F o] A Z2updH g Ao

S dFefof guivh 17 890l M= A o] AH o] Ay ol 35S Holwy

)
[ d pot po

Probes Collect

Endpoin: Attributes

'\1—-—
b 4

Conditions

e

.

¥

Policy Pules:
+(F/Exception Scan

frofile Change/

Frofiling Policies
s Exception Action

Endpointidertity

Endpoint Identity
Groups Gureup Change

¥ ¥

Avthorization Palicy Change of
i Authorization

ISE Z 2510 A 28 AFg ool Tlutol 28 ek D 1ol B ISE A EAH B
113179} o] MABE: AL&3l0] Q15 H 4] ok QIE ¥ QIS0 A2 1 48 S 487}, 54}

g 22-8o] M3} Tl iPadst B A9 tlukol 25 ALg o] AASHE 3 AFE Aol e A
48 5 AZHTHLH 90).

b

Authorization Policy

Define the Authorization Policy by configuring rules based on identity aroups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies v|

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profied Cisco IP Phones Cisco-TP-Phong Cisco_IP_Phones
Employee_Personal_Device IAndmidl PApple—iPadl Employee Guest
Employee_Corp_Device 'orkstation Employee Employee
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Step 85

1

It
e
rot
4z
0
ol
2
=2
i
ul
u
Y,
2l
fajt:)
a
é
o
=
g
=
@]
=
o
o
fru
[k
fu
“
e
o,
A,

Ir
52
[
23]
r o
(m
=
J[m
o

] gk g A Cisco IP Phone®ll 2183 = l5UH T

ol Ak Ho] F Ao M= 2 uld S 53 Apple-iPad F= Android & 7% 7191 tirlo] A&
€ 3 AE N G AA=A=E A7) B3-S Fofsar, 19

A JAxEH AL B AAF = F Yol AE AA A B Y BIHES ol U E

et 20 MM HELQIE ID I ALE

Step 86
Step 87
Step 88

Step 89

o] A a}ol A= MAB ¢15 % APC-UPS2H= ID 180l th3k A&k 5-o] A 2 72 o] u}2} APC UPS
tufe] 22 T2 ad Y d A=l E] 54 Agto] Ayt

Policy(%] #)-> Authorization( 3+ F-¢]) ©. 2 0|53} 31 Profiled Cisco IP Phones 7% ©}2}j ol Profiled
UPS Systems2F= A} 12 = 44 3y o}

Identity Group(ID ~Z35) Z=71 o] 4] Endpoint Identity Groups(31 =321 E ID

18)>Profiled(Z 27 8 ¥) & 0] £35}31 APC-UPSE A &3]t}

Permissions(# $H)oll 4] UPS ¢} 22 %] A ¢k Authorization Profile(# ¢t F-of X 2 3} )& A &1 ek v}
Save(A & 2= 8to] W74 Ab s AR @Yt 11 913} o] A A = o] FAE Y

g 86 et 20 2 AT 01& 0 1

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies \

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profiled Cisco TP Phones Cisco-TP-Phone Cisco_IP_Phones
Profiled UPS systems APC-UPS UPS
Step 90  UPS tiHlo] 2= A4S A A oh7t ohA] A st A Y alld Q18 #] o] 2ol A shut / no shut ™ %S
=] = [ I YA = =] == =) = =]
AAskel AA 29X FES ALY P02 AG o] G Ho] o P2 AF =
selg o,
Step 91  Operations(=> % )=> Authentications(%1 %)= ©]-5 8t AA|F NG 235 U th. 211 929] 53
o 1 = —
FAbeE G mo] AP T
g 87 dst 20 F& A0 o1& ol 2
Live Authentications
"1,'5'45 Add or Remove Columns * ‘@L Refresh Refresh| Every 1 minute o
§ . Username Endpoint ID IP Address Network Device | Authorization Profiles  Identity Group
Tirne ¥ Status Details | | | | | | | | | | |
May 07,12 06:35:17.230 AM a D00:CO:B7:65:1FBC  00:C0:B7:65:1RBC  172.16.1.48  CAt3750x [ ups Profiled:APC-UPS |
May 07,12 06:35:01.802 AM a #ACSACLE-IP-PERMT cat3750x
May 07,12 06:35:01.768 AM a 00:C0:B7:68:31:F1  00:C0:B7:68:31:F1 172.16.1.40 cat3750x | ups Profiled:APC-UPS |
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Step 92 ©] 215 53 APC-UPSE X2 3dH 5 F =¥ A EZ} UPSEE H3ak Hof T2 uds
AbE-ste] Q15 E AL Agho] Fol g & o dF U o] do A= 3 A A= Eo] Hglo]
FolE Fof 2= 753k ACL(ACL)| =X 2 AEH Ut 7 f1A AEELAE A= ofn
U925 JACLS AAFE 3R 2 5 WA dACLS A5 %] gk,

T Z MY & & L COA(Change of Authorization)

Ty B34S B dEEAEE o 5 oD 1R Bl A A 54 T2 uked(o: Apple-
ﬂmﬂgiﬂﬂ%$ﬂﬁﬂ.ﬁ%]ﬂﬂAmbmm o2 A4 AREHA R Y ES] M A L2}
(ETFL’\E 9\1/\1,]1;]_ Q] k7 o] 7ﬂ°‘~o]— A Al = QI E o

1= L

EhREEE BB

=
2
=
A
_Vﬂ,
E
1 d
b
B
e
ot X
o
o
a
o2
o, mm
-{o
_‘TL
—LI
TN
o L
B
b =
Ko
e r
=2 2
> o
1% o
—LJ
é

2 el A 3ol Aaelel U sk AEEAEA Y EA ] 1F0 0 AT D 25 A
G % o] A A AL 4 Eake AvE 07 ATl 9t 497 A8 At BAE vEs] ol
olu] Q1 F 5 31 Agto] Froji A= Eo) A @3l o7} nj X = AUt}
9 939 A= 2231 A3 2 CoA(Change of Authorization)2] 713 18| o] & &5 Ko}
Ol ggAHII Ao sE: =202 &M&h 2 CoA
P
Probes Collect

Endpoin: Attributes

P Z—

Conditions

PR —

Policy Rules:
=(FfException fScan

Mrafile Changs)

Frofiling Policles
ne EXCeption Aclon

pu
Endpoint Idertity Endpoint [dentity
Groups Group Change

f
G Change of
Luthorization Palicy H i
e,

CoA(Change of Authorization)

CoAT 54 8] == A2 WA o] A sh= 49 RADIUS A W (ISE)7F U E 9] A A 2 T nlo] ’\(RADIUS
SO E)E o2 8 45HA] 2 TAE AlAtete] AEEJE ek A2 A S o] Bt
8h= 3£ 7] W RADIUS 715 (RFC 3576) U T JEl o] E= I = ERIE A A Q155 Al #F8hA] ehofie
S 5 AFYHh
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E2 o) Ao 8] AP ol F Aol wheh Q=X E oA 2k AL,

olel &

71E2H o2 ng] Ao Hal A B 371 9] ol 9] 2} o] )5 T, Policy(“d #)->Policy Elements(% 2]
2 4~)->Results(Z 2> Profiling (32 = 3} Y ¥ )->Exception Action(¢]] 2] 2} S 2 o] 5dle] 55 Ut}
(719 94).

g 89 0le &Y

("] | Profiler Action Name « = Description

[C] EndpointDelete When endpoint is deleted or reassigned to the unknown profile.

Tl FirstTimeProfile When an endpoint profile changes from unknown to known for the first time.

[l StaticAssignment When an endpoint has connected to the network and is now statically assigned.
A= BT 2 Y Zeal e Zr e & S gle Zaahir gy 4 Ao A8
%5y &E 222 79 EndpointDeleteol] 4] CoAS B YUt}

AEFRAEVS Q= TRIYAM 54 Z20d g A4 o= 35 FirstTimeProfileol| 4] CoAS
ARAFUTH AEZRJETE S = gl T2 94 1hol] H3h(ell: Apple-TlHlo] 20| 4] Apple-iPod & =) ¥ &=
7d9-o = o] &) ZA oA CoA”l Er] AE A &L

NEFZJNET}L 54 223k oA G2 o= 22 vl 3= StaticAssignment©l] 4] CoA7}

AU A A el A E AL A TR Ik S0l A HAdH 02 A gkE XA shE A 5ol = Al
AEFAE 2oy JAg Bde 5 st

Profiler Configuration

* CoA Type: |Port Bouncel | ~|
Mo CoA

*“2Port Bounce
Reauth

Save

agol AL o] shel =g Mol DIl 8% 24 MM A B P o e
Aol FLF 29A FES T oY Aol AAE A FE MR AL
o}

Cisco Systems © 2016 123H| 0| XI



EHOF O A HiH J10|E |I|I|I|I|
T cISco

AZE 89 AS HYE F90] WP X2dd 48 oAl A0 2 92U F e ol
AAFOT AR Tel AAE A8 18 A 4318 PoIt

Zi
o |
i o
_>.i
Eﬂ

o
det 20 0| HEEH=ZR 20 M &0l THE XS CoA

Cisco ISE Software Release 1.1.1 ©] 7 H A | A = o] &] 2} o] dnba oz 2 5] 7+ A k(L& % 3
Aol ol B 2t 2ol Coa A FSH: e sidon, AS LA ES 2 2A Y

B30 02 FYSE A5 ols1A e F A gol PABFUCLISE LLITEHE 2299 4802 23
A3k Fo] A 1o wel AdEFTOE M A7FHAEE A ISE A H A At COA.%Nagzqu;}
24 24 & A5 o] 43 #4004 ID ol AH§H L NSO E D 1S WAS 7|9 % G o)
AAE 7oA 20 7 A% CoAE AEahs B8 A1 A shs o) o 9] 24l ALgslof &
YAAS AANGUT A EFREA B2 =29 S Gx|g = olonag Tauee EAJ U

o=

4] A% el o] el e} F74Ael A gte] 1o,

AR ele] A e B AL FHE S ASZAES /12 4 4 @) oz A gt
HeHom A & A Coart A5 H A GEZ Aeshs o AFFUTh B8 Aol o2 A2 A4
ER Az Ao AELE E o Ao YEAD A2 o2 tuto] 29} g& | ES 2 tupe] 27}
Slzruich. of ol A Tl Ak 4 A % P D 5o AEXEAES AH o2 sekalof 4 AUt
o915 B A YL ALGIHA A T2t dlolE 7t AEEES] Rl {53 AT
MEDD Aol IS A 5 o 9P AT+ AU

ANEXR NFHAEX EQ) tlel &Y 74

Step 93 o] Ao M= A AHH =7
&k ol 9] 2= A FY
1

2d® A SFE L= o7 Hnlo] 2
2l F4 A% U E 2l Draeger M300%) Y Tt}

U7 A7 A 0A AR ]
Step 94  Policy("d )>Profiling(Z 23U ) O & 0]5 3} 1L 55 9| A Draeger-M300-S A1 8] gH] T},
NEA Oz o) TR AL 2] A9 S PRI TAS FHA Btk B A9 A

ol 5 o] 97 U THLE 96).
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712 91 Draeger-M300 =2 I+ 2 &= 0f
Profiler Policy List = Draeger-M200
Profiler Policy
* Name | Draeger-M300 | Description PD'lC‘f for Draeger M300 Medical devices
Policy Enabled
* Minirmum Certainty Factor | 20 | (Valid Range 1 to 65535)
* Exception Action | NONE -
* Network Scan (NMAP) Action | NONE v]
() Create Matching Identity Group
(®) Use Hierarchy
* Parent Policy | Draeger-Device v|
Rules
If Condition | Draeger-M300-Dst-Port < | Then | Certainty Factor Increases -] | 20 || & ~
Step 95 A 9] ZHlS FUHE U
Step 96  Policy(* Z‘H)%Pohcy Elements(d 3 2 4)->Results(ZA I E 0] 532 LHS F 2] X 23 ¢l 2o
9= SAEME Feiste] Y g2 ST
Step 97 LHS Fol| A o9 #9S M el3a RHS %< vl ol A Add(GF7HE 22 3.
Step 98  “LH 970l A H gk AFESk A o &] A o] FTHE AFH T
8 92 At ZO o2l = ol
Profiler Exception Action List » Draeger-M200
Profiler Exception Action
* Name | Draeger-M300 | Description Static Policy Assignment for medical
devices - no additional Co4
COA Action [Tl Force COA
* Policy Assignment | Draeger-M300 v|
(Gance ]
Step 99  ©] o A= ZZ 3} Draeger-M3000] gk A& A 2] Stof whel F7F CoA7} AFH A 5T,
o @A EAH T2 FA g},
Step 100 Policy("d 2)->Profiling((Z 2 3} &) o} 2| ©] Draeger-M300 Z 23U & Q& 0 2 Fol7}A T
HAE f5ste] Zatdde] tie o 9 Y3 Gl
Step 101 o 2] 2} S Draeger-M300 2.2 A A gL t},
Step 102 T =}l AX|o] AbRH 7]E qFH o] A3 SAeA A A S A I HTH(LE 98).
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8 o3 A S E2 ol HEE AL=E

|E

SuEd I 43 01

Rules
If Condition | Draeger-M300-Dst-Port < | Then | Certainty Factor Increases ~] [ 20 v
If Condition | Conditions = | Then [ Certainty Factor Increases ~|[o || & ~
) Condition Name Expression OR v
5 e = - o
LLRes [ ¢ [Draeger-M300-Port0) | | Draeger-M300-PortCheckl OR .
¥ [Draeger-M300-PortC) | | Draeger-M300-PortCheck? OR Sy
¥ i Draeger-M300-PortCC) | | Draeger-M300-PortCheck3 .

Step 103  2Fd(Then)< 7] ¥-3k<] Certainty Factor Increases(2H2 4]
2 ) o2 WA GUTE 1 999 FrAFSHA Ao

O 94 AKX FO| ofQl HYS ASS D2NUY M 7 (f 2

221 Z7hH°ll A Take Exception Action(4] <]
=

wheled 4 2o] EAHL T},

Profiler Policy List = Drasger-M300
Profiler Policy
* Mame | Dmeger.M3D|:| | Description pUIlC‘r" fﬂrmﬂg_ﬂ M300 Medical devices
Policy Enabled
* Minimum Certainty Factor | 20 | (valid Range 1 to 65535)
* Exception Action | Draeger-M300 v| |
* Network Scan (NMAP) Action | NONE -
(0 Create Matching Identity Group
@  Use Hierarchy
* parent Policy | Draeger-Device r|
Rules _
£ If Condition | Draeger-M300-PortCheck1_OR_Draeger-M30.. < | Then | Certainty factor Increases ~|| 20
|If Condition | Draeger-M300-PortCheck!_OR_Draeger-M30... L | ThenaLTake Exception Action '||
Step 104 7 W8-S A &3},
Step 105 ©] A A Ao = AL Q=X E stdala =X AES A of| A% o7 sht3dl= 4
AFEE A BAD 71 EE A AU 08 ol A 3ol 43 Dracger-t] o] 22k 49
Al A S D 1o Sloh A ol £ 2 Sl e g 2o o] A aleli= D
wol Edue 3le = 9lom o] & Tl Al o Ao o] 54 Leud S YT

H‘.

q
Step 106 CoAE A W= 4 29XE 43Ut A1 AAT A 79 1 o] d BE0f A aaa
server radius dynamic-author 8 & 2 AF&- 3t}

cat3750x (config) # aaa server radius dynamic-author
cat3750x (config-locsvr-da-radius) # client <ISE PSN IP address> server-key <secret-key>
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2

10.1.100.5

ASCII -

Key Wrap O (Dezigned for FIPS customsg
Port Number 1812

Server Status Enabled -

Support for RFC 3576 Enabled =

Server Timeout p seconds

Network User Enable

Management Enable
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Static IF Tunneling oL [Clenabled

MAC State  Radius NAC -

Wi-Fi Direct Clients Dieshled =
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Cisco TrustSec System:

http://www.cisco.com/go/trustsec

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone TrustSec.html

ClBt0lA 2410 014 JH0| &

Cisco Identity Services Engine AF-8 7} o] =
http://www.cisco.com/en/US/products/ps11640/products user guide list.html

Cisco I0S Software, Cisco I0S XE Software, Cisco NX-OS Software & 2] 2~ tff g 2} 4| 3 W & Ut} URLS
st Al 2.

il

Cisco Catalyst 2900 Series 2~ A
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guides_list.html

Cisco Catalyst 3000 Series 2~ A :
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guides list.html

Cisco Catalyst 3000-X Series 29| #]:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration guides list.html

Cisco Catalyst 4500 Series Z~9] ] :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and configuration guides
list.html

Cisco Catalyst 6500 Series 2~ A
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation _and configuration quides li
st.html

Cisco ASR 1000 Series 2}-$-E:
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guides list.html

Cisco Wireless LAN Controller:
http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/quide/wlc_cg70MR1.html
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