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Pre-AuthC Post-AuthC
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B 2. REmERIEE

FERRE Z A T ERIE

5 (TrustSec M4 IVETERE) B0, ATE o5 el (X A FE Fp AN B G e N . AT MR TR TT
LR A T RSB 2% (ISR) Had ] @ A2 70 A % ) Cisco EtherSwitch® RS- HiH . 7E¥R
7 BHAERER T, BRATEA LS LLIENGI AR, AJER iR At 7 A B 0 b
Vi .

[t}
Wireless
\ By .
wired () = o ST S Cisco®
user —— B Bt  Cisco®ISR CaERenitch g
Cisco® =gl \/ Ether-Switch — I Wired
Catalyst® Switch - user
[ Remote Office ]/ Remote Office ) A

limgyress [Emfonsemen; limayress Erfomement

B 3. SMEiEnEraiigs

RBLIIE

EULI B, AT 2k & #RAIE T 802.1X 5 MAB HHT S 36 iE. IUIEFRA T AN % & 3hEE, LARR
R IE T B Bk (R A LR, JFSIN Web B SR uE MU &4 A 7

ARG M A5 2 A ) W A 2 ) S PR HE 28 0 22 4 TH BB 1) 30 28 SR o e JE 1 0o A8 e ML 1 N ACL,
M FE B 43 BeriaE 2 B R S VR R A BR ) 9 267 i) SR SElX — H . JA T % ACL BAE “ERIA ACL”
gy “¥ 0 ACL” o It ACL HIHC & ¥ 7E HowTo-10-Universal Switch Configuration $8Fd HH ik, H42
FR¥YE 48 € 8 ACL-DEFAULT. It ACL ) H B2 758 1 S 0 56k < B fo vr s S st o AR I 3R
BElEOL, TIRERREIISCE 2.
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P TR o X & BEBT BL TrustSec #7% 1)— D EES AR X Tl B ik 94F € X4, dACL
Lo T BN 0 ACL (RAE S UEREATAH) o 35807 dACL, B 4REL 245 T Jvi%im H 7) Fo 1Y

ACL-DEFAULT,
BRI

ACL-DEFAULT [R#H &

802.1X 5 MAB S/ BaiF I

dACL N T 5 1 - RFrE R E

4. SHEIERNAIE

KRR BE

AHBMEEE (BRLTREAR SIERHEN

SR TP B TSR TC e BN R T AR L IR P b 75 LU [ X 4% 1 i e 4 e AT TR mT B BV SR 7 S
H T Re TR BRI AR o TP FE T 7 2507 I8 & 3. TR N m il i 5 AR o SR 2R 1 X 4% 1 [ A
M. 2=, BNFREMEHEA RS (DNS). HHEALH L (TFTP). hd ENLIES] L (DHCP).
BENEN ST (LWAP), VLA TR = Hf 0L (CAPWAP) thil. HTIX—J5EK, FATE
NN SR VT A TR SR SO .

R\ TR RIE S 13E

$ET,1  FHIE Policy > Profiling.

$B,2  JEIT Profiling Policies & #%. J&JF Cisco-Device.
SE’,3 R EIR Cisco-Access-Point,

PS4 L#F Create Matching Identity Group.
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Hmm
CISCo  Identity Services Engine

f Home Opertions v Policy v  Adminis

—
|2} Authentication |®] Authorization |4 Profiing |®) Posture |&5, Client Provisioning | =) Security Group Access &% Policy Elements

Profiler Policy List > Cisco-Access-Point

Profili
e Profiler Policy
( o) _ _
. o = Name | Cisco-Access-Point Description | Policy for all Cisco Access Points
v [ Profiling Policies o Policy Enabled

4] android * Minimurn Certainty Factor (valid Range 1 to 65535)
g l’—“ Apple-Device * Exception Action | NONE -
BA Applera-Device
* Network Scan (MMAP) Action | NONE -

» 4] Aruba-Devies
» |4 Avaya-Device ®  Create Matching Identity Group

|+ BlackBerry ) Use Hierarchy
» |44 Brother-Device Parent Policy Cisco-Device
» |4 canon-Device
P |4 Cisco-Device Rules
[ Cisco-Router If Condition ‘ Cisco-Access-PointRule1Check? & | Then | Certainty Factor Increases .‘ ‘ 10 | -
|4 cisco-Switch

» |4 Cisco1P-Phone
» |5 Ciscowiie
» | CiscoDMP

If Condition ‘ Cisco-Access-PointRule3Check3 & | Then | Cerfainty Factor Increases " ‘ 10 |

m

Reset |

» |2} Cisco-Access-Point

> [ Linksys-Device

B 5. fESTERIREG

$;5 A Save.

BEMHRANECE
. RAECE SRR S BRI “ Se vy a7 BB SR sE AR ] o AR AR ABUIC B SO RN T 3RS — A ME
A BCE S, TR AR E AR A U R 3 EAT B e

$IE1 S/ Policy = Policy Elements = Results = Authorization = Authorization Profiles.
& 1 R E E S

arfran]es
€IS€o  Identity Services Engine

—
|4, Authentication |® Authorization |5 Profiing |® Posture |, Client Provisioning |=) Security Group Access & Policy Elements

Dictionaries Condttions Results
( Standard Authorization Profiles
Results
r:)
- ] # Edit [PyDuplicate MW oelete
e}
M [0 nName Description
[J Cisco_IP_Phones Profile For Cisco Phones.
[ DenyAccess Default Network Authorization Profile with access type as Access-Reject
[0 PermitAccess Default Network Authorization Profile with access type as Access-Accept
@ Cisco_IP_Phones
O whitelist Authorization Profile Or Whitelist

@ DenyAccess
@ PermitAccess
@ whitelist
* [ Downloadable ACLs
» ] Inline Posture Node Profiles
* L Profiing
» [ | Posture
v [ dlient Provisioning
v [ Security Group Access

[ 6.

$E2 i Add.
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CISCO.

Name = Access-Points

Description = Authorization Profile for Access-Points
Access-Type = ACCESS_ACCEPT

-- Common Tasks

M DACL Name = PERMIT ALL TRAFFIC

A Submit.

AN RHRBURBE R AL

B
B2

HER3

SR Policy = Authorization.
Ak B ARG K R Actions FHisZHL, %+ Insert New Rule Above.

CISCO  Identity Services Engine ise admin Logout Fi

% Home Operations v Policy v  Administration v © Task Mavigator = #

—
|2} Authentication |#) Authorization |5} Profiing |@ Posture | Client Provisioning |, Security Group Access & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Profiled Cisco IP Phones Cisco-1P-Phone Cisco_IP_Phones Edit | |

Whitelist Whitelist Whitelist =
Insert New Rule Abov

Default PermitAccess Insert New Rule Below

Duplicate Above
Duplicate Below
Delete

B 7. RmRAURRES
KRR dr 4 09 S B R AP,
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Hmim
CISCO  Identity Services Engine

# Home Operstions v Policy *

e —
|z} Authentication | [ Authorzation = [ Profiing  |®) Posture  [w) Client Provisioning  |=) Security Group Access o Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies Y|

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions)

Permissions
Profled Cisco IP Phones " Cisco-IP-Phone then Cisco_IP_Phones
—

& - |Pr0ﬁled Cisco APs | Any |:>|| and ‘ Condition(s) <p | '_I12n| AuthZ Profil... ] ‘
Whitelist e Whitelist
Default | [any ol ==

Identity Groups

[ L)
=B 8.
o Any

| (5] Endpoint Identity Groups :l
(| User Identity Groups »

8. RMMENITHIER AP KRR

S$B,5 1L+ Endpoint Identity Groups > Profiled > Cisco-Access-Point.

e
€IS€O  Identity Services Engine

{4 Home Operatio Administration ¥

—
|2} Authenticetion | [@) Authorization | [4) Profiing [ Posture  [i) Cient Provisioning [ Security Group Access o, Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions)

Permissions
Profiled Cisco IP Phones ¢ Cisco-IP-Phone then  Cisco_IP_Phones
# [@ v [profied cisco APs [ any = | [ condition(s) ]| Aunzpon. |
Whitelist en Whitelist
Default . profiled
2]
L

W Cisco-IP-Phone

& Samsung-Device

W Workstation

B 9. EIFRAEHIFMT

©2015 B ARG AA



REViERIEEmR

SHR6

BT

HER 8

sy “BR” FIRE “+7 £55.

2 IR RME AR

atfran]es
CISCO.

Authorization Policy

Define the Autharization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -

» Exceptions (0)

Status  Rule Name

Conditions (identity groups and other conditions) Permissions
<] Profied Cisco IP Phones Cisco-1P-Phone Cisco_IP_Phanes
P . | Profled Cisco APs Cisco- & | [ conaition(s) & | AuthZ Prafil =]
Whitelist Whitelist
®
Default PermitAccess Select 2n ftem =
Profiles

By —
(] Inine Posture Node 5

(] Security Group
(&5 standard

B 10. %3 SRERAIILR

%4 Standard > Access-Points.

il
us:o Identity Services Engine

) Home Operstions v Poicy ¥

|2} Authentication

—
8] Authorzation

Administration v

&) Profiing

|®) Posture

| Client Provisioning [ Security Group Access

&, Policy Elements

Authorization Policy

[ First Matched Rule Applies

» Exceptions (0)

Status  Rule Name

Define the Authorization Policy by configuring rules based on identity groups and/or ather conditions. Drag and drop rules to change the order.

Conditions (identity groups and other conditions)

Permissions

Profiled Cisco IP Phones Cisco-IP-Phone Csco_IP_Phones
# B ~ [Profied Cisca APs Cisco. <] e [ C & | Authz Profil =]
Whitelist Whitelist
[Acespors O]

Default PermitAccess AccassPoints - '

standard
——— & .

o) =
(@) Permitaccess
(G whitelist

il Save.

B 11, EEFREREEAR

73 Windows T+ H 415431 iE I Z AN

Windows THEHLE 7 30 1E T 75 P R SR B HL T, T Windows [ THE N 20 5w K HoAth 58 5 1
Active Directory G AT (E . X HEIE S MIEE, IR THENL ] e E T8 B P& BN TiE17,

vE: HAT, MIGVERI S v EAURE P OE S Ik . fEAREFE AR EAP-FASTvV2 (1) 2%} EAP-Chaining

JrTH, IEESHAT — DT RENE 5% . EAP-Chaining ] 7E BAN S 3 60E A I THEALAT 42

FIEgN{E S, 12 (TrustSec EAP Chaining ¥ & #/EFE /)

TLiE. 4% EAP-Chaining
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B Z M T 5O EAL S IE s a0 UE AT R 5 4 Bk Vil AR B2 < 4 (EAP-T
LS). {H2&, M{EHAAIET EAP B ERS, HUns2 ORI vl & & 4y Bk ¥l (PEAP) M Microsoft
JFR IR T B3 WAE A 2 (PEAP-MSCHAPV2), Windows Supplicants i >R J5 A& 055 1+ ML 4 AR AE
NBIERIE . AT AR ISE HEHATRCE, DAFINZTHE AL B AA/ET Active Directory H1, @13 AFTE,
HIE R ESUEEN

PRI AR AR B R AR A B, BT B BB, Fe v 58 &5 [T
AP S Sl TSNS G BRI Windows A3, 17 5K 7K@ RN (EAPOL) A 3 B I 28

Hlii k3% EAP, LAEHT 4R 3T 00 SR S0 FEBN K B AR SE i, AR 2, R A A2 A L 11 A3 3T 14
SO IR IESE R, DU A E S

A EH SRR NECE

S % Policy = Policy Elements = Results.

s
CISCO  Identity Services Engine

ﬁ] Home  Operations *  Policy v  Administration

|2} Authentication  [®] Authorization |« Profing  |®) Posture  [&) Client Provisioning |5 Security Group Access | % Policy Elements

Dictionaries Conditions Results

Standard Authorization Profiles
Results

[‘ﬂ:l “p] F Edit Ryoupicate | 3 Delete
> E = 552

Name Description
v [ Authenbication

* [ Authorization

Access-Points Authorization Profile For Access-Points

* [ Authorization Profiles &
@ Access-Points
@ Cisco_IP_Phones
@ DenyAccess
@ PermitAccess
(& whitelist

DenyAccess Default Network Authorization Profile with access type as Access-Reject

O

O

O Ccisco_IP_Phones Profile For Cisco Phones.

O

O PermitAccess Default Network Authorization Profile with access type as Access-Accept
O

Whitelist Authorization Profile Or Whitelist

12. A ENRINRIEE X

HB|2 Sl Add.
SBE3I  EH BT E .

Name = AD Machine Access

Description = Authorization Profile for Windows Machine Auth
Access-Type = ACCESS_ACCEPT

-- Common Tasks

M DACL Name = PERMIT ALL TRAFFIC

M Airespace ACL Name = PERMIT ALL TRAFFIC

B4 RIEEH, s Submit.
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EF 1

HE1
B2

S 3
SE]4
S5
pi 4

AT LA

S/ Policy = Authorization.
Rl A AN 55 ) Action %4, #RJ51E+E Insert New Rule Below.

3 AB R BRINR IR

atfran]es
CISCO.

mmim
CISCO  Identity Services Engine

4 Home

Operations ¥  Polcy *  Administration v

r—
|4 Authentication |®) Authorization | Profiing | Posture |&)) Client Provisioning [} Security Group Access & Policy Elements

ise  admin Logout F

© Task Navigator v(

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -

» Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit |«

Profiled Cisco APs Cisco-Access-Point Access-Points Edit |«

Whitelist Whitelist Whitelist .
Insert New Rule Above

Default PermitAccess Insert New Rule Below

Duplicate Above
Duplicate Below

r

Delete
) s M
RN i 4 Ao EAAZAL
\ . N 'f % Ny
15 7) 8 24 Identity Group; ¥ HAREH N Any.
47 B
mr “+ e L
miifi Create New Condition.
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
‘ First Matched Rule Applies -
» Exceptions (0)
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profiled Cisco IP Phones Cisco-IP-Phone Cisco_IP_Phones
rnﬁled Cisco APS Cisco-Access-Point Access-Points
p—
# = [ Machine Auth Any & | Condition(s) = || | Authz Profil %]
Whitelist Whitelist ) -
| Select Existing Condition from Library | & ml\ Create New Condition (Advance Option) ||
Default perr]

B 13. fEItEAREE Rt
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atfran]es
CISCO.

$BT  {IH] Expression g ik EM ADI.

- | Machine Auth

Whitelist

Defauft

& Condition(s) = | | AuthZ Profil < |

5 Add All Conditions Below to Library

Per Condition Name Expression

Select Attribute | & ||
 — |

<

Dictionaries
( 21T
€ E = o
5 401 I yo
| Arespace ¥
[ GRTFICATE ¥
= Gsco »
£ Cisco-585M >
14, EFETEHIEIRBENS
S8  i%&FF ADI > ExternalGroups.
& 4 EETTEHIFEE AD H
Ia + | Machine Auth Any & Condition(s) = | | Authz Profil % |
Whicelist Whitelist B Add Al Conditions Below to Library
Defauft Par Condition Name Expression
¢ [select Attrbute © | | || \
[ am
( 2
Fr = .
W IdentityAccessRestricted

P9 ILFF Equals.

& 15.

$B10 £+ cts.local/Users/Domain Computers.

# B + [wachine Auth

[ aAny | Condition(s) =] [ authzprof. ]
Whitelist Whitelist [ Add All Conditions Below to Library
Default Per Condition Name Expression
¢ [AD1:ExternalGroupss) | [ Equals =] [1 | e

cts.local/Users/Domain Admins

cts.local/Users/Domain Computers
cts.local/Users/Domain Users !
cts.local/Users/Employees

cts.local/Users/Sponsors
cts.local/Users/Sponsors_Full

$I®11 7 Permissions 4,

B 16. EEFHEHURMAEEN

MR $i 7 % $ Standard > AD_MachineAccess.

& v |Mach\ne Auth

Whitelist

Default

| Any EH ‘ ‘ AD1ExternalGroups EQUALS cts loc & | AD_Machin = |
Whitelist
| P |
Parmithccess || AD_machine_Access] 1 = ok
e

$12 L Save.

B 17. EEFETEHIRE AD 1R
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WA A AR AR A — AN BB X A e, R, AT MR AR, P ek & b2
R IE I 4 0 B SE . BRI, FRATR E N R P B & 2R A e BAR IR B . 5 S At A,
BATE AN A BRI, I P Active Directory ZH i BT 1 52 BRI 52 4 15 R AL IR

VE: A EAERRE U R SRS, SRAVEBON AD IR LA AR MBI, R L8 IR A
B3 E A PR E S

S 1 F % Policy = Policy Elements - Results = Authorization = Authorization Profiles.
HW2 il Adde
SEI WTHNA, BCE AR E A .

Name = Domain Users

Description = Authorization Profile to provide full-access to Users (Low-Impact Mode)
Access-Type = ACCESS ACCEPT

-- Common Tasks

M DACL Name = PERMIT ALL TRAFFIC

$R4 i Save.

IR RN

$E1 SN A Policy > Authorization.

$B2 7 Machine Auth T [Hf A\ —/NH AN

- S S TS IR SN R 2 )

$H4  {RH Identity Groups N Any.

S| QDM %FE AD1 - External Groups.
$B6 XM ET, % ctslocal/Users/Domain Users.

I - | Domain Users | Any <P Caondition(s) = ‘ | AuthZ Profil <p ‘
Whitelist Whitelist [E] Add Al conditions Below to Library
Default Per Condition Name Expression
0 AD1:ExternalGroups. ‘ ‘ Equals " ‘Jomain UseH’| =

cts.locl/Users/Domain Admins
cts.local/Users/Domain Computers

|| cts.local/Users/Domain Users —
cts.local/Users/Employees

cts.local/Users/Sponsors
cts.local/Users/Sponsors_Full

18. EIFRARERRIEHA -
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BT HBFRBA Domain Users.

- | Domain Users ‘ | Any 9 ‘ ‘ AD1:ExternalGroups EQUALS cis.loc. - | Domain, _Users  — ‘
Whitelist Whitelist
Default permitAccess Dormain_Users

19. REHMAFRBAUR

S$B,8 il Save.
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B E R BT R B, IR EERENS X 708 0 ) I 2% 1A 23 =] B 7 (K P A RS B8 7 1

EDAR

ATREAE I AT 52481

1. BTAFRARBS (EiLAERAEREMN: EAP-TLS) FHHIRESESH = 524U MBI (VLAN + & ACL) .
2. BTAFAA N4 (PEAP) = PR T EECM U5 (AHIFH VLAN + F8 2 1 ACL BRIV o

3. U =AUREECM VTR (GEEEH ACL) .

TrustSec F|F IEEE 802.1X S 3G UF Ao BT S5EH A, 8 1T 52 A RE68 LA mT 9 e H T A8 8 21 1) 5 A IX 23 F it
X F LM IV AR . TrustSec ¥ /EAL ISE FE— & RIS S AR S 4%, BB TR &M I LM%,
FEAT AL B8 F B R R N E% (—TiibsiE, BLFRN “BYOD” ) .

AR SCHERC B B A} ISE MUEARHCZ w8 #  48 (WLC) ABLX T I &M 45 18 F BYOD 34T X 73 Vs nl (22 3R
FATEA 3 A4 TrustSec W] 15 B 52 BEIC AT RALIR .

FATPREALE I LA S2 451

1. RTAAHAARRS CEICARBMNAERER: EAP-TLS) 3 HIRESESH = =2 AR (VLAN + 6 ACL)
2. A ITAERAN AN (PEAP) = FRT HIEcM Vi CHHIE R VLAN + $8E€1) ACL BRHIU5 D
3. iR =AUREBEMUr iR Gl ACL)




2o ip RS "clnls' élc;'.

FELAEN AR FA

SBAL ISE BENS [RIIN SEftiA 2R Mo 2k 17 ] SR, IT 87 BE 53 READ IS YA U7 I S A 08 1] FH P S (6 AL ) I 48 375 1]
RS, i AL ISE, FATATAZERLE [ IEEE 802.1X SR EG R T2k i 2% b EAT F P SR ERIE . ek 20 il
WOLVEAL o TEL M B S AL M ABGRAZ 0 N B TR

Wireless Wired | .
I - B N

/ Trusted
_& Network NS

2. Access Accept (URL redirect Port 80 {ACL
name [IP addr, Port]})

—

e —

ZL

‘L
B

Wireless User
1.802.1x Authentication Phase

<

»

3. Apply (ACL) and move to posture state
4. HTTP GET request (80)

v

5. URL redirect received in
Access Accept

6. NAC initiates Posture

Validation 7. ACL Letting the traffic reach ISE server

;
v
»
A

8. Posture OK. CoA-Req to reauth the client

r 3

9. Send EAP-START

10.802.1x Reauthentication Phase

11. Access Accept (new ACL, VLAN)

B 20. ki 802.1X HBHIERTE

1. &P A dotlx B Beriik sl D it £ 3 56k

2. RADIUS Access Accept & %5 & [ ()3t 1 80 URL AT 2% B3 6AIE () ACL, e G4 fo i@ i i 1P Stk Al
Uity I 8% % % 25 VLAN.

3. Bl E M2 Access Accept FHEME) URL, FFIHAZF Posture Req ', ELRIPROGLAHIATE Ko

4. P R NAC AR B SR ERIA GRiibig 1 80) « ARH AR 1 80 & i% HTTP KPR, HI28HE &
M Z Access Accept 2L URL. BFL ISE 3505 P umi B V7 ia), S8 5 BLEENT & P om i e B, . X6, &
Frpb sk B BERHSE IR 2500 1P, BEfG, &/ umBi a5 i8R ISE fR4s 4 H s

5. WLC ¥ auiFibitaidid, PFEAIRATEH ACL BLE N o b il 78 VLAN (e =, RATH®E
Wiz e, H2 feisia 3 MRl ISE 4528,

6. HFHISE & i s OTAL R, Bl xn WLC Kik— AN A EHT S 5 IEIR 55 1) RADIUS CoA-Req, 1%i#
SO AT T 25 i I EL R S B E GEIT R 3% EAP-START) . HEHT &M KiE—2pshimid, HEEISE
Rl A # ) ACL 242Ul (WRA7#E) , H A€ M URL 83 1] VLAN.

7. I RFC 3576, WLC 1] 3 #F CoA-Req Fll Disconnect-Req. I RFC 5176, WLC 7537 FF CoA-Req, LAFRfE
G I E RS -

8. FRAIFHFES WLC LfFH AL E ACL, MAZER N8 ACL. EF} ISE IR%#8 K& ACL 48, HiOfE WLC
L E .

9. XFhi%it N iZiE T VLAN Il ACL 154, W3R VLAN RSERIE M T, ATR FEE M 80, Al

(Mr¥e) BB VLAN bR RmEmd. 5F ACL 500, FRA T R IRATIE 8252 Vi in] Fh 3R A3 (1 T &
£y I6IE ACL.




2o ip RS "clnls' élc;'.

XA Y T2 4%

FE— NI TC LRI E T, P R B RN R AR AR B 25 TR SINIK WLC e JRA TR IE RS TE AR
TELE MR 15 B MAC 220 RONFTE R EGRE WLC 3700 ac ik, fERL ISE K 5emg 7 FHER% S WLC.

BRI B MAC 3ER7E [E X WLAN #35 th TAERUCRAES, (Hid, ROVFEARUCE A T fesl i . frie
Tk 22 s (N S S 50 T HER O I WLAN JETIEME . Z 055 MAC 280, S5 0rE A
WMETJCIEE WAN i WLC, SRJ5 4 Reibracif, OB WAN S Fit 73k, R DUE R A fE
B% N 5 (H-REAP) 8 A H MAC 2249, H-REAP X A 7E WAN % FEisHlm &% K% WLC, Fra R
BOE AR ARl S A M BT M (R 1)

1. T&ITHIZEH TrustSec Thée

A b3z
FAR AAA THEE | 2 & N/A &
gyt & = N/A o
RE & 0 N/A i
VLAN 1it5¢ & 5 N/A 5
ACL 5 & @ N/A o
VR E 4 757 4 o
PRILE 5 93 36 3E

FE M MR A I W e B ARRE MR, Web SR IGIERC E & R B —20 . BIH AT AL, RBGREE P HIERIA
R C “ARRFM 7 ) By PermitAccess, IXEMRAE, MR AR & AR B HETE BARR KA, AT
o Fo VR e AT i 1) P 45

i SNt Web B30, BATRIEBE— DR R RIZBORN . A 2RI ARE AT A AR RN RS9
B P B ol i € BRI Z IR, HAZAHN/WLC 2T Web Jit i #5E [ 2 Web
S IAERRENET . XM ESE A2 IR GRUTIRM TR WL, DOE I P2 1 5 4 Bk,
FFPAFRALE R

Web S 5E 7 NIRRT . — o A H X 2% B 3 B8 IE, X 22 ML al WLC R R 26 T 1] A1 B 43 56 i
HEMAARRIAT; M REEESHIIES Web FIUETT 75, ZHALE WLC ¥ M 2590 & 5 ¢ W % ISE I
FI—NEFIREMETT, S IUESE 4575 ISE #EHAT 1M AEE WLC AT,

1 WLC 7.2.110.0 &3 i HREAP 34007 X} TrustSec [FISCHE, (HILHRENX TrustSec JRASFEAT IR, A SCRFS .




REViERIEEmR

atfran]es
CISCO.

B ISEBLE - Bc & Web B4I8E

413 WEBAUTH SiEE i

HER 1

B2
piz ]
HE 4
iz 4]

SHR6

S % Policy = Policy Elements - Results = Authorization = Authorization Profiles.

CISCOo Identity Services Engine

iy Home

Operations ¥  Policy v

|4 Profiing

Administration ¥

|@| Posture | Client Provisioning

|=| Security Group Access

—_——
& Policy Elements

|4} Authentication |®] Authorization
Dictionaries Conditions Results

Results

( )
er=E = .

v £ Authentication
v || Authonization

* [ Downloadable ACLs

* || Inline Posture Node Profiles
* [ Profiing
¥ ] Posiure
» & gient Provisioning &
¥ || Security Group Access

Standard Authorization Profiles

,f Edit E"’_“Dup\icate M Delete

Name
AD_Machine_Access
Access-Points
Cisco_IP_Phones
DenyAccess
Domain_Users
PermitAccess
Whitelist

ooooooog

Description

Authorization Profile For Windows Machine Auth
Authorization Profile For Access-Points

Profile For Cisco Phones.

Default Network Authorization Profile with access type as Access-Reject
Authorization Profie To Provide Full-access To Users (Authenticated Mode).
Default Network Authorization Profile with access type as Access-Accept
Authorization Profile Or Whitelist

N

21. B3 WebAuth 1S B3
B UL & S 4% 9 WEBAUTH.

#3517 267 ) ACCESS_ACCEPT.
¥ dACL 4 PERMIT _ALL TRAFFIC.
B &S Web S 561F, 4% N ACL-WEBAUTH-REDIRECT f£)y ACL.

ACL-WEBAUTH-REDIRECT ACL 7EAZ#HL EAg & . 1% ACL "J#fie “5l NiERK” E. 5%
ACL W B 5 M B 2 B BF 1] . 1% ACL 5 PR #1385 i L B dACL B4R A [A .

REEE RN “BRIN .

& 5 WebAuth AL E XX HFAER

Authorization Profiles = New Authorization Profile

Authorization Profile

*Name | WEBAUTH

Description

| AuthZ Resutt For WebAuthentication

* Access Type |ACCESS ACCEPT

[ ~]

v Common Tasks
DACL Name
[ vLan

[C] voice Dormain Permission

-]

PERMIT_ALL TRAFFIC

Web Authentication

Centralized v

ACL

ACL-WEBAUTH-REDIRECT

Redirect

[C] auto Srmart Port

[C] Fiter-1D

Default M

& 22. WebAuth #E B HiFMIER
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|7 R ETEIEH, BN CRMIETENEE T 5K 26 TER I

¥ Attributes Details

Access Type = ACCESS_ACCEPT

DACL = PERMIT_ALL_TRAFFIC

cisco-av-pair = urkredirect-acl=ACL-WEBAUTH-REDIRECT

cisco-av-pair = urkredirect=https://ip:port/guestportal/ gateway?sessionId=SessionIdValuefaction=cwa

G

23. WebAuth IZIXECEXHEMHIFAIER

g ] A7 Submit.

PE-SvIL

FATHINIBCE () Web B4 S0 IE R REIE I+ R TAi % . BARE an IR O T & e A 2, (B, thn]
PSR G ZEUT M M4 AR o SR ISE w] S22 MpLBIoR B 2 R Ui B 38, IR TAEmiii & 28,
MR LE CRAE N ZH BE 5 61 22

FEARTCRE T, BATE RE — MR R W HFERZVERRANE — AR .

BRISERE - LB/ EHRIN

VR REEGE N E RN, B TABHERIE R, BATKERA %M UiF Y% VLAN,
FHIRBE—ATNEACL, VT i E RS

RO Y, HBCE W 28 St R RES e B U7 2 P SR IO A w4 o XM e B30 3 12 1
IR BEAUAL (VRE SE) B LB TMEAE 3 JZ 1058 U7 10 512K 58 R o

BNFEHEATTE ACL.

i e Policy > Policy Elements > Results > Authorization > Downloadable ACLs.

mmim
€CISCO  Identity Services Engine

% Home Operstions ¥ Poliy ¥  Administration ¥

|£) Authentication |®] Authorization |4 Profiing |®) Posture |=) Client Provisioning |=) Security Group Access & Policy Elements

Dictionaries Conditions Results

( Downloadable ACLs
Results
[ — :p] ,-g Edit EhDunhcate ¥ Delete
€= - [ name Description
' E Authenticaton ] DENY_ALL_TRAFFIC Deny all traffic
™ I8 Authorization [0 PERMIT_ALL_TRAFFIC Allow all Traffic
¥ [ Authorization Profiles
¥ |__| Downloadable ACLs
@) DENY AL TRAFFIC 6
(&3 PERMIT_ALL_TRAFFIC

24. 613 dACL

$B2 i Add.




REHElR{EER CisCo.

SE3

fic & F) dACL.

Name = GUEST
Description = dACL for GUEST users (Authentication Mode)
DACL Content = permit ip any any

4. BB ISE IR EIEERT, W JACL iEVERNIER, BARENHE 2.

B4

A5 Submit.

BB ERNECE L H

i
SR 2
SE3

S Z Policy = Policy Elements = Results = Authorization = Authorization Profiles.
A Adde
T B B 1B AUHC B A

Name = GUEST

Description = Authorization Profile for GUEST role (Authentication Mode)
Access-Type = ACCESS_ACCEPT

-- Common Tasks

M DACL Name = GUEST

M VLAN = GUEST

Authorization Profiles = New Authorization Profile
Authorization Profile

*Name [ GUEST |

Description ‘ Authorization Profile For GUEST Role (Authentication Mode)

* Access Type  [ACCESS_ACCEPT [~]

¥ Common Tasks

DACL Name | GUESj -

& VLAN TaglD 1 I[ Edic Tag | 1D/Name [ GuesT |

[7] Voice Dormain Permission
[T web Authentication

[C] Auto Smart Port

[ Fitter-ID

25. BIEIERMNECEXH
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S RIS EO B VETEAE B 0E 29 Frx, A5 sl Submit.
B 6 BN E X B IHFEER

w Attributes Details

Access Type = ACCESS_ACCEPT
TunnelPrivate-Group-ID = 1:GUEST
TunnelType=1:13
TunnelMedium-Type=1:6

DACL = GUEST

| cancel |

26. HTERVNEEXHBHFARESR

H: A VLAN 4R, sZ#eblom O BNV oy BB, M H £ E M IRirs 2 EPERE, JRAOTAEI
i VLAN 43 fc. HABEAEIEISE —14 VLAN, 55— VLAN 4 ECAE S . 28550 0IEME2 EHIER
Al AFERE A 2 G %%, DRI E B A 55— A VLAN B BT 28 bl L 1 A28

BT RBUREE AN

1 S/ Policy = Authorization.

B2 AE CEONT BN BT (FE CSRRE T REHES SN —NEE
iz R LT B W N ey Ny v e

BL  ME HMHA” T, sdERESE R 47 5

SB,S5  EFF User Identity Groups > GUEST.

BE6  IREFIHAKFAAE,

ST KT Permissions, riifi “+” 5, 1E#¥ Standard > GUEST.

7 QR R AR

GUEST Guest GUEST

Default PermitAccess

B 27. SEIHEIRRES
S8 i Save.

BRISERE - &Ik e)E
EREATARRE S ERA

$IE1 MIEH Web P28 ST ERUEAT TS, WHEN: https://<portal host or IP_address>:8443/sponsorportal »
$E2 fFHRKEANAPRIESERENZ T
FE'W3  5BHE CAIERKS” .




REHElR{EER CisCo.

2/0HE K 31 Fs L ETF B
A7 Submit.

R4
SES

e
CISCO Sponsor Portal

+ Sponsar [#.coourt Management = viev 4| Guest Accounts = Create Guest Accaunt

Home
Settings Customization

Create Guest Account

o
LastName:  |Dee

Email adress: ne@acme s
PhoneNumber: 23488 |
Company, [feme Com 7
optonaipatat: | |
optonaipaaz [ |
opfonalDataz |
optonalData s |
optonaipatas: | |

Guest ¥

FirstMame:

+ Account Management

View Guest Accounts
Create Multiple Accounts
Create Random Accounts

Import Accaunts Group Role:
Time Profile DefaultOneHour x
= Timezane: EXTE =

% = Required flelds

28. fEiHEMKF,

BRI E B WebAuth F0375

FBFFATRAHN E K WebAuth

B R bR AT, IR R T A . SR AR T, A I BRI AU
PTG WA #EAE i WEBAUTH 2 AUIRAS

SR 1
T2
S 3

S M ZE Policy > Authorization.
BANBER, AdEEEEE T if no matches, then 55141 “+7 5.
1% $ Standard > WEBAUTH, #iili Save.

» Exceptions (0)

Standard

Machine Auth

AD1:ExternzlGroups EQUALS cts.local/Users/Doma

() AD_Machine_Access
| & Access-Points
(&) Cisco_IP_Phones

Status  Rule Name Conditions (identity groups and other conditions) 5
Profiled Cisco TP Phones Cisco-IP-Phone P] _|Phones
e EE &
Profiled Cisco APs Cisco-Access-Point Ipints

ine_Access

Domain Users AD1:ExternalGroups EQUALS cts.local/Users/Domaii (@ DenyAccess lisers
BYOD-Personal Device Apple-iPad @ Domain_Users
&2 Employee-Profile
BYOD-Corporate Device Whitelist AD1:ExternalGroups EQUALS cts.lg @ euesT -Profile
Users

(G HR-Profile

‘Whitelist Whitelist
& PermitAccess
GUEST Guest
(& Whitslist
Default PermitAccess
A
s

PermitAccess

29. HEOARBAME KA WebAuth
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atfran]es
CISCO.

X P SHA 10T

P11 WREATCHK “EMIRB SO S IIE, AR —T, BHEME S HRAET)REL S

IBFIETH
FE2 @ GBARCENE RIS Windows B Mac & JE 8 2 f 4 .
HE3 AL EFARIEIR

C3750X#show authentication session interface <interface_ name>

C3750X#show authentication session int gigl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5687.0004
IP Address: 10.1.10.50
User-Name: 00-50-56-87-00-04
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Group: N/A
ACS ACL: xACSACLx-IP-PERMIT ALL TRAFFIC-4dc4ad0d

URL Redirect ACL:

ACL-WEBAUTH-REDIRECT

URL Redirect:

https://ise.cts.local

Session timeout:

:8443/guestportal/gateway?sessionId=0A0130020000000F2703ACFF&action=cwa
N/A

Idle timeout: N/A
Common Session ID: (0A0130020000000F2703ACFF
Acct Session ID: 0x00000012
Handle: O0Ox7E00000F
Runnable methods list:
Method State
dotlx Failed over
mab Authc Success

B4 BEIZSENEFR ISE SR B 561 H &
2] 8 Web &3 A

Oct 05,11 09:06:00.365 AM 00:50:56:87:00:04 00:50:56:87:00:04 10.1.10.50 SJC18-sw-1 GigabitEthernet1/0/2 JWEBAUTH

& 30. Web SHIEIERE

A ication Summary

Logged At: October 5,2011 9:05:00.365 AM
RADIUS Status: Authentication succeeded

NAS Failure:

Username: 00:50:56:87:00:04

MAC/IP Address: 00:50:56:87:00:04

Network Device: §JC18-sw-1 : 192.168.254 .1 : GigabitEthernet1/0/2
Allowed Protocol: Default Network Access

Identity Store: Internal Endpoints
Authorization Profiles: WEBAUTH

SGA Security Group:

Authentication Protocol : Lookup

& 31. Web SHIEIERFIFMAES

©2015 BRAZAF




REHElR{EER CisCo.

FR|S AR, FTIT Web WBEEE, FiEAS B 3l HE [ 2 AR ISE.

& 9 Web EEH

I 1011003 | https://fise.cts.local:3443/guestportal/Login.action| > ||'-.lv Google ):'I

Redirect to the FQDN listed in the ISE
certificate CN

Please input AD
username and password

atfeann,
CISCO

Identity Services Engine
Guest Portal

& 32.
M. R EA ISE A7E DNS 1, B e FPE R M. BiRAT A B ISE 15 S A IEMC iR 51 #E DNS .
FATHN “employeel” , X — N AD H K

iz 4 ARG o WoR [ HRZ A H 56 mE,  JF 2R Employeel CLH2521X SE TR o
PR

Web £ E [

ARG R — WO AL, B SCHMUAN S B 4y 36k H & 25 R

C3750X#show authentication session interface <interface_name>

C3750X#show authen sess int gl/0/2
Interface: GigabitEthernetl/0/2
MAC Address: 0050.5687.0004
IP Address: 10.1.10.50
User-Name: employeel
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Group: N/A
ACS ACL: XACSACLX—IP—PERMIT_ALL_TRAFFIC—4dc4ad0d
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A0130020000001127DC1A50
Acct Session ID: 0x00000014
Handle: 0x53000011
Runnable methods list:
Method State
dotlx Failed over
mab Authc Success
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wE: HERERIERAMARZLL. SRS AEEER URL, FI 4R,

|| Oct 05,11 09:05:50.949 AM I 2 I employee1 00:50:56:87:00:04  10.1.10.50 SJC18-8w-1 GigabitEthernet1/0/2 I Permibﬁd:x:es&“,'l

33. Employee1 BHIIERE

Authentication Summary

lLogged At: October 5,2011 9:05:50.949 AM
RADIUS Status: Authorize-Only succeeded

NAS Failure:

Username: employee1

IMAC/IP Address: 00:50:56:87:00:04

Network Device: SJC18-sw-1: 192.168.254.1 : GigabitEthernet1/0/2
Allowed Protocol: Default Network Access
Identity Store: AD1

Authorization Profiles:  PermitAccess

'SGA Security Group:

Authentication Protocol :

34. Employeel BMISIEHFIFMER

BCE B ISE o ELihEAI)

HAUE T 2 — DI SSID,  PARBE U % U5 1Mo 5% I IEHE S SSID I, A AT TR 4 B € [ 22
AL ISE i1 . Rl iEd, AT ME AR CHORIEAGIE ) SRAT 2% 1 15 R ALRR -

YE: (] DMZ sl 5, BiRRE SR ERAMmE, XE—ARMENRAESE. HE, X-
JBT TrustSec RGEMIRII— 5y, FMASRE . BIEREERIFER, FABE ISE M8 %A T 5t
i, LA RS DMZ rh s i 2% (1125 7 o AU B 308 [ M0 oo R AR R 1 o X — 1) ¥ 78 JE R ISE 19
RIAPTA e e o

£ WLC EENi5% ACL

RO wACL FE4IE S, S M HowTo-11-Universal WLC_Configuration.
S BINViE wACL HUU (R 2) .

F+ 2. I5&E wACL
EwacL
Fi 5 I 2 3
5 B RIE IEREEZS) (ERGIEZS IEREEZS)
SR 1P il IP i hl: (AREEZN:
10.1.20.1 10.1.0.0
255.255.255.255 | 255.255.0.0
X IEREEZS) (ERGIEZS IEREEZS)
DSCP (EREEZS (EREEZS (EREEZS:
Ji 1Al IEREIEZS (SRCIEZNT IEREIEZS
(e RVF E{ERA RV

E: BOAREOLT, WG B0 56k #2525 W) LA DNS.
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atfran]es
CISCO.

ERBHM ISE ERERNEE AR wACL
S$B,1  EEFRISE L, FMiE Policy > Policy Elements > Results.

e
CISCO  Identity Services Engine

{4 Home Operations ¥ Policy v Administration v

|2, Authentication [®) Authorization |4} Profiing | Posture |k} Client Provisioning |=) Security Group Access & Policy Elements

Dictionaries Conditions

Results

( L)
v [ Awthentication

v [ Authorization

v [ Arofing

> E] Fosture

v [ Glent Frovisioning

> E] Secunity Group Access

Select an item from the list on the left

E 35. [EiFEEEXHRM wACL

2  E+£F Authorization > Authorization Profiles > GUEST .

-
Results

( )
e~ .
» [ Authentication
- ﬁ Authorization
* | Authorization Profiles
@ AD_Machine_Access
@ Access-Foints
@ Cisco_IP_Phones
@ Denyhccess
@ Domain_Users
@ PermitAccess
@ WEBAUTH
2 Whitelist

[ 36. & GUEST.

]l
il

3 7 Common Tasks #8% F sl wACL 18 .

M DACL Name = PERMIT ALL TRAFFIC
M Airespace ACL Name = GUEST-ACL

©2015 BRAZAF
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7 E R EN
FEMERBL: BrAT BB ISE Sems 2 QU D9 Fe Vi AT I8 B 0y S0 IR A L4 58 4V Ml 2% . CUBCE Web SH3 58I
ORI 2 U 1] U520k il CisqT . (B2, ML EAEIA G 0 ACL AR e P A &

TR A AR MR R B, FRA1 1 0K BRI S ) ACL 55 5y ] DABR A5 R AR ) ACL . R il R R 58 4 Y
TR FRATER T — L — B RBRIN ACL,  FE3T 8 18 38 8 b A7 AR W 8 4 1) J LA K A o
ERIN ACL FEATHH B 1 8 %2

LR AN I ER N ACL. FRATYE HowTo-10-Universal Switch Configuration #{EFE R HECE T 5 — ACL.
ACL-DEFAULT (#4524 8RN ACL) -

ip access-list extended ACL-DEFAULT
remark DHCP

permit udp any eq bootpc any eq bootps
remark DNS

permit udp any any eq domain

ping <

permit icmp any any

remark PXE / TFTP

permit udp any any eq tftp

remark Drop all the rest

deny ip any any log

AN I BRIA NG T ACL 4T FF 24> Microsoft i 1, SRV &ATE S KT 5 Active Directory HH T E, LA
ARG SKINA] . $TTF Microsoft 5 & 3y 34 o] DUE I JATE “ At FELE R SAE B A7 TR o se it
SN A B 58 o

ACL-DFLT-LESS-RESTRICT:

ip access-list extended ACL-DFLT-LESS-RESTRICT

remark DHCP, DNS, ICMP

permit udp any eq bootpc any eq bootps !DHCP

permit udp any any eq domain ! DNS

permit icmp any any !TCMP Ping

remark Allow Microsoft Ports (used for better login performance)
permit tcp any host 10.1.100.10 eq 88 !Kerberos

permit udp any host 10.1.100.10 eq 88 !Kerberos

permit udp any host 10.1.100.10 eq 123 INTP

permit tcp any host 10.1.100.10 eq 135 !RPC

permit udp any host 10.1.100.10 eq 137 !NetBIOS-Nameservice
permit tcp any host 10.1.100.10 egq 139 !NetBIOS-SSN
permit tcp any host 10.1.100.10 eq 389 !LDAP

permit udp any host 10.1.100.10 eq 389 !LDAP

permit tcp any host 10.1.100.10 eg 445 !'MS-DC/SMB

permit tcp any host 10.1.100.10 eq 636 !LDAP w/ SSL
permit udp any host 10.1.100.10 eq 636 !LDAP w/ SSL
permit tcp any host 10.1.100.10 eq 1025 !non-standard RPC
permit tcp any host 10.1.100.10 eq 1026 !non-standard RPC
remark PXE / TFTP

permit udp any any eq tftp

remark Drop all the rest

deny ip any any log

R T = N e e N e = = =




2o ip RS "clnls' élc;'.

VE: WIRESEIEEARIRIE, W] fE HAR S A R . S IR R R A T e TR N .
B R “E8”7 , 2AWMES HE RS H{EITEG. THRITES BB L, R E
5 BB SR NS I N <

T WG AT N TR, e 7R S R0 AT W E =R

Fik 2: EREAL ASA HiEN Z4 B LS — AN 5IR, ICRITE 2R ATE £35 . R IAm O
ACL A ACL-ALLOW (fR¥FAFfT IP) &

B iAim O ACL

1% ACL-ALLOW #i#&J)y ACL-DEFAULT
$B|1 NI ACL (ACL-ALLOW).

C3750X (config-if-range) #ip access-group ACL-DEFAULT in

BREHMAFER

ERISES, AR AR AL, W% AT AR e A U5 IR A IORUR . O 1 St se ax vk, 3RATTR:
AR MM, XA XV B . 52 Active Directory HI /7 MIZL AL A3

[5 Active Directory EEiEs8 RN #thzH

STHE1 $ Wi % Administration - Identity Management = External Identity Sources = Active Directory.
SB,2 N Groups ETI .

I m
CISCO  Identity Services Engine

ﬁ] Home  Operations » Policy » Administration

c;?;o System %3 ldentity Management i Metwork Resources lJ‘:'-‘ Guest Management

|dentities Groups [ External |dentity Sources 1 Identity Source Sequences Settings

Active Directory = AD1

External Identity Sources
é}: = .. Connection Advanced Settings m Attributes
- = "= -
| Certificate Authentication Profile » cﬂ:.ﬂ.dd % Delete Group
v
-5:; Active Directory
MName
] LDAP ¥ ) )
cts.localiUsers/Domain Admins
= RADIUS Token 3
_ cts localilUsers/Domain Computers
] RSA SecurlD >

cts.localfUsers/Domain Users
cts locallUsers/Employees

cts.localiUsers/Sponsors

Ooooooon

cts localilUsers/Sponsors_Full

37. NMERSNA
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atfran]es
CISCO.

SE3

B4

Rt Add > Select Groups From Directory o

Active Directory = AD1
Connection Advanced Settings m

é,]:.ﬂdd v | 3 Delete Group

I[ Select Groups From Directory I
E\dd Group

s

cts localiUsers/iDomain Computers
cts.localiUsers/Domain Users

cts localiUsers/iEmployees

cts.localiUsersiSponsors

oooogd

cts.localiUsersiSponsaors_Full

Attributes

38. #&#E Groups from Active Directory

mii7 Retrieve Groups.

YE: 4 Active Directory i 100 MZHI, AT DU FH 98 25 1% T4k 31 45

i ]

IR 6

BT

WP AR .
FEBATHIR B, BATR LS TR #E4A HR 4.
mili OK. TR R 7 AT R A& A £ 5 AR AUA .

IEAE TR E A

Active Directory = AD1
Connection Advanced Settings m

=ﬂ=.ﬁ.dd v ¥ Delete Group

Name

cts.locallsers/Domain Admins
cts locallUsers/Domain Computers
ciz.localllsers/Domain Users

cts localllUsers/Employees

cts.locallUsers/Engineering
cts.localllsersiHR
cts.localllsers/Sales

cts.locallUsers/Sponsors

OORrCOO00n

cts localilUsers/Sponsors_Full

Attributes

39. RAHIERE

VR 7)) 2 UL GBI 4 7 Save Configuration.

H: AARFZECE, ERPUIES, A XM Active Directory HAE R 2 H At 4.
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AR ISELLE - e EERE
HEMTEREHEL dACL

NEANHEAFRRB MO ER R . AT, BATEIHE & HR dACL, Jf Eon BT
A XL dACL M2 B

BAESEE: KM FTA dACL IR . bl B dACL S35 =8 WA 0] FHEFEAE 2% (TCAM) KR 45 1A K
INE Ko AR I ASIC #5F H EH &1 TCAM, T4 ) ASIC B E MR ML SR, A4
ASIC 43 TCAM 2 th A2 LA 5 % (Flin, Cisco Catalyst 3750 22 #e/l ) TCAM $ & mt Lt Cisco
Catalyst 2960 Z#:Hl FH) TCAM # &%) . BN dJACL EFRZ 64 1~ ACE (64 17)

S 1 FM1 % Policy = Policy Elements = Results = Authorization = Downloadable ACLs.
HW2 il Adde

Name = HR-ACL

Description = dACL for HR users

DACL Content =

Deny ip any <ip_address_range of HR servers>
permit ip any any

s, HE}ISE FREEERE . WE JACLEEANTER, KRN HZE2E,

SH3 sl Submit.
B4 NENAFENAERIETEANET .

ABNEEABLE wACL
NEATEEARRA A EESIRRT . SR HR A1 wACL iTHT2%.

BRAESRER: £ —FMTTH, PrA wACL #RBLHZAE TS50 25 7 € S dACL AR IR 44 7K -

% 3. HR wACL £l

P9 | (BRI | Bbx X DSCP | Jjfi BRAE
1 EMIIRET | 1P Hhk TERTAEL | ARfTASE | RS | f64
10.1.100.87
255.255.255.255
2 RIS | AR5 ERERSE | (R3S | EM3RE | i
AT EEABUERMENEENH

NEANFEAFRERACER IR . £A30H, EATEIHR AT HR SARCE I, IF R tis i
A CE SCRAUBE B S R & e

FEA1 SMLE Policy - Policy Elements = Results = Authorization = Authorization Profiles.
HEW2  piili Add.
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FE3 LT E B e s B B

Name = HR-Profile

Description = Authorization Profile for HR role.
Access-Type = ACCESS ACCEPT

-- Common Tasks

M DACL Name = HR-ACL

M Airespace ACL Name = HR-ACL

vE: WLC 7B TN WLC A E XK wACL.
$B4 i Submit.

SB5  HEMNFEMNAERAEES AR .
FART RS —MERECE &

AT 20 Bl H LA R A ARSI BB S R 5 0 PR3O P SRS o A AU 8 ST B HLAH S U mT 4
—A CEMEE” . BRI R OB P R A

S 6 S/ Policy = Policy Elements = Results = Authorization = Authorization Profiles.
HBWT7 i Add.
S8 [HHLL T E B e R AU & S

Name = Employee-Profile

Description = Authorization Profile for Employees
Access-Type = ACCESS ACCEPT

-- Common Tasks

M DACL Name = Employee-ACL

M Airespace ACL Name = Employee-ACL

SEB NENMNAFP AR ETEANEF.
HB10 il Submit.

VBRI RN

TEARFZ MR, FRATENEE 1 3 LR A B S, Hamid{fH PERMIT _ALL TRAFFIC dACL
KAV AT T .

i e Policy = Policy Elements = Results > Authorization - Downloadable ACLs.
HE,2  fidi Add.
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FE|3  WRHNE, SERGETI dACL.

Name = AD-Machine-ACL

Description = dACL used to permit Windows to communicate to AD for Machine Auth
DACL Content =

permit udp any eq bootpc any eq bootps !DHCP

permit udp any any eq domain ! DNS

permit icmp any any !'ICMP Ping

permit tcp any host 10.1.100.10 eqg 88 !Kerberos

permit udp any host 10.1.100.10 eq 88 !Kerberos

permit udp any host 10.1.100.10 eqg 123 INTP

permit tcp any host 10.1.100.10 eqg 135 !RPC

permit udp any host 10.1.100.10 eqg 137 !NetBIOS-Nameservice
permit tcp any host 10.1.100.10 eqg 139 !NetBIOS-SSN

permit tcp any host 10.1.100.10 eg 389 !LDAP

permit udp any host 10.1.100.10 eg 389 !LDAP

permit tcp any host 10.1.100.10 eq 445 !MS-DC/SMB

permit tcp any host 10.1.100.10 eqg 636 !LDAP w/ SSL

permit udp any host 10.1.100.10 eqg 636 !LDAP w/ SSL

permit tcp any host 10.1.100.10 eg 1025 !non-standard RPC
permit tcp any host 10.1.100.10 eqg 1026 !non-standard RPC

PR RRPRRRPRRRRRPR

W4 (£ WLC LAl AR ACL.

S5 S/ & Policy = Policy Elements = Results = Authorization = Authorization Profiles.
S$B6  riii AD Machine Access.

BT B E S

Name = AD Machine Access

Description = Authorization Profile for Windows Machine Auth
Access-Type = ACCESS_ACCEPT

-- Common Tasks

M DACL Name = AD-Machine-ACL

M Airespace ACL Name = AD-Machine-ACL

AR ERA B R R RPUREE AN

N T EAFRRP MO ER R . AT, A IHE LT A HR =BG, I+
AL FITAT L SCIR AU SRS LI ) B 2% ot 4 o

1 S/ Policy = Authorization.

B2 AE B HUN R TR —ASE SRS

SBT3 N4 44 HR-Rule,

B4 N Identity Group ¥ N Any.

+$®5 7£ Other Conditions #', %% ADI1:External Groups = Equals < HR.
SB,6  ERFRJTIH, 1EFE Standard > HR-Profile.

iz i Save.

SE’,8  ENAFPMAORNELTENET.




REViERIEEmR

l'lll'lll
CIsCO.

ZRiEA RN

TE1

iz ¥

P33 HUCH Disabled.
THRA4 i Save.

i 4

SMLE Policy & Authorization.
s Status TR EET S, #£% Domain Users Rule.

RPN R RLZ 53 4 K10

®4 REHMR

]

CHIANEZR | Wi | CFIANBLE |5 | &4 A84 | DenyAccess
ST Cisco | WIS | Cisco IP HiE | 5 | &4 #54 | Cisco IP_Phones
IP HLi
M SR | R | BRHEAS |5 | &4 #54 | Access-Points
AP
Whitelist s | Whitelist 5 | &M% A4 | Whitelist
HR A0 R | AR 5 | ADLAMNB4L | 34 | HR-Profile
%+ HR
M TAENZHN | g | ARTHES 5 | AD1:ANE4L | H84 | Engineering-
LT TRENG Profile
M eS| R | AT 5 | ADLANER4L | B4 | Sales-Profile
LTFHBEANR
o ST W | AT L | ADL:AN4L | A4 | Employee-Profile
ETHRT
o ZNERIW W | AR 5 | AD1:AMNE4L | A4 | Contractor-Profile
LETEFET
v ML S IR | W | AT 5 | AD1:AME4L | A4 | AD_Machine_
2Pt AL Access
X BH A R | AT 5 | AD1ANTA | A4 | Domain_Users
LT
ok 5 g | ok 5| &t MW | K
LTI R A BILEC I, A4 I % B 4 B ik

©2015 BRAZAF
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FE B3 XY B IEE (MDA) 25X

4 5 G O WA BT S0 VEREANAS L DB ARG . RS PRACR 19 MAC HU3E, 6344 MAC Huhli 4738
o SR £ % T G TR A BT 97 0P 77 728 6 o A 1 8 8 38 e F A 5 3 R
S RIEA IR

ST 7B U LR B, B 23 IR (MDA) B, NS R A0 LA 22 4
BRI, KT RAMO, MDA BA/EHRE A SR — A MAC MU, 7835 TS b — A
MAC J it

H: MACSec (it MAZ#M i DRI EE 2 BEINE) S RKIVAE T Z MDA B — SR I0IER, 2 H
S S e R R AN E IR
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Mist A: &%F

Cisco TrustSec % %;:

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone Trus
tSec.html

& EIEE:
o BRHEIRS IR R

http://www.cisco.com/en/US/products/ps11640/products user quide list.html
B EFR10S B, BE10S XE B MR NX-0S B A E 255, &S5 LU URL:

e XJT Cisco Catalyst 2900 F 1|42 #e#L:
http://www.cisco.com/en/US/products/ps6406/products installation and configuration quid
es list.html

e X}F Cisco Catalyst 3000 % 4132 /L -
http://www.cisco.com/en/US/products/ps7077/products installation and configuration quid
es list.html

e XIT Cisco Catalyst 3000-X R 1|55 4ehll -
http://www.cisco.com/en/US/products/ps10745/products installation and configuration qui
des list.html

e XJT Cisco Catalyst 4500 51|42 #e#L:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and config
uration quides list.html

e XJTF Cisco Catalyst 6500 F %42 #e#L:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configu
ration quides list.html

e XIF Cisco ASR 1000 F 1| FH %% :
http://www.cisco.com/en/US/products/ps9343/products installation and configuration guid
es _list.html

T BRI LAN #2423

e http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/quide/cg.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html

