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$B,1 S ZE Policy 2 Authentication (B 6) »
P 6 7NN S 4 B S

Hmm
€IS€Oo  Identity Services Engine ise  admin Logout Feedback|

f Home Operations v Policy ¥  Administration ¥ © Task Navigator » @
e

|®, Authorization |5 Profiing |, Posture |&] Client Provisioning |2 Security Group Access & Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple  (®) Rule-Based

- [MAB | +1F [ wired_MAB <7 | allow protocols [Alowed Protocol : Default Netwis) | and... £ Actions +
~ [ Dotix | <1 [ wired_s021x &7 | allow protocols [Alowed Protocol : Defeult Netwis) | and... £ Actions +
Default Rule (If no match) ¢ allow protocols | Alowed Protocol : Default Netw(®) \ and use identity source © | |nternal Users <p & Actions +

SO RILREE P AP SRTECEFN LR —ZBAMN . REEHANFRETEIIR—FF, N EETHITHE, RA%E—
e r

v

SMWIEEREMNITIRR—ELHHITLE. AFMRE, RIBERNTB-TE-ZMEENN MAB, XER
5 BT MAC SO RIESATRIAN o

ERLISE FIE R B4 IF-THEN 8. iHFTEE TN Wired_MAB Y “%#5E" BIEAY IF. AT "%
RADIUS 1% 2 Wired_MAB, M| 7t 1FE FAZIARI LS. ™ Hlan:
IF Wired MAB

THEN Allow the default protocols
ELSE Move to next Line in Authentication Policy Table

BB2 ER 7+, FEEEETHN-AFK (ERELE7) .
PR3 S TNEMRCHRN=/BE.
Bl 7: B0 B0 AIE S

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it shou
Policy Type ¢ Simple (8 Rule-Based

« [ maB | + 1 [ wired_maB <> | allow protocols |Allowed Protacol : Defautt Netwi®) | and..

Default : use | Internal Endpoints % |

SREIERERPHNEANSIEEE NS MITRATEFELE. AERT. 2% MAC SHBIELATAIL
REMNREANER "AHER" BIEFEHE. N SUEGTHE ISE NMEANEEMBIRRE. WHIRER DT
FEEFTHASET.

sE: FapERRG: EAM Cisco Unified Communications Manager EESHE BRI %— IP 881 MAC it 5K, REIEZFIFRSA ISE.
ESETERG): ISE SIBEE— MRS MR LTI E, REENBRSRBEEPELIEERE.

IF-THEN BRI 2RI T

IF Wired MAB
THEN Allow the default protocols

AND Check Credentials with the Internal Endpoints Data Store
ELSE Move to next Line in Authentication Policy Table

E: Wired_MAB 2t &4, FSRITHS RADIUS E1%: service-type = call-check #1 nas-port-type = ethernet.
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$B 1 EfiZE Policy > Authentication.

BB 2 B Dot1 X MNAY IF &4, FFi%3% Add Condition from Library (& 8)
&1 8 AR I B 473 B IE S

N
CISCo  Identity Services Engine

£ Home Operstions ¥ Policy ¥  Administration

——————\
|4/ Authentication |®] Authorization || Profiing |@| Posture | Client Provisioning |=| Security Group Access & Policy Elements

Authentication Policy

Pefine the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple  (®) Rule-Based

v [maB | +1F [ wired_wAB < | allow protocols [Allowed Protocol : Default Netwi& | and...
v [Dotix | 1 [ wired_s02.1x | = | zllow protocois [Allowed Protocol : Default Netwi® | and...
2 Default Rule (If no match) .z [B Add Al Conditions Below to Library
Condition Name Expression
Wnreo s2.x O]
Add Attribute/Value
—-_—— Add Condition from Library
Delete
HB, 3 M Select Condition THIZE, #Z Compound Condition = Wireless_802.1X (B 9) »
9 it e A
[ Dotix | +1F | wired_s0z.1x . = | allow protocols [Alowed Protocol : Default Netwi®) | and...
Default Rule (If no match) . al [ Add Al conditions Below to Library
Condition Name Expression AND  ~
W | Wired_802.1X ) AND ity
Select Condition I ] I e
A Compound Condition ’
( o]
w Wired_MAB
u Wired_802,1X
== W Wireless_802. 1%
w Switch_Local_Web_aAuthentication
W WLC_Web_aAuthentication
TN =
BB 4 WRSEFIEEAN ORMAZAND (B 10) -
K 10 LI SEAT
» [ Dot1x | +1F [ wired_s02.1x . = | allow protocols [Allowed Protocol : Defautt Netwis) | and...
Default Rule (If no match) -l B Add Al conditions Below to Library
Condition Name Expression
w @.
1“" A condition to match an 802.1X based authentication requ Q.

BBRS5 REFRE.
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MNBRBME BN, MAB =1 AR EMin 274K E 8B A% EA MAC Hillt. I1RENNSHIIEERE
802X A WIE, A4 ISERER "WHAR™ HEGFEHKaE AP ZMEHERIE.
MEZHMAERWHMIIE (H120 WebAuth) |, MASEEM—LMEEMNMELE, RESEHRBIAIMN. 2K
NN FEE & AT &S A P8R0
SRR A ERBIANE I EEGF . k% H e\ E A Active Directory /EATZN AP S0 44E
TBe A, FANSEBIAFNIECAME A AllID_Stores 7 B # Dot1X Rules B A1 A Active Directory.

BB 1 ERAHNAE, & Internal Users SRS, FTHSMHRIEIZEE,

$B 2 & 11 A, & Identity Source 53k, 1%&3% All_ID_Stores 13551, 1250 FH27 (TrustSec #1E
EF . AMEMEMBIESMRIERE) R “SlEERFS” BFEHOIE.

11 Bl 0)E

allow protocols |Alowed Protocol : Defautt Netw(® | and use identity seurce P |ntemal Users I = I 0 Actions v

Identity Source| Internal Users = |
Options (
pt o . Identity Source List
If authentication failed | Reject hd
If user not found| Reject hd [ p]
If process failed | Drop bl €&-= = M

_— . Internal Endpoints
MNote: For authentications using PEAP, LEAP, EAP-FAST or RADIU

it is not possible to continue processing when authentication fails

1] Internal Users
If continue option is selected in these cases, requests wil be rejed

"]
"]
B AD1
"]

Guest_Portal_Sequence

W Sponsor_Portal_Sequence

__U All_ID_Stores

W DenyAccess

BB|3 A Save il ME 12 FTR, ETFANKIENEEZ.
& 12 S

Imm
CISCO  Identity Services Engine

fi'i Home  Operations v Policy Administration v

|2) Authentication |®) Authorization |4} Profiing |7 Posture | Client Provisioning |=) Security Group Access & Policy Elements

lAuthentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for al
Policy Type () Simple  (®) Rule-Based

« [MaB | 7 [ wired_maB <7 | allow protocols [Alowed Protocol : Default Netw(® | and... )
+ [ Dotix | 177 | wired_s02.1x.. <> | alow protocols |Allowed Protocol : Default Netwi® | and... )
Default Rule (If no match) : alow protocols | Allowed Protocol : Defauft Netw | 2nd use identity source =| | AILID_Stores <> ||

BB 4 1L TEMR T EE.

BIRINAIERAE S 1846 RFARME . R RIIHP=METAR R 2 R HHEE B IR EEX & 50 Kk KR
MNETA, SEEFIAM.

2% 1 B4y Bk SR MG I

pricAl| B2

SHHIERK WE SRIIED RMAAMEILN, FIEREIE. Z2ANAFRE. ARIERS
TIEET .

KB HA EEMSNEREEPHREEL AR BINREE "HBE" .

(52N TENBENHIEE. BIARER "EF .
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S5 BRI Dot1X 1T,

% 2 SOy SRIE SRS A

#®1E B2

B4 5 NAD &3 “RADIUS if[al#3E4" B,
x£F EFIFANER, TNERIZEERL.
o HREE N FRIEAUREE .

P 13 22 35

FE FENSEIM2, BEMEREREZA AIID_Stores, N 13 AR

| Dotix | :7F | wired_802.1% .. <> | allow protocols |Allowed Protocol : Default Netwil) | and...
—
Default : use | Al_ID_Stores Ii!
Identity Source|ﬁII_ID_St0res 9 |§"-—--
Options f urce List
If authentication failed| Rejact - [ AlLID_Stores |
Default Rule (If no match) : alow protd If user not found | Reject - [ P]
If process failed | Drop v Q:" = = -
. . # Internal Endpoints
Mote: For authentications using PEAP, LEAP, EAP-FAST or RADIU
it is not possible to continue processing when authentication fals p @ Internal Users
If continue option is selected in these cases, requests will be rejed o AD1
® Guest_Portal_Sequence
® Sponsor_Portal_Seguence
W DenyAccess
Save Recef

2B 6 =i Save.

i*:

B, BERERARANEERNBIHCIREI TS EAP k.
ERE—AFEEXNSHIIEY (FIan{XER EAP-TLS) , &% ZE Policy & Policy Elements > Results & Authentication > Allowed

Protocols.

BRI 2 B E XS MEIERN . FEXLERAIT, BNSEMRARETEBRIEARNB AL XEBIIFERSHSHREIERL
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BEF 1  KBERNER ISE RIUCRER

aErAriR, SORIEREWARFARIE. FTARISKIERI 2 H#0 & S 7E M 41 B - B o

BB 1 S ZE Policy > Authorization, #AfESd Edit LEFMAN (B 14) .
P 14 ZmE BB S

Hmm
CISCo  Identity Services Engine

ise  admin Logout Feedbadk]

§ ©® Task Navigator ~ €3 ]

Operations ¥  Policy v Administration v

fiy Home

[ —
|4, Authentication |2) Authorization |4 Profiing |® Posture |ts) Client Provisioning |=) Security Group Access & Policy Elements

Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

IFirst Matched Rule Applies | v‘
Click Editin
order o update
b Exceptions (0) the rules.
Status  Rule Name Concl'rtionifident’rf:»r groupsiandlother cundrtions]l
v | Profiled Cisco IP Phones | Cisco-... < | | Condition(s) L+ ‘ | Cisco_IP_P.. < | Done
Defautt PermitAccess Edit | =

ERRETHE - EMN, EEURN .. HEESHEILREET &, ERINERT, ERANRNLES
B RN B TRINF TR, B RREE TR & FEEaRN,

I BRREREBEESTAN, TUSREEERANENER, BFERBTAEER.

BARRESER: FHAKINZE First Matched Rule Applies.

MEESMRIEREEF—FE, EROEKREMNITHITRREMNAXNEETEEMEN. WEEHRA—&, B(1EeE
FBL &N Profiled Cisco IP Phones. MZ RS, MM B TFENES LRI HENERSE— IP BiE,.

3 BrIRIES

HEI ik
EEUE:! Fsi RS ORI TRLE . B140 guest A Whitelist.
HA L4 FrEEM KM, H120 Group Membership.

PR BRI E R,

BARISE RESK A2 4 IF-THEN /810, BITAE N, FA1AI:

IF Device 1s member of ISE ID Group = Cisco-IP-Phone
AND (no other conditions in this line)

THEN Assign the Cisco_IP_Phone Authorization Profile
ELSE Move to next Line in Authentication Policy Table

BIFEm-21- IR EIES 11



#$B 2 & F Cisco_IP_Phone SAL B SLHHIIEAE Bo

E&E Cisco_IP_Phone AL E XHRIFEAF R, IBEFARARERSRIERSE £, FE LMY Permission
Details B[, & i Cisco_IP_Phones f5E# (B 15) »

K 15: ZHBAHANE

Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -
¥ Exceptions (0) Permission Details X
Status  Rule Name Conditions (identity groups and other conditions) Permissions Cisco IP_Phones;
[~ | Profiled Cisco IP Phones Cisco-..  <» | | Condition(s) L] | | Cisco_\F'_F'..l-i-
=
Default PermitAccess

ME 16 & “IENAE S HFMER" B, Cisco_IP_Phones & 1% RADIUS Access-Accept 8 B, AEZ A
PERMIT_ALL_TRAFFIC B9R] "% ACL (dACL), HAFg&MNANESEE (3BF VLAN) .

16: BN E I EAE R

Authorization Profile Details b 4

Mame Cisco_IP_Phones
Description Profile For Cisco Phones.

Attributes Details
Access Type ACCESS_ACCEPT H=—=—=
DACL Mame PERMIT_ALL_TRAFFIC o= ===
Voice Domain Permission True e = —

oK

WE 17 Fow, 1P BIEEE—P4HEAIA RADIUS B A RN E R P A 1E, NMETFIZZ&MNIESE VLAN BIBTR .

17 2 Sy 5k (MDA)

i : Y
Voice Domain P

Data Domain
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BEF2 Hmnmflgass

HABFhtR— P ERESNA. BERAREEARMLE, WERTFIZIZENNENTEEBR. Y

TEAFIRIE L T T AR o

H$B, 1 SHiZE Administration = Identities = Groups = Endpoint Identity Groups.

S| 2 S Add (B 18) .

18 &y 41

CISCO Identity Services Engine

£ Home

Operations v  Policy ¥

Administration v

( Identity Groups
(- )
¢ == G
» | User Identity Groups
I' |__| Endpoint Identity Groups I
& Blacist
» gk Profiled

L /)
g Unknown

]

% System Z Identity Management B8 Network Resources |2 Guest Management
Identities Groups External Identity Sources Identity Source Seguences Settings

Endpoint Identity Groups

7
¥

oooooo

Edit |dbadd| | M Delete

MName

Blacklist
Cisco-IP-Phone
Profiled
Samsung-Device
Unknown
Workstation

4 | Description

Blacklist Identity Group

Identity Group for Profile: Cisco-IP-Phone
Profiled Identity Group

Identity Group for Profie: Samsung-Device
Unknown Identity Group

Identity Group for Profile: Workstation

HBB|, 3 B &R Whitelist, 5254 Parent Group THIFEEZ (KB 19) »
19 Hr &

Endpacint Group List > New Endpoint Group

Endpoint Group
* Mame | Whitelist |
Description | Whitelisted Devices |

Parent Group | ~r|

(o)

BB 4 =i Submit.

E: EHIREIERREREERT, WAERTIRPHIMZE, RMAREER LURERLE.

S5 E(E Whitelist B3R IN% %,
20 NN it

ESHM1Z Administration 2 Identities > Endpoints, A48 Add (& 20) .

CISCO  Identity Services Engine

Administration ¥

{4 Home

Operations *  Polcy

o System S Identity Management B Metwork Resources |#4 Guest Management
T
Identities Groups External Identity Sources Identity Source Sequences Settings
ff Endpoints
Identities p
[ hd P] # Edit Mpelete v | @olmport v QPExport w
i .
_— N Endpoint Profile «  MAC Address Static Assignment
= Users x No data avaiable
I: Endpoints I ¥
[ Latest Network Scan Results ¥
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B 6 L nnnninninninninn B IURINIE & MAC Hidlk, SR /G M Identity Group Assignment 75l 3 %
Whitelist (B 21) »

Kl 21 Hr o

Endpaint List > New Endpoint

Endpoint
* MAC Addresg | CC:CC:CC:CC:CCiCe | (Example: 11:11:11:11:11:11)
Palicy Assignment | Unknown .-|
Static Assignment_ [
Identity Group Assignment] | Whitelist .-|

Static Group Assignment

el

E: MRZEMEEAS (flan Android) , RITTLLM Policy Assignment TR #ITIERE.

BF3 ANABBEMNRECIEFINEE G

BB 1 EfinZE Policy = Policy Elements = Results = Authorization = Authorization Profiles (& 22) -
22 BN BB A R IR G B SO

|‘.1 Home  Operations v Policy *  Administration »

|2} Authentication [®] Authorization |4} Profiing |®) Posture |y Client Provisioning |z Security Group Access

Dictionaries Conditions Results

i Standard Authorization Profiles

Results
( 2l . _
Q:I —— - ¢ Edit =[|'=Add [hDulecate W Delete
TE = &
2 O name Description
v || Authentication
— O cisco_1P_Phaones Profile For Cisco Phones.
* || Authorization
’l_‘_ P — [J DenyAccess Default Network Authorzation |
= v uthorizaton Frofiles
- O PpemitAccess Default Network Authorzation |

@ Cigco_IP_Phones
@ DenyAccess
@ PermitAccess
* [ Downloadable ACLs
¥ || Inline Posture Mode Profiles
v (£ Arofiing
* | Posture

v (5 Glent Provisioning

v [ Security Group Access

BB, 2 SF Adde
HBB|3 WTANR, BEFEAEE G

Name = Whitelist

Description = Authorization Profile for Whitelist
Access-Type = ACCESS ACCEPT

-- Common Tasks

M DACL Name = PERMIT ALL TRAFFIC

HAEfRR-21- T R E R



K 23:

R ALAC B

Description

* Access Type

Authorization Profiles = New Authorization Profile
Authorization Profile

*Name | [ whitelist

[ Authorization Profile Or Whitelist

[access_accerT

| ~]

v Common Tasks
DACL MName

[T vian

PERMIT_ALL_TRAFFIC [ -]

BHFAERE 24 .

24 FMEVENE R

v Aftributes Details

Access Type = ACCESS_ACCEPT
DACL = PERMIT_ALL_TRAFFIC

LB 4

BF 4

S Submit.

ATINBZ BHR & QIR IRNEE NN

$B 1 Ef7ZE Policy © Authorization.

BB 2 S IP EIFEESGINARER Actions (B 25) -
25 TN 1 4 FLH VL 5 G SRS,

]
(411}

|£, Authentication

Identity Services Engine

f Home Operations ¥ Policy ¥  Administration

|&] Authorization |4} Profiing

ise  admin Logout Feedback]

v © Task Navigator + &3 }

|®) Posture | Client Provisioning |=, Security Group Access & Policy Elerments

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies

- |

» Exceptions (0)

Status  Rule Mame

Profiled Cisco IP Phones

Default

Conditions (identity groups and other conditions)

1

1

Permissions 4
Cisco-IP-Phone

Cisco_IP_Phones Edit | »
Insert New Rule Above

PermitAccess Insert New Rule Below |

Duplicate Above
Duplicate Below

Delete

253
LB 4
S5 5

BIFEm-21- IR EIES

1%£+% Insert New Rule Below.,
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26 %5 04l

afua]n
CISCO  Identity Services Engine

ise admin Logout Feedback

% Home Operations v Polcy v  Administration »

© Task Navigator &3

|2 Authentication | [®] Authorization | [:%) Profling  [® Posture  [5] Client Provisioning  [=) Security Group Access &% Policy Elements

Authorization Policy

Define the Authaorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.

| First Matched Rule Applies -

b Exceptions (0)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
Profied Cisco TP Phones Cisco-IP-Phone Cisco_IP_Phones Edit | =
p—
i vl | Whitelst |I Any = | [ condtioncs) < | [ Autnz Profi % | Done
Default Edit | =
|Any = qp
Identity Groups
( )
G- = = B
o Any
(| Endpaint Identity Groups »
[ User Identity Groups ¥

HB|, 6 1% Endpoint Identify Groups (B 27) -
K 27 i S 2

Identity Groups

o Any
5 Bndpoint Identity Groups
[0 User Identity Groups

(il
il
R

BB 7 MIEFE IR Whitelist Identity Group (& 28) o
] 28 144 G 4

Endpoint Identity Groups

( )
F @ E = Gh
i Bladdist

) Profiled S
2 Unknown

Whitelist
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Cisco TrustSec &% :

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html

&I &S

BRI BMIREsIZAFTEmE:
http://www.cisco.com/en/US/products/ps11640/products _user_guide_listhtml

BXREFIOS #tk. BHRLIOS XE MAFIER NX-OS MHRANELZFER ., BESRT URL:

e Xf7F Cisco Catalyst 2900 Z 5l 3334, :
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_listhtml

e Xf7F Cisco Catalyst 3000 Z 5l 3344, :
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_listhtml

e YT Cisco Catalyst 3000-X Z 5l 23 4] :
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_listht
ml

e Xf7F Cisco Catalyst 4500 Z 5l 3344, :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_g
uides_listhtml

e YT Cisco Catalyst 6500 2513z 3] :
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_gui
des_list.html

e XfF Cisco ASR 1000 Z %I B& FH 28 :
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html

XN FBRTL LAN #2525 :

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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