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REHElR{EER CisCo.

ISE 5 WLC FlexConnect BYEERK

ASCAEE X WA K TSE 54075 BL FlexConnect #5# 18 k1 (AP) i) CUWN BTG i (it or 2045 ma
FlexConnect #3X (LLRTFR Y H-REAP #3) fovF AP il At U5 QA2 Bl 5 #8848 70 SCH U 5528 WLAN
MO e, AT e 2 & REVS DR B £ 70 ST A

ISE Directory/DNS/
DHCP
VLAN 201 AN h
example_secure SSID - Q»I
f £ i i )
f%ﬁi—i‘ I
== 3 -
\k FlexConnect AP 1
[ )
example_open SSID VLAN ID Name OOO00O
30 Employee VLAN 202 Cisco WLC y
40 Guest
80 AP Management

1. ISE 5 WLC FlexConnect BIEE X

F B BRI BEAAAGT R o AR Ll RUREA PN T 5 2UE X VLAN:

VLAN ID 25 %

&1

201 Bk 5525 ISE. AD. DNS. DHCP
202 WLC WLC E1#

FEILRE TP SR =ML 0T J7 7€ L) VLAN:

&2
80 AP &1 FlexConnect AP Z&#l VLAN
30 RT ARETHYZ & WLAN
40 hE BRETAYFFAEN WLAN
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REViERIEEmR 'ICIIIS' (IZIC;'

EARBIEF, 2055 23 H FlexConnect ] WLAN AHICERRS, 1% 24l M LAP 3% 2511 CAPWAP [
EHAT S5, (H2, EXREMRIES, REZHK M LAP B4 LAN DA 7 30seHl, miA g 4
RICLIEGNZRIAT . ARITTEEA MW WLAN: —AS240H MAC I 3EDIRef i SSID WLAN, 55—
CV )5l WPA2/802.1X ¥ WLAN. 5 example open SSID J<BE /) 45K 1] 4 B 7E FlexConnect AP _AHb & S
VLAN 40, [fj55 example_secure SSID JCHK ) &3 A4 V)45 2] VLAN 30, 55 example_open SSID S £ i 44K
#E WLC 58 X FlexConnect ACL ( KARTE FlexConnect AP ) [R#IN R EEVT Ia] HBEM . 1t ACL 7E#Z AL ]
$+1£ F Airespace RADIUS J&EM ISE MW T 231

R FlexConnect F ST AA L B i AR S5 HANBC &, (HAE ISE SRR AR h AT igix teike i, thsh, &
EA ) ISE 55 FlexConnect AT L ERE , B —LEHLAMECE (O30T AR I 15 %05 1)
R FAEAR SR T A IR LR E I TELNE S, TS AN A ERAIE R .

EApYLaH
e CiscoISE 1.2.0.899
e Cisco 2504 CUWN AireOS 7.5.102.0
o (BUREGAMPMAR AP B S AR RADIUS [ FlexConnect ACL: 1130, 1240, 1520 1 1550.
A 5% FlexConnect # 70N AAA 75t DIBERI HEAI{E S, 1624 WLC 15/
http://www.cisco.com/en/US/docs/wireless/controller/7.5/config_guide/b cg75 chapter 010001010.html)
{5 AD/DNS/DHCP i 55 %3] MS Windows 2008 Server

H: DCCRRR AR RA (BT ACL TR FlexConnect 5I81T AireOS 7.5.102.0 FIFE B A ) WLC Bl &
TRIHFFH) AP RS o T HABRA R WLC 1 AP, W] PAE FlexConnect 22K _E 2R ##S VLAN 73 Bl kdz i
ik, XM FlexConnect VLAN 73U, #EZ LT URL F4efitff) BYOD 2.5 CVD:
http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless Networks/Unified Access/BYOD_ Wireless.html

& I T
BT U THESR AN A Y WLAN B At VLAN, PRI RE 204 B3] LAP f)4 DG B D Hh 4k

Remote-Switch (config) #interface GigabitEthernet x/y/z
Remote-Switch (config-if) #description AP

Remote-Switch (config-if) #switchport mode trunk
Remote-Switch (config-if) #switchport trunk native vlan 80
Remote-Switch (config-if) #no shut

HERELR] WLC B3 LA D rh 4k 1, MmN O . RS WLC H TR A U #i2E 1) AP JSHEAE
B P, W R AR SO E R RT flex-connect FET AP, PRI R IC B DR AN S 1

DC-Switch (config) #interface GigabitEthernet x/y/z
DC-Switch (config-if) #description WLC

DC-Switch (config-if) #switchport mode access
DC-Switch (config-if) #switchport access vlan 202
DC-Switch (config-if) #no shut
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WLC BEcE TR

14 WLC B &
DA A 5 S0 58 BRI 28 Jm el I 425 o SR R WD A T

S|, EHE WLC [l A 1. 1§20 L3RS S WLC,
il

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

Would you like to terminate autoinstall? [yes]:yes
AUTO-INSTALL: process terminated -- no configuration loaded

System Name [Cisco_91:e2:64] (31 characters max): 2500wlc-1
Enter Administrative User Name (24 characters max): admin

Enter Administrative Password (3 to 24 characters): ***xxkxix*
Re-enter Administrative Password s Rk ok ok ok ok ok ok

Service Interface IP Address Configuration [static] [DHCP]:dhcp
Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 192.168.202.61

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 192.168.202.1

Management Interface VLAN Identifier (0 = untagged): O
Management Interface Port Num [1 to 8]: 1

Management Interface DHCP Server IP Address: 192.168.201.72
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: example
Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES] [no]: no
Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]:us

Enable 802.11b Network [YES] [no] yes
Enable 802.1la Network [YES] [no]: yes
Enable 802.11g Network [YES] [no] yes
Enable Auto-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: yes
Enter the NTP server's IP address: 192.168.201.72
Enter a polling interval between 3600 and 604800 secs: 3600

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
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4% ISE Bic & 5 RADIUS BR5528

Cisco WLC f#  Cisco ISE £ RADIUS %545, UL NP5 SIE5EEC E Cisco WLC LAM#H Cisco ISE 1E
N RADIUS AR5 2310 F2

1. Uil WLC GUI H S/ 2 Security & RADIUS = Authentication.
SB2. i LA New... BLASIIHT R RADIUS B3 50EAR 55 25

RGURAE TR RADIUS By Kbk S5 st & CInACRTEE, M BGAMED -

Bt

B

BRssee&R5] (KR 1

BR %525 IP bk 192.168.201.88
HEZAKRNK ASCII
HZ%5A cisco123
imS 1812
BRBERTS BR G4

% ¥ RFC 3576 BR GEH)

Bl 55 25 HB AT 10 #

M4 F BR GEH)
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REHElR{EER CisCo.

GUEE Al [ zs00wic1

6 @ https:jf192,168.202.61 screens/framesst, hirl ¢ | |v Google

Configuration  Ping Logout  Refresh

CIsCco MONITOR  WlLANs CONTROLLER  WIRELESS  SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit < Back | apply |
R Server Index 1

General
» RADIUS Server Address 192.165.201.58
Authentication
Accounting Shared Secret Format
rellarraty Shared Secret |ooo |
P TACACS+
LDAP Confirm Shared Secret |ooo |
Local Met Users
MAC Filteri
Disabhledegﬂgnts Key Wrap O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Uszer Lagin Palicies Port Number 181z
AP Policies
Password Policies Server Status
» Local EAP Suppart for RFC 3576
» Priority Order Server Timeout seconds
b Certificate Metwork User Enable
» Access Control Lists Management Enable
, Wireless Protection IPSec [0 Enable
Paolicies
%] 2.

S$B3. i Apply FHRAFECE -
S84 5 Accounting FIl New... LA I RADIUS ic ik iR 55 %% .

RGUGAE N R RADIUS 0Kk AR5 as e B (AR ARG E, WAEHEGAED .

Bt Il
1
BRSSP Hultk 192.168.201.88

HEPIER ASCII

H =24 cisco123
was 1813

AR 35 2R

BR (&)

AR 35 25 B AT

10 #b

M4& A

BR (&$)
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74 & B- »- 0@

Save Configuration  Ping Logout  Refresh

Cisco WLANs  CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security RADIUS Accounting Servers > Edit < Back | apply |
v AAA Server Index 1

General |
= RADIUZ Server Address 192.168.201.858

Authentication

Accounting Shared Secret Format

Fallback Shared Secret |o|o |

b TACACS+
LDAP Confirm Shared Secret |--- |
Local Met Users
MAC Filtering Port Number 1613
D\sabled_clian_ts_ Server Status
User Login Policies
AF Policies Server Timeou t |10 | secon ds
Passwor d Palicies
Metworl: User Enable
» Local EAP
1PSec [l Enable
» Priority Order

A 3.

SE,S. il Apply HIRFFIELE .

fit B RADIUS [E]iB %k IR

B F RADIUS 558 R AR 3% 31 S5 88 RBIE & Cisco WLC IIR25 58 . 10 2 55 8 T
Bi, TS S UM R — A& S 8 CRATRIRS R B I0MRA558) o BRIl Fol S8 W T
YIS SR EI: RADIUS FRS 2 CHELUREIF TN SRIELE BT 2@ AR5 58, 75 Uil 85 2 Ak S
FHE 4 (31 55 2

SB,1.  FHIZE Security > AAA > RADIUS - Fallback.
IR 2. 4 Fallback Mode 1% B N Active.

YE: W Active 252 Cisco WLC i i /] RADIUS #0530 € Chric Jvib T AE SRS KR 55 &2
R IR AT 2643 B 55 25 VR 2 2P0 S BRI AR 55 4% - 42111 3% = ZMS T AT 1% 3 RADIUS KK A 4Ri%
BS54 . 1P Passive & FEL Cisco WLC AT 4 63 A 55 23 K 2RI Se L BUR I IR 55 4%, T AN FH TE R (R HR
TR . i8S ARSI (8 BRI T ARG sh ik 55 4%, IF7E ) R 2K RADIUS 5 i il

SB,3. AT Username, i N\ ELAE BTG B IRk 55 28 4R HR A& R A 7K “radius-test” .

4. 4y Interval in Sec. FEIMAA .

B[] (] B 0 B B8 s N R Fe AR BT 1], RS AN R PR PRI (R 6] F5 . A G E 2 180 2 3600 72, BRIk
B4 300 7.
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3% AP B &5 FlexConnect AP

i CUWN, AIEAEB RS LAP. fEM AR IR E T, LAP AN Fitr s, Hay s
TEHEIT CAPWAP B¥i LARFE 75 A LAP /%45 WLC, FFH WLC 28 #: 53] %> VLAN PAUCH WLAN. A
7E LAP FUAH 8 Him &, 72K AP B 5CN FlexConnect 155X,

ST FUE Wireless I i Z 444 FlexConnect i3 AP [ AP,
S$B,2. N AP Mode FHiEHIESF FlexConnect, 285500 “Apply” 124, s/, AP BSEBINE, IF
£ FlexConnect #38 AP EH A6 45 .

= B

6 @ hitps: /192,168,202 61 screens Frameset himl |

Firefor =

alvaln
ciISCO MOMITOR  WLANs CONTROLLER WIRELESS SECU

Wireless All APs > Details for AP4cde.350d.35f8
b A'ﬁcess Points General | credentials | Interfaces | High Avail
all aPs
» Radios

802 .11a/n/ac
802.11b/a/n
Dual-Band Radios AP Mame [aPacde 350d.3578 |
Global Canfiguration

General

Location |default location |
b Advanced
AP MAC Address 4ci4e:35:0d:35:f8
Mesh ’
Base Radio MAC 20:bbic0ia7:fd:a0
7 il Admin Status
FlexConnect Groups
i ——y— AP Mode FlexConnect v
» 802.11a/nfac AP Sub Mode [Mone v

B 4. FlexConnect AP

$B®3. AP EHIIA WLC J5, & AP, #RJ5 il FlexConnect 135 < LARC B 14k
$B4 & VLAN Support H4IATE LAP FriE A2 #ebl B RCE (I AN VLAN. SZ2E R 520, AP HHE
F23] WLC W REFE 2 LFD oA [a]

el T 2500mic-1

é & https:/132,168,202,61 screens Frameset, hkml hirg ¢ | |V Google )"T:'l |
vl
CcISCO MONITOR ~ WIANS CONTROLLER WIRELESS SECURITY  MANAGEMENT  COMMANDS
Wireless All APs > Details for AP4c4e.350d.35f8 B
- nﬁcess Paints | General | Credentials | Interfaces | High Availability | Inventory | FlexConnect |__
All &Ps
» Radios
g02.11a/nfac
&02.11b/g/n WLAN
Dwal-Band Radios Support
Global Configuration .
Mative VLAN ID a0 YLAM Mappings
b Advanced |
5. AP

VE: HAR VLAN Wit a] DUEC B ONTE AP Z05)% VLAN W3] WLAN, {H2 A TE B E FlexConnect ZH K fajth £
AP _EHHE G E

PS5 il Apply.
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BlEE LS WLAN

It WLAN L E AR H 802.1X 1] WPA2/AES, H¥H T VR Lyl N s, 72 BYOD BB HL T, ani
P BR SSID Fit &, X2 75 E A1 8 i ME— SSID.

$®1.  FHiE WLAN.
$B;2. i Add New H01E#EA LT SHH WLAN.

% 5.
Bt &
WLAN ID 1
B E & FR/SSID Example_secure
2ERE WPA+WPA2, AES. 802.1X
AAA AR 55 3= B R SAIIERIE K
RADIUS B 55 85ic Kk BHR, 900
SIF AAA 5k BH
B <1E 8T BH, 7200
& Fim A P 2 AR B, 7200
FlexConnect Z1th3z BEH
NAC K7 RADIUS NAC

vE: WRALFE XHZ ) RADIUS k%545, 6 MH Tt WLAN (1] RADIUS AR 45 %% 5136 F ik £ ISE 9 fi.

8172 FFAzX WLAN

It WLAN KBCE A A MAC I 3EThREIFFIR SSID, LA fu v o7 % 16l I T B2 A T AT WL SSID #5351
BYOD.

SB1. SH1%E WLAN.
$B2.  Sii Add New HG1# EA LS50 WLAN.




REViERIEEmR

l'lll'lll
CIsCO.

%6,
IBSIE &
WLAN ID 2
fL & X4 Z FR/SSID Example_open
2ERE T, MAC i3
AAA BRS5ER B R SR 3 IEFRIC K
RADIUS BR55 =712k B, 900
oV AAA L5t BEH
BEEXEN 2/
B R &iE Rt BH, 7200
& Fin A P = RS BH, 7200
FlexConnect 735 BHA
DHCP ittt 43 fc W
NAC 7S RADIUS NAC

E: WRALERE XFIZA RADIUS fig 45, M T WLAN [ RADIUS A% #8513 HHig $5 ISE 15 55,

£1)72 FlexConnect ACL

A A2 FlexConnect ACL, — M THEEMVI% CWA Ml BYOD #fEMiE, B— 1 HPBUEHT
BRI BT 7] o B S FRATHE IR 0 A BB ACL.

$B1. T ZE Security © Access Control Lists 2 FlexConnect ACLs.
P2 middi New JFEIEEA LTS “INTERNET-ONLY” ACL.
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CISCO.
*7.
SkilE |P/4ERD B¥r P/ i B #rim 0
R 0.0.0.0/0.0.0.0 | 0.0.0.0/0.0.0.0 | UDP {E{ATEFE | DNS
$E 0.0.0.0/0.0.0.0 | 192.168.0.0 / FARE | (B | (AR
255.255.0.0
JE 0.0.0.0/0.0.0.0 | 172.16.0.0/ EARE | (B | (AR
255.240.0.0
$E4 0.0.0.0/0.0.0.0 | 10.0.0.0/ {EATIREE | (R(AIERE | (RIS
255.0.0.0
R 0.0.0.0/0.0.0.0 [ 0.0.0.0/0.0.0.0 | {H{AEFE | {E(AIME | (EAIFE
SB3. A “Back” FHFEIEEA LT 2 “REDIRECT-ACL” ACL.
% 8.
SkiE |P/4ERD B¥r IP/HEHS st B #rim 0
R 0.0.0.0/0.0.0.0 [0.0.0.0/0.0.0.0 |UDP {E{aT3F1E | DNS
I 192.168.201.88 /| 0.0.0.0/0.0.0.0 | {E{AIEFE | {EMAIEME | (EAIFFE
255.255.255.255
R 0.0.0.0/0.0.0.0 |192.168.201.88/ | {F{A/ftE | {B(AEME | (R EFIE
255.255.255.255

$B4  FHIZE Security &> Access Control Lists = Access Control Lists.
S5 LT “New” Ff6& “REDIRECT-ACL” (% ACL W UAANE FAETHARZL H)

VE: B FlexConnect ACL F T H E 4], (HanRAEEihlgs L% A ULECH ACL /E N # ACL, Ul #% Toik ks

HER ACL M T&il. Rt @, AT & LAJE S FlexConnect ACL HA7AH R 44 Fx (1 FE 4L

ACL. (5|2 E mf T A B fl FlexConnect LAP, |30 1] §8 CLA77E $a | 88 8 52 7] ACL, 7EMAE ML
T, BATR FHR FlexConnect ACL 44855 A 42 1) 2% 2. %€ 1] ACL AHULHL)
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atfran]es
CISCO.

B2 FlexConnect 2H

FlexConnect ZH ] PAFC B A i 208 B A ALK & (10 ACL 1 VLAN BL4E) 124 FlexConnect LAP. W]
DIMRHE AP LB X% &, (H2{# H FlexConnect D4 5 2 TEHHE S 2/ AP HI3E . HAARNEEEEH T
AP B P HIATA FlexConnect AP H4H..

TR
TE]2
T 3.
T4
BERS.

HER6.
TR
HER 8.

FMi % Wireless > FlexConnect Groups.

Rl New FFOIE AN “flex1” 4.

midH A

M “Add AP” 12D LRTRE 1) AP I INE M FlexConnect £ .

EH “Select APs from current controller” , #AJG M FHZEHHIEE AP,

(' P & https: /1192 .168.202,61 screens frameset, il

CISCO MOMNITOR.  WLANSs  COMNTROLLER  WIRELESS

Wireless FlexConnect Groups > Edit ‘flex1’

* Access Points

all APs General | Local Authentication | Image Upgr
» Radios
g0z.11a/nfac
202.11b/g/n Group Name flex1
Dual-Band Radios
Global Configuration Enable &P Local Authentication [
» Advanced
FlexConnect APs
Mesh
RF Profiles
Add AP
FlexConnect Groups P "
ele s from curren
FlexConnect ACLs coniraller
LSRG i
Marne AP4cde,350d,.35f5 v

» Media Stream add cancel |
Application Visibility
And Control
AP MAC
Country Address AP Name Status
Timers

& 6. FlexConnect 42

Riii ACL Mapping 71,
47 Policies TiET <.
AT P IR R A1) ) P ) FlexConnect ACL.
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Firefox ™

{1 2500wlc-1

(' ﬁ @ https://192.168.202.61 fscreens/frameset, ikl

Cisco

MOMNITOR COMNTROLLER

WIRELESS

SECURITY

atfran]es
CISCO.

PR,
ST 0.

*®9.

WLAN ID

Wireless

w Access Points
all APs
» Radios
g02.11a/nfac
802.11b/a/n
Cual-Band Radios
Global Configuration

FlexConnect ACLs
» 802.11afnfac
b 802.11bfgfn

b Madia Stroam

FlexConnect Groups > Edit 'flex1’

| General T Local Authentication T Image Upgrade ‘| ACL Mapping D

» Advanced Policies
et Palicy ACL
RF Profiles T
FlexConnect Groups

Policy Access Control Lists
REDIRECT-ACL
INTERMET-OMLY

| ARA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

7. FlexConnect ACL

R WLAN VLAN Mapping 7.
WWINEA UL NS4 WLAN VLAN B,

1 30

VLAN ID

2 40

HE .

il T 2s00wlc-1

& P @ hipsy9z.168.202

.61/screens|frameset, html

c | |v Google

Wireless

v Access Points
All &Ps
« Radios
g02.11a/n/ac
a0z.11b/a/n
Dual-Band Radios
Global Canfiguration

» Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

» 802.11a/nfac
» 802.11bfg/n

b Meodia Stream

MONITOR SECURITY I

COMNTROLLER

WIRELESS

FlexConnect Groups > Edit 'flex1’

AGEMEMNT

Configuration

COMMAMDS  HELP

Ping

EEEDBACK

Apply |

[ General T Local Authentication T Image Upgrade T ACL Mapping T Central DHCP \| WLAN ¥YLAN mapping |_

WLAN VLAN Mapping

WLAN 1d
Wlan Id

Add

WLAN Id WLAN Profile Name ¥lan
1 example_secure [~}
@

2 example_open

R Apply.

[# 8.
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Bo S H fth WLC ThEE

$B1.  #Hid SN ZE Controller > General J§ i fast-ssid-change Z#E .
$8 2. JiH Fast SSID Change.

I B

(' & hitps: 192,168,202, 61 fscreens/frameset, html g C"| "
alvaln
CISCO MOMITOR  WLAMs  CONTROLLER  WIRELESS  SECURITY  MAMAGEN
Controller General
General Mamne [z500Wlc-1
L CTEILET 802.3% Flow Control Made
Interfaces
LAG Mode on next reboot
Interface Groups
; Broadcast Forwarding _m
Multicast
i 1 i 239.1.1.10 Multic]
» Internal DHCP Server AP Multicast Mode Multicast » ultic
. AP Fallback [Enabled +|
» Mobility Management slibas
Ports Fast SSID change
b NTP Default Mobility Domain Mame
9.

YE: 3L Fast-SSID-Change DI, % F'ifin] A—A> SSID A % 55—~ SSID M A iR . BLIhFEfo V% /i fE
BYOD )X SSID 35 1 MIF i X SSID % % %2 4 SSID MM AT 1R, 1X 5 B Sy A 74 4 A} 18] Py AL — 1> SSID
% 55—~ SSID 1] Apple i0S ¥ % .

$B3. B WLC CLI 3 H5aH] ] 847 DhRg .
SB®4 HHEAIISITHS.

> config network web-auth captive-bypass enable

BRSOzl as LAORCE .

> save config

FE6. LU R s a8 DU A B e

> reset system

e HAFLEREB T, Apple 51N T i0S ThRECMEHE I Z5 5 1]« D) g 2 1k o 7R 1 12 3 T 4 X 2% I A
Web & KAl & BAEERB [T/, HI¥415 K E € W 2| hitp:/www.apple.com/library/test/success.html. U1ER Y F]
IR, JUMB AT BN Vs e, BICRR it — A8 B Gn SRR B[R, DR 15 BB D ) A ] 17 BELAE
I H CNA & B 353 3h e fIR 55 85 DAFE 3232 B 1 i sRBEAT 117 Bk, M EE A 2 ISE #8417, CNA mJfg
.
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2o ip RS "cln's' élc;'.

ISE i &

ISE %A LI TMECE RS 3850 AZ AL Rk LAHEAT T2k Be N o 3850 W] LLilIL 5 Catalyst A e t/LAH [F] (1) 7 AT 5
B, LA HEREW CWA. BYOD RURS TR 2% ISE k. BT A ORI 5 BYOD A 5RRS, 15214
BYOD #E3E R UL T AR T e B IRl IR 255k J5 B BYOD. X045 CA IRZ28. A0S 4 V5 FE =R 77 Y TC S5 W (1)
fic & .

BEHRFT

AT O — A S 7 7 B AL FE R B S B S A B IR 3K o e HIPRE I UE S . AD BN 5 P £008is 25 2 viig
AT B BRIk .

S HFRE|ISE EFH A A

$B1.  F/i%E Administration - Identity Management = Identity Source Sequences.

2. Ak Add.
S$B3. Q@RI CAP_AD Internal [/7 41,

(— @ https://192.168.201.88/admin/#pageld=com_cisco_xmp_web_page_idenkity_source_seq [ | |E' a|

isel2

Tt
isco Identity Services Engine —
o e () Home  Operations | v Policy| v Administrs

afa System S Identity Management B Metwark Resources |22 web Portal Management IEN
Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List = CAP_AD_Internal

Identity Source Sequence

* Identity Source Sequence

*Mame | cap_aD_Internal

Description

¥ Certificate Based Authentication

Select Certificate Authentication Prafle [cap [ +]

¥ authentication Search List

A setof identity sources thatwill be accessed in seguence until first authentication succeeds

Ayailable Selected
Internal Endpaoints AD1

Guest Users Internal Users
LDAP

10. BIZHHBFTI

$;4 L Save.




sl ol ]l
R&iLa1iElaR |C|ISC|O _

BIERAREHSERR
R, A FOR B ISE P BOE ZE AT S 36 AE, T 5 L PO s IE e AD K S AT Sy
k. ¥ oNEFA A ISE A 4.

$B,1. T E Administration = Identity Management > Groups = User Identity Groups.
HEW2.  nidi Add.

SB 3. i Contractor 1E N2 4 I & Submit.

$B4. T E Administration - Identity Management - Identities - Users.

HES5. niili Add.

HE6. K\ “contractorl” EANMH LI EMNED,

ST, IEFE “Contractor” {E4 User Groups, #AJ5 miidi “Submit” .

BRER®SE
W ISE 1.2 ISR IhfE, & B 0T LG R 2 S Jems . AEASOR R, FRATRE G A A WU 2114 WLAN
USRNSSR, JAEREA SRS N QI SRR o A LT W6 1 AR SIS A (] B H] - B ISE SRS S5 BN

ESVR

S EEHREEDIRE, 1H SN2 Administration > System - Settings = Policy Sets.
$BE2.  1EFE “Enabled” , SAJ5 i “Save” .

vE: BARRMEDIREE, WmRERRIRISME, WFHEEHOERR. (H2, HHZEE, YHEEEEE
Hil] 21 BRI SRS £

I F# ACL

BEASTRAT RS B e B AR 3 AU A] %2 FH 1 DACL (7] F#% ACL) .

$TE1. Sz Policy = Policy Elements = Results 2 Authorization - Downloadable ACLs.
SE2. gl Add DBTE EA US40 NSP SR B S .

% 10. NSP #iE & X4
2% (PR E B

DACL A& permit udp any host 192.168.201.72 eq domain
permit udp any any eq bootpc

deny ip any any

$£1®3. A Save.




sl ol ]l
R&iLa1iElaR CII S CIO .

fic B IR E B X

A =R E A

S$B’,1.  SHIZE Policy > Policy Elements > Results - Authorization = Authorization Profiles.
SE],2. i Add DEIERA LU 280 NSP A B .

2R NSP

Web Bz
Web BREXE | AHERSHE
ACL REDIRECT-ACL

H$IB3. Al Save.
SE4 i Add DB EF LT SE WebAuth FAUELE X

2 WebAuth
BRES Web ]

Web ZEE[a)2H & Web SHIIE
ACL REDIRECT-ACL

S5 A Save.
SE6. i Add DL EA LU S 00 BB IR B .

AR B EXM
BERES DACL &#R
ACL PR BB




2o ip RS "cln's' élc;f

e B SR

$B’,1.  FHIZE Policy > Policy Set.
BB|2. A ER B+ RS, )5 A Create Above.

|6 Policy Sets = |+, Profiling |, Posture

Policy Sets
[ Search policy names & descriptions. P ]
B [ 4| X

| Create Above

ry of Policies

ur policies
n Global Exceptions
Rules across entire deployment

B 1. ECERRE

HB3. & XLFN example_secure FIZRIEEF UL T S5,

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
Status Name Description Conditions
example_secure pirespace: Airespace-Wlan-Id EQUALS 1

* Authentication Policy

Default Rule (If no ¢ Allow Protocols : Default Network Access and use : CAP_AD Internal
match)

* Authorization Policy

Status Rule Name Conditions (identity groups and other conditions) Permissions
EAP-TLS f Network Access:EapAuthentication EQUALS hen  PermitAccess
EAP-TLS
Default f no matches, then NSP
B 12. EXkRRE

SB4. 55 Submit.




l'lll'lll
CIsCO.

- A - = =3
R&iLa1iElaR
5. T LLFAN “example open” HITRIEHER LT S5,
example_open Alrespace:Airespace-Wian-Id EQUALS 2
v Authentication Policy
Default Rule (If no . Allow Protocols : Default Network Access and use : Intemal Endpoints
match)
¥ Authorization Policy
Status Rule Name Conditions (identity groups and other conditions) Permissions
NSP Metwork Access:UseCase EQUALS Guest Flow NSP
AD1:ExternalGroups EQUALS
example.com/Users/Domain Users
Internet Guest Network Access:UseCase EQUALS Internet
Guest Flow
Default WebAuth
B 13. =R
$B6. i Submit.

BLE ISE LD RADIUS Ui E S

] DA B A A JE AR 28 1 0k B MR 42 AN AN AR 2528 10 H BT B o M T DARR 3 AN 5] 11 8 4 2 70 177 5 ek il 55 1%
PERHIHAT, (LT USRI 0T LU XURS TR R B 10 5 58
vE: BUCKE ST IR I E RSN 20,
HB1. BRF|ISE EEH AN
S8 2. SF/i%E Administration > System > Logging.
$B3. S EEM LR Collection Filters.
B4 AHAERIEET Add.
=% System £t Identity Management B8 Network Resources |24 web Portal Management |5 Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Logging Collection Filter List > User Name
Local Log Setti Collection Filters
L] Local Log Settings * Attribute | User Name | ~]
[i] Remote Logging Targets % Value| ——— |
[l Logging Categories * Filter Type| Fitter Failed ]
[ii] Message Catalog o
[i] Debug Log Configuration |Re—set\
[i] Collection Filters
E 14. //J\\j]ﬂ% Li)f':%%
S$BES5 M Attribute FHSEFAFIER “User Name”
F$B6. N Value Hii N “radius-test” .
$B,7. M Filter Type FHEHHIER: “Filter All” .
HT8.  siili Save.
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