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R4 AR 4% 5125 (ISE) 51\ 1 X6 Fse gk R 258 15 ] 1% % (NAD) HIS2 37 . ISE ] M 2% vy ] it 25 & X AF
o8 NAD [N INREFIER, ISE fif FIX S hE FIE SRR G MAB. V5. H il W& 120 22 VA5 S5 e »

ISE 2.0 BEINVFZ A7 T “MZ& B2 ” (Network Resources) AN B NAD Fic & {4

#luil - |dentity Services Engine

cisco Home » Operations » Policy » Guest Access

» System ¥ Identity Management |~ Metwork Resources ¥ Device Portal Management

b Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers

Network Device Profiles

# edit opAdd | [fyDupicate @uimport @ Export Selected | I€ Delete Selected

.

[ | Name 4 Description

O iA\cate\Wired Profile for Alcatel switches

(| iArubaW\reless Profile for Aruba wireless network access devices
O i BrocadeWired Profile for Brocade switches

(] b Cisco Generic profie for Cisco network access devices
O i HPWired Profie for HP switches

(| B HPWireless Profie for HP wireless network access devices
O

| VVotorolaWireless Profie for Motorola wireless network access devices

+ Administration

pxGrid Services

» Feed Service ¥ pxGrid Identity Mapping

RADIUS Server Seguences

Vendor
Alcatel
Aruba
Brocade
Cisco
HP

HP

Motorola

» Work Centers

MNAC Managers  External MDM

1. A& NAD Bt &t

B E X M4 e & E B S

AT F A RAE N ELC B A SIS OU T Ao fr 6 B € X NAD BEESCIF. NAD 45 K ISE Sk Sk T

NAD IR

e XTI BB K 2 VA S R IR, BU% 2 SCRF RFC 5176,

“PBUZFE” (CoA) LA RE

g FEE M3 ISE [T % iS4y (MAC B¢ IP Hidib) 1B URL Z80& A1 URL & 5E MFLE . W

NAD ASCFFEXEETIRE, WX LR A EIEH] .
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BT A R A IS B, RS AR E U NAD BCE SCIF. il AU R % 3 NHTY RADIUS 74t
SRJE A REBIE NAD BCE S . fEPT B 0K B4 [l AR T 20 21 ST I RRCA A REFRHL CoA/URL B [A1 S HF o I8
LA B LT RCE R, ARG E R FIAFE hAg, JCHX T URL HE MM 5 2k —B5EmE,
WU AE ISE HEIEH NAD BCESCH, IR E D BCRIANM B & . fn, BCEBHRBC E SO ISE S,
LA FH 5 ) i B SCA

BilliERr

PWERIER

$B1 S NAD W (EZFAHY GEEEAIFROEED

S8’ 2 Wi RADIUS 8t (WA , IHIHLF AR ISE
|3 WiEHT MAB. SSID. %E VLAN. ACL )@ (&)
$B 4 TiE R I RADIUS CoA J HAE CoA 13K b 75 Bmp ik J& v
SB S W2 S i URL € ) KA MR Ls = 4 51 URL 40

REEE

S 6 LUE NAD BRI s 2, wawE, Eil T
$BT £ NAD L3 TR R IBCE E S (3T CoA/URL HE[H])

B B3 B R4

HE 8 I LR AR S BIEHT K NAD Big & S 1F
B AEHNAE S EL R EZ 4 NAD

RERECE

IR 10 GUEH A B
HB] 11 ECE ISE S LUMATHTK NAD Be & F
SR 12 WIETUIT AN

RGP PR AE 5 S5 R S R AT U
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28 3 & RADIUS F8i

MERRTEFATH

22 NAD RS LAHf & NAD f# ) RADIUS 8, KZ % NAD # E A LN 4E € 1 RADIUS 78, [Rbx
# IETF RADIUS JE LIS, %7 SR AV 2 (N p e 2 J@ 1. % W MAB. CoA. URL HE M. ACL.
VLAN. SSID ZIhfg 448 v feff Fl RADIUS JE 1, I H A X 88 fE M 2 48 45 2 10 (VSA), A2 IETF.

5\ RADIUS F 8

WERIERI R & VSA, N & 20K RADIUS 812235 2] ISE #, A5 A4 REs = 2 i) NAD A&
Ao ISE g% LA freeradius #%3F N\ RADIUS T34, W LATE 88M5 70 3 (Policy Elements) 274
(Dictionaries) 2 # 2t (System) PRadius PRADIUS L5777 (RADIUS Vendors) H 421X L5 4F

‘st Identity Services Engine Home » Operations

» Guest Access » Administration » Work Centers

Authentication ~ Authorization — Profiing  Posture  Client Provisioning =~ ~ Policy Elements

Dictionaries » Conditions » Results
I

Dictionaries

( o)

Use this for to import a RADIUS Vendor. Select the file using the browser and click "Import”.

* Vendor file:
v k- D No file selected.
* [ System il
» LL| ACIDEX —
: | Import || Cancel |
» LLicDP —

2. S\ RADIUS F#
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TGN G, BT SN %2 SR fE RADIUS 7 SR ) 41 3 -

Identity Services Engine : ~ Policy Guest » Admin

Authentication ~ Authorization  Profiing  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions  » Results
—
Dictionaries RADIUS Vendors
C o)
= ;’ Edit e,}-Add X Dekte  @=Import g Export
A v|E o

- []| Name | Vendor ID Description

v [ System i 0 : i
» L ACIDEX Airespace 14179 Dictionary for Vendor Airespace

[ Alcatel-Lucent 800 Dictionary for Vendor Alcatel-Lucent
» LLjcop
» LLj CERTIFICATE O Aruba 14823 Dictionary for Vendor Aruba
[ Brocade 1588 Dictionary for Vendor Brocade

» LL{ CiscoPEP
» L cwa O cisco 9 Dictionary for Vendor Cisco
» LLj DEVICE [ Cisco-BBSM 5263 Dictionary for Vendor Cisco-BBSM
» LLjDHCP [ cisco-vPN3000 3076 Dictionary for Vendor Cisco-VPN3000
» L. ENDPOINTPURGE [ H3c 25506 Dictionary for Vendor H3C
* LLi EnaPoints [ 11 Dictionary for Vendor HP
» LEPS [ Juniper 2636 Dictionary for Vendor Juniper
* L Guest [ Microsoft 311 Dictionary for Vendor Microsoft
* LU Guestaccess = [ Motorola-Symbol 388 Dictionary for Vendor Motorola-Symbol
» Il kentity,Mapping El My-New-Dictionary 123456 Dictionary for my custom Vendor
» L] IdentityGroup

3. SRR
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fI R B B

— BREA PR G B 9F O3k RADIUS 2, kil i il #7& 25 i 75 B0 B X1 (New Network Device Profile)
PABIEEHTY NAD BB SCfF. 9 NAD o B SCHEIEH I A AR FIIA o 44 FRLE SR S A A AR R m REAA H
o BoRTE s e AT DONHT RO B SO 7 B 2 BIRR, AT SE AR s 3 5 At e B SR IX 2 TFR

Network Device Profile List = My_NAD_Profile
Network Device Profile

* Name |M\,r_NAD_Proﬁle

Description | New custom NAD Profile

Icon i Set To Default |

Supported Protocols

RADIUS
TACACS+ ]
TrustSec 0

RADIUS Dictionaries | | ply-New-Dictionary

B 4. %7 NAD L& it

FF BT (Vendor), SRSy ¥ IR 5 ek — Ay BB SO 261 NAD BB M (B, PRRFTHIR.,
(BRI L RITARRD , JRAFR Sl OUE NAD FLEL S (IR0 AT 2 o e P B 4 B
AR T P R EL ORI, DRt At B A B ], TR TSk TFAAsE . L2477 RADIUS it
JE05, SATRE AL S SURT N RADIUS F-4i.

{EE, ARG NAD B8 SAL A BER R #RANILES, WS A0 7 (Vendor) 7B BN “ HiAl” (Other)
- N T R o
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SZHEFHIEMY

TS R4 % S RADIUS. TACACS+ /8% TrustSec, 151 EAME . H 751k sehrs i F i B B AT

RADIUS 81
Iy BC B SCHFFIK) RADIUS 7 it GEE R EERE N PRTFHEIANTIO o EE: ETUEE

AU, DR R S B A SE SO AL R

MIERBIFM

1E “UFERM A" (Flow Type Conditions) #7rH ( “ B 56E/4Z4L” [Authentication/Authorization] ) i
AN AT S FALRE (B anE 28 MAB A1 802.1x) A FHFIEMEAE . XX T8 ISE MR & 2180 H 1@ 14k A
2 AT IIE MR AR B L T 1. X MAB 1M & WA LA IETF brdE, ASE AL R 48 FH A F 1)
Service-Type fH. WHMLALFME R ICFAE R AR CEHEIER) . AT §E L2050 A LR 38 BR R R i o IX L84 .

» Flow Type Conditions

Wired MAE detected if the following condition(s) are met :

Radius:NAS-Port-Type L) = Ethernet 0 = 9F
Radius:Service-Type LJ = Cal Check 2 = 4
Wireless MABE detected if the following condition(s) are met :

¢ Radius:NAS-Port-Type &) = Wireless - IEEE 802.11 0 = 4

 |Radius:Service-Type {4 = Cal Check O = 9F

Wired 802 1x detected if the following condition(s) are met :

* |Radius:NAS-Port-Type {J = Ethernet O = 9F

Radius:Service-Type L4 = Framed L = ﬁj}=

5. MIEFEBEM
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R1EA 5

AT FOVFEORE Va8 e 78 S M A4 R 336 ] A4 B DA TR A SRR . H AT, A€ LT “SSID” o RIS i s
HATTLE SSID (M, WK st B Oy HAE A ) s 4k

* || Normalised Radius
» Attribute Aliasing ‘} RadiusFlowType

SSID  Aruba:Aruba-Essid-Name > 4p SSID

& 6. BMAl& (SSID)

JE T 44 SV NAD e B SO 8L 5 4 o S Pt i 238 A @ 1k, DU SRm N o] LAsE A AU A FR o X FET]
DL AL SR IR 38, 2 A [R]85 5 B o 1) B A S iE AR SR RS KN, PRI 2 e i mT gtk il an,
TEFAN IR M TC 2k SSID ] fEfL & 7E Airespace-Wlan-ID. Aruba-ESSID-Name 5% Called-Station-ID H,
BARBLRT i K () NAD 28, f8m] DO bt it 21 “ 546 Radius” (Normalised Radius) 788 (Sl
[Policy] > 5 JT % [Policy Elements] > 78 [Dictionaries] > #lyE{t. Radius [Normalised Radius] > SSID) H#z{}t
1) “SSID” g

EHER

AT RV E & T MAB gAML . 75 2.0 ZBTHIRRA A, 8k 2 27791 X (Allowed Protocols) 1

A H R S AE 1R 5 AR A A & R e AR 55, IR HHATRERRZE 2 A “ RiF I (Allowed Protocol) 5% H

VA RIS HEAE NAD BeE AR, FFrTrffbic & .

MIE “ RV (Allowed Protocols) UL H A “AbEEEHLA ) ” (Process Host Lookup) JETU, K2R

% NAD FCE AL E (AR RIEEN AW [MAB] WE) AB N EMIE K.

ANFER) GERED BEN AT MAB S0 58 ik I DAAS [F] 77 UIE 78 RADIUS Calling-Station-1D FVE G5 J& 14 o

XTHAT MAB IR NAD 5, B “WABEFENLER” (Process Host Lookup) TR 5. {Hig, XT3

fASE N R g%, RAZIAE “ ENLAH (MAB)” (Host Lookup [MABY) #8543 i FHAH R F1IE T, [F]E 61 NAD

(=

mEFrR, X MAB I & WA EATARAE, PR IAE A ) JB PR DO HE (SR I o 16 2 B RS IR 105 1)
(EHFEM ) B MAB S0 30Uk PR A FRER,  DURA & G/ I IR 1 B
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» Host Lookup (MAB)

Process Host Lookup

Via PAP/ASCI

Check Password

Check Calling-Station-ld equals MAC Address
Via CHAP

Check Password

Check Calling-Station-ld equals MAC Address
Via EAP-MD5

Check Passwaord

Check Calling-Station-ld equals MAC Address

B 7. EH1Eif (MAB)

AT K& T 1% E VLAN 5 ACL g 1. ‘1T LA2 IETF brdE /@i, Hrr UMt ke e mtE. X
e JE I R AR BT CEHLER) .

XtF VLAN BUR, wTPLFE 2 £ > RADIUS JEH/AEXT, AT LG E 84> RADIUS J& 1% (40 Aruba-User-

VLAN) &

X+ ACL AR, 7] LA$EE 5.1~ RADIUS Jg, DA F7E5 28 NAD e & SCAAHC NAD LB 8 E ACL.

EE: “HHECE XM (Authorization Profile) T ) “# WAT45” (Common Tasks) #7437 )28 TR 45
IBAE “NAD B & SCHFBUR” (NAD Profile Permission) #5843 # Bt B 1Y & M 11 5

©2015 BRAGLQF
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* Permisssions
[V set VLAN

@ IETF 802.1X Attributes

) Unique Attributes i 1D V) Name o

[¥] set ACL |Radius:Fiter-ID ~ R

+ Common Tasks

] pACL Name

M [ ACL (FilterD)

] vian

[T Voice Domain Permission

8. MRUKRSERESHIXFR

B E (CoA)

ATV E R EA T CoA Thik. WBSIEM G A IR LISREUE B - X “RFC 51767« “FAUE
B” B “CoA” EARENSGIH. A RFC 5176 LRI RZHAE B RHE & # R “HEk” A1 “WidtdEs” ,
EARZFFEH AT B HIRAIE, FIRAH S, 2388 Abrid N “RFC 51767 HIWNEIEHE .

©2015 BHEZ LA
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» Change of Authorization (CoA)

CoAby | RADIUS

* Default CoA Port 3799 i
* Timeout Interval 5 seconds i

* Retry Count 2 i

Disconnect
RFC 5176
Select an item | =] | = 4
Port Bounce
Select an item | =| | = 4

9. CoABLE

IR RFC 5176 2 5E X CoA T KINFEAY, (EAZTE KA A0 75 J8 PEAR G w1 57 o IELE A X T CoA Hi 3K
KL JE AR R YT

USRI CoA 1K M B FRELHI & CoA “NAK” , BT T 4L IR
o HEELYF R FIRTE CoA W RH 3K H access-request [f] RADIUS User-Name J& %
o MBI ROR[FEIN 2 A1 R dr &K% Y Calling-Station-ID A1 Acct-Session-ID (i /1% — 1)
o LB RAEIE R A H AL VSA
o HLUL W DIRCE AN Z (8ARN) HA BEvent-Timestamp J&1%, JFH EI& CoA Wit & 24 ZILAC

BRI CEHARRM) iR AmaiE, EXRRSNARAG, If B il B Ok i e & 24 10 )&
S

R WWIRAE ZAFHT X (Supported Protocols) #i7y Hik# RADIUS &I, 4R FHIC & RADIUS CoA.

URL EE[q]

AR L% RUL #E [0 TR URL B8 WA T 1% H T B FA IR A PR S5 2 J IR /2 0 75 119
E R EREW EE R B ISE [/, B ALY Web 51452 iEAN »

FEBE LA A IE IR URL BE M S M. HESEWE LA URL iEERik&E T (T3 .
EASFFIEE RADIUS J& 3R Eah A E 2 BRI E . 8H, &8 ISE 17777 URL & JFR5 G 21354 1)
M.

©2015 BHEZ LA
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MR RS URL, ISE v LAYEESE URL H i RADIUS EM R iE & ENSHEEMBINMNE. A
DTN E . IR & A URL, NINAT %%, BONE A FiEE .

» Redirect

Type | Static URL

Redirect URL Parameter Names
Client IP Address ip
Client MAC Address mac
Originating URL url
Session ID

SSID essid

B 10. URL EE[H

“ZEFR” (Parameter Names) £ 7 % 2 7E B € 1] URL & 1E K240, ISE 75 ZRFNXLESH AR, M
1M AT AN URL IEA$HEBUX L4 Bl X S HOR % P ot PAACES P i Sl U7 0] 1 SR 4G URL,
PAfET AT DAKE L B E 1)

HE: (BHEREN) BEARMXESHAIR. FERHa kA, H2RKEZHEA K. DSBS IIRA]
e, Tt atEil, URL SHEAFRELAG B KIR IS EATR CANRARKAG, T AT g0 Zfd FH 0l
KW E X LS H A FR) L.

EE: ARBEEH AT ER URL.

& AR TR

W, A HAR B G IR AR BRI BAE T N B SR IR AR BUR AT (BN 726/ 26 MAB B4 26/ 26
802.1X) , PINXLESFARAEIZATI B ZH M IE 11 NAD LB SCfF. [FRE, WE L F# 0 R IA
NAD Pt B S A i) T & PESRAS I MAB .

HIE, R A e EAE U EECE SO, WA DU 26m5 7z 254 i (Policy Element Generation) 1]
FHBESATERAE . T LIRS BES AR SN Pt — 2P B 5 CEUAE T ) NAD B & G @ & Ml g oo 2 .




REVIEHREIER

TRl
CISCO.

Summary

Policy Element Generation

Please confirm policy elements to be generated, based on the "ArubaWireless"
network device profile.

AuthenticationfAuthorization Conditions:
Wireless MAB

Wireless 802.1X
Allowed Protocols:

Host Lookup (MAB)
Authorization Profiles:

Set VLAN
Set ACL
Web Redirect

Generate Cancel |

1. ERKRIETTE

“FHE” (Summary) #8702 78 NAD it & SO E 5 S IR AR AN AR 55

Summary
Based on this configuration, the following are supported:
Flows: Guest, Posture
Services: Radius, TACACS, MAE, 802.1X
RADIUS CoA: RFC (default CoA port: 3799)
URL Redirect: Static

12. NAD B E X HHiBE
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£ 5 FE{FHME FEE

57BC NAD BL & 3t

— H 3 NAD B & 5, BiE7E “MZ%¥ 4" (Network Devices) HURF H o Bl B IE ) 13 4%

S

» Systemn ¥ Identity Management = = Metwork Resources ¥ Device Portal Management  pxGrid Services  » Feed Service ¥ |dentity Mapping

wMetwork Devices  Metwork Device Groups Metwork Device Profiles Exdemnal RADIUS Servers RADIUS Server Sequences  MAC Managers  External MDM
——
]

Metwork devices etwork Devices List » New Network Device

b Location Services

Network Devices

* Mame | alcatel_device|

Default Device

(7] AlcatelWired x

Fows: Nong (Cob is not supported)
Services: Radius, TACACS, MAB, 302.1¥, Webauth
RADIUS CoA: Mot Supported
= Device Profile | [ Alcatelired | » 5 URL Redirect: Chnarmic

Maodel Mame .
Software Version |:|

* Metwork Device Group

Location [a Locations © | [ Set To Defat |

Device Type |A\| Dewvice Types ) | [ gt To Defadlt |

13. Hft NAD BL& >t
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SR EIER R

ISE LA V2 W E G IRIERIZEURAE CH 2/ 702k MAB F1 802.1x) , 1T AR REIEFEIE A [ Bl A% AF ATV
fli. B HEAEZAT 2 ECE] NAD ) NAD BCE 30, RJa2 %5 5 NAD Be & SO i s B R BT ik .
il AT D25 D T ) B A SRR A S A o G, ST PUE SCHTE NAD BB S, I HABEE XN EH
REAAT

AR A A — AN 264, AT BT MR LS NAD BC B SRS BRI L&, TR T8

tistle Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning = = Policy Elements

Dictionaries = Conditions  » Results
N

L<)
Authentication Compound Condition List > Wireless_MAB
- Authentication
Authentication Compound Conditions - All Profiles
Simple Conditions
Compound Conditions il WMislecs AR
Sevalal A condition to match MAC Authentication Bypass service based authentication requests from wirele
o scription
» Authorization device profile.
Profiling
During policy rule evaluation the authentication condition will be determined dynamically,
» Posture from the network device's profile configuration.
» Guest Select a network device profile to view current attribute details:
" fotoroalh My_Custor HPV
» Common

Radius:NAS-Port-Type = Wireless - IEEE 802.11

Radius:Service-Type = Call Check
View Cisco Network Device Profile

£ These Network Device Profiles have not been configured for this flow.
Therefore, this condition is not applicable to devices associated with these profiles. Click to view: :

My_NAD_Profile
AlcatelWired
HPWired
BrocadeWired

close

14. BRESHWIEFRM

A, AT REA B H & 8 S H E SRR BT DU NAD BC 8 U ) 42 4 %5 78 2 (Generate Policy
Elements) TReRHE BhAE BB A 24 A 09 IE 8 J8 MM I SR IE T &R
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RANEC B3

OB RN OE B DRI E S VR BN, 15K M5 i A AL B X TF (Network
Device Profile) NEUBCE ¥ NAD BB TR FR. XAE “ B A" SRAURENS IRYE BE& I B 70 B NAD e & 32
B shifeid 2 i i & 3.

ne Home » Operations - Policy » Guest Access » Administration »
Profiing  Posture  Client Provisioning = - Policy Elements

~ Results
o

Authorization Profiles > New Authorization Profile

Authorization Profile

“Name | My_Auth_Profile |

Description |

* Access Type | ACCESS_ACCEPT v]

Network Device Profile | g My_NAD_Profile | v &5

+ Common Tasks

ACL

VLAN (i

15. B IRANEE M

©2015 BHEZ LA



REVIEHREIER

I
CISCO.

2P B MU, SAAC B SO LR G B OIS BB 45 1) NAD BB S R

VLAN 5{ ACL, WINiEZEHN “Any” .

» Operations

+ Guest Access

» Administration » Work Centers

R
JBN

i 2

Profiling  Posture  Client Provisioning =~ Policy Elements

esults
RS 5 DY)

Authorization Profiles > New Authorization Profile

Authorization Profile

*Name | Smart_Author

Description

| Selects right authorization profile from multiple options j

" Access Type [ACCESS_ACCEPT

Network Device Profile  Any |

Service Template

Track Movement [ i

v Common Tasks

ACL my_acl |

VLAN TagID 1

v Advanced Attributes Settings

| Edit Tag |ID/Name | 100

i [select an item ol =

o

w Attributes Details

My NAD

Access Type = ACCESS_ACCEPT
Filter-ID = my_acl.in
Tunnel-Private-Group-1D = 1:100
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

st JEZTN

Select a network device profile to view attribute details:

16. HRERINECE M
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— B E A NAD it & SCPE 3K ISE O SRms ic B oA B ZIEC B S/, 5k S 36 A S R A2 75 3% F T
o BEAl, FEWIRAEEH HA NAD Fe & S5 &2 SR T TAE . ISE iis/akd by “ g7
(STEPS) #4115 24 ISE 2.0 KNGS, Al HBhE T it fd 0 2 NAD BC & S, BARAG I 3 ) m)
H IS W AR R A
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