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Splunk-for-ISE Add-on 2.1 55 FARASK H H sh AL & GUI, @it Splunk T EJFE#AE AL ISE EPS ( £y
P45 ) RESTful API Fll pxGrid ANC 3 W W Z8 42557 44T

ISE EPS T AFE¥i e #4Fi& FF ISE 1.2 M ISE 1.3, pxGrid ANC Z2f#45:4F3& ] T ISE 1.3
F T pxGrid #:4E (%) Splunk-for-ISE Add-on 2.1 HIAI4f RAS 75 2 HAR BRSO, 38 S i) JURE P B1BA

TEASCR Y, AT PR AT B 2844 10 ISE Sk 15 pxGrid &7 3 (Rl Splunk) 414 F1 A= Bl H 25 44 0E )
(775, AEMATIAET R4 pxGrid #:/ERLE ISE.

A AL FHUE B AR (CA) 2544 HIAEAEAE ™ S5 T #5% ISE, 15204 “ A& ISE ) A sUFA B i 2
pxGrid” .

JIrf5 EPS F1 ANC TAEA AR AR v] LA RECAS SCRS v i 35 BHREAT B 0€ o ISE HAR sk Knl g, Bl &
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Splunk Add-on GUI i& &

Splunk Add-on GUI ¥ B #4{t—F ] il & ISE EPS RESTful API Al ISE pxGrid ANC 22 TA/F IR FEERAE ) H 3l
W5 T LGSR A I AN AR A, 508 - AR R AR .

EPS TERIZERIE

$8®1 2/ ISE EPS RESTful APT T /E i fe#dE
Splunk -> Apps -> Splunk Add-on for Cisco ISE -> Setup

TAEGFEEEAEN “host” {HAEMAT 2 HH 37 ISE ¥ IP Hihtsk FQDN.

FE: ISE 89E# IP Hehtsk FQDN 7 ISE £ %X EEH L2 ISE MnT T4

] LU N 730 S 8 ISE AT 6 ISE WA (ISE 1.2 B ISE 1.3) , JF B TAERFHEAE M H PR
Ao XL T ARG FEE/E T LE Settings -> Fields -> Workflow actions F H 7€ Y.

Configure Remediation Workflow Actions for ISE

Host for EPS_Quarantine By_Framed_IP_Address
mnt1.labg.com

Version for EPS_Quarantine_By_Framed_IP_Address
1.3

a

@ Enable EPS_Quarantine_By_Framed_IP_Address

Host for EPS_QuarantineBylPAddress
mntl.lab8.com
Version for EPS_QuarantineBylPAddress
13 -

™ Enable EPS_QuarantineBylPAddress

Host for EPS_QuarantineByMAC
mntl.lab8.com

Version for EPS_QuarantineByMAC
1.3 -

™ Enable EPS_QuarantineByMAC

Host for EPS_UnquarantineBylPAddress
mntl.lab8.com

Version for EPS_UnquarantineBy|PAddress
13 *

™ Enable EPS_UnquarantineBylPAddress

Host for EPS_UnquarantineByMAC
mnt1.labg.com

Version for EPS_UnguarantineByMAC
13 *

# Enable EPS_UnquarantineByMAC
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pxGrid ANC TERIZEBIRIE

S| )5 pxGrid JE AN pxGrid ANC 22 TAF AT
Splunk -> Apps -> Splunk Add-on for Cisco ISE -> Setup

DL 2 ISE pxGrid #A7F B3EH: 2 200 WS Ui B -

e Host: & X pxGrid 377 fi 1) IP Huhl 5% FQDN.

e Username: & X pxGrid yEMH 7 i 44 F5

e Keystore File: 345 &5 17% ) il 15 2 X keystoreFilename (JKS)

e Truststore File: i CA HLuk+A1/5 A 2544 1) ISE UF 15 % X keystoreFilename (JKS)
e Password for the keystore file: & ¥ keystoreFilename )% i1

e Password for the truststore file: & ¥ truststoreFilename ] %5

e pxGrid Workflow Actions: 1] [ pxGrid 241

pxGrid Setup

Host pxGrid1.labg.com h primary pxGrid node
Username: | testt h pxGrid client name

Keystore File (* jks): lications/Splunk/etc/apps/Splunk_TA_cisco-ise/bin/certs/mac.jks .
¥ (*iks): | ipp P ppersplunk _TA ! h keystoreFilename

Truststore File (* jks):  /Applications/Splunk/etc/apps/Splunk_TA_cisco-ise/bin/certs/caroot jks h truststoreFilename

Password for keystore file

........ . keyststorePasseword

-------- h tuststorePasseword

# Enable pxGrid_QuarantineBylP

@ Enable pxGrid_UnQuarantineBylP

Workflow Actions
# Enable pxGrid_QuarantineByMAC

™ Enable pxGrid_UnQuarantineByMAC
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BEXTIERERIE

ISE EPS RESTful TAEFEE:AE R pxGrid ANC 28 TAEMAREAE T LA A 52 SO ARYE R 40 H G20
Splunk 4% 5 5 B FH AN AR 52 B TP 5k MAC Hithl. ZEARSCRY R, ISE H did 28 08 78 & 3% 3 Splunk [1X
e 2 48 HE S 1) Framed IP__Address. IpAddress. MacAddress 7Bt AL 55 52 TP 552 FRr MAC itk

A DU AR SR TP 8 MAC Huht, {H72, g A AT iE PRSI Ot AT 540 B0E 1 IEEE 802.X & ik

ISE EPS RESTful API #1 pxGrid T {E 22k
PUR B 7R T R0 1) AR SR AR

$®1  AF Splunk EPS Al pxGrid T A/E R FE1AE
Settings -> Field -> Workflow actions

splunk Apps Administrator Messages Setti

Workflow actions

Fields » Workflow actions

App context | Home (launcher) ¥ Owner = Any

|| Show only objects created in this app context [4 Learn more

Showing 1-12 of 12 items

Name * Owner * Sharing *
EPS_QuarantineBy|PAddress Splunk_TA_ciscorise Glebal | Permissions
EPS_QuarantineByMAC Splunk_TA_cisco-ise Global | Permissions EPS ISE
EPS_Quarantine_By_Framed_|P_Address Splunk_TA_cisco-ise Global | Permissions Workflow Actions
EPS_UnguarantineBylPAddress Splunk_TA_cisco-ise Global | Permissions
EPS_UnguarantineBy MAC Splunk_TA_cisco-ise Global | Permissions
eth Mo owner system Global | Permissions
ifx system Global | Permissions
pxGrid_QuarantineBy|P Splunk_TA_cisco-ise Global | Permissions pxGrid ISE
pxGrid_QuarantineBy MAC Splunk_TA_cisco-ise Global | Permissions Worklow Actions
pxGrid_UnQuarantineBylP Splunk_TA_cisco-ise Global | Permizsions
pxGrid_UnQuarantineByMAC Splunk_TA_ciscoise Glebal | Permissions
show_source system Global | Permissions

©2015 BREAHKAT E8I
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B ENX EPS RESTful APl T{EI2IR1E

i#id 1P HhlkFE S
EPS 1) “3@ it 1P HubikBg s 484548 LR i A ISE 1 H AR I S 81 1) 22 458 H A5 F0F1Y IpAddress 7B
H1ay, $IpAddress$ Splunk 4% & HH AL 75 [ 5B 1P kil

o CIRASFIZ v A I A A%

o EITHHIGIE

o RIER

o Uik

*
Label Label appears in Event drop down
EPS Quarantine By IpAddress SipAddress$ h window with real IP address

Enter the label that appears for this action. Optionally, incorporate a field’s value by enclosing the field name in dollar signs, e.q. 'Search for ticket number : Stick
Apply only to the following fields URI link appears in events when

IpAddress h IpAddress field is received in syslog
event

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified the workflow action o
menus for those fields,; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show! action in URI link appears in both Events and
h Actions Drop-down menu

Both

-

Action type *
link

Link configuration

URI* URI ISE EPS RESTful QuarantineByIP
https imnt1. labs. com/admin/APleps/QuarantineBy | P/SIpAddresss h link to ISE MnT Node

Enter the location to link to. Optionally, specify fields by enclosing the field name in doliar signs, e.qg. http.//www.google.com/search?g=5host5.

Open link in
M window

Link method
get

am
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Bt MAC HbtikFEES

EPS 1) “ifiid MAC HuhikFE 7 #EA M AR S H ISE (19 H A& e s 28 i 21 1) 2 48 H 25 19 MacAddress
F B B $MacAddress$ A8 & HH AL 15 MAC Mtk .

o CIRACHIZE ) i L HH A
o R G IR

o EHLANLS %

o RIZK

o Ui%
o pifrds
Label *
- Label appears in Event drop down
EPS Quarantine By MACAddress SMacAddresss h window with real MAC address

Enter the label that appears for this action. Optionally, incorporate a field’s value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticket)

Apply only to the following fields URI link appears in events when

MacAddress h MacAddress field is received in syslog

event
Specify a comma-separated list of fields that must be present in an event for the workfiow action fo apply to it. When fields are specified the workflow action only
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it

Show action in URI link appears in both Events and
Both : h Actions Drop-down menu
Action type *
link '

Link configuration

URI * URI ISE EPS RESTful QuarantineByMac
hitps://mnt1.lab8.com/admin/APl/eps/QuarantineByMac/SMacAddresss h link to ISE MnT Node

Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http//www. google.com/search?g=5hosts.

Open link in
Mew window

ik

Link method
get

ik
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BITHESE IP dot B S
EPS ) “HiIHESE TP HuhkRe 287 R4 A AN EL R AR A ISE 19 H e e 3 i = 40 H G S
Framed IP Address ‘7Bt Bl $Framed IP Address$ 2840 2 (52 fn IP Hiuhil

o WL HREIE

o R

e RADIUS itk

e RADIUS £ K

o e

Label * .
Label appears in Event drop down
EPS Quaranting By Framed |P Address SFramed_|IP_Addresss h window with real IP address

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnumé

Apply only to the following fields URI link appears in events when

Framed, [P Address h Framed_IP_Address field is received in

syslog event
Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When r'},;.fds are specified the workflow action only appe
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in URI link appears in both Events and
Both ' h Actions Drop-down menu
Action type *
link $

Link configuration

*
LRl URI ISE EPS RESTful QuarantineBylP
https:/mnt1.labg. comadmin/APleps/QuarantineBy |P/SFramed_|IP_Addr h link to ISE MnT Node
Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http.//www.google.com/search?q=S8hosts.

Open link in
Mew window

ak

Link method
get

L




i R "cln's'élc;f

Bt 1P H BN PR S

EPS ) “Ifid TP bk HOyw Be 257 e E 48 M LLR J3 ) ISE Y H b ic sk 2 21 1) 2 48 H G341 IpAddress
PR B $IpAddress$ A8 & HEL E ) SE B TP Huhk.

PRASFIZE ) ity 1o T A%
o I B HMEIE

o RIGZEA

o Uik

Label * )
Label appears in Event drop down

EFS UnQuarantine By IPAddress SIpMdrE:SSS h window with real |IP address
Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum§"
Apply only to the following fields URI link appears in events when

IpAddress h IpAddress field is received in syslog
Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When ﬁe!ﬁ.‘: grrl'tspecﬁ'ﬁed the workflow action only appea
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

Both . URI link appears in both Events and
* h Actions Drop-down menu
Action type *
fink $

Link configuration
LiR* URI ISE EPS RESTiul

hitps /mn lab6.comiadmin/APlieps/UnQuarantine By IP/SIpAddresss h UnQuarantineByIP link to ISE MnT Node
Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http.//www. google. com/search?g=5host5.

Open link in
Mew window

Link method
get
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B MAC it BLE PR =

EPS 1) “iliid MAC sk R 257 #HAEAE - ACLR i H ISE 19 H &l eI 1) &2 48 H & FH AR
MacAddress 7B H % $MacAddress$ 48 & H AL 5 1) 52 R MAC k.

o CHRAHNZE ) b I H A
o R G IR

o EFELRNKS H A%

o RIZAR

o UK
o Irirdd
Label *

Label appears in Event drop down
EPS UnQuarantine By MACAddress SMacAddressS h window with real MAC address

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number ; Stic:
Apply only to the following fields URI link appears in events when

MacAddress h MacAddress field is received in syslog
event

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified the workflow action o
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

o s ‘ ) URI link appears in both Events and
Actions Drop-down menu
Action type *
link s

Link configuration

URI* URI ISE EPS RESTHul
https://imnt1.lab6.com/admin/APl/eps/UnQuarantineBy Mac/SMacAddres: h UnQuaranﬂneBLM 3‘} link to ISE MnT
Enter the location to link to. Optionally, specify fields by enclosing the field name in doflar signs, e.g. http// www. goog.l’?. ff‘rmz‘search ?g=8hogts.
Open link in
MNew window H
Link method
get ¥
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B EX pxGrid ANC T{EFRIZEMRIRIE

ANC B93E 5 IP Huhik bR S5 21E

ANC ff) “I85d 1P HuhkRE BT BeVE4E FI LR ] ISE A9 H S0 SR B 30 1 22 48 H & AR IpAddress 7B
Hal $SIpAddress$ A2 HPALE R SRR TP ik ] pxGrid A4S .

o IR P B
. L SHBIE

. IR

. Ui

Label *
: : Label appears in Event drop down
ANG Quarantine by ip $ipAddress$ h window with real IP address

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dofiar signs, e.g. ‘Search for ticket number ; Sticketun

Apply only to the following fields URI link appears in events when

IpAddress h IpAddress field is received in syslog

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. Whe%vf.?ems are specified, the workflow action only ag

menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

S Ection ‘ URI link appears in both Events and
Actions Drop-down menu

e

Event menu

Action type *
search

Search configuration

Search string * Calls pxGrid ANC Quarantine script using
| pxgremediate xgridAction=quaranting xgrid Ty pe=ip xgridTarget="SIpAd h IP Address
Enter the search for this action. Optionally, specify fields as Sfieldnames, e.g. sourcetype=rails controller=Scontroflers error=*,
Run in app
search . ‘ Runs pxGrid ANC Quarantine script in
Splunk search window

Choose an app for the search to run in. Defaults to the current app.
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ANC B958 5Tt MAC Hidit PR BS54 4E

ANC ] “ilid MAC HuhikFgE =7 #RVE M LL T S A ISE ) H S0 s 2 21 i 288 H G E ) MacAddress
FBh E $MacAddress$ A& AL E (1SR MAC Hilik i AT pxGrid B4

o CIRACHIZE ) g L HH A
o R G IR

o EHLANLS %

o RIZK

o UK
o IHTEE
Label *
ANC Quarani SMacAddresss h Label appears in Event drop down
varantine by mac ress window with real MAC address

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dolfar signs, e.g. ‘Search for ticket number : Sticketnun

Apply only to the following fields URI link appears in events when

MacAddress h MacAddress field is received in syslog

event
Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only ap
menus for those fields, otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

BT s h URI link appears in both Events and
Actions Drop-down menu
Action type *
search =

Search configuration

Search string * Calls pxGrid ANC Quarantine script using
| pxgremediate xgridAction=quarantine xgrid Ty pe=mac xgridTarget="3M h MAC address
Enter the search for this action. Optionally, specify fields as Sfieldname8, e.g. sourcetype=rails controller=Scontrollers error=",
Run in app
— . h Runs pxGrid ANC Quarantine script in
Splunk search window

Choose an app for the search to run in. Defauits to the current app.
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ANC B93@ 57t IP bt BYGE PR B 4R 4E

ANC 1) “l L 1P HuhEE bR 27 R R LU A F ISE ) H e sk 2RI 21 i 2 48 H B S F R IpAddress
FBH B $IpAddress$ A% & HRL A SE B TP Mkt A pxGrid JEIAS

o IR S G A%
o JHI G HRE

o R
o Ui%
Label *

Label appears in Event drop down
ANG Un-Quarantine by ip SipAddress$ h window with real IP address

Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticke

Apply only to the following fields URI link appears in events when
Iphddress h IpAddress field is received in syslog

event
Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified the workflow action om
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify 8 comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

‘ URI link appears in both Events and
Event menu H .
Actions Drop-down menu
Action type *
search H

Search configuration

Search string *

: o : : o Calls pxGrid ANC UnQuarantine script
| prgremediate xgriddction=unguarantine xgridType=ip xgridTarget="Slp. h using IP address

Enter the search for this action. Optionally, specify fields as Sfieldnameg, e.g. sourcetype=rails controfler=Scontroilers error=",

h Runs pxGrid ANC UnQuarantine script in
Splunk search window

Run in app

search

Choose an app for the search to run in. Defawlts to the current app.
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ANC BYiE i MAC it B BR B3Rk

ANC ¥y “IiE MAC HuhEU R s 7 e R AU IS A ISE i H e s B R 48 H & AR
MacAddress F-BtH1 8l $MacAddress$ 22 5 H % 7 (1) 55 b MAC Bk H pxGrid BIA.

o CIRACRIZE ) g L HH A
o R G IR

o EHLANLS %

o RIZK

o UK
o Irirdd
Label *

Label appears in Event drop down
ANC Un-Quarantine by mac SMacAddress$ h window with real MAC address

Enter the label that appears for this action. Optionally, incorporate a field’s value by enclosing the field name in doflar signs, e.q. ‘Search for ticket number : Sticke:

Apply only to the following fields URI link appears in events when
MacAddress h MacAddress field is received in syslog

event
Specify 8 comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action onl)
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a8 comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in

URI link appears in both Events and
— v h Actions Drop-down menu
Action type *
search ¥

Search configuration
Search string * ) ) .

9 Calls pxGrid ANC UnQuarantine script
| pxgremediate xgridMction=unguarantine xgridType=mac xgridTarget="{ h usmg MAC address

Enter the search for this action. Optionally, specify fields as Sfieldname$, e.g. sourcetype=rails controller=5controflers error=*.

Run in app
search $ h Runs pxGrid ANC UnQuarantine script in
Choose an app for the search to run in. Defaults to the current app. Splunk search window

Miran in e
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/1 EPS (#&im{RIPARSS) IRF ISE

ISE R HCE b i RESTful APT A28 3 (R4 I 55 REWS IEH TAE. Ubdh, KA Al 1B i 2 R B B B SCA

/2 ISE Restful API

$E;W1 O ERS WE
Administration -> System -> Settings -> ERS Settings, %A /)5 51t Save

. wHHK ISEREY, BEFEARGEMT S “BA” ERSRE

License

/i) Home  Operations | ¥  Policy | Y  Guest Access | ¥ Administration | ¥
1 Identity Management I Network Resources Device Portal Management pxGrid Services Feed Service 218 put

Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access

Settings ERS Settings
i= Client Provisioning ¥ General

External RESTful Services (ERS) is a REST AFI based on HTTPS over port 9060.
i FIPS Mode The ERS service is disabled by default.
= An ISE Administrator with the "ERS-Admin” or "ERS-Operator” group assignment is required to use the APL

iz Alarm Settings For more information, please visit the ERS SDK page at:
https://10.0.0.39:9060/ers/sdk

* ERS Setting for Administration Node

(2) Enable ERS for Read/Write
) Disable ERS

Save Reset

P®W2 A& R IRSS
Administration -> System -> Settings -> i ] Service Status, #& )5 riili Save

/> Home Operations| ¥  Policy| Y  GuestAccess| ¥ Administration | ¥

LA Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service 2
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access

Settings Endpoint Protection Service i

:= Client Provisioning

EE FIPS Mode Service Status Enabled ~
i= Alarm Settings -

= Profiing Save | | Reset
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2 Quarantine £ 22K BE
FESCIE RS, FRAPE B FH T 1% 25 2411 EPS Quarantine #2AHC & SCAF FIFZ BRI -
P$B3 {74 Quarantine FANL E X 1F

Policy -> Policy Elements -> Results -> Authorization -> Authorization Profiles -> %%l Quarantine Fit. &

S, AR s Submit

. EATLLERE DENY 2 ALLOW RIEES A FFME R TUIRAIRE . IFECRMRE & XL RE ISE RIESHIENE IR “Quarantine”

License Wai

74y Home  Operations | ¥ Policy | * Guest Access | ¥ Administration | ¥
[£] Authentication [®] Authorization [ Profiling |@)] Posture [&] Client Provisioning =] Trustsec -z Policy Elements
Dictionaries conditions [T

- Authorization Profiles > Quarantine
[ =) ] Authorization Profile
- = * Name | Quarantine
| . | |
» [ Authentication Description |

~ [ Authorization
= [] Authorization Profiles
(&4 Blackhole_Wireless_Access
(&4 Cisco_IP_Phones
&4 DenyAccess
&4 Mon_Cisco_IP_Phones
&4 Permitfccess

= Access Type |ACCESS_ACCEPT -]

Service Template ||

+ Common Tasks

(&4 Quarantine . & DACL Name DENY_ALL_TRAFFIC v
» ] Downloadable ACLs :

* [ Inline Posture Node Profiles [ VLAN
| Profiling

) Posture

[ diient Provisioning
[ TrustSec

|| Moice Domain Permission

LN I A

] Web Redirection (CWA, MDM, NSF, CPP)

.

$®4 {4 EPS Quarantine FZ AR M%
Policy -> Authorization -> Exceptions H-{41 ] LA P 250 5 KL -
e 7f Rule Name HF 2t #FK: EPS_Quarantine
e QIZHI Condition: Session:Equals:Quarantine
e Permissions: FRrAERC E ST ) Quarantine
miii > Done -> Save

License Warning
/i Home  Operations | *  Policy | ¥  Guest Access| ¥  Administration | ¥

|2 Authentication B Authorization 4 Profiling | Posture [&l Client Provisioning |5 TrustSec &% Policy Elements

Authorization Policy

Define the Autharization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies -]

~ Exceptions (1)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
EPS_Quarantine i1 Session:EPSStatus EQUALS Quarantine then  Quarantine
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%ElSEEqJEEEEEia»uiﬁ%gS%“

R, FRATHECE ISE ) H &0 k25

SR 1 Administration -> System -> Logging -> Remote Logging Targets -> 3 Il {41 AIZZ#2 Splunk 2% B 4
E ’ n\\}: 1&\\ﬂ:_l“ Smelt

License

7> Home  Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥
5 Identity Management B Network Resources Device Portal Management pxGrid Services Feed Service 2 px

Deployment Licensing Certificates Maintenance Backup & Restore Admin Access Settings
Logging Remote Logging Targets List > New Logging Target
[&] Local Log Settings Logging Target
: = Name[ Splunk | Target Type[pp Sysiog o
m Remote Logging Targets inti Stat
B Losgi . Description| | us Enabled ~
ging Categories
[] Message Catalog * IP Address| 10.0.0.5
m Debug Log Configuration * Port| 514 k {Valid Range 1 to 65535)
[] Collection Filters Facility Code | ocaLe M
* Maximum Length| 8192 | (Valid Range 200 to B192)

Include Alarms For this Target[ ]

I | conce |

-'IJJ;R 2 %‘\73[1 %E F /u\TE‘EIKL%'s%IJ
Administration -> System -> Logging -> Logging Categories -> 1 ixf 2 5 1 £ 20 I 3£ £ Splunk 1F

;u\TB%E*ﬁy ,m):{%ﬁ

(i) Home Operations|¥  Policy| Y  GuestAccess|¥  Administration

-&- System 52 Identity Management B Network Resources [24] Device Portal Management pxGrid Services Feed Service {8 pxGrid Identity Mapping
Deployment Licensing Certificates. Logging Maintenance Backup & Restore Admin Access Settings
Logging Logging Categories

[l Local Log Settings

[ii] Remote Logging Targets / Edit Show
[i1] Logging Categories Parent Category Category Targets Severity
m Message Catalog O AAA Audit AAA Audit LogCollector,LogCollector2, splunk. INFO
[i] Debug Log Configuration @] Failed Attempts LogCollector,LogCollector2,ProfilerRa...  INFO
@) Passed Authentications LogCollector,LogCollector2, ProfilerRa...  INFO

il Collectinn Filters
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Ry eR{ElEm C|ISC|O _

pxGrid 2 Fif Java BEARER T

Java BHIFEAL S CA HRIF 1. EHL S5 8L pxGrid &/ 3E 1. A LUE-BEFEB AP/ PIXS . Java 3
FPEA S 5 PKCS #12 %X (JKS).

UEPA L ) PEM 8¢ CER ¥4, JF&#:#h DER Jf5 A2 Java B FEH .
keystoreFilename 11,75 JKS %301 pxGrid 2 it G 430k 15 .
truststoreFilename 7] LI 5 JKS #2011 CA HREH . MnT F5 53E, A EHZ4 ISE S40E .

i ARG, HAVEINXT truststoreFilename (£ ISE S4EH

keystorePassword 7E#: 4> DER 35 A\ 3| keystoreFilename [N £ & pxGrid % /7 ¥iig 5 f3-iE 45 1 2564

truststorePassword £ 4% #: & DER Ff5 A 3 truststoreFilename T 47 CA FRIET. MnT 35 SiE A1 {2544
ISE Sk 1512405,

keystoreFilename. keystorePassword. truststoreFilename. truststorePassword £ pxGrid A H -+ SASL & 47
B UFAIER: 2] pxGrid .

R Splunk, W23 M pxGrid.jar SCHFIAH pxGrid JIAS (41140 pxgremediate python A , 1% TR
Splunk #Z 4+ F pxGrid ANC TAEJRFE M AT .
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ISE pxGrid F1 Splunk pxGrid 25 P i iE 3 45X

L e T ZEME S 56AIE (POC) FA5E ] ISE 1.3 % & pxGrid Fri . AEdbidfid, AT a4
BGE T Splunk () A2 4AE, I HAE 2544 ISE S 9MEBIAT pxGrid #:4F . ISE & AE o IR Fh kAT
Jic &

TEVERL, 1E ISE A= B, IEPMUANIM (CA) 254 HUE 154 12528 pxGrid & /7 v Uk A1 ISE UE15, H
FEME R, 1ESM: https:/cisco.box.com/s/06jt09pkvo9sew4novnnvbqyfvx63h9b.

k]

&7 Linux 3¢ MAC 5545 LW HA openssl 8¢ keytool. 1A/ DA —IT, 152 Linux #:4E R4, T fdu
] 22X e A

fERER, 154 Linux #:4F &4 F % Oracle Java Development Kit:

http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
P44 Oracle Java Development Kit, Z0EIZAFAE T 29 LI IHRCA Javas

i MREZFER MAC #1700, 1ESR: https://www java.com/en/download/help/mac_uninstall_java.xml 3EEE Java
MRIEEMRIZ Centos 6.5, ESHFIHIE “FE Centos 6.5 Lififk Java %% JDK 8.0”7

TR “keytool” -

. BB Centos 64 HUAT LiRiR(E

Append the"“../jdkl.7. 51/bin”to PATH

export
PATH=/usr/1ib64/qt3.3/bin:/usr/local/bin: /usr/bin: /bin: /usr/local/sbin: /usr/sbin:/sbin: /home/jeppich/bin: /usr
/java/jdkl.7.0_51/bin



https://cisco.box.com/s/o6jt09pkvo9sew4novnnvbqyfvx63h9b
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
https://www.java.com/en/download/help/mac_uninstall_java.xml

i R 'éln'éélc;f

ISE pxGrid fA 2 EL &

2544 1) ISE S IE108 A R GEF 11 S 3 SN B ISE 25 E-BEET . ISE S40iE 15 5 A\ 2132454 T 1I3F
PEPRZ G, REES3 M ISE 15 4 LK) pxGrid M0, pxGrid ISE 5 sUBH Ay E5 4.

$B1  FHAZKNISE SET I 540 pem 0.
Administration -> System -> Certificates -> JEFE ISE S pUE ) -> Export (fXPRAE)

Export Certificate 'Default self-signed server certificate’
(®) Export Certificate Only

) Export Certificate and Private Key
*Private Key Password
*Confirm Password

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

[opor TN

W2 K CLRAEN ISE .pem U A E ISE 5245 MIEAS
Administration -> System -> Certificates -> Trusted Certificates -> | % A% 4 -> Submit
Ja H “trust for authentication within ISE”

g e 4> Home Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥ i
L Identity Management BB Network Resources Device Portal Management pxGrid Services Feed Service afp

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | Defaultselfsignedservercerti.pem

Overview
Friendly Neme |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog

Trusted Certificates

[C] Trust for authentication of Cisco Services
CE i [ validate Certificate Extensions
Certificate Signing Reguests Description |

o= = =
Certificate Autho
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atfran]es
CISCO.

RO AEZAFAT MUE T P B 23 K ISE Sk 1)

Trusted Certificates

J Edit

JOp0 O OO OO0

$I®3

dgkimport | @ Export | 3¢ Delete

Friendly Name
Baltimore CyberTrust Root

Certificate Services Endpoint Sub CA - ise2#00001
Certificate Services OCSP Responder - ise2 #00003
Certificate Services Root CA - ise2 #00002

Cisco CA Manufacturing

Cisco Root CA 2048
ise2.labb.com#ise.labb.com# 00004

7F ISE ")t H pxGrid ffifa.
Administration -> System -> Deployment-> i H] pxGrid -> ¥ Role ¥} Primary -> Save

«  Status Trusted For

Enabled Cisco Services
- Infrastructure
& Enabled Endpoints
Enabled Infrastructure
- Infrastructure
& Enabled Endpoints

. Endpoints
@ Disabled Infrastructure
@ Disabled Endpoints

Enabled

Infrastructure

Serial Number
02 00 00 B9

0B A4 CB E2 A9 A4...
1A E3 25 3B 9B CA...
0D 9F C1 A1 C1 9D...

B6A 69 67 B3 00 00 ...

54 8A 31 DD 00 00...

Administration | ¥

SFF8 7B 28 2B 54 ...

Issued To
Baltimore CyberTrust

Certificate Services E
Certificate Services C
Certificate Services R

Cisco Manufacturing

Cisco Root CA 2048

ise2.lab6.com

iy Home Operations|¥  Policy | Y  Guest Access| ¥
5 Identity Management BB Network Resources [22] Device Portal Management &) pxGrid Services 5] Feed Service 2
Licensing Certificates: Logging Maintenance Backup & Restore Admin Access Settings
Depl = Deployment Modes List > ise2
i Edit Node
Ll iy : .
General Settings Profiling Configuration
» %o Deployment
Hostname ise2
FQDN ise2.lab6.com
IP Address 10.0.0.94
Node Type Identity Services Engine (ISE)
Personas
1| Administration Role PRIMARY Make Standalone
Monitoring Role PRIMARY Other Monitoring Node
Policy Service
Enable Session Services i
Include Node in Node Group | None |
Enable Profiling Service
pxGrd i

F: TEW Role Ei& 2 Primary

©2015 BRIARFK LA
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FEWs  WIERATIIRS 2T E RS,

Administration -> pxGrid Services

ﬁ" e meies S () Home Operations|¥  Policy| ¥  GuestAccess| ¥  Administration | ¥
C;*;* System .01 Identity Management i Network Resources i’:ﬁ Device Portal Management E pxGrid Services iﬁu Feed Service L@ pxGrid Identity

Live Log

¢ Enable (@ Disable @Approve @ Group *Decline QDeIebe - @.Refresh Total Pending Approval(D) =

O Client Name Client Description Capabilities Status Client Group
O » ise-mnt-ise2 Capabilities{2 Pub, 0 Sub) Online Administrator
O » ise-admin-ise2 Capabilities{2 Pub, 1 Sub) Online Administrator

&: EISEXHTRMHIAZA, FESEEIR. E£/RA pxGrid ABZHE], DMARZIES.

pxGrid E RimiE P E

REGHAE pxGrid % iy (B Splunk) A AE Bk H 28 44 HIE 1S

NI T R
o N pxGrid % i A FAE] (4 U1 mac.key)
o MHEAAR CSR GIERAATER) (Bl mac.cst) o T5 50 Jaoks F T2 5H 245 B 1) oo 4
o RGUHMAE Linux AL ERAH BATABGET (mac.cer)

o ARG AR FARIE A PKCS#12 A (mac.pl2). X H T4 4 keystoreFilename (JKS)
F truststoreFilename (JKS) %4 %

o ALK G keystoreFilename (JKS) (414 mac.jks)
o AGK G truststoreFilename (JKS) (41 carootl.jks)
e M ISE F 15 A (isemnt.pem) T A HZE 44 1 ISE S0k 1

& EEFED, HIEBEMA ISEMiT RSN RIERATHEZETH, EF%E Splunk KREHEM. KXHEHITTERR, UESTLAHE.

e % ISE B UES PEM SCAF (isemnt.pem) #46:  DER #% 3\ (isemnt.der) £33 keytoreFileName 5%
& (44 mac.jks)

o ¥ pxGrid & /i iE ) (5140 mac.cer) ‘T A keystoreFilename (JKS) H' (411 mac.jks)

o J4ISE S iET (il isemnt.der) ‘T A truststoreFilename (JKS) H' (41 carootl.jks)

e }4 keystoreFilename (mac.jks) il truststoreFilename (carootl.jks) (/444 & il ] SPLUNK H 5%
(5411 /Applications/splunk/etc/apps/Splunk TA_cisco-ise/bin/certs SC{4FJ2)
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atfran]es
CISCO.

T 3 pxGrid 2 it 4 A (14 mac key)

openssl genrsa -out mac.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

FT|2  ERAEAN CSR (mac.csr) FRIFHL BT (FIUT cisco123)

F: RIAEFIE A keystoreFilename 265

openssl req -new -key mac.key -out mac.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:

e EAEE AR AR R ETRY, HmbHR

FE|I  EREABZLIE R RV RAPIIES (140 mac.cer)

openssl req -x509 -days 365 -key mac.key -in mac.csr -out mac.cer

PB4 REHRIERAHAIE PKCS12 SCF (B0 macpl2)

openssl pkcsl2 -export -out mac.pl2 -inkey mac.key -in mac.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23

©2015 BRIARFK LA
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TS5 macpl2 FEAB G EHAE (B0 mac.jks) F1. XA LUEY AN jks BN SO 44 . XOKAE
pxGrid A H 75 Y keystoreFilename F1ICEL[] keystorePassword.

keytool -importkeystore -srckeystore mac.pl2 -destkeystore mac.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password: ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

P$B6 AU AILISE GOHE 2] pxGrid & P i, VR T SR pem kg2 ATLAE A4S
JEe2 A pem SR DME IR 5) 1L, FEAGIH % SO iy 44 00 isemnt.pem.

Export Certificate 'Default self-signed server certificate’

(®) Export Certificate Only

Q Export Certificate and Private Key

*Private Key Password
*Confirm Password

Warning: Exporting 2 private key is not a secure operation. It could lead to possible exposure of the private key.

=3 o)

FBT K pem ARy der # o

openssl x509 -outform der -in isemnt.pem -out isemnt.der

PS8 4 ISE B4k BN E keystoreFilename.

keytool -import -alias mntl -keystore mac.jks -file isemnt.der

Enter keystore password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53cldd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: S5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
1

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [
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serverAuth
clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

]

Trust this certificate? [no]: vyes

Certificate was added to keystore
Johns-MacBook-Pro:bin jeppich$

PRI N pxGrid &/ il 155 A 2] keystoreFilename 1.

keytool -import -alias pxGridclient -keystore mac.jks -file mac.cer

Enter keystore password:

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: n

Certificate was not added to keystore

e WRKEBIUTHE, RERCENEIEENEAE, &F “‘no” WMBEERB. RIEET “yes” , MERNIATUZEEMN GEHIMES GRTHIE.

S0 ISE B UE 155 A B truststoreFilename (U1 carootl.jks) , Ji#& 7E pxGrid A H 7524

truststoreFilename # truststorePassword.

keytool -import -alias root -keystore carootl.jks -file isemnt.der
Enter keystore password: ciscol23
Re-enter new password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53c1dd64£46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: S5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
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atfran]es
CISCO.

SHA256:

C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37

Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC .....
0010: 75 37 36 D4 u76.
]

]

Trust this certificate? [no]: vyes

Certificate was added to keystore

©2015 BRIASLAF
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TN B pxGrid &7 i A HAE (mac.cer) AL 3 ISE Z AT HUE P FE T .
Administration -> System Certificates -> Trusted Certificates -> M pxGrid & /" %ii_I- 4% mac.cer

/> Home  Operations | ¥  Policy|Y  GuestAccess|¥  Administration | ¥ -
-&- System 5 Identity Management I Network Resources [24] Device Portal Management &) pxGrid Services |5l Feed Service {8 pxGrid Identity Mapg

Deployment Licensing Legging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | selfl.cer

Overview
Friendly Name | i
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within 1SE

] Trust for client authentication and Syslog
Trusted Certificates o X
[ Trust for authentication of Cisco Services
CePelaEReis [ Validate Certficate Extensions

Certificate Signing Requests Deseription |

P e (e
Certificate Autho

TE12 B 1) keystoreFilename (mac.jks) Fl truststoreFilename (caroot].jks) & il 3
/Applications/splunk/etc/apps/Splunk_TA _cisco-ise/bin/certs L& H

iE: BB1R5 Splunk MREMEEX
SB13 Yulh java_keystores_here LTI 7 truststoreFilename F1 keystoreFilename 1] 15

ZNEMg 7 java_keystores_here Edited
fApplications/Splunk/etc/apps/5plunk TA cisco-ise/bin/certs/carontl,. ks

8eoo Ecerts

[+l>] Bl= o (2] (=-)[ =]

FAVORITES

= All My Files
@ AirDrop
Vﬁ‘i Applicati... java_keystores_her app.conf carootl,jks mac.jks
@ Desktop e

(5. TV
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4% Splunk BLE 4 M ISE W R4 H EEH

FHFEAN A28 Splunk AT ECFAFMIBIGECE, LA T Splunk Enterprise 6.2, WIS AH H 172 Splunk
Enterprise 6.1, 14 15E AT 3h .

$B1  Splunk -> Settings -> Data Inputs -> UDP -> New JFE$ 7] i 11, SR )5 i Next

Apps i stre H Activity Help

Add Data —® (] Next>

Select Source Input Settings Review Done

Files & Directories Configure this instance to listen on any TCP or UDP port to capture data sent over the network (such as

Upload a file, index a local file, or monitor an entire directary. syslog). Leam More 2
TCP / UDP

Configure Splunk to listen on a network port TCP uoP
Scripts port? [ 514

Get data from from any API, service, or database with a script

Example: 139

Source name override > | optional

hostport

Only accept connection from ? | optional

example: 10.1.2.3, Ibadhost splunk.com, *.splunk.com

P2 ER “Manual” , RJEHIA: Cisco:ISE:Syslog

Sp'l.ll‘lk Apps Administrator Messages Settings

—e < Review >

Select Source Input Settings Review Done

Add Data

Input Settings

Optionally set additional input parameters for this data input as follows:

Sourcetype

The source type is one of the default fields that Splunk assigns to all

incoming data. It tells Splunk what kind of data you've got, so that Splunk Select Manual
can format the data intelligently during indexing. And it's a way to

categorize your data, so that you can search it easily. Sourcetype CiscolISESyslog]

SI;3  %EH > Review -> Submit -> Done

Add Data —e <

Select Source Input Settings Review Done
Review
Input Type UDP Port
Port Number 514
Source name override N/A
Restrict to Host N/A
Sourcetype Cisco:ISE:Syslog
App Context search
Host (IP address of the remote server)
Index default
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Splunk pxGrid ANC iz

A, FATHE S ISE () “iiid Sy deul” ISE e H &l 3, I e 2140 H B 41 &% 2 Splunk.
BA KB4 pxGrid_Quarantine A1 pxGrid UnQuarantine T /EFIFEEEAE, LI 7 $Framed TP Address$ A% &,

4 1EEE 802.1X S B iE M INy, K575 Splunk Ffilk R H &GS ARG, FATHAE Splunk ¥ RFME, I
H\ Event FH7% HH A& Hi ANC pxgrid_Quarantine by IP #/Ei53K

< Hide Fields = All Fields List v Format « 20 Per Page v <Prev 1 2 3 4 N
a CPMSessionlD 25 f ‘ T ‘ i
# date_hour 4 N . N
e ata=4= Radius.Service-Type, StepData=5= Radius.MAS-Port-Type, StepData=6=Dot1X, StepData=70=All_User_ID_Stor
ae\_ml Y StepData=71=Internal Users, StepData=74=All AD Join_Points, StepData=75=All_AD_Join_Points, StepData=76=jepp
# date_minute 22 StepData=77=lab6.com, StepData=78=1lab6.com, StepData=80=jeppich@labé.com, StepData=81=Al1_AD Join_Points, S
a date_month 1 ata=98=pxGrid_Users, StepData=99=WIN7-PC002$@lab6.com, StepData=106=pxGrid_Users, StepData=109= Session.EPSS
# date_second 29 s, StepData=110=ANC_Quarantine, AD-User-Resolved-DNs=CN=john eppich\,CN=Users\,DC=lab6%,DC=com, AD-User-DNS-
d wday 2 in=lab6.com, AD-User-NetBios-Name=LAB6, HostIdentityGroup=Endpoint Identity Groups:Profiled, Location=Locati
@ datewday 11 Locations, Device Type=Device Type#All Device Types, EPSStatus=Quarantine, IdentityAccessRestricted=false
# date_year 1 sponse={User-Name=jeppich; State=ReauthSession:0A0000020000001602A0D4EC; Class=CACS:0A0000020000001602A0D4EC
a date_zone 1 1/215460528/82; EAP-Key-Name=19:9d:73:bf:02:a8:74:d1:37:26:31:5d:77:9e:ca:7d: T8:47:73:81:65:40:05:21:ee:a7:d
¥
a DC 1 :5f:78:d6:21:6e:55:01:03:09:1f:69:ae:53:cd:62:f4:ea:7b:a8:7c:91:24:38:e6:16:96:b7:22:91:15:b8B:c1:16:a1:81:4b
d 2 cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-DENY_ALL_TRAFFIC-544T05ed; MS-MPPE-Send-Key=****; MS-
@ dest -Recv-Key=****, |icenseTypes=3; },
a destip 2
a dest_mac 1 Event Actions +
# dest_port 2
2 DestinationlPAddress 2 Build Event Type Value Actio
# DestinationPort 2 Extract Fields 10.0.0.46 ~
udp:8191 ~
O Bl TS = ANC Quarantine by 10.0.0.17 pe
a EapAuthentication 1 ciscolise:syslog ~
a EapTunnel 1 ANC Un-Quarantine by ip 10.0.0.17 lab6.com ~
2 EndPointMACAddress 1 Show Source int lab6.com v

1EFF “ ANC Un-Quarantine by IP” T AEFEEAE
ENVAZE FILL T N2

8 0 |%] Screen Shot 2015-03-11 at 4.09.47 PM

Q New Search Save s
| pxgremediate xgridAction=quarantine xgridType=ip xgridTarget="10.0.0.17" All time
~
0 events (before 3/11/15 4:06:16.000 PM) Job v~ , L B ® Smart M¢
Events Patterns Statistics (1) Visualization
10 Per Page w Format » Preview v
result

16:06:18.953 [Smack Listener Processor (0)] DEBUG com.cisco.pxgrid.GridConnection - associate presence packet received (type=available, from=test1 @xgrid.cisco.com) 16:06:20.040 [Thread-0] DEBUG
c.c.p.internal.CapabilityManager - refreshing connection state.. 16:06:20.041 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - done refreshing connection state. 16:06:20.042 [Thread-0] DEBUG
c.c.p.i.s.NotificationHandlerSmack - refreshing connection state... 16:06:20.043 [Thread-0] DEBUG c.c.p.i.s NotificationHandlerSmack - done refreshing connection state. 16:06:20.238 [main] DEBUG
c.c.p.internal.CapabilityManager - subscribed (topic=EndpointProtectionServiceCapability-1.0)

W R AEAE ISE H A5 [ Operations -> Events, W W %75 21 2 i £ 2

License Warning 1,

/i Home  Operations | * Policy | ¥  Guest Access| ™  Administration | ¥

i Reports i) Endpoint Protection Service "¢, Troubleshoot

2015-03-11 15:30:10.665 00:0C:29:77:06:85

a
015-03-11 15:15:34.996 u
m—

Misconfigured Supplicants © Misconfigured Netwaork Devices © RADIUS Drops % Client Stopped Responding ' © Repea

0 1] [} 0 1

[l] Show Live Sessions 40 Add or Remove Columns * % Refresh () Reset Repeat Counts. Refresh| Every 1 minute ~| Show| Latest 20 records | v

Status £ 9 £ i ey izati i izati i ess
Time . Details ' Repeat Count Identity Endpoint 1D Endpeint Profile Authentication Policy Authorization Policy Authorization Profiles 1P Address Netwe
2015-03-11 15:30:15.743 o 0 jeppich 00:0C:29:77:D6:85 VMWare-Device 10.0.0.17
2015-03-11 15:30:15.732 jeppich 00:0C:29:77:D6:85 VMWare-Device Default >> DotlX >> D.. Default >> Basic_Auth... PermitAccess 10.0.0.17 Sw
Sw
—
#ACSACL#-IP-DE Sw I

b- b fp- b D

015-03-11 15:15:34.989 jeppich 00:0C:29:77:D6:85 VMWare-Device Default >> DotlX >> D.. Default >> ANC_Quara.. Quarantine 10.0.0.17
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pxGrid #{E

Ja8) pxGrid TAERFEN, BN 1ZFE 2] Splunk %1 Splunk pxGrid BE'E 1) “username” HI¥5/~iEM A pxGrid
5P v

“i) Home  Operations | ¥ Policy | ¥ Guest Access | ¥ Administration

%o System T Identity Management B Network Resources [22] Device Portal Management Feed Service 21 pxGrid 1dentity Map
Live Log
fEnable  (@Disable  PApprove @ Group W Decline €3 Delete ~ & Refresh Total Pending Approval(0) - 1-18.
O/ | client Name | client Description | capabilties Status Client Group
O » ise-admin-adminl Capabilities(2 Pub, 1 Sub) Online Administrator
O » ise-mnt-mnt1 Capabilities(2 Pub, 0 Sub) Online Administrator
O » ise-admin-mnt1 Capabilities(1 Pub, 0 Sub) Online Administrator
[0 » ironport.example.com1 pxGrid Connection from WSA Capabilities{0 Pub, 0 Sub) Online Session
[0 » ironport.example.com0 pxGrid Connection from WSA Capabilities{0 Pub, 1 Sub) Online Session
[0 » ironport.example.com9 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
0 »  ironport.example.coms pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
O » ironport.example.com? pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
O » ironport.example.com6 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
» ironport.example.com5 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
O » ironport.example.com4 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
O » ironport.example.com3 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
O » ironport.example.com2 pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Online Session
]

P __ironport.example.com. 639505000 Grid Connection from WSA Capabilities{0 Pub, 0 Sub 21‘ﬂine %ﬂ
H T - 1
pxGrid %) i A5 1T 280 ORI D fE,  LAVR IR 28 S il 4 1

7> Home  Operations | ¥  Policy| ¥  GuestAccess|¥  Administration | ¥

[#&] Device Portal Management [ pxGrid Services Feed Service

B Network Resources

=% System 5 Identity Management 28 pxGrid Identity Mapping

Clents X
@ Cearlogs  FjResync | i Refresh 1-25of 86
Other Attributes \

Client Name
testl@xgrid.cisco.com

 Event Type Timestamp

Client offiine 10:07:37 PM EST, Mer 11 2015
EndpointProtectionserviceCapabil...  Client unsubscribed 10:07:37 PM EST, Mar 11 2015
EndpointProtectionServiceCapabil...  Client subscribed 10:07:34 PM EST, Mer 11 2015
Client online 10:07:34 PM EST, Mar 11 2015

| Capability Name

test1@xgrid.cisco.com
test1@xgrid.cisco.com
test1@xgrid.cisco.com
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AR HERR

To3EZEESR ISE pxGrid 5 55
T4 Splunk k45 %3/ FQDN fJi@id ISE fi## DNS

& keystoreFilename F1E#5
o HIURIE HAT IEHIK keystoreFilename Al truststoreFilename 545

e 7t Linux iy 24T 1217 Splunk 182 45 LAHS Byis W ) i

>

WARIERBILL T AR

java -jar /Applications/Splunk/etc/apps/Splunk_TA cisco-ise/bin/lib/pxGrid_Search.jar pxGridl.lab6.com testl
/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/certs/mac.jks ciscol23
/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/certs/carootl.jks ciscol23 10.0.0.17 quarantine_ip
17:46:53.596 [Smack Listener Processor (0)] DEBUG com.cisco.pxgrid.GridConnection - associate presence packet
received (type=available, from=testl@xgrid.cisco.com)

17:46:55.266 [Thread-0] DEBUG
17:46:55.273 [Thread-0] DEBUG
17:46:55.290 [Thread-0] DEBUG
17:46:55.291 [Thread-0] DEBUG
17:46:55.502 [main] DEBUG c.c.

Cc
c
c
Cc

P

.c.p.internal.CapabilityManager - refreshing connection state...
.c.p.internal.CapabilityManager - done refreshing connection state.
.c.p.i.s.NotificationHandlerSmack - refreshing connection state...
.c.p.i.s.NotificationHandlerSmack - done refreshing connection state.
.internal.CapabilityManager - subscribed

(topic=EndpointProtectionServiceCapability-1.0)

XA pxGrid BE S EE 2kt
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& ZF Splunk pxGrid H 73044

H & ST BT “/Applications/splunk/var/log/splunk/pxgridremediate.log” BY, Splunk [ %245 #4521 .
R PEGNfE B3R B 2381 Splunk pxGrid unQuarantine by IP T AF i FE 454 ol B iy B B 25

2015-03-11 23:20:51,662 [016929] INFO root: Logger Initialized

2015-03-11 23:20:52,084 [016929] INFO root:
item=pxGridl.labé.com|testl|/Applications/Splunk/etc/apps/Splunk_TA cisco-
ise/bin/certs/mac.jks|/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/certs/carootl.jks|

2015-03-11 23:20:52,084 [016929] INFO root: xgridHostname=pxGridl.lab6.com
2015-03-11 23:20:52,084 [016929] INFO root: xgridUsername=testl

2015-03-11 23:20:52,084 [016929] INFO root:
keystoreFilename=/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/certs/mac.jks
2015-03-11 23:20:52,084 [016929] INFO root:
truststoreFilename=/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/certs/carootl.jks
2015-03-11 23:20:52,411 [016929] INFO root: keystorePassword=<password />
2015-03-11 23:20:52,411 [016929] INFO root: truststorePassword=<password />
2015-03-11 23:20:52,411 [016929] INFO root: xgridAction=unquarantine

2015-03-11 23:20:52,411 [016929] INFO root: xgridType=ip

2015-03-11 23:20:52,411 [016929] INFO root: xgridTarget=10.0.0.17

2015-03-11 23:20:52,411 [016929] INFO root: LAUNCHING: java -jar

/Applications/Splunk/etc/apps/Splunk TA cisco-ise/bin/lib/pxGrid_Search.jar pxGridl.lab6.com testl
/Applications/Splunk/etc/apps/Splunk ' TA . cisco-ise/bin/certs/mac.jks ciscol23
/Applications/Splunk/etc/apps/Splunk ' TA ._cisco-ise/bin/certs/carootl.jks ciscol23 10.0.0.17 unquarantine_ ip
2015-03-11 23:21:08,792 [016929] INFO root: result from java cmd: 23:20:53.968 [Smack Listener Processor
(0)] DEBUG com.cisco.pxgrid.GridConnection - associate presence packet received (type=available,
from=testl@xgrid.cisco.com)23:21:00.132 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - refreshing
connection state...

23:21:00.133 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - done refreshing connection state.
23:21:00.134 [Thread-0] DEBUG c.c.p.i.s.NotificationHandlerSmack - refreshing connection state...
23:21:00.135 [Thread-0] DEBUG c.c.p.i.s.NotificationHandlerSmack - done refreshing connection state.
23:21:00.390 [main] DEBUG c.c.p.internal.CapabilityManager - subscribed
(topic=EndpointProtectionServiceCapability-1.0)
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% pxGrid (I ZPRAE R, W20
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-
Configure and Test Integration with Cisco pxGrid.pdf

4 5% Cisco ISE pxGrid #8451, WS
https://cisco.box.com/s/06jt09pkvo9sew4novnnvbqyfvx63h9b

Splunk "1 5] i) ISE EPS RESTful T 4F i A -
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-85-
Integrating_and Monitoring_Cisco ISE User-Device Context in Splunk.pdf



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-Configure_and_Test_Integration_with_Cisco_pxGrid.pdf
https://cisco.box.com/s/o6jt09pkvo9sew4novnnvbqyfvx63h9b
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-85-Integrating_and_Monitoring_Cisco_ISE_User-Device_Context_in_Splunk.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-85-Integrating_and_Monitoring_Cisco_ISE_User-Device_Context_in_Splunk.pdf
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