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R SCRYTH] ) R & A8 A% (pxGrid) #5% Lancope Stealthwatch [ BRI TAEIT . FARE 8 A2
EAEIKFERIZE

Lancope Stealthwatch 6.6.1 55 5y AR ASFI LR & 477 Il 55 51 25 (ISE) 1.3 B iR A HS 2 44 75 1

A SCRSE € L% % Stealthwatch AT ISE FoK IR DL R 2%
o NHT pxGrid #A/EMHEBMAN (CA) ZXIETAHZSEAIETAECE Stealthwatch EH%EH] & (SMC).
e Cisco (HIEMMZEHEH]D ANC pxGrid ZFHRIERCHE -
o {E ISE ST IREE Rt F 25 4 FF5 1 ISE pxGrid 75 581 SMC pxGrid 25 7 3t B (1943 25 7= .

WIHRAG ] CA 254 30F e P2 IR S Th 328 pxGrid, 15Z 0. “4F ISE A R AL E pxGrid” -

http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-
list.html
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Lancope Stealthwatch K/ % 7 Sy M 81 ISE pxGrid 5 £, 43T F & i 537 AR 25 Th g %) & i 44T ANC
SRR . IX BB R B F AL FE R 2/ FE 2, DL A HY ISE $/T ) IEEE 802.1X 23 B 43 56 A1E .
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£ 1.  Admin User -> Administer Appliance -> Configuration -> Certificate Authority -> Browse, #AJ5_Ff% CA
FRAEF -> Add.

N
STEALTH | StealthWatch Management Console VE

(&

Certificate Authority Certificates

Number of Records: 2

m-—m--

id-1000 2011-04-04 11:51:02 Lancope Lancope

lancope 2035-01-01 05:10:10 Lancope Lancope =

==

Select SSL ceriificate to add
| Browse... | root.cer

Name:

B2, ERHEIILTAAE:
N
Et@k'.';.g". StealthWatch Management Console VE

Certificate Authority Certificates
K

Number of Records: 3

id-1000 2011-04-04 Lancope Lancope
11:51:02

ms_ca_root 2020-03-17 lab6-WIN- lab6-WIN- =
13:39:09 OCTAJ4DPT75-CA OCTAJ4DPT75-CA

lancope 2035-01-01 Lancope Lancope =
06:10:10
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BI& CA ZZ 1 SMC iEH

BEARAE & SMC RAEH, BPE CA MM L IIE B2 4415 3K (CSR). T pxGrid [ CA FER A 20 ] 655 X6t
pxGrid #AEA BT 7 ity £ 43 S 0E AR 55 2% & U SE 1) EKU .

ST, £ SMC EOIEFH.

openssl genrsa -out smc.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

HE2. QN CA R SMC CSR 5K,

openssl req -new -key smc.key -out smc.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

B3, FREUE SMC IR IR ALR, {1 SCP K SMC.CSR Al SMC .key 145 #1344 PC. Itk PC H T
¥ SMC.CSR EHIAENEF pxGrid B 578 UM I s g il sk .

4. T # base-64 b g A IIUEP
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& CAZEZH SMC ZFiFiE+H

BEAE pxGrid #4F EAL 2 CA 24411 SMC % ) ik 45 .

$B1.  Admin User -> Configuration -> SSL Certificates 3 smc.cer I sme.key 3J_F & F| SMC.

StealthWatch Management Console VE

SSL Certificate

A Warning Please read and follow instructions before pushing the “Upload Certificate”
button:
= Provide a target certificate supplied by an official certification authority(CA) into the first
box.
= Provide a CA certificate chain into the second box. Typically user certificate (trust target)
is not signed by roct (trust anchor) CA. It is signed by an intermediary whose certificate is
signed by the root CA. In this case there is a chain: user certificate, intermediary
certificates, and the CA root certificate. This field is optional because in case of a
self-signed certificate it is blank.
« Provide a private key(not encrypted) into the third box.

Confirmation
The certificate was added successfully.
Target Certificate File(PEM-encoded):

| Browse... | No file selected.

Certificate Chain(PEM-encoded)(Optional):
[ Browse... | No file selected.
Private Key(Not Encrypted){PEM-encoded):

| Browse... \ No file selected.

Upload Certificate

©2015 BRARGENF] ETH
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SMC Java & i

FRENEH Java EELU{S1E CAEH

E: IR CARBIELNS CA (AAERM) , WAFUFEMN Java FEELEAIEE CARIES, UEHF Java B

F$E1. T EH Java #2611 SMC Java & F' ¥ .
SB2.  1E Java #=H G, B TrustStoreHelper H#%1%

6 INFO [SimpleSMCClient] https://172.25.73.134/smc-client/app
8 INFO [XMLBindings] jar:https://172.25.73.134/smc-client/app/lc—core.jar!/xml/bindings.xml
5 INFO [XMLBindings] jar:https://172.25.73.134/smc-client/app/sw-manager-client.jar!/com/lancope/sws/smcClient/bindings.xml

[TrustStoreHelper] System CA trust store loaded from:/Library/Internet Plug-Ins/JavaAppletPlugin.plugin/Contents/Home/lib/security/cacerts

1 W Isunchllare *am Fhamnka A A * EmEEran 1 a ad: ArAamak s AP EarAama an AABE ELrA P

$B3.  EENL, B CARIEBFAR L5 AR50 cacerts 3L . KZHL cacerts ST HIERIN TSN

“changeit” .

keytool -keystore cacerts -importcert -alias myca -file myfile

where: myfile represents the CA root certificate (i.e. root.cer)

$£B,4. 35 SMC Java %7 i o

©2015 BRARGENF] E8m
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Bt E ANC pxGrid ZE#RINEE

3T pxGrid ANC Z&f#DhRg, SMC 1] LMEA pxGrid % )7 iy M 2 ISE pxGrid 7555, FEiTHXI & ISE &40 5
I PR 24 By 8 FH ol 20 /50T I 8 R AR e A 1) 4o DR AP IR 55 Th e

BB IR

$B2.  Tools -> Settings -> Cisco ISE Configuration 3 5 A Cisco ISE Mitigation, #i A ISE pxGrid Node Al IP
Huhk .

[# Cisco ISE Mitigation @

Mitigation Nodes: @

Primary PAN Node Name: Primary PAN Node IP Address:
ise1.lab6.com 10.0.0.13 ®cC
Secondary PAN Mode Name (Optional): Secondary PAN Node IP Address
(Optional):

ex. PAN Node 02
ex. 10.10.10.21

B3, EENIZREI

Success

The Cisco ISE connection was successful.
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CIsCO.

$E]A4.

Administration -> pxGrid Services.

SR
-0 Identity Services Engine P

TR E 2 SMC F MR pxGrid % P, %5 P i 2H A Session B20CM EPS »

License Warning 1 |

Administration | ¥

{0 Home Operations [ Policy [ Guest Access | ¥ Setup Assistant ~
o= System £ Tdentity Management BB Network Resources 28] Device Portal Management B pxGrid Services [5] Feed Service 248 pxGrid Identity Mapping
©Enable Aum-RegiIh‘amn Disable Auto-Registratior
View By Capabilities
Live Log
of/Enable  @Disable  @Approve @ Group W Decline ) Delete ~ & Refresh Total Pending Approval(D) « 1-30f3 Show 25 - perpage Page Izl of 1
o Client Name: Client Description Capabilities Status Client Group Log
O » ise-admin-isel Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-isel Capabilities(2 Pub, 0 Sub) Online Administrator View
O » sme Capabilities(0 Pub, 0 Sub) Offline EPS View

HIES. EBFEEBEEN, AJ5IEFE Quarantine.

@ Host Report for 10.0.0.17

Concern Index  Target Index Recon C&C

Host IP

10.0.0.17

View Flows Classify History

Status: Inactive

Hostname: -

Host Groups: Catch All

Location: RFC 1918

Last Seen: -

Policies: -

MAC Address: 00:0c:28:77:d6:85 (ViMware, Inc.)
Quarantine Unquarantine

HE6.  ENVAZE B LRI .

0 0 0 0

+ Launch SMC

Exploitation DDoS Source DDoS Target Di

0 0 0

Traffic by Peer Host Group

10.0.0.17

Ucense Warning ¢ | el | =
e e 4> Home Operations| ¥  Policy| ¥ GuestAccess|¥  Administration | ¥
Authentications i Reports [ Endpoint Protection Service “a Troubleshoot
Misconfigured Supplicants £ Misconfigured Network Devices ' © RADIUS Drops ' © Client Stopped Responding ¢ Re
0 [1] 0 [1]

[l Show Live Sessions 4 Add or Remove Columns = & Refresh ) Reset Repeat Counts

Refresh| Every 1 minute v | Show| Latest 20 records v

Staty i i i i 5 i 5 i i
Time o Detals Repeat Count Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Network Device
2015-05-02 18:31:51.258 Q 0 00:0C:29:77:D6:8 00:0C:29:77:D6:85 Win8

2015-05-02 18:31:50.607 Q #ACSACL#-IP-PEI sw

2015-05-02 18:31:50.592 o 0 jskiber jskiber-10.0.0.17

2015-05-02 18:31:50.592 Q jskiber@labé.com 00:0C:29:77:06:85 Default >> Dot1X >> D.. Default >> Quarantine Quarantined W

©2015 BRAZAF
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SBT.  IEFE Administration > pxGrid Services -> Live Log.

License Warning
/it Home  Operations | ¥  Policy | Y  Guest Access | ¥ Administration | ¥
=22 System £ Identity Management B Network Resources [22] Device Portal Management ¥ pxGrid Services &3] Feed Service iff

cens  [TENN

ec‘lear Logs @Resync '@ Refresh

Client Name Capability Name Event Type Timestamp Other Attributes
smec@xgrid.cisco.com Client offline 6:40:04 PM EST, May 2 2015
smoi@xgrid.cisco.com EndpointProtectionServiceCapabil...  Client unsubscribed 6:40:04 PM EST, May 2 2015
smei@xgrid.cisco.com EndpointProtectionServiceCapabil...  Client subscribed 6:40:04 PM EST, May 2 2015
smec@xgrid.cisco.com Client online 6:40:03 PM EST, May 2 2015

IS, A AR S A e, RIS O R .

Success

Unquarantine request successfully sent to ISE. To view the current quarantine status of the host,
you must go to the Cisco ISE device or contact your ISE administrator.

$BE9.  Operations -> Authentications, & 1%F B2 AL T HUH BB ERIRES

License Warning v,

4 Home Operations| ¥  Policy|Y  GuestAccess| ¥  Administration | ¥

I Endpoint Protection Service "4 Troubleshoot
Misconfigured Supplicants ' © Misconfigured Network Devices * RADIUS Drops * Client Stopped Responding &
[1] 0 0 0
[ill Show Live Sessions 4 Add or Remave Columns * 4 Refresh € Reset Repeat Counts Refresh| Every 1 minute - ShDWD
Status i i i " 5 i P i P i

Time . Details | Repeat Count |I:hnt1tv | ‘ Endpoint ID | |Endpe|nl Profile ‘ |Aumefmcamn Policy ‘ |Author|zauon Policy | ‘Aumornahnn Profiles
2015-05-02 18:40:12.099 o Qa 0 00:0C:29:77:D6:8 00:0C:29:77:D6:85 Wing
2015-05-02 18:40:12.090 o a 0 jskiber jskiber-10.0.0.17
2015-05-02 18:40:12.090 Qa jskiber@lab6.com 00:0C:29:77:D6:85 Default >> DotlX >> D.. Default >> B021X_Acc... PermitAccess
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BB ZGiEH AT SMC F0 ISE pxGrid T &5

KA B %] Stealthwatch SMC A1 ISE pxGrid 5 sl BB UEH . AL UEH EZH T PoC (&
BOAE) o ISE pxGrid 9 s E /ML A . W R, 78 ISE A /=#EH, pxGrid ¥ EAH A ARMAE, 5
FAETHA KA .

¥ ISE FHHEBFANEZEENRGIEPEE

ISE b B HRE2 G, AMEBFHREF S ISE ZEERRFUEFEY .

sE: 7E ISE 1.4 AT LRITISTR; ISE SOHERATREEEZIEE.

HB1.  Administration -> System -> Certificates -> System Certificates -> i%£ ¥ ISE G4HE I+ T H .

15¢ ices Engin 7> Home  Operations| ™  Policy | ¥  GuestAccess|¥  Administration | ¥
£ Identity Management [ Network Resources 28] Device Portal Management |k pxGrid Services Feed Service 8 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance ckup & Restore Admin Access Settings

Certificate Management System Certificates . For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

[ / Edit |[dF Generate Self Signed Certificate | (<= Import | [ Export | [3¢ Delete |[ 5 View |

Overview
Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
el
EAP
Endpoint Certificates Default self-signed server ¢ Authentication, Default Portal Certificate Mon, 2 May 2016 B3
@ ertificate Admin, Portal, Group isel4.lab6.com isel4.lab6.com Sun, 3 May 2015 on, lay .
pxGrid

& NSHAMIER, BAUESEOAER &M, EXLRAD, IERBRERR ise14.pem

S8 2.  Administration -> System -> Certificates -> Trusted Certificates -> Import -> il 5 3 {4 -> J&5 F Trust for
authentication within ISE -> Submit.

/i) Home  Operations | ¥  Policy | ¥  Guest Access| ¥ Administration | ¥

£ Identity Management B Network Resources Device Portal Management pXGrid Services Feed Service 248 pxGrid Identity
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

* Certificate File | Browse... | isel4.pem

Overview
Friendly Name |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog

Trusted Certificates

[ Trust for authentication of Cisco Services
RCSH Liiei Erorie [ Validate Certificate Extensions
Certificate Signing Requests Description |
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/&3 F pxGrid
Jt H pxGrid A4, 7E ISE H R4 5 3)) pxGrid k%% . ANBE K H 254 ISE S0k 552 3 ISE .

#$B3.  {f Administration -> System -> Deployment -> Save 7 Ff] pxGrid.

7> Home  Operations | ¥  Policy | ¥  Guest Access | ¥ Administration |
5 Identity Management B Network Resources Device Portal Management PXGrid Services Feed Service 248 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > isel4

Deployment
Edit Node
@vikE- L Profiling Configuration
» =l Deployment
=%o PAN Failover
Hostname iseld
FQDN iseld.lab6.com
1P Address 10.0.0.58
Node Type Identity Services Engine (ISE)
Personas

1¥| Administration Role STANDALONE Make Primary

¥/ Monitoring Role = PRIMARY v Other Monitoring Node

1| Policy Service

1| Enable Session Services i
Include Mode in Node Group | None >

|| Enable Profiling Service

pxGrid i

SB4. KF pxGrid k4 Z A G H . Administration -> pxGrid Services.

3 XAIBEEE—oWETE, 1EIIE pxGrid BREZ RS IEEMIRK, 7£ ISE pxGrid T4 EiE1T “application status ise” .
MRBESMALBER, BF ISE SMHERSHE ISE ZEENRGIEBES.

70t Home  Operations | ¥  Policy| ¥  Guest Access| ¥ Administration | ¥

ofa System 5 Tdentity Management B Network Resources [22] Device Portal Manageme% Feed Service 218 puGrid Tdentity Mapping

ODisable Auto-Registration
LheLog
¢ Enable (@) Disable @Apprme © Group W Decline eDeleln - %Refrsh Total Pending Approval(0) « 1-20f2  Show |25 v perpage Pag
]  ClentName Client Description Capabilities Status Client Group ' Log
O P ise-admin-isel4 Capabilities(3 Pub, 1 Sub) Online Administrator View
O P ise-mnt-iseld Capabilities(2 Pub, D Sub) Online Administrator View




REViERIEEmR

atfran]es
CISCO.

$B5 A “Auto Registration”

: WRKEA “Auto Registration”

, B EE pxGrid B PimiEk THERRE.

ty Services Engine o

Administration | ¥

Ucense Warning 1 |

o Home Operations |» Policy Iv Guest Access | ¥ Setup Assistant v
=32 System £ Tdentity Management [ Network Resources |24, Device Portal Management | pxGrid Sarvicas |5} Feed Service 18 pxGrid Identity Mapping
3
@Enable Auto-Registration fDisable Auto-Registrati
View By Capabiliti
e
fEnable  @Disable  @Approve @ Group Wi Decine  (@Delete v R Refresh | Total Pending Approval(D) ¥ 1-20f2 Show 25 « perpage Page [1 3| ofl
O Client Name Client Description Capabilities Status Client Group Log
O » ise-admin-ise14 ‘Capabilities(3 Pub, 1 Sub) Online Administrator View
O » ise-mnt-iseld Capabilities(2 Pub, 0 Sub) Online Administrator View

1% ISE SHAUER-FH E SMC

TE]N.

¥ ISE H9riEB S A F] SMC iF B & LR PE

Admin User -> Administer Appliance -> Configuration -> Certificate Authority -> 3| ' 3 4% 5§ 5

) ISE S ik 15 > Add.

Number of Records: 5

id-1000 2011-04-04
11:51:02

ise1d_cert 2016-05-02
12:51:02

ise_14_identity_cert 2016-05-02
12:51:02

ms_ca_root 2020-03-17
13:39:09

lancope 2035-01-01
05:10:10

EX3
Select SSL certificate to add
| Browse... | Nofile selected.

Lancope

ise14.lab6.com

ise14.lab6.com

labB-WIN-

OCTAJ4DPT75-CA

Lancope

Lancope

ise14.labB.com O

ise14.lab6.com (=]

lab8-WIN- =
OCTAJ4DPT75-CA

Lancope =]
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A SMC BIZB&EZIER
HEAEFRATT N SMC  (pxGrid 2 i) Al HELZIE T . B EAE SMC _FIREUR i IR BUR .
3 XESEITRAE SMC -> Help-Self-Signed Certificates E

HE1. 9 SMC AR, RGUER RN E RN ZAE 5 D A A 4 .

openssl genrsa —-des3 -out smcl.key 2048

ERERT AR

smc:~# openssl genrsa -des3 -out smcl.key 2048
Generating RSA private key, 2048 bit long modulus

Lt

e is 65537 (0x10001)

Enter pass phrase for smcl.key:

Verifying - Enter pass phrase for smcl.key:
smc: ~#

SET2.  AEHAEZHUETEXK (CSR) .

openssl req -new -key smcl.key -out smcl.csr

Note: All the field are required except for the challenge password [] and company name []

ERERILLUN N

smc:~# openssl req -new -key smcl.key -out smcl.csr

Enter pass phrase for smcl.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:Maryland

Locality Name (eg, city) []:Germantown

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lancope
Organizational Unit Name (eg, section) []:Engineering

Common Name (e.g. server FQDN or YOUR name) []:smc.lab6.com

Email Address []:jdoe@lancope.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

smc: ~#
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PR3 ERAZKIES.

openssl x509 -req -days 365 -in smcl.csr -signkey smcl.key -out smcl.crt

45 B DL R %

smc:~# openssl x509 -req -days 365 -in smcl.csr -signkey smcl.key -out smcl.crt

Signature ok
subject=/C=US/ST=Maryland/L=Germantown/O=Lancope/OU=Engineering/CN=smc.labé.com/emailAddress=jdoe@lancope.com
Getting Private key

Enter pass phrase for smcl.key:

smc: ~#

i L Sk YN E I TR

cp smcl.key smcl.key.org
openssl rsa -in smcl.key.org -out smcl.key

R E 2L AR

smc:~# cp smcl.key smcl.key.org

smc:~# openssl rsa -in smcl.key.org -out smcl.key
Enter pass phrase for smcl.key.org:

writing RSA key

smc: ~#

$I;5.  ENAE froot/'sme Hag P EALLTHE.

smc:~# 1s
smcl.crt smcl.csr smcl.key smcl.key.org
smc: ~#

# LA Admin User 14744 smcl.cert il smcl.key 4% %] SSL UEF5 R SMC H.

HIE6. T SCP fEAHE ] smcl.crt 7l smel.key A, WIERAER Hl| BIA M PC B lie 2128 B 46 2435 B2 1) 7
B, HZRMEFR “E MAC LA H SSH” Uit
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BHEZRIEE &3 SmC

BEAEBATR: B 2 AEAS A AR -BAFA SIS _EAZH] SMC.

$81.  Admin User -> Configuration -> SSL Certificates J 4% smcl.crt I smc1.key -> Upload Certificate .

ST

—
SRl StealthWatch Management Console VE

EALT
(WAIS

SSL Certificate

A Warning Please read and follow instructions before pushing the "Upload Certificate”
button:

» Provide a target certificate supplied by an official certification authority(CA) into the first
box.

+ Provide a CA certificate chgin into the second box. Typically user certificate (trust target)
is not signed by root (trust anchor) CA. It is signed by an intermediary whose certificate is
signed by the root CA. In this case there is a chain: user certificate, intermediary
certificates, and the CA root certificate. This field is optional because in case of a
self-signed certificate it is blank.

+ Provide a private key(not encrypted) into the third box.

Target Certificate File(PEM-encoded):

[ Browse... | smet.crt

Certificate Chain{PEM-encoded){Optional):
FBF(E | No file selected.

Private Key{Not Encrypted)(PEM-encoded):

|_B;0wse.., | sme1.key

Upload Certificate

$B2.  EBNZEINEHCRY) B, FHEEHE.
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1§ SMC BE&ZiEB L53 ISE Z{EENRSIEBEE
AR ERATTE SMC B4 UF 1 FAL R ISE Z(5 (T R S0iE P E.

$B1.  Administration -> System -> Certificates -> Trusted Certificates -> Import the SMC self-signed certificate.
Ja Fl “trust for authentication within ISE” Jf & i Submit.

Administration | ¥

Operations | ¥ Policy| ¥ Guest Access | ¥
Z Identity Management BB Network Resources Device Portal Management PXGrid Services Feed Service 148 pxGrid Identity |
Logging Maintenance Backup & Restore Admin Access Settings

/iy Home

Deployment Licensing

Import a new Certificate into the Certificate Store X

* Certificate File | Browse. .. | smcl.crt

Overview
Friendly Name | |

System Certificates

Trusted For: @
Endpoint Certificates Trust for authentication within ISE

[ Trust for client authentication and Syslog

Trusted Certificates

[] Trust for authentication of Cisco Services
CEH I [ Validate Certificate Extensions
Certificate Signing Requests Description |

[concs |
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I8 F B 1&g (ANC)

AATTHELE ISE 1.4 L5 I E & N M 2545 4] (ANC) A1 B AR . ANC PLRTZE ISE 1.3 FHFR AL b R4 iR 5%
(EPS).

SB1.  EAEISE 1.4 H/aH ANC, 1% £ Administration -> System -> Settings -> Adaptive Network Control ->
Enable->Save.

AL T e e

£ Identity Management il Network Resources Device Portal Management pXGrid Services [ifi7eed Servi
Deployment Licensing Certificates Legging Maintenance Backup & Restore Admin Access

Settings Adaptive Network Control i
=] Client Provisioning

=] FIFS Mode Service Status | [ Enabled ~
= Alarm Settings -
» [ Posture
i= Profiling Save Reset
» [ Protocols

S$B2. EAEISE 1.3 F)F H EPS, i Aiili Administration -> System -> Settings -> J& /i Service Status, #RJ5 &
i Save.

S

o e 4> Home  Operations | ¥ Polcy | Y Guest Access| ¥ Administration | ¥
5 Tdentity Management i Network Resources Device Portal Management PXGrid Services Feed Service 24
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access

Settings Endpoint Protection Service @

=] FIPS Mode Service Status | [F Enabled
i= Alarm Settings

=
=
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S8, 3.  Policy -> Police Elements -> Results -> Authorization -> Authorization Profiles -> Add -> Quarantine, 4
Name %ii A\ Quarantine -> Submit.

e r—————

/i Home  Operations |  Policy|Y  GuestAccess| ¥  Administration [ ¥
Authentication Authorization 4] Profiling Posture Client Provisioning B deﬁ@ -3 Policy Elements
Dictionaries Conditions

Authorization Profiles > New Authorization Profile

Results
Authorization Profile
[ 5) "
ame i
a~ |- o | Quarantine |
» (] Authentication Description |
v [ Authorization = Access Type | ACCESS_ACCEPT v

[ Authorization Profiles
@ Blackhole_Wireless_Access
@ Cisco_IP_Phones
) DenyAccess

Service Template | |

$B 4. Policy -> Authorization -> Exceptions F#s 1 LA P 2

. 7> Home  Operations | ¥  Policy | ¥ Guest Access| ¥ Administration | ¥
D Authorization %] Profiling Posture Client Provisioning ThustSec &, Policy Elements

Authorization Policy

| Authentication

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies ~]

~ Exceptions (1)

Status  Rule Name Conditions (identity groups and other conditions) Permissions
ANC [ Session:EPSStatus EQUALS Quarantine then  Quarantine

2B 5. Rule Name: ANC.

$B6.  New Condition Rule R HIHTEHAE: Session:EPStatus:Equals:Quarantine.
ST, Permissions:Profiles:Standard:Quarantine .

B 8.  Click -> Done -> Save.
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HoAh pxGrid SCASHZ T http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-
implementation-design-guides-list.html

o fiH pxGrid FREUETS: fHH B2 4 pxGrid % 7 i Al H 2544 ISE pxGrid 7 fiETS
o fIiH pxGrid FBEUET: UEPBMURHLI (CA) 2544 1] pxGrid 7 F i Al H 25 44 ISE pxGrid 17 £E+

o [ pxGrid FEUET: IEBAURHLII (CA) 2244 1) pxGrid 2 7 il CA 2544 11 ISE pxGrid 1 fiilE+f5
o JiLE I Cisco pxGrid FIEE AL



http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
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BR

7£ MAC E/EF SSH

1. {£ MAC 5 H SSH.

Johns-Macbook-Pro:Utilities jeppich$ sudo launchctl load -w /System/Library/LaunchDaemons/ssh.plist

Johns-Macbook-Pro:Utilities jeppich$

B2 KON SMC Bl EIAH: PC.

Dddd smc:~# scp smcl.crt jeppich@10.0.0.5:/Applications/isel4 certs/
Password:

smcl.crt 100% 1330 1.3KB/s 00:00
smc:~# 1s

jeppich@10.0.0.5 smcl.crt smcl.csr smcl.key smcl.key.org

smc:~# scp smcl.key jeppich@10.0.0.5:/Applications/isel4 certs/

Password:

smcl.key 100% 1675 1.6KB/s 00:00
smc: ~#

©2015 BRAZAF
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WREHERR
SMC ANC ZZ#EIRIHR : FREIAKAREEL X ISE

#£ Administration -> pxGrid services I, # SMC SFVEN% /7 55 7> BL 2 ESP 4.

1£ ISE pxGrid T5 2 F % B 5 pxGrid HYERE

XFFAEBAURHI (CA) Z2IUEF, EHIRIETE ISE ZEENRAIEBER BAMHR CAIES, JHEISE R4IE
FE B AT ISE pxGrid 5 b+ . pxGrid 25 /7 S ik 50 2[R i B AT 25 7 i £ 43 B E AN AR 55 2% £ 4 e ) EKU

X ISE A AT, LA EEL G IEB N RGAERES HIF S AE] ISE ZEEN RGHEPET.
HREAMEE, ESM “1F ISE 9 XA E R E pxGrid”




