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o] EA A= CA AT o= N 9124 2 ISE pxGrid == 9] ISES 913 ISE 2] A 9154 2 A}g-5}o]
pxGrid E2Fo|AEE FA5t= Wl ok An g o] d dAof s A sttt o] &A= Cisco pxGridE
7% 8}+= Cisco ?ﬂ’“ AAYe], 7= viAE AU, 3 EY 8 S g o2 etk B3 pxGridol o 3
A ka1 9] of g th. pxGridel Hl8) 2 B AL o} 2l

Configure and Test Integration with Cisco pxGrid.pdfE #Z3}4] Al &
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-84-

Configure_and Test_Integration_with_Cisco_pxGrid.pdf

Cisco ] 7} E "o A pxGrid sdk& ¥E5 4t

Cisco ISE(Identity Services Engine) 1.30] A2 % 215 HAA 2 FUth 0SX 10.8.55 A3 F <0 MAC pxGrid
Zefo]AEZ AFE-H YT Linux OS%E AR&-3F 4= )5 U T} pxGrid & 2Fo] 1 E ol = Oracle Java Development
Kit7 == 80] g Q 6‘]—]414.

o>

Y}

32,

Deploying pxGrid with Certificates A 2] 20l = 53 22 F 71| o} & A7}
e ISE pxGrid =& ¥ pxGrid Z2}o] A E] CA A ™ A5A] AFE-

e ISE pxGrid :== % ISE pxGrid S efo]| A E | 2pA| A7 Q154 AHE-
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o] Ao A= ISE = HE T3 A] pxGrid F2Fo] A E 2 ISE pxGrid ==9] CA A ¢354 Ax] 17 o] A
&l zkAI ] T Yt o] - pxGrid Z8}0] 91 E ol &= Entrus 22> ¥ 58 CAl 98 Ay S 7t 3k
4 AHUTH AFE A A A pxGrid B =82 Z2}o] A E 915(1.3.6.5.5.7.3.2) D A1 215(1.3.6.1.5.5.7.3.1)°
S5 EKU(Enhanced Key Usage) ISO 7 €] OID(object identifier)”} =%+ Y T}, ISE pxGrid = =9 &= ISE
EY2ER ATA A4 ZAHA A7 ISE ID 154 7F Z 3 Yt Microsoft Enterprise CA 2008 R2+= pxGrid
Zfo]AE Q] SlFA o] st 4= 9l= CA Ao 2 A& Ut} Microsoft CA T 3He] CA FE A5 =ISE
EY2EY JAFA sl 7Y ISE HEE Q154 & pxGrid S ehe]lAE L] 7] A Al 7Yt

pxGrid ZF2Fo] A EZHISE pxGrid ==0 AA S 45 7 58 Ao B 242 pxGrid 145 913l
SASL(Simple Authentication and Security Layer)°l] E & ~E Ut}

g olol ol = Aue) 154 Fz 97k e 5,

pxGrid and Certifcates .

®

] Certificate Authority

As long as Grid Client

Trusts the ISE’s Certificate

Signer Chain, and Vice-Versa
You are good!
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Enterprise MS
2008 R2 .
pxGrid client CA ISE pxGrid Node

System System
(Public/Private key) (Public/Private key)

Keystore values:
self2jks- used for keystoreFilename in pxGrid script
root,iks- used for truststoreFilename in pxGrid script

XtXl A S ISE pxGrid == 1S A & pxGrid HIZALE 21T 101 &

o] of| ol A= ISE A4l A ASAE ISEEHAEH ASA AFa=2 7FASYTH ISEID Q154 7F
EY2EH ATA AAad o™ ISE =29 pxGrid #H| 24215 &4 31614l 0] & Primary = =2 W4 &
T AFYTLE AAE == pxGrid Services Viewoll 3L A Y T,

=] kA A ISEID 9152 WRE WAL pem 9L 2 A3t}
Administration->System->CertificatesE X} 8| 2 7 T}-& ISE identity cert->Export(¥] 53 7|WhHE
Ay

Export Certificate 'Default self-signed server certificate’

(®) Export Certificate Only

) Export Certificate and Private Key
*Private Key Password
*Confirm Password |

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

Cisco Systems © 2015 5 HOIXI
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2643 A ISE pem LS ISE B 2EE I5A A AR 7k S o
Administration->System->Certificates->Trusted Certificates->BrowseS X} 2 +& o4& 3 &
A2 =313 SubmitS FHUYTH

7 Home Operations| ¥  Policy| ¥  GuestAccess|¥  Administration | ¥ ‘
5 Identity Management BB Network Resources Device Portal Management pxGrid Services Feed Service sfip
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Import a new Certificate into the Certificate Store

* Certificate File | Browse... | Defaultselfsignedservercerti.pem

Overview
Friendly Name |

System Certificates

Trusted For: i
Endpoint Certificates Trust for authentication within ISE

[J Trust for client authentication and Syslog

Trusted Certificates o ) )

[C] Trust for authentication of Cisco Services
OCSP Client Profile

[[] Validate Certificate Extensions

Certificate Signing Requests

Description |
SN Caud
O
ISE EX{2EH Q5A] 714 7] 7F A P Yt
Trusted Certificates
J Edit  Jhimpart | @ Export | 3 Delete

] Friendly Name 4 Status Trusted For Serial Number Issued To

[] Baltimore CyberTrust Root Enabled Cisco Services 02 00 00 B9 Baltimare CyberTrust

[ Centificate Services Endpoint Sub CA - ise2#00001 Enabled EES;:‘SW OB A4 CBE2 A9 Ad.. Certificate Services E

[0 certificate Services OCSP Responder - ise2 #00003 Enabled Infrastructure 1A E3 25 3B 9B CA... Certificate Services C

[0 Certificate Services Root CA - ise2#00002 Enabled EES;:EUM 0D 9F C1 A1C19D.. Certificate Services R

O Cisco CA Manufacturing @ Disabled Encpoints GA6967B30000.. Cisco Manufacturing
Infrastructure

[J cisco Root CA 2048 @ Disabled Encipoints SFF8 7B 28 2B 54 ... Cisco Root CA 2048

[ ise2.lab6.com#ise2.labb.com# 00004 Enabled Infrastructure 54 8A 31 DD 00 00... iseZ.labB.com

L rimary

Cisco Systems © 2015

6 HIOIXI



EorAHA &Y J0I1E

CISCO.

3

4¢3

CA FERJISHE R ESHALISE B2 2 EH QI5A A A = =3 U5 ISE
AR A Al Eel~E B3-S He gL T
Administration->System->Certificates->Trusted Certificates->ImportE X} 2 T& t}& CA FE

ASHME d=2=dYoh
__n

/> Home  Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

1 Identity Management i Network Resources |2 Device Portal Management |&4 pxGrid Services |&, Feed Service Li§ pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Overview Issuer

* Friendly Name I lab6-WIN-BG7GPQOS31D-CA#Iab6-WIN-BG7GPQO531D-CA#00006 I

System Certificates
Status Enabled ~

Endpoint Certificates ) -
Description | pxGrid_CA_TEST |
SUbfect CRAbEMINBGTEPAUSIID CARCT ab6,0Ccom
Issuer CN=lab6-WIN-BG7GPQOS3ID-CA,DC=Iab6,DC=com
OCSP Client Profile Valid From  Fri, 14 Nov 2014 01:47:06 UTC

Valid To (Expiration) Thu, 14 Nov 2019 01:57:06 UTC
Serial Number 44 8A 6D 64 86 C9 1CB1 4C 68 88 C1 27 D1 6C 4E

Signature Algorithm SHA2S6WITHRSA
Certificate Authority Key Length 2048

Internal CA Settings

Certificate Signing Requests

Usage
Certificate Templates
Trusted For: |

External CA Settings Trust for authentication within ISE

ISEX| A pxGrid ¥ 2412 g4 8} o}
Administration->System->Deployment->Enable pxGridZ X} 2 F& & 9 &S Primary2
M 7313l SaveE T UL

/) Home  Operations | ¥  Policy | Y  GuestAccess| ¥  Administration | ¥

L1 Identity Management

B Network Resources |28) Device Portal Management Bl pxGrid Services |l Feed Service &
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Modes List > ise2

Deployment
T & = Edit Node
oz = et General Settings Profiling Configuration
» oo Deployment
Hostname ise2
FQDN ise2.lab6.com
1P Address 10.0.0.94
Node Type Identity Services Engine (ISE)
Personas
| Administration Role PRIMARY Make Standalone |
Monitoring Role | PRIMARY = Other Monitoring Node
Policy Service

Enable Session Services ¢
Include Mode in Node Group | None -| i

Enable Profiling Service

pxGrid

Kl

fe:]
=

£ Primary2 S Al HAGHOF 6t= 22 Ot LICH
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SEHA A E AMuATE A A E LA FIE U T
Administration->pxGrid Services

/> Home Operations|¥  Policy| ¥  GuestAccess|¥  Administration | ¥ !
oo System &L Tdentity Management BB Network Resources [12] Device Portal Management & pxGrid Services &) Feed Service L8 pxGrid Identity

Live Log

o Enable @ Disable @Approve @ Group W Decline € Delete ~ i Refresh  Total Pending Approval(0) ~

O Client Name Client Description Capabilities Status Client Group
O » ise-mnt-ise2 Capabilities(2 Pub, 0 Sub) Online Administrator
O » ise-admin-ise2 Capabilities(2 Pub, 1 Sub) Online Administrator

D ISE HA S0 EAIED DX X HO| LAHE == JESLICH pxGrid HIZA UL 243 D] Mol &S ME A XI6HO0F & LICH

pxGrid S e}o| A E Q15 A] A 18 o] A
o] MM o) A= pxGrid FEFo]| A E A Q154 A TR2AAS GAEE At} Ql5A
A &g/ gtolyl 7] #o] A=W Lol Hl 7]91 self2.keyoll A1 PKCS12 3 o] A H 1t}

PKCS12 3+ ID 7] A 4249 selfl.jks&2 7F4 2715 Uth o] ID 7] A4 2 38 v W H 5= pxGrid
2~ A Y E 9] keystoreFilename % keystorePassword & &2 U T} pxGrid S 2Fo] A E Q15421 self2.cer’= ID 7]
A7 Aol F7H Y o

ISE ID ¢1Z A ¢l isemnts= 27 H A A A T} 2o Z
root jksOll F=7FE U o] EYAE 7] A4 W A
truststorePassword & &2 g4t}

16t pxGrid S2Fo] A Eo gk Zeto]ul 7](: self2.key)E /4 FH .

Q3 CA FE QZEAE EYAE 7] A4
U T = pxGrid 227 H E 9] truststoreFilename 2!

JReoiich

openssl genrsa -out self2.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

26 CA kol o gk CSR(: self2.csr) 84S A FY T BAX] U 5 (o: ciscol23)E A3 FH o

Cisco Systems © 2015 8 HIOIXI
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openssl req -new -key self2.key -out self2.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:Eppich, Inc

Note: Keep the same password throughout this documnent, easier to maintain, and cut down on errors

A CA H3H2 ZEFo|AE Q5 9 A H 135S 913 EKU(Enhanced Key Usage) ISO % £] OID(object

ZZI2 CA SN MAELICH Ol= S2E AL X 2E30I0, Windows 2003 &A= AIE6I2Z Certificate Template ESCH2
50l ol e 120l ZAIELICEH EKU 2210|HE 215 L AH 21E50] 2F BIERR0 FOLEIASLICH

Microsoft Active Directory Certificate Services — lab8-WIN-BGTGPQO53ID-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 re
by an external source (such as a Web server) in the Saved Request box.

Saved Request:

OCAQEAth-v-uBEMpwxadhinﬁy’waKY\s\‘hOYSer;xf
Base-bd-encoded [ o 7pvaiqa) 161k 3 chergzdBkQMyXvzhxZhag
certificate request |pro3cmgoCyAsCTxhnBNIIfsVLZY kS ayPpmuaH3IL3

(CMC or Hm + 6thRTVhrKOGE LejxFd + 0lz0xEn 19YMov7sRSWHL 1
PKCS #10 or Wf+Z +ptKB7AYC zPYVWr (kIBEbBTG 1hSuMMF+Aglcn
PKCS #7): 10Q23iwmpdoaVabvh FenmkudiQBg ==

UEST--——-- P
Certificate Template:

| pxGrid

Additional Attributes:

Aftributes:

F

| Submit = |

4CH | pxGrid S 2Fo] A E Q154 (o] self2.cer)] Z2to]Hl 7] A pxGrid 2 2F°] 1 E pkesl2
T (self2.pl2)S A YT o] = 7] A4 Tl A8 Yt CA FE 3+ (9: ca root.cer)=
RAEI IR

Cisco Systems © 2015 9 HIOIXI
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openssl pkcsl2 -export -out self2.pl2 -inkey self2.key -in self2.cer -chain -CAfile ca_root.cer

Enter Export Password: ciscol23
Verifying - Enter Export Password: ciscol23
Johns-MacBook-Pro:pxGridsdk jeppich$

|3 cisco1238 o] ¥4 Al AHEH = Wzt

5 pxGrid 2ol AE ID 7] A g A (l: self2.jks)E A F YT} o] = pxGrid 2T HE ool 4]
keystoreFilename 2 ¥ keystorePassword & 33 31 v},

keytool -importkeystore -srckeystore self2.pl2 -destkeystore self2.jks -srcstoretype PKCS12

Enter destination keystore password: ciscol23

Re-enter new password: ciscol23

Enter source keystore password: ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, O entries failed or cancelled

6l 359 ISE ID ¢ 5A 9 pxGrid S 2Fo| A EZ W E Y™, o] = pem 2] 0 & o] Fo] Ut}
G427 pemQl FA 9] o] 55 U Y7 GA WA S dF U o] ool A 3 9] o] 52

isemnt.pem ©. % W 7 ¥ 2 F U T}

Export Certificate ‘Default self-signed server certificate’

(®) Export Certificate Only

O Export Certificate and Private Key
*Private Key Password
*Confirm Password

‘Warning: Exporting 2 private key is not a secure operation. It could lead to possible exposure of the private key.

=3 concel |

TS9H pem UG der P2 02 WEF T}

openssl x509 -outform der -in isemnt.pem -out isemnt.der

8CHH| ISEID S15A & EHAE 7] A4 (9: root.jks)oll F7FHH T o] = pxGrid 227 H E o] AL-8-%
truststoreFilename 2 ¥4 truststorePassword 7} < L] T}

Cisco Systems © 2015 10 HIOIXI
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keytool -import -alias mnt -keystore root.jks -file isemnt.der

Enter keystore password: ciscol23
Re-enter new password: ciscol23
Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£f500000000ec27e53cldde4£46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key Encipherment

Key Agreement

Key CertSign
]

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

]

#5: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

]

1

Trust this certificate? [no]l: yes

Certificate was added to keystore
Johns-MacBook-Pro:pxGridsdk jeppich$

9EtH  pxGrid FEFOIAE ASAE 1D 7] AFAE 7FA 5T

keytool -import -alias pxGridclient -keystore self2.jks -file self2.cer

Enter keystore password: ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]l: no

Certificate was not added to keystroke

Cisco Systems © 2015 11 HOIXI
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R EYAE 7] A7A

keytool -import -alias root -keystore root.jks -file ca_root.cer
Enter keystore password: ciscol23
Owner: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl4c6888cl27dl6ecde
Valid from: Thu Nov 13 17:47:06 PST 2014 until: Wed Nov 13 17:57:06 PST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:CO0:6A:E9:7B:87:B4:0E:9C:3A:C1l:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00 .

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key CertSign

Crl sign
]

#4: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0OA E6 5A 15 36 26 D4 A2 06 ...&..7..2.66&...
0010: 6A C8 79 2C 3.V,

]

]

Trust this certificate? [no]: yes

Certificate was added to keystore

MSAH 1D 7] A Aa(el: self2. jks) 2 EHE 7] A4 (4 root.jks)E .../samples/bin =1 o] HAFIU T},

pxGrid 22t0|HE X ISE pxGrid == HIAE

A Z pxGrid 2= H E 9 register.sh X sesswn download.sht= pXGI‘ld SfoldE ﬂ@ 2 pxGrid 5 5=
2l }7] e AAg Uk Al T2 = ISEMNT 154 3 pxGrid S 2ke] A Edl 4171 gl=A]
52l g o,
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194H  pxGrid 22| E &5

./register.sh -keystoreFilename self2.jks -keystorePassword ciscol23 -truststoreFilename root.jks -
truststorePassword ciscol23 -group Session -description test -hostname 10.0.0.96 -username JohnMACbook

——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=JohnMACbook
descriptipon=test
keystoreFilename=self2.jks
keystorePassword=ciscol23
truststoreFilename=root.jks
truststorePassword=ciscol23
registering...
connecting...

connected.

done registering.
connection closed

2CH| A e A

./session_download.sh -keystoreFilename self2.jks -keystorePassword ciscol23 -truststoreFilename root.jks -
truststorePassword ciscol23 -hostname 10.0.0.96 -username JohnMACbook

——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=JohnMACbook
keystoreFilename=self2.jks
keystorePassword=ciscol23
truststoreFilename=root.jks
truststorePassword=ciscol23
filter=null

start=null

end=null

connecting...

connected.

starting at Wed Dec 10 09:55:36 PST 2014...

session (ip=10.0.0.18, Audit Session Id=0A0000020000000B006E1086, User Name=jeppich, AD User DNS
Domain=lab6.com, AD Host DNS Domain=null, AD User NetBIOS Name=LAB6, AD Host NETBIOS Name=null, Calling
station id=00:0C:29:D1:8D:90, Session state= STARTED, Epsstatus=null, Security Group=null, Endpoint
Profile=VMWare-Device, NAS IP=10.0.0.2, NAS Port=GigabitEthernetl/0/15, RADIUSAVPairs=[ Acct-Session-
Id=00000002], Posture Status=null, Posture Timestamp=, Session Last Update Time=Wed Dec 10 08:27:59 PST
2014 )... ending at: Wed Dec 10 09:55:36 PST 2014

connection closed

Cisco Systems © 2015 13 HIOIXI
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keytool -list -v -keystore self2.jks
Enter keystore password:

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 2 entries

Alias name: isecert
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53cl1dd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_ Encipherment

Key_ Agreement

Key_CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

1
1

hhkAkKk Kk IAAKA KA KAAK KA KAA KAk Ak hk kA kkhkhkhkhkhkhkhkhkkhkhkkhkhkkkkk
hhkhkhkkhkhkhkhkhkhkhkhkkhkhkhkkhkhkhkkhkhkkhkhkhkkkhkhkhkkhhkkhkhkkkkk
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Alias name: 1
Creation date: Dec 10, 2014
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificate[1l]:
Owner: O=Internet Widgits Pty Ltd, ST=Some-State, C=AU
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 6105dce600000000000a
Valid from: Wed Dec 10 09:01:44 PST 2014 until: Sat Dec 10 09:11:44 PST 2016
Certificate fingerprints:
MD5: 76:3E:43:48:A7:FD:2C:5B:A3:FD:76:3F:6E:DF:2D:B8
SHAl: A9:E4:66:D9:34:C6:62:67:2B:C0:AF:E1:68:83:EA:36:3D:2A:23:CC
SHA256:
OE:D8:04:30:39:3E:0B:06:D5:3E:29:94:ED:C7:76:7A:5E:27:1C:14:CF:CD:1E:4D:10:AF:22:A7:54:E5:52:7B
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.2.840.113549.1.9.15 Criticality=false

0000: 30 35 30 OE 06 08 2A 86 48 86 F7 0D 03 02 02 02 050...*.H.......
0010: 00 80 30 OE 06 08 2A 86 48 86 F7 0D 03 04 02 02 ..0...*.H.......
0020: 00 80 30 07 06 05 2B OE 03 02 07 30 0A 06 08 2A ..0...+....0...%
0030: 86 48 86 F7 OD 03 07 CHoLLL.

#2: ObjectId: 1.3.6.1.4.1.311.21.10 Criticality=false

0000: 30 32 30 0A 06 08 2B 06 01 05 05 07 03 01 30 0A 020...+....... 0.
0010: 06 08 2B 06 01 05 05 07 03 02 30 OA 06 08 2B 06 ..+....... 0...+.
0020: 01 05 05 07 03 04 30 OC 06 OA 2B 06 01 04 01 82 ...... 0...+.....
0030: 37 OA 03 04 7...

#3: ObjectId: 1.3.6.1.4.1.311.21.7 Criticality=false

0000: 30 2D 06 25 2B 06 01 04 01 82 37 15 08 DC FD 1A O0-.%+..... T.o....
0010: 87 CB EB 79 81 89 9D 2D 86 E6 FC 53 86 82 Al 38 ...y...-...S...8
0020: 5E 86 D1 B8 23 85 FC EF 40 02 01 64 02 01 03 AR S Y.

#4: ObjectId: 1.3.6.1.5.5.7.1.1 Criticality=false
AuthorityInfoAccess [

[

accessMethod: caIssuers

accessLocation: URIName: ldap:///CN=1lab6-WIN-BG7GPQO053ID-
CA,CN=AIA,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?cACertificate?base?objectC
lass=certificationAuthority
1
1

#5: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z2.6&...
0010: 6A C8 79 2C j.y.,

1
1

#6: ObjectId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:///CN=1ab6-WIN-BG7GPQO053ID-CA,CN=WIN-
BG7GPQ053ID,CN=CDP,CN=Public%20Key%20Services,CN=Services,CN=Configuration,DC=1lab6,DC=com?certificateRevoca
tionList?base?objectClass=cRLDistributionPoint]

11

#7: ObjectId: 2.5.29.32 Criticality=false

CertificatePolicies [
[CertificatePolicyId: [2.5.29.32.0]

[1 1

]
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#8: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth

emailProtection

1.3.6.1.4.1.311.10.3.4
]

#9: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Key_ Encipherment

1

#10: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 36 E2 1A 09 D1 51 72 4D C3 6A 18 C1 C4 EB AE B5 6....QrM.j......
0010: E4 48 39 4E .HON

1
1

Certificate[2]:
Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl14c6888cl27dl6c4de
Valid from: Thu Nov 13 17:47:06 PST 2014 until: Wed Nov 13 17:57:06 PST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA: true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_ CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

khkhkkkkhkkhkhkhkhkkhkhkhkkkhkhkhkhkhkhkkhkhkhkkkhkkhkhkhkkkhkkkkkk
hhkAkKk Kk IAKKA A KAAK KA KAA KAk Ak hk kA hkkhkhkhkhkhkhkhkhkkhkhkkhkkkkkk

keytool -list -v -keystore root. jks
Enter keystore password:

Keystore type: JKS
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Keystore provider: SUN
Your keystore contains 2 entries

Alias name: root
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Issuer: CN=1lab6-WIN-BG7GPQ053ID-CA, DC=lab6, DC=com
Serial number: 448a6d6486c91cbl14c6888cl27dl6c4de
Valid from: Thu Nov 13 17:47:06 PST 2014 until: Wed Nov 13 17:57:06 PST 2019
Certificate fingerprints:
MD5: 41:10:8A:F5:36:76:79:9C:2C:00:03:47:55:F8:CF:7B
SHAl: 9D:DA:06:AF:06:3F:8F:5E:84:C7:F4:58:50:95:03:22:64:48:96:9F
SHA256:
DB:28:50:D6:47:CA:C0:6A:E9:7B:87:B4:0E:9C:3A:C1:A2:61:EA:D1:29:8B:45:B4:76:4B:DA:2A:F1:D8:E0:A3
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
1

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: A9 C7 8E 26 9C F5 37 0A E6 5A 15 36 26 D4 A2 06 ...&..7..Z.6&...
0010: 6A C8 79 2C j.y,

1
1

hhkAkKk Kk KKK KKKk KA KAA KAk Ak hk kA hkkhkhkhkhkkhkhkhkkhkhkkhkkkkkk
hhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkkhkhkhkkhkhkkhkhkhkkkhkhkhkkhkhkkhkhkkkkk

Alias name: mnt
Creation date: Dec 10, 2014
Entry type: trustedCertEntry

Owner: CN=ise.lab6.com
Issuer: CN=ise.lab6.com
Serial number: 548502£500000000ec27e53cldd64£f46
Valid from: Sun Dec 07 17:46:29 PST 2014 until: Mon Dec 07 17:46:29 PST 2015
Certificate fingerprints:
MD5: 04:7D:67:04:EC:D2:F5:BC:DC:79:4D:0A:FF:62:09:FD
SHAl: 5A:7B:02:E4:07:A1:D2:0B:7D:A5:AE:83:27:3B:E7:33:33:30:1E:32
SHA256:
C4:21:6C:6F:5B:06:F3:2C:D7:26:35:CB:BE:2B:1B:FF:0E:EE:09:91:F6:B6:54:0C:6F:63:CB:43:1F:77:F2:37
Signature algorithm name: SHAlwithRSA
Version: 3

Extensions:
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#1: ObjectId: 2.5.29.19 Criticality=false
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.37 Criticality=false
ExtendedKeyUsages [

serverAuth

clientAuth
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_ Encipherment

Key Agreement

Key_CertSign
1

#4: ObjectId: 2.16.840.1.113730.1.1 Criticality=false
NetscapeCertType [
SSL server

1

#5: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: C4 F3 1A 9E 7B 1B 14 4F 51 9E A4 88 33 07 7A AC ....... 0Q...3.z.
0010: 75 37 36 D4 u76.

1
1

khkhkkkkhkkhkhkhkhkkhkhkhkkkhkhkhkhkhkhkkhkhkhkkkhkkkhkhkkkhkkkkkk
hhkAkKk Kk AAA KA KAAKk KA KAA KAk Ak hk kA hkkhkhkhkhkhkhkhkhkkhkhkkhkkkkkk
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./register.sh -keystoreFilename selfl.jks -keysrePassword ciscol23 -truststoreFilename rootl.jks -
truststorePassword ciscol23 -username pxGridclient -hostname 10.0.0.96 -group Session -description testl
——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=pxGridclient
descriptipon=testl
keystoreFilename=selfl. jks
keystorePassword=ciscol23
truststoreFilename=rootl. jks
truststorePassword=ciscol23
registering...
connecting. ..
javax.net.ssl.SSLHandshakeException: Received fatal alert: unknown_ca
at sun.security.ssl.Alerts.getSSLException (Alerts.java:192)
at sun.security.ssl.Alerts.getSSLException (Alerts.java:154)
at sun.security.ssl.SSLSocketImpl.recvAlert (SSLSocketImpl.java:1991)
at sun.security.ssl.SSLSocketImpl.readRecord(SSLSocketImpl.java:1104)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection. java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader. java:43)
at org.jivesoftware.smack.PacketReader$l.run(PacketReader.java:70)
Exception in thread "main" com.cisco.pxgrid.GCLException: SASL authentication failed:
at com.cisco.pxgrid.GridConnection.connect (GridConnection.java:197)
at com.cisco.pxgrid.samples.ise.Register.main (Register.java:99)
Caused by: SASL authentication failed:
at org.jivesoftware.smack.SASLAuthentication.authenticate (SASLAuthentication.java:281)
at org.jivesoftware.smack.XMPPConnection.login (XMPPConnection.java:206)
at com.cisco.pxgrid.Configuration.connect (Configuration.java:194)
at com.cisco.pxgrid.GridConnection.connect (GridConnection.java:134)
1 more

o ISE AW 2 ThA] AF

application stop ise
application start ise

o pxGrid Z2A| 27} 27138} 5

S
2
‘]l
rO
ot
v
kS

sh application status ise

e FATOF WAL} EAHE T

Z7}al|oF T,

[

Q1S & truststoreFilename 7] A 74242 (©] o o A & root3.jks)?l]

./register.sh -keystoreFilename pxGridClient.jks -keystorePassword ciscol23 -truststoreFilename root3.jks -
truststorePassword ciscol23 -group Session -description MACBOOK -username Macbook_ PRO -hostname 10.0.0.96

——————— properties -------
version=1.0.0

hostnames=10.0.0.96
username=Macbook PRO
descriptipon=MACBOOK
keystoreFilename=pxGridClient. jks
keystorePassword=ciscol23
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truststoreFilename=root3. jks

truststorePassword=ciscol23

registering. ..

connecting. ..

javax.net.ssl.SSLHandshakeException: java.security.cert.CertificateException: root certificate not trusted

of [ise.lab6.com]
at sun.security.ssl.Alerts.getSSLException (Alerts.java:192)
at sun.security.ssl.SSLSocketImpl.fatal (SSLSocketImpl.java:1917)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:301)
at sun.security.ssl.Handshaker.fatalSE (Handshaker.java:295)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1471)
at sun.security.ssl.ClientHandshaker.processMessage (ClientHandshaker. java:212)
at sun.security.ssl.Handshaker.processLoop (Handshaker. java:936)
at sun.security.ssl.Handshaker.process_record(Handshaker.java:871)
at sun.security.ssl.SSLSocketImpl.readRecord(SSLSocketImpl.java:1043)
at sun.security.ssl.SSLSocketImpl.performInitialHandshake (SSLSocketImpl.java:1343)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1371)
at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:1355)
at org.jivesoftware.smack.XMPPConnection.proceedTLSReceived (XMPPConnection. java:806)
at org.jivesoftware.smack.PacketReader.parsePackets (PacketReader.java:267)
at org.jivesoftware.smack.PacketReader.access$000 (PacketReader. java:43)
at org.jivesoftware.smack.PacketReader$l.run(PacketReader. java:70)

Caused by: java.security.cert.CertificateException: root certificate not trusted of [ise.lab6.com]
at org.jivesoftware.smack.ServerTrustManager.checkServerTrusted (ServerTrustManager. java:144)
at sun.security.ssl.AbstractTrustManagerWrapper.checkServerTrusted (SSLContextImpl.java:865)
at sun.security.ssl.ClientHandshaker.serverCertificate (ClientHandshaker.java:1453)

11 more

—

o o &} & O WA A7} A E W pxGrid S 2Fo] A E B ISE pxGrid FQDN ©] 5 ©] DNSE &&f <l

./session_download.sh -keystoreFilename jeppich.jks -keystorePassword ciscol23 -truststoreFilename
trust007.jks -truststorePassword ciscol23 -hostname 10.0.0.96 -username mac2
——————— properties -------
version=1.0.0
hostnames=10.0.0.96
username=mac2
keystoreFilename=jeppich. jks
keystorePassword=ciscol23
truststoreFilename=trust007. jks
truststorePassword=ciscol23
filter=null
start=null
end=null
connecting. ..
connected.
20:18:07.181 [main] WARN o.a.cxf.phase.PhaseInterceptorChain - Interceptor for
{https://ise.lab6.com/pxgrid/mnt/sd}WebClient has thrown exception, unwinding now
org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSen
derInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept (PhaseInterceptorChain.java:271) ~[cxf-
api-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.AbstractClient.doRunInterceptorChain (AbstractClient.java:581) [cxf-
rt-frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doChainedInvocation (WebClient.java:904) [cxf-rt-frontend-
jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:772) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:759) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]
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at org.apache.cxf.jaxrs.client.WebClient.invoke (WebClient.java:355) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.post(WebClient.java:381) [cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at com.cisco.pxgrid.stub.identity.impl.SessionIteratorImpl.open (SessionIteratorImpl.java:128)
[pxgrid-identity-client-stub-1.0.0.jar:1.0.0]

at com.cisco.pxgrid.samples.ise.SessionDownload.main(SessionDownload. java:132) [pxgrid-sdk-
1.0.0.jar:1.0.0]
Caused by: java.net.UnknownHostException: UnknownHostException invoking
https://ise.lab6.com/pxgrid/mnt/sd/getSessionListByTime: ise.lab6.com

at sun.reflect.NativeConstructorAccessorImpl.newInstance0 (Native Method) ~[na:1.8.0_25]

at sun.reflect.NativeConstructorAccessorImpl.newInstance (NativeConstructorAccessorImpl.java:62)
~[na:1.8.0_25]

at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance (DelegatingConstructorAccessorImpl. java:45)
~[na:1.8.0_25]

at java.lang.reflect.Constructor.newInstance (Constructor.java:408) ~[na:1.8.0_25]

at
org.apache.cxf.transport.http. HTTPConduit$WrappedOutputStream.mapException (HTTPConduit.java:1338) ~[cxf-rt-
transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.close (HTTPConduit. java:1322)
~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.AbstractConduit.close (AbstractConduit.java:56) ~[cxf-api-
2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit.close (HTTPConduit.java:622) ~[cxf-rt-transports-http-
2.7.3.jar:2.7.3]

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSen
derInterceptor.java:62) ~[cxf-api-2.7.3.jar:2.7.3]

9 common frames omitted

Caused by: java.net.UnknownHostException: ise.lab6.com

at java.net.AbstractPlainSocketImpl.connect (AbstractPlainSocketImpl.java:184) ~[na:1.8.0_25]

at java.net.SocksSocketImpl.connect(SocksSocketImpl.java:392) ~[na:1.8.0_25]

at java.net.Socket.connect (Socket.java:589) ~[na:1.8.0_25]

at sun.security.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:649) ~[na:1.8.0_25]

at sun.net.NetworkClient.doConnect (NetworkClient.java:175) ~[na:1.8.0_25]

at sun.net.www.http.HttpClient.openServer (HttpClient.java:432) ~[na:1.8.0_25]

at sun.net.www.http.HttpClient.openServer (HttpClient.java:527) ~[na:1.8.0_25]

at sun.net.www.protocol.https.HttpsClient.<init>(HttpsClient.java:275) ~[na:1.8.0_25]

at sun.net.www.protocol.https.HttpsClient.New (HttpsClient.java:371) ~[na:1.8.0_25]

at
sun.net.www.protocol .https.AbstractDelegateHttpsURLConnection.getNewHttpClient (AbstractDelegateHttpsURLConn
ection.java:191) ~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.plainConnect0O (HttpURLConnection.java:1103)
~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.plainConnect (HttpURLConnection. java:997)
~[na:1.8.0_25]

at
sun.net.www.protocol.https.AbstractDelegateHttpsURLConnection.connect (AbstractDelegateHttpsURLConnection. ja
va:177) ~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream0O (HttpURLConnection.java:1281)
~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream (HttpURLConnection. java:1256)
~[na:1.8.0_25]

at
sun.net.www.protocol . https.HttpsURLConnectionImpl.getOutputStream (HttpsURLConnectionImpl.java:250)
~[na:1.8.0_25]

at
org.apache.cxf.transport.http.URLConnectionHTTPConduit$URLConnectionWrappedOutputStream. setupWrappedStream (
URLConnectionHTTPConduit.java:170) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at
org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.handleHeadersTrustCaching (HTTPConduit.java:12
82) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at
org.apache.cxf.transport.http. HTTPConduit$WrappedOutputStream.onFirstWrite (HTTPConduit.java:1233) ~[cxf-rt-
transports-http-2.7.3.jar:2.7.3]
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at
org.apache.cxf. transport.http.URLConnectionHTTPConduit$URLConnectionWrappedOutputStream.onFirstWrite (URLCon
nectionHTTPConduit. java:183) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.io.AbstractWrappedOutputStream.write (AbstractWrappedOutputStream.java:47) ~[cxf-
api-2.7.3.jar:2.7.3]

at org.apache.cxf.io.AbstractThresholdOutputStream.write (AbstractThresholdOutputStream.java:69)
~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.close (HTTPConduit.java:1295)
~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

. 12 common frames omitted
20:18:07.185 [main] WARN c.c.p.s.i.impl.SessionIteratorImpl - unsuccessful attempt made to session
directory ise.lab6.com
javax.ws.rs.client.ClientException: javax.ws.rs.client.ClientException: org.apache.cxf.interceptor.Fault:
Could not send Message.

at org.apache.cxf.jaxrs.client.WebClient.doResponse (WebClient.java:946) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doChainedInvocation (WebClient.java:905) ~[cxf-rt-frontend-
jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:772) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doInvoke (WebClient.java:759) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.invoke (WebClient.java:355) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.post (WebClient.java:381) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

at com.cisco.pxgrid.stub.identity.impl.SessionIteratorImpl.open (SessionIteratorImpl.java:128)
~[pxgrid-identity-client-stub-1.0.0.jar:1.0.0]

at com.cisco.pxgrid.samples.ise.SessionDownload.main (SessionDownload.java:132) [pxgrid-sdk-
1.0.0.jar:1.0.0]
Caused by: javax.ws.rs.client.ClientException: org.apache.cxf.interceptor.Fault: Could not send Message.

at org.apache.cxf.jaxrs.client.AbstractClient.checkClientException (AbstractClient.java:522) ~[cxf-
rt-frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.AbstractClient.preProcessResult (AbstractClient.java:508) ~[cxf-rt-
frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doResponse (WebClient.java:941l) ~[cxf-rt-frontend-jaxrs-
2.7.3.jar:2.7.3]

7 common frames omitted

Caused by: org.apache.cxf.interceptor.Fault: Could not send Message.

at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSen
derInterceptor.java:64) ~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.phase.PhaseInterceptorChain.doIntercept (PhaseInterceptorChain.java:271) ~[cxf-
api-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.AbstractClient.doRunInterceptorChain (AbstractClient.java:581) ~[cxf-
rt-frontend-jaxrs-2.7.3.jar:2.7.3]

at org.apache.cxf.jaxrs.client.WebClient.doChainedInvocation (WebClient.java:904) ~[cxf-rt-frontend-
jaxrs-2.7.3.jar:2.7.3]

6 common frames omitted

Caused by: java.net.UnknownHostException: UnknownHostException invoking
https://ise.lab6.com/pxgrid/mnt/sd/getSessionListByTime: ise.lab6.com

at sun.reflect.NativeConstructorAccessorImpl.newInstance0O (Native Method) ~[na:1.8.0_25]

at sun.reflect.NativeConstructorAccessorImpl.newInstance (NativeConstructorAccessorImpl.java:62)
~[na:1.8.0_25]

at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance (DelegatingConstructorAccessorImpl. java:45)
~[na:1.8.0_25]

at java.lang.reflect.Constructor.newInstance (Constructor.java:408) ~[na:1.8.0_25]

at
org.apache.cxf.transport.http. HTTPConduit$WrappedOutputStream.mapException (HTTPConduit.java:1338) ~[cxf-rt-
transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.close (HTTPConduit. java:1322)
~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.AbstractConduit.close (AbstractConduit.java:56) ~[cxf-api-
2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit.close (HTTPConduit. java:622) ~[cxf-rt-transports-http-
2.7.3.jar:2.7.3]
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at
org.apache.cxf.interceptor.MessageSenderInterceptor$MessageSenderEndingInterceptor.handleMessage (MessageSen
derInterceptor.java:62) ~[cxf-api-2.7.3.jar:2.7.3]

9 common frames omitted

Caused by: java.net.UnknownHostException: ise.lab6.com

at java.net.AbstractPlainSocketImpl.connect (AbstractPlainSocketImpl.java:184) ~[na:1.8.0_25]

at java.net.SocksSocketImpl.connect (SocksSocketImpl.java:392) ~[na:1.8.0_25]

at java.net.Socket.connect(Socket.java:589) ~[na:1.8.0_25]

at sun.security.ssl.SSLSocketImpl.connect (SSLSocketImpl.java:649) ~[na:1.8.0_25]

at sun.net.NetworkClient.doConnect (NetworkClient.java:175) ~[na:1.8.0_25]

at sun.net.www.http.HttpClient.openServer (HttpClient.java:432) ~[na:1.8.0_25]

at sun.net.www.http.HttpClient.openServer (HttpClient.java:527) ~[na:1.8.0_25]

at sun.net.www.protocol.https.HttpsClient.<init>(HttpsClient.java:275) ~[na:1.8.0_25]

at sun.net.www.protocol.https.HttpsClient.New (HttpsClient.java:371) ~[na:1.8.0_25]

at
sun.net.www.protocol.https.AbstractDelegateHttpsURLConnection.getNewHttpClient (AbstractDelegateHttpsURLConn
ection.java:191) ~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.plainConnectO (HttpURLConnection.java:1103)
~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.plainConnect (HttpURLConnection.java:997)
~[na:1.8.0_25]

at
sun.net.www.protocol . https.AbstractDelegateHttpsURLConnection.connect (AbstractDelegateHttpsURLConnection. ja
va:177) ~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream0O (HttpURLConnection.java:1281)
~[na:1.8.0_25]

at sun.net.www.protocol.http.HttpURLConnection.getOutputStream (HttpURLConnection. java:1256)
~[na:1.8.0_25]

at
sun.net.www.protocol.https.HttpsURLConnectionImpl.getOutputStream (HttpsURLConnectionImpl. java:250)
~[na:1.8.0_25]

at
org.apache.cxf.transport.http.URLConnectionHTTPConduit$URLConnectionWrappedOutputStream. setupWrappedStream (
URLConnectionHTTPConduit.java:170) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at
org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.handleHeadersTrustCaching (HTTPConduit. java:12
82) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at
org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.onFirstWrite (HTTPConduit.java:1233) ~[cxf-rt-
transports-http-2.7.3.jar:2.7.3]

at
org.apache.cxf.transport.http.URLConnectionHTTPConduit$URLConnectionWrappedOutputStream.onFirstWrite (URLCon
nectionHTTPConduit.java:183) ~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

at org.apache.cxf.io.AbstractWrappedOutputStream.write (AbstractWrappedOutputStream.java:47) ~[cxf-
api-2.7.3.jar:2.7.3]

at org.apache.cxf.io.AbstractThresholdOutputStream.write (AbstractThresholdOutputStream.java:69)
~[cxf-api-2.7.3.jar:2.7.3]

at org.apache.cxf.transport.http.HTTPConduit$WrappedOutputStream.close (HTTPConduit.java:1295)
~[cxf-rt-transports-http-2.7.3.jar:2.7.3]

. 12 common frames omitted
Exception in thread "main" java.io.IOException: unsuccessful attempts made to all session directories

at com.cisco.pxgrid.stub.identity.impl.SessionIteratorImpl.open(SessionIteratorImpl.java:148)

at com.cisco.pxgrid.samples.ise.SessionDownload.main(SessionDownload. java:132)
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