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VIMWATE BB ........ovuevreseesseesssssse s s s s s s s s e R AR AR 3
1531 OO OO OT RO 3
YHATECE RS VMWATE TL ..o sses s ssanssnens 3

FLE RS VMWArE P ...ttt 3
BB RS VMWare S5 EIZE CAIIE) oot 7
BB ATHRATL LB SPAN 1l oo 11
o= | o W 2 == O 11

BISR A: B .o 12
CISCO TIUSESEC ZRZIE: oot 12
WEBEELEFERT: oo 12
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VMware Z82

k]

AEAEFR A G ] VMware BEEUHL (VM) B ISE 8 FH A BT ThBE . A SCRY A K 1 W
BIE G VMware W48 LA 5 FIAS i 1 7041 28 (SPAN) 231l (038 . TR EGE 1 T fifAE VMware VM
B ARG 4 iS5 518 (ISE) Ik, AR I & VMware ESX 4578 F1 I Ath VMware fiit
MM E L. F 8 VMware #25TE ISE ITVEAN{E B, 1S LLU N MAEF Y (ISE 1.1 ffifF 2235

¥8F) : http://www.cisco.com/en/US/docs/security/ise/1.0.4/install quide/ise104 vmware.html,

¥E: 15Z0 (HowTo-04-ISE Bootstrapping 8/ ) , T A 58 H & MR ThRE E 245 5 o

W{ATEL B ;B S VMware 4%

Al & B 4S VMware 4%

R Rl ISE #BLE R, 4 235N E VMware W28 gt ot i {8 &3 D E S TA/ETr L,
R R ISE SE BB, WA DLE RS “BlEACHML L) SPAN 206”7 57,

AFEF AT H T8 VMware ESX 4528 B— N RO BT e MEGHE O . W ESX k525
KPR O TV E T SPAN, i 4 A SCRY Ja T R 2 B4 .

W WHGETY VMware JEATHERE, IR VR AT PORESR AL ) 22 m rh A1) H AR -

http: //www cisco com/en/US/docs/security/ise/1.0.4/install_guide/ise104 vmware.html. FHFETEZRZ,
WA B T RE LI & oK . W R ISE 7E RV 2 il s 41 VMware HI81T, R4 2 WFER T,
ZNf LB%I&EEKXE PERJE R . TSI ZCEIEHERE VMware K/)h.

S$BE1  {E VMware VSphere & /7 i TIEFEE ESX k5545 EFF “Configuration” = “Networking”
RIGIEFE “Add Networking” (& 3) &

TB2 REHE5) “Add Network Wizard” 7] 5. 7 “Connection Types” &, IE#f “Virtual
Machine” , #R)5 riii “Next” (K 4) .

(5 Add Network Wizard

Connection Type
Networking hardware can be partitioned to acrommodate each service that requires connectivity.

onnection Type

Network Access
Connection Settings & virtual Machine
Summear

Add a labeled network to handle virtual machine network traffic.

The YMkernel TCPJIP stack handles traffic for the Following ESXi services: YMware vMation, ISCSI, NFS,
and host management.

b N | I
B 1. FSmREES
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R &V ERIEIE

l'lllllll
CIsCO.

$IE3

1B 4

$IES5

VR B AL SPAN i L (PR 11, SR)5 S “Next” (E5) .

¥irtual Machines - Connection Settings

Connection Type

Use netwiork absls to identify migration compatible connections common ko bwo o more hosts,

—Part Group Properties

Metwork Access
Connection Settings Metwork Label:

surnmars WLAN ID (Optional):

[sPan_Ssssion

.

Add Network Wizard [-[O[x
Virtual Machines - Network Access
Wirtual machines reach networks through uplink adapters attached to virtual switches.
Connection Type Select which virtual switch will handle the network traffic For this connection. You may also create & new virtual switch
Network Access using the unclaimed network adapters listed belaw,
Connection Settings -
Summary @ Create a virtual switch Speed Metworks =
7 @@ vmnict Down None
[~ @ vmnic2 Down None
[~ @ vmnica 1000Ful - None
7| @ vmnica 1000 Ful 10.1,100,100-10.1,100.100 ¢ VLAN 100 )
[~ @ vmnice 1000 Ful 10.1,100,100-10.1,100.100 ¢ VLAN 100 ) B
@@ wmnic? 1000FUl None
[~ @ vmnica Down None
o R |
Preview:
Wirtusl Maching Part Group Physicsl Adaprers
M Netwark 2 g-B—q BB vnicd
Help % Back Next Cancel
SH 47 -
E 2. iEEyEEn
K54 44 “SPAN Session” BRATILAREH 4 FK (1 6)
WML 4k “SPAN Session” BATAT B 44K 6) .
dd Network rd [_o]x]

Physical Adapters

SPAN_Session 9. BB vmnict

’ Vitual Machine Port Group

Help < Badl | Mext = I Cancel |
W
3. AMBEwE

i%FE “Finish” (B 7) .

B 7 e ERRZ RN E

Ready to Complete
Werlfy that all new and modified wirtual switches are configured appropriately,

Host networking will include the Following new and modified vSwikches:
Preview:

Car ting
Summary

Virtual Machina Port Physical Adaptars

SPAN_Session (o2 @ vrnicd

Help
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$H®6 RO RPN E RS, 1HIER “Properties” (K] 8)

A BRAEOT, BT VMware M S 40IB S & .
8 & & vSwitch2 B 1%

wirtual Switch: vSwitchz Remde. .. |

irual Machine Port Group Phrysical Adapters
L3 SPAN_Session @ . ER wmnicd 1000 Full 3
= |1 virtual machine(s)

ATW-1SE-01 )

BT R BB, RS “Edit” .

TE8  EH “Security” IR, KRG “Promiscuous Mode” FH S kS “Accept” il
“OK” (K9) .

9 EZREER

5] vSwitch2 Properties [ x]
General Security |Trafﬁ( Shaping | MIC Teaming |

Policy Exceptions

Promiscuous Mode:

" CCE
Farged Transmits: IAccept j

| P

P9 LM vSwitch JEHEE Lo

$B10 g4 0E ISE ERIVLIEE (K 10) .
10 FEBERNIEE

Basic Tasks

Power Off the virtual machine

00 Suspend the virtual machine

& Edit virtual machine sattings

TN IFISE EEAE M AE L O TR ISE 111 “GigabitEthernet 17, 3% MWk +E
“Network Adaptor2” )

PB12 ik “Device Status” BEE A “Connected” , F¥ “Connect at power on” %4 8 HPIR A&
(E1D
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P13 M “Network Connection” "FHizfirfr, IEFFAIE K SPAN_Session M2% (& 11) .
1M ERIIEE

Harduware |Opt\un5 | Resources | Virtual Machine Yersion: 7
Device Status

I™ Show All Devices Add. Remove 7| connected

Hardware | Summary | IV Connect at power on

W Memaory 409 MB

o crus 2 Adapter Type

g Video card Video card ‘ Current adapter: Flaxible

& WMCI device Restricted

@ scsteontroller 0 L51 Logic Parallel AC Address

= Hard disk 1 Wirtual Disk [OEECALEES

2y CD/ovD Drive 1 [DATA STORE MISC] L., & Automatic ) Menual

WD Network adapter 1 ServeryLAN

) Network adapter 2 (edite...  SPAN_Session ‘ Network Connection

W Network adapter 3 WM Metwork Network label;

W Metwork adapter 4 WM Netwark [5pam_session |

& Floppy drive 1 Clisrt Device
ServeryLAN
V1 Metwork

Help oK Cancel

FE14 il “OK” .
FEAS LRI D PTIER A H N L 1, DU — A

FE: VMware ESX IR 55 a5 B AT RN A7 (00, T R PGS O BRI UE B . B 12 32t T e
ZN:IEN B

B 12 BRATHIYL

Cisco Discovery Protocol x
Properties
FIECEN Tasks B Events Varsion: 2

| Tineout: 0
witch | Tine to live: 152
Refr sl
Dievice ID: CaK-ToR
- Address 10.1.100.2
¢ B vronico Port 1D; GigabitEthernet1 47

Hardyare Platform; clsco WS-CA948E-F

IP Prefix: 0.0.0.0
IP Prefix Length: 0
VLAN: 1

Full Duplex; true

Remave,.. Proper|  MTU: 0
Physical Adaptars System Name: -
o W@ virics 1000 Ful|  Svstem Old:

Management Address: 10.1,100,2
Location: -
CDP Device Capability

Router: true

Transparert Bridge: False

Saurce Route Bridge: False

Newark Swikch: true

Host: false
Remave Propertied IGMP Enabled: true

false

| - peater:

hysical Adaptars

I . j -
=
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A B &R S VMware i 4R

BEES VMware i A4H (A[i%)

G OB AEBAT vSwitch E IR L A K05 AU B VR 5 VMware M 45, WERPIEL SPAN i
PN /YT XA ISE MEAUML, B REAULHT B AR B AN SCVE N BEAZ L 521 i 7 3t e 1 A Z50M
vSwitch A 53R, TS X2l AF 5 B 2L

P$BW1 & VMware VSphere % F' i L FEY) B ESX IR5545 -

T2  EH “Configuration” > “Networking” , R JGEPEET vSwitch I st “Properties”
(E13) .

13 Configuration > Networking

Remove. . ‘

1F vSwitch JEME T H “Ports” &I, A AR “Add” [[/2& 7 DAk

Wirkual Switch: wSwitcho

$IE3

“vSwitch 120 Ports” ? 1] (& 14) .

& 14 vSwitch B 1%

<" wSwitch4 Properties

Ports ]Natwnrk Adapters 1

Configuration Summary OB Bl
ﬁ wSwitch 120 Ports | Mumber of Ports; 120
@ WM Hetwork virbual Machine ...
Diefault Policies
Security
Promiscuaus Mode: Reject
MAaC Address Changes: Accept
Forged Transmits: Accepk
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Laad Balancing: Port ID
Metwork Failure Detection: Link status only
Matify Switches: Yes
Failback: Yes
Active Adapters: wmnic
Standby Adapters: Mone
. — Unused Adapters: Mone
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TB4  REH)E5) “Add Network Wizard” 7] 5. 7E “Connection Types” ', IE#f “Virtual
Machine” , #RJ5 miiy “Next” (& 15)

[ 15 s

=] B3

[ add Network wizard

Connection Type
Netwarking hardware can be partitioned to accommodate each service that requires connectivity,

Connection Type
Network Access
Connetion Settings
Summary

[ Connection Types

& wirtual Machine

Add a labeled network to handle virtual machine network traffic,

The WMkernel TEP/IP stack handles traffic For the Following ES# services: YMware vMotion, SCS1, NFS,
and host management.

o <t ol

TS5 Fim 44k “SPAN_Session” AT HABIZ 444 FK .
$B6 ¥ “VLAN” K'E N 4095, AR5 A “Next” (E16)

TE: I VLAN 2 iWri% vSwitch b T HAth VLAN {452 VMware VLAN.,
16 s BB

< Add Network Wizard !E u

Yirtual Machines - Connection Settings
Use network labels ta identify migration compatible connections commen to two or more hasts,

Connection Type Port Group Properties
Connection Settings
Metwark Label: |SPAN_Sesslon
YLAN ID {Optionall: J4nss] |
Preview:
Wirtual Machine Port Group Physical ddapters
SPAMN_Session g E@ vmnic2

WLAN ID: Al (4095)

Wirtual Machine Pert Group
Wi Mebwark,

Help | < Back | I Mexk = I Cancel |
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HBT  %EFE “Finish” (K 17) .

17 Fss

21 #dd Network Wizard HE=E

Ready to Complete
Verify that all new and modified virtual switches are configured appropriately,

M Host netwarking will include the Following new and modified vSwitches:
Connection Seftings ErariErm
Summary
Wirtual Machine Port Graup Physical Adapters
SPAM_Session g BB vmnic2

WLAN ID: Al (4095)

“irtual Machine Part Group
W Mebwork g

Help < Back |I Finish II Cancel

S Y

TS R W 4.

TR L “Edit” .

T EH “Security” LI .

ST 11 M “Promiscuous Mode” 73 % FE “ Accept”

P$®12 Hil “OK” .
B 18 BA#ER

<" SPAM_Session Properties E

General  Security |TraFFiu: Shaping | NIC Teaming |

—Palicy Exceptions

[ romscous e ~ R |
FESS LTianges: ] -
Forged Transmits: r |.ﬁ.ccept =]
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HI®13 ] vSwitch JBPEE .
$B14 S ERISE ERUHIKE (B 19) .

TE15

B 19 wiEEMIIRE

Basic Tasks

Power Off the virtual machine

00 Suspend the virtual machine

I 5 Edit virtual machine settings

9 JEF ISE B F Gl M e i il Oof 18R} ISE H ) “ GigabitEthernetl ” , 38 % Nk £

“Network Adaptor2” )

TB16 LR “Device Status” W'H A “Connected” , FHFf “Connect at power on” B4 i HIR AR

TBAT M “Network Connection” "FHi sy, IEFH G SPAN_Session %5 (& 20) .

IR 18

Al OK.

20 VM ig &

Hardware |0pt\ons | Resources |

™ Show All Devices

Hardware

W Memaory

[m T

[ video card

& YMCI device

© 5Cslcontroller 0
3 Hard disk 1

2 CD/OVD Drive 1

W) Network adapter 1

HP Network adapter 2 (edite...

W Network adapter 3
WD Network adapter 4
& Floppy drive 1

Virtual Machine Yersion| 7

Device Status
b R0 IV Connected
| Summary ] IV Connect at power on
4096 MB
2 Adapter Type
Video card Current adapter; Flexible
Restricted
L1 Logic Parallel A Addrass
Virtual Disk ES T
[DATA STORE MISC] L., & putomatic ) Menugl
ServerVLAN
SPAN_Session ‘ Network Connection
WM Netwark Network label:
WM Network [5Pan_session =]
Client Device
ServeryLAN
VI Metwork

Help
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AT EE SPAN &1E

Ao B X4 L&Y SPAN &1F
T HASRECE. [{EEWE? 15 AN LA . 1]
$2  [LE SPAN &b, AEIWF:

C4K-ToR (config) #monitor session 1 source vlan 100 both
H$E3  HLE SPAN &1 Hbg. R~ F:

C4K-ToR (config) #monitor session 1 destination interface g 1/47
T4 Wik U EE A T A

C4K-ToR (config) #do show int status | i 47
Gil/47 monitoring 1 a-full a-1000 10/100/1000-TX

Bt S IP HELPER i&f]

%15 DHCP #80 D) Relc &8 F LAREAT S8R} ISE 4341, NiZinl W24 5 3 242 11 (¥ ip helper-address
WA IR ISE SJElg 9 il IXFE—2k, IS4 I R B 1) BRSSP 1K) 4™ DHCP Ik 55 28 KX T
DHCP K RIAZ A, 45 ) R} ISE K% P DHCP i KR4

T AR ER . [ EEMP R ? TE AN LU . ]

H2 N Access VLAN 2 3 28 O ORCER, I B ISE %304 ip helper-address [
H—AHbR. IR

interface Vl1anlO

ip address 10.1.10.1 255.255.255.0

ip helper-address 10.1.100.100 ! - this is the DHCP Server
ip helper-address 10.1.100.3 ! - this is the ISE Server




R R "cln's'élc;f
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Cisco TrustSec A %t:

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone Trus
tSec.html

WEEEER:
SERHS 0 IR S5 51 S S

http://www.cisco.com/en/US/products/ps11640/products user guide list.html
R 10S B, EER10S XE A FUEER NX-0S BAFRRA I E 245 5, 152 LU URL:

e Cisco Catalyst 2900 FRFAZHeb/L:
http://www.cisco.com/en/US/products/ps6406/products installation and configuration guid
es list.html

e Cisco Catalyst 3000 43T HeHL:
http://www.cisco.com/en/US/products/ps7077/products installation and configuration guid
es list.html

e Cisco Catalyst 3000-X R ¥4 #AHL:
http://www.cisco.com/en/US/products/ps10745/products installation and configuration qui
des list.html

e Cisco Catalyst 4500 FRAAZHeblL
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and config
uration quides list.html

e Cisco Catalyst 6500 43T HeHL:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configu
ration quides list.html

e Cisco ASR 1000 F 41 % 2%

http://www.cisco.com/en/US/products/ps9343/products installation and configuration quid
es list.html

FERFIC L R4k o 175 1l 5% -

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/quide/cg.html
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