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A0 53 153 PE A0 81 2 5 4 D0 ME SR B

BhiE

BR® B9IRSTIE (ISE) MR RAEREIRRE, XAFPMARHTEHNIITE. BF, ABBEERT
AT ERER: 81T Web SBIEEXTIAZ A P#HITEMIIE, Bt MAC SHIEIESIT (MAB) 3148
IR TH M. AF, BRISE hAlBid EIMNBE N IREXT A PSR inEiE#HTIE, HRERS5R
FPHIGEHERENREERFZMEMBEN, UERTREUREE. NSRRI A TH#HT
802.1x/MAB/Web SAHHERI A PALR RN SNIIESIRIN, ATAT ISE BB RAMIEELEAR
SMIEIESIEN. SMNEIETEBRITFELmREAPNEIEL S ERNSNIRREIEESNME. A
Ik, EBFISE £4ME R B M&IEANEE (NAD) B9 RADIUS 153K, ESMEIEEDEEIE, AREIEE
KEE A BIIFHURIR I TIH— SR, #MARPMKRIESEARNNIRE. X#, ISEZATUERTE
NS MEEEELIERENENIEK.

% NAD E/EHR ISE %X FHRIEIEKRET, 1ZIEKIG/EA RADIUS iEk %1% (NAD AJgEE11E VPN &
g8, T&BEMNITHISEMEEMAZ#Y) . RADIUSIEREEEZMNEN, BEhaiERA%/%55,
RELBMEBMUE. SHIIEEMIEEND RADIUS 5K 5 & M 59 I0IE&H#F#ITHEE, 8
I SR PR T B 25 iR L WM AN AT 3 R B I8 IE Y (EAP) KA, EFENEM BN E, HLESH
FEEREEISREINMAL . SRfE, LA (AuthZ) SREGIZE

fian, HEumBEZRPIATY RSB IIEY (PEAP) 5 Microsoft IRifIiEF SHR I UEH AR A 2
(PEAP-MSCHAPV2) #1T SR I8 IERT, ISE SR IEIESRES o] 5F A BN IIERHIFE K E@E] Active
Directory (AD) &13iE. B2, R ISE FUWHIE MAB &K, WA LUEE R E 52 A 2R i BHEEE .
F—fhizs= 218 VPN igK it & B — X 428 (OTP) BRBEBHITHMHIEIE, 4% WLAN F1 LAN

802 1X 1EXRE 4 & AD #H1TEHMINIIE.

F: AETHEEMXOARE, RONEZSHEIEREIRA AuthC 5KHg, FIRTGEIEIRA AuthZ 5% .

ISE B2 R~ EmIZIEAI#EBX 4 AuthC REEFI AuthZ 5888 (B 3) . AuthC FRERSIRIEEANNEH
WIEERAREZEANEGMNE. 5, kB VPN MXBNESHIEIEEKRAESOLE MBI E OTP AR
SRR HEINHITIOE. FRT, RERERER ISE 2%, kABRILLEEMITHIES (WLC) E %S
MEIE KM £ 1E M Active Directory IEEIF. ISE EB12HIEHE IR AR SEN S NI IESRIR ThEE .
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[ 3 IES BHIIEFRARER L5414

AuthC Policy
" AuthC  Ide ntity
Condition Store
U — T )
s ENCEE ﬁult. ‘
.

T ISE FEE QSR EHAPERRINIE MR, RETREERAMISHIRKEE AuthC 3R
B%. RIR(EIERIIRMAX EAP HEMNERNAR, HSeWfIfER Microsoft AD Fiz &% B RiElth
L (LDAP) AL S 173 B

T #R EAP 5B NR

HIERBRMBIRHZFFRE EAP Fik. HRESMIERN, BEVEIFERE I FEERENEAP B
F. Rz, MREBLAETEFRANSHIE, WESHERFZSHIELIFNEAP 54, fla, FH
MSCHAPV2 {ERRIER /5350 EAP 2£8Y (5lan PEAP-MSCHAPV2) ATLI& Active Directory FI{EfG iR
HWIERE, (BReERIEA LDAP REE. R 1 EXZMHEMNIETEREX M EAP 5.
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* 1 TESMRT AN EAP X8

. Apple
(10.6)
EAP-TLS Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

EAP-TTLS No No No Yes Yes Yes Yes No No Yes Yes
MSE%VZ Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No
E :PE-'Q{;E’I'C No No No Yes Yes Yes Yes Yes Yes Yes Yes
E:FEfTT_S Yes Yes Yes Yes Yes Yes Yes No Yes Yes Yes
SQEHF:I;SJZ No No No Yes Yes Yes Yes Yes Yes Yes No
?;'Enfg No No No Yes Yes Yes Yes Yes Yes Yes Yes
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Active Directory EC &

BH} ISE £ Active Directory #E#£88, Eltk TrustSec SBE T NER} ISE 55 EBAT UM AD 35
Hixa] AD FiR, EI{EEEAME Windows ik —#f. XFIA=TE Active Directory 5 TrustSec &
SRRFRIEGFRAN, EBXRRESERE. ZRAMMREME. ISEAD ERIZHFZNADE, RE
XLl BB EWNEEEXRET. RFRER ISE EREIA AT gEE BRI EEEXR
RUIRES, 1E51H (TrustSec % Active Directory ##1E$8R) -

BR SR FEESEE RS (DNS) %15 Active Directory SRR EBEE(EMA . Bk, 1B5LERAMER B (NTP) HIRLHRRARE
Active Directory BR 5573 IEFAECE DNS A& 5] DNS 5%t .

B H} ISE fit & #A Active Directory &%

1 IAE

FAFEENERISE B EmAE. UTEAERR ISE T 45 Active Directory 2 [B]wA R FF BRI
SRS

o SMB (TCP/445)
o KDC (TCP/88)

o BT (TCP/3268 F13289)
o KPASS (TCP/464)

o NTP (UDP/123)

o LDAP (TCP %1 UDP/389)

o LDAPS (TCP/636)

IR 1 AEBERISEGUIF, % Administration 2 Identity Management > External Identity Sources 2>
Active Directory.

AI% 2 #I\ AD Domain Name (FEARRIF 7 ctslocal) , $RfE = Save Configuration (B 4)
4 AD SN ERERIR: ELE AD EiZss

Identities Groups [ External Identity Sources Identity Source Sequences Seftings

Active Directory = AD1
External Identity Sources

&= = Advanced Settings Groups Attributes
v= = ~
£ Certificate Authentication Profile ) To configure Active Directory:
“z Active Directory
= * First enter the required fields: the Domain Name to connect to and the identity Store Name 1o refer to 4
) LDap ¥

the Active Directory configuration to all nodes in the ISE deployment.
[ RADIUS Token > & Aftar the configuration has bean submitted, then Join or Leave operations must be performed.

| RSA SecurID »

* Domain Name| cts.bocal

* Identity Store Name| AD1

One or more nodes may be seleded for Join or Leave operations. If a node is joined then a leave §peration is
Connection

©2015 BRAGELAF FTH
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IR 3 B ISE EikiE, A= Join (B5) .
5 AD SNERE IR : INERLE

* Domain Name| cts.local |

* Identity Store Name| AD1 |
One or more nodes may be selected for Join or Leave operations. If a node is joined then a leave operati

oc |eave O Test Connection «

[ ISENode « | ISE Node Role Status
ISE STANDALONE kd Connected

RIE R~ Join Domain EE O . MABPUGFTIEWMMNIZIEAT AD kAR E A& FZH - 5lan
administrator (& 6) .

6 AD SMBERIR: HKFER

Join Domain

*Uszer Mame: administrator

*Password: iessessss

|  Cancel |

F: E—SREFRANA KA Z DB FEFRMAMBER T EH AR
iE: AT ISE TaAmBNEa EIEH AR ISE .

IR 4 1EFFE Administration = [dentity Management = External Identity Sources = Active
Directory = Groups.

IR 5 RIRIRIN Select Groups From Directory (B 7) &
[E 7 AD SMEREHAIR - 4R

Active Directory = AD1

Connection Advanced Settings | | Attributes

okadd v | 3 Delete Group -
[ Select Groups From Directary f
[_Add Group

s

,uﬂ ISE 7t iF MR ETR 5T Actlve Dlrectory RIRIEFIEREFEM . XHEERTLAERTE AD 3TH A
ITEMKIERFEREEXATE. EXAMTRATEEAMES AD AHEXAKRIRE, EBRREE
:SUJ"'" LEBFERSIRMAEETESR Actlve Directory R E)EM4H.

DI 6 EFRMRRPEEARE (B8 .

IEEMEIG ORI PFHEEEFRANE. FRAEREEETE: Domain Computers. Contractors.
Employees. Domain Users &, 7] LAREET7 0 A0 BR4E o

©2015 BRAGELAF FE8m
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& 8 AD SMNERE 3R - 1R FR4E

atfren]es
CISCO.

Select Directory Groups

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.

Use * for wildcard search (i.e. admin®). Search filter applies to group name and not the fully qualified path.

Domain: | cts.local |

Filter: | * | Retrieve Groups... | Number of Groups Retrieved: 43 (Limitis 100}

O Mame a  Group Type
|| ctzlocaliUsers/DnsUpdateProxy GLOBAL
cts.localiUsers/Domain Admins GLOBAL
cts.local/Users/Domain Computers GLOBAL
[ ds.locallUsers/Domain Controllers GLOBAL
[0 ctslocalilUsersiDomain Guests GLOBAL
cts.local/lUsers/Domain Users GLOBAL
cts.locallUsers/Employees GLOBAL

O cts.local/lUsers/Enterprise Admins UMIVERSAL
[ dislocallUsers/Enterprise Read-only Domain Controllers UNIVERSAL
[ cislocallUsers/Group Policy Creator Qwners GLOBAL

[ ds.locallUsers/RAS and IAS Servers LOCAL

[ ds.locallUsers/Read-only Domain Controllers GLOBAL

[ cts.locallUsersiSchema Admins UMNIVERSAL
cts.local/lUsers/Sponsors GLOBAL
cts.locallUsers/Sponsars_Full GLOBAL

m

Co e

PR 7 EEFEMALENEZE, REOK (E8) .
9 AD SMBENE: iR

Active Directory = ADL
Connection Advanced Settings m Attributes

C[:D.E\dd v M Delete Group

MName "
cts local/lUsers/Domain Admins

cts local/lUsersiDomain Computers

cts.local/lUsers/Domain Users

cts local/Users/Employees

cts locallUsers/Sponsors

Oooooooo

cts locallUsers/Sponsors_Full

#1% 8 B3 Save Configuration (& 10) .
& 10 REECE

Save Configuration

Delete Configuration |

©2015 BRAREGEAF
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LDAP ft &

BHRISE X3RS LDAP v3 B LDAP R 25 HI1TERINIE. RE LDAP fREFZFEEBILRIZE
IEH A (PAN) GULRN, BEEANEEEARS TS & (PSN) 1B 155 1E 3 A B9 I8 15 K AL B #Y LDAP BR
55,

AuthZ WECE 2t EFEM LDAP, X5%imE Gl LDAP #ITEMIIETX. 52, B
B S MR E A ERIER S MR & XX (CAP), HEMER LDAP BREH|HNITRIFERRE
, EEALTHMRNENS

BxRfa{FER LDAP =L E CAP BIIEAER, 1EEH (TrustSec % Active Directory #{EI&Fa) -

LRAERR ISE i E LDAP BREEERT, L LIRS P EH1ER T Microsoft Active Directory.
Sun directory server 1 Novell eDirectory BITiE X 24, FtTFEHMFFE LDAPV3 BUARSSES, AILUE
ABENETREESMIZE . T—T4455445)1% BAANfII% ISE Bt & AiEEE] Microsoft Active
Directory AR &5 85117 LDAP SAIEIE

EF1 7N LDAP BR$58%

#$1% 1 Bf1ZE Administration 2 Identity Management > External Identity Sources > LDAP,
A2 R Add.

LI 3 I LDAP B4R &R,

IR 4 1%$E Active Directory {5 Schema. miEI & SKEE Active Directory Schema BIIELR(E

I%\ (11) o




REHElR{EER CisCo.

[ 11 LDAP SMERE0IR: 2244

CISCO  Identity Services Engine
(4 Home Operations v Policy v Administration v

=fo System &L Identity Management B8 Network Resources |22) Guest Management

Identities Groups External |dentity Sources Identity Source Sequences Setlings

NS I

%

- LDAP Identity Sources List > LDAP

Sxiyemel Ciestty Formo | | LDAP 1dentity Source

iv(:efﬁm':ﬂmmnucaum = ‘t%: m Connection Directory Organization Groups Attributes

‘-“g Active Directory

| LDAP ¥

| RADIUS Token ¥ Wz | LDAH |

£ RSA SecurID s Description | |

~ Schema
* Subject Objectclass | Person | * Group Objectclass | Group |
: * Sublect Name Attribute [ cN * Group Map Attribute | member0f |
3 Certificate Attribute | userCertificate |
(®) Subject Objects Contain Reference To Groups
@] Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As | Distinguished Name | v |

3% 5 B Connection I+ .

B 6 AN Hostname/IP GESRE 12)

B|7 ®WANPorts. EARGIF, kS H 389,

PR 8 xF Access A Authenticated Access.

9  # Admin DN - ZEA RG99 cts\administrator. X 27E Active Directory .87 Schema
Admin Group B RS RIA PRIR] 3 #EZFR. B1an: cn=SchemaAdmin, cn=Users,
dc=demo, dc=local.

7% 10 i\ Admin DN BJZ585.,

RIESEE: B ISE RZAIHERAMAE LDAP BREJ[RIEMTEK. RINEWEERBERSEE, UHERSILENE.
RAESCRR: BSBEARRESBIIERER SSL. LDAP REREFEEAFREKD.
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[ 12 LDAP SN ERB0IR: BE

* Hostname/P | 192.168.1.72 | @

*Port | 389 |

Access () Anonymous Access

(») Authenticated Access

AdminDN "

cts\administrator ‘

Password

Secure Authentication [ | Enable Secure Authentication

RootCA  server#server#00002 |

* Server Timeout ‘ 10 | i Seconds
* Max. Admin ;
Connections. 22 |

Test Bind to Server | |

IR 11 =5 Test Bind to Server BiFBCE . AT B/RFEIAEHS, B 13 Bk,
& 13 LDAP 4B &R : M43 ELIE

Bind successful to 192.168.1.72:389

Result of testing this configuration is as follows:
MNurnber of Subjects: 14
Mumber of Groups: 44

Response time:43ms

OK

#3812 g Directory Organization £+ .
1kE

N

1% 13 4% Subject Search Base #1 Group Search Base Bit & 5 DC=cts, DC=local (& 14) .

BIESE: RIFREEMME IEERE. MRESFER Active Directory FREZBEE, FTEXHAAERMEZRERN CN=Users, <Domain
Component>. (CN=Users, DC=demo, DC=local)




PR Ty, s

[& 14 LDAP SN ERE5R: BFLAR

LDAP Identity Sources List > LDAP
LDAP Identity Source

General Connection Groups Aftributes
* Subject Search Base | DC=cts,DC=local | [ Naming Contexts... |
* Group Search Base | DC=cts,DC=local | [ Naming Contexts... |
Search for MAC Address in FOrmat | soe-xx-xoe-xo-x0e-500 K2

[] strip start of subject name up to the last occurrence of the separator |\,

| Strip end of subject name from the first occurrence of the separator

N

IR 14 S ZE Groups &I+,

IR 15 1%3F Groups = Add > Select Groups From Directory (B 15) .

R} ISE 1ML ETR S Active Directory ik iFH ERYAFBM . HIFERATIAEX A F#IT R IIER 4552
EiATE. b, EXETHREEREMES AD AEXHRIEE, AFENREEIERNTIRMEFTESE AD F

HEE.

N

15 LDAP SMERERR: SMERLE

LDAP Identity Sources List > New LDAP Identity Source
LDAP Identity Source

U4
General ## Connection Directory Organization Attributes

c[#ndd v | ¥ Delete Group
(| Select Groups From Directory -
Add Group

FE: HEIRVERRIBETE LDAP Identity Source EMTIE (B 11) FECER memberOf BT RETIREIMERNER

HIR 16 MEREIES, EFEERTEN AuthC TREEFI AuthZ SREERVYFELE (B 16)




REHElR{EER cisco

&l 16 LDAP SNERE IR : 1 &RAE

Select Directory Groups x
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to read directory.

Filte r:| * (" Retrieve Groups... ") Number of Groups Retrieved: 43 (Limit is 100)

MName -
CN=DHCP Users,CN=Users, DC=cts, DC=local

CN=Denied RODC Password Replication Group,CN=Users,DC=cts,DC=local
CN=Distributed COM Users,CN=Builtin,DC=cts,DC=local
CN=DnsAdmins,CN=Users DC=cts,DC=local
CN=DnsUpdateProxy,CN=Users, DC=cts, DC=local

CN=Domain Admins,CN=Users,DC=cts DC=local

CN=Domain Computers,CN=Users,DC=cts,DC=local

CN=Domain Controllers,CN=Users,DC=cts,DC=local

CN=Domain Guests, CN=Users DC=cts, DC=local

CN=Domain Users,CN=Users,DC=cts,DC=local
CN=Engineering,CN=Users,DC=cts,DC=local

CN=Enterprise Admins,CN=Users,DC=cts,DC=local

CN=Enterprise Read-only Domain Controllers, CN=Users,DC=cts DC=local
CN=Event Log Readers,CN=Builtin,DC=cts,DC=local
CN=Finance,CN=Users,DC=cts,DC=local

CN=Group Policy Creator Owners,CM=Users, DC=cts, DC=local

OoDOoOoOorROOEOOOOOn

m| Cancel
LY 17 R Save.

PSR HE e E B 5 BUBC & 3214 (CAP)/RADIUS £ h#/RADIUS KT

& AD #0 LDAP 4b, BHISE LZIFHEEIEE . IEH. 1% RADIUS S 1EREZ2EAE OTP fR %8,
AR B A b &R A% RSA SecurlD S hERR S 25 TS IIE. ISE IRE=MAR WA EBEIEE: B
P\ RigflifgE. ARPMFESMEEEREESR 802.1x 3t Web B3 I8 IE# 1T H 438 IERT T
KRG MIEIE. KiHSMEIEENRATREBESNSH, &REFTMUARFENEIER MAC It R Z B
EZ B ERIRHITH . RinSNIEATRTHERIRHITE RN MAB BRI, tBaJERSGERESS
HitnFZHEEHA T BYOD %RHE.

I AEEBREBANTFATUHEE, HESHBIEEFAIR.

WEB B IEIERL & X (CAP) AT AT UM FIE PR EC B RNARIRHITEMNEIE. EEXRER
AL BHITHESHIIERIFES, meSFERIEEZ. RATLUEEFERB— X500 FERIEAL
im &1, 51an CN=FEERIFERREL SAN BUBRFE L.

WMBRES—RM4ER (OTP) RFBEER, EFR ISE X#F RADIUS S REAR S 22 R A SecurlD &A%

X OTP BREE57EAHZ 1T RADIUS FH B ISE 4% RADIUS 153k %5 4 2| OTP RADIUS PR =RT, £
RADIUS £ h#fR %525 . WNREFR ISE A ML IE RADIUS #i@id R 418 & BEL (SDP) ThaEiE OTP i&
KiE %% SecurlD fr% 25, M{EA SecurlD.

CAP #1 OTP MECEAR B TAXHEHTHLTERE . BXIFHES, FSE ESS 1.1 BRFMHE.
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G153

S FFITE ISE FRARIEH BN “WR” , ZXMNREFR LR ISE ARIERIEREITERN S B E
HFES. IMRGFESNSNHERE, MAEITEELES ORI KIEHE R P24 S0 IRA R
5, MEFFEHEEER. ERNVEETRGT, RNENRRINFERUATEHRENSHF:

Active Directory - Internal Users.

RESSE: REBREASHIRFY. Rz, MZERSHRIEFEFSHEIEERELBIERISHIR.

/IJ\\ 7] A E’ 1ﬁ IJ_ 5']

BF1 ESHmF5

HIE 1 SfnZE Administration = Identity Management = Identity Source Sequences.

SE2 BNBRATARENFHRFS (B17) .
B 17 RS IS

Identity Source Sequence

FEdt  dbadd  [ypupicate | M Delete

[ ] Mame «  Description Identity Stores
0 Guest_Portal Sequence A buitt-in Identity Sequence for the Guest Portal Internal Users
(] Sponsor_Portal_Sequence A buitt-in Identity Sequence for the Sponsor Portal Internal Users

DY 3 R Add.

SR 4 BEMFIIGRN AILID_Stores. NEAEMBIRIEES R E AD1 HEFEERMBEGMEIS
SRIE, EFEFHRM Internal Users (& 18) &

N

N




REViERIEEmR

atfren]es
CISCO.

& 18 BcE BB iRF5

Identity Source Sequences List > New Identity Source Sequence

Identity Source Sequence

¥ Identity Source Sequence

“Name | aj ID Stores

Description

» Certificate Based Authentication

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints _ AD1 _
LDAP Internal Users

P Advanced Search List Settings

Csuomie JEEN

DI S RHFEOKER, SAFRE Submit

©2015 BRAREGEAF
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BUE SR IUEREE
ERNNEE RO, RATERAITUTRIEN SN RITRR

o JZETHE MAB 15K % BN IR AR IR BUIERE
o JFEBLZLMIL 802.1x 15K 4% AD
o JEFRAEXRMIEKELXE E—TPHEER Al_ID_Store F7F

o B S50 IE SR
BF1 KERIA ISE SHIEIERE

#9811 S E Policy > Authentication.

SR IEREE R AR FTEC E RN AR —FBARN . RN RSTEIFIR—, AERTEHT
AL3E, RAE—FITECHIFN.

F: TUHETARE Policy Type &I, R F-THEFE RRWTEZET RN . WMRERM Simple £, REEFMASZBEIDEREE LI - SR
HSBEFT. MTASHBEMS, EWERETHNER, UEFSBEIEERERMEEIERNSRIE.

SHEIEEKR SN TIRB—EFEHEITRE. HFERRMA, RIEEENEB-—TE K
MECEMN MAB, XZ23Z#AHHT MAC S IIESITHIAN .

R ISE REERFIZEE IF-THEN 181K, 1EFEE R Wired_MAB By “1£$FEEE” BiEAY IF,
HATIRER:  “Z08R RADIUS iR 2 Wired_MAB, M 423545 A B IAR &L 7

IF Wired MAB
THEN Allow the default protocols
ELSE

Move to next Line in Authentication Policy Table

& 19 B0 IR

T
€ISCO  Identity Services Engine

ons v Policy v  Administration ¥

[®) Authorization |4 Profiling | Posture |2, Qlient Provisioning |Z) Security Group Access & Policy Elements
Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple  (3) Rule-Based

i@ ~[me | +7F [ wired_MAB 5 | allow protocols [Allowed Protocol : Default Networ | and---@
* || Dotix | 1 | wwired_s02.1%... <> | allow protocols [Allowed Protocol : Default Networl) | and...
Default Rule (If no match) : allow protocols |Allowed Protocol : Default Networe) | and use identity source © [ |nternal Users s




PR Ty, s

N

L2 EE 195, 1FEE Allowed Protocol #E/GHY "and..". 7E "and.." X‘MAS IR EER TR =
. (EE 19 hizgEE)

Rtk =M.

I HRAERVEERNE 20 7R SAIIERIERFI SN EB/E 0. ITHTEEFERIE
Fe. BUABRT, 28 MAC SHRRGESI TR TEC B MNIE B e A AR inBUR T 1
REBAR IR IEFIEZ ISE AR E MR EMEBIRRE, WHIEER I TFIARHETSIET.

[ 20 S IIESKREE: MAB

N
%
w

¥ Rule Based
- |MAE | I | Wired_MAB & | allow protocols |Allcwed Protocol : Default Netwnr\y,u‘ an 0} Actions ~
~  Default : use | Internal Endpaints <> & Actions + | |

E: FEnEFRA: EIERM Cisco Unified Communications Manager RS HEMBRG— IP BiE MAC HbltFIsR, SREIFZFIREAN ISE.
EFSETERG): ISE SITEE— NSRS MR A TR E, REENBRIGREEFEPIEIEEEE.

IF-THEN iBRIE R T -

IF Wired MAB
THEN Allow the default protocols

AND Check Credentials with the Internal Endpoints Data Store
ELSE

Move to next Line in Authentication Policy Table

5E: Wired MAB EfifaE&#, FSkITE RADIUS /&% service-type = call-check #1 nas-port-type = ethernet.

it
*

BR &S RIHIIE

=
=
—

S41Z Policy = Authentication.

&
S
)

BFF Dot1X #MMAY IF £, FHi%#E Add Condition from Library (& 21) .
21 BHISIESREG: 750 WLAN &4 1

s
CISCO  Identity Services Engine

|2, Authentication | |s, Authorization |4, Profiing |7 Postre |5, CllentProvisioning |, Security Group Access & Policy Elements
Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple (@ Rule-Based

8 - [me ] 1 [ wired_MAB 2> | alow protocols [Allowed Protocol : Default Networ | and...

: P o

: v | [ potax ] 1 [ wirea_soz1x0... ‘ ) 2llow protocols [Allowed Protoco! : Default Networ | 2nd...

Default Rule (I no match) ¢ al t] Add All Conditions Below to Library
Condition Name Expression
¥ | Wired_B02.1X 8 R s g

Add Attribute/Value
Add Condition from Library
Delete
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#H1% 3 M Select Condition THiZzHd, 1% Compound Condition 2> Wireless_802.1X (& 22) .
22 SATIETREE . FRAN WLAN &4 2

sl
CISCO  Identity Services Engine

# Home Operstions v FPolicy v Administration v

|4, Authentication = [@, Authorization [ Profiling |®, Posture |5, Client Provisioning |= Security Group Access & Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple (8) Rule-Based

+ [mas | 1 [ wired_mas {5 | allow protocols [Allowed Protocol : Default Networ) | and..
B - [ooux | =1 [ wired_soz1x0.. = | allow protocols [Allowed Protocol : Default Networc) | 2nd..
[ e . aif [ Add All Conditions Below to Library
Condition Name Expression
) .
Compound Condition
{ L)
G = = :
& Wired_MAB
¥ Wired_802.1X
I B Wireless_802.1X |
© Switch_Local Web_Authentication
® WLC_Web_Authentication
N— frhe | e IR =
LR 4 WIRSEGREEAN ORMARZAND (E23) .
23 SHIIEKRES : R0 WLAN 44 3
Wired_802.1X0.. = | allow protocols |Allowed Protocol : Default Netword) | 2nd...
B Add All Conditions Below to Library
Condition Name Expression
wwired 802.1X | OR @
wiwireless 802,14 ) | | A condition to match an 802.1X based authentication reques 8.
p"

TS REFRE.

Dot1X N IF-THEN iEq) BRI T :

IF Wired_ 802.1X or Wireless_802.1X
THEN Allow the default protocols

AND Check Credentials with the Internal Users Data Store
ELSE

Move to next Line in Authentication Policy Table

¥: Wired_802.1X EFifaiE &M, FRIE %) RADIUS Eif: service-type = Framed #0 nas-port-type = Ethernet. #i, Wireless_802.1X
EARCTAE LT RADIUS BHRITMES!: service-type = call-check # nas-port-type = Wireless - IEEE 802.11.




REViERIEEmR 'Iclllf:é IC;.

BF3 EXEMNE

MRRAFEENN, MAB £1EH AR inEiEREIAE EIE S MAC bk, ﬁn%ﬁ)\ﬂ’J%wL
HEEK = 802.1X BpIGiE, A4 ISESER “WEAR,” BIEFHEREER P2 MZRE

MRZEMAERFHIIE (FIE8 WebAuth) , MRS S5EM—FMEERNHELE, HESER
BROAFN . BN FREC E AR ER IR PRIEFE.

SHABATEXN R PP ERBRANAR M IREF M. BRZHBLRER Active Directory {EREER]
RPSHEEIR. Eit, HNSBIRARNZ9ER All_ID_Stores F B 1§ Dot1X Rules i A{X £ A

Active Directory.

#3881 f£ DefaultRule #, &i Internal Users EBINE .
LIRIE ST B IRIREERS
IR 2 EEFEFRIMIER All_ID_Stores 2iRF5 (B 24) .
& 24 BHIEIESRME: ETCEAFN 1

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type (O Simple @) Rule-Based

- [mag | 17 [ wired maB < | allow protocois [Allowed Protocol : Default Netword) | 2nd... £ Actions ~
v || Dot1x S0 | wired_802.1X. < | allow protocols |Allowed Protocol : Default Networ and.. i0h  Actions
Default Rule (If no match) : allow protocols [Allowed Protocol : Default Networ.) | 2nd use identity source : [ Al D stores  — & Actions v

Identity Source| All_ID_Stores [

Options N N
Identity Source List
I user not found | Reject - 2
I pracess failed| Drop - €= =

& Internal Endpoints
Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS M:
it is not possible to continue processing when authentication fails or |-
IF continue option is selected in these cases, requests will be rejectes & LPAP
u D1

© Internal Users

¥ Guest_Portal_Sequence
W Sponsor_Portal_Sequence
u cap

o DenyAccess

PR3 RERSKHSMIREES (E25) .
25 SHNTIERIE : SBERABN 2

Allowed Protocol @ Default Networ and use identity source : | aj |D_Stores i :i

Identity Source| All_ID_Stores

Options
If authentication failed| Reject d
If user not found | Reject -
If process failed| Drop v

Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS MSCHAP
it is not possible to continue processing when authentication fails or user is not found.
If continue option is selected in these cases, requests will be rejected.




PR Ty, L élc;f

P4 IBTERIERTEANEDR.

FIRRIRIER: B4, EFIMEE. X=MEEEENEETHTEMNSHIEIUER
BEAL, BLERGARI. =2 MERX=NiED. =3 MERAEERRIE.

& 2 BRI

pri] ik

SHEIERY | MBS HIEIEE K MAVRATRI, FIantEiREIE. 2R/
RP%F. BINRERIELE.

AREAFP | EREUSHEIEESIRKEMCAR. BRIARIERIEL.
ALFB I TY TR RIS REIEE. BARIEREF.

% 3 BHRIERIE
B4 @ NAD %% “RADIUS )i fE4s” MR .

=5 EFIGENEK, AEIEMWN.

bk SRS T FR IR ARG
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LS RITDotIX{T, EEHR 172, FHMIREN A AD1 (E26) .
26 SHHIEHNE: 802.1X AN

A Home Operations v Policy v  Administration v

|} Authentication @) Authorization [ Profiing | Posture [ Client Provisioning | Security Group Access &, Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple  (®) Rule-Based

L v [mee | +1F [ wired_maB <> ] allow protocols [Allowed Protocol : Default Networ) | and...
~ | [ Dot1x | +1F [ wired_s02.1x... < | allow protocols [Allowed Protocol ; Default Networ) | and...
Default ¢ use [ ADY =

©

Identity Source[AD1

Options
ot Identity Source List
If authentication failed | Reject h
Default Rule (If no match) ¢ allow protod If user not found| Reject - ‘ £l
If process failed| Drop - & -

¥ Intemal Endpoints
Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS M, Il
it is not possible to continue processing when authentication fails or|.
1f continue option is selected in these cases, requests will be rejecte;

Intemnal Users
LDAP

o Guest_Portal_Sequence
o Sponsor_Portal_Sequence
o All_ID_Stores
[}
[}

CAP

DenyAccess

WIR 6 =i Save.
SIS IER N R iZ AN & 27 PR .
27 W ENIEIERRG

Home Operations ¥ Policy ¥  Administration v

|2) Authentication ~ [@] Authorization [ Profiing | Posture  [i Client Provisioning | Security Group Access ¢ Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
Policy Type () Simple  (8) Rule-Based

| 37 [ wired maB <> | allow protocols |Allowed Protocol : Default Networl) | and... o
Default © Us2 | Internal Endpoints L
» [Dotix | 1 [ wired_802.1x.. < | allow protocols [Allowed Protocol : Default NetworC) | and..
Default :use [ ap1 &>
Default Rule (If no match) : allow protocols [Allowed Protocol : Default Networ.) | and use identity source : [ a D Stores <>

atfren]es
CISCO.

©2015 BRAREGEAF
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ISE B3I ESRIE M AY IF-THEN IBR) ERUIT -

IF Wired MAB
THEN Allow the default protocols
AND Check Credentials with the Internal Endpoints Data Store
ELSE IF Wired 802.1X or Wireless_802.1X
THEN Allow the default protocols
AND Check Credentials with the AD1 Data Store
ELSE IF No Match
THEN Allow the default protocols
AND Check Credentials with the All_ID Stores Data Store

e EERTZH B E S HIIERN . LRGP, BRNEERRIAMEISRMRIEARMNA L IFINL. XEBIIFEXSHSHEIE
R, BREMBAMEETIEIHEIRG AL EAP 5.
ERE—HETBEEXHNSHNIIEY (e ER EAP-TLS) , &% E Policy > Policy Elements > Results > Authentication >
Allowed Protocols.
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MiRA: &F

Cisco TrustSec % %; :

e http://www.cisco.com/go/trustsec

e http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing DesignZone Trus
tSec.html

WEECEHRE:

BERBMIRS5IERAFiERE:
http://www.cisco.com/en/US/products/ps11640/products user quide list.html

BREHI0S ;. BRIOS XE #HH4FER NX-OS MHRANEZER, BHSHELLT URL:

e XtF Cisco Catalyst 2900 & FI3Z#a# :
http://www.cisco.com/en/US/products/ps6406/products installation and configuration quid
es list.html

e XtF Cisco Catalyst 3000 & FI3Z#a# :
http://www.cisco.com/en/US/products/ps7077/products installation and configuration quid
es list.html

e XFF Cisco Catalyst 3000-X Z&FI3ZHH :
http://www.cisco.com/en/US/products/ps10745/products installation and configuration qui
des list.html

e XF Cisco Catalyst 4500 & 534 :
http://www.cisco.com/en/US/products/hw/switches/ps4324/products installation and config
uration quides list.html

e XtF Cisco Catalyst 6500 & FI3Z#a# :
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation and configu
ration quides list.html

e XfF Cisco ASR 1000 &%EEH=S -
http://www.cisco.com/en/US/products/ps9343/products installation and configuration quid
es list.html

xR Lk g =25 -

http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/quide/cg.html



http://www.cisco.com/go/trustsec
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns744/landing_DesignZone_TrustSec.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps6406/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps7077/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps10745/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps4324/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/products/ps9343/products_installation_and_configuration_guides_list.html
http://www.cisco.com/en/US/docs/wireless/controller/7.2/configuration/guide/cg.html
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MaREMZE

iz
AR A TS 1 SB35 31 9 (ISE) SR KL B SR ISE BEOF B4 FOBEIBLIRSS . HURIBAY ISE

FETTAI OB E e BB v & b, (AR r] RE G ZEE B 2R BB % (SREEMR G o ABAETRR
2%, BAMRAEME i P E.

eI B X 1E
T B Lo 4 %% ISE. S04 AR MY

o fEF 1-MISEISO 45| &
o FRFF2- BBh il KRG ISE B 1) 2 3 i 72

HRUMT R E VMware LG R, 1ES0H CDRHS 0BRSS 5142235867 ) H I “7E VMware Virtual 5
ML G223 R ISE REtift:” .

SERCEIE | A2 J5, AR, SRS R E G A R4k e e
R

B ENHE, AT LT R,

S| G ise-l BRNLIEHIG.

**********************************************

Please type ‘setup’ to configure the appliance

localhost login:
**********************************************

B2  EERRFERIA setup 83 B X IE.
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Enter hostname[]: ise

Enter IP address []: 10.1.100.21

Enter IP default netmask[]: 255.255.255.0 Enter IP default gateway[]: 10.1.100.1 Enter default DNS
domain[]: demo.local Enter Primary nameserver[]: 10.1.100.10 Add/Edit another nameserver? Y/N : n
Enter Primary NTP server[time.nist.gov]: ntp.demo.local Add/Edit secondary NTP server? Y/N : n
Enter system timezone[UTC]: <return> Enter username[admin]: <return> Enter password: defaultlA
Enter password again: defaultlA Bringing up network interface... Pinging the gateway...

Pinging the primary nameserver ...

Do not use ‘Ctrl-C’ from this point on... Appliance is configured

Installing applications... Installing ise ...

Generating configuration...

=== Initial Setup for Application: ise ===

Welcome to the ISE initial setup. The purpose of this setup is to provision the internal ISE
database. This setup is non-interactive, and will take roughly 15 minutes to complete. Please be
patient.

Running database cloning script...

Running database network config assistant tool... Extracting ISE database content...

Starting ISE database processes... Restarting ISE database processes... Creating ISE M&T session
directory... Performing ISE database priming...

Generating configuration... Rebooting...

B B Hb U B B AD SERS, (H AT LA defaultl A /E NS . SERRIEEXE G, KMEFRE 45 7%
AReTeiE e, N DNS A RF ((HARUIAD /NS . WRITER L ISE A Active
Directory 1, FHL4MIRHILE 15 MFFFLAA.

HEI ORI EXE, R REIRE SR B A. WoR LR ERIRTT, BIRR R e

ise-1 login:

BEINFEFF 1 58 -

2R 2

Fo R BANE, WEIAT LR SR

SWA TG E R R B

VE: 0] DAgkgfd ] VM # G S U7 ) ISE CLI, ] UM 22424055 (SSH) Tl . AEMH &, wlbA
15 FH B 47 o 1 B B4R ALK 15 1) ISE CLI

S5 Fi N show run MiA 72N E .
$B6 ALEAWHE

ISE f#fifi s — NS AL B, W LIAEE S ISE Z A B HIS01F . REEAEAk ] F] T B A AR R AR, 61
U8 ISE 22840 T BT+ 4. EIE T LLE i Bk B E, AL BRSO AT
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AR A i E SRR 0 R SR o o
#1. ISE FiEELR

ISE 7=Hi&EE FHEEAR
CDROM R

FTP

HTTP His
HTTPS Hi

NFS

S$WWT7  7EISE L & FTP 174k )% .

ise-1/admin# config t

Enter configuration commands, one per line. End with CNTL/Z. ise-1/admin (config)# repository myFTP
ise-1/admin (config-Repository)# url ftp ftp.demo.local/

ise-1/admin (config-Repository)# user anonymous password plain admin@demo.local

ise-1/admin (config-Repository)# end

ise-1/admin# copy running-config startup-config

Generating configuration... ise-1/admin#

BE8  {fHH show repository fr 2\ ISE W 5% A7 i 18 1S
IR 4 RG06K Bor ok H FTP RS 231 H 34513

N

N

ise-1/admin# show repository myFTP
<file list>
ise-1/admin#

IR 5 ARG ES, FTP RS #4A1T admin PC |, i FTP 3= H 3% A <local directory>:\Configs

FB9 AR 8] [ 22 1R
SBA0  WIRCE SE LR [T P (NTP) LRS- A50 . 18RRI ISE L FRFPIRE.

ise-pap-1/admin# show ntp

Primary NTP : ntp.demo.local unsynchronized

time server re-starting polling server every 64 s

remote refid st t when poll reach delay offset jitter

Warning: Output results may conflict during periods of changing synchronization.

SN JLoPlE, ISE N5 NTP LRSS &FED . 25 R 28— 6w E AR a5 .
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ise-pap-1/admin# show ntp

Primary NTP : ntp.demo.local

synchronised to NTP server (128.107.220.1) at stratum 5 time correct to within 459 ms
polling server every 64 s

remote refid st t when poll reach delay offset jitter
127.127.1.0 .LOCL. 10 1 5 64 3717 0.000 0.000 0.001
127.107.220.1 .LOCL. 4 u 1026 1026 377 0.478 -866.81 60.476

Warning: Output results may conflict during periods of changing synchronization.

VE: FTRETCVASLEN S NTP RES2:FID. EATRETE BAEAF 10 2 15 408, il ISE B A £k £ NTP iR 2%
FH|,12  WWEED ISE CAL RS R AMEN (G FR) , iXFs NTP WA F25 R IR TAE.

ise-pap-1l/admin# show ntp
Primary NTP : ntp.demo.local synchronised to local net at stratum 11
time correct to within 10 ms polling server every 1024 s

remote refid st t when poll reach delay offset jitter
127.127.1.0 .LOCL. 10 1 5 64 377 0.000 0.000 0.001
127.127.220.1 .LOCL. 4 u 1026 1024 3717 0.478 -866.61 60.476

Warning: Output results may conflict during periods of changing synchronization.

VE: ATRECIAILANS NTP RS 43 AL . EATRER 25647 10 2 15 0B, ik ISE MU A Sk £ NTP A s5 5.

©2015 BRARGNF
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ISE Web GUI ij5ia]

iz
BB SR ISE 2T WA I SN, 75 2248 s 228 PP VT 2 HAEAREA ISE SCHFIF /A il HTTPS

M ST e, ZHTHE T CA HX SR A . AL AR R PR 2 ke R ISE J5, Rl B8R ISE 2T M
LRSI -

B#N5 ISE Z[Ek) Web 2%
BB A N5 ISE Z (A1) Web 221, AT LA R DR
S FIIFEH HTTP %48 % 11, W% 2] http://ise.demo.local .

VE: Ut URL AR¥E E—iseit s B . 184 http:/<host name>.<domain name> 5 [0 ¥ % &% . /5 A HTTPS
FI 2535 : Mozilla Firefox 2.6 A1 9 DL & Microsoft Internet Explorer 8 1 9.

Syl B 2 ) B 2 A R ISE BRI https://ise.demo.local/admin .

SB2  EEFIM, fMABERESRETE P LR,
$B3 i Login, A4 o s RN ISE Mk, @& 2 fiox.

E: ERIAH Web UL #EiE N admin/cisco. BB KN, RASHENIEFE BN ETD .,

l"l I;

© 2011 Cisco Systems, Inc, Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco sifuatlis
Systems, Inc.and)or its affilistes in the U.S and certain other countries, CISCO

Identlty Services Engine

Username | |
Password | |

Remember username

Problem logging in?

1. ISE Web X%



http://ise.demo.local/
https://ise.demo.local/admin

REHElR{EER CisCo.

UEH FIIEF S % #1144

%

AAR AN A A B ISE UES, TEBMUR AL (CA) @ifaf 14 ISE MR UEYS, DA R Wi il %34 ) ISE. 7E%
BEALISE i, SAMBIAMBZELZIET. REWIEBH TSR MER DL e, (H2KBEHBEZRIEDT
BEAHISE F TAM MR AN pE. A THES ISE FiEE, LRiEES SR T LM T ISE
EEL (BIWEH ISE Web FHHHTECE) , #F EECE X.509 uE i AHE 555 LUS I Fomn .

VE: I [EE X TUE BRI E R B FHRECEE NTP Jf B 3U€ IEFI .

BRLISERE - iEBM{FECA
VE: STFEPEE: BRI S NEBAE PG B O @ EBiE R

B BREREMRSTIE, )5 A Administration EITR .
SE2 SRR System FE4E, A5 1EFE Certificates.

il
Cis€o  Identity Services Engine

f Home Operations ¥ Policy ¥  Administration v

=fs System S Identity Management BE Network Resources |24 Guest Management

Deployment Licensing Certificates Logging Maintenance Admin Access Setfings

T e ) Local Certificates
Certificate Operations
@ Local Certificates = =
g- Certificate Signing Reguests i i :éa:Add il @Expnrt e xDEIEtE
& Certificate Authority Certificates [ Friend Import Local Server Certficate a Protocal
= Generate Self-Signed Certificate
& OCSP Services O Dpefau HTTPS,EAP

Generate Certificate Signing Request
Bind CA Certificate

B2 iE$

HBWI il Add 24
i MFHi 32§ % FE Generate Certificate Signing Request.

mim
CISCO  Tdentity Services Engine

£ Home Operations ¥ Polcy v  Administration
ofs System | &2 Identity Management  [BE Network Resources

Deployment | Licensing Certificates | Logging Maintenance

Ensure to put the correct
hostname.domain name,
which are case-sensitive

i Local Certificates = Gener
CECE R tngs Generate Certificat:
@ Local Certificates
g_ Certificate Signing Requests Certificate
& Certificate Authority Certificates * Cartificate Subjectl CN=ise.cts.local I
& OCSP Services * Kay Length ’2043—|T|
= Digest to Sign With [SHA-256 [~]

Cancel |
& 3. Generate Certificate Signing Request HE#R




REViERIEEmR

atfren]es
CISCO.

S5

fE Certificate Subject 7Bt H i A\ A} ISE 15

R 584 IR E 344 (FQDN).

S 6 A Submit #7241 .
i
CISCO  Identity Services Engine

4 Home

Operations v  Policy w

[ —
afo System &L Identity Management

Administration

B8 Network Resources

v

[} Guest Management

Deployment Licensing | Certificates = Logaging

Certificate Operations

Maintenance Admin Access Settings

Certificate Signing Requests

ST Al Export #E%.

@ Local Certificates . 3

o Certificate Signing Requests b Export i Xpeket=

@ Certificate Authority Certificates Friendly Name a  Certificate Subject

@ OCSP Services ise.cts.local CH=ise.cts.local
4.

S8 N pem X IRAFAEE MIINLE, DAMETT (H 47 D7 1]
'ICII:é!:;. Identity Services Engine

A Home

Operations v  Polcy v

(. porem s | -
sie System {;ﬁ Identity Management

Administration

B Network Resources

v

Deployment Licensing | Certificates | Logging

-

Certificate Operations

@ Local Certificates

o Certificate Signing Requests

i1 Certificate Authority Certificates
& OCSP Services

=

Ensure to put the correct
hostname.domain name,
which are case-sensitive

Maintenance

Local Certificates = Gener:

Generate Certificat
Certificate
* Certificate Sub]ecl:l CM=ise.cts.local I
* Key Length |2048 bl

* Digest to Sign With [SHA-256 [ ~]

Cancel |

[# 5. Generate Certificate Signing Request R

©2015 BRAREGEAF
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T & CA RIUEBHMEZUES

SE1 WEEEN CA.
T8 2 A bR N "Download a CA certificate, certificate chain, or CRL" ff)55#% .

VE: BAME ) Z Microsoft CA; [A b, 75 E W % 2 http://ad.cts.local/certsrv/. RHE AN CA, UETHIER

%IET T EEIEA R PR . {4 Microsoft CA B, FRATAIIEH Internet Explorer %%Eﬁo

Microsoft Active Directory Cerificate Senices — cts-WIN-ADBERRISLER-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or ta
view the status of a pending request.

For more information about Active Directory Certificate Services, see Aclive Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA cerlificate, cerificate chain, or CRL

B 6. T# CAEDH

g ] #5117 Download CA certificate.

Microsoft Active Directory Certificate Services — cts-WIN-ADBERRISLER-CA

iy
Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA certificate chain.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [cts-WIN-ADB6RRISLER-CA

Encoding method:

# DER
" Base 64
Download CA certificate
Download CA cerificate chain
Download latest base CRL
Download latest delta CRL

7. EEEB DA



http://ad.cts.local/certsrv/

REHElR{EER CisCo.

SB4  CHEIM cer XHRARIE MMM E, DUE T ERUEAT U .
BRIRAELZER: CHRIa 2N AZH AR, 110 RootCert.cero

$B|S il L AR Home.
S8 6 i Request a certificate.

Microsoft Active Directory Certificate Services — cts-WIN-ADBERRISLER-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate_certificate chain,or CRL

8. HIFIEH

ST #iiti advanced certificate request.

Microsoft Active Directory Certificate Senices — cts-WIN-ADBERRISLER-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit ar[ advanced certificate request.l

9. HRFSHRIEH

SR8 EFEAR N "Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoder PKCS #7 file" 1131l »

Microsoft Active Directory Cerificate Services — cts-WIN-ADBGRRISLER-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a cerfificate request by using a base-84-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded|
PKCS #7 file.

& 10. EEIERIFEKER

©2015 BRARGNF
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FR]WO L FAREAM ARG B ASIT IR 2 FORAE . pem STAF.
B0 RBERBENENE, RJFESF Edit > Copy.

1§ isectslocal - Notepad 10l x|
File Edit Format View Help
-———-BEGIN CERTIFICATE REQUEST-----MIICW]CCA30CAQAWGDEWMBQGAES

B 1. SHEEH

FBWNM £ CAEHT, KEBIEKR pem STAHI N AR R Saved Request LAHEH . Certificate Template
N BN Web Server.

Microsoft Active Directory Certificate Serices — cts-WIN-ADBERRISLER-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificat
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

“

NCOoWdVED] Jk{JdanceUzT}(YaindQJxeJBP,-’H:{ESE;I -
Base-64-encoded [mliXVPeVrEXzx0ni6L1lUVE9PE8kiLEMZog7Tan5ma: ‘
certificate request [42nh6t5/gr4euWLFrf4XvaMwayDg0GoK94kTZaDTn

(CMC or nnowtgds 3h38vwtNeDICEMNqgl 70 JGUbREhZe0k2

PKCS#10or  |-———- END CERTIFICATE REQUEST--————

PKCS #7): | -
1| | b

Certificate Te
|Weh Server j

Additional Attributes:

=l
Attributes: -
1 »

12. fR3IEHIFEKR

$B12 7R ISE HFH AT, FHE Administration - System - Certificates = Certificate Authority
Certificates.
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SB13 i Import.

NImm
CISCO [Identity Services Engine

4 Home Operations w Policy » Administration «

ofo  System &L Identity Management B Network Resources |2 Guest Management

@

Deployment Licensing _ Logging Maintenance Admin Access Settings

i i Certificate Authority Certificates
Certificate Operations

@ Local Certificates

£ Edit Impart | b Export Cielete
@ Certificate Signing Requests - .%}D_pldb " X

@ Certificate Authority Certificates [ Friendly Name + Issued To
& OCSP Services

E13. SAIEH

SB14  NEHRBIFEF 3 D% 3 P IRIER CARIET .
L5 AN "Trust for client authentication" [ & iEHE, 2R )5 1% F 14584 "Enable Validation of
Certificate Extensions" [t Ei%HE,

CISCO  Identity Services Engine ISE  admin  Log
pera P Task Mavigaf
=% System L Identity Management B MNetwork Resources [#4 Guest Management Browse for the CA

Root Certificate
saved in Procedure
2, step 3

Deployment Licensing _ Logging Maintenance Admin Access Settings

Crtificate Authority Certificates = Import

Cortificate Onerations Import a new Trusted CA (Certificate Authority) Certificate

@ Local Certificates

@,- Certificate Signing Requests

o Certificate Authority Certificates
& OCSF Services

* Certfficate
Fila

Friendly Mame \ Root Cert

|C:\L.Isers\Admm|strator\DawnIoads\Rthert,cs Browse.

All Certificate Authority Certificates are available for selection as the Root CA for secure LDAP connections.
. i cation belows

Trust for client authentication
Enable Validation of Certificate Extensions (recommended}

R

Description |

cancel |

& 14. {51F EAP-TLS

$B16 i Submit.

RIRHHAHIES

WAE, CAMERCZENEE, BT LUEA CA MUK UEF & B2 2 UE+, FHMIBR O 2 lpiE-BE 44
(CSR).

$%1 M Administration = System = Certificates = Local Certificates, ii7 Add > Bind CA Certificate.
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i
CISCO  Identity Services Engine

f Home Operations v Policy ¥  Administration

l'.—\ ; —
wle System & Identity Management B Network Resources |2t Guest Management

Deployment Licensing Certificates Logging Maintenance Admin Access Settings

(f Local Certificates
Certificate Operations
@ Local Certificates .
L Certificate Signing Requests paeat é']:'ﬁdd &R Export X Delete

@ Certificate Authority Certificates [ Friend Import Local Server Certificate
Generate Self-Signed Certificate

i O ise.ct HTTPS,EAP
© DCER Serices Generate Certificate Signing Request

Bind CA Certificate

15. 43%E CAIEH

a | Protocol

HE2  WWEHKE| CA NEEISE ML HIUET . & EAP F1 Management Interface & IEHE.
TE]R3 R Submit.

CISCO  Identity Services Engine ISE &

4 Home Operations v Policy v Administration v

ofa System &1 Identity Management B Network Resources [1t] Guest Management

Browse for the CA
Root Certificate

saved in Precedure
2, step 12

Deployment Licensing _ Logging Maintenance Admin Access Settings

Local Certificates > Bind CA Signed Certificate

Certificate Operations Bind CA S'lgned Certificate

® Local Certificates

Certificat
m Certificate Signing Requests icate
£ Certificate Authority Certiicates * Certificate File IC:\Users\Admm|5tratur\DawnIuads\lSECert,cer Browse.
& OCSP Services Friendly Mame ‘ ISE cert

Enable Validation of Certificate Extensions (recommended)

Protocol

EAP: Use certificate for EAP protocols that use SSL/TLS tunneling

X

Management Interface: Use certificate to authenticate the web server (GUI)

Override Policy

A certificate being imported may be determined to already exist in the system wh
[] Replace  same Subject or Issuer and serial number as an existing certificate. In such a case,
Certificate "Replace Certificate” option will allow the certificate contents to be replaced while
protocol selections for the certificate.

I' cancel |
[ 16. 457 CA ERZMNEFIEE

VE: WREIEIEFRR 4 TEK (CSR) &A1 5 B A ISE k55 S AHFE K B4 (BREE MR REE) , W
KWFERIE S . MIFRIAR CSR BB N4 FHFEH B

BFRIHRIER 1 CSR

STE1 bR AN "Default self-signed server certificate" [\ & iEAE .
HIER 2 il Deletes
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atfren]es
CISCO.

Nmm

CISCO Identity Services Engine

Home

Operati

[y — .
=i System @ Identity Management

BB Network Resources

|28 Guest Management

Deployment Licensing ("Certificates | Logaing Maintenance Admin Access Settings
N ) Local Certificates
Certificate Operations
@ Local Certificates =
o Certificate Signing Requests - / Edt %Add & Export X peet=
@ Certficate Authority Certificates \‘ [J | Friendly Name 4 | Protocol Issued To
4 OCSP Services Default self-signed server certificate ISE.ad.cts.local
[ ise.cts.local#cts-WIN-ADBGRRISLER-CA#00001 HTTPS,EAP ise.cts.local

B3
B4

Riifi Certificate Signing Requests.
£ CSR.

17. MIFRIBESIESR

SB®S5 Al Deletes
]
cisco

Identity Services Engine
Home Policy ¥

——
%o System S Identity Management

BE Network Resources

Administration ¥

|22 Guest Management

Deployment Licensing (Certificates | Logging Maintenance Admin Access Settings
Certificate Signing Requests
Certificate Operations 'gning Req
@ Local Certificates ~ = -
@ Certificate Signing Requests \\ @ Bxport -
@ Certificate Authority Certificates ‘ O Friendly Name a  Certificate Subject Key Length
B OCSP Services ise.cts.local Ch=ise.cts.local 2048

B 18. MIFRIBEYZE BIFK
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BhiE
FEATAZ AL B TC 2 R A 4 i) 2% (WLC) B2 75 22K RADIUS 1 3R A% B AL ISE #EAT B 43 U8 UE M 28 25 7 difg

B HNASINEIE AL ISE. ERHISE 24— G BOABL%, WIHCE N SUVAE T 45 ¥ % & 1% RADIUS 53K,
HARE I Ih B AR — DRI I

N T SEALA R SR B A VELN R S, UK T B2 i BE R} ISE, JHE M4 5% 41 (NDG) K
ALK L KB4

. BALISE #REE S AN/ R HALH], H T E SN2 R & R I B B A S O B AH BLFK) NDG.
ARVEAULEE, SR IER ISE H Tl
(http://www.cisco.com/en/US/docs/security/ise/1.1/user_guide/ise _admin.html).

[T Az A=

WREEY, NDG ZIAERm AN T E. BRISE 37T 5 ng Y Rt feus i FE = B E @M . NDG %
TR T RS RS SR B 2 — . B, RTDUASE LB E — A NDG, AN VPN W& —14, REN
WLC B 5 =AM

BRHRAELER: 2/ B IR & AR B B EAH MY NDG.
HE1 % Administration = Network Resource = Network Device Groups.

BN, im0 NDG KHE P4~ All Device Types A1 All Locations. K2 £ & 48 7 DL IX AN
B, BEE T Re T EAE M BN FAH. Kl gt JLETCIR GESRM G 1EIRGERRE)D

HRH 2458 . PAZAZ5#) "All Locations = North America = US = SJC = Building M = 1st Floor" |, &
A DAFE S TR Al L H Z IR AR E 00 . #e 5 2, B8P] DAFE SR rh e % "US" IF3R45 "US" T &4 i

FEw&.

afuan]ns
CIS€CO  TIdentity Services Engine

£ Home Operations ¥ Policy ¥  Administration

=%s System S TIdentity Management BB Metwork Resources [8 Guest M3

Metwaork Devices Metwaork Device Groups External RADIUS Servers RADIUS Ser

" = Network Device Groups
Network Device Groups

[~ P
.@}:.v

k Groups

Edit oRAdd [EyDuplicate

Mame

i
il

All Device Types

All Locations

ooog

B 19. MEREA
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atfren]es
CISCO.

SE2

P

SE4

% $& Network Devices, /i Add.

nmim
Cisco

Identity Services Engine

(=) Network Devices
B Default Device

{4 Home Operations ¥ Policy v  Administration v

o Systam &% Identity Management | [ Network Resources | [2% Guest Ma

MNetwork Devices MNetwork Device Groups External RADIUS Servers RADIUS Ser|

i Network Devices
Network Devices
b

re) .

[‘$ ) S Edt | dbadd | Bybuplicate
- MName a  IP/Mask

20. HMMBILE

£ Name FE i N & Fr Switch, ZRJ5 it Submit.

Network Device Groups

MNetwork Device Groups = All Device Types List > New Network Device Group

* Name | Switch

Description |

* Type | Device Type

D o)

21, RN

{ Network Device Groups

(v

L)

il

& EE
v || Group Types
v 4% Al Device Types
v i?i Switch

& Data Center
v & VPN
M ASA
v &% Wireless
W WLe
v 4% Al Locations
&% Europe

v au US
wu BXB
é CLT
@ s

&% Access-Layer

* 4% MNorth America

E 22. HER

HE MR, G NDG Rk . & 24 P R IR E 7= Bl .
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atfren]es
CISCO.

RN &

E: WRRMEEHE, WiEE CSV IR AML RS ARHFEHEER,
(http://www.cisco.com/en/US/docs/security/ise/1.1/user_guide/ise admin.html).

S 1 % Administration = Network Resources = Network Devices, #&)5 i Add.
aran]na
CISCO  TIdentity Services Engine
f4 Home Operations ¥ Policy v  Administration *
ofa Gystem & Identity Management | [ MNetwork Resources | [2%] Guest Ma
— )
MNetwork Devices Network Device Groups External RADIUS Servers RADIUS Sen
(" = Network Devices
Network Devices
[‘Q: 2) S Edit | gbadd | Gypuplicate
N MName «  IP/Mask
[ | Metwork Devices »
i Default Device
A 23. MERE
$2  1H5 Name. IP Address 1 Network Device Group 7.
Netweork Devices List > New Nebwork Device
Network Devices
* Name | 5)CM-sw-1 |
Description | | —
Both Device
Type and
Location
* .
1P Address: | 192.168.252.1 1132 || recdtobe I
added to
Metwork
Device
Model Name I:El Groupsin
Software Version |:E| order to be
selected from
drop down
* Network Device Group menu.
Device Type | Access-Layer ] | Set To Default |
Location [g3c ©] | Set To Default |
B 24, MEGRIFMER
B3I NPrAEMSIR R (WA “EIESEHA 7 ) BRI,

I

2 A ISE H P T
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llllallh
CiIscO

®2 MERE

EAEE

W WA T H G T X8 %80SR T
FHyE. SHmR AR

R Al ik

IP #bhit DAZRUEG FE A A LT B 840 BT i) RADIUS 3815 YR % 1
FHUCHE o Fo A S i 2 16 FH 2R [ L AT 2

ilR=2 Al ik

YRR Al ik

ik 80 A=

= R Bk —

R R E AR,

SHREHEgE

il HHisEE 78 A RADIUS .

H=24A WA B L E K] RADIUS 25 £ AHILIC .

SNMP & & (HF&&SH)

SNMP k&

IR L R

SNMP RO X

SNMP X F % &b g . JEARH ISE B4 A2 #
ML, B EER I PR FEE B 2 R B (LLDP)
KEINE

SNMP FiR% | T SNMPv3 - 2420558 bl b (¥ e & A VT AL«
RERH HIT SNMPv3 - 4525 52 ehl b (¥ EAHVL T o
SMEIEH | T SNMPV3 - 4205 20 bl (e B AR VTR .
BRAATHIY T SNMPV3 - WA 205 58 #e bl b (1 T B AH DL .
#1615 WA BN R E] B 3,600 70
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sl el ]l
R&iL a1 iElaR CII S CIO .

SEIRPERE | K UR} ISE LB MBS R HACHALY Linkup £l
Linkdown SNMP [, {# 8 &k HEpL ik .

MAC Papizsifg | K 8R!l ISE Bl B i3k B A2 LY mac-address-
table XM PRI, IR BE LR IRAER 1R o

2V (SGA): EAMERM MBI H M. FATKAE SGA
Fi 3 BT R e T

BB E IR AANERMENLBCF M. WATRKAE SGA #7)
FH VT 17 LT




2 eipiERlEES 'é'.'s' élc;'.

T

ik

JELISE J3#fr #1157 ISE “F & LR 2l f 338 B — RAIRE (IR RIERA K&t g I,

A 22 T S s RO ML R PPAl SR 4, DA i 55 T SCRUBC E SO ARG . RS, b ds OISR A7) 2R 45
TR FAE B 4y BIE AN AL Th R 26 o 0 M (0 20 2845 SR AT DL RO I AR AL R . A SRS I 2 11
B T E15 F-30- 7B it 11 75 1 -

N BRI BT M AT DX ) 180 45 SR

4.“" ]
l
@ EAP Authentication

/ ’4) Accept with VLAN 40
Corporate )
-~ Resources *

(2) Accept with VLAN 30 /

Employee n

—— - , \ - ¥ {
- .--’r‘--/ o o ————— e

Same-SSID — y

(3) EAP Authentication— Sl 7 Internet “
Employee @ \ .-

25. ETOMERERE

EAP S 36iE e ii)a, fFIARIE SSID i H 7 vl 5ANF 4G 28 VLAN #2110 AH ¢ Bk .

o AN THEEMM R T, H AD /7 ID #80 B H VLAN 30, AJ 54558415 18] /A 4% (K RLRR
o fHHAN A iPad/iPhone ] 52 T., H AD /7 ID #43ECE| VLAN 40, HEEV 1A LI M

ISE BL & - B i &7 HhiRst

FERERY Bt FATIGAEBHRL ISE Wk b F e i iREr . e Azl b, Gl e SRIg IR 55 15 50 (PSN,
A7 I AR Y SR R 5 B PDP) 8 e et o AR E S RITRRERET (LLRAE(TAR S D AT RELERCR 2%,
IVAPZER % S AR R ) 37

. AIEEAN )G NetFlow #R4F . NetFlow & —# s K TR, {H2E 5% T HNRE S HE
8. EHLBAL L VAL, NetFlow JE# 6. {HiE, NetFlow f— 275 12 # 72 2 A I MR LE
St v KA

LR A HREE, EPATLUR PR

FEA1 F/1 % Administration > System > Deployment.
B2 EFERBE RS A
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SR AT AR BN B SERE ISE 19 50, 8 26 P e G RS K BRR 2 AT 1) 5 & 2 A A2
PR NS RS E T R — XE PR PSN HE EidPIR.

T3 i Enable Session Services.

alua]n
CISCO  TIdentity Services Engine

# Home Operations ¥ Polcy ¥  Administration v

—— = 8
9.5;? System .'g" Identity Management BE Network Resources E_J‘ Guest Management

Deployment | Licensng  Certificates  Logging ~ Maintenance  Admin Access  Settings

- Deployment Nodes List = ise
Deployment
- =0 . | Edit Node
v 0.5;? Deployment
- ﬁ ise

General Settings Profiing Configuration

Hostname jsa
FQDN jse.cts.local
IP Address 10.1.100.3

Node Type 1dentity Services Engine (ISE)

Personas

+| Administration Role STANDALONE | Make Primary |

| Monitoring Role| privaRy Other Moni
-
-
-
3 | Policy Service

| Enable Session Services i
Include Node in Mode Group | <None> -

| Enable Profiing Service

26. FREEARFZTA

S84 DR 4 fid Profiling Configuration I+ .

]
CISCO Identity Services Engine

fd Home Operations ¥ Polcy v  Administration v

efa System J 1dentity Management B Network Resources |24 Guest Management

Deployment Licensing Certificates

Logging Maintenance Admin Access Settings

- Deployment Nodes List > ise

Deployment
&-=E . | Edit Node
- 35: Deployment

ol i

General Settings Profiling Configuration

» METFLOW

» DHCP

B 27. HERE




ZEihioREiar CISCO.
$B5 3 H DHCP Fraf B 2 IR AE .

HIR 6

1X4& DHCP IP Helper #R%t. &l MAZHe LB AL ZE 3 Z % % FHBCE ) DHCP IP Helper [ %
RIPEEEL . DHCP IP Helper #%F R il N DHCP %% /7 3y B iR 45 2% i = (DHCPDISCOVER
F1 DHCPREQUEST) .

FERFRE 4% 1 BT 4% 0 _EJS T AR

Mmm
CISCO TIdentity Services Engine

ﬁl Home  Operations w Policy Administration ¥

ofo System £ Identity Management BE Network Resources |2 Guest Management

| v ppssprun |
Deployment | Licensing Certificates Logging Maintenance Admin Access  Settings

Deployment Nodes List > ise
Deployment

&= = . | Edit Node
hd ;3;’ Deployment

ﬁ ise

General Settings Profiing Configuration

b NETFLOW

¥ DHCP

Interface | GigabitEthernet 0 - ‘

port| 67 |

Description| DHCP |

f 28. /5A DHCP

J&i il DHCPSPAN Fit it . 1) & 1B HE o

DHCP Span #REMiT AT MAZ AL _E L B 1922 el 1 20 BT 28 (SPAN) i ) B # R AR . IR
k29T TS DHCP i & .

¥ DHCPSFAN

Interﬁlce| GigabitEthernet 0 r|

Description | DHCPSPAN

& 29. FH DHCPPSAN
AL B EC E N SPAN HARES, 1% AR RE IR T/E. 1EHE] SPAN H brii 198z HRNA
GREM, RoRZEORNAZMPGE N Zu O R ETE R E, (EASN E R EAE .
TRxEer f5, BATECE — 82N EE ISE R4S #3810 3B NiE H T DHCPSPAN 1 HTTP 48
BHR AR, EATRR T, AT GigabitEthernet 1 42 11% 1T SPAN H#x.

VE: B ISE EBR GigabitEthernet 0 LAAMRI4E FII, Mgk A\ CLI FF7EH: DG BRI N4 no
shutdown 5 i M. AXRZHHLE, ESH “BMMWEER” F2Fp. BEEZ D ERE
SPAN (l#E&1E) , ES W “EL#HL LA E SPAN 15”7 #fF.
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$TES oA HTTP it B 5 IEAE .

v HTTP

Interﬁce| GigabitEthernet 0 r|

Description | HTTP |

30. BA HTTP

HTTP Span #REHTUT 5 € 42 1 B/ HTTP 2 (A i1, Mm% sitb 78 HTTP J& . HTTP
BRAT TR Ko AT ] 80 AUV &, Aol HTTP % 3R A7 746 MR £ i 1 A AN Hof HTTP J@ 1

FERM BB TT T, HTTP #dli R mE KR —. HTTP KM HIE 7275 i — it LR R,
1M HNAZAE B e RE 25 e

$B9 5T RADIUS Frstt b () &% AE .

RADIUS #4124 RADIUS 15 B3 Bkl & im . eah, B ok 8 B 10S B i 21 WLC
HH PRI 1B A A S B 1 A T B o

v RADIUS

Description | RADIUS

31. B/ RADIUS

% 3 HH T 241 RADIUS #R4HER &1 . RADIUS 84 R¥E RADIUS 15 2 75 BhAS il 2% 5

3. RADIUS RETERE 1

User-Name Framed-IP- Acct-Session-Time

Address

NAS-IP Address | Calling-Station-ID | Acct-Terminate-Cause

NAS-Port Acct-Session-ID

¥E: RADIUS 541 Al fgif 2 il /% DNS A1 SNMP il EH4 (R e B .




REHElR{EER CisCo.

HTE10 )3 DNS Frxf B S IEHE

BB} ISE #38 HH 1) DNS #REE, 40 B 48 B2 8 2 K 2o H R BO% 2 i 1) 56 42 B o 3 44
(FQDN).

v DNS

Timeuut| 2 |

Descriptinn| DMNS |
32. /5H DNS

XA DHCP. RADIUS. HTTP Fll SNMP #REF I B 1) oty B & 3R 4 TR 5 H AN B RN, 44
SER M) DNS B k. [Rlik, X7 DNS &#okii, Bk DNS #8424, /DT EGHER 4 HE5IH
— N RET

®4. FERAMRE

RER MRt

DHCP IP Helper. DHCP Span - "dhcp-requested-address”

RADIUS #£%t - "Framed-IP-Address"

SNMP ##%t - "cdpCacheAddress"

HTTP #R§t - “SB IP”

$H11 J5 ] SNMPQUERY JIF b} B ) 52 1 4E

¥ SNMPQUERY

Retries| 2

Eve ntTimeuut| 30

|
Timeout| 1000 |
|
|

Descriptinn| SHMPQUERY

33. BHA SNMPQUERY

e FEM I ERCE SNMP BB, E7F ZH ORI B T b D B8R T BRI, iR AR
AR R 1 A BRI, ST RE 2 RS S0 Fr L 1 2 o ) BB A B P34 JE T e 84T IE
27 o
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SNMPQuery &% TR C & 1561 7] BB 56 10 BT 4 3 SNMP [ % 5. HIhRE R B2 il “ AN 4%
W% —HH ) SNMP 5L & .

SNMPQuery ¥4t 21 LA T MIBS:

System

cdpCacheEntry

cLApEntry (#15i%# & WLC)
cldcClientEntry (415 %45 /2& WLC)

LinkUp/MAC BX1/RADIUS 1 2% 1 45 S 2 i)«

PO ¥dE (ifIndex. ifDesc 28)

Uit 1 A0 VLAN %#z

SUhEHE Can S 2R DIUOR 2 1)
BRI CEE Can R 2 BRI )

e A ERE . NAD feili oA T 28 F K SNMP & iR

B2

B3

¥E: SNMPTrap fili & A 3t N5 SNMP 2 EREAH R 15 s A B A o an SRR 5 F AN 3 SNMP
EHIHRE, WESEF XA,

Jii I SNMPTRAP FIT %t b i) % AE

SNMP [ Bk e IR B £ it B H 52 FF MAC %1, Linkup. Linkdown FUEZ%1/Y NAD KI5 & .
Hik SNMPTrap KIE4EBIhAE, BLHE ] SNMPQuery #4t. SNMPTrap #%F fE5 78 Ui 11 20k,
HH BT DL R 2 ity 5 16 PR T 8% T P e BB AT RE R N R OCR B R E NAD IS B kb DhfRe IR #1817,
10250 NAD it B o8& 3% SNMP [EBF. M SNMP BB 015 RS BARL ISE w6125 (1) 243,
BRI T2 4T

¥ SNMFTRAF
Link Trap Query
MAC Trap Query
Interﬁlce| GigabitEthermnet 0 v|
Port| 162 |

Description | SNMP TRAP |

B 34. 5 SNMPTRAP
TE: SCRF SNMP @Al
Wi 255 F Link Trap Query 1 MAC Trap Query &3, #R)5 it Save.
e RAEH] VMware #4704, 162 (ISE AR E#RIEHF) -
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BERELHERS

e http://www.cisco.com/en/US/products/ps11640/products implementation design guides list.html

W EE B
o FLEGIRGS SIS g

http://www.cisco.com/en/US/products/ps11640/products user guide list.html
HIRER10S BE. R 10S XE BAEA B R NX-0S B RA M E 2 E 5, &2 LT URL:

e XIF Cisco Catalyst 2900 Z 1|42 #HL:
http://www.cisco.com/en/US/products/ps6406/products installation _and configuration guides_li
st.html

e X Cisco Catalyst 3000 5 41|32 #eHL:
http://www.cisco.com/en/US/products/ps7077/products_installation _and configuration guides_|i
st.html

e X}TF Cisco Catalyst 3000-X F 535 #uHl
http://www.cisco.com/en/US/products/ps10745/products installation _and configuration guides |
ist.html

e X Cisco Catalyst 4500 F 41|42 #HL:
http://www.cisco.com/en/US/products/hw/switches/ps4324/products _installation and configurati
on_quides_list.html

e XIF Cisco Catalyst 6500 F %142 ##L:
http://www.cisco.com/en/US/products/hw/switches/ps708/products installation _and configuratio
n_quides _list.html

e XIF Cisco ASR 1000 & %1% Hi#s:
http://www.cisco.com/en/US/products/ps9343/products installation _and configuration guides i
st.html

BB & B s 2F

e http://www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc _cg70MR1.
html
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