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BRISE ®L1THRE 1
i CLI A7 IR} ISE S FERITCE 2
A R e V) i) R ISE CLI 2
Vi)t 2445 R ISE CLL 3
JEFRHISE CLI FHL kS 4
JUBFISE CLI FI ik f 5
Gz B8R ISE CLI Fl ik 5
JERHISE CLI I/ ik AL R 6
JUBHISE CLI WS RF IR AR 6 8

PITHEAX TEIBR ISECLI &% 9
FEPATH N IF4R R ISE CLI 231 11
application install 12

application configure 13
EHE B 14
TR SR S E S 16
FHAF AN CA fHEIX 17
A RRG] 19
JHH ACS 1% 20
KGR G EE 2
RS 2
TLWE 22

application remove 25

application reset-config 26
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application reset-passwd 28

application start 29

application stop 32

application upgrade 34

backup 37

&4y JAFL ISE ML E S 38
#Ar JRL ISE 121740 38

backup-logs 40

clock 42

configure 44

copy 45

IBATHCE 46
SN Wk by VA
LR B S EREATIRE a7
JAEhCE 41
KR E S PR 48
M REfr B B A S E 48
SHIH & a8

crypto 50

debug 53

delete 57

dir 58

exit 60

forceout 61

halt 62

help 63

mkdir 64

nslookup 65

password 67

patch install 68

patch remove 70

ping 7

ping6 72
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reload 74
reset-config 75
restore 76
A R ISE Bl S a7
M SE R ISE s AT 84l 79
Mg PSSR TSE Mo B X RS R ADE OS %l 79
rmdir 81
ssh 82
tech 84
telnet 86
terminal length 87
terminal session-timeout 88
terminal session-welcome 89
terminal terminal-type 90

traceroute 91

undebug 92
write 95

®£3 = PITERERX THER ISECLI 8% 97
show 99

show application 100
show backup 103
show banner 104
show cdp 105

show clock 106
show container 107
show cpu 111

show crypto 113
show disks 114

show icmp-status 116
show interface 118
show inventory 120
show ip 122

show ipv6 route 123
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show logging 124

show logins 127

show memory 128

show ntp 129

show ports 130

show process 132

show repository 134
show restore 135

show running-config 136
show snmp engineid 137
show snmp user 138
show startup-config 139
show tech-support 140
show terminal 142

show timezone 143
show timezones 144
show udi 145

show uptime 146

show users 147

show version 148

EEEKXTHER ISE CLI % 151

FEARATRET D) B HE B AL 153
FERCERBU T L E LA} ISE 154
FERCE T RGUNRCE DA ISE - 155
CLI it & fir & BRIV BLE 156
backup interface 157

cdp holdtime 161

cdprun 162

cdp timer 163

clock timezone 164
P AR ISE 5 s IR IX 164
LI 165
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WRFNE X 166
IEHHIF X 166

conn-limit 168

do 169

end 172

exit 173

hostname 174

icmp echo 176

Interface 177

ipv6 address autoconfig 179
BC & IPve HBIACE 179
KARFSAAY ETIRE 180

ipv6 address dhcp 181

ip address 182

ipv6 address 184

ipv6 enable 186

ip default-gateway 187

ip domain-name 188

ip host 189

ip name-server 191

ip route 193

ipv6 route 195

kron occurrence 196

kron policy-list 198

logging 200

max-ssh-sessions 201

ntp 202

ntp authenticate 203

ntp authentication-key 204

ntp server 206
A NTP il 55 5 3 B ik e B 52 15 AT 1) 25 )
KAEFRARAS 208

ntp trusted-key 210

BN |

208
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rate-limit 211
password-policy 212
repository 214

service 217

shutdown 218
snmp-server enable 219
snmp-server user 220
snmp-server host 222
snmp-server community 224
snmp-server contact 226
snmp-server location 227
snmp-server trap dskThresholdLimit 228
snmp engineid 229

username 230
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AR SCH H TRCE A 4D JER ISE BUERHS 0y IR 25 518 CERFISED fir AT St (CLI) 15
B

o ffif] CLI 347 8 R} ISE FHMECE , 52 W

« B} ISE CLI & #E Ak, 26 4 1L

« JURHISE CLI Ik, 28 5 L

* JRHISE CLI H ik BB, 56 6 it

* JURISE CLI I SCREBEAFFI R 5, 55 8 UL
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B emcusirEn s graRE

£/ CLI#1TER ISE EBF AL E

A F RS BHISE iy AT F41H (CL),  fn] DAESAT BT AT R0 (M & Tﬁﬁﬁﬁ?%ﬁﬁ@
FLEAESS (P RS JEE MR ISE A BE 3 1T 0AT)  JFAR I Tiebse R iz AT H

fEnT LA A B RHSE B 3 G )7 8k CLL H EARNSE N #4448 T A T s e B i 47

DL 2% 4 JOR ISE WA . Bbak, T LU SR ISE CLI A s fn s 1 JRL ISE W #F M%
PR E N B . RN A B E T HER I ITE RGN H &, U nakal % 74
HBHISE %4,

HRAAIEL AR, ESEPITECE AR SE CLL @ $UT ot R i
B ISE CLI #74, e &=l N B R ISE CLI /14,

ERARM RS0 2% ISE CLI

)

U AR BAE AN BT 26 SR (LAN) BT &8 B AEAS L C B S8R ISE, D) nT LIRS A% H 45 4 1l i
VAo 45N R BB 2 JURL ISE WA Pkl & 1 . $ﬂfﬁ HERA ) R L B
FFEhl G, FE TR ISE CLI AU AR . iy A AT 4t (1 LR AF 1) R Si i ASCIT
K, FEHIGHT T (BIA/TIA-232 F40) R —Rs ﬁﬂﬁﬁ%@ﬁo

o BORHEAT S i R AF I R GEE BRI G i 1, WAL MR DB-9 £E3kXt DB-9 B3k (17 1 1
ﬁ"‘ ﬁﬂ %ﬁ EEA/JLA

* BUfg ASCII £ BB & 0 11, 154 FH—AR DB-9 RE% DB-25 Ak BB HLE, DIK—A
DB-25 B34 DB-25 BFLE4E k.

Pl & v FRIERNSEC 9600 BF 8 NEARAL TEIRIAL 1AM A7 LR JEE I g il o

pE

WERAEAERL ) Sy I A BRI, WER AN L D BEE B8 B3 CBRIABEED -

PR Ko A R % R S B ISE Bt B 5 i 1 LK R S8 B COM S 11

PER2 WE L NP ISE A5 I 2 im0 B o 6 2 0m 07 BORE P IE R I LU BB 9600 ks 8 Mz, TolRIfL. 1
AMELEA, IF HICHEA AR 2 .

LR 3 U FAR PG N, 15 1% Enter £
LB A F NI H 4 1 4% Enter .
HIBG i N5 35 3% Enter .
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ipelm R 25N H 2% ISE CLI

SR ISE i B B S R P B AT TRCE,  DAME3E52 CLU 0L . ] SSH %0/ s Gl id Al ]
Windows XP 55 i A 1) R GEIE R B L) 8 (WAN)) 33 DU BIL B3 B 4 36 5

FriaZ 8l
B9 1) B ISE CLI, &8 AR S HF SSH v2 [ 42 4h 5% (SSH) &7 diii o

SR AR SSH %) i )i 5 3 SSH 2 -

IR 2 % Enter B0 A% SR T L

PR3 WAENA . H AL S S IRE k. filin, BN ise {EAENBSGRZENA IP Holt, WA
admin EARARAA, BN 22 {EAROS: MTFHBREIERZE, ENTRIIFZPIEE Password.

S 4 i Connect, BY3% Enter .

LEBS WA B E B

PYR6  (AILL) £ Add Profile i I iy ABC B SCAF A K JF /iy Add to Profile.

HIB 1 7F Add Profile % 17 25t Close.
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HE £l ISE CLI &2 Rtk A
FWENET, RESTAEGANGIE CLI & H MK K H &S, VIR E 2 6 | IRk E
JE BN, ¥ ek g s R ISE RS 2%

TEAL IR LS AR CLL A PR OIS B TE, IR i 7 WA 1 A AE B A 4 B 53 A BA7 JE R ISE i
5o U7 )RR R bk )

CLI 2 53 ] BLAE AR} ISE IS5 25 INARAT RN CIRVI TR R HAT RGN RCE,  AElc BT R
AP HARBCEAESS o BT LUTaAAE IR RE ISE N TP 4 AR SERE ISE MK . F 3 E b
AT RS AHSE AT BRI RGN H A, DRI e O A S RHSE B .

AELAEMF TR, RS AERRTT SR A Bt T () IR B .
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FEFlISECLI Pk

M EREISE B B 17 D FC QUi 7 K B AT T P ek A s 8ok

R G  WIG BU A AT CLL 5 il BB AR ke )

)32 2%l ISE CLI F P ik A

AR B R N 1817 username #7434 G0 CLI F ik o

S A CLI & B Hbk 7 5 5 UL ISE CLI.
S 2 B B IFIZ1T username 174 o

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

gaisecu mrs

EFRLISE CLI. #4448 CLI

ise/admin (config) # username duke password plain Plain@l23 role user email duke@cisco.com

ise/admin (config) # exit
ise/admin#

SIB3 fFH CLI H ik Fog s R} ISE CLI,
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E £l ISE CLI F§ Ak P BR
H Pk AT R BRECE a2, BRESLL R s
* crypto

* exit

nslookup
* ping

* ping6

.

show cdp

show clock

show container

show cpu

show disks

show icmp_status

.

show interface

show inventory

show logins

show memory

show ntp

show ports

.

show process

show terminal

show timezone

show udi

show uptime

show version
* ssh
* telnet

* terminal
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¢ traceroute
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B == secumssnmsngsTa

BRLISE CLI By FrRUREH A4 B

AT LA HI LA RGEEHE A} ISE R4S #5151 CLI:
* 1217 Microsoft Windows XP/Vista [f] R4t .
* J&1T Red Hat 5§ Fedora %% Linux [ &% .
* 24T Mac OS X 10.4 B HT i ARAS 103 2 H M o

* {5 VT100 5% ANSI RFAE 25 1 20 ¥ %% o £ VT100 20 i 25 F1 ANSI Be 45 b, #8n] UG
Frysl R AR el al, ATk, AFsk. E#ik. P&k, Delete AR, BEHSE
CLI JE N A FH ) e btz il B I B s Al de A 1) ¢ 2% R 1E o

152 W terminfo (4 E (Zun Dy REEAR A, DASRIUIAL B 7 28 3 (1) 56 42 471

#: /usr/share/terminfo/*/*, UL N j& LU terminfo SCAF AT BEAL

‘B /ust/lib/terminfo/v/vt100. /ust/share/terminfo/v/vt100. /home/.../.terminfo/v/vt100 Fl/B%
/ete/terminfo/v/vt100. Terminfo J& 1] FH -1~ 3 FH 2 7 10045 (1) AN 205 2 1) 2 iy ) e 1100 509 2
BRI TR B Zuin DABAT LU R A E R SOF81] (BRI ChR % sh 25 AL E
THERBERR I WA IR bise. Sl HEOMI (B, 2. INER. TRIZ. KRin i
)

B, AR SN “locate vi100” T 6 B AT S TEAE G P26 10 15 .
DL A7 2B T B Vs 1 SR ISE CLI:

* 1178

* 2621

* 5051

* 6053

* 8510

* altos5

* amiga

* ansi

* apollo

* Apple Terminal

* att5425

* ibm327x

* kaypro

* vt100
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AT GAAEPATE N EH] 19 S8R ISE fir 247 FEHH (CLD) fiv% o A RREAfir & 22 )5 22 B iy & 1l
L i, IR R AT AN R AN 7] 1) B
* FEPATHU R IFAG R ISE CLI 224 , 55 11 1t

* application install , £ 12 T

* application configure , 55 13 I
* application remove , 3 25 UL

* application reset-config , #f 26 JU
* application reset-passwd , & 28 1T
* application start , 7 29 7T

* application stop , 5 32 UL

* application upgrade , 2 34 U1
* backup , 337 UL

* backup-logs , 3 40 T

* clock , 42 7T

* configure , i 44 T

* copy , 545 T

* crypto , £ 50 UL

* debug , 353 L

* delete , 57 UL

e dir, 5558 1T

* exit, £ 60 5

* forceout , 5 61 71

* halt , %} 62 0

* help , 5563 1L

* mkdir , % 64 71

* nslookup , #f 65 UL

* password , 5 67 UL

* patch install , £ 68 It

* patch remove , 5 70 UL
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* ping , 71 0L

* ping6 , 5 72 7T

* reload , % 74 7T

* reset-config , #f 75 UL

* restore , 3 76 HU

* rmdir , 5 81 71

*ssh, 58271

* tech, f 84 Tl

* telnet , i 86 L

* terminal length , % 87 71

* terminal session-timeout , 5 88 T
* terminal session-welcome , £ 89 T1
* terminal terminal-type , 2 90 TU

* traceroute , % 91 T

* undebug , % 92 1T

* write , 55 95 UL
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ERITIER T H B ISECLI =1F .

AERITIRN T F 15 8%} ISE CLI =1%

e LA ISE CLI R B i, BNAERATBA N IT G AEPATHET, AR5 ) IR ISE
Mg as H P IH . AT RGSONIRCE, A RGET H &,
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. application install

HITRATHER ISECU &4 |

application install

\}

a4

AN FCVFLE IFE H BAE N T 24T JLIH (CLI) 3847 application install fiy4>, PR 76 T 47 3245 1) v 4 Al
VMware F3F|H R 10S WGz de T RS 3 4551 (ISE) N .

S A ISE ZAMOREE R, WA FAEH] application install 14 . SR B ISE 2
NN, W5 dH] application remove i 4.

application [ install {application-bundle} {remote-repository-name}]

Syntax Description

Command Default

Command Modes

MR

install S N

application-bundle RSP 4 . % Sk 255 AN TR
.

remote-repository-name SR TR . 8% 0 255 A7 REeT

TERT M

EXEC

FEBL A B2 BHRE N TRIR L . R GURE T 58 A7-A P R HUN A 20 30

G FAEAE SLAD N, FH 2 e s R4 IEAEJEAT I &% Y application install 5% application remove 7%,
TG B LU B

An existing application install, remove, or upgrade is in progress. Try again shortly.

Gt

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#
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application configure .

application configure

EHATHIR N, 18 application configure iy 4 1] L)
* PUIT M&T #:4E
o JBUEOF R 5 BT S ARG A THE B
o SRS AR TR0 KR R ISE CA HIEFS K 2% HIfE 1
o RSP RERR bR (KPM) ZE it B
* SRS ISE AR E v B SR
o A ok E
s IELARENLE

application [ configure {application-name} |

Syntax Description  configure TC AR 1 N H
application-name MBI $ % SO 255 DN BECF 45

Command Default TCERINAT N BAE

Command Modes EXEC

EdEESE &0 LU iy 472 SR ISE 5 A0 EEEHT M&T Hdls FERI 2251, S ARG HULF} ISE CA HIE15 %
Bl ARV RER bR (KPM) ZEiH R, IR R 28 ISE THEds Jm M Bl 46 45

T

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit
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BIEHEERE

\}

EFFIATET
A Y& A LR ISE R4 A,

T8 A WA ZB T M P A 1

PATEX T HER ISECL &%

P

FRATTA AR [ P A M A e P LA o RS S 2 5

TR W P B PEAR AT 4%, 15 4E application configure ise fiy4> F A LA R T
o BHE ISR, TEA L 1,

N

AR EHRIIS TEISE MRS E RS 5E B S BRI AN AT

o SCHUPTM R IR B P A AT R G, AT 2,

© ERERR RIS AT RO, WAL 3.

T BRIE I TS B A, Sl I 3R 7 i el O B R K

o SEEE WS EC A, ST 4,

HELLIU TR s E B ) BOA B, SR AR A Hdls .

it 2 e, AT DA R

N

WARSCAE T SCE RS

B TS PELISE R4 1 R AR AT BT AT

SR A Bn RGeS S T IE I 5.

ot
LR E M AR A, TR 1,

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration

[ A e R S
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[12]Generate
[13]Generate
[14
[15
[16
[17

Exit

1

You are about to reset the M&T session database.

restart will
Are you sure

weseEizs

Daily KPM Stats
KPM Stats for last 8 Weeks

View Admin Users

1
1
]Enable/Disable Counter Attribute Collection
1
]Get all Endpoints

1

Following this operation, an application
be required.

you want to proceed? y/n [n]: y

TimesTen Daemon stopped.
TimesTen Daemon startup OK.
Restarting application

Stopping ISE
Stopping ISE
ISE Identity

Monitoring & Troubleshooting Log Collector...
Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
Stopping ISE
iptables: No
iptables: No
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Starting ISE
Note:

CLI to

2

ISE Processes are initializing. Use

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

chain/target/match by that name.
chain/target/match by that name.

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
AD Connector...

'show application status ise'
verify all processes are in running state.

You are about to rebuild the M&T database unusable indexes.

Are you sure

you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3
Enter number

For instance,

Enter 'exit'

Enter days to be retained:

of days to be retained in purging MnT Operational data [between 1 to 90 days]
Entering 20 will purge MnT Operational data older than 20 days

to return to the main menu without purging

20

You are about to purge M&T data older than 20 from your database.

Are you sure

you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database.

restarted.
Are you sure

Following this operation, application will be

you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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SEHHERFITESR

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Collector is not running

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

DMBEHBEHNFEIHER

BRI ZS AR IR o B SR I S e 115 B, 15 {E application configure fiv 2 A “ Bon 7 #r
WA 7 (Display Profiler Statistics) XETi . 548 H 4 MIREME e 2517 s AR b0t IF HLASTGVAAE
W A A B s .

EMHBA I IMX THEEs CRT 2R MR T 84N JConsole)  DIIRIG 7 A FH AR AR T ik st 4
B o

Gt

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
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Create Missing M&T Indexes

Enable/Disable ACS Migration

Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

Get all Endpoints

1
1
1
1
1
1
1
JExit

[10
[11
[12
[13
[14
[15
(16
[17

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

FHIFARER CA 77X

N T EAGF 4 (PAN) S R ISE CA E B A9, LUEREZE PAN LB i 15 00 RSN
HENE Y A, E AT NI application configure 1T %

2B B BT AR T O AT FAY A (PAN) I, A0S A MRS PAN 5 () AL ISE CA HIE
FRIBE

« B H R} ISE CA UE A EIA, 1575 application configure ise 74 1 i L1 7,
o GO\ JUF} ISE CA HE RIS EHIKEI A, 1 7E application configure ise 2 fifi 1% 1 8.

w1
P9 1 R ISE CA F-B RIS EIAS, 1544 L 7.

ise/admin# application configure iseSelection ISE configuration option
]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]JEnable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
lEnable/Disable Counter Attribute Collection
l]View Admin Users

]Get all Endpoints

]

i
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Exit

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
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7

Export Repository Name: sftp

Enter encryption-key for export: Testl1l234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp'

'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

PATEX T HER ISECL &%

at

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60

Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60

Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60

Serial#:0x483542bd-1f1642f4-ba71b338-8f606ece4d

Subject:CN=Certificate Services OCSP Responder Certificate - ise60

Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

w15 2
B9 N JEE ISE CA E-PB BRI A, 1540 L 8.

ise/admin# application configure ise
Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7]Exit

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1

8

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImMpPOrt ON PrOgreSS..iuieeeeeeeeennn

The following 4 CA key pailrs were imported:
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60

B ERS0BSsIEcUSEIEH, RA24



| TR TRERISECU 4%

Serial#:0x66cfded7-2f384979-9110c0el1-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

BB RKRE S

et |

FRE S T BRGNP EITHURMG WEERA TR (] application configure 774>

o FEOEE ) CEPM s FER S|, 1 FHEIN 9.
o PR R RS, EEHIED 10,

w51
A CEPM s RG], W L 9.

ise/admin# application configure ise

Selection ISE configuration option

9

1
[2
[3
[4
[5
[6
[7
I8
[9
1
1
1
1
1
1
1
1

JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
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Completed creating missing config indexes

w15 2
BEAN A G ) IR A PR R S |, A R E I 10,

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

LU WN O e e

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

JZF ACS 1T

H0K ACS FUE LA ) ISE, W EHATHEX T 141 application configure 4. %Ei1HIsiAEH] ACS fi
H 2| ISE MITH, 1HAHED 11,

\}

I8 JHBLISE A 1.31.4 SCHEM ACS ilAS 5.5 Rl 5.6 $H4T3E#

ot

IS ACS I E, EAAEm 1.

ise/admin# application configure ise
Selection ISE configuration option

[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
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Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

3
4
5
6
7
8
9
1
1
1
1
1
1
1
17]1Exit

[3]
[4]
[5]
[6]
[7]
[8]
[9]
[10
[11
[12
[13
[14
[15
[16
[17

11
ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly
ACS Migration enabled. Please make sure to disable it after you complete migration process.

KEGIERIRG T EURE

TR SRS (KPM), 157E application configure iy 4 i ] “E it H KPM 45

K7 (Generate Daily KPM Stats) 5% “ A4 il 8 A2 A KPM 4t 117 5”7 (Generate KPM Stats for last
8 Weeks) . R MM%ﬁmﬁﬁﬁﬁﬁ I i 2 R A R SR AT DGR B 28 () 2 i 1) e v S
Bo BT DO AR i H sl s 8 NMALIAR KPM Feilf Bl o i & ORAEBIA RO RE AL .

R O AR KPM Geit i By T B I s e 3 (GGEI 4D, WETR 12 1 13 A2 iR [T 5L
5, BFOARESIRE CEE.

T

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

12
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You are about to generate Daily KPM (Key Performance Metrics).

% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.

Are you sure you want to proceed? y/n [n]: y

Starting to generate Daily KPM stats

Copying files to /localdisk

Completed generating daily KPM stats. You can find details in following files located under

/localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

HHREEEES

T E

ISE THAas S R AR R PRI B o IXLEANTR] (4 Je V1 AF 2 BEANTR] (0 I e TR B e £ CAT IR TRDRE o 5 73
B AR KT 5 208D, RSB Won(E ISE tHEE RS

BRNTE LR, BURHISE S URIX L JE Ml . %8 nT LAAE R} ISE CLI H i /1] application configure ise
AR FH B A . B RRIE I 14 7] 5 FH BAE v E s e Ak

Gt

SRR I PR AR, AT T 14

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

PR EEE O s (Wi-Fi &) , I57E application configure #y 2 ] “ 5 FHI/25H] Wi-Fi %
B ORI R .

PEE Wi-Fi AR E, 157E application configure Ay "] “ T EHCE Wi-Fi w &~ LI (R0
18) o BCIETIASHE ISE 5 WLC i # .
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BAEF Wi-Fi B8, WL 17,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit

17
Wifi Setup is currently running. Are you sure you want to disable it? [y/nly
Stopping container wifisetup-container

w52
2 Wi-Fi SEANT “2EH 7 IR, S8a] DUE IR 17 #5800 H Wi-Fi % .

ise/admin# application configure ise

Selection ISE configuration option
[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]1Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit

17

Wifi Setup is currently disabled. Are you sure you want to enable it? [y/nly
Starting container wifisetup-container
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w3
PHE Wi-Fi BEERCE, 1L 18,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats

[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection

[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup
[18]Reset Config Wifi Setup
[19]Exit

18

Starting Reset Config Wifisetup
Stopping container wifisetup-container
wifisetup-container

Untagged: wifisetup:0.0.15

PATEX T HER ISECL &%

Deleted: dff12613ae85e7a4689f48c12b05b4d3cf597f3f2ca58e942ded468e8ca775bf3c
Deleted: 95fb5a455840ef26a745846736536877939e4c666751116928346d5d3e758db3
Deleted: fc3f8168728e933f353adfed0a45114682fcab3d2add7549£1855alf7cf£56451
Deleted: 4cdca485c0858£964de66979c2df213832e64af92fb6ddf923c84£668£041036
Deleted: f2a5326a7f662739242bf2581eedaled1d407£92054b947187bfe01e8e0d0710
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application remove .

application remove
A\

AR ARG AIT I (CLI) 1217 application remove i 2 KMk R ISE,  FRAEGU BB HTE R,
BEAT THEnAAT BEER AR

SOMER R ISE 2 AR E N, TEESATEA /8 H application remove 174
application [ remove {application-name}]
U AR SEANRE N B R ISE 2 AMAAT A HAB RN, 548 e 4 B9 mo B2,

no application [ remove {application-name} ]

Syntax Description  remove TRV 8 SER 28 1
application-name NI 4RR . 2 SCRF 255 N REUE 55
T 3% BN B H o

Command Default TCERIAT J BAH

Command Modes EXEC

fEMiEm OB R 2N

Gt

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#

| BRBHRESIECUS2ism, a2 ]



PATEX T HER ISECL &%

. application reset-config

application reset-config

PR ORHSE W HACE EE A BAR ERRBEIA ) ®E, EAERITE R application
reset-config 1%, B T AL MUET 2 4b, S0 n] L E AR Ss S Uk 15 o0 B LA AR S5 28 E1

application [ reset-config {application-name} |

Syntax Description

Command Default

Command Modes

MR

\}

reset-config HE R ISE W IC & 55 B R ISE s

application-name P E NN HECE AR 2 SCHF 255 N0
G

BT A EUE .

EXEC

& 0] LU H application reset-config 7ir4 2 & AL ISE fit & F3E b AL ISE Bl 2, G Fs ERUE R
A} ISE ¥ £k VMware. T E i 58 F B Al ISE $08E 2 #5246 .

a4

H 4R application reset-config iy 2 1 LR ISE Al 'E wE o ) BIAWE, (HEERS (LR
ADE-OS) FLEAIIHRFEAL . JE ADE-OS Be B (5 45 1B . CLI 25 SR I 2547 [ 50 1 R 55 1
E

MG CLI B R ISE AR E R, EaPdriBH#E4E, {6 ISE 1555 Active Directory 3 (41t
TN Wiz, Ha, JORLISE F5 sk A2 I Active Directory S5 iHIBR . FRATEIEAE A Active
Directory FEUF MR} ISE 4 HE 51 1 P AT B #AE . ST ER1E S M Active Directory 38U R 15 ik
Fo

A5l

BRSRH P RE 4 No JEI, ) i S MR A 55 e 15 0 HUEDHT A2 il A 2844 RHE . R AT 35 4% Yes
TEIG, ] iy 22 T ARDRF IR 55 A 15 5 H BN B AR B LA B SS A IE T . )R, R ILAL
BN SUES

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassiveID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled
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Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...
Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Stopping container irf-core-engine-runtime
Stopping container irf-rabbitmg-runtime
Stopping container irf-mongo-runtime

Stopping VA Service...

Stopping ISE VA Database...

Stopping container wifisetup-container
Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to createl[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...
Creating ISE VA timesten database...
Performing ISE database priming...

Starting ISE Indexing Engine...
TimeoutStartUSec=20min

TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...
irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running
irf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running
Stopping docker daemon...

Calling wifi setup reset-config
application reset-config is success
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. application reset-passwd

application reset-passwd

TEEI TR P i TR A IER ) S Mg 2 2 )5, W22 0 R ISE hifdee H ik - GEw 2
WA A BE Db ) B E O] PSR, IEAERITEL N H application reset-passwd 17 2 .

application [ reset-passwd {application-name} {administrator-ID} ]

Syntax Description

Command Default

Command Modes

EmERE

reset-passwd R DK A .

application-name

AR B % SCRF 255 A FREECF A

administrator-ID

SO B I CA B Bk A4 B

B BRIMT A BE . 75 245 JURL ISE H (1 BE ik

EXEC

BB ISE BRG] ANy, RV LA MR R AT

~ ! @ $ & * -

+ = \ " : < >

> >

an B4 0 B BE 53 Y ID BN B VR SIS B R B o ¥ e v, A @iHPA““mfww”%
ufrJrISEA%fﬂFﬁIEJ\H%F ID 5ELE, HAESHNSEE S5O E. BILE EEEIEESS
A CLI A B D 0

UTF-8 &8 0 H -~ Honr Dom ik JERE ISE 457 8 53 7] 7 B 503 i o

Gt

ise/admin# application reset-passwd ise admin
Enter new password: ****x*x*

Confirm new password: ***x*x

Password reset successfully.

ise/admin#
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application start .

application start

Ta AR E N, EERATE R {EH application start fiy4 . BAE RSN, EE a4
no %,

application [ start {application-name | safe}|

no application [ start {application-name | safe}]

Syntax Description

Command Default

Command Modes

MR

start JA F R AR GR A o

application-name TR PITIE SON I AR o 2 SCFF 255 AN
BT

safe e N W E VAR

TEERINAT A i

EXEC

ISR

T I A 4 B S SER ISE. SR RAE AT & 1130, MRS 2R SR ISE C(0E
e,

5T LA application start safe fir 475 %A T R Z0 VR ISE, 2200 Ao VAT A R R 45 38 54
LT A, S T 0 B TR

TEAE N B DGR AR B A P U ] SR ISE &8 3 1P IS OL S, safe IR AL T — Pk &2 7
e WIRAEAE Administration > Admin Access > Settings > Access L[] T B AT 10 “TP Uik 7 514,

AT e R AL S “safe” JETIA 2y Geict 3T 15 (1) B B0 E -k 52 BIBRIAFH 7 42 st B 477 56
HELLE S URHISE & HLA T .

w1

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Indexing Engine...

Starting docker daemon ...

38a408c9%alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Starting ISE EST Service...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise
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. application start

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 17893
Database Server running 62 PROCESSES

Application Server running 21962
Profiler Database running 19443
ISE Indexing Engine running 23331

AD Connector running 24955

M&T Session Database running 19351

M&T Log Collector running 22096

M&T Log Processor running 22010
Certificate Authority Service running 24759

EST Service running 891
SXP Engine Service disabled

Docker Daemon running 24000
TC-NAC Service disabled

Wifi Setup Helper Container running 24465
Wifi Setup Helper Vault running 41
Wifi Setup Helper MongoDB running 14
Wifi Setup Helper Web Server running 213
Wifi Setup Helper Auth Service running 123
Wifi Setup Helper Main Service running 159
Wifi Setup Helper WLC Service running 197
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

HARERNTEHER ISE N
“safe” LEVAMH AR SEL AT RETCE FEI VT R IR 2 B TR sh B RHSE MR S5In,  NIEfE

PLRAT A
s MREH R LR B OBE, WASSEMEEM IP U5 R REI, LLAVEE BB IEMA IP 1
i B 461 o

* ZEC A H FIPS I ENL L, WRAEN H R sh AL 38 “safe” BRI, W RGN 2EH] FIPS ¢ 444t
ey, @, R FIPS 523y kM, BARMSE IRGEASEB. F ol LIAE N )8 sh i
“safe” PEINZEn, FIPS 523/ A .

« fEC A H] FIPS ) EHL L, W RAEN IR S AL “safe” 2B, R ZEMIREMFBEHLECE Beds

Jbﬂ;ﬁé*ké%
o QAR BETUE TS S Sl A OB “safe” Moy IS AT F LT R 4 R R i) £
Y ERAIE .
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\}

application start .

P

RIS IR, 5 RHSE N IZ ST 5% Wi SR ISR ISE ik 55 FE AU “safe” LEX 1)
0L T FHXEBR S, BT BROA IR &=

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassiveID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime is
not running

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running
VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE Indexing Engine...

Starting docker daemon

38a408c9%alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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. application stop

application stop
TSR N, I AERATA LN A application stop 4. EAE IS BN, AT Ay 41 no
.
application [ stop {application-name}]

no application [ stop {application-name}]

Syntax Description stop AN o
application-name SRR TIUE SON IR B2 SCHRF 255 A7
RECF 54

Command Default TCERAT R BAH

Command Modes EXEC

{E e SRR o
R LE B R T T S I, A LT 8

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

WREARSE, VRN “y”, BRI E PR, TR “n”

Gt

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
AD Connector not running
M&T Session Database not running
M&T Log Collector not running
M&T Log Processor not running
Certificate Authority Service disabled
pxGrid Infrastructure Service not running
pxGrid Publisher Subscriber Service not running
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application stop .

pxGrid Connection Manager
pxGrid Controller
Identity Mapping Service
ise//admin#

not running
not running
not running
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. application upgrade

application upgrade
BT e SRR, IEEPATRI N T H] application upgrade iy 4.

application [ upgrade {application-bundle |remote-repository-name} |

Syntax Description  upgrade THREAT it P (R 78 N AR
application-bundle TR B % SCRF 255 AN FRECE- 745
remote-repository-name LR IR . B2 SCHF 255 PR
i

cleanup ‘}f@‘zﬁmﬁ%ﬁ‘] THE ARG E, - HE 2% 57 1) T+ AR LR
o

prepare N ETTRARMIR LI P 5 B A 5 LAAE
LFEEHEAT TR N

application-bundle N HGFR . B2 SR 255 N EREUTE T4

proceed Ak P A ST T

Command Default TCERIAT M BAH

Command Modes EXEC

e THEN, SR N B RO . A AN, S ORI 5 T )

o WRAEAY SR BRI S A 5 AN TH AR R A, A A AR RRCAS, 151 cleanup &
it

* JBIT prepare 3% I ] AE A AR s 48 TR R4

* ik proceed LI n i FH il It prepare 3T fiF 5 4f H’Jﬂéﬁ?ﬁl#ﬁ@ﬂ‘@i B ISE. & n] AFEHE & TT
AR5 AT IR I, 1A A& H {8 1 application upgrade 7%

© WERTHFRT, SIS IR T AR .

W TARAT IR S EUTSURMG  hiE e Or B T SRR

T A HA S FH T 2 A IEAE - T A& Y application upgrade fiv4, KA I DL & &0 &

An existing application install, remove, or upgrade is in progress. Try again shortly.

A

F.’.{.
il

ANELEBATTHR I K Y backup 55, restore fiy 4o IA5AE 1] g 25 T B3OSR FERUAR .
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\}

application upgrade .

P

230 FH] application upgrade iy 4 Z FIT, 10 200 52 T8 A B B 74 A 8 B A R P00 B o A 13 B
AL R U, DA IX e

i

ise/admin# application upgrade prepare application upgrade prepare
ise-upgradebundle-2.3.0.x.x86_64.tar.gz upgrade

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

2

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/14, UPSUpgradeHandler (2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler (2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.
- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.
- Data upgrade step 10/14, UPSUpgradeHandler (2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...
STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....
% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No such

file or directory

% This application Install or Upgrade requires reboot, rebooting now...
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. application upgrade

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):
Trying to stop processes gracefully. Reload might take approximately 3 mins
Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):
Trying to stop processes gracefully. Reload might take approximately 3 mins
Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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backup

N

backup .

LT A5 LR ISE MULRE ADE OS i 78 A IR 4 40 IR 88 A A7 IEA A e T, A BAT R T A

FH backup 4.

a4

SARLEPT B 18P backup i &2 fif, LU UGB S BB SeA 0T (B Is IR 5%
), B AR SR ISE RS B ANILEL. 06 A A ORI R F R M B LR ISE T4
MBI, 1457 LA P S

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain {encryption-key
name} |

backup [ {backup-name} repository {repository-name} ise-operational encryption-keyhash| plain
{encryption-key name} |

Syntax Description

Command Default

Command Modes

EMiEm

backup-name A AP A FR . B2 SCRE 100 AN RECF 7
o

repository Tt 7 LA A ST A 2

repository-name SCPFR A BN E . $5: 20 SCRF 80 AN REELT
TR

ise-config 173 JURH ISE OB Hcdie (4 SR} ISE
ADE-OS) .

ise-operational %0y A ISE 24758

encryption-key i € RS & A BT 5 SOnss 558

hash fRE IRBER N2 GBI 4] (R TR 4%
P HIEAIINE D o B2 SCRF 40 NFAT.

plain i€ BRBE I AN & W SO s (H TR &y
PIRHSCINE 5D o I 2 3CHF 15 NFERT.

encryption-key name T84 B | ISk s s 5.

TEBRNAT hy B

EXEC

A H] ise-config LA (FH1)D BRI B SRS B SAEAE % 6 vh 44 R} ISE F1ERF ADE OS
FEr, IR CAIE AR P e SN S A s g s 25 4y o 228 0 SR ISE N #dis, 1M
A%y JEL ADE OS %44, 1514 H ise-operational iy %
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B o= semanR

R AT DU 32 B A2 i 0 JBRE ISE Ja AT 88

EEEM

MPATE AR, KR I RE TR G0 E A8 5 A AR R L L2 AR .
FHERIE, SRR A IS WEIEBATUA NI (CA) IETE SRR AAY], X — M G2,

RSN ARG 5 — R EPAT R R, SR ZI0E R R T — IR 0 LA JE G bl 152«
* JRTA 1:
W CLI YA ISE 15 s 3t CA BEF It CLLK I S NS H AR R4t
o VGRG0 0 AU I T AT UE AR 4k B2 A5 AT AR RGN 1 BT A BT IE 5204 e ) —

BRERRE A
Bra: FEVKERINREZ T H bR R G 1T UE TR AN A5 AT H 75 E Uk
* IR 2:

FEWE LR 5, A CA AT ABESS .

Rom: EFERITIE I, &R — POy 247578, JEreoRe A R ah U5t 15 s H AR UE + .
HT S 4605 28 8 R AT HIUE PR QB2 R AT

B WS IIREZ AR HAs R GUR AT I T UL A4 AN S A AT HL 75 2 FB A o

#in BH] ISE Bt EHUE

LA R ISE BUE A, WAHI LT dr 4
backup mybackuprepository myrepositoryise-configencryption-keyplain/ablabi2

Gt

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#

#inBERISE ZITHUE

LA AR ISE 1247 i, S LU R g2

backup mybackuprepository myrepositoryise-operationalencryption-key plain/ablabl?
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snersearsr

Gt

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed

backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#
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. backup-logs

backup-logs

TR ARG H &, WEERATE RS backup-logs w4 . EMIBRZINAE, HEH A4 no B
Ko

N

AR S EPATRI I backup-logs fir & L B, B SUR IS AT E SR — AN LA RALE (B2
MRg5a%) o BB ILARAA A IR ISE IS5 R B BCE . A A AR 48 H s W= sl JE A} ISE 1t
AT HERR SRR, T AR R S R

backup-logs backup-namerepository repository-name {public-key | {encryption-key { hash | plain }
encryption-key name} }

Syntax Description backup-name —ANEE AN A AR, B SCHF 100
TR AT
repository T2 .
repository-name SCPF R A&y BB . 5 2 SCRF 80 N BEE
FAF o
public-key fit 52 SR ISE KAt TR PRI AP T I . 4

SAEFT N R TAC UL SCRF R R 60 LAgEA T Wi
HeBy, iHEFRE . A VR TAC W DA FH FA
PR SCRFR R . G SRR F T AR S LAAS I 7
OO [ AT MR HERR , 5 I%4E encryption-key

I
encryption-key TR O 2fr H S a8 & 9] o
hash T DR 2ty H S OB N 3 o 48 BB
nE (D %A 2 H 40 M.
plain T ORGPy H RSO SO a8 % 4 . 48 e R 1Y
RINEE WSO Y] B SR 15 AR
encryption-key name K sl ] S SCFR I 25 9
Command Default ~ CERIAAT 4 Bifi.
Command Modes EXEC
EREE RIS (F)D BRI W SCR &0 R H &
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i

backup-logs .

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234
Creating log backup with timestamped filename: Test-141006-1351.tar.gpg

A0 00 d° d° d° o0 oo o

oo

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

i 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed
Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed
Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key

A0 A0 00 d° o d° o0 OO oP

Creating log backup with timestamped filename:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

new-pk-160520-0259.tar.gpg

Copying database config files...10% completed
Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed
Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed
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clock

HITRATHER ISECU &4 |

TRE RGN, WEEPATECNEH] clock fiy4. LEEAI RGN Bhi e, 156 U4 no &
e
clock [ set {month | day | hh:min:ss | yyyy}]

Syntax Description

Command Default

Command Modes

e

set BB R

month R HG GEBRR) « BB TR
T B, Jan R H .

day P EAHT H3 CGRE WD o =031, &%
BT

hh:mm:ss ANBE Q4D SRR R 12 T )

vy MHIED CEHS) S

TEER ATy B

EXEC

U R ISE B (1 AR SN [R] 2 3 BULHRE ISE N AT AT

YrE RGN, RIS, MR, RS S A ISE R, WAL A
SR SR ISE 7 1 T 0 0 2

LENFEm ok, AT DU AL B

MITHEZEISETim

pEL

M7 BT 2 ISE Y i EANSCRF 2% 5 B R S (] o

MR E P ES T RG], EAT LT A
WA 35 a6 R GEI TR CH ORI TR
o MWIZTT £ CLI 24T application reset-config ise 7%

© FEAZN R BRI TR ST 2 /T, e A AN R IE A 2 R
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clock .

FBY ISE 555
Y

AR LERIBL A LRGN 2 S BUME R R D AT

SO SR R GEN ) 5 N S RGN E] R 22, AT BL TR A
© SRURSE M A B ISE YT A
s PIERGEMN ], DMEYS F 2 ISE 15 /UK RGN W) [F]25
* M\7E ISE 5 55/ CLI Hiz4T application reset-config ise 7% .
* ¥ ISE % i HLHnA M 4 2 ISE 1Y R By ISE 39 5

A

AR ONA ORI A SR B IR I R G (8], 22k 17 52 BORBEHR RE M 2% I
B (NTP) Je 55 g 0T 2l S AP o Sl 25 DR e I e rh G L 1
NTP RS 4a v Vi, DUERGEI GG 2 OREFUERM,  p ol AE AR D 1
DU, T RS CMOS HL R, BIOS IR Al BESAUA I . s
1 S R T B AEF T A shid R b U8 )8 BE ADE-OS R EE 1] SRS AE
BRI R ORACE NTP g5 a6 20000 OR B E K R 48 BIOS I 1) 5 b
HHFH (UTC) I DR ARRI T, BRSO3 iR 55 51 SR 1 22 e v v )

Gt

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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configure

PATEX T HER ISECL &%

BENTC BRI, WEEHATEIN N configure 14

configure terminal

Syntax Description

Command Default

Command Modes

EmERE

terminal M AT RCE A2
TCER AT J A
EXEC

A S HEABCER . R, BT (& ARSI A I L dy& 5 57 RIS s AT e B S
T

BRI ERIRR FHATE, EHIA end. exit B Ctrl-z.
B E G E PR S, TR AT N 8 H show running-config i 4
WIHOKs replace IET S b dr &2, EHTHEIEERIR RS, W ESESEIANE.

Gt

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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co W

copy

TR SO NI R F AR, WEAEHATREICR A copy i .

AR copy AT DUGLRN TAMELAL, ASTR T A%

HIH copy fir%, S AT LLREAZ O SCAF MIERE il WS RHISE | BZREAE e . AREZHER, S
SCRIH B 55 48 BUES A HI7R ) 3.

Syntax Description

running-config

B7R st e E .

startup-config

BIRENIEGA Oash) R A e & S A

protocol BRI Hbr. AR FIED, 1ES R
2-1,

hostname HFr) A4 .

location HirrE .
R Y ETE TR E S .

logs Y HEA

all B R ISE H&E UM R G AR T — AL
Ho T HiGFT 1K iselogs.tar.gz HEAE 4 2z F
EHL B E H %

filename FOVFEE RN RN ISE H A& otk 3508 HoAt iy 31
TR FENL MR E B, A AFRIRFEAAL

log_filename B ISE HESCH 4K, Wl show logs fiv 2
N (% 255 NMERF)

mgmt MAGE AR ISE & BLR H & Tomeat H
&, BIITHN mgmtlogs.tar.gz, JA& 42|
FHL LM e H %

runtime MAGEZHIERISE 247 H &, #IHT0
M runtimelogs.tar.gz, FEALHIREHE FHL E4E
5E H 3o

Command Default TCERINAT A B
Command Modes EXEC
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B zom=
FAER JRHISE W1 copy fir & KIS ATRC B 8UH SC E A H SSRGS HE ) — AL E .
Wit copy fir & HEA LIRS, AT LR SO (B an R AR EIC & S AN B R AN
B 5 E ST YA H AR R ISE ST RS, kb R Ee, BT LAARE AT SCRR IR A 3 i
SCAEALE . ARG (R NAAIREGORRE R GE) $R7E 1% i 2 s T A .
TEn] LU\ AT 6 B UEORT H A B BT A4 R i, i, 0a] U copy fir & JF kIR
S5 d e R s D AT A4S
AT HIL R RET LB, SISO 2847 Fir AN [ o
5 H s SR B S 40 BEAT SO AR
AT BE AT 1A AR SR ST (FTP) 3242 5 | (SCP) HiiniH S
R LR 2-1THETERXEF (8D
KEF SE7N: P
ftp FTP [ £% e 55 25 (U5 H b5 URL. B3 44 1) i
£
ftp:[[[//username
[:password]@]location]/directory]/filename
scp SCP 2% ik 55 % U s H AR URL. I35 44 (75
%
scp:[[[//username
[:password]@]location]/directory]/filename
sftp SFTP W45 I 5% a4 1Y B H A7 URL. L5344 75
£
sftp:[[//location]/directory]/filename
tftp TFTP 2% il 55 &% U 2 H A% URL. 5 44
by
tftp:[[//location]/directory]/filename
\— ) — [===]
E{TECE

JORFSE WG 30 E [ C ARG R MR ISE RAM H . 8 N KRN ECE fr A0 THg TRl E . il &
BrEsh R ISE g4, B ERIZITHE . WREIAT BN, WA I0R 217 i B A i 2
— AN E (BT IRSS 2D , B B LR 8 B Rl ISE R4 28 A shlic & .
WRIEARAFIZITHC S, WS AEREL ISE MRS 4% B IR B R s E R AT I S B 0. Wi s {E 24
ARG E IEA, 151EH copy run start iy 25 & AL E & 6128 30C E

B EHSMBRSsIECU SR, A4



| TR TRERISECU 4%

iz

\}

prrnassanins [

BALE

pEL

WA RTINS . B, #EN copy run 4% Tab #, #EX start Jf4% Tab 8, X/2E copy
running-config startup-config iy % 145 5 .

BT EI B Bl &, EE L S

copy run start

PR ISATRCE LA SR, W LR i
copy running-config startup-config

LR R B IC EBAE IR AT B TV, TS A LR A

copy start run

w5

ise/admin# copy run start
Generating configuration...
ise/admin#

i 2

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

GITREEHIZZEMNE

FiE1T

TORISATRCE LR BNE RS, W LT 2

copy running-config [protocol://hostname/location]

EHiziTERE

BRI S IS IR ATRCE, I T ar 4
copy [protocol://hostname/location] running-config - ¥ F2 U A& -G I 2 IEAEIB AT L & -

ETCVE BRI 3 S E . NI FTE @ 284 AT S ATIRCE 1, 180T LUK X S IE 47 il S
IR RS HE

BeAihve, HE)R3)EREISE IRS5Asit, HEIRCE SOV TIE . BB EN, S
ANYE ARSI E R BT R MG S . W R S SUR AERL, WA Ziifs i
A7 B 2 R B e .

S IR S E B PSR E, WA AR 4

copy startup-config running-config
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B seorsssnnees

i

ise/admin# copy start run
ise/admin#

i 2

ise/admin# copy startup-config running-config
ise/admin#

BRMEEEHZITEME
H BT BT R, WL F Ard

copy startup-config [protocol://hostname/location)

MNmEMNEEH Bk E
FH L RSCAHA R KL A F BRI, AT LA F 4

copy [protocol://hostname/location] startup-config - i F2 U I 2 [ Bl E, (A5 B3N E
%9\;1: o

EH BHEXH

FEFHEAR copy fir4 AlRE H A& SCAEME R ISE RGEE BB S — M7 &

copy logs [protocol://hostname/location]

w5
B RSSO R R B AR AL, A LR A

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

2
TR H SRR M E, WAL N 4

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

3

JURFISE AT LLAFRR —/NPREAZ O SCAFRTHERE A N var/mp H %A% 8) 3 disk:/corefiles H 3o AT LT
H copy it 241X 26 H ik I AS i fh 5% 53 T B AR AR P o A% SR RI ME 4 it B 25 A B 110 o ¥t st DA
OCEAE E o X8 RN it AR . S8 mT LA dir iy & A A MU b (A0 SO
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ssnsxt I

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp
Password:
ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57
4096 May 20 2016 06:34
0 May 20 2016 00:57
4096 May 20 2016 00:57

:28
:49
:28
:28

1
corefiles/
err.out
lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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crypto

PATEX T HER ISECL &%

SUEROBTI AP . KT AP R MBI REE, DU AT AR BCE ISR, EAERITHE
11 erypto fir %o B BE A PIE BANER B ik & 9] .

crypto key [ delete {hash | authorized keys | rsa}]
crypto key [ export {filename | repository}|
crypto key [ generate {rsa}]

crypto key [ import {filename | repository}|
crypto ntp_import_autokey nipkey

Syntax Description

B EHSMBRSsIECU SR, A4

key FOVFRRIAT I 25 35 DI B A

delete THBR 2 H/ AL XS o

hash RO . % SCHF 80 DM 4T .

authorized_keys B AL 2 4H o

rsa MIER RSA #8% .

export R AP RIS T B A4

filename LT AP ST B B SO 44 . B % 3CHE 80
NERF

repository L AP Gik PE PTORE Y AR A 2 44

generate A A HIRL XY o

rsa A RSA 5% o

import A N E D

filename LN ARSI IS 44 . B2 SCHF 80
ANFRE

repository TN PIRIAEAE PR N FRIAF A 42

host_key FOVFESAT IN B EHLE PR AE

add IS INZASAER) EHLE D]

host faE FHLA .

delete MR AR AT LD

ntp_import_autokey

N NTP 554 A 2 8




| TR TRERISECU 4%

Command Default

Command Modes

(k1=

crypto .

ntpkey NTP k4525 £ A8

TEBRNT g B
EXEC

T B BUNUTS P B 40 19 SSH V], SR ADE OS SCHRFICHE RS K 228 5 3 S E

] erypto key generate rsa 72 1] 24 24 7 AR K BE S 2048 A7 R5ET ARV o B i 1 A ]
FEN), FFSCFFRSA B PIAL. AR YIS OAFAE, (A SRR /T, R anBRvr
i, WARERMENOS, RV AP ERERAN DA WROL 47, W 583k
e IR RN E A T T o

{iH] crypto ntp_import_autokey 1] iy %7 A\ NTP JIjR 5548 A= i1 A8

w5

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9f£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

i 2

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#
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. crypto

53

ise/admin# crypto ntp import autokey ntpkey repository nfs
ise/admin#
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debug .

debug

LR CHAT A 2 R B, TEAESATREIN A debugdii 4.

debug [ all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system |
transfer | user | utils ]

Syntax Description  all Ja A
application J VIR FHAH G R A D B g

e all - 3 FTAT N RIRS . B E A
0 Fl 7 Z IR %, 0 FR ™, 78R P
1.

« install - 3 F N 22280t ok o 1 25 g 5
ORI T Z AT, ORI T, TR
1.

* operation - i HI N IS AT H o K554
BEE 0T Z AT, 0KV, T3
IR

* uninstall - 3 3 EIE IR G . RSk
BAOR T Z BT, 0FRR™E, TRR

IR
backup-restore JE FH R A8 A R S AT G 1R R R s A

*all - 3 &K BT A R . A5
WE MO T Z MM, 0K PHE, 78R
N

* backup - i3 FH A& 03 Pk S 1) 25 0 iR i o K
SEVE N O T Z I ET, 0K n T,
7 RN

+ backup-logs - 4l 4% 41 521 46 3 F 8 i
ol HELE Y 0 P17 Z IR, 0
LR, TR

* history - & F 8 3W B2 1) )77 s sk g o
BHEEQBEE N 0 F 7 Z BT, 0 FpR™
&, TRRNITH.

* restore - Jii & 0 Pk S I SR .
SEVE N O T Z T, 0K N,
7 RN

B SHRSTIS Ll SEEE, Mk 2
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PATEX T HER ISECL &%

. debug

cdp JE FH RS R A I I IS AT G R R A

* all - Ji I PTAT SR A DL pp i3 B T g 1
K EHBE D 0 R 7 Z IR I, 0 FoR™
o, 7 LRI

* config- Jii I BURF A I s e 5 ) i
FEEEHBECE N 0 F 7 ZMIMECT, 0 Ko™
H, 7T RRITH

* infra - J& JHSERE AL B0 iSCFR L it s it 1 ot
o FFEFEGORE N 0 FT 7 ZMMETE, 0K
IRPEE, T RRITA

config Jet FIRUEURE ISE e & AH S B DR AT

all - AT I E R . BB N
0 F 7 Z M MEE, 0FR™E, 7R T
.

* backup - i F A0 L B PR B H o RSk
EOAOM T 2R HET, 0FRHE, 7HRR
RER

* clock - Ji FH P e B R ol o A i
0 F 7 Z AT, 0 &R, 7R
.

* infra - 3 MG & LA TR IRTH . SR
BEE N ORI T Z A, 0 RN, 7.
NI .

* kron - J& a2 VR SRR 0 B s H o B
SERRE O T Z T, 0K,
7 KT

* network - Ji FH I ZEIC B ARG H « S5k
OO T Z R, 0K, THRR
iE.

* repository - i At FERC B W o K55
HE N 0N T Z A, 0 R PE, 7
KNI .

* service - i RS HC & G . Bk
OO T Z R, 0K, THRR

VIR
copy JA R il iy & o KESFGRE 0 M1 T ZH) (K

ey, 0KV E, T RN

B EHSMBRSsIECU SR, A4



| TR TRERISECU 4%

debug .

icmp

St F AR E B P 472 3 B i (ICMP) 1326 1 [
B B AH O I A R e R

all - & ] ICMP [R5 i 3 B & 10 BT A ok i o
BV E N 0 F1 7 Z T, 0 RN,
E TN

locks

S PR e A e A O R e B
* all - Jo T R TR K . B ik
OO 7 ZRIEC, 0K E, TR R
it o
* file - o F SO E AR HY o B E N
0 F 7 ZIMMEE, 0FR™E, 7R T
1.

logging

Je R H g sk B AR SR R R R s AT

all - Jo3 HIPT A H Al sk ie B Ml th o R a5k
BN O M7 ZMECy, 0 RV, 7 RN
e

snmp

JA I SNMP S B AH G F R R B A

all - JAHI T SNMP Fe B kA it . K Sl
A OFT ZIMIHCT, 0FR M E, T RRIT

system

JA RS R ISE RGA KM H R A AT

all - T RGN . KSRk
BHNOR 7 Z M, 0RRE, TRR
it o

*id - JAH RS 1D Wil . BEHEEN O
72T, 0RRT™E, 7TERRITH.

* info- 7 I ARG SR . RSO EY
0 Fl 7 Z M IHT-, 0 LR, 7 %R
.

s init- J3 FH RGIEAG RS . B E
HORT Z AR, 0 KR, TR
.

transfer

JE RS A i R SRR 0 A1 7 Z IR
By, 0KV HE, T RN
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. debug

user JA R e B

all - JH BT R SRR . Kk
B O T ZIMMECT, 0K, 78RR
T -

* password-policy - 3 FH % b 5w 11 FH1 = 4 2
A . HEFEGIE N 0 F T Z RS
0 KoRMPHE, 7 FoRITA .

utils S PR S PR A G R Al A R =
all - 3T A S R B R . B2 gk
O OR T 2P, 0 KNI, T RRT
.

Command Default TeERINAT N BAE

Command Modes EXEC

EHER 1 debug iy AT 7 HRL ISE M55 & P ARl i G sl iy, ] e e s

Gt

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh_root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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delete

delete .

ZENSERFISE M o585 H BRSO, IEAESAT RN A H] delete fiv< . ZEMJURL ISE 55 & h HGH M
BRICPE, E R tE 1 no JEI

delete [filename disk:/path)

Syntax Description

Command Default

Command Modes

MR

filename A . B2 SCEE 80 M RHUE AT
disk:/path SAFAEAFAE PR P AL
TeBRAT h B

EXEC

U RIS M R G B S AR, RSP TSR A MR . BEAh, A R A S B B Jm — N 2K
RGWUR, RGP B

Gt

ise/admin# delete disk:/hs err pidl9962.log
ise/admin#

BRBHRESIECUS2ism, a2 ]
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LY ERE ISE MR S5as 1030, W AEHAT R M dir 4. 2R

.
dir
dir disk:/logs

dir recursive

HITRATHER ISECU &4 |

fE, A AT 2 1) no

Syntax Description

Command Default

directory-name

HRZFR. %30 FF 80 MR 7745, HH
1E H s A FRaT DN L disk:/,

recursive

CATEE) o ZUHASHL SR R GE P K H St

TEERINAT A A

Command Modes EXEC
EEE=] T
=151

ise/admin# dir
Directory of disk:/
2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/
Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
ise/admin#

i 2

ise/admin# dir disk:/logs

0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin#

713

ise/admin# dir recursive
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Directory of disk:/

203411

409

409

1638
299602

409

409
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
Usage for

ise/admin#

3
6
6
4
2
6
6
of
of
of
of
of
of
of
of
of
of
of
of
di

Aug 05
Jun 10
Aug 04
Jun 09
Aug 05
Aug 04
Aug 05
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19:
02:
23:
02:
19:
23:
12:

58:
34:
:53
59:
11:
15:
25:

14

39
03

34
16
20
55

/activemg-data
/activemg-data/localhost
/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp_storage
/target

/target/logs
/lost+found
sk: filesystem
8076189696 bytes total used

ADElogs.tar.gz
activemg-data/

logs/
lost+found/

mybackup-100805-1910.tar.gz

target/
temp/

6371618816 bytes free
15234142208 bytes available
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. exit

exit
TEIA A AR ISE AR 45 28 5k 0 VG sl w23 1F 5l S E A 2 ) B s — MR IR, AT
PR T exit AT
Ay VAT R TSR

exit

Command Default ToERINAT N B A

Command Modes EXEC
w15

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# exit

ise/admin#
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forceout .

forceout
FLE LR P R ISE AR 45 g8 ki i B s sh S il W EPUTE S MR forceout 7y
%,
forceout username

Syntax Description  ysername HP IR 2 38 31 MR 45

Command Default TCERINAT A B

Command Modes EXEC

EzE e FEPAT RN AL forceout fir 4 Rl s il FH F B HUE ) 231
Gt

ise/admin# forceout userl
ise/admin#

| BRBHRESIECUS2ism, a2 ]



B ran

halt

Command Default

Command Modes

EMiEm

HITRATHER ISECU &4 |

TR ARG ARG R, EERITBET ] halt 674
BT WA KBTS HL

halt
JCERAT A B
EXEC

FERH halt fiy & 27, WA GERISE RPATAEMT &0y KR 228, T uUNBRIRAE . WAL
FHISE $AT AR S4B A halt fy<, ZORE SRl BU TR Hoh— 08 i .

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

AR BRI Yes 4hS47 ILERAE, BRI No BUHIF Ik,

FEAEIT halt A7 0, WUR RGBSR EERE, s R Yes RIBIN B B R, 4
WZRIAI 5 LA ) AL

Do you want to save the current configuration?

WAREHAN Yes TRAFIIAT AR ISE BLE, RE0K 2oLl R E:

Saved the running configuration to startup successfully

ot

ise/admin# halt
ise/admin#
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help

Command Default

Command Modes

(EEEiT=

help .

PR RN ISE &AM AR RS, EEPITHE N help 4.

IRV EEPS iy I
help

TCERAT Ay lifi
PATFPTABCE (config) iz,

help i TS0 1R SOMSCHE B 2R 28 1 A R ]
« EHIH AT R ay BT %, WAE RGIR AR  (2).

o SPRIDURS E 7T T R 250K, IEMAG S Ia 4 H, SRR 2. MR Bk
PRASCF B, DA H DU R B4 5 0T Sk B OGBS A

© EHIH S RO TS AR AT RN ? RAUER S 7 oS . I3 )
PR Dt S ERER ), DUVESI AT MRS S S H0is F o8 7 S 4.

Gt

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#
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mkdir

PATEX T HER ISECL &%

TE SR ISE g5 & b QUEET A =%, AT BN EH] mkdir 14

mkdir directory-name

Syntax Description

Command Default

Command Modes

EmERE

directory-name PR H AR B2 3K 80 MR
PR VAT disk:/directory-name.

TEBRMT B
EXEC

Wil H disk:/directory-name; 50, ¥ I — MR, RN DIEHE disk:/directory-name.

Gt

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
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nslookup

nslookup .

LE IR ISE M ds 5 h A HRE R R SN EMLA, TEAERITHI N ] nslookup T4

nslookup {ip-address |hostname}

nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype AAAA]

Syntax Description

Command Default

Command Modes

ip-address LRSI IPv4 B IPv6 Hilik . 5% 0 64 A%
R 745 o

hostname TRERGNI TN . %2 64 NP7
5o

AAAA BEVHE R T+ 9 3 44 Bk 11 TPv6 Mtk (1) 16 9 3k 44 i
5% o

name-server R IR 3% . I S FF 64 N R
S

querytype IR RS IPv4 58 IPv6 ik T4 . &
IR MZEM, # PTR. A. AAAA F1 SRV,
B2 Y FE 16 NP R F5T .

TCERAT B .

EXEC

w1

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.

in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.
Host 4.3.2.1.in-

in-addr.arpa"
addr.arpa. not found: 3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms

ise/admin#

2

ise/admin# nslookup ipvé6.google.com querytype AAAA

Server:
Address:

10.106.230.244
10.106.230.244#53

Non-authoritative answer:

ipv6.google.com

canonical name = ipv6.l.google.com.

ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
Authoritative answers can be found from:

google.com
google.com

nameserver = nsé4.google.com.
nameserver = ns3.google.com.
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. nslookup

google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

address
address
address

google.com.
google.com.

address =

B EHSMBRSsIECU SR, A4

216.239.32.
216.239.34.
216.239.36.
216.239.38.

10
10
10
10
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password

\}

password .

FERCHT CLI b 208, 1EAESATELC R H password 14,

password

pE

5 CLI FF AT 22 oS i 238 i, B0 B A G s 6 I, T 206 $ 54 (BRARZRE LA
KRG TR o WERAEEIT LB P RME L P, R BRI EN, (H2EXIk
fi % 5 8 = 81 CLI.

L E LR R, S AEH 6 I CLI v, 5R#F ZRIN ISE CD u( ISO k. A G/ 1SO
FE MU, ATLERLR SCRY 4R https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

Syntax Description

Command Modes

Enter old password i N7 CLI %464,
Enter new password BT CLI 244,
Confirm new password T CLI %515,
EXEC
5l

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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. patch install

HITRATHER ISECU &4 |

patch install

\}

XM patch install #7422k T2 AT, S0 Z0 B 2 Bl B T D T RO RSCAS B8 ] o B h T e e i B
FRCAS LA B B U, S SR LB

LM CLI AR I fl B2 T IAN T 6L, 3 AEAT BT patch install 174>
patch install patch-bundlerepository

iR

FESARHSE 73 A s B A, WA BB 1]/ 2ekeqh T4, DUEAN T8 A3l e A il 17 L

Syntax Description

Command Default

Command Modes

(EEEEiT=

install S P A s T

patch-bundle WNT I 4. %308 255 NP BRI S

repository AN T A AP AR . R S F 255
NPT

WERAE CAERE h R L2 B 5 (PAN) H BB D) BC A, AR 20N TR AR o 8
I FTA RSe RN T2k m AT PAN H8lilfs D) Hic &

TERRAS 2.0 SR THE, 4T SRR AR W TER P I . MRS 2.0 TFUR, 3T 528
YeP4 AL ST ECT 4 S BOUE AN TARPRI0 5 860 . 4% pateh install 4y & [ R¥EAS, 15250 Rl
BRI 7.

TR

EXEC

RN R AN T
WSR2 A TR DU AN T I SRR, TSR3 LA B

% Patch to be installed is an older version than currently installed version.

LN CLI & F A T2 REs . B AU 2 ]} ISE SCRHMZREH 1) ade.log SCAIF -
IR CAE S R ] PAN B SRR UIHRACE,, RIOK 2 Bl Rl R

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

XEHRE A ITAT W R e b T e dn, A5 PAN Bl Ui e, RE R .

Gt

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
SWarning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?
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patch install .

Save the current ADE-0OS running configuration? (yes/no) [yes] ?
Generating configuration...

Saved the ADE-OS running configuration to startup successfully
Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#

B SHRSTIS Ll SEEE, Mk 2
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. patch remove

PATEX T HER ISECL &%

patch remove

\}

AR patch remove T4 [BIRAN 17211, R0 200 B B2 Bl B T M T AR RSCAS B WY o 00D T [RRR 5
FRCAS LA B B U, S SR LB

SR N (K045 52 b T RRRCAS, W AERAT B R ] pateh remove i

patch [ remove {application_name | version}]

iR

FE SO ISE 23 A s B A rh, WA BT ] IR AN T2 S NGB sl P B AN T

Syntax Description

Command Default

Command Modes

EmEE

remove R 1 2 A T LA %

application_name N SOMRA T 1 14K B S8 255 4
TR

version TR MR T I e % S 255 AN TR
FAF.

D SR LA B8 v R ] R S P R (PAN) E BRI e Be B, TS AEMBR AN T DR AR . 58 iy
BRAN TG, AT LUA PAN B 8l ks ) e ic . .

TEERINAT A A
EXEC
DRI MR AR e Ah T, R L R B R0 -

% Patch is not installed

RS CAE S R ] PAN B S HBEUIHRACE, R 2 Bl R R

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

TN

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

w152

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#
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ping

ping .

WL A RGIIEA IPva LK IESE, TEPAT BT (EH] ping 74
ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

Syntax Description

Command Default

Command Modes

MR

ip-address P ping [ RGEM TP Mk, Je 2 SCkF 32 TR
P

hostname % ping IRGEM ENA . T2 SCRF 32 MEBEEK
T

df CAFIE) o Bty B i o

af K zfETaE N 1 W2 B B, BdREN 2
AR EAT B 0 B, B E N 3 W ARE
df.

packetsize (Ali%k) o ping BHE LA KN,

packetsize f87E ping HAR IR/ ZEAT AT 0 5 65507
Z 1,

pingcount (W) o ping [NV R EL.

pingcount RAE ping [MINIEREG %A T 15 10 210,

ToERIAAT Ny B

EXEC

ping 7y FDRF ISR A AR RIS hE, SRS SEAFRI . Ping fi th m] B RS VP Al R AR 2 AL
PRI EEtE . BRARRIIEIR , LR R A vl Vs i) 4L,

T

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2

PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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. ping6

ping6

HITRATHER ISECU &4 |

TSI A R GEIFEA IPve M SIERL, WAEHRATRIT A ping6 4. IXRLT IPv4 ping fir 4.
ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}|

Syntax Description

Command Default

Command Modes

EmiERE

ip-address 9 ping [N RGN 1P Hiht . 52 S0 64 D7 REE
TR

GigabitEthernet CAfik) o DARMEZD,

0-3 EFELUR M

packetsize (Al3E) o ping Hs B2 1 KN,

packetsize i€ ping R ALK /b: ZEATAT 0 5 65507
Z 18],

pingcount CA[#k) o ping [N R EL.

pingcount 7€ ping [MINEREL: ZENT 15 10 ZH.

TEERINAT A

EXEC

ping6 v 2 B 0] A7 R BOH 60, % B FEAN Mk, ARG A5RI5 . Ping B T DS EAL 40 3 3
PLI AT SETE . BRI EEIR , DL 45 ) 1 1] £ ML

ping6 AL T HE ) ping 4. ping6 i A2 FE IPv4 BB (df, 40 ping @y iTid) ik
B (NS0 WA S - W 1 B VO O £ < W B 0 A K B R O e e W e o e K2 £ N v DA
packetsize I pingcount &I ¥ 1FH 5 ping A2 AH A .

w5

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dalb

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#

i 2

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
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ping6 .

2

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=0 ttl=64 time=0.073 ms
18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=1 ttl=64 time=0.073 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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. reload

reload

Command Default

Command Modes

MR

PATEX T HER ISECL &%

I WA BT RS H . EEPESUFRHSE BERS, WHESITEL NI reload 74«

reload
TCERINAT Jy BAE
EXEC

reload M1 & A TR HBI RS, A TG AR, B CLUK IS TH &R A7 2K AR St &
FEORA7 AR ISE B B3 1T 7 &b fTAT i & s, RIATAEH] reload fiv 4.

FER Y reload i 2 H, WHHORERH ISE RPUTAEMI A0 WAL 222, THRai R kA
FBHISE P47 B $AF HIE A reload fiv%, WERFSCRILL M — 4028 770 AL

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

WERAE R A2, U Yes AREEHUPTINAGRME, oA No HUH FOBT N2 AF .

FEAE] reload fir i, WL RSRATIEAT(EATHERD, S8 GBI Yes KIS R 0 2675 9 .
SO A L

Do you want to save the current configuration?

RN Yes IR7HIE BR ISEBLE, REMERLITIHEE:

Saved the running configuration to startup successfully

WERIEAE RS PR M T BBt e, Bl B UM S R

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

IR GRSE, VA “y” , B E PR, TEEA “n”

TP

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#
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reset-config .

reset-config

Command Default

Command Modes

EMEmE

)

BIHE ADE-OS MZSHLE (140 1P sudik/A i/ ¢, =LA 3844 DNS RS54 81 NTP JikR%5)
W EPATEI N E ] reset-config 4. XS ESEA F Y 2dad R /RIS HOH A . 7R A it
CLI fp & i, REASIRREH MA TN %, by ASEE 07 ISE B & B E5dE, K
JIX AT 45 i ] application reset-config i 2SI .

reset-config
TEERINAT A B
EXEC

PATIERUR, A RSs HAS S -

pE

BEHENL 2 SEOA A IHENLRIER TR RSB LA 08 B28uE+, HT
HTTPS/EAP. WIRIET S CA B2, 15 S A IEM BN FPFHEt . 38k, Ry s
s AD B E G, TSRS AUMIER P AD B KR
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. restore

restore

HITRATHER ISECU &4 |

PRE R AT &Y, EAEPATEL N H restore fiv 4. K E i /E AWK R 5 WEHISE AUL AL ADE
OS HHFEHIH i «

A BUN A 2 w] M 5 SR ISE W A A1 AE ADE OS ARG K Hd

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} |

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}
include-adeos]

Syntax Description

Command Default

Command Modes

(k1=

filename B AR 0 6 G SO PRI TR J % 3 120
NIRRT

iR WAIHE SO 44 JE THIVS N tar.gpg 9 44
(540, myfile.tar.gpg) o

repository T2 .

repository-name 1T N HAR G S AT R 2R . B2 SCRF
120 NNF-%F

encryption-key (Al o $8E TR A0 10 7 o S
IR

hash WA AR AN 4] . 1552 Ja 22
CHED (R4 . 52 304 40 NFFRT.

plain PR E #43 2l SCA I 35 4] . F5 5 Ja T AR
TN Al SCA NS 25 . 2 SRR 15 AN A

encryption-key-name P HOa | W SoRs S s A

include-adeos W24 A2 ADE-OS I B 5t Pk 53 4515y
JEEB A 3h Bk} ISE

WA CAE R R B2 B R (PAN) H BB D BC e, TR R & O iinf FAE . B R
SERE . BETTLLE ] PAN [ 8l MO Ui

TEBRMT g B
EXEC

HAEAE SR ISE TS ] restore fr4 I, R ISE RS54 2 A S FHH 3.
WKAHRI, s Y iE . BRI S PIING DL N, SRR R %, Sm] LU

F restore fir%, LHINZEZH,

WERIE CAERE R PAN Asfs DI E, R0k 2 Bl MR
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A\

PAN Auto Failover is enabled,
not allowed!

M4 E FBRL ISE FL B HE

this operation is

Please disable PAN Auto-failover first.

iR

N

BB SE MA 1.2 AN ERLISE BRA 1.0 F1EFRL ISE MA 1.0 MR 410K .

a4

JURLISE JRUA 1.4 STREMRRAS 1.2 J S i AR SRE I 25 4 W K2

ME&H ik E B ISE Bc EEiE
BN A R ISE C B A, 1 LA R i
restore mybackup-CFG-121025-2348.tar.gpgrepository myrepositoryencryption-key plain lablabl2

Gt

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning:

Initiating restore.

restore in
restore in
restore in
restore in
Leaving the

od° o oo oo

progress:
progress:
progress:
progress:
currently

Do not use Ctrl-C or close this terminal window until the restore completes.

Please wait...

Starting Restore...10%
Retrieving backup file
Decrypting backup data...25% completed
Extracting backup data...30% completed
connected AD domain

completed
from Repository...20% completed

Please rejoin the AD domain from the administrative GUI

restore in
restore in
restore in
UPGRADE STEP
- Running db

o o° o

UPGRADE STEP
- Data

- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data

progress:
progress:

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed

progress: Adjusting host data for upgrade...65% completed

1:

2:
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade

step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step

1/67,
2/61,
3/67,
4/67,
5/67,
6/67,
7/67,
8/67,
9/67,
10/67,
11/67,
12/67,
13/67,
14/67,
15/67,
16/67,
17/67,
18/67,
19/67,
20/67,
21/67,

Running ISE configuration DB schema upgrade...
sanity check to fix index corruption,

if any...

Running ISE configuration data upgrade...

NSFUpgradeService(1.2.1.127) ... Done in 0 seconds.
NetworkAccessUpgrade (1.2.1.127) ... Done in 0 seconds.
GuestUpgradeService(1.2.1.146) ... Done in 43 seconds.

NetworkAccessUpgrade (1.2.1.148) ... Done in 2 seconds.
NetworkAccessUpgrade (1.2.1.150) ... Done in 2 seconds.
NSFUpgradeService(1.2.1.181)... Done in 0 seconds.
NSFUpgradeService (1.3.0.100) ... Done in 0 seconds.
RegisterPostureTypes (1.3.0.170) ... Done in 0 seconds.

ProfilerUpgradeService (1.3.0.187)... Done in 5 seconds.
GuestUpgradeService(1.3.0.194) ... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.200) ... Done in 0 seconds.
GuestUpgradeService(1.3.0.208) ... Done in 2 seconds.
GuestUpgradeService(1.3.0.220) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.228) ... Done in 15 seconds.
NetworkAccessUpgrade (1.3.0.230) ... Done in 3 seconds.
GuestUpgradeService(1.3.0.250) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.250) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.334) ... Done in 9 seconds.
RBACUpgradeService (1.3.0.335)... Done in 9 seconds.
ProfilerUpgradeService (1.3.0.360)... ...Done in 236 seconds.
ProfilerUpgradeService (1.3.0.380)... Done in 4 seconds.
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- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade

PATEX T HER ISECL &%

NSFUpgradeService (1.3.0.401) Done in 0 seconds.
NSFUpgradeService(1.3.0.406) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.410) ... Done in 2 seconds.
RBACUpgradeService (1.3.0.423) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.424) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.433)... Done in 1 seconds.
EgressUpgradeService(1.3.0.437) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.438) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.439) ... Done in 0 seconds.
CdaRegistration(1.3.0.446) ... Done in 2 seconds.
RBACUpgradeService(1.3.0.452) ... Done in 16 seconds.
NetworkAccessUpgrade (1.3.0.458) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.461)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.462) ... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.476) ... Done in 0 seconds.
TokenUpgradeService (1.3.0.500) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.508) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.509)... Done in 17 seconds.
NSFUpgradeService(1.3.0.526) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.531)... Done in 0 seconds.
MDMUpgradeService (1.3.0.536) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.554) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.561) ... Done in 3 seconds.
RBACUpgradeService (1.3.0.563) ... Done in 19 seconds.
CertMgmtUpgradeService (1.3.0.615) ... Done in 0O seconds.
CertMgmtUpgradeService (1.3.0.616) ... Done in 15 seconds.
CertMgmtUpgradeService (1.3.0.617) ... Done in 2 seconds.
OcspServiceUpgradeRegistration(1.3.0.617)... Done in O seconds.
NSFUpgradeService(1.3.0.630) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.634) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.650) ... Done in 8 seconds.
CertMgmtUpgradeService (1.3.0.653) ... Done in 0 seconds.
NodeGroupUpgradeService (1.3.0.655) ... Done in 1 seconds.
RBACUpgradeService (1.3.0.670) ... Done in 4 seconds.
ProfilerUpgradeService (1.3.0.670) ... Done in 0O seconds.
ProfilerUpgradeService (1.3.0.671)... Done in 0 seconds.

ProfilerUpgradeService (1.3.0.675) ...

................................... Done in 2118 seconds.

- Data upgrade
- Data upgrade
- Data upgrade
seconds.
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
Data upgrade

UPGRADE STEP 3:

step

67/67,

NSFUpgradeService(1.3.0.676) ... Done in 1 seconds.
AuthzUpgradeService (1.3.0.676) ... Done in 20 seconds.
GuestAccessUpgradeService (1.3.0.676) ... ....... Done in 454
NSFUpgradeService(1.3.0.694) ... Done in 0 seconds.
ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
RegisterPostureTypes (1.3.0.705)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.727) ... Done in 0O seconds.
ProvisioningUpgradeService (1.3.105.181)... .Done in 103 seconds.

Running ISE configuration data upgrade for node specific data...

% restore in progress: Restoring logs...75% completed
% restore in progress: Restarting ISE Services...90% completed

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...
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Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE

memmE s iseEasE [

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

K . S— /4= 3k
MN&H R E BElISE Z1TEIE
NSRS R ISE 184788, WA U R A4
restore mybackup-OPS-130103-0019.tar.gpgrepository myrepositoryencryption-key plain/ablabi?

Gt

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

o0 o0 e oo

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

)

°
>3
S

restore in
restore in
restore in
restore in

ISE
ISE
ISE
ISE
ISE
ISE

restore in
restore in

progress: Starting Restore...10% completed

progress: Retrieving backup file from Repository...20% completed
progress: Decrypting backup data...40% completed

progress: Extracting backup data...50% completed

Monitoring & Troubleshooting Log Processor...

Monitoring & Troubleshooting Log Collector...

Application Server...

Profiler DB...

Monitoring & Troubleshooting Session Database...

Database processes...

progress: starting dbrestore....... 55% completed
progress: ending dbrestore....... 75% completed

checking for upgrade
Starting M&T DB upgrade
ISE Database processes already running, PID: 30124
ISE M&T Session Database is already running, PID: 484
Starting ISE Profiler DB...
Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting Log Collector...
ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

MNE xS BHEISE B & ZIEF0 2R ADE 0S %
P A4S J8RL ISE ADE OS %dis 6 4 i &R} ISE BB £ds, W LR a4

restore mybackup-CFG-130405-0044.tar.gpgrepository myrepositoryencryption-key
plainMykey123include-adeos

T

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos
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oe°

Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed

% restore in progress: Updating Database metadata...70% completed

% restore in progress: Restoring logs...75% completed

% restore in progress: Performing ISE Database synchup...80% completed

% restore in progress: Completing Restore...100% completed

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

ise/admin#
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rmdir

rmdir .

SMERIUAT H 3¢, I ESATRLU M rmdir @74

rmdir directory-name

Syntax Description

Command Default

Command Modes

directory-name

FISRAAFR. B2 SCFF 80 N REALY 745 .

TEERNAT N sl

EXEC

ot

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096 May
4096 May
16384 Mar
4096 May
4096 May
Usage for disk:

ise/admin#

ise/admin# rmdir disk:/test

ise/admin# dir

Directory of disk:/

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

13
12

filesystem

: 34
:40
16:
$42
126

07

:49
:59
127
:53

04

activemg-data/

logs/
lost+found/
target/
test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available

4096 May 06 2010 13:34:49 activemg-data/

06 2010 13:40:59 logs/

01 2010 16:07:27 lost+found/
06 2010 13:42:53 target/
filesystem

4096 May
16384 Mar
4096 May
Usage for disk:

ise/admin#

181063680 bytes total used

19084525568 bytes free
20314165248 bytes available
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. ssh

ssh
R B SRRSO A1, WERITHEN T A ssh 4

AR RO T DA it 4

ssh [{ip-address | hostname}] [username] [ port {port number | version {1 | 2}]

ssh delete host {ip-address | hostname}

Syntax Description ip-address

RERGEMN IPv4 Hilik . 2 SCRF 64 > BEECT

S
hostname BRERAM LN . 2SR 64 PR
G
username Wi SSH &k I F 44 .
port (A o FRRCRE EHLIK 3 15

port number

Uit TR A 2GTE L R 0 % 65,535, BRiAS 124 22

version

(A o FRRRA S

version number

SSH iRAS 1 f12. BRik SSH MRAN 2.

delete MM EREF 2 EHLIK SSH 540,
host B A FEA R EHLE AR RS FEHLA -
ip-address WRERGN) IPv4 Mkl 55 2 SCRF 64 N7 REECT
T
hostname TR ENA . 2 CHF 64 NFERHES
Fo
Command Default AR

Command Modes EXEC

(B ssh AT &L R I MEFE R G5 St T 22 s HINS HIERL . RS AL T RE 5 Y 2 Telnet
BRI DIRERML, ANFIRGAE, e O . W S UERINE, SSH & i RVFAEA 22 A M
& EREAT e aiE .
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ssh .

RN

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

i 2

ise/admin# ssh delete host ise
ise/admin#
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. tech

tech

THAR P IE M %4 1 ERWUED, W ERAT B AR tech i 2.

tech dumptcep {interface-number | count | package-count}

Syntax Description  dumptcp 4 TCP Mttt 21 &
interface-number TIC LR 1405 (0-3).
count fRE BB O, BN E Frst BB
#D .
package-count S HE 1-10000 fIHF .
iostat F V5 4 193 DX I Hh S Ab FREE (CPU) ZEHs IR

NI GHE BRI G, 5 3 A —

Ko 12 Linux iostat 4.

iotop 2 ISE 77 s vp (I BERE R RS B0 1) /O A IS A5
B

mpstat B RAL AL B AR AT B BT & . S
Linux mpstat iy 4

netstat FERE I A GG B BT &, B 3 1D
fi—k. 12 Linux netstat 74

top HARIZAT RA NS LRALE, B 5 FP LA R T

NIBAT— IR ¥tk . 1S4 Linux top 4o

support-tunnel SR} ISE 8 F JURE TronPort i KEfitt 8 ity JLR
FER IR TRENA) G —AN T 5 2 S 1) ISE
M4 2 ()2 A pga, JEHERR RGP ARAE I )
JERFISE {4 F SSH e ] (i iok 2 b i 1) 22 4 0%
Beo VERNEHLDL, ol LAFEHIXBEE U)o &
AT DLEFE AV SRR T RENT (vl 5% 36 1 B[] R0 34
. BAEHZSY, BRVE P SCRTC T b
8. SRR DRSS B S I S . A3 T LB By

LA REEIERL .
vmstat Feff A7 BEREM TIPSR R, & 3 RO Hefk

—. 1S Linux vmstat 77 %o

Command Default EAEH

Command Modes EXEC
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EMERE

tech .

WIRAE tech dumptep fi H TH & 24 58 UDP RIS FNFES, W IF AL A b4 . tech dumptep iy 2 1]
XL I DA 9 il A B 2538 10 A%t B AT A A o K 22 B DK I Fr e v B A H i £ F 1
H A, DR, HRAE RGP HER A S FRIAT U . DR, B BB FCO 5 UDP A A A% Hh s
A I

w51

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6), length:
40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum O0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6), length:
200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096
ise/admin#
P52
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: %user %nice %$system %$iowait $steal %idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps  Blk read/s  Blk wrtn/s  Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sda2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4d 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
~f5 3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU %user %nice %sys S$iowait %irqg $soft Ssteal %idle intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#
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. telnet

telnet

PATEX T HER ISECL &%

TSR SCHF Telnet A EAL, A B OIMIERATE 50T AZESATRIAN A telnet iy 4.

telnet {ip-address | hostname} port {portnumber}

Syntax Description

Command Default

Command Modes

ip-address WRERGEN 1Pv4 Hhilik . 52 S8 64 DRI
FrFe

hostname ERRGH TN . 2 SCH 64 DR
o

port &€ HFr telnet i 1.

portnumber (W) o fR7nis e FEAM s 5. JaE M 0 &2
65,535,

TCERINAT A i

EXEC

EN Ll

ise/admin# telnet 172.16.0.11 port 23
ise.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
ise/admin#
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| TR TRERISECU 4%

terminal length .

terminal length

TERLE A0 L bR A LR AT AT R, W AERAT BT ] terminal length i 4.

terminal length 5%

Syntax Description

Command Default

Command Modes

(E3EEiT=

length VO 2 T A e L ) 2 AT s AT E
integer bEFE EIATHL A 051147 CRMAMERS

FERD o B % (0) mTEE At D 2 1] (8 452 o

S AR 1T A R AATH 24,
EXEC

50 P (R 2 1 R 001745 e )
41

ise/admin# terminal length 24
ise/admin#
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PUTHER TRYER ISECL 4%
. terminal session-timeout

terminal session-timeout
FRE A SRR SR, TEEPUTELC N terminal session-timeout iy 2.

terminal session-timeout minutes

Syntax Description session-timeout W E A 2GRS shiB i .
minutes AE SIS 4. ARG 0 2 525,600,
% (0) AIEEFEE I o

Command Default BN TGRS Ky 30 4340

Command Modes EXEC

(B ¥4 terminal session-timeout #7215 B ) % (0) IR AR E - .
1l

ise/admin# terminal session-timeout 40
ise/admin#
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| TR TRERISECU 4%

terminal session-welcome

terminal session-welcome .

BHERG AT SR RAE N 7 B EXGENE R, iEEPATEIC N terminal session-welcome i
A
< o

terminal session-welcome string

Syntax Description

Command Default

Command Modes

EMiEr

session-welcome TERLE LW B RGO I BB O L
string O % 3H 2003 MRS, A

FVEAE A XML £ B E 5 o

TR AT K A
EXEC
S5 AE OB CLL IS HEE R SRR r B3 T S Ui i .«
A1

ise/admin# terminal session-welcome Welcome
ise/admin#
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. terminal terminal-type

terminal terminal-type

PATEX T HER ISECL &%

PR E SRR YR ST U AT I LR A, AT N terminal terminal-type 774 .

terminal terminal-type #ype

Syntax Description terminal-type

FREER I AR R . BRIA ARy
VT100.

ype

E XA FRAISEM, I se i iR iz I 5%
I ENUBEAT I o B2 SRR 80 ST REECY

2 Sofy

T AT

Command Default VT100

Command Modes EXEC

[ERE FRR 2R (RS VT100 A .
il

ise/admin# terminal terminal-type vt220
ise/admin#
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| TR TRERISECU 4%
traceroute .

traceroute
BRI L AE AT AR L H AR R IR PR B, TS EERITE R fH traceroute 1y 4.

traceroute [ip-address | hostname)

Syntax Description ip-address WRERGN 1Pv4 Ml 5 2 SCRF 64 BT
FrFe
hostname LRGN TN . ZSCFF 64 N A R
o

Command Default TeERIAT J BAH

Command Modes EXEC
w11

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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. undebug

undebug

PATEX T HER ISECL &%

LA RE, IS ESATRIU M E undebugriv 4.
undebug [ all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system |

transfer | user | utils]

Syntax Description

all SR A U
application R S

* all - ZEH] A7 N L ik i

* install - 4% ] B FH 22 R ik i )
* operation - & 3 Az A7 I 10 H o
* uninstall - 2% 1] b S0 2803 i 11

backup-restore

e AL ST
* all - B &40 MR 1K P A Ul £
* backup - 28] A PSR 50 U H HE

* backup-logs - 25 FH & M 5211 25 43 H &5 118
LT

* history - 4% F #8352 1) 7 sl sk ikt
* restore - & 0 PS IR A2 R i

cdp

SRR BB URC SO
* all - 28 A7 JEREA I i3 R i
* config - 25T R AL P AT B I X Y o

+ infia - ST RRHR P AT A
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| TR TRERISECU 4%

undebug .

config

Fic & S0P
* all - ZE I pr Ay e B M et
* backup - A5 FH &0 e 2 PR i e
* clock - 4% H e & i
* infra - A5G B SE A0 E VIR G Y
* kron - 25 4 1 BERE e G L R kg
* network - 24 ] 9 2 ic & 5 H
* repository - 25T AFft ZEIC B A H -

* service - 27 e 25 BC B A i i o

copy

Sl

icmp

ICMP [F]32 Wi 1 i 2

all - Z5H] ICMP [R5 i SV L& 7 BT B R
PR BEE N 0 7 2T, 0 R,
7 RKAWHTE

locks

BRANE o
* all - B T A B S0E ik .
* file - A% SO e RS

logging

AR E AT
all - Z5H] H Sl sk i B 1 B ik a1

snmp

SNMP fic & 3.
all - 25 SNMP B & 1 T ik .

system

Rt
* all - ZEH A7 & g0 SOl o
*id - 25 R4 ID Wik .
* info - 28 R 405 B4
* init - ZEH RGEAIIEAC TS

transfer

SCPEAR
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PATEX T HER ISECL &%

. undebug

user H e,
* all - 25 A F B R

* password-policy - 4% F %5 5 S g 1) FH P 45 i
A .

utils SRR IO B A
all - Z5 1 Ay S AR e Bl e

Command Default TCERIAT R BAH

Command Modes EXEC
w151

ise/admin# undebug all
ise/admin#
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| TR TRERISECU 4%

write

write .

BT R e R SR ISE RS ASHC R, W AERAT B A A A N 2501 write A7 4.

write [ erase | memory | terminal ]

Syntax Description

Command Default

Command Modes

EMmiERE

erase HERRA I E . Mk DE ERL ISE HAT2EAIR
memory FHE AT R R S B

terminal FIBATHE = IR H S .

TCERINAT A B

EXEC

15 B ISE 2% 114 write 45 erase 1T —dAH ] .
A write fr 2 erase EI—AEH, SR} ISE & B R F R A

% Warning: 'write erase' functionality has been disabled by application: ise

RN

ise/admin# write memory
Generating configuration...
ise/admin#

2

ise/admin# write terminal

Generating configuration...
|

hostname ise
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PITHEX TRIER ISECL &<

. write

B EHSMBRSsIECU SR, A4



1T RRAER T B2 % ISE CLI 5%

AT HHATHT [ show A4, XL ar S TR BRHISEWE, ZRAMMmLZ . AEK
T2 LR Babt A . ik, IR R A — AN AN R 2

* show, %599 1L

* show application , f 100 TT

show backup , #§ 103 7T

* show banner , % 104 TT

* show cdp , i 105 7T

* show clock , % 106 1T

* show container , % 107 7T
* show cpu , #5111 7T

show crypto , i 113 1T
show disks , #f 114 7T

show interface , & 118 7L
* show inventory , % 120 71
* show ip , 3 122 TL

show ipv6 route , i 123 L

show logging , % 124 TT

show logins , % 127 7T

* show memory , % 128 71

* show ntp , 5 129 GT

* show ports , % 130 T

* show process , &3 132 1T

* show repository , 3 134 I

show restore , 2 135 71

show icmp-status , 5 116 7T

* show running-config , #f 136 T

3

show snmp engineid , 5 137 UL
show snmp user , % 138 7T

show startup-config , #f 139 TT
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PITRFER TRBRISECL &% |

show tech-support , = 140 7T
* show terminal , %% 142 71

* show timezone , f 143 T

* show timezones , 3 144 11

e showudi, 2 145 70

* show uptime , #f 146 0

* show users , % 147 71

* show version , % 148 T{

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%

show

Command Default

Command Modes

(k1=

show .

BREINEITAGHE S, HAEPITH S N show 4.
show JCit 7

TBIMT NS
EXEC
FAT show i & 45975 B3 DA KT A REIERIEAT
ol

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
ise/admin#
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. show application

show application

FURRG LR, WEEPATE A show application 174 .

show application > file-name
show application [status {application name}]

show application [version {application_name}]

PATRRER TR BR ISECL 5%

Syntax Description

> e T e 3SR

file-name TP SURE ISE AR B ST A4 R
status BoR O R HRA .

version

VR e N CBRHISE) 1N HIRCA .

application_name

C 2R N R 44 Bk

o R B R AL

* begin - [LRCHIREN . 52 S 80 R

FFFo

* count - fir HH AT V2. AE UG IS 4L
Fo

| - THEL ) B BB I R AR

* end - PAUCHCHIATEE R . 22 S0 FF 80 N B)
BAH5F

* exclude - HEFRVCHR 4T . 1% SCHF 80 N FHht
B F5F

* include - L EVCECHIAT . % SCFF 80 A8k
B F5F

* last- oAt B n LT AR — AT n
WA SR R 8047 BRINBCE N
10,

| - focJe 1 A AT A2

Command Default

Command Modes

(EIEEiT=

TEBRNAT N L

EXEC

B EHSMBRSsIECU SR, A4

TEA RGO 2RI R N PR RAS, 1541 show application T4 .



| #ITRTEXTHER ISECL &%
show application .

i1

ise/admin# show application

<name> <Description>

RootPatch Cisco ADE Root Patch

ise Cisco Identity Services Engine
ise/admin#

i

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

i 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

3

BURHISE WG v IE MRS GET M) o pxGrid. UEBMUKHIG . M&T I & 4y Wb ik 45 55 2 A%
AT LA AT RS

* Running - &} ISE k%5 IEFEIZATH
* Not Running - £} ISE x5 5% 4]

* Disabled - 2R} ISE R 55 CU2%

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 3688
Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533

AD Connector running 6447
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BUTR RN THIER ISECLI 5%
. show application

M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled

ise/admin#

4

ise/admin# show application status RootPatch
Root Patch installed, and enabled
ise/admin#

74515

ise/admin$# show application version RootPatch
Root Patch VERSION INFORMATION

Version : 1.3.0 Vendor: Cisco Systems, Inc.
Build Date : March 21 2014 13:04PDT
ise/admin#
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| #ITRTEXTHER ISECL &%
show backup .

show backup

LR ARG A A 1 Sl ks i BPIRAS, T EPATH T H] show backup 74 .
show backup [history | status]

Syntax Description history BaRARREP RO LER.
progress WIRRG LIRS

Command Default TCERIAT J BAH

Command Modes EXEC

[ERERE LR ARG AN I LILFARE, H{E1] show backup fir % .

w51

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

2

ise/admin# show backup status

o

%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackupl-0OPS-130410-0239.tar.gpg to repository myrepository:
success

ise/admin#
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HITERENXN THIERHISECL &%
. show banner

show banner

SR SR AT A hr i, HERATHI N EH] show banner iy 4.

show banner [post-login | pre-login]

Syntax Description  post-login B RAE VR ISE JIRgs 45 Hh o 41T CLI 23 16L& 1)
Bk JEfE .
pre-login W IRAE LR} ISE RS54 7 o4 2417 CLI 4 U5 lc 11

AR

Command Default ToERINAT N B AE

Command Modes EXEC

ERER 153 SSH < & {# ] show banner 7% . W75 3) SSH & 1EHGH IS E TR ISE EFEL AT A il E
MR, B E “WARNING: Maximum active ssh sessions reached” 7 & -
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| #ITRTEXTHER ISECL &%
show cdp .

show cdp

LR R O n FI R R ILPMY (CDP) #: D HIME R, W AESATE N ] show edp T4«
show cdp [all | neighbors]

Syntax Description  all SR 2R AR I .
neighbors SR BRHR B AR S

Command Default TCERIAT J BAH

Command Modes EXEC

E3EEE PEAE ORI 0 R BN LURT CDP 4B J%, 58T show edp 4.

w51

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9
Port : ethO
Address : 172.23.90.114

CDP Neighbor: isexp-eswb
Local Interface : GigabitEthernetO

Device Type : cisco WS-C3560E-24TD
Port : GigabitEthernet0/5
Address : 172.23.90.45

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9
Port : ethO
Address : 172.23.90.115

CDP Neighbor: 000c290fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111
ise/admin#
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PITRFER TRBRISECL &% |
. show clock

show clock

TERRARGEARH. A B, wR. BIXFE, HERITHR N EH show clock iy 4.
A A RS HL

show clock

Command Default TCERINAT J BAE

Command Modes EXEC

EREmE PL R 751 1) show clock % H LG B il H: AL (UTC) SRS AR VA bR UE R E] (GMT) 25 [ sl pH 65 i
[H] o
5l

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%

show container
A ER I LU A TP ) NAC G AL 22 H Wi-Fi i & I E R, IEEHITHLES T 1§ show container

PN
T 2o

show container .

P& PR AL LU N SR R R TIRIFVEE I &R S EIE I (] &R as AT I, B
TEPC A A AR o B8] DURE T 25 3 2 AR ID 2 — P VR AN & B/ A O AN E R 4 1 05 B

show container {tc-nac {adapters | all | inspect {container-id container-id | container-name container-name}
| stats {container-id container-id | container-name container-name}} | wifi setup all}

Syntax Description

te-nac SR DU 80 0o ) NAC 3 P 8 14
o

wifi setup B8 Wi-Fi B8 815 S

all Y HF % TC NAC I, a4 ar 5t 8 R ISE
T R T ERC RS, OIS AR AP D,
M T B8 Wi-Fi g8 I, dr 4] SR Wi-Fi
REWEE B

adapters FIH ERISE R E 1 TC NAC IEHE2s . #1 &

& ID A FR. IERC AU ) SERC A s 1T I
K, BLAGE FCAR K HDIRAS o

inspect{container-id container-id | container-name
container-name}

A1 R S T8 A R PR A A5 S

stats {container-id container-id | container-name
container-name}

PR E GRS A R .

>

et HE 1) ST
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. show container

Command Default

Command Modes

(E3EEiT=

PATRRER TR BR ISECL 5%

o R A AT A

* begin - ILRCIIREA . 552 SRR 80 A7 REEL

TAAE

* count - it ATV H. A2 RS TN £k
Fo

| - THEC S BB T AR 6
end - DAVCHC AT S5 0R . % 3% 80 N8

= Sy

AR
exclude - HEBRULAC AT . I 2 SCFF 80 N F )
WA FT
include - % VCFC AT » B2 32 FF 80 N7 B)
BFFHF o

last - St Y i) B e JLAT o AR — A7 n
I SR R 8047 BRINBE N
10,

| - B i Y B MR AT AR

TEERNAT N L

EXEC

T LASUY B A 0 ) NAC TERCER AT SCAE L, 18] show container i % .

w51

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE

STATUS PORTS

63b8904f41c6 irf-adapter—-nexpose
Up 19 hours

8389f7e249cf irf-adapter-tenable
Up 2 days

ise/admin#

2

ise/admin# show container tc-nac all

CONTAINER ID IMAGE

STATUS PORTS

63b8904f41c6 irf-adapter-nexpose
Up 19 hours

8389f7e249cft irf-adapter-tenable

B EHSMBRSsIECU SR, A4

COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable
COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago



| #ITRTEXTHER ISECL &%
show container .

Up 2 days tenable
41921c1539bf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago

Up 3 days 127.0.0.1:3000->3000/tcp

irf-core-engine-runtime

c4f6f£f3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago

Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp irf-rabbitmg-runtime
e682a5ab5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago

Up 3 days 27017/tcp irf-mongo-runtime
ise/admin#

3

ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
1,
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"Pid": 23433,
"ExitCode": 0,

"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"

b
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

" /opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePath":
"/opt/docker/runtime/containers/6308904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":
"/opt/docker/runtime/containers/630b8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hosts",

"LogPath":
"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044-json.log",
"Name": "/nexpose",
"RestartCount": 0,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
1,
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. show container

"NetworkSettings": {

PATRRER TR BR ISECL 5%

"Bridgell: ""’

"SandboxID": "9873fb92£86e66503%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£56ce0",
"HairpinMode": false,

"LinkLocalIPvé6Address": "",

"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey":
"SecondaryIPAddresses":
"SecondaryIPv6Addresses":
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":

"/var/run/docker/netns/9873fb92f86e",
null,
null,

"8999c12319144cfd66ad4e990ed0f7fbc228779e43f2a7£20c48867b8b3ca7a49",

"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

a4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT
BLOCK I/O

nexpose 0.07% 327.9 MB / 12.43 GB

/ 2.446 MB 106.4 MB / 21.27 MB

5

ise/admin# show container wifi setup all

CONTAINER ID IMAGE COMMAND
PORTS NAMES

d51711744e7c wifisetup:0.0.12 "/sbin/tini -- /usr/b"

days wifisetup-container

B EHSMBRSsIECU SR, A4

MEM % NET I/O

2.64% 4.501 MB
CREATED STATUS
6 days ago Up 6



| #ITRTEXTHER ISECL &%

show cpu

show cpu .

LR CPU R AL, WEHATHEL L show epu i 4.

S R BN AR ISE 4171 CPU A A AR 2E, 5 AEATRI 1] show cpu usage fir &« B4 10
B SR Ay SIS AT I CPU 3 I PR

show cpu > file-name
show cpu statistics

show cpu usage

Syntax Description

Command Default

Command Modes

> et L0 T E 1) 25T

file-name T E 7] H) SR A R

statistics 127K CPU ZEil 5 &

cpu usage ot GERISE) REA4LPER) CPU i

i AT A
* begin - VLELAIRE . 2 S0HF 80 D BHEK

2 2 I/

TTRE

* count - iy tH AT VR AR U IV Nk
o
- S AR
B,
+ exclude - HHERTRRAIT . 1% 304580 471
W
* include - (& ILACHIAT . B2 SCHF 80 N1k
R

* last- ot i B m JLAT . A — TR
IINECT o B SRR 804T . BRARE A
10,

| - foc e i B R T A2 2

TEERNAT N B

EXEC
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. show cpu

[ERkEs WAE CPU fFELHGHME R, U] show cpu i,

w1

ise/admin# show cpu
processor: 0

model : Intel(R) Xeon(R) CPU
speed (MHz) : 1861.914

cache size: 4096 KB
ise/admin#

w5l 2

ise/admin# show cpu statistics

user time: 265175
kernel time: 166835
idle time: 5356204
i/o wait time: 162676
irg time: 4055
ise/admin#

3

ise/admin# show cpu usage

ISE Function % CPU Usage

Profiler Database

M&T Session Database
Certificate Authority Service
M&T Log Collector

M&T Log Processor

ISE Indexing Engine

Database Listener

Database Server

Admin Webapp

Profiler

NSF Persistence Layer

Guest Services

Syslog Processor

Quartz Scheduler

RMI Services

Message Queue

BYOD Services

Admin Process JVM Threads
Miscellaneous services

Identity Mapping Service

SXP Engine Service

Threat Centric NAC Docker Service
Threat Centric NAC MongoDB Container
Threat Centric NAC RabbitMQ Container
Threat Centric NAC Core Engine Container
Vulnerability Assessment Database
Vulnerability Assessment Service

B EHSMBRSsIECU SR, A4

O O O OO OO oo oo

E5320 @ 1.86GHz

.01
.01
.04
.12
.09
.12
.01

.04
.00
.05
.00
.00
.05
.00
.00
.00
.19
.17
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

62:

PATRRER TR BR ISECL 5%

CPU Time

ONO OO WO OwWwWoo

w W

48.64

:46.
:02.
:09.
:00.
:12.
:08.
:05.
43,
:00.
:50.
:30.

68
94
70
32
79
80
98
99
00
67
47

Number of threads

31

60
75
2
64 processes

53
26
46
5
3
29
10
4
1
10
3557



| #ITRTEXTHER ISECL &%

show crypto

W RA RO G AR P I AHMBRCE RS S, 15 show erypto i1 4.
show crypto authorized keys

show crypto host-keys

show crypto .

show crypto key
Syntax Description  authorized keys WIRMETE S P ERACEAE R
host_keys SR S BN .
key BoRHHPE R P ERE .
Command Default TCERAT A A .
Command Modes EXEC

MR

A A R ACE Y], WA show crypto T4 .

i

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

w152

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise

ise/admin#

BRBHRESIECUS2ism, a2 ]



HITERENXN THIERHISECL &%
. show disks

show disks

SRR S R GUE B WEHATRIC M T show disks 4.

show disks > file-name

Syntax Description > RN T B
file-name BT 1) IR S B PR o

| i R AB U 1 A

* begin - ILRLAIREA . 2 SCHF 80 D RHEL

FFIF

* count - it th AT U 8. 705805 TS In £k
Fo
| - THECR i A AR

* end - LAVLFC AT S5 . 3% SCHF 80 SRt
HFFAF

* exclude - HEBRIERC AT « 522 SCHF 8O0
A A

* include - T VLRCINAT o B 22 S HF 80 AN 7-Bf
R

* last- ot B e LT e — T E
WY mE S R 8047 BRINBCE N
10,

| - o i AR 7T A

Command Default TCER AT M A

Command Modes EXEC

Ed:E e A BA MRS RGHIT- 6 43K show disks i 4.
et

ise/admin# show disks

disk repository: 24% used (3325484 of 14877092)
Internal filesystems:

/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)

/tmp : 2% used ( 35960 of 1976268)

/boot : 4% used ( 17049 of 489992)

/dev/shm : 0% used ( 0 of 1943756)

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%
show disks .

all internal filesystems have sufficient free space
ise/admin#

B SHRSTIS Ll SEEE, Mk 2
|



PITRFER TRBRISECL &% |
. show icmp-status

show icmp-status
FE R B RE I S E L (ICMP) [R16m B iE & A5 B, IEEPITHLEC N EH show iemp_status iy
A

<o

show icmp_status > file-name

Syntax Description > V4 it ) 3 S0
file-name BT ) IR S A4 FR o

| BT 2
* begin - ILFLIIBEN . 52 SCFF 80 7 RHEL

e e N L R

TTE
* count - iy H AT VA AR BUE TS I

=y

,TAO
o |- W B TR A A

* end - ACHCHAT S R o 522 SCRF 80 AN Bk
B 555

* exclude - HERRUCIC AT » 5% SCHF 80 MR
BAH5F

* include - B & ICHCIAT » B SCRF 80 M4
WA A5

* last- ot i B e JLAT . AT E
I w2 SEF R 8017 BRINBEE N
10,

o | - S A BT A o

Command Default TCERINAT N B

Command Modes EXEC

FRAER BAE BRI S (ICMP) [B]3% 0 3 fid 45 B, 113 show icmp_status i 4.
P51

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%
show icmp-status .

2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#

B SHRSTIS Ll SEEE, Mk 2
|



. show interface

PATRRER TR BR ISECL 5%

show interface

LNIRACE T IP B3 T I RRAS, W AEPAT T 8] show interface 74 .
show interface > file-name

show interface GigabitEthernet {0-3}

Syntax Description

Command Default

Command Modes

MR

> Kt T o) B SCA

file-name SR )45 AR RSO IR A4 Bk

GigabitEthernet B E TIELUR ML 45 R

0-3 TIRBUK M G5 T LUK LAR Horh— M 0,
1. 2. 3,

o R A AT AL

* begin - ILRCIIREA . 5% SRR 80 A7 REEL

2y 2 Sy

TR

* count - T AT U, AE A EUS IS AL
Fo

* end - DIVCEC AT S5 0R . %2 3 FF 80 N8
WA FT

* exclude - HEBRUCHCAOAT « H2 S HFF 8O0 NNF-B)
BFFHF o

* include - WA VLELIAT . 5 22 SCRF 80 A+ Bk
BA A5

o last- SR RR LT . fERUF— A5
T . B ER 8047, BRARE Y
10,

TEBRINAT Jg B
EXEC

7£ show interface GigabitEthernet 0 #ijtH 7, &0 LLE %3 OF =4 IPv6 Hulk, 55—/ H BRI
B (A 3ffe JF3k) RATHCRES BB E RN R . BT IR BEhICE IE W TAE, BFREAZ%
FM_EJaH IPve B i@ S . F—NHhE (DL £e80 k) J& B EA G Fl 4 =L A R B A b
Hk. ot IPve H AL E L & DHCPVO iLE, B IR4E SR A L . fe ) — il (LL2001
TF3) M IPv6 DHCP IR 25 %5 3R 45 51

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%
show interface .

i

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:O0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

i 2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

B SHRSTIS Ll SEEE, Mk 2
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. show inventory

PITRFER TRBRISECL &% |

show inventory

TR A RS 15 B (BRI RHSE WA R S MPA5) |, WEHATET ] show inventory
e

show inventory > file-name

Syntax Description

Command Default

Command Modes

MR

> i R ) B SO

Jile-name B ) R A RN SO AL R

| iy B AT AR
* begin - EACIAE A . B2 S HF 80 ANFREEL
FTFFo
* count - FrH AT M. AE A UG S AL
Fo
* end - PLCHCHIATEE R . B SCRF 80 AN Fh)
BT
* exclude - HEFRUCIR AT . 1% S HF 80 N F-Ht
BA 755
* include - L FVCHC AT . % S HF 80 AR}
B F5F

last - Stz Y i) B e JLAT . AESRa — 7 E
WY mE S R 8047 BRINBCE N
10,

TEBRMT Ny AL
EXEC

PAE R ISE W& 1E R, 1516 show inventory 14 .

Gt

ise/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis™"
PID: ISE-VM-K9 , VID: VOl , SN: H8JESGOFHGG

Total RAM Memory: 1035164 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%
show inventory .

NIC Count: 1

NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:6A:88:C4

NIC 0: Driver Descr: ethO: registered as PCnet/PCI II 79C970A
(*) Hard Disk Count may be Logical.

ise/admin#

BRBHRESIECUS2ism, a2 ]



. show ip

show ip

PATRRER TR BR ISECL 5%

PR IP B HAE R, WEEHATEI NI show ip A d.

show ip route

Syntax Description

Command Default

Command Modes

EmERE

route BoR IP B HfE R
TCER AT J A
EXEC

P&l R 1P K

Gt

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask
172.21.79.0 0.0.0.0

0.0.0.0 172.21.79.1 0.0.0.0
ise/admin#

B EHSMBRSsIECU SR, A4

255.255.255.0

Use Iface
0 ethO
0 ethO

Flags Metric Ref
U 0 0
UG 0 0



| #ITRTEXTHER ISECL &%
show ipv6 route .

show ipv6 route

PR IPv6 B HHAE B, IEEHATEL T show ipv6 route i 4.

show ipv6 route

Command Default TCERINAT M BAH

Command Modes EXEC

EdzEET] Ay & Ao IPve B 3.
=151

ise/admin# show ipv6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO
ff02::1:2/128 ff02::1:2 ethO
ise/admin#

2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 HH ethO

2015:db8::/64 HH eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#

B SHRSTIS Ll SEEE, Mk 2
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. show logging

show logging

PR RS H &K (syslog) RS FRRE R S
logging 1% .
show logging > file-name

show logging application application-logfile-name

PATRRER TR BR ISECL 5%

BRI X N A, HEPITEC N EH] show

show logging container tc-nac {container-id container-id [log-name name-of-log-filetail] | container-name

container-name}
show logging internal

show logging system system-logfile-name

Syntax Description

> Vo 4 FE 1) B S0A
Jfile-name BT 10 R 40 H B A5 B IS A4 FR
application WoRMNH HE.

application-logfile-name

Y H & SCAE I A B

container tc-nac

TR BB B A R 1 NAC 4

container-id container-id [log-name
name-of-log-filetail]

BoRERE RS (TC-NACGERAS) MKW H &
A

container-name container-name

BoREIRERA (TC-NACERLA) FHKMHE
A

internal BrRARGHERE.
system BIRARGH ARG HE.

system-logfile-name

ARG H &SR

system-file-name

ARG H S AT

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%

Command Default

Command Modes

MR

show logging .

o R A AT AL

* begin - ILACHIRER . 5% SCRF 80 AN+ BFEL

2 2y

TFIE

count - iyt FH AT VR E . AE A EUE TR AL
Fo

end - LAVCHER AT S5 0R . % 3 FF 80 N8
B AT

exclude - HEBRUCACHIAT . B2 SCFF 80 /N7 )
A

include - B UCELINAT « $50 2 3245 80 N1
B A5

last- Wit M )5 LT . fEs)a— N7 a
BT o % R R 80 AT, BRIAKE TN
10,

TEERNAT N L

EXEC

U4

|

HlE . WS, g XeEND B H &,

RN

ise/admin# show

0 Feb

1781 Feb

4690 Feb

0 Feb

0 Feb

0 Feb

38784 Feb

16032 Feb

32947 Feb

63738 Feb

146292 Feb

13877 Feb

129371 Feb

27521 Feb

345031 Feb

0 Jul

1272479 Feb

567306 Feb

24928 Feb

0 Feb
ise/admin#

logging
25 2013
26 2013
26 2013
25 2013
25 2013
25 2013
26 2013
26 2013
26 2013
26 2013
26 2013
26 2013
26 2013
25 2013
25 2013
28 2011
26 2013
26 2013
26 2013
25 2013

system

15:57:43 tallylog
02:01:02 maillog
02:40:01 cron

15:56:54 spooler
16:10:03 Dboot.log
16:00:03 btmp

02:19:48 wtmp

02:19:47 faillog
00:38:02 dmesg

02:19:49 messages
02:19:48 1lastlog
01:48:32 rpmpkgs
02:40:22 secure

16:10:02 anaconda.syslog
16:10:02 anaconda.log
00:56:37 mail/statistics
02:42:52 ade/ADE.log
02:40:22 audit/audit.log
02:40:01 sa/sa26
16:01:40 pm/suspend.log

AHTRAHE H ALK APRE, i, DU OB H ARk Hbr (3%

BRBHRESIECUS2ism, a2 ]



show logging

w5 2

LA A LA ISE W R BN H S, AR BU R a4

ise/admin# show logging application

61 Oct 07 2016 03:02:43
21:
13:
02:
:21
03:
03:
03:

4569 Oct

0 Oct

0 Oct

124 Oct

8182 Oct

426 Oct

1056 Oct

49637 Oct

0 Oct

0 Oct

14152 Oct

0 Oct

134 Oct

0 Oct

0 Oct

100958 Oct

0 Oct

0 Oct

10394 Oct

0 Oct

0 Oct

288624 Oct
ise/admin#

07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07
07

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

03:
03:
03:

03

03

03

03

02

02

02

02

B EHSMBRSsIECU SR, A4

18
18
59

:59
26:
19:
13:
27
03:
03:
03:
03:
03:
03:
03:

45
17
07

:40
02:
13:
26:
:59
22:

59
18
03

34

:59
02:
:24
03:
03:
03:
03:
03:

59

:43
02:
:59
24:

59

01

:59
02:
27

59

:25

dbalert.log

ad agent.log

PTRTERTBRISECU B2 |

ise-elasticsearch index indexing slowlog.log

edf.log

diagnostics.log
caservice.log

redis.log

caservice bootstrap.log
passiveid-mgmt.log
passiveid.log

ise-elasticsearch index search slowlog.log

collector.log
idc-endpoint.log
ocsp.log

dbconn. log
idc-kerberos.log
crypto.log
idc-syslog.log

replication.log.2016-10-04.1

guest.log
guest.log.2016-10-07.1
vcs.log.2016-10-04.1
ise-psc.log



| #ITRTEXTHER ISECL &%

show logins

LR RGUERNPIRES, IAEIATEET AL H] show logins T4

show logins cli

show logins .

Syntax Description

Command Default

Command Modes

EmERE

cli FIHY cli 3 I il
TEERAT Ay 5l

EXEC

L eli KRBT I, SRR

T

ise/admin# show
admin pts/0
admin pts/0
admin pts/0
reboot system

admin ttyl
reboot system
setup ttyl

reboot system
wtmp begins Thu
ise/admin#

logins cli
10.77.137.60
10.77.137.60
10.77.137.60

boot 2.6.18-164.el5PA

boot 2.6.18-164.el5PA

boot 2.6.18-164.el5PA
Aug 5 16:05:36 2010

Fri
Fri
Fri
Thu
Thu
Thu
Thu
Thu

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

09
08

17

o o1 U1 U1 U1 oY O O

145
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00

BRBHRESIECUS2ism, a2 ]



PITRFER TRBRISECL &% |
. show memory

show memory

BRIONITHIBITHERNAERR, HAPITHEN T H show memory 4.
A A RS HL

show memory

Command Default TCERINAT J BAE

Command Modes EXEC

EE BEECMAHMNA, 154 H show memory 74 .

Gt

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%

show ntp .

show ntp

PR 4 H Y (NTP) SIPEPRZS, T 7ESATAE A N {1 show ntp 74
A A TSR

show ntp

Command Default TCERIAT J BAE

Command Modes EXEC

ERER SR M 48 4 L (NTP) JCHK, 15T H show ntp v
w51

ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80
synchronised to local net at stratum 11
time correct to within 11 ms
polling server every 128 s
remote refid st t when poll reach delay offset jitter

*127.127.1.0 .LOCL. 10 1 9 64 377 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 11 64 0 0.000 0.000 0.000
171.68.10.150 .INIT. 16 u 11 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

B SHRSTIS Ll SEEE, Mk 2
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. show ports

show ports

BN AT RAENE B 1 AU R I A R A5 R B AERAT B R show ports i 4.

show ports > file-name

PITRFER TRBRISECL &% |

Syntax Description >

Rt T 1k B SCF

file-name

S [ 1 SCAF IR A4 B

|

i R AB U 1 A

* begin - ILRLAIREA . 2 SCHF 80 D RHEL

P e R L R

TTHE
* count - iyt ATV H. A2 RS IR I EK
To

| - VB S B A AR

* end - PLCHCHIATEE R . B SCRF 80 AN Fh)
BT

* exclude - HEBRIERC AT « 522 SCHF 8O0
BAF5Fo

* include - L FVCHC AT . % S HF 80 AR}
B F5F

* last- Wi 5 JUT. G — N FE
WINET . WE R ER801T. BRIAKE N
10.

| - o i AR 7T A

Command Default TCER AT M A

Command Modes EXEC

EMmERE IZAT show ports T, i AL AURAT RIR G S 215 .
Gt

ise/admin# show ports
Process : java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,
0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696, 172.2

(=]

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%
show ports .

1.79.91:1645, 172.21.79.91:1646

Process : timestenrepd (21516)
tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process : timestensubd (21421)

tcp: 127.0.0.1:50598
Process : rpc.statd (3042)
tcp: 0.0.0.0:680
udp: 0.0.0.0:674, 0.0.0.0:677

Process : ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process : timestensubd (21420)

tcp: 127.0.0.1:51370
Process : redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process : Decap main (22728)
—--More--

| BRBHRESIECUS2ism, a2 ]



PITRFER TRBRISECL &% |
. show process

show process
BRI AR S B, IETEPATHE T show process 4.

show process > file-name

Syntax Description > o dar H EE ) B S .
file-name BT 1) IR S B PR o

| CRAIEE) o A AR A2
* begin - ILRLAIREA . 2 SCHF 80 D RHEL

P e R L R

F-FHF o

* count - fr AT V8. A T B0 TS N %L
T

* end - LAUCHCHIATSE R o 5% S8 80 N7t
BA 755

* exclude - HEFRVCIR AT . 1% S HF 80 N FHt
B F5F

* include - L FVCHC AT . % S FF 80 A7 B)
B AT

* last- ot B e LT AT E
WY wmZ S B 8047 BRINBCE N

10,
Command Default ~ JCERIAAT 4 EifE .
Command Modes EXEC
EdEEET % 2: Show Process F % 3tik
FE i
USER OB
PID HEFE ID.
TIME g5 Jri A i 4 (RIS )
TT i R 1) K iy
COMMAND A9 (R ERR iy 4 I 2 20

B EHSMBRSsIECU SR, A4



| #ITRTEXTHER ISECL &%

Gt

ise/admin# show process
TIME

USER
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
rpc
root
--More—--
ise/admin#

PID
1

2
3
4
5
6

7

10
11
170
173
175
239
240
458
488
489
492
493
500
509
536
569
1663
1664
1691
1693
1695
1697
2284
2286
2318
2350
2381

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
00
00
00
00
00
00
01
00
00
00
00
32
00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

3
3

ECREC PR RS R I R I RS BRI B S B R B N B S R B B B R P N IR IR R R R

COMMAND
init
migration/0
ksoftirqgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll O
scsi_eh 0
ata/0

ata aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath_handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0

show process .
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BUTR RN THIER ISECLI 5%
. show repository

show repository

BLRIRATAEE R SO N A, WEEAT I show repository i 4.

show repository repository-name

Syntax Description  repository-name LER LN TR B2 S 30 4
TR AT

Command Default TCERINAT N A

Command Modes EXEC

FRER LAFAEERINZ, 1] show repository T4
il

ise/admin$# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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| #ITRTEXTHER ISECL &%

show restore .

show restore

HRIRIKE ) LACSR AR Z PR, IEAEPITE T show restore 4.

show restore {history | status}

Syntax Description

Command Default

Command Modes

MR

history WoRRGEH MK 7 Sl 5%
status WIRRGE RS

TEBRINT Jy B
EXEC

Gt

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore mybackup-CFG-130410-0228.tar.gpg from repository
myrepository: success

Wed Apr 10 03:45:19 PDT 2013: restore mybackupl-OPS-130410-0302.tar.gpg from repository
myrepository: success

ise/admin#

ise/admin# show restore status

%% Configuration restore status

% No data found. Try 'show restore history' or ISE operation audit report
%% Operation restore status

% No data found. Try 'show restore history' or ISE operation audit report
ise/admin#

BRBHRESIECUS2ism, a2 ]



PITRFERTHERISECL &S |
. show running-config

show running-config

BN Y RNISATHCE SO B AC E N 2, IEESAT AL N4 4] show running-config iy
R RSP i o I

show running-config

Command Default o

Command Modes EXEC

ERER show running-config 77 % 1] /R T EITHCE R o

Gt

ise/admin# show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.23.90.1

|

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on

|

ise/admin#
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| #ITRTEXTHER ISECL &%
show snmp engineid .

show snmp engineid

PR RBOASECE 513 1D, iEEPATEI N H show snmp engineid i 4. M2 Rk LB
BCE A SNMP 5 | SF1 P A e f2 5 | 1 bR iR

show snmp engineid

Command Default TCERIAT J BAE

Command Modes EXEC
w151

ise/admin# show snmp engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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PITRFER TRBRISECL &% |
. show snmp user

show snmp user

BRI E L) snmp A2, HAEPATAL T AH show snmp user 74>,

show snmp user

Command Default TCERIAT N BAE

Command Modes EXEC
w151

ise/admin# show snmp user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#
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| #ITRTEXTHER ISECL &%
show startup-config .

show startup-config

LR A S E SO B KN A, WEERAT BT A show startup-config i<
I 2 %A KEF RS

show startup-config

Command Default o

EREE show startup-config iy % 1] W s Ty A B LA fF B

Gt

ise/admin# show startup-config
|

hostname ise
|
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig
|
ip name-server 171.70.168.183
|
ip default-gateway 172.23.90.1
|

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on

|

ise/admin#
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PTRTERTBRISECU B2 |
. show tech-support

show tech-support
LR ORI AE N BB SR E R, B EPATH T H] show tech-support 74> .

show tech-support > file-name

show tech-support file file-name

Syntax Description > P b T ) B S0

file K I AT B SRR Bl DA T7 SR A AEAS L
H.

Jile-name FORATBOR SRR S 40 o e SCFF 80 A
TR A

Command Default SR RN AD 22 45 BA B ER i+ .

Command Modes EXEC

[EREE show tech-support iy 47 B T 0y iR O KR AT G R ISE RS54 (K15 Bl e 4l ity frl JBU, 445
BV RIRE i B A4 B SC RN

5

ise/admin# show tech-support
R IR I Ik bk b b b b b b b b b b bk b b b b b b b b b b gk gk b b kb b b 2

Displaying ISE version ...
R R IRk b kb b b b b b b b b b b 2k b b b b b b b b Sk b b gk b b b b b b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R IR I Ik kI b b b b kb b b b b kb b b b b b b b Sk b gk gk gk kb b b 2

Displaying Clock ...

R IR kb kb b b b b b b b b b bk b b b b b b b b b b 3k kb kb b b 2

Tue Oct 21 11:24:08 IST 2014

R IR IR Ik kb Ik b b b b b b b b b b 2k b b b b b b b b b b b gk kb b b b b 2

Displaying UDI ...

R IR Ik bk kb b b b b b b b b b 2k b b b b b b b b b bk kb b b b b 2

ISE-VM-K9

dhkkkhkhkhkhkkhkhkkhkhkhkhkhkhkhkdkhkhkhkhkkhhkkhkhkkhkkhkkhkkhhkkhkkhkkk

Displaying ISE application status ....
hhkkkhkhkhkhkkhkhkhkhkhkhkhkhkhkdkhkhkhkhkkhkhkkhkhkkhkkkkkhkkhkkhkkk

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#
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| #ITRTEXTHER ISECL &%

Gt

ise/admin# show tech-support
khhkhkhhkhkhkhkhkhhhkhkhkhkrkhhhkhkhkhkhkdhhhhkhkhkrhhkhhhkhhxhx*k

Displaying ISE version ...
ER R IR IR Ik Ik kb b b b b b b b b b b b b b b b b b b b b b b kb b b b b b 2

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R IR IR I Ik Ik kb b b b b kb b b b b 2k b b b b b b b b b b b gk b b b b b 2

Displaying Clock ...

ER R IR IR I Ik kb b b b b b b b b b b Ik b b b b b b b b b b bk bk b b b 2

Mon Mar 16 03:51:35 UTC 2015

ER R IR IR I I Ik kb b b b b kb b b b b 2k b b b b b b b b kb bk kb kb b b 2

Displaying UDI ...

ER IR IR Ik Ik b b b b b b b b b b b b kb b b b b b b b b b bk kb kb gk b 2

ISE-VM-K9

R IR IR I Ik kb b b b b b b b b b b b b b b b b b b b b b bk kb kb b 2

Displaying ISE application status ....

ER R IR IR Ik Ik kb b b b b b b b b b b kb b b b b b b b b b bk kb kb b b 2

ISE PROCESS NAME STATE PROCESS
--More--

(press Spacebar to continue)

ise/admin#

ID

show tech-support .
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. show terminal

show terminal

Uhdir & B KRBT IS HL

show terminal

Command Default TCERINAT J BAE

Command Modes EXEC

[EFRER &R T show terminal % H 7 1K) 7B

%R 3: Show Terminal = EZ it

PATRRER TR BR ISECL 5%

TR R AR B S BRI E R, W ERATETE show terminal iy 4.
i

FE

i

TTY: /dev/pts/O

HR A 2R G 1

Type: “vt100 “

A FH IR 224 7 i 2R

Length: 27 lines

ST NS

Width: 80 columns

A SR W RE CHRAZ: TR o

Session Timeout: 30 minutes

HERORME M TN . Gz 208D .

Gt

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vtl100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#
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| #ITRTEXTHER ISECL &%
show timezone .

show timezone
BRWIRARSG LW AN X, WEERATH N show timezone 4.
Ity WA R RS HL
show timezone

sty & VAR MBS

Command Default ToERINT N B

Command Modes EXEC

(EEEiT= T

ise/admin# show timezone
UTC
ise/admin#

| BRBHRESIECUS2ism, a2 ]



PITRFER TRBRISECL &% |
. show timezones

show timezones

SR PT N IE SR I X 2R, THAESAT RN (1] show timezones i %
Uhdir & B KRBT IS HL

show timezones

Command Default TCERINAT J BAE

Command Modes EXEC

ERER A 0] T AR ISE k4545 I X 74, 1524 clock timezone — 7 o
w5

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

--More--

(press Spacebar to continue)
ise/admin#
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show udi I}

show udi

B RAT R ISE B4 (1l — & & bR IR (UDD) 1045 2, AEBUTIE R show udi 4.
LRGP EEPS SIS /¢

show udi

Command Default TCERIAT J BAE

Command Modes EXEC

EMiEm i

ise/admin# show udi
SPID: ISE-3415-K9
VPID: VO1

Serial: LAB12345678
ise/admin#

w52
MIELE VMware R385 _FiZ4T show udi fir 41, Ll Nt .

ise/admin# show udi
SPID: ISE-VM-K9
VPID: VOl

Serial: 5C79C84ML9H
ise/admin#
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BUTR RN THIER ISECLI 5%
. show uptime

show uptime
PR R ISE Ir4S 4 Bia — IR E A LRI TN K, IHESATEIEL R H show uptime 1y 2,

show uptime > file-name

Syntax Description > K B B m) B S0
Sile-name BT 1) IR S B PR o

| B LR A i
- begin - VERCHIRE . 5% S0 80 A F-RE%K

P e R L R

T T
* count - fi i AOAT THAEG. A8 R TSI £K
Fo

* end - LAVLRCAT S . 2% SCFF 80 Nt

HF AR
* exclude - HERRILEC AT« F¢ % L FF 80N Bt
WA A5
* include - B & UCHC AT . % 3CKF 80 M6
WA AT

* last- ot B e LT AT E
WY wmZ S B 8047 BRINBCE N

10,
Command Default TEERAT A B .
Command Modes EXEC
fERERE i itk show uptime 1y 2 7] A1 5 LR ISE MR %548 Hia — KA LRIIE TN K.

Gt

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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| #ITRTEXTHER ISECL &%

show users
RN B AR ISE IR 22 P AR, EERATIR L N3 show users 4.

show users > file-name

show users .

Syntax Description

Command Default

Command Modes

(k1=

> P Hin o ) B S

file-name BT 1) IR S A FR o

| BT AR
* begin - FLRCIIAEA . 5 2 S0 FE 80 AN REEL
FFRE
* count - Fr A AT TR . AR EUS TS AL
o
* end - LAULPEC AT S N . e % SCHF 80 N7
WA A5
* exclude - HEBRUEHC AT « 522 SCHF 80 N8
B A5
* include - B VLRCINAT o B 2 S HE 80 N1
BATA5
* last- ‘wonHn i 55 JUAT. a7 A
I . B2 SRR BR80T, BRINRE N
10,

TCERINAT Ry BAE

EXEC

1 FH Itk show users ir 2T K 7

Gt

ise/admin# show users

AR ISE MRS5S 1 P 81K

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013
DETACHED SESSIONS:

USERNAME ROLE STARTDATE

)

ise/admin#

% No disonnected user sessions present
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. show version

PATRRER TR BR ISECL 5%

show version

PR KRGS BRI 225 B, i EPATHES NEH show version 4> .
show version > file-name

show version history

Syntax Description

Command Default

Command Modes

EmERE

> Vo 4 HE 1) 2304
file-name EHE 7] I ST A4 FR
history BIRAE A AR A5

| BT A R
* begin - ULRLIREA . 52 S0FF 80 D7 RHEK

2o 2 Sy

FFFo
* count - fr H AT V8. AT BUS S %L
Fo

*end - LCHCHIATEE R . B % SCRFE 80 AN F-h)
BT T4

* exclude - FERRUCHC AT« 5% SCHE 80 AN F-hE
BA 755

* include - L FVCHC AT . % S HF 80 A7 B)
BA 75

* last- ot i B e JLAT . AT E
WIS 8017 BRINBEE N
10,

TEERIAT A B -
EXEC

VA& AL R AT AR SR ISE Mk 55 a4 HPis AT I A ADE-OS BAFIIRCAAR B, JF Al ezs JRH ISE it
Ao

i

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030

ADE-OS System Architecture: x86_ 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
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| #ITRTEXTHER ISECL &%
show version .

All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version 0 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

w15 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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HITERENXN THIERHISECL &%
. show version
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BB TR B AL ISE CLl &4

AREANGAERLE (config) Bk T F HEA} ISE dir 44T SR1H0 (CLI) fir s A4 2 5 2B
A A iEk. AR R A AN AR RS

o EPATR T DI B B AR, 5 153 1T

 FERCERBGUTECE AL ISE , 5 154 0

* FERCE TR NRCE R ISE , 58 155 1T

* CLI fLE i S BRNBLE , 5 156 0

* backup interface , 3 157 UL

* cdp holdtime , % 161 1T

*cdprun, 162 7T

* cdp timer , 5 163 11

* clock timezone , 3 164 1T

* conn-limit , 2f 168 7T

*do, #3169 5

send, #1721

e exit, £ 173 0

* hostname , % 174 71

* icmp echo , % 176 UL

* Interface , %% 177 1L

* ipv6 address autoconfig , =% 179 I

* ipv6 address dhep , 5 181 1L

* ip address , i 182 1L

* ipv6 address , i 184 1L

* ipv6 enable , Zf 186 UL

* ip default-gateway , =% 187 T1

* ip domain-name , % 188 UI

* ip host , % 189 UL

* ip name-server , £ 191 1T

* iproute , 55 193 171

* ipv6 route , 5 195 UL
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RESATHER ISECU &S |

* kron occurrence , i 196 UL

* kron policy-list , #f 198 71

* logging , 5 200 it

* max-ssh-sessions , 5 201 It
*ntp, 52027

* ntp authenticate , 5 203 G

* ntp authentication-key , i 204 1T
* ntp server , 3 206 T

* ntp trusted-key , 2 210 71

* rate-limit , 2§ 211 7L

* password-policy , #f 212 BT

* repository , A3 214 1T

* service , 5 217 UL

* shutdown , 2§ 218 1T

* snmp-server enable , #f 219 1T

* snmp-server user , 5 220 I

* snmp-server host , £ 222 TT

* snmp-server community , 5 224 7T
* snmp-server contact , £ 226 UL

* snmp-server location , & 227 71
* snmp-server trap dskThresholdLimit , % 228 1T
* snmp engineid , 55 229 11

* username , & 230 71
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| BB THERISECL &%

wpraR TR sat ]

APITRA TR BECERRN

EPATHELN, &al LB IZAT configure 5X configure terminal (conf t) iy &3 ANt B 20

IETVFEAEPATEU T H ML ISE CLI T ABLE iy 2o LUt & iy & 7 LIS I NI E AU RE
SEAT AN E .

FRHACERI, EHIA exit. end 3 Ctrl-z f7 4.
Jic & fir & {0 55 interface. Policy List 1 repository.

TEr] IAERC BT PATHC BAEST . B2 OR A7 IC B B0, LA 28 48 H0 B I 8 s b v 41 ] O B 0
L,

MIBORAFBCE R, XUy S STERRUERL ISE RS 4% o8 A s R FEAAS, (HArfe 2 st TUUR
fE—14:

* copy running-config startup-config

* write memory
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B =rssxteEsmsE

EEEER T ER ISECU &%

AR ERX TEEER ISE

T LLAEMC B i A TN G B 7B iy oK S SR ISB R S5 2 (R S el

S 1 i configure terminal 7] 3E A F A .

$IE2

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

TERC B A S N A5 (2) ISR 2413 .

ise/admin (config)# ?
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-1limit
username

B /AN LTV 2 WO LT 2 W ) I = 5 W 52 e B W

O, AT LU A & LA A B IO A} ISE FLE

CDP Configuration parameters

Configure timezone

Configure a TCP connection limit from source IP
EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions
Negate a command or set its defaults
Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

fEAT S

PFERPFAE MU exit AT IR H FE B AL HHA TR
BlE—ANR HFHKEIA exit I,

TN exit I,
JUR} ISE 238 11 3 EXEC J2IK.

ise/admin (config)# exit

ise/admin# exit
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| BB THERISECL &%
eraTatTREERISE |

HERE RN TEE S ISE

BT LIRS B R M AR ERCE /2 AT LU exit 20 end fir& 38 HY 7T IRk (7] 2l
LA

1 i\ configure terminal 7] IE APt B 5.

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config) # (configuration mode)

P2 AAFE TR

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) # 2

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé6 Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

PR3 (Emr PR AL exit AR HACE - REEAORICE R

ise/admin (config-GigabitEthernet)# exit
ise/admin (config)# exit
ise/adming
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BEEERX THER ISECL 4%
B cumssesmings

CLIECEmSEIANRE

CLI R i 2 W RAERNEN, ok S BB LR BOAME. BOAEILY, K28 T450
WZE, MR OUR, BRSNS RS A A4 (1 no FE K &5 RAAI o

HAE, FEBUASOLT, RS2 TR RE, JIF Hao K Asmu BN L BOAME. BRSO T,
2 MERNE NS R M %, JF R AR B E N BRI
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| BB THERISECL &%

backup interface .

backup interface

BE—M B O _ERCE A DKW B T CAERAS sl M (BFKCH NIC 98¢ B NIC 4145 2hig) , Wb
ENCE T4 R Al H backup interface 7% . ZEHH NIC 4R lic s, Wa T H It 21 no . A
PR AE—-EIN,  PIAS NIC LT HAT A MAC Hulik (& %4 .

HFF ISE 0 NIC 4555 30 /NS0 F 6 BRI i SR ISE (030 NIC 4552 (0 Ra I I
it
BE 985 T BA R R ISE JRJS€E R S0 T /R B
- YIILAE e
WL CITTE S RS LA
ST F b
PIAME LI 6 2R, SOt M CA IO T, 53— MO . MBS 1

RN, EEREOR, AR IRA TN o A TR 1 PR A B, )% B R
BIARSS, JFACPEPTAER . FOE R R B85 1 1P Ml A MAC Mkt

REHCE NIC g8E hRent, JUREISE 255 [ € (B NIC Fix),  LUERRIRE R NIC. Ta&ZIH 1 Wk
L8 NIC W] AZRE AL TR IS0 € 1% 1

R ISE #3E NIC 277 | Linux #132 NIC 2% | S3ERINIC RE9fate | 487EH) NIC B 7R
TIELLKIM 0 EthO L St O
TIELLKIM 1 Ethl P

TIELLK 2 Eth2 L PR
TIOR3 Eth3 P

TIELLKM 4 Eth4 L 7 2
TIELAKH 5 Eth5 P

NIC 483 Dy BEAEHTA 2 SCREIDE G R s 8 B2 3CHE . 23R P & 45
* SNS-3400 FF1 %% - 4652 0 F1 1 CRURL ISE 3400 R A 2 3CFF 4 4~ NIC)
* SNS-3500 RFI T H - gf5 0. 1 F12
* VMware EHIHL - 455 04 1 K12 (AR NA NIC ] FIFRESUHLD

* Linux KVM 5 5 - 4558 0. 1 802 CansR A NIC 7] TRyl

Syntax Description

backup interface fid B NIC #f 2 Dhie.

GigabitEthernet P B A 2 & R L T IR LIOK R Z
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. backup interface

0-3 G N % I AT IR LUK s 1 A

Command Default TeBRINAT N BAE

Command Modes PO E 71530 (config-GigabitEthernet)#

e o TR ISE 2 0 S A LUK B, S U S ANE, BIYEE 0. Y55 1 RIZEE 2.

s BAREESUR TR D, WARE S e h RO A T, ESH L, T
K NIC gB5E £l HAEGRE 1 A A5 S

* EthO £ MW R4 B 11, st R e ot DO I AT % 1

o RN AN E 20T, YA FEBO (FNIC) 4¢EC IP Huhik. A0 E 0 Z 0, 440k Etho
PO 1Pva Hhht. 20U, EQIEZEE | A1 2 281, @420k Eth2 F1 Ethd % 105 75431 1Pv4
8¢ IPv6 il

o RO —ANYEEZ AT, RO (Bthl. Eth3 il Eths) 2HC T IP Huhl, i5¥Fi% IP
Tk NG P2 OIS o AN %25 45 32 1 20 fid TP Mk o

] DR BIE— AR (45 00, FFERIR R DRFFAAR . EIXFHEN T, 482 01EN
BT OMIZITR 0, R OEREITEA,

o SRR DU OB TR B IR TP Mk 4R E A LUK A 0 OHT G TP Mk, DRUAZ SRR AR
BEOI TP Huhik .

o YRR AN D Z IR GRS, 9 gR5E (4 1 Sr BC i) TP HhhbRe S0 70 o g 14 1

o QR JE TN B R ISE 9 i LCE NIC ZRE ThRe, W50 B35 rh O v i Y
K BCE NIC 4B5E, SRJFRHZY U EPAE M 238

o WSEAE LR E TP B0 (EthO. Eth2 BY Eth4 B:11) 4B A0S T RS MK, X Lei
AW ark AR, DEGS e i Dm0 LiEfT.

T 1-EE NIC 48 E
PLUR AR T WAl 46 EthO F1 Eth1 2 0 2 (AR B 465 0.

ER WA AU B OB O ()W Ethl. Eth3, EthSHE:0) FCE T IP Hukl, 002445 4% H
PECUMBRZ TP Hudik o AN b #% F4 120 c 1P bkl .

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.

Are you sure you want to proceed? Y/N [N]: Y
Stopping ISE Monitoring & Troubleshooting Log Collector...
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Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...
Stopping ISE EST Service..

ISE Sxp Engine Service is dlsabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...
Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...
Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
ise/admin (config-GigabitEthernet) #

15l 2 - 33E NIC 48 ERCE

BLGIE NIC 482 Dhfe e 5 CBCE, 15 M EFR} ISE CLIiZ4T show running-config i~

W r s

|
interface GigabitEthernet 0
ipv6 address autoconfig
ipv6 enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

backup interface .

E s, “HHEOTIRBARM 17 RRETIELIRM 0 _RftE T NIC g6, HTJEL
W0V T, TIRBURK 1/ s e 0. e, RUE i OO 42 s b AT A TR 1K)
IP Huht, {H ADE-OS it B ASAEEITHE P Y4 A0 LB 1P bk,

i n] LLiz 4T show interfaces {2 & W40 E M3 .

ise/admin# show interface
bond0: flags=5187<UP, BROADCAST, RUNNING,MASTER, MULTICAST>

mtu 1500

inet 10.126.107.60 netmask 255.255.255.0 Dbroadcast 10.126.107.255

inet6 fe80::8aba:92ff:feB88:4aea prefixlen 64 scopeid 0x20<link>

ether 88:5a:92:88:4a:ea txqueuelen 0 (Ethernet)
RX packets 1726027 bytes 307336369 (293.0 MiB)
RX errors 0 dropped 844 overruns 0 frame 0

TX packets 1295620 Dbytes 1073397536 (1023.6 MiB)

TX errors 0O dropped 0 overruns 0 carrier 0 collisions O

GigabitEthernet 0
flags=6211<UP, BROADCAST, RUNNING, SLAVE, MULTICAST>

mtu 1500

ether 88:5a:92:88:4a:ea txqueuelen 1000 (Ethernet)

RX packets 1726027 bytes 307336369 (293.0 MiB)

BRSMRSSIE cU 25, HEA24 ]
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. backup interface

RX errors 0 dropped 844 overruns 0 frame 0

TX packets 1295620 bytes 1073397536 (1023.6 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfab00000-fabfffff

GigabitEthernet 1
flags=6147<UP, BROADCAST, SLAVE, MULTICAST> mtu 1500
ether 88:5a:92:88:4a:ea txgqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0O dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
device memory 0xfaa00000-faafffff
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cdp holdtime .

cdp holdtime

PR O A AE Z ok B IR ISE MRS 16 SRR IR I iSCEH A0 2 5T I AR B iz 8 s AL i ), 3
LERC B AR N cdp holdtime iy 4.

cdp holdtime seconds
LR BOABE, A A2 [ no B
no cdp holdtime

Syntax Description

Command Default

Command Modes

EmiERE

holdtime A T 1R SR A B L ORAF I 18] o
seconds W ORFEN E (B o fHREE R 10 3255
o

RN CDP {REEI[R]h 180 (FB) .

Configuration (config)#

SRR DL R 5 A7 I ) DR FR IR TR RS AEORFFINF RIS, B s p 2 T J0R)
SO A B R SR A B

cdp holdtime @4 HAli— 1245, BN, SRAHTR.
il

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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cdp run

EEEER T ER ISECU &%

BRI O B BRI, AR ERI NI edp run fir 4.
cdp run GigabitEthernet

SRS RP BN, AR B dr 4 1) no JE.

no cdp run
Syntax Description run o EENR I . 4% 48 edp run €741 no
TEAU, a2 RER I
GigabitEthernet CT3%) o HsE B b SRR B T
N SYUNLCE NN
0-3 Fi e B SL b A RN AR I L) T I8 LA 9 %
H %5 .
Command Default TCERINAT R B

Command Modes

MR

\}

Configuration (config)#

P& BAT RS, RSO N4 RR . R PERR L ARK, Sy & B AR T T3 1 B
HEREE B

pE

S 2 BN BB T ERIHe TR 0 B HBRSHE DR, GRS 5
U 3 RBAF B

Gt

ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (config) #

B EHSMBRSsIECU SR, A4



| BB THERISECL &%

cdp timer

cdp timer .

TR B ISE MRk 4545 A RN B BSUE B 3, T ERCE RN EH] edp timer A7 4.
cdp timer seconds
FE BN E, WA A2 no JE

no cdp timer

Syntax Description

Command Default

Command Modes

EmERE

timer LAAR R AR I 8] 1o B3R T Rl o

seconds i 52 SO B} ISE M55 a5 SR A LS B i) 4
D o HMEEDY 5 21 254 7.

BRI 1] W B {E A 60 (FB) .

Configuration (config)#

SRR DL Rt A7 I T s OR R IR TR (S . ORI RIS, e e p 2 T SR
LR AL (0 ISR R B AR R

cdp timer 2 HAr— NS4 B0, SREHNR.
aN ]l

ise/admin (config)# cdp timer 60
ise/admin (config) #
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EEEER T ER ISECU &%

clock timezone

FERERX, EERER SN clock timezone iy 4.

clock timezone timezone

SRR DX, U A iy 2 [ no JE 3.

no clock timezone

Syntax Description

Command Default

Command Modes

EmERE

\}

timezone fit & RS X
timezone KRR ]I ] DU X A4 FR . 2 S FF 64
MR R o

AR A O R ] RSBS00 (PAN) A BBV ACE, /R BB N DCATZE % AC B . BnT PR X
BCE A ARG E .

PR S (UTC)
Configuration (config)#

RGAEN R UTC INTA] A RANENIE B TR R E I X, AT DU DR 5/ Nk
W AR EAE RGP R I I DX LSRR I AL X, 2P 4-1. 4-2 F14-3) .

TR

G BAN LA X AT AL . %\ show timezones Fi1 HH EL7E R ISE AR 4528 T 19 BT & 0] FH N X 1
YKo EF—NERIESERX,

IR AR DT PAN AR E, R BmU MR

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

Gt

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

2 BEISE T = RIS [X

Wit AR R ISE B I N DX R EUZ AU EAERE ISE NI HIE, MR
LA SRR AN DN, AT RUE 22 e P G A RN X CERABEE UTC) .

BRI X 22 S AN AR ISE 5 i 8B (R 3%
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VT |
TG R I ok, AT DU DR
AT EE ISET A
AT AT ISE 1 5 AN SCHRE 2k I U X
RIS TR P ST X, 3T U N R AE
« AP X . CHSRTIN X . )
« MiZTY 15 CLI 3247 application reset-config ise iy % .
o LR RCERIN DCE S HT, AR SE A AN ER & TP R
HEEN ISE Y55
S BT AU I X 2 S BEOLAE R A A
T SRS T T SO B R DX DA L Y O XA ], ST DL R B A
o I B Y R
o S IERY X DU b R B R AR
« MiZT5 15[ CLI 3247 application reset-config ise iy % .
o KN U A A2 AU Y R
E AT X
FRERMIENHR )
FEIRAD AR i X & FR
R
GMT. GMTO. GMT-0. GMT+0. UTC. Mk | HbREAARIUER H], 5 UTC —F¥F
i R,
GB He[H
GB Eire. Eire G IR
WET PHRRIN ], 5 UTC —#f
CET HRKIS ], 7E UTC (F3ERE Fn 1/
EET HRERI ], fE UTC &l En 2 /e
FEAINER
EST. ESTSEDT HRIBRUEIN ], £E UTC (2ERE Lo 5 /N

B SHRSTIS Ll SEEE, Mk 2
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BEEERX THER ISECL 4%
B ecnmnx

IR AR B X & FR

CST. CST6CDT HbRIERT ], F UTC [A3EAE B9 6 /N
MST. MST7MDT WX ARAERT R, 7E UTC 38 B 7 /Nif
PST. PSTSPDT KOVPERRAERTE], 76 UTC [f35AE Lok 8 /N
HST B IARUERT ], 78 UTC (R3ERE -k 10 /N

K F L A [X
A\

AR OO TWRORRINE I D, AN AR, AT IERNL () R e s i, ORI /R L.

REFR42ZBRFTX (8D

RAF

NN AR =k TR A BT B A H A K
(ACT)

HLE o HL KR R
50 B A1 S0 B 5 (LHI) S RA

Bla HrEE R 1 (NSW) H14br E P ||
2] xJe 3 1y Je W i EiE N2
i Yancowinna

B X
\}

BRI DR AR AR PP AT, — R A AT S MK, I
ST () YK B, AT

i 3

6% 43MWMETX (8D

I
T IE#ZN< g7d= BT g2 IR
el e Fig Bl e FL T BeT -1 B4 Be -1 L4
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wrRE [

I

KLY LB (VI e 24
UIS=S5; AL B S IR
Frih HR Columbo PN
kR ) b Fl 4 5]
iy W IRV ik P %
PHRPE R E fHr A 2K AL EERIALE DS
HR % H > A1 7K HEE A
WA K INAE S Rt
FHEky Seh TR AES 5
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. conn-limit

conn-limit

TEC B MR TP HuhE AR AN TCP EHE I IR, 15 AR B AR T conn-limit 4. LR ZIIRE,
AL A4 1 mo JEA.

Syntax Description ~ </-2/47483647> TCP &A= .
ip (ATiE) o ZENH] TCP Mz BRI I8 1P Hudik o
mask (AfiE) o BN TCP Bz BRI K8 TP #ERY .
port CAI3E) o BN FH TCP B2 BRI H b 115

Command Default TCERIAT M BAH

Command Modes Configuration (config)#
SRt I conn-limit #y % 1, WK TCP R R HIN KT 99. W /AD>T 100 MkE:, RAESERLUT

e,
% Warning: Setting a small conn-limit may adversely affect system performance
il

ise/admin (config)# conn-limit 25000 ip 77.10.122.133 port 22
ise/admin (config)# end
ise/admin
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do

TN A A B AT & AT EXEC RS2, TEE DAL E B N do 4.
do EXEC commands

Syntax Description EXEC commands Y8 EPIAT EXEC RA o4 GESHEL T £
4-4 Do 2 WA 2L (42 ) &

we ik

application configure i EE AR o N o

application install LR E N T o

application remove T B3R 5 2 HT o

application reset-config o 7 P T O R

application reset-passwd yfi e F R N % .

application start JA BB 4R N

application stop P AR FH R N H

application upgrade TFHRs € N HT o

backup PAT %4> CLEHSE MR ADEOS) , #4%4)
TBAEAE R PR o

backup-logs e RHSE IR S h T H S BNE A & .

clock TESFL ISE IR 55 s th i B R GEN B

configure e E A

copy B SO TR ) H b

debug BIRE RN DL T R e i, %
PRI WO B BHRBUE . ORI
il ak=Li

delete A JERE ISE JR g% 2 o i) S0 A

dir 41 4 R} ISE g5 4 Hh it SCAk

forceout S YA SR ISE 4T AR T 23 1

B SHRSTIS Ll SEEE, Mk 2
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we ik

halt ZE R A R ISE JIeds s -
mkdir BB H %

nslookup AL FE R A IPv4 B IPv6 Mkt sk LML .
password BB CLI Mk 3555

patch AN TR BN AR T

ping e IR RS TPv4 HihEsL N4
ping6 ffE IEFE R SE I IPv6 ki

reload HOB A 2 R ISE ed5 4

restore MATfi PEIR ST FIRY 22 4473 o

rmdir TR IRA 1 H 5% o

show FRAUEAT G IR} ISE R4S 23 K15 R
ssh JA 3 S ImRE RN 4

tech AR F L (TAC) fir o
telnet LB RGN Telnet 4% .

terminal length

BE AR S

terminal session-timeout

BCE AT 28 i 2 1 I AR TG S I

terminal session-welcome

R P 223 1 I R GERIAH B

terminal terminal-type

R R B 1 T D 22 T e 11 2 i PO S 2R

traceroute ERER UG FE TP Huhk (K #8 /-

undebug 25 25 Ry A 1E LR A A 1 . G R
T8 5 B, SmAkE. BIE. ZHl. 7
W SO AN A

write 15 B RS AT 1 B SRR AN 7 W 4% 1L B A R

FECE . RHE TECE SRR RN E . ol
a8 ERs T E .

Command Default ToERINAT N B

Command Modes Configuration (config)# or any configuration submode (config-GigabitEthernet)# and (config-Repository)#
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EMERE

do.

FETCE R ISE RS4RI, wIAE I do fir & K#HAT EXEC fir% (Ul show. clear Fil debug #r %) .
AT EXEC fir &2 J5, FRGUH IR [l B4 TE AT H i B

ot

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone EST

!

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$SxMZ/XLAtHI15Knf.FfcZZr. role admin
|

service sshd
|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--

ise/admin (config) #

BRBHRESIECUS2ism, a2 ]



. end

end

Command Default

Command Modes

EMiEm

RESATHER ISECU &S |

BEFCY AT E 2 TP IR B RIPAT B, THERCERLUN ] end 4.
I WA KRB T S

end

TEERINAT Ay A

Configuration (config)#

AE AR ER MR TRGUN, thar 8 iR AT,

Gt

ise/admin (config) # end
ise/admin#
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exit

Command Default

Command Modes

EMiEm

exit .

FEMAEATHC EALAGR 2 CLI BRI G PN — sk, T ERCE R ] exit d4.
exit

Ph A 2 WAT KRB IS4

TEERINAT Ay A

Configuration (config)#

exit iy £ AR ISE g% & b H 1 24 i A GR H 21 CLI AR R EF P KR AN i iy A
o

i, AEf BN L] exit fiy & Al 3R A B PATRE . AERCE TN exit iy 4wl i [ 30
P AEdR R SATHGEUT, exit i m] TR AT RO T 55 JB R ISE 25 4% (K13 #2 .

ot

ise/admin (config) # exit
ise/admin#
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hostname

EEEER T ER ISECU &%

BRE ARG TS, AR EHR T H hostname iy 4.

hostname hostname

Syntax Description

Command Default

Command Modes

EmERE

N

hosiname VU TR %S 19 AR SRR T
RIZE (). WA DB Z R 07 R ISk

TEERNAT N B

Configuration (config)#

a4

FEENA E ST, WIRAE “hostname” fir4 i) CLIFC & Sk A b At “Curl-C” A%, MR
G AP HPRA T RER , L AU BAT IH LA, T AL 4P AT EALAL . s Sl 8
FHISE 1 ni B T TR

RIS R 55— “hostname” BCHE CLI, LA LA BEE 4 B f1E .

% ] hostname 4 7] 55 44 T FHL4Z . hostname iy 2 ) — N SE 2R R & R HIL— Ik,
FHL DT DG BN, SRR,

RS iy 4 BB B ISE RS54 i ENLA, MR G0RE o A F &85 -

% Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition, if
this ISE node will be joining a new Active Directory domain,
please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to
an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to
avoid possible mismatch between current and previous
hostname and joined machine account name.

0° o° o0 A0 de do d° o o oo

o

Gt

ise/admin (config)# hostname new-hostname
% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
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Stopping
Stopping

ISE
ISE

ISE Database

Starting
Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE

hostname .

AD Connector...

Database processes...

processes already running, PID: 9651

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...
Monitoring & Troubleshooting Log Collector...
AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
ise-1/admin#
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B icmp echo
icmp echo
BT HLIPE P 4 B B L (ICMP) (1AM A, 37 ARG EAR N A iemp echo i %o
icmp echo {off | on}
Syntax Description  echo BLE ICMP [R[I% M
off AEFH ICMP [A]32% i
on Jii F ICMP 13 i J3

Command Default AY% ICMP [HEm N FTFE R D —FEIE BT,

Command Modes Configuration (config)#

(ERER i FH It icmp echo 74 I ] FFELOC ] ICMP [R50 [
5

ise/admin (config) # icmp echo off
ise/admin (config) #
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Interface

Interface .

TENCE R R N AR E A, RN E B N interface 4. A% no B

N

AR VMware BN ATREAVFZ AT IR0 E L BARER O T8I0 2 REAUBL A W 2545 11 (NIC) FOHi .

interface GigabitEthernet {0 | /|2 ]| 3}

Syntax Description GigabitEthernet

B T IR LUK R #Z

0-3

SENC KT I8 LU P i 1 F)

\}

AR TF interface fiy 2 I T IR LKMo 145 2 f5, BIATHEA config-GigabitEthernet fit & X (5%

B AR EVE DD .

Syntax Description backup

Mo E NICHRETIfE, LAME 0B L3t ml
Aﬁo

do

EXEC fir . SVFEAEIA T AT PTT EXEC

PSS
T 4o

end

B config-GigabitEthernet -5 J 1 1] 2404 T
e

exit

B 1 config-GigabitEthernet it & 115 2.

ip

T IE LA 22 B TP ik A0 ) 25465

ipvé

M DHCPv6 R 252550 & IPv6 [ ZhC & bl F1 IPv6
Hiik.

no

FEA Al A TR A A B 7 rl -
©ip - NEEIBEE 1P Huhk AR 2% 40
* ipv6 - NI BE [Pv6 Hillk.

* shutdown - J< A1 .

shutdown

KA,

Command Default TCERINAT h BAE
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. Interface

Command Modes Interface configuration (config-GigabitEthernet)#
EIEE e AT LA interface Av A HCE L 1, DLW A2 S PR .
A5l

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #
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ipv6 address autoconfig .

ipv6 address autoconfig

Command Default

Command Modes

MR

BE AN O FER IOIRAS BSIACE A H IPve Mok HahfcE, JEE &0 LI 1Pve AbBE,
FEREIRCE R N ipv6 address autoconfig i 4> .

BN R, 1Pv6 Mok AR E 7E Linux 4T PR . R ADE 2.0 7B TRCE H 2 A H
T #: 0 B IPv6 Ml A ShRCE .

ipv6 address autoconfig

i FH b i 2 1) mo JE X i) AL T Hh A5 HT TPv6 itk F B &
TEERINAT A B

Interface configuration (config-GigabitEthernet)#

IPv6 ToAR 2 F BhIC B A7 AE AT Al 00 TP Mk () 22 4 e il . BB nl il i BEORA T e Atk o 45 AT U )
show interface iy 2 5 E R AAY R U AE 215 CF H -

Gt

ise/admin (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config) #

BcE IPv6 B hECE

SR M IPve JTORA BENECE, TE/ERE HRC BB H] interface GigabitEthernet 0 iy 2>

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

M IPv6 HBIHCE A, I AT BRI 4 1 B

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0
ipv6 address autoconfig

#& 0] LUA§ ] show interface GigabitEthernet 0 7y 2 W #2111 B . 76 NI, &0 LUE 2% 4%
HA =AN1Pv6 bk, ZE—ANHhhl (BL 3ffe JF3k) wl i SRS B 2h A & 3R E .

SHE TSRS AR B IE W TAE, @b AE %7 M LR T IPve gt . T Mkl (BL fe80 I k)
SR F A B A BE R A i L

T IPv6 AN E & & DHCPv6 LS, BIRASE R FEEA L. &F— bk (2L 2001 JF
3> M IPv6 DHCP JIR 55 283K Y o
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ise/admin#
ethO

ise/admin#

WUERRFAY RETNRE

SRR RAY EDhRe R T A L AT LI H] show interface GigabitEthernet 0 7%

RESATHER ISECU &S |

show interface GigabitEthernet 0
Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link

inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:77848 errors:0 dropped:0 overruns:0 frame:0

TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ARG E I — SRR RRAAY RERIAL,  5)— R R AR AL

LELLTF MBI, MAC K 3ffe:302:11:2:20¢:29ff: feaf:da05/64 H3FE RFC3041 #iti- {04 MAC, TFafAY"
JEHHEN 302:11:2:9d65:¢608:5929:d4b9/64 .

Foha 5 R 91 SRR AL

ise/admin#
ethO

ise/admin#

show interface GigabitEthernet 0
Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:O0

TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

B EHSMBRSsIECU SR, A4
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| BB THERISECL &%

ipv6 address dhcp .

Ipv6 address dhcp

Command Default

Command Modes

EMiEm

\}

EMEWQMIMREWW®MMQ%%%¢%W%¢%DWmm%m,%E%DmﬁﬁﬁTﬁ
] ipv6 address dhep 7% . HEME T MIER iz hE, 4 A4 no JE.

ipv6 address dhcp
TEERINAT Ay A
Interface configuration (config-GigabitEthernet)#

Gt

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

24 )5 H 1Pv6 DHCP I, IZ4THC & 2 WIS 4 1 B

|
interface GigabitEthernet 1
ipvé address dhcp

ipv6 enable
|

PR

IPv6 JOIRAS H ZUC & A1 IPv6 DHCP Mtk HA HAHHE F . wlZER—8 D[RR BEA 1Pve TSR H 3N
#F1 IPv6 DHCP Hihl .

& n LL{¥ FH show interface i3 7~ H T4 28 0 10 IPv6 Hudik.

4 [E I JE H IPve JoARES H BIC E AT IPve DHCP Hihik Ny, 324770 B 45 Wom R N 4 H i

|

interface GigabitEthernet 1
ipv6 address dhcp
ipvé address autoconfig
ipv6 enable

BRBHRESIECUS2ism, a2 ]



. ip address

Ip address

N

RESATHER ISECU &S |

BN TIRCUR M E: T & TP bR 25 58, 1 7EH: DAL E RS0 R H ip address A4

ip address ip-address network mask

TR IP bk s Ak 1P AL BE, 548 H It i 21 no B

no ip address

a4

BTLAIEZ AN 0 ERCEAR IR TP ik o S SRAE LR M AE T — % LA R g — N P
MIRCE IR, A] e ZEAT IR ERAE

Syntax Description

Command Default

Command Modes

EmERE

)

ip-address IPv4 Hulil,

network mask R TP 7MY I HERD

IR O ] R 2 P T (PAN) H BB DI B S, TS AEBCE TP MU PR A ] . AERCE 1P 3
HE, #PTLAE A PAN H 3l D) 4 il E .

YR

Interface configuration (config-GigabitEthernet)#

a4

FE TP HUBESE TG B0 N, WIERAE “ip address” fir ) CLI FL & U FE A Y “Cul-C” fivs, W
ARG LA PR AT REE, FLEN AP RATIH 1P bk, i 2E L8 4L DR TP bk

PEI DL 2ok OB ISE 19 ni B T AR TARRES . IS DL IR R 75—~ “ipaddress” FCE CLI,
DAMECRE TP Ml v & 0 P e PR

HFFEE AR AR 2R s A0, B R.
IR AR DT PAN AR E, Rk BmU MR

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

ot

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

B EHSMBRSsIECU SR, A4



| BB THERISECL &%
ip address .

'show application status ise' command.
ise/admin (config-GigabitEthernet) #

B SHRSTIS Ll SEEE, Mk 2
|



. ipv6 address

EEEER T ER ISECU &%

Ipv6 address

BEFLT IPv6 38 ATZRC B A TPve Huhik I 4 5 H TPve Ab3, i7e4% i &AL N H ipve

address 4.
ipv6 address ipv6-address/prefix-length

FIMIER 1Pvo Mkt BiAEH] 1Pve A0 BE, A H iy 2 1) no JE .
no ipvé address ipv6-address/prefix-length

Syntax Description

Command Default

Command Modes

EmERE

ipv6-address IPv6 Huhil,
prefix-length IPv6 FIRIIKE . 0 1) 128 Z [ i-HuEdIE, #

FHBHL % DA ROELERA AT LR
S < AT IS AU AR L.

TR O Y R S Y 0 (PAN) AU BC &, 5L I E IPve MUERIPR AR ] . AERCE IPv6
ks, #PTLAR FH PAN A3l ik D)L

R CAEBE R T PAN Bl Ba DL E, RO s U E

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

TCERINAT J B
Interface configuration (config-GigabitEthernet)#
SCREI IPv6 Hubibs 245
o SERER IRV B SRR )\ ALY N HERIECT . BT, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

s BRIRORTE: LRI TS 2 ATHWASELSMN B S R4, Bl
2001:db8:85a3::8a2e:370:7334

o mr VU RIRTE (IPv4 WU J TPv4 e 1 TPv6 Hihik) @ foilhn, ::ffff:192.0.2.128

U] fe80 W 4% Al 4y fie — AL BERR HudIk . DB FIopAC 4 Rk 25 B G — AL R L

a4

7E IPve MhE R s DU R, G AE ipv6 address iy 21 CLI it & B U e & Y “Crl-C” 4,
MR GE e 2 T AL PRSP RE A, FESe ) AL A48 F IH TPve Hbtik, 1 HE LS 28 24 AT IPve Hudil.
B BL 2R SR ISE 5 fi B THE TARIRE . SbAB LR YOS K H 7 —A> ipv6 address 4, LA
4 1Pv6 Hihik 1528k BT 75 BAE

w51

ise/admin (config)# interface GigabitEthernet 1

B EHSMBRSsIECU SR, A4



| BB THERISECL &%
ipv6 address .

ise/admin (config-GigabitEthernet)# ipvé address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s) .

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify all
processes are in running state.

ise/admin (config-GigabitEthernet) #

w15 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipvé address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #

| BRBHRESIECUS2ism, a2 ]



EEEER T ER ISECU &%
. ipv6 enable

Ipv6 enable

BRI LA H IPve, TETER: R E RN ipv6 enable iy 4.

ipv6 enable

e a2 1K) mo TR AT 745 11 _EZEH] TPv6.,

no ipvé enable

Command Default TCERIAT K A

Command Modes Interface configuration (config-GigabitEthernet)#
EdEtE] {fiH] ipv6 enable iy n7E4 O F S A IPve, JEAR#EH: L MAC Ml B 2028 siAS s i s b il o
Rt

ise/admin (config) # interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

w15 2
BRNTEOL R, BT 0 B3 ipv6. dn BRI A4 10 no £,

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:feB83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0O dropped 13365 overruns 0 frame O

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1
ise/admin (config-GigabitEthernet) # no ipvé6 enable
ise/admin (config-GigabitEthernet)# exit

ise/admin (config) # end

ise/admin# show interface gigabitEthernet 1
GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns 0 frame O

TX packets 3 bytes 258 (258.0 B)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

B EHSMBRSsIECU SR, A4
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ip default-gateway

B Mk By TP e ERIA N OG, TEERCE B0 NEH ip default-gateway
ip default-gateway ip-address
TR IIRE, WA B A4 1) no JES.

no ip default-gateway

ip default-gateway .

i

o

Syntax Description

Command Default

Command Modes

EmERE

default-gateway 8 3Ly TP btk (R BRTA D 5K o
ip-address BRI I TP itk
CAEH .

Configuration (config)#
WRIEMAZ AN SHBAMASE, S RERR.
Tl

ise/admin (config)# ip default-gateway 209.165.202.129
ise/admin (config) #

BRBMRS S CU %45,

iz 24 [



. ip domain-name

RESATHER ISECU &S |

Ip domain-name

Bhw SCEEL ISE RS54 H T o8 ML P BRA A, T ERL B N4 H ip domain-name 74,
ip domain-name domain-name
TR IIRE, WA B A4 1) no JES.

no ip domain-name

Syntax Description

Command Default

Command Modes

EmERE

N

domain-name BN BN 4 .

domain-name T 5e A BB 4 . 5 b 2-64 4
BT AT

YV

Configuration (config)#

a4

76 IP A2 B L R, i SRAE “ip domain-name” 7iy4- (1) CLI Fi & B o #Erh k Hh “Crl-C” i
Ly WRGHEAPTAE RS AT REZ, JELeN HAPE A R4, e g1 F B4

IEIE Lo SRHISE 17 fUE TR TARIRES . IeIE DL v 722 i i 75— “ip domain-name” Jit &
CLI, DMEREI 44 B8N BT i I -

RIS HE i s> T e B, e kB iR
USRS AR L i 24 JBR ISE 25 4% 0B sAn, e o DU R R

Warning: Updating the domain name will cause any certificate using the old
domain name to become invalid. Therefore, a new self-signed certificate using the new domain

name will be generated now for use with HTTPs/EAP. If CA-signed certificates were used on
this

node, please import them with the correct domain name. In addition, if this ISE node will

be

joining a new Active Directory domain, please leave your current Active Directory domain

before

proceeding.

A5l

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #

BRISMIRESIE CLISXIERE, A 24
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Ip host

ip host .

EJ%E*MJ% FH5e 4B e 1k 44 (FQDN) FRFER OGRS eth0 Z AMP) ethl. eth2 1 eth3 25 LUK RIHE T,
TEAEA R B AU N A A ip host 174 .

28R} ISE A PEAZAUBC & SCAFF € 1n) URL I, 234 1P Mk &4 ok JR} ISE 15 55 1) FQDN.,
ip host [ipv4-address | ipv6-address] [host-alias | FODN-string]

SRR AL 44 A1 FQDN [5RHR, 548 It a2 1) no JEA s

no ip host [ipv4-address | ipv6-address] [host-alias | FODN-string]

Syntax Description

Command Default

Command Modes

MR

ipvd-address WY 2542 11 1) TPv4 Ml

ipv6-address WY 28452 11 (1) TPv6 Hihik

host-alias NN A A 5 4 P9 4 L IR A PR
FQODN-string W 28 422 11 1) 564 B 2 544 (FQDN).

DR O 5 ] B PR Y A (PAN) A Bl ) Bt &, 5 A6 5 2 DL W2 11 L5 44 AT FQDN i
WG IHAR . BT LATE SE ML 4 F1 FQDN &5 5 F PAN [ 8l i ) 3 i

RS CAE S R ] PAN B BBV E, REOK 2 Bl T R

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

TEERIAT A 5l
Configuration (config)#

TR IPv6 Hidik kg A FE
o SERERORTE: B SRR )\ AU S BERIECE . B, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

* BRRHARORNTE: RRAR RIS HMWANEL B S5 E 4. il
2001:db8:85a3::8a2¢:370:7334

o M PUAIRIREE (IPv4 WU I IPv4 S50 IPve Hidik)  © filtur, «:ffff:192.0.2.128
{11 ip host 72 1] 24 TP Hitik Wit ShAs I 3= Lo 44 A 5¢ 4> B e 144 (FQDN) 745 o ‘B T4 ethl .
eth2 il eth3 5 LI M E2 T AR UCHL ) FQDN. {{i ] show running-config iy 4 LA & M LA 44 2 Lo

T LA it =AU 44 F1/88 FQDN F4FH o an RS HX piAME, W =010 44 6415 FQDN 45 £ 1)
By UUEL . WURAVAR At FQDN 7455k, AL ISE 1§ ] FQDN #4: URL i 1P Huhik. 4n HAX
BTN, BRHSE 28 EHLN 4 5 FTie & 10 1P 38k 4% 414 LU 58 34 11) FQDN, 3] FQDN %%
e URL H R 2% 2 0 1P bk,

BRBHRESIECUS2ism, a2 ]



. ip host

i

EEEER T ER ISECU &%

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Monitoring & Troubleshooting Log Processor...

Monitoring & Troubleshooting Log Collector...

Application Server...

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Stopping
Starting
Starting
Starting
Starting
Starting
Starting

i 2

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Profiler

DB...

Monitoring & Troubleshooting Session Database...

Database
Database
Database
Database

processes. ..
processes. ..
processes. ..
processes. ..

Monitoring & Troubleshooting Session Database...

Profiler

DB...

Application Server...

Monitoring & Troubleshooting Log Collector...

Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Monitoring & Troubleshooting Log Processor...

Monitoring & Troubleshooting Log Collector...

Application Server...

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Stopping
Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Profiler

DB...

Monitoring & Troubleshooting Session Database...

Database
Database
Database
Database

processes. ..
processes. ..
processes. ..
processes. ..

Monitoring & Troubleshooting Session Database...

Profiler

DB...

Application Server...

Monitoring & Troubleshooting Log Collector...

Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

B EHSMBRSsIECU SR, A4
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ip name-server .

Ip name-server

PV E AT DNS A 2 b FH 3844 ik 454 (DNS), 1S 7ERC &AL {4 H ip name-server 7 4. &
FIPABCE 3P4 DNS AR 55 45

ip name-server ip-address {ip-address™*}

LRI IIRE, WA B A4 1) no JES.

no ip name-server ip-address {ip-address*}

N

AR A2 (1 no JB T RGN BR BT A A I 55 A o A e i 4 1) mo TR SR — AN TP A4k
REMIER 12484 iR 5545 -

Syntax Description  name-server P B A (3544 R 55 4 16 TP Hhudil
ip-address A 5 s ik
ip-address™ (Aak) o HoAth I A4 Ik 55 25 (1) 1P Hbdik

P 23 JE AT AFESE A4 R 45 28 e B A IPv4
HuhkAI—AS 1Pve bk .

AP SRS AR A R T 32 A8 BT 10 (PAN) A Sl DI L &, 15 232 4T ip name-server iy Fif I
ZIIBEIFAERCE DNS JIRS5 4% a8 A

Command Default TCERIAT H BAH

Command Modes Configuration (config)#
e {511 ip mame-server i 4R NI A48 45 B 45 A —MRLER, TSI ARG Bk
fiEdT 1P Mokl

T LU TPv4 B IPv6 MhbEREs A IR S5 dsds N B R Seh o Sm] DU A S L E — 2 = IPv4
Hohito WRIECON RGBT DUANRA 25 4% WA 20 22 /D MR — AN I 55 s A e s I FeAtL 42 ik 55
o

SR A5 AR S — M, DME T RS kg5 o, R b 208 H iy 2 1) mo JE XM
P A o5 4% SRJE A REdkst.

AR RSN AD EE MU, WA T A s R ISE A Re A I AR A, BT AR R
ISE "l E [T A5 DNS JIR4s 28 4R REf@ATT TG A1 AD DNS id5%. WRE T % DNS WH )5, R&L
VEIEMAfEAT CBCE Y AD IR, U F S HUT Leave #e4E, JFEHT A AD JIA A,

R CAE RS A AT PAN ABIIEDIHICE, R & BBl FHE:

| BRBHRESIECUS2ism, a2 ]



. ip name-server

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

w51

ise/admin (config)# ip name-server ?
<A.B.C.D> Primary DNS server IP address
<A.B.C.D> DNS server 2 IP address
<A.B.C.D> DNS server 3 IP address
<X:X:X::X> 1IPv6 DNS server address
ise/admin (config)# ip name-server

2
TET AAERC B TP 344 ik 55 4% Ja B BILL M

ise/admin# show run | in name-server
ip name-server 171.70.168.183 171.68.226.120 64.102.6.247

ip name-server 3201:db8:0:20:f4ld:eee:7e66:4eba
ise/admin#

3

ise/admin (config)# ip name-server ?
ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

EEEER T ER ISECU &%

DNS Server was modified. If you modified this setting for AD connectivity, you must restart

ISE for the change to take effect.
Do you want to restart ISE now? (yes/no)

B EHSMBRSsIECU SR, A4
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Ip route

ip route .

TG B A, TR E BN EH] ip route fir 4.

ip route prefix maskgateway ip-address

SOMIERER A, A A4 (19 no FE 3

no ip route prefix mask

Syntax Description

Command Default

Command Modes

MR

prefix H b5 i) IP 3% th Sk .

mask H b AT 20

ip-address o] T 2IAZM 4R~ — Bk 1P Mk,
TCERIAT M BAE

Configuration (config)#

TaBCER S, WS A e R RN CENTRiEshas Gy M e b)), E4k

HRUE . w2 P SERI R, IR AN TG ZEAGR s h SR R AES i S Bty o eI mT BUEAR
M Sl RS

HAR ip route iy ] I T 7E SR R ISE % i b S as it i, (HUb A &2 H0R, nTRUOY A
FeFlE OB R, O HLay ARS8 10 1P 5 s b WA IO AS O R TP e R 1K) 50

MAEL I A EECE AN B, DA A TP BRI T AT TP R R i B S BUR
KRR TP 5 R I BRIN I SR — Bk E 8B ISE 15 5 B & 2 AN BRI M 2 T BR AN AR EL R IR 52 10
PLR - A Bl i & 22 AN BRI i

S AR ISE 75 4% ethO. ethl. eth2 Fl eth3 B & LU FE: AN S

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

R

ip route fir > EILAR T T 5E SR L IBRIAES 1

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1

a4

ETHIFT 7RI “ip default-gateway ™ 2 B A3 2 11 1 B J 36 FH 2% 1

BRBHRESIECUS2ism, a2 ]



EEEER T ER ISECU &%

. ip route

show ip route 7% i ‘W H ip route iy -GG A EE th (BRIARK FHAIIEERA S D ARG A
g IR “ip default gateway” iy 2 BCE I D T . & BaRAN b e B H 0,

AR AR D TP MUk, dn SRAE AR i A I e DR A BN TETE S ) A R SGTAR h TEiE ), UE A
HIes WISATRCE R . P16 2 o AN JeiE VT IR (K i

{5 2

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #

B EHSMBRSsIECU SR, A4



| BB THERISECL &%

Ipv6 route

ipv6 route .

LT ZICE 1PV # A i A2 A W 2% e 6 2 [ SO sk A%, T 7E 4 RGBT A6 1] ipv6 route
e EASER AN BBl TR, RS A I 20 0 A AR A I T T S G B A B

ipv6 route ipv6-address/prefix-length gateway route-specific gateway
TEMIBR IPv6 A, 15 FH A 218 mo B,
no ipvé route ipv6-address/prefix-length gateway route-specific gateway

BIRCE T IPve Mk BRIA RS 2% il 1 7E A JRIC B {1 ipvé route ::/0 gateway route-specific
gateway T %o EEER]HT 1Pve Hikk (BRI H, 154 FH LAy 21 no JE2.

Syntax Description

Command Default

Command Modes

MR

ipv6-address IPv6 Hihl.
prefix-length IPv6 BT HIKE . 0 2 128 Z [afy-+HEHiIME, R

AN HLIE R 22 DA A IE S R BT R (LR MY
AR5y o - RETIME AT AU R e bric -

route-specific gateway AT 2R M 45 16— TPve Hhdik.

TEERINAT A
Global configuration (config)#

STHEH IPv6 Hihib kg X A0S
o SEEERoNE: B SRR N YA SHE RO #14n, 2001:0db8:85a3:0000:0000:8a2¢:0370:7334

* BRRERORTE: RRAR R R HMWANEL BS54l . filhn:
2001:db8:85a3::8a2e:370:7334

o SN PUH R R (IPv4 WL )2 TPv4 FEZA) TPv6 Huhlk) © filan, ::ffff:192.0.2.128

{f ] show ipvé route 7y 1] 25 5 L& 1) IPv6 B Hi .

i

ise/admin (config)# ipv6 route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1

i 2

ise/admin (config)# ipv6é route ::/0 gateway 2001l:db::5

A, /0 BoRBRIAEE H RIS .

BRBHRESIECUS2ism, a2 ]



RESATHER ISECU &S |
. kron occurrence

kron occurrence

TG A B A i I R PP i AR 2 AN [RN2 AT slE A8 4T, TR E B {EH] kron
occurrence fir %o ZMHERIZ IR, AT M A2 1) no B

Kkron occurrence occurrence-name

Syntax Description  occurrence A 2 EE R A2 .
occurrence-name HUM TR 2 SCFF 8O AR F 1. (i

S LT 2V E R B . )

\}

£ 7F kron occurrence 172 " #ii N\ occurrence-name 2 J5, BIWHEN config-Occurrence fit & A0 (i
Z R LN EVEUED .

Syntax Description  at it AR E 1 H Py IR [R)is4T . H
V%2 at [hh:mm) [day-of-week | day-of-month | month
day-of-month]

do EXEC i1 4. RVFEEIE N T EXEC
fﬁ/\} o

end iB ! kron-occurrence Bt ' AR 2 IR ] B P AT AR
Ao

exit i 1 kron-occurrence Ht B AL .

no 7E SR AL iy 2 T0 3K

A=A R rT

e at- 7% at [hh:mm] [day-of-week |
day-of-month | month day-of-month].

« policy-list - §572 T HF BB ATHO HEM B 6. B
%A HF 80 AT EHECE T4

* recurring - NV 5 PUAT RIS S

policy-list FRE FAF BT IR fir & T BERE > S
recurring ff e HAFEEIEAT .

R 15 kron occurrence KEE, NEFIBIT
11K & 43 1 kron occurrence it & i, B
AR

B EHSMBRSsIECU SR, A4
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Command Default

Command Modes

MR

kron occurrence .

TCERAAT Ny B
Configuration (config-Occurance)#

{fi [ kron occurrence FI policy-list iy 2 1] 2 — AN 2 AN SRS 51|36 [F] A2 A7 B3 LAAH [R) AR B[] 1] B
117,

# Kkron policy-list iy % '7 cli &4 ﬁﬁﬁ TﬁJ@fﬁé\iﬁEﬁ?ﬁiﬁﬁ, LM B B2 A AR E I [R)
75 BURE ISE JIR 45 4 hiz 4T i1 EXEC CLI 7%

a4

Y

IEAT kron AT I, RLEATIME A FK GEISH NN AED R KR IMgpes, AR A
o HANE

pE

AW T GUI 1 1 Administration > System > Backup and Restore 5[] 2 HE g & ol 2 &5 .

=B SE&HR

ise/admin (config)# kron occurrence WeeklyBackup

ise/admin (config-Occurrence) # at 14:35 Monday

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # recurring

ise/admin (config-Occurrence) # exit

ise/admin (config) #

2. EHEH

ise/admin (config)# kron occurrence DailyBackup
ise/admin (config-Occurrence)# at 02:00

ise/admin (config-Occurrence) # exit
ise/admin (config) #

3. BEEH

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence)# at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence)# no recurring
config-Occurrence) # exit

config) #
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. kron policy-list

kron policy-list

B A R R R ME §E 58 AR T HE kron-Policy List it & T, 1 ERC Bt N # ] kron
policy-list @74 . ZEMIBR My 2 A FERE 7 RmS, 154 H Ay 211 no JEL,

kron policy-list /ist-name

EEEER T ER ISECU &%

Syntax Description

\}

policy-list

A iy 4 U PSR P SRS 1 R 44 K o

list-name

SR SIZRMI A TR 22 SR 80 N TR T4 o

IR {F kron policy-list iy i N\ list-name f&5, BIAJ#EA config-Policy List fit & FAR2t GES R L N &
FEUHD o
Syntax Description  cli R P HAT I 2. 2 S0 FF 80 AN Rl
TR
do EXEC fir 4. AVFELEIE T 4T T EXEC
e
end iR config-Policy List Pt 150 I [F] 2 AT
i
exit B H LA
no ISR A Aol .
e cli - HIAERTFHATIHmS .
Command Default TCERINAT Ry BAE

Command Modes

MR

\)

Configuration (config-Policy List)#

$# kron policy-list iy 15 eli fiir4& &5 3 {f I ] Gt fiy & P SRR PP S0, ISR A 5 B2 HEAE iR 52 I 1)

{E ISE IR45 %% Liz4T#) EXEC CLI fi 4.

/| kron occurrence 1 policy list iy % 1] %4 Ao 24~
TR | 3% [R] I3 47w LAAH [ P I ) ] B ds 47

a4

1B IciEaE L CLI A kron policy-list iy 4 2 HERC & FIE 5 Bl &3 . &I LUl k JERL ISE 4573 51 1)

JrE XA
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kron policy-list .

Gt

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackuplLogs repository SchedBackupRepo
encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #

B SHRSTIS Ll SEEE, Mk 2
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. logging

logging
LG E HEZ0)), THAERCERC N EH] logging 1 4.
logging loglevel {0|1|2|3[4]5]6]7}

FAR % IIRE, WA A2 1) no 3.

no logging
Syntax Description  loglevel M logging i A HL'E H A 4.
0-7 WE HSWH R Prd g, aRash G

ANKEEF T -
* O-emerg - Bo: RGEATH,
* l-alert - 4. FHFELRERPATH).
* 2-crit - JH: EEAEL
* 3-err - A BFIRIE DL
* 4-warn - i B
* 5-notif - WAT: TEHEAAEHE R
* 6-inform - (BRIA) & B A

* 7-debug - PRI E

Command Default BT N BAE

Command Modes Configuration (config)#
{ERERS M4 752 loglevel ST .
Gt

ise/admin (config)# logging loglevel O
ise/admin (config) #

B EHSMBRSsIECU SR, A4



| BB THERISECL &%

max-ssh-sessions .

max-ssh-sessions

B A U Th RS Y G B B RO R i AT At (CLY) i 8o, /ERC B EH]

max-ssh-sessions 774 .

max-ssh-sessions {0 |/ |2|3|4|5|6|7|8|9]|10}

Syntax Description

Command Default

Command Modes

EmERE

1-10 JER SSH & 1EHIEE . BRHAEN S.

MIERFISE 45 B 53 1] 8 AV I R IF & CLI ik M BRA SR W BN 5.

Configuration (config)#
max-ssh-sessions ZHA 1] AT 24T FHHIAC & . S K3E 8N CLI 2550 W 2247 8 ISE & H a1 ) 1k
TR,

M K CLI 25 80e R,  “Maximum active ssh sessions reached” ¥4 B 4> /R AE e PHZ A 16 1K)
AT A, I LA LRI A 2] “Not connected - press Enter or Space to connect” ¥4 L.

f&nr Lol ki & 85 CLI,  Jf4i A forceout username iy 2-vE 5 H 7' LA/ D 3G ) 1) SSH 215 £ & S
FHF R & 5 KA AT S (CLI) 2165 10 S AU A T 8 F} ISE &8 631177 1) Session IR 1 LA

R #: Administration > System > Admin Access > Settings > Access.

BRBHRESIECUS2ism, a2 ]
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ntp

EEEER T ER ISECU &%

PR NTP BLE, IE7EACE B ntp @45 authenticate. authentication-key. server Fl
trusted-key 7 245 5 A H

ntp authenticate

ntp authentication-key <key id> md5hash | plain<key value>
ntp server {ip-address | hostname} key <peer key number>
ntp trusted-key <key>

no ntp server

Syntax Description

Command Default

Command Modes

(k1=

authenticate Jet BT AT IR D) 8 ) B4 47 B AT o
authentication-key J B AGAT I [R5 FR 72 S 0 B0 AR %4 .
server 8 B ) NTP RS 4% .
trusted-key H 2 AGAT I TR) Y5 5 S ST
T

Configuration (config)#

1 ntp fr 27452 NTP L& .

RS B NTP g%, UM AT G824 (Ul authenticate, authentication-key. server,

F1 trusted-key) [ no ntp 4. #lhn, WIRESEHI A H ntp server #ir4, W # 47 server [ no ntp

AN
Hﬂé}o

Gt

ise/admin (config) # ntp ?

authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use

trusted-key Key numbers for trusted time sources

ise/admin (config) #
ise/admin (config)# no ntp server
ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #
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ntp authenticate .

ntp authenticate

A T I AR ) S 4 56 AE, 1 4T ntp authenticate 174 . VAT NTP 547556 1F 25 5 1) i 0] J50Ks
ANEFW

LEHZIIE, WA Ay no JE.

ntp authenticate

Syntax Description

Command Default

Command Modes

(k1=

authenticate JA T BT AT I TR 5 43 AT

x

Configuration (config)#

{4 ntp authenticate 172 1 j5 F P I YR I R B0IE . a2 vk iy, BMERA a4, S0
U HE IR AT

WA EAE R AR N AT S0 UE (FEtE L, HA R RGBT E S MU, B, AR
IR 55 % 7 B B A AT S IR, AR NAHAT A 4

T

ise/admin (config) # ntp authenticate
ise/admin (config) #

BRBHRESIECUS2ism, a2 ]
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EEEER T ER ISECU &%

ntp authentication-key

B I (RS R B O e 5, TR B A TP A A i — AR R4 R 25 $H 1 1) ntp authentication-key
i

ntp authentication-key key idmdS hash | plain key value

EAR%ThAE, WL A4 1 no B

no ntp authentication-key

Syntax Description

Command Default

Command Modes

EmERE

)

authentication-key RS2 A AT IR B TR C B 3 B iE 35 4K

key id TEEL TG I PFRRAT . SZHF 1-65535 2 [H]
AT AH

md5 SOy IR P 1) s R A

hash SH IR TS B EH o i R B s 28 20 1) n 2%

(HFD #H. 52 3CHF 40 45

plain SO IR WIS . Fi e BB DDA 2R A Ko
WSO B SHF 15 M.

key value KH 5 L& mds plain | hash VCHC R0k X1 %5 6H
fH.

o

Configuration (config)#.

1§ ] ntp authentication-key fiy 2 1] X Bf [A] Y5 15 B NTP 5 4} 5 iE B8 43 9148 @ A L B BB PR IHAT . B 4H
Ias R PIEW E  EK B IR N3 ntp server fy &2 0T, 1 S0K IR IN B2 (552 .

BA O IR ZAFAES IR A NTP 54y 30k 5% B ) N [0 AN 25 [F) 20

pE

show running-config @72 (A2 R LAWY S 2 5 (MDS) B3SOk U N8, ks U T e %
FETT 4 S IM% 20. 511, ntp authentication-key 1 md5
hashee!8afc7608ac7ecdbeefc5351ad118bcYcelef3 .

w51

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer
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ntp authentication-key .

2

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

713

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)

B SHRSTIS Ll SEEE, Mk 2
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. ntp server

ntp server

EEEER T ER ISECU &%

LARVF ARG NTP RS UATHAF D, AR E BN EH] ntp server 4. &% AVF—=H
Mg s h—47, WG RS SIHE DB BYILESH, EEVIX T NTP S50k 55 2
DS I

BT NTP j %548, BBHSE 32 B A S BAF . NTPv4 i S FREFHnEs, (HJE i n AR 8 A4 n
BB R BB TR . AN AN BN RN e 4y, UG e eI T S IRk
528 AN B I E s . W SR T A B, AT S50 RN BRI RE A B A LA,
AIEAR KRS R3] o R At . BATERBUEAMEH IFF GRERIRAD BRI %, oA £
FH RN Z.

JOBLISE WG4 3AG %, n Ui in) ) NTP IR55 4% .

WA S N E S, AU T UE NTP RS- 4%, W DA 20 ic B 251

LA, WA IZAT 21 no JEA,  MOBARAEGZMIER NTP k5585 34500 75— A NTP JIk55
A AEH]

ntp server {ip-address | hostname} {autokey | key <peer key number>}

Syntax Description

Command Default

Command Modes

(k1=

server ARG S TE RS FD

ip-address | hostame SN BH 20 AR 55 43 1) TPv4 B IPv6 Mtk sl 1
W4 SEBREA 255 N7 BT 755

autokey FRAE R NTP IR 55 as i A B 5 gk ik

PEULIEDL, 1EHIRE ] crypto v 2K NTP %5
PR A SN EER ISE 15 5.

key (AfE) « WP S . W2 CHF 65535 M

TR

U2 75 2EE i ntp authentication-key iy 21 ]
FHUERATE X, 7L ntp trusted-Kkey 7
LU INAZAFAE %

AE G RAIEIE R REAT, S PIREPIE N % S
FESIERR NTP [ 55 & _E e SCIp e SAN S B AR ] o

BOATHOL T, RBCEAT T IRSS 25
Configuration (config)#

WERELE RS SR E RS A AP, 1EF L ntp server fir & FISZAS AT P& AEH] .

AR TIER), AHXT T NTP SRS 5 2/ . 7ERI 25U N2 ntp server #4201, 152G
7 ntp authentication-key v 15 XULHEH, AR 5K LA N2 ntp trusted-key 174 o
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\)

ntp server .

show ntp 772 1] WoR [FIE PR A . 40 SAT AT C B 10 NTP IR 25 28 #6012 V5 1) R BEA T 5 A 36 aiE Cln B
O E NTP S0053E) , Wby A2 B2 IR EAR A L 7] 25

WIS NTP HR 4525 TV V5 M SR IE A L S 500E, WRBE by 2ot 5 8, SSRGS 0,
ZNJERHSE AL G T/ 2 UNTP RSS20 & M S I UE 4], W20 RN 0y IR 455 5 1L R
) Y “ RGEHAIFINTP RS 28 &7 —7 . B REAE R E RS N MR ISE CLI¥ NTP %5 28
BCE N B3 .. BNTP RS welc & A B a5, TEfIR S ANTP S a8 4 A8
HRVEAIE R, 1S crypto i 4.

a4

\}

FEXS NTP Ji 55 & 8] 23 91 5 3 BRIk

* DR RS R TG NTP IR 55 s Fo B0 A8 A 3h 9. NTP 55 &% 42l il id DNS/hostname
HohEREAT VT AT R WIATHE NTP 25 8B E N A AP TEAEE, WS 0 NTP SCRF Il

* 7E NTP 4545 H T H ntp-keygen-T iy &£ U HH,  FFHRIUNTP IRGEEH 28H. TH]
crypto 2K A8 5 A FEE}ISE.

P

s 2 AR R P IR RAE B D R 2 AT RERR 22 20 70 Bl A RESE Ko

ot

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 autokey

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipv6 address autoconfig
ipv6 enable

|

ip name-server 209.165.200.226
|

ip default-gateway 209.165.200.227

|

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1
|

!

clock timezone Asia/Kolkata

|

ntp authentication-key nn md5 hash
ntp trusted-key nn

ntp server 209.165.200.228 key nn
ntp server 209.165.200.229

ntp server 209.165.200.225 autokey
|

BRBHRESIECUS2ism, a2 ]


https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/cli_guide/b_ise_CLIReferenceGuide_23/b_ise_CLIReferenceGuide_23_chapter_01.html#ID-1363-000006cf
http://support.ntp.org/bin/view/Support/ConfiguringAutokey

73 NTP AR 55 28 519 3 iE L

B o wrassspniinESEcaEs

EEEER T ER ISECU &%

BEZEENENA

BLARVF RS NTP RS as AT AR 2P 20, IS 7ERC E B ntp server 74

ise/admin (config)# ntp
% WARNING: Key 1 needs
ise/admin (config) #
ise/admin (config)# ntp
% WARNING: Key 1 needs
ise/admin (config) #
ise/admin (config)# ntp
ise/admin (config) #

ise/admin (config)# ntp
ise/admin (config)# ntp
ise/admin (config)# ntp
ise/admin (config) #

server ntp.esl.cisco.com key 1
to be defined as a ntp trusted-key.

trusted-key 1
to be defined as a ntp authentication-key.

authentication-key 1 md5 plain SharedWithServe
server ntp.esl.cisco.com 1

server 171.68.10.80 2
server 171.68.10.150 3

ise/admin (config)# do show running-config
Generating configuration...

hostname ise
|

ip domain-name cisco.com

interface GigabitEthernet 0

ip address 172.21.79.

246 255.255.255.0

ipvé address autoconfig

ip name-server 171.70.168.183
|

ip default-gateway 172.

|

clock timezone UTC

|

ntp authentication-key
ntp authentication-key
ntp authentication-key
ntp trusted-key 1

ntp trusted-key 2

ntp trusted-key 3

ntp authenticate

21.79.1

1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celefl
2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da37

ntp server ntp.esl.cisco.com key 1
ntp server 171.68.10.80 key 2
ntp server 171.68.10.150 key 3

--More--

BNOERI SRS

SR EFERPIRA, THH show ntp #7%.

w51

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.

10.80

Tertiary NTP : 171.68.10.150
synchronised to local net at stratum 11

B EHSMBRSsIECU SR, A4
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wirAshs i

time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
i 2

ise/admin# show ntp
Primary NTP : ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80
synchronised to NTP server (171.68.10.150) at stratum 3

time correct to within 16 ms

polling server every 64 s

remote refid st t when poll reach delay offset Jjitter

127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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. ntp trusted-key

RESATHER ISECU &S |

ntp trusted-key

FORHIN A IN B 52 A5 R8T i ME— AR IRAT Y ntp trusted-key AT 4.
ntp trusted-key key
TR IIRE, WA B A4 1) no JES.

no ntp trusted-key

Syntax Description

Command Default

Command Modes

EmERE

trusted-key L e BB B RIAR TRAT
key Nt B 5E SN NTP B 473 IR 3 BH 10 S A5 A I 1)

TR YIS B SR 65535 MUY AT .

x

Configuration (config)#

FERHS BL B PIAS INE] NTP IR 5545 2 fi, TR I3 P1E SO NTP SRR IER ], SRR s 91 n
FIZAFAEIIR . R CIRINBISZEAESIRI S, XA SLVF NTP 554 5 R 4D

w51

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1
ise/admin (config)# ntp trusted-key 2
ise/admin (config)# ntp trusted-key 3
ise/admin (config)# no ntp trusted-key 2
(Removes key 2 from the trusted list).

2

ise/admin (config)# no ntp trusted-key
(Removes all keys from the trusted list).
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rate-limit .

rate-limit

FEWCE VS 1P bk ) TCP/UDP/ICMP s o B, 5 7E e B A 2 Nl rate-limit 754 ZEMER1ZTH
fig, 1A AT A no TEL,

rate-limit 250 ip-address net-mask port

Syntax Description  <7-70000> £EFP ¥ TCP/UDP/ICMP $4f 40 V-2 % o
ip-address TS FH A G % B T U TP M
net-mask TN FE A e B P TP R
port TN FH A G % B 1 i 115

Command Default TCERIAT R BAH

Command Modes Configuration (config)#
EMER T
gt

ised49/admin (config)# rate-limit 4000 ip 20.20.20.20 port 443

% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ised49/admin (config)# rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

| BRBHRESIECUS2ism, a2 ]



. password-policy

password-policy
BE RS A B B 0, 5 ARG B AR L password-policy v 2. EAAHZIhAE, 5

\}

w2  no JE

password-policy options

EEEER T ER ISECU &%

iR

\}

password-policy iy 275 2 — N RIEIEIT (i
password-expiration-enabled 7% .

PITERE U] o BA 2R TLA B il 0 i TS A

TR

i\ password-policy 72 5, RIR[BEA config-password-policy i & T,

Syntax Description

B EHSMBRSsIECU SR, A4

digit-required

PR A A

disable-cisco-password

SEE IS “Cisco” UL AL EAE N w4 1) 2)

disable-repeat-chars

do Exec 7% o
end R
exit B H TR

lower-case-required

J P s i o g 2 — A NG 7R

min-password-length

ARSI R N TR % SCHF 40 A7

no

il iy & o R B B BRAME

no-previous-password

BEL Lk P B A P L3 20 S i A

no-username

SR A IR 24 A s &0

password-delta

ANTE] T IH R 0 A5

password-expiration-days

TG BYIAT A RE . SR KA 3650

password-expiration-enabled

JA A R0 -

R TR b 20T HAh 25 5o 9 i 4 T N
password-expiration-enabled fii % .
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password-policy .

password-expiration-warning

H L BRE S1391 % 75 ) U AT R . SRR AL
3650,

password-lock-enabled

FEFF T UEAR RIS Bl 250

password-lock-retry-count

P S R B I P R IR, SR d KA
20,

password-time-lockout

BRI BRI BUE RIS TR EIRE - (380D o SR
I TRIEYE I A 5 20 Bh A 1440 208

Command Default

Command Modes

MR

special-required

P T B P — AR

upper-case-required

H P i g 2 A K 7

TEERNAT N

Configuration (config-password-policy)#

T

Gt

ise/admin (config) # password-policy

ise/admin

config-password-policy)# exit

(

ise/admin (config-password-policy) # password-expiration-days 30
(
(

ise/admin (config) #
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repository

EEEER T ER ISECU &%

BN B ARG PE TR, AR B A N repository T4 .

repository repository-name

Syntax Description repository-name

TR TR, % 3 80 AN FRRECE 1.

N

I fErepository iy 2 I ANAAGPEL R G, BT EEN config-Repository L & A GESEEH) .

Syntax Description do

EXEC 4. SRV e EXEC

IS A
3o

end

iR tH config-Repository #5216 [F] BIFATHL A

exit

IR H A

no

FEASE A A iy B K
A A BT ] -
* url - f7-{# % URL.
* user - JH T U5 ) (A7 fift 2 ] ) 44 0

url

EA6 ) URL. $50 2 S2RF 300 MR 2 7F
GESHE 4-5 &

user

BOE T UM AR, TR 4, i
230 30 NMERHUE AR TR, R
15 MR R .

SR LS L R 5 0-90 a-z. A-Z. -+ .\
v @< #. Sy % A & FL (L) Fl =

FR RS BIEIBIRS AT, B4 FE /subdir/subsubdir. VR, X T NFS MRS 2%, RSB )G

WIEES ().
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R 8K 45URLE5EF (8

repository .

KT

BRAYIR .

URL

B NAFAHIZE URL, SRS SRS B 2
SCHF 80 AN REUT- AT

cdrom:

< CD-ROM ZKzh#s (HED &

disk:

AHAFAk o

1] LLIZ1T show repository repository name 71 7
A A PR o () T AT AT

iR P A1 A A7 PEARAE Nlocaldisk 731X |
g, MIETEAEi# ) URL a5 disk://
i, R SAETR I ocaldisk FIFH X
malE H . pln, Wi
disk://backup, , I RGi4A
/localdisk/backup €)% H 5% .

ftp:

FTP 4655 &% (95 % H br URL. {EH] url
ftp://server/path

http:

HTTP JIR 55 & 5 E H bR URL (D) .

https:

HTTPS M5 AR 45 25 YR Ek H b URL (i) .

nfs:

NFS W25 ik 45 25 1095 85 H #x URL. FH url

nfs://server:/path

sftp:

SFTP ¥ %% fIj 55 a4 (Y 5 H s URL. fEH] url
sftp://server/path

tftp:

Command Default

Command Modes

MR

TETP %5 ik 55 & 0005k H A URL. A1 url

tftp://server/path

pE TEICAEH] TETP A7 PR AT SR ISE
k.

TEERNAT A L

Configuration (config-Repository)#

EF B FACE url sftp: B, 20564 RSA Fa40 (AR EHLEDD M H bR SFTP EHLINEE
ISE. #&nI U@Lt CLI /] erypto host_key add iy 2 KT IEEAE . A XHEANE S, TEZS1 crypto

SN
T2 o

AR I IhEE, EAE TR N A host-key host fiv4 ) no JE .
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/cli_guide/b_ise_CLIReferenceGuide_23/b_ise_CLIReferenceGuide_23_chapter_01.html#ID-1363-000006cf

EEEER T ER ISECU &%
. repository

MR AE BRISE & B A1) 7 #) Administration > System > Maintenance > Repository > Add Repository H1
BOE 2 A1 fip P8RS, AR ISE & BoR DU R4,

$E it CLI f# H host-key ZEIN N SFTP AR 25w i ENUEAH, ARG A Be A H LbAA 4k e

MG AEABLE host-key UL N 2540 2% 421 FTP fAE RN, 270 S8R ADE w51 AAH Y. 15

Po
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service

service .

THRER A PR ST, THAERC BN A service i 4.

service sshd

LA ZIRE, WA 2 1) no 3.

no service
Syntax Description  sshd AT TP REF . SSH ST R
enable JeiF sshd JIl4% .

Command Default

Command Modes

MR

key-exchange-algorithm

A sshd [l 5545 € SCVF IS PIAT M

diffie-hellman-group14-shal

P2 HAS S BR A diffie-hellman-group14-shal

Loglevel

B B H G M sshd 35 8 24 R4 H &

© 1- L

©2- P

© 3R

c4-f5E (BRYO

* 5k

« 6 - I

* 7- 1

« 8-k 2

*9- ik 3

TCERNAT A EifE
Configuration (config)#
o

il

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

sshd
sshd enable

sshd key-exchange-algorithm diffie-hellman-groupl4-shal

sshd loglevel 4
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. shutdown

shutdown

Command Default

Command Modes

EMmERE

EEEER T ER ISECU &%

RO, iR O E AN H ] shutdown 1y 2. ZEAEHZIhAE, 15 a2 10 no T2,
Lin &3 K E IS4

TEERNAT N s

Configuration (config-GigabitEthernet)#

A A SR LU, R TEE 1 2 SR RHISE B (BB A /94k TRl AR

(EO2, RIS CAERATANA 1P Muhk s BRCE 17588 —AME I, Wmr DO ki 88 N 15 ) s
o

BRMEED, b n] LA ONBOOT S35 84 ifcfg-eth[0,1] 30/, L34 T

/etc/sysconfig/metwork-scripts:
25N %E ONBOOT="no"
« JHHED: % E ONBOOT="yes"
&R LAEH] no shutdown iy Jit HI42 1

ot

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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snmp-server enable .

snmp-server enable

FAE AR ISE LA H SNMP RS 8%, 15752 R B0 N 4] snmp-server enable 774> .

snmp-server enable

B SNMP iR452%, 15 a4 no JE .

Command Default i H SNMP il 4542,

Command Modes ~ Configuration (config)#
5l

ise/admin (config)# snmp-server enable
ise/admin (config) #

| BRBHRESIECUS2ism, a2 ]



. snmp-server user

snmp-server user

EEEER T ER ISECU &%

ZIRCEHT SNMP FH 7, WA RBLE RS T T H snmp-server user @i 4.

snmp-server user usernamev3 {hash | plain} auth-password priv-password

\}

IR HAEH I 2 H T SNMP 28 3 filt.

S BRARE R SNMP HI )™, B HI L A 41 mo TE (.

Syntax Description user

BC BB

username J&T SNMP AR EHL_EH P4 HK .

v3 T R IZBABEF) SNMP IRRAS o
F € VAT SNMP 2 3 fle 80K 5 A priv A
auth 8T,

{hash | plain} AN e i - S W | 3 2 DA S e A
HEHE A

auth-password

578 GRS BN 1A
T 2, WA, RATESE R

8 A

iR

WRL T %0, FIIEWS, s
FRACE . B0 DU e el SR Y
BAHBALA 2L A Ak 4 B0 20 5 Ok
JUIERE B SAE R (ATELY MDS
ot SHA) AHUEEC. 4 H P Al E BoRAE
e FECENBISCH (B, 3
B B, G2 A AL S0 KIE
RRE A Fi% ZE iy AR A SCA N
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snmp-server user .

Command Default

Command Modes

MR

priv-password s AP BT BN 1 A
B AR, T2 AN, RN S D 8
AEAF,

R WL T %0, FIRIEWS, s
FERHCE . ] D e el SR Y
EAHBARA L A Ak 4 L0620 1 Ok
FUEBEIG SRS L (ATLLh MDS
ot SHA) AHUEEC. 4 H Bl E BoRAE
G FECE AR (i, a3
B B, W2 R AL S0 KE
FIRE A fil 2 i AR A SCA B

Configuration (config)#

BB, S ORECE SNMP 26 3 i ENL. Bk 7 HARIP HulibAh, i BRI 4, D0 Y
FIEB|ICHE R .

Gt

ise/admin (config)# snmp-server user testuser v3 hash authpassword privpassword
ise/admin (config) #

BRBHRESIECUS2ism, a2 ]



. snmp-server host

RESATHER ISECU &S |

snmp-server host

ZLF SNMP [aBEAIE RPN, TE7ERC S T H snmp-server host 74 ERINEIL T, SNMP
BB LR . BRATSOL 1, UDP 3 24 162,

snmp-server host {ip-address | hostname} trapversion {{/ | 2c} community | 3 username engine_ID {hash
| plain} auth-password priv-password}

LM B A, AT LA 4 1 me FEX.

a4

2B ISE TPECE SNMP 5 3 JRENLN, 051 EHLOCHE, Bk B A I 3] CURC 5 1 H
Jto BEAEVSIN snmp-server host iy JT ELCREARE, 25U TS A} ISE HH L E I SEUESKAC B NMS 11
MHEE.

Syntax Description

host Fic B $2 05 SNMP 38 401 (11 3= 4L

ip-address SNMP JE 51 FEHLHT 1P Mtk &2 3CFF 32 NFR)
B AT

hostname SNMP B4 EHL B R 2 CFr 32 NP R
FHF

trap 4 NMS PRSI R ACEHREBE

version {/ | 2c| 3} (AIIE) o HT A& FARER) SNMP A, BRIA
WE=1.
WA A KRB, R e LUR Hop—Ak

* 1 -SNMPvl,

* 2¢ - SNMPv2C.,

* 3-SNMP v3,

community e LA ISE 5 NMS 2 [l 3L 241 . i X
DRNG, EEAAE 32 NER. AR
TG o BRAEXFRFHR A “public” o JARHSEAfS
FH U3 B8 2 A N SNMP 375 3K 2 15 34

username (AT ks NAEHSIESE SNMP 28 3 flif i 2) 7818
B} ISE HL'E SNMP 26 3 fig EHLN, $H 5+
HLKEL

engine ID (RT3 ANAEMSIERE SNMP 5 3 i 5 ) dmfe
5% 1D,

B EHSMBRSsIECU SR, A4
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snmp-server host .

Command Default

Command Modes

MR

auth-password (Al s ANAETERIESE SNMP 265 3 i TR 2 FRE
S50 E R .

priv-password (RT3 ANAERSIERE SNMP 2 3 flRIN 75 25 FRE
TR 7

YLD

Configuration (config)#

R CHCE SNMP, M4 )ash (R D i, JRHSE &ki% “coldStart(0)” FEBE. Rl ISE
2xfi Fl Net-SNMP 2 7 s /£ H 5 W E BN 3% “ coldStart(0)'” BB,  E 458 1 I A 326 Al A 5 B B
“nsNotifyShutdown”

T AE B ] snmp-server host 74 FHT AL & SNMP Ji, & 2E b4 2 FEBF “nsNotifyRestart”
CTIASSERRUER “ coldStart(0)” BX “warmStart(1)” FEBF) .

Gt

ise/admin (config) # snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

ise/admin (config) # snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro

2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]1: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB::snmpTrapOID.O0
= OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10

ise/admin (config)# snmp-server contact admin@cisco.com

2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]1:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11, SNMPv2-MIB: :snmpTrapOID.0
= OID: NET-SNMP-AGENT-MIB::nsNotifyRestart, SNMPv2-MIB::snmpTrapEnterprise.0 = OID:

NET-SNMP-MIB: :netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
privpassword
ise/admin (config) #
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. snmp-server community

snmp-server community
BYRCE AL X VT AT E, LAV ) fA] FL R0 25 4 BRI (SNMP), TS ZERC B~ ] snmp-server
community 4% .
snmp-server community community-stringro
LA, WAL 21 ne T

no snmp-server

Syntax Description  community 1 SNMP AL 77

community-string Vyfe -5 %A 5SS VF U5 1) SNMP (175 7] 245
o AU S M. 2 S0 255 DR REEE

= Sy

T AT

ro fi s HBE7 AR

Command Default TCERIAT R BAE

Command Modes Configuration (config)#

ERERS snmp-server community iy % 75 2 — MMEX PR B ro 25 BN, S kAR
JARISE _Ff#) SNMP /L HRLAEST LLUF MIB [ SNMP v1 A1 SNMP V2¢ H sz al A «

* SNMPv2-MIB

* RFC1213-MIB

« [F-MIB

« [P-MIB

* IP-FORWARD-MIB

* TCP-MIB

+ UDP-MIB

* HOST-RESOURCES-MIB

* ENTITY-MIB - 7& ENTITY-MIB | H 7 #F 3 4> MIB 48 & .

* P50 ID: entPhysicalModelName
* WitA ID: entPhysicalHardwareRev
* J¥%1*5: entPhysicalSerialNumber

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
* CISCO-CDP-MIB
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snmp-server community .

Gt

ise/admin (config)# snmp-server community new ro
ise/admin (config) #
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. snmp-server contact

snmp-server contact

RS LACE SNMP IR N EHE BE (MIB) {H, EERCE RN N EH snmp-server contact iy
4. B RGEHARNEE, A A1 no TEA.

snmp-server contact contact-name

Syntax Description contact HEZE T AIBER N . B2 255 NFBE
74T
contact-name AT RGN R NG B FR/T . B SCHF

255 A PHCE A

Command Default TCERIAT R BAH

Command Modes Configuration (config)#
(kT T
il

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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snmp-server location .

snmp-server location

FERG LACE SNMP {7 & MIB {H, EERCE R0 N EH snmp-server location 174 ZEMIER 240
B R, A ka2 ne B

snmp-server location /ocation

Syntax Description

Command Default

Command Modes

MR

location PO B A AL R . R SCRF 255 T
B 74T
location ik RGP B EAST R TAT R . IR S

255 N PHE A

TEERIAT A i
Configuration (config)#

SRHEBUEAE word F4F Hh WA Z 1A R R O BOETAF (). WEREAE word T4 HR WK
WA R, WA 515 C ) B rr il gk,

w5

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

i 2

ise/admin (config)# snmp-server location “Building 3/Room 214”
ise/admin (config) #
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. snmp-server trap dskThresholdLimit

snmp-server trap dskThresholdLimit

ZKE SNMP k452 Be ok i —AN ISE 43 DX 1A A5 A5 FH FR i (1 B 2 e B o, 1S 7E e BT
{# | snmp-server trap dskThresholdLimit %> .

snmp-server trap dskThresholdLimit value

T I ROR AT T BRI B A, 375 Bt Ay 2 1K) mo JE .

Syntax Description

Command Default

Command Modes

(k1=

value b\ G DR vl L N = R (ERE D (e 2 S B
100.

TEERINAT A A
Configuration (config)#

e B2 JUR ISE By 20 XA 3E A G . S R AEORE B B (T RC 0 40, 2473 X AR fl i 2 e R P o4
IBE] 60% CBI] AIHARL A M AXAT 40%) I, ol BIBalE. SXARE, A 2 pFeEL i1 ) 2 A i
I, R KIEHEE.

MIEFHISE CLI FRCE ML AT )5, RERE 5 Phiatr —Ik cron #fk, JF&— % AHL ISE 154>
I3 W RATATRAT— A3 IR B BRI AR, BB ISE 23 [n) UG E 1K) SNMP Ik d5 4% ik — BBk, 1
S AL B AR BRI B e R 2 A DX BRI, Rt B2 A EPE. &nT L] MIB
T T B PR RS B SNMP B

Gt

ise/admin (config) # snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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| BB THERISECL &%
snmp engineid .

snmp engineid

B IAT 515 1D H SO —ANHTE, WEERCE A N 4] snmp engineid command @4 . i A4S
WoR KBS, R TEE AT E A

snmp engineid engine ID string

TEMBRICE 151 % 1D, WA A 410 no JE .

Syntax Description  engineid KB 515 1D S SOh S 45 52 (KB -
engine_ID_string MTARRGIE D 17458 (R 24 D7)

Command Default Tt 2 BROAME

Command Modes ~ Configuration (config)#
5l

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #
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username

EEEER T ER ISECU &%

el LEH SSH U5 ] R} ISE w41 H 7, iEAERCE A N username w74, WM
fE4e, WaTAd F Iy 2 8 s i . A PR 2% ) R [R5 B e 3. BEN RGP F, i A Gy
A no £ .

username usernamepassword hash | plain {password} role admin | user email {email-address}
XTI, A AR i & 2L

username usernamepassword role admin | user {password}

Syntax Description

Command Default

Command Modes

MR

username — AT R ASHI W A SV kA
15 C9) o BB SR 31 MR AT .

password R 8 H .

password PR R T 40 MR
RBP4 R T

hash | plain BRI % SR 34 TR

role admin | user AR BCE T f O AR 03 -

disabled AR T B B S kAR

email BB I BB Ak

email-address s P IS hk . 94,

userl @mydomain.coms

EWCE ISR I

Configuration (config)#

username iy 22K ] F1 44 F12 S OCHE 747 T hash | plain F1 admin | user 6 JUFT [ -
i

ise/admin (config) # username admin password hash ###### role admin
ise/admin (config) #

{52

ise/admin (config)# username admin password plain Secr3tp@swd role admin
ise/admin (config) #
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username .

53

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #
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. username
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