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B P TR AL W AR R AUE €0 - 2) HBEST— 4
0 - DYNAMIC_AUTHZ_PORT_DEFAULT

1 - DYNAMIC_AUTHZ_PORT_BOUNCE

2 - DYNAMIC_AUTHZ_PORT_SHUTDOWN

£F  WEREBANIE NAS IP Hitlk, &N A %R
M, JF AP fE AR R A WPBE Xl . H2, BUamEE
MAC HhE$ AT APT IR, (H2, &0 DUk HA S EOoh 2,

HRIR API FEIY A 1EYE Cisco ISE B, 1S 4 &5 “BUR REST API i ”

HTTP % API BERY

AT AuthStatus APT FFIYEE 1-2, Fik% ok 2 % S ORAS APTIFAY () HTTP Put fiiA . Hid% (1
REST API 37 ## Put HTTP A1 HTTP GET I¢nY, 532t HTTP GET FFIY (1) bb$8FE 7~ . Put HTTP
AbFREL SR B NI A5 3R . DL 280 SO Rl — AN T B FUIRES

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>
<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<XsS:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="mnTRESTRequest" abstract="true">
<xS:sequence>
<xs:element name="valueList">
<xs:complexType>
<xXS:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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5 2

ok

S1EETEE 6 AP

REABIGREBESTEHRPME BT EMN BT Cisco ISE #2E HI A #E ESS 17 A HI<
TEE T APL FEIY

s N -
S1ETHEES APIERY
DU 235 THEEE APLIEIY A] Lk PO e 8 1w vh 206 ¢ B A5 I 2 48 1 Cisco ISE L & # Cisco 22
1A RIS B ESS 19 A
o JEBNSE (ActiveCount) - 7341l B IELE &% B — 4

o CRBIFAEHI 21 (PostureCount) - ARULVFAG RGN F, ZIRESE RN GRA/AEHD - IR
SRR, Flan, TP HE/AT EDPLA 27 BPRGUVEAL BPIRAS o ROVl BRI 2 AN T
I RAS, BONFERGLIE G e, e R BTk BRI E N A RIIF A6 6 .

o ENMTHIE1E (ProfilerCount)
U RGBT — AN B, IR B AR FERR S A A O HERE .

AR ETT AR

&R LA H] ActiveCount APL FPIUAS 2 (1 T BT A M ATE S 218 .

N
5 EEBEEDHLIER, ELSHE HTTP G4 Wil ik - & 4 5 il 52 .

ActiveCount APl (i /5 %

PE7s B 8K LA 72 ActiveCount APT WY )4 HH 3 SR A 2% B 1 10 TH £ ESS 5 000 H b i 42 4
HIH -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount">
<Xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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W 2453 %E APENY

Y3 ActiveCount APl FERY

2 3
B} 2
BB 3

BR 4

pi

T Y 2% A bk A2 N N Cisco ISE URL (U1, hitps://<ISE F P15 Z IP Hihl>/admin/) o
i NAE Cisco ISE ¥Jar W Bt FE 48 e ML B I P 4 M (K K5 .
A Login 5% Enter.

filtn, Ayl B RS EALA P Cisco ESS 75 A - acmel123 I, R R /x M5 A BLN URL
Hh k-

https://acmel23/admin/LoginAction.do#fpageId=com_cisco_xmp_web_page_tmpdash

7E URL Hhhik H b5 15 5540882 5 ActiveCount API M-I JE S 46 “/admin/” 2 A48 T ) APT PRI 21
4 (/admin/API/mnt/ <specific - api - call>) :

https://acmel23/admin/APl/mnt/Session/ActiveCount
S,

&F  FOAIXEIRI X 4 K/ANE, BAAITE URL Huhik B AR5 S 8084740 % N A APT A . fif
F “a2235” 78 API MEIYZ) 5 RonZ H AR WAL E% ESS 9 A HY Cisco.

1% Enter X API BERY,

X ERE
o RUEMIFETIAA, B 1-2 W

SEHEM ActiveCount API B IR [E g %12

PLUR 7B 150 BH R 0] ) e GRS 1E 80 , LK TE B AR 2% ESS 75 AN Y Cisco ) —
ActiveCount APT FEIY .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>

<count>5</count>

</sessionCount>

THHERRTSHEE

& W] LUE ] PostureCount APT WY AS 28 24 BT 140 A 24 BT IE 35 (1 2 15 IRES

PostureCount APl 82 5 &

IR B8 6 S A /& PostureCount APT R IY F1 4 18 SRAS: 28 24 BiA R 10 2 1 RS B9 v 200 H A 1 s 4%
ESS 5 A1 Cisco:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount">
<xXs:sequence>

BN EHRSESIE API &£, A 2.x
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<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

& PostureCount API FERY

TE1
$E 2
% 3

TR’ 4

LE 5

FE Y 28 I kA2 N i N Cisco ISE URL (U1, hitps://<ISE F P15 ZC IP Hdl>/admin/) o
i N1E Cisco ISE #J4A W B Id FE 48 @ FEC B FIH F 4 B (K KAhE) .
i Login 5% Enter.

Biltn, Syl B S EALA P Cisco ESS 9 AL - acmel23 I, K27 15 (I BLN URL
Hh k-

https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

7E URL Hbuhik: H b5 75 £14038 2 5 PostureCount AP FFIY@E i & 4 “/admin/” 414448 H ) APL 0y 2H
- (/admin/API/mnt/Session/ <specific - api - call>) :

https://acmel23/admin/API/mnt/Session/PostureCount

~

£F FONIREIEI X KNG, BAAEE URL Mk B AR A4 405 N &> AP AT . i
H “2238” 18 AP WP 258 RO 1% B AR AL A ESS 715 5[ Cisco.

1% Enter & 1 API BERY,

X ER

o IOUREMRIETT, 12

i

J

b=

SE4EM PostureCount API 3 iR Bl f $ 3

PLUR 7 0 B IR [R50 b CHRIA PRS2 50D , MR HAR AL BSS 5 5 1 Cisco
[¥]— PostureCount API FE:1Y .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

AR TR STE

f&mr LA H ProfilerCount APT BFIUAS 2 M THEUT A 4 B VE S A a2 i o
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W 2453 %E APENY

ProfilerCount APl #i 4 /5 &

BEIR ZE 46 ST A & ProfilerCount APT W IY (1)t 17 SR A 28 4 1A 3 0 A s 2 1 I TH 40 B AR i s
% ESS 71 Hi i Cisco:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<XS:sequence>
<xs:element name="count" type="xs:int"/>
</xXs:sequence>
</xs:complexType>
</xs:schema>

&8 ProfilerCount API FERY

EE 1
LB 2
SE 3

EH 4

pi

TE N W48 bR A A 4N Cisco ISE URL (U, hittps://<ISE FHLE 2 IP #1l>/admin/) -
i NAE Cisco ISE ¥J4r W B it FE 48 e ML B I P 4 M (XK K5 .
i Login 5{1% Enter.

BN, HEEyieERIE S EHLA I Cisco ESS 7 & - acmel23 B, ¥ ERHF S KLLT URL
ik

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

7E URL Hudik H #5745 {4382 5 ProfilerCount API FFRYIE I & 4t “/admin/” ZHAF{5E F 1) AP BFRY
ZH44 (/admin/API/mnt/Session/ <specific - api - call>) :

https://acmel23/admin/API/mnt/Session/ProfilerCount
~

£F  FEARECIRI X A Rk/ANE, AR URL Huhik H BRS04 405 N5 APL AT . i
H “2zd%” 78 API FEIYZ) e R TS BSS 15 A1 Cisco.

1% Enter X API BERY,

HXERE
o KEMIFETIA, B 1-2 W

SKHEM ProfilerCount API 38 iR B A9 #42

LR~ Ui B IR B EE CE R e 21550, JIEE B AR AL 2S ESS T A B Cisco Y
— ProfilerCount API WAY .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1</count>
</sessionCount>
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B EHI=1ETSR APIIERY

PAR a7 B > 15 513 APT R ATk

mamaiEsiR Ay W

PCEWE TR AE R (Bl MAC sihh . W28 N B

(NAD) IP Hiuhi, K-S A2 ID 5 HFr W& /) Cisco ISE Bt & 1Y Cisco — 4R sl ik A 2%

ESS 5 4.

o EBISIEHFE (ActiveList)
o DIRIES15%13K (AuthList)

IETIRTETIR

AT LA A ActiveList AP FERY B H BT 4 1 5 20 (1) 23 14

~

F  BOEBOCEEIUE ] PR R BRI 100,000 F 2 231 o

ActiveList APl #jH 5 &

IR B8 SCAF /& ActiveList APT WEIY )6y i SR AG R M aTvE sh 216 (I 15 KIS B D 4
FTAH K ZH RS BESS 75 A Cisco:

<?xml version="1.0"

encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<XS:sequence>

<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>

</xs:complexType>

<xs:complexType

<Xs:sequence>

<Xs

<xXs:
<xS:
<XS:
<xXs:
<xS:
</xs:sequence>

:element

element
element
element
element
element

name="simpleActiveSession">

name="user_name" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>

name="server"

</xs:complexType>

type="xs:string" minOccurs="0"/>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string"

/>

</xs:sequence>

</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

BNSBRESIEEAPI S5IER, MA2x W
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W gEm2iE5IR APIREY

& ActiveList API FERY

2 3
B} 2
BB 3

BR 4

pi

TE0 5 25 B U BEAZ )Y %N Cisco ISE URL (4,  hitps:/<ISE =155 1P Hihl>/admin/) o
1 \TE Cisco ISE #JUG W B FE rh 18 e FIBCE M 7 4 &0 (K KA
A Login 5% Enter.

filtn, Ayl B RS EALA P Cisco ESS 75 A - acme123 I, K R /x 5 A BLN URL
Hh -

https://acmel23/admin/LoginAction.do#fpageId=com_cisco_xmp_web_page_tmpdash

7E URL #uhik H #5735 541825 5 ActiveList API BERY3E &3 “/admin/” A8 FH 1) APT BERY 40 44

(/admin/API/mnt/Session/ <specific - api - call>) :
https://acmel23/admin/API/mnt/Session/ActiveList
A

&F  FOAIXEIRI X 4 K/ANE, BAAITE URL Huhik B AR5 S 8084740 % N A APT A . fif
F “23%5” 18 API ”jtﬂ%ﬁﬁﬁﬁ”*}” ESS 75 A H Cisco.

1% Enter X API BERY,

X EHR

o INiFMEFENT A, 2B 120

SKHEM ActiveList API 3 1% Bl g9 #3E

MIEKAE B AR AL AS BSS 19 s, R — ActiveList APT i F LU R 7= 91 i B AV 5 2 1 41 2 1%
(] F 2 18 AR 5% i) At

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>

<calling_ station_id>00:0C:29:FA:EF:0A</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>
<calling_station_id>70:5A:B6:68:F7:CC</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<acct_session_id>00000032</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

B ERSHIRSSIEE API S50, A 2x
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<user_name>graham_hancock</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<acct_session_id>0000002C</acct_session_id>
<audit_session_id>0ACB6BA10000002A165FD0OC8</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>ipepvpnuser</user_name>
<calling_station_id>172.23.130.89</calling_station_id>
<nas_ip_address>10.203.107.45</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>A2000070</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

BRIERIETISR
P DL AuthList APTIFILEY % FF 47 40150000 EL30 VR £ 6915

~
I WOEEOCHOR IR T LU R 2B 100,000 25 £ 1

AuthList APl iy 5 /5 2

PETR B K SCAF 2 AuthList APT I RY R H 35 SR AR BT A7 24 AT 20 19 CLUIE I 2 15 51 R 4R € 1
BN (B “2/2 7 ZHAERTEEN D £ H AR L% ESS % s Cisco:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<Xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<Xs:sequence>
<xs:element name="user_name" type="xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xXs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
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<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xXs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>

1EFH AuthList API FERY

BB 1 ENEIRAHRERE NN Cisco ISE URL (B, https://<ISE Z-H] 52 IP #1if>/admin/)
$B® 2 HIATE Cisco ISE Wi B i e ML E M P 4 L& (Ko RANE)
$% 3 i Login (% Enter.
Bilhn, HE e RS 5 EHLA I Cisco ESS 15 A4 - acmel23 i, K S R 45 S A9 LN URL
Houhk
https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash
8 4 {F URL Hubt H AR5 5545082 5 AuthList APT FEOUE S & e “/admin/” 410415 FH G APT FEIY 204
(/admin/API/mnt/Session/ <specific - api - call>) :
~

F  HTFHIEAREIERCE G R 25, BoRSH e sh &Gy R 2 E
B JE 3E . 55 AN R BIEH SR BT M ariE sh i SRR S GV RN T IS5 S5
KHFE NG 21 BT AuthList APT W R B EHE, 26 2-9 01, EoRIIANS0 B R AR
it APT WAL

https://acmel23/admin/API/mnt/Session/AuthList/2010-12-14 15:33:15/null

https://acmel23/admin/API/mnt/Session/AuthList/null/null
)

&F  FONIXEIRI X 4 K/ANE, A AITE URL Huhik B AR5 S 8084740 % N4 APT A . fi
F <2357 78 API FEIY 22 AR K M 4% ESS 75 £ Cisco.

$1® 5 % Enter &1 API "ERY,

X ER

o INiFMEFENT A, 2B 120

B BRSHMRSSIE API 85158, RA 2x |
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RHEN 5 z3/25 TR AuthList AP IR [EI RO
AT 5 0 s P 2 2 R U O B 4 50 ) LB R 22 T 50, #E VA AuthLList APT I

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>

<calling station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c000000174D07F487</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_1ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

ME endtime/Z31% 15 5 AuthList APl 18 1R B 89 7= 65 ¥ 42
DL 7= Ui B A8 B endtime/ZS 3B I, iR Bl 4RG3 S IE <15 51%, £ AuthList
API WA .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.
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<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba::357:965</nas_1ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba: :3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

M5 %3/starttime 2EIFTAY AuthList API 3 iR [E] A4 7~ 51443

DL 751 150 B4 F 2 /starttime JE TR, 3R [ 24§35 80 09 C3RIE 1G53, fEIHF AuthList
APT FEAY .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
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<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_1ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

M5 statttime/endtime 1ZI5AY AuthList API 8 F 1R Bl 89 7=~ Bl #1E

PLR 76 16 B4 B T 4fi/endtime JE TR, 3R [ 24 /36 30 1 3R 21 SR, 7E I AuthList
API WA .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>
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<activeSession>
<user_name>hunter_thompson</user_name>
<calling_station_id>00:14:BF:5A:0C:03</
<nas_ip_address>10.203.107.161</nas_1ip_.

<acct_session_1d>00000033</acct_session_

<server>HAREESH-R6-1-PDP2</server>
</activeSession>
</activeSessionList>
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<?xml version="1.0" encoding="UTF-8" st
<xs:schema version="1.0" xmlns:xs="http

<xs:element name="sessionParameters"

<xs:complexType name="restsdStatus">

<Xs:sequence>

andalone="yes"?>
2/ /www.w3.0org/2001/XMLSchema" >

type="restsdStatus"/>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>

<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

<xs:element name="user_name" type="Xs:string" minOccurs="0"/>

<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="failure_reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xXs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>

<xs:element name="identity_group" type="xs:string" minOccurs="0"/>
<xs:element name="network_device_name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen_protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed_ ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="network_device_groups" type="xs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication_method" type="xs:string" minOccurs="0"/>
<xs:element name="execution_steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius_response" type="xXs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
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<xs:element name="nas_identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_id" type="xs:string" minOccurs="0"/>

<xs:element name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth_id" type="xs:long" minOccurs="0"/>

<xs:element name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message_code" type="xs:string" minOccurs="0"/>

<xs:element name="acs_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="service_selection_policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization_policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="service_type" type="xs:string" minOccurs="0"/>

<xs:element name="cts_security group" type="xs:string" minOccurs="0"/>
<xs:element name="use_case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad_domain" type="xs:string" minOccurs="0"/>

<xs:element name="acs_username" type="Xs:string" minOccurs="0"/>

<xs:element name="radius_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>

<xs:element name="nac_username" type="xXs:string" minOccurs="0"/>

<xs:element name="nac_posture_token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected_posture_server" type="xs:string" minOccurs="0"/>
<xs:element name="selected_identity_ store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity_policy matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>
<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>

<xs:element name="tunnel_details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>

<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>

<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>

<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>

<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>

<xs:element name="acct_interim_interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
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<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed_protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</xXs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The

document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>hunter_thompson</user_name>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_1ipv6_address>
<framed_ipv6_address>

<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>

<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_port>50115</nas_port>
<identity_group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>Lookup</authen_protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>
<access_service>RADIUS</access_service>

<auth_acs_timestamp>2010-12-15T02:11:12.359Z</auth_acs_timestamp>

<authentication_method>mab</authentication_method>

<execution_steps>

EmsiEEy argEny W

11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,

15004,15016,11022,11002
</execution_steps>

<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>

<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy_compliance>
<auth_id>1291240762077361</auth_id>

<auth_acsview_timestamp>2010-12-15T02:11:12.360Z</auth_acsview_timestamp>

<message_code>5200</message_code>

<acs_session_1d>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>

<service_selection_policy>MAB</service_selection_policy>
<identity_store>Internal Hosts</identity_store>
<response>

{UserName=00-14-BF-5A-0C-03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;

Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com: 8443 /guestportal /gateway?se

ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;

cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>
<service_type>Call Check</service_type>
<use_case>Host Lookup</use_case>

<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>

BNSBRESIEEAPI S5IER, MA2x W



F2E SFEETHAP |

W EmaiEEE APIREA

<acs_username>00:14:BF:5A:0C:03</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>
<selected_identity_store>Internal Hosts</selected_identity_store>
<authentication_identity_store>Internal Hosts</authentication_identity_ store>
<identity_policy matched_rule>Default</identity policy_matched_rule>
<nas_port_type>Ethernet</nas_port_type>
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779%Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780Z</acct_acsview_timestamp>
<acct_session_1id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>
<acct_input_octets>13742</acct_input_octets>
<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay_time>0</acct_delay_ time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<XS:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user_name" type="Xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="failure_reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling_ station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>
<xs:element name="identity_group" type="xs:string" minOccurs="0"/>
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name="network_device_name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xXs:string" minOccurs="0"/>
name="authen_protocol" type="xs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xXs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xXs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xXs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="Xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="ext_pol_server_matched_rule" type="xXs:string" minOccurs="0"/>
name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_query_identity_ stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="tunnel_details" type="xs:string" minOccurs="0"/>
name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xXs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
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<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xXs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_ interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xXs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The

document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>graham_hancock</user_name>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba::357:965</nas_ipv6_address>
<framed_ipv6_address>

<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>

<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba: :3257:962</ipv6_address>
</framed_ipv6_address>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>Lookup</authen_protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>
<access_service>RADIUS</access_service>

<auth_acs_timestamp>2010-12-15T02:11:12.359Z</auth_acs_timestamp>

<authentication_method>mab</authentication_method>

<execution_steps>

11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,

15004,15016,11022,11002
</execution_steps>

<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>

<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy compliance>
<auth_id>1291240762077361</auth_id>

<auth_acsview_timestamp>2010-12-15T02:11:12.360%Z</auth_acsview_timestamp>

<message_code>5200</message_code>

<acs_session_1d>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>

<service_selection_policy>MAB</service_selection_policy>
<identity_ store>Internal Hosts</identity_store>

<response>
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{UserName=graham_hancock; User-Name=graham_ hancock;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal /gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>graham_hancock</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected_identity_ store>Internal Hosts</selected_identity_store>
<authentication_identity_store>Internal Hosts</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Ethernet</nas_port_type>
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown, Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779%Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780%Z</acct_acsview_timestamp>
<acct_session_id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>

<acct_input_octets>13742</acct_input_octets>
<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay_time>0</acct_delay_time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>

NAS IP it 282
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
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<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<xS:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user_name" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="failure_reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>
<xs:element name="identity_group" type="xs:string" minOccurs="0"/>
<xs:element name="network_device_name" type="xs:string" minOccurs="0"/>
<xs:element name="acs_server" type="xs:string" minOccurs="0"/>
<xs:element name="authen_protocol" type="xs:string" minOccurs="0"/>
<xs:element name="framed_ ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="network_device_groups" type="xXs:string" minOccurs="0"/>
<xs:element name="access_service" type="xs:string" minOccurs="0"/>
<xs:element name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="authentication_method" type="xs:string" minOccurs="0"/>
<xs:element name="execution_steps" type="xs:string" minOccurs="0"/>
<xs:element name="radius_response" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_identifier" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_id" type="xs:string" minOccurs="0"/>
<xs:element name="nac_policy_compliance" type="xs:string" minOccurs="0"/>
<xs:element name="auth_id" type="xs:long" minOccurs="0"/>
<xs:element name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="message_code" type="xs:string" minOccurs="0"/>
<xs:element name="acs_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="service_selection_policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization_policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="response" type="xs:string" minOccurs="0"/>
<xs:element name="service_type" type="xs:string" minOccurs="0"/>
<xs:element name="cts_security_group" type="xs:string" minOccurs="0"/>
<xs:element name="use_case" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad_domain" type="xs:string" minOccurs="0"/>
<xs:element name="acs_username" type="xs:string" minOccurs="0"/>
<xs:element name="radius_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>
<xs:element name="nac_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_posture_token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected_posture_server" type="xs:string" minOccurs="0"/>
<xs:element name="selected_identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_identity store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity_policy matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>
<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_query_identity stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>
<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>
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<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>
<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xXs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_ interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xXs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>ipepvpnuser</user_name>
<nas_ip_address>10.10.10.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba: :3257:962</ipv6_address>
</framed_ipv6_address>

<calling station_id>172.23.130.90</calling station_id>
<nas_port>1015</nas_port>

<identity group>iPEP-VPN-Group</identity_group>
<network_device_name>iPEP-HA-Routed</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>PAP_ASCII</authen_ protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T19:57:29.885%</auth_acs_timestamp>
<authentication_method>PAP_ASCII</authentication_method>
<execution_steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002
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</execution_steps>
<audit_session_id>0acb6bed4000000044D091DA%</audit_session_id>
<nac_policy_compliance>NotApplicable</nac_policy_ compliance>
<auth_1d>1291240762083580</auth_id>
<auth_acsview_timestamp>2010-12-15T19:57:29.887Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>HAREESH-R6-1-PDP2/81148292/693</acs_session_id>
<service_selection_policy>iPEP-VPN</service_selection_policy>
<identity_store>Internal Users</identity_store>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6be4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service_type>Framed</service_type>

<cisco_av_pair>

audit-session-id=0acb6bed4000000044D091DAY9, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_username>
<radius_username>ipepvpnuser</radius_username>

<selected_identity_ store>Internal Users</selected_identity_store>
<authentication_identity_store>Internal Users</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Virtual</nas_port_type>
<selected_azn_profiles>iPEP-Unknown-Auth-Profile</selected_azn_profiles>
<tunnel_details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel_details>
<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222, CPMSessionID=0acb6be4000000044D091
DA9,CPMSessionID=0acb6bed4000000044D091DAY9, Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown, Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other_attributes>

<response_time>20</response_time>

<acct_1d>1291240762083582</acct_id>
<acct_acs_timestamp>2010-12-15T19:57:30.281%</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T19:57:30.283%Z</acct_acsview_timestamp>
<acct_session_1id>F1800007</acct_session_id>
<acct_status_type>Start</acct_status_type>

<acct_class>

CACS:0acb6bed000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693

</acct_class>

<acct_delay_time>0</acct_delay_ time>

<framed_protocol>PPP</framed_protocol>

<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0"
<xXs:

<Xs
<Xs

<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<xXS:
<XS:
:element

<Xs
<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs

<XS:
:element

<Xs

encoding="UTF-8" standalone="yes"?>

schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

element
element
element

:element

element

:element

element
element
element
element

:element

element
element
element

:element

element
element
element

:element
<XS:

element
element
element

:element

element
element
element
element
element

:element

element
element
element

:element
<XS:

element
element
element

element
element
element

:element

element
element

:element

element
element
element

:element
<XS:

element

:element

element

:element name="sessionParameters" type="restsdStatus"/>
:complexType name="restsdStatus">

sequence>
name="passed"
name="failed"

type="xs:anyType" minOccurs="0"/>
type="xs:anyType" minOccurs="0"/>

name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_compliance" type="xs:string" minOccurs="0"/>
name="auth_id"

type="xs:long" minOccurs="0"/>

name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>

name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>

name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_qguery_identity_ stores" type="xs:string" minOccurs="0"/>
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type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

xs:long" minOccurs="0"/>
xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
string" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>

type="xs:long" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>
minOccurs="0"/>

<xs:element name="eap_tunnel"

<xs:element name="tunnel_details" type="xs:
<xs:element name="cisco_h323_attributes"
<xs:element name="cisco_ssg_attributes"
<xs:element name="other_attributes"
<xs:element name="response_time"

<xs:element name="nad_failure" type="xs:anyType"
<xs:element name="destination_ip_address"
<xs:element name="acct_id"

<xs:element name="acct_acs_timestamp"
<xs:element name="acct_acsview_timestamp"
<xs:element name="acct_session_id"
<xs:element name="acct_status_type"
<xs:element name="acct_session_time" type="
<xs:element name="acct_input_octets" type="
<xs:element name="acct_output_octets"
<xs:element name="acct_input_packets"
<xs:element name="acct_output_packets"
<xs:element name="acct_class"

<xs:element name="acct_terminate_cause"
<xs:element name="acct_multi_session_id"
<xs:element name="acct_authentic" type="xs:
<xs:element name="termination_action"
<xs:element name="session_timeout"
<xs:element name="idle_timeout"

<xs:element name="acct_interim_interval"
<xs:element name="acct_delay_time"
<xs:element name="event_timestamp"
<xs:element name="acct_tunnel_connection"
<xs:element name="acct_tunnel_packet_lost"
<xs:element name="security_group" type="Xxs:
<xs:element name="cisco_h323_setup_time"
<xs:element name="cisco_h323_connect_time"
<xs:element name="cisco_h323_disconnect_time"
<xs:element name="framed_protocol"
<xs:element name="started" type="xs:anyType"
<xs:element name="stopped" type="xs:anyType"
<xs:element name="ckpt_id"

<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp"
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type"
<xs:element name="interface_name" type="Xxs:
<xs:element name="reason" type="xs:string"
<xs:element name="endpoint_policy"

</xs:sequence>
</xs:complexType>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>00:0C:29:95:A5:Cl</user_name>
<nas_ip_address>10.77.152.139</nas_ip_address>

<calling station_id>00:0C:29:95:A5:Cl</calling_station_id>
<nas_port>50109</nas_port>
<identity_group>RegisteredDevices</identity_ group>
<network_device_name>switch</network_device_name>
<acs_server>ise248</acs_server>
<authen_protocol>Lookup</authen_protocol>
<framed_ip_address>10.20.40.10</framed_ip_address>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2012-03-13T17:02:22.169+05:30</auth_acs_timestamp>
<authentication_method>mab</authentication_method>

<execution_steps>
11001,11017,11027,15008,15048,15048,15004,15041,15006,15013,24209,24211,22037,15036,15048,
15004,15016,11022,11002

</execution_steps>
<audit_session_id>0A4D988B000000E337B8D983</audit_session_id>
<nas_port_id>GigabitEthernetl/0/9</nas_port_id>
<nac_policy_compliance>Pending</nac_policy compliance>
<auth_1d>1331101769985927</auth_id>
<auth_acsview_timestamp>2012-03-13T17:02:22.171+05:30</auth_acsview_timestamp>
<message_code>5200</message_code>
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<acs_session_id>1se248/120476308/97</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>
<authorization_policy>wired_redirect</authorization_policy>

<identity_ store>Internal Endpoints</identity_store>

<response>

{UserName=00:0C:29:95:A5:C1; User-Name=00-0C-29-95-A5-C1;
State=ReauthSession:0A4D988B000000E337B8D983;
Class=CACS:0A4D988B000000E337B8D983:1se248/120476308/97;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1) VLAN; Tunnel-Medium-Type=(tag=1)
802; Tunnel-Private-Group-ID=(tag=1l) 30;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://ise248.cisco.com:8443/guestportal /gateway?sessionId=0A4
D988B000000E337B8D983&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-cwa_wired-4£f570619;
cisco-av-pair=profile-name=WindowsXP-Workstation; }

</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0A4D988B000000E337B8D983</cisco_av_pair>
<acs_username>00:0C:29:95:A5:Cl</acs_username>
<radius_username>00:0C:29:95:A5:Cl</radius_username>
<selected_identity_store>Internal Endpoints</selected_identity_store>
<authentication_identity_store>Internal Endpoints</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Ethernet</nas_port_type>
<selected_azn_profiles>wired_cwa_redirect</selected_azn_profiles>
<response_time>17</response_time>
<destination_ip_address>10.77.152.248</destination_ip_address>

<other_attributes>
ConfigVersionId=15,DestinationPort=1812, Protocol=Radius, Framed-MTU=1500, EAP-Key-Name=, cisc
o-nas-port=GigabitEthernetl/0/9,CPMSessionID=0A4D988B000000E337B8D983, EndPointMACAddress=0
0-0C-29-95-A5-C1, EndPointMatchedProfile=WindowsXP-Workstation, HostIdentityGroup=Endpoint
Identity Groups:RegisteredDevices,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.139,Called-Station-ID=EC:C8:82:55:2E:09

</other_attributes>

<acct_1d>1331101769985928</acct_id>
<acct_acs_timestamp>2012-03-13T17:02:22.365+05:30</acct_acs_timestamp>
<acct_acsview_timestamp>2012-03-13T17:02:22.366+05:30</acct_acsview_timestamp>
<acct_session_1id>000000FC</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>1641l</acct_session_time>
<acct_input_octets>3053882</acct_input_octets>
<acct_output_octets>2633472</acct_output_octets>
<acct_input_packets>20166</acct_input_packets>
<acct_output_packets>20297</acct_output_packets>
<acct_class>CACS:0A4D988B000000E337B8D983:1se248/120476308/97</acct_class>
<acct_delay_time>0</acct_delay_ time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

<vlan>30</vlan>

<dacl>#ACSACL#-IP-cwa_wired-4£570619</dacl>
<endpoint_policy>WindowsXP-Workstation</endpoint_policy>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:

<Xs

<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<xXS:
<xS:
<XS:
:element

<Xs
<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
:element

<Xs

<Xs:

element
element

:element

element
element

:element

element
element
element

:element

element

:element

element

element
element
element

:element

element
element
element

:element

element
element

:element

element
element
element

:element

element
element

:element

element
element
element

:element

element
element
element
element
element
element

element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
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<xs:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp_mapping_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>
<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_qguery_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel_details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>
<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>
<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
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<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>

VAR RERS1E ID APl FEDY

TE1
$E 2
% 3

TR’ 4

LE 5

FE Y 28 I kA2 N i N Cisco ISE URL (U1, hitps://<ISE F P15 ZC IP Hdl>/admin/) o
i NAE Cisco ISE ¥ I B it FE 48 E I B I P 4 )% (K KAME) .
i Login 5% Enter.

Bltn, HIEEPCEB WSS ML) Cisco ESS 9 /& - acmel23 B, ¥ B AR LLN URL
Hhdik

https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

76 URL Mol H AR5 A4k 2 5 85 i+ 216 ID AP MEILGE S & e “/admin/” 410418 FH i APT Y 2
- (/admin/API/mnt/Session/Active/SessionID/ < # 1274 ID >/0)

https://acmel23/admin/API/mnt/Session/Active/SessionID/0A000A770000006B609A13A9/0
~

£F  FIORRLIFA X KNG, BAZIAE URL Mk H bR S 0T 4 A &4 APT I . i
HI <2228 48 APL PN Z) e AR I ESS 5 /Y Ciscoo

1% Enter & 1 API BERY,

HRxER
o IIFWNIETI A, 12T

FHMNEITS1E ID APHERIR BRI HE

FEV I BRER 2 5 ID APT RFRU,  DAR 755451 5 B AT 30 2 15 810 2R 3 [ 1) 2 138 R 5 ) e

This XML file does not appear to have any style information associated with it. The

document tree is shown below.

-<activeSessionList noOfActiveSession="1">

-<activeSession>

<calling_station_id>00:50:56:10:13:02</calling_station_id>
<session_state_bit>0</session_state_bit>
<session_source>0</session_source>
<acct_session_time>0</acct_session_time>
<nas_ip_address>10.0.10.119</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipvé6_address>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<auth_method>dotlx</auth_method>
<auth_protocol>PEAP (EAP-MSCHAPv2)</auth_protocol>
<posture_status>Compliant</posture_status>
<endpoint_policy>Undetermined</endpoint_policy>
<server>acmel23</server>
<paks_in>0</paks_in>
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<paks_out>0</paks_out>
<bytes_in>0</bytes_in>
<bytes_out>0</bytes_out>
</activeSession>
</activeSessionList>

WETNSTE

TG &, Blan oLk /IR i H] 2% (WLC), wI AR & dei. EXFiEm T, &ar A
HTTP & API "EIYFShIN R ARG Bh 216, Ak, B curl, HFALMEE K% 2% 3 1T
T.H5 URL (HTTP, HTTPS) iE:.

ISE AN ERBEZIX S 248 . IR N T M, 24 ISE K a2k £ M4 %8z, FFUS#% Forensic M
WLC/NAD [ic K 1k &0 LUE BRIt API 1 ISE B I 45 B o

N

#% GNU Wget, WZRMBIEF L HTTP, I H HTTPS, ASCH: HTTP MR API MEAY,

HERE SRS

S| ER RS IERS A f N Cisco ISE URL (B4, https://<ISE £ #1453 IP #it>/admin/) .
HB| 2 HIATE Cisco ISE ¥IURE E I 2 s @ FIE E M H - 4 % (K KAAE)
$% 3 i Login (% Enter.

~
& API WYX 4 K/ANE, FHHLIUNDEAN . 7481 <mntnode> XK W12 ESS 15 &1

Cisco,

$8 4 FIMEE MAC stk I &6, EAREEGASITH LT APL Y.

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/MACAddress/<madaddress>

S| TIMERSE ID KI5, WA AR ST LT APLIFIY:

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/SessionID/<sid#>

$HT6  FIMEREE S A 2, ER AR ST LU APLIEAY:

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/All

HXERE
o KEMIFETIA, B 1-2 W
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ok

AT H#FEAFRRYE 14 API

A B R A TR AR FE R R AT B B Cisco Prime W48 3254 245 (NCS) REST API HRRY

~

Cisco Prime NCS API P3:ay

Cisco Prime NCS API MEIYSREA 551% H b WAl 25 ESS ARG SR A AR T . # K . B4 3eiiF
RS PRSI 216 i R B i HERR S B AESE

{35 F £ 18] API FFAY B9 #BEHERR Cisco ISE

Cisco Prime HEFRk AP FEIYINCS KIEIRES1E KT B b5 B35 & 1 Cisco ISE AL & 1) Cisco ESS 79 /&
FRER L N2 iR IE

T RRA AR A (fFH A APT FRAY, )
Wk JE R (ff F] FailureReasons API FERY, )
B BAEIRE (f#H AuthStatus AP #FRY, )
BFRA (fEH AcctStatus API FEAY, )

T R hRAFISEEY API IFAY

fs AT LUAE I RRAS APT R AU e 8 4 A2 42 11 (PT) AR SS AR T B AR AIE . AT R AEE R Cisco ISE
BRA RN 55 28T () AR SR A 2R M SO HE s 9 L D v2 i i FH O APT IR I RT3 [m] 4 i R AS A2 7Y
Ik, 12k APT M.

RS DU UL MR B E:
¢ STANDALONE_MNT_NODE = 0
e ACTIVE_MNT_NODE-= |
¢ BACKUP_MNT_NODE =2
e NOT_AN_MNT_NODE = 3
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kA< APl i A R
IR ZE A SO A AR APT RERY f) %6 HE 7R i )5 B B AR a3 ESS T A1 Cisco:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="product" type="product"/>

<xs:complexType name="product">

<Xs:sequence>

<xs:element name="version" type="xs:string" minOccurs="0"/>

<xs:element name="type_of_node" type="xs:int"/>

</xs:sequence>

<xs:attribute name="name" type="xs:string"/>
</xs:complexType>

</xs:schema>

VA kR API FF:RY

S EN R RER A% N Cisco ISE URL (B4, https://<ISE Z=H1 4 3 IP #i4F>/admin/) .
$H| 2 HiATE Cisco ISE Wi B FEh e @ M E M H P 4 L& (X3 RANE) .
#$%® 3 i Login {f% Enter.

WA AR T, Fh B S i B AT R 2 3 10 6 S DU T 4% B8R 2 B R It i

BN, 4 ERYEE RIS EHL4 I Cisco ESS 7 A - acme123 I, ¥ S 15 S LR URL
ik

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

$B 4 7E URL Ml H AR S92 5 IRAS APT WP I &4 “/admin/” A 1) APL Py 244
(/admin/API/mnt/ <specific - api - call>) :

https://acmel23/admin/API/mnt/Version
N

£F FOAXEIRI X A K/NE, A GIE URL Huhik H A5 S 80847 4% N4 AP A . A
H “2zd5” 78 API FpOY 2y e AR M3 BSS 79 A A Cisco.

$® 5 1% Enter &K API BERY,

HXERE
o BIEMEFETIA, W12 W

KHEMRRZ API IR Bl g #i#E
YA LE H AR WA LA ESS 5 AT, ERMERRA APL A CLR 46 0 B IR [ s .tk APT IR
5] H AR AR LR BAME
o WA (ARBIER 1.0.3.032)
o ESS W49 S Cisco HIZRAY (ARBIERT “17 , XERE W ESS 41 4) W ERLER.

Bu
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This XML file does not appear to have any style information associated with it.
document tree is shown below.

<product name="Cisco Identity Services Engine">
<version>1.0.3.032</version>
<type_of_node>1l</type_of_node>

</product>

HFE R E API IFERY

& ] LI F FailureReasons API V& iR [ # [ Ji (5] 1) 28 75 B 4 36 U0 IR A A B IR [R1 1 58 il B A 18
o AR S R R E], iR Cisco 03k BT A & 5 R 7 R 07k s 35 ESS T AE T
A APT A, JEAHBAEL APT MY 5 IR B B f e R R 7 1) o R B A A4 e TR TR B, 45 (B R

~

#ix

ML TR . # 3-1

The

A3 RAE ] Cisco ISE i J5 D5 4 #0445 (00 VE 445 /2 U7 ) il P JL (R (K 52 B8 1%, 52 B Cisco ISE i

JRRR S, 26 A-1 0.

#*3-1 BHRGHIRS 5/ ER A X

BB IR (E T R Pl

W& 5 A ID <failureReason id="11011">

AW <11011 RADIUS listener failed>

J:f%\ <Could not open one or more of the ports

used to receive RADIUS requests>

ﬁ}@#%ﬁ <Ensure that the ports 1812, 1813,

on the system>

1645 and
1646 are not being used by another process

i Cisco ISE FI /7 Ftifl (LM > RE > Hx > @EEED R DU 2 s R R 175

R S i o S PR 7

FailureReasons APl #j5 5 &

BE7R B BEH) SCA: /2 FailureReasons APT FEIY (1) B 78 1% 15 3K 5 2l B #x A0 2% ESS 79 s Cisco:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="failureReasonList" type="failureReasonList"/>

<xs:complexType name="failureReasonList">
<Xs:sequence>
<xs:element name="failureReason" type="failureReason" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="failureReason">
<xs:sequence>
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<xs:element name="code" type="xs:string" minOccurs="0"/>
<xs:element name="cause" type="xs:string" minOccurs="0"/>
<xs:element name="resolution" type="xs:string" minOccurs="0"/>
</xXs:sequence>
<xs:attribute name="id" type="xs:string"/>
</xs:complexType>
</xs:schema>

& FH FailureReasons API FEAY

ST 1 EN R RERS A% N Cisco ISE URL (B4, https://<ISE Z=H1 4 3 IP #i4F>/admin/) .
LB 2 HiATE Cisco ISE Wi B FEh e @ M E M H P 4 L& (X3 RANE) .
$® 3 5di Login 5% Enter.

WIS R G FA LD, B B PR A B ? B AE G R IR IR 2 DU .

W, 4 ERYEEE RIS EHL4 I Cisco ESS 7 A - acme123 I, 4 S mI 15 S LR URL
bk .

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

$8 4 1F URL Hblik H #5775 A 412 5 FailureReasons API WERYE i & #e “/admin/” 2H444F FH B9 AP BERY
204+ (/admin/API/mnt/ <specific - api - call>) :

https://acmel23/admin/API/mnt/FailureReasons
N

£F FOAXEIRI X A K/NE, A GIE URL Huhik H A5 S 80847 4% N4> APT A . A
H “2zd5” 78 API FpOYZy e R M3 BSS 9 A A Cisco.

ST, 5 1% Enter &1 API FEAY,

HXERE
o BIEMEFETIA, W12 W

SRHEM FailureReasons AP i/ 15 Bl H#iE

MR AE B AR B 28 ESS 5 A, BB — FailureReasons API ¥ DL R 7= 41 3 HH 3 9] (R £ 8% -
I APT I FH IR [R5 26 AN B bR SR, JF HLBREAS S0 i D] ] B 1D AR IR« J5 R R 73
FENH (WRmE)

&j PLF FailureReasons API N 7= AN 3 7~ o] BLIR [ 5504 119 /N B 7R

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<failureReasonList>

<failureReason id="100001">

<code>
100001 AUTHMGR-5-FAIL Authorization failed for client
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</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100002">

<code>

100002 AUTHMGR-5-SECURITY_VIOLATION Security violation on the interface
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100003">

<code>

100003 AUTHMGR-5-UNAUTHORIZED Interface unauthorized

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100004">

<code>

100004 DOT1X-5-FAIL Authentication failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100005">

<code>100005 MAB-5-FAIL Authentication failed for client</code>
<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100006">

<code>

100006 RADIUS-4-RADIUS_DEAD RADIUS server is not responding
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>
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<failureReason id="100007">

<code>

100007 EPM-6-POLICY_APP_FAILURE Interface ACL not configured
</code>

<cause>This may or may not be indicating a violation</cause>

<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

HXEE
o IOURWRIETT A, 12 00

e [ff5% A “Cisco ISE [ i KIFR & 7

BRI IEIR7S API IERY

&R LA H] AuthStatus APT WIS 2 15 1) B A0 SRR IR S H AR 9 /. AR 5 0k APT WY SR IR
R F] 6 E B9 MAC Mk 28 /0 75 2 — > MAC sk g8 R 2| — AN ILECH, 53 s r)— M Al g
IR

AR B SOty R ], A TT AU SR8 R S U AE H AR M R B 4 B e R A S 1 1 Y e
APLIH, FF A HIAE I APT WY J5 3% [0] ) HCHs 1) 7= 4]«

AuthStatus API MU EGE B DL R R A S40.

o FREEWT(A] - 58 R R IR R 535 E MAC HuhbAH 26 18 B 43 B F IR A5 10 5% BT 46 2 1 i 1) (FD
O . AR BEETEE N 1% 864000 B8 (10 XD o RGN 0 P, T
BE 10 RAERIARFSS (7]

o SR - E XA MAC bk Fr B R S5l E. B EEREETEEE 1 &
500 253k . TR EIN 0, MIHEE 200 id FKERINKE .

A Y
#F  WRBONFREER M ANC RS HEE E1%E 0, It APT R A R 3 B EGH 1 5 0 ik 4
TH1C K 48 2 ) MAC Mtk

X 7E URL H38 1 2R R ] 15 1R B2 I 8] A SR 1 4
https://10.10.10.10/admin/API/mnt/AuthStatus/MACAddress/01:23:45:67:89:98/900000/2/All

o JBME - & LAEAH] AuthStatus APT i F % 2 5 43 B0 AE RS I 3R 5] (8 5 3 B RS R h 5 1R
MR, ARMEHETRE 0 (BRiL) , FTH 51 user_name+acs_timestamp (2 i AuthStatus J7 &7~
%1, AcctStatus APL %t J5 %, 2 3-12 50)

- WREHmAN 07, EXHEMIRE, £ 3-2XLEH )7 ZE K RESTAuthStatus #5351 H
- WMREmN “FE”7 , BHEEEIRE. X TR ful RESTAuthStatus #5437 H .

- WHAETE user_name+acs_timestamp H1 5 ZHEAFIHFIE, LB 1R Fl. user_name Fl
acs_timestamp J& 75 i th 77 2 1) RESTAuthStatus #5771 H .
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#3-2 BHBIEREEE

B BiAA
name= “JIL” 5 name= “KM” | S IIERA L R

o it

o RIK
name="user_name” P4
name="nas_ip_address” X 2 U 1] 152 45 1 TP shhik/ AL 44
name="nas_ipv6_address” W 28 5 0] 4% B TPv6 i/ 34144
name=" failure_reason” 2205 B 4 B8 UE W IR
name=" calling_station_id” VR 1P Hhhk
name="nas_port” P 285 1] iR 45 2% oty 1
name=" identity_group” AP A ENLTZEH
name="network_device_name” | %4 % 14
name=" acs_server” R} ISE 1544 1 42 i
name=" eap_authentication” B B R SR BT A FH 009 & B B iE U (EAP) J5i%
name="framed_ip_address” AR P i B R Huhk
name="framed_ipv6_address” SN e P G B bk
network_device_groups” A5 e IR A R8 H AH
name=" access_service” L8 R B35 1) iR 5%
name=""acs_timestamp” 5 BEL ISE 543 56 1E 15 3R 2 Bk A I 18] 8%
name="authentication_method” |}z G456 IE F 8 1 5 vk
name="execution_steps” ALFIE SR E 5% 192512 Wil B B AR 51 3R
name="radius_response” RADIUS M 2558 (440 VLAN 8¢ ACL)
name="audit_session_id” S EuE<iEr ID
name="nas_identifier” 55RE i BRI 1) X 28 7 1] iR 2% 2% (NAS)
name="nas_port_id” BT F ) NAS ¥ ) ID
name="nac_policy_compliance” |zt 4RAs (A EEA S8
name="selected_azn_profiles” PR AR B 47 36 E A 5 FH A e SR
name="service_type” TR A
name="eap_tunnel” EAP & {77 56 11F Fr 458 FH % i B AR 7 7%
name="message_code” IR, TR R A HE 2
name="destination_ip_address” |#7i" H [ TP Huhil

BRSBREGE API SE455, ik 2x
I .m



£3IE RBTWHEHRMERAP |

W (R API FERYRYMIREHER Cisco ISE

AuthStatus APl i H 5 =

PR B 8K SCAF 2 AuthStatus APT I IY ¥ H R 1% Ja B H A M 3% ESS 59 /i Cisco 5E [

U

<?xml version="1.0"

<xs:element name="authStatusOutputList"

encoding="UTF-8"
<xs:schema version="1.

standalone="yes"?>
0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

type="fullRESTAuthStatusOutputList" />

<xs:complexType name="fullRESTAuthStatusOutputList">

<Xs:sequence>

<xs:element name="authStatusList"

type="fullRESTAuthStatusList" minOccurs="0"

maxOccurs="unbounded" />

</xs:sequence>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatusList">

<Xs:sequence>

<xs:element name="authStatusElements"

type="fullRESTAuthStatus" minOccurs="0"

maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="key"

</xs:complexType>

type="xs:string" />

<xs:complexType name="fullRESTAuthStatus">
<xs:complexContent>

<xs:extension base="restAuthStatus">

<xs:sequence>

<xs:element
element
<xs:element
<xs:element

<Xs:

element
element
element

<XS:
<XS:
<XS:
element
element
element

<XS:
<XS:
<XS:
:element
element
element

<XS
<XS:
<XS:
<xs:element
<xs:element
<xs:element
element
<xs:element
<xs:element

<Xs:

<xs:element
minOccurs="0"/>

:element
element
element

<XS
<XS:
<XS:
:element
element
element

<XS
<XS:
<XS:
<xs:element
<xs:element
minOccurs="0"/>
<xs:element
<xs:element
<xs:element

name="1id" type="xs:long" minOccurs="0"/>
name="acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xXs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="Xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_1is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string"

name="nac_role"

name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
name="grp_mapping pol_matched_rule" type="xXs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_query_identity_ stores" type="xs:string"

name="tunnel_details" type="xs:string" minOccurs="0"/>
name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
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<xs:element name="other_attributes"
<xs:element name="response_time"

<xs:element name="nad_failure"
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType
<xS:sequence>

<xs:element name="passed"

<xs:element name="failed" type="xs:anyType"
<xs:element name="user_name"

<xs:element name="nas_ip_address"
<xs:element name="failure_reason"
<xs:element name="calling_station_id"
<xs:element name="nas_port"

<xs:element name="identity_group"
<xs:element name="network_device_name"
<xs:element name="acs_server"
<xs:element name="eap_authentication"
<xs:element name="framed_ip_address"
<xs:element name="network_device_groups"
<xs:element name="access_service"
<xs:element name="acs_timestamp"
<xs:element name="authentication_method"
<xs:element name="execution_steps"
<xs:element name="radius_response"
<xs:element name="audit_session_id"
<xs:element name="nas_identifier"
<xs:element name="nas_port_id"
<xs:element name="nac_policy compliance"
<xs:element name="selected_azn_profiles"
<xs:element name="service_type"
<xs:element name="eap_tunnel"
<xs:element name="message_code"
<xs:element name="destination_ip_address"

</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address"

name="restAuthStatus">

type="xs:anyType"

1% FI =it API FEAY AOSCREHERS Cisco ISE I

type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

type="xs:anyType" minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string"/>

<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"

type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address"
maxOccurs="1"/>
</xs:schema>

Y& AuthStatus APl FERY

it 3
PR 2
£ 3

type="framed_ipv6_address_list" minOccurs="1"

FE 0 Y 28 I kA2 N i\ Cisco ISE URL (U1, hitps://<ISE F P15 ZC IP Hidl>/admin/) o
1 NAE Cisco ISE ¥J4a W B I FE 48 e FIEC B M P 4 B (K KAhE) .

i Login 5¢#% Enter.

IR AR, SR BRI Y BERAE S SR VOURMZ RS 2 D U
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BR 4

pi

W, Yt R E BN Cisco ESS 17 A - acme123 B, 4 S 45 S LR URL
k.

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

fE URL Hudik B FR5 2140382 5 AuthStatus APT I B4 “/admin/” 41444 FH () APT B 20
4 (/admin/API/mnt/ <spec1flc - api - call>/MACAddress/
<macaddress>/<seconds>/<numberofrecordspermacaddress>/All)

https://acmel23/admin/API/mnt/AuthStatus/MACAddress/00:50:56:10:13:02/120/100/A11
)
&3F REST API WYX 73 K/NE o AT “22%he” 72 APL FAYZ5E AR 4% ESS 19 5 Cisco.

1% Enter X API BERY,

HXER
o IGIFURIETI N, 12 7

SKHEM AuthStatus API & 1R Bl iE

LK AE HAR IS ALEE ESS sy, B — AuthStatus AP FH LR 75 8 356 W 3% [0 F) 5 4 -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<authStatusOutputList>

<authStatusList key="00:0C:29:46:F3:B8"><authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>suser’/7</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>

<calling station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity_group>User Identity Groups:Guest</identity_group>
<acs_server>guest-240</acs_server>
<acs_timestamp>2012-10-05T10:50:56.515%</acs_timestamp>
<execution_steps>5231</execution_steps>
<message_code>5231</message_code>

<1d>1349422277270561</1d>
<acsview_timestamp>2012-10-05T10:50:56.517Z</acsview_timestamp>
<identity_store>Internal Users</identity_store>
<response_time>146</response_time>
<other_attributes>ConfigVersionId=81, EndPointMACAddress=00-0C-29-46-F3-B8, PortalName=Defau
ltGuestPortal,
CPMSessionID=0A4D98D1000001F26F0C04D9,CiscoAVPair=</other_attributes>
</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>00:0C:29:46:F3:B8</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipvé6_address>
<ipv6_address>2001:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
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<ipv6_address> 2001:cdba:0:0:0:0:3257:9652</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>

</framed_ipv6_address>
<calling_station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity_group>Guest_IDG</identity_group>
<network_device_name>switch</network_device_name>
<acs_server>guest-240</acs_server>
<authentication_method>mab</authentication_method>
<authentication_protocol>Lookup</authentication_protocol>
<acs_timestamp>2012-10-05T10:49:47.915Z</acs_timestamp>
<execution_steps>11001,11017,11027,15049,15008,15048,15048,15004,15041,15006,15013,24209,2
421

1,22037,15036,15048,15004,15016,11022,11002</execution_steps>
<response>{UserName

=00:0C:29:46:F3:B8; User-Name=00-0C-29-46-F3-B8;
State=ReauthSession:024D98D1000001F26F0C04D9;
Class=CACS:0A4D98D1000001F26F0C04D9:guest-240/138796808/76;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1) VLAN;
Tunnel-Medium-Type=(tag=1) 802; Tunnel-Private-Group-ID=(tag=1l) 2;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://guest-240.cisco.com:8443/guestportal/gateway?
sessionId=0A4D98D1000001F26F0C04D9&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-pre-posture-506e980a;
cisco-av-pair=profile-name=WindowsXP-Workstation; }</response
><audit_session_id>0A4D98D1000001F26F0C04D9</audit_session_id><nas_po
rt_id>GigabitEthernetl/0/17</nas_port_id><posture_status>Pending</posture_status>
<selected_azn_profiles>CWA_Redirect</selected_azn_profiles>

<service_type>Call Check</service_type>

<message_code>5200</message_code>
<nac_policy_compliance>Pending</nac_policy_compliance>

<id>1349422277270556</1id>
<acsview_timestamp>2012-10-05T10:49:47.915%Z</acsview_timestamp>

<identity_ store>Internal Endpoints</identity_store>
<response_time>13</response_time>
<other_attributes>ConfigVersionId=81,DestinationPort=1812, Protocol=Radius,AuthorizationPol
icyMatchedRule=CWA_Redirect,
NAS-Port=50117,Framed-MTU=1500,NAS-Port-Type=Ethernet, EAP-Key-N

ame=, cisco-nas-port=GigabitEthernetl/0/17,AcsSessionID=guest-240/138796808/76,Us
eCase=Host Lookup, SelectedAuthenticationIdentityStores=Internal

Endpoints, ServiceSelectionMatchedRule=MAB, IdentityPolicyMatchedRule=Default, CPMS
essionID=0A4D98D1000001F26F0C04D9, EndPointMACAddress=00-0C-29-46-F3-B8, EndPointM
atchedProfile=WindowsXP-Workstation, ISEPolicySetName=Default,HostIdentityGroup=E
ndpoint Identity Groups:Guest_IDG,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.209,Called-Station-ID=00:24:F7:73:9A:91,CiscoAVPair=audit-sess
ion-id=0A4D98D1000001F26F0C04D9</other_attributes>

</authStatusElements>

</authStatusList>

</authStatusOutputList>
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& FIRZAS API REAY

&R LAEH] AcctStatus APT WIS AT 5 H AT w5 1 BB (& M 1K 5 2 . A1 R (2
SO RG], RAE AN TR ETTE RO I B A T S R Mt APLIE A, R AR L
AP WL J 3 [B] 25088 (19 7~ 91 .- AcctStatus APT FEIY LS TiT B — AN 5 I RIAH G 19 S 40

o FREEIFIA] - E X 2RI R R 536 E MAC Bl AE ¢ 1 e 5 K P ¥ & 0 7 T A48 2R (K i ] (Fp
O . AR EEEE N 1 AR 432000 # (5 K)o B,

- WHREHIN 2400 5 (40 80D ME, X ERE SRS AT H AR 2 40 8PN E
MAC itk B & P R &tk .

- WERERA O MU, XN 15 70BF (900 2D HIERIARREEM (8] X R A S AE LI
Bnl 48 5E 1) MAC ik (14 5808 % 7 13k .

AcctList APT FEIYSZAEDUR & FURSHIE 7B, 4 AP GES K 3-3) -

#3-3 B UABHEFER

WRFER BiAA

MAC Hih: % i ) MAC Hbik:
IRER231E ID 0 B0AIE 2316 1D
(PR E/ R USRI 1 o o L
2 s L5 T2 A B 3
B T2 EYCEIRSEE R
AR FATHL ELRIE B 71 4L
ESany iy R 2 1 P RR S [A]

AcctStatus AP S iE 5 R

PE7R B R SCA 2 AcctStatus APT I IY (¥ H £E & 3% Jm 21 H (A MR 4% ESS 39 /i Cisco $55E (1
U

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctStatusOutputList" type="restAcctStatusOutputList"/>

<xs:complexType name="restAcctStatusOutputList">
<Xs:sequence>
<xs:element name="acctStatusList" type="restAcctStatusList" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="restAcctStatusList">
<XS:sequence>
<xs:element name="acctStatusElements" type="restAcctStatus" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="macAddress" type="xs:string"/>
<xs:attribute name="username" type="xs:string"/>
</xs:complexType>

<xs:complexType name="restAcctStatus">
<xXs:sequence>
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<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="paks_in" type="xs:long" minOccurs="0"/>
<xs:element name="paks_out" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_in" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_out" type="xs:long" minOccurs="0"/>
<xs:element name="session_time" type="xs:long" minOccurs="0"/>
<xs:element name="username" type="xs:string" minOccurs="0"/>

<xs:element name="server" type="xs:string" minOccurs="0"/>

</xXs:sequence>
</xs:complexType>
</xs:schema>

18 AcctStatus API FERY

2 3
B} 2
BB 3

EH 5

TEN YT 28 I bk #2 N 1 N Cisco ISE URL (BN, hitps://<ISE 4152 IP #hf>/admin/) o

i NAE Cisco ISE #J46 X B it #2482 FIIC B R P 4 )% (K K5 .

i Login 5% Enter.

WERE S F ATy, Hdi G PR R ? B R AE & R U IR 2 B R it i

ﬂii, MIERAICE B WIS FHL4 B Cisco BSS F1 /4 - acme 123 B, ¥R RIE LA R URL

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

£ URL ki H #7735 s 40U 2 5 AcctStatus APT WP JEE # 4 “/admin/” ZL1FAE T T APTIEIY 2 £F
(/admin/API/mnt/ <specific - api - call>/MACAddress/<macaddress>/
<durationofcurrenttime>) :

https://acmel23/admin/API/mnt/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200

~

& PUKEITI X 4 kNS, BAFIFE URL HAE F AR 05 U S0 N 454 APT A . 6
H “2238” 18 API P21 E AR 4% ESS 719 5[ Cisco.

1% Enter & H API FEAY,

HRxER
o IOURWRIETT A, 12 00

SKHEM AcctStatus APl & 1R El R H i

MK AE H AR AL ES BSS 9 mibf, ERH— AcctStatus APT i LA R 7 451 156 B 3 0] ) 4040 «

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<acctStatusOutputList>

<acctStatusList macAddress="00:25:9C:A3:7D:48">
<acctStatusElements>

<calling station_id>00:25:9C:A3:7D:48</calling_station_id>
<audit_session_id>0acb6b0b0000000B4D0CODBD</audit_session_id>
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<paks_in>0</paks_in>
<paks_out>0</paks_out>
<bytes_in>0</bytes_in>
<bytes_out>0</bytes_out>
<session_time>240243</session_time>
<server>HAREESH-R6-1-PDPl</server>
</acctStatusElements>
</acctStatusList>
</acctStatusOutputList>
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#Z PR REST APl EE 2

A R TR A I FE R G AT 5 B 4 AUB R B 0 Bk 55 51 #E LR AR SZRFI (CoA) REST API i H LA R H
T X

CoA API WY FH T R 32 2 1 B 0y 560 UE A1 2 05 Wy 2 524t 7 2 142 48 19 Cisco ISE BL & 145 € 1
Cisco ESS 75 &

~

CoA Session Management API B:AY

CoA 2 1EEHL API WY S V18 ik B 3t AT B 43 36 AL A0 W -6 4 2 B F5 I ML #1811 Cisco ISE it
E 1 Cisco f8E M2 1E BESS 19 /s

e ERiAUR I (Reauth)
o ZUHWIF (i)

2R\ O API BERY

FRIAI F1APT WAL A4 B DL R
e REAUTH_TYPE_DEFAULT =0
e REAUTH_TYPE_LAST = 1
e REAUTH_TYPE_RERUN =2

Reauth APl iiE 5 5

WE7R 1 2R SCAF /& Reauth APT WY (5 76 K 1% i 21 H 30 4% ESS 5 5UH Cisco 87 E M2
TEHL.
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">

<XS:sequence>

<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
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<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

13 FH Reauth API FFRY

2 3
B} 2
BB 3

EH, 5

TE 5 45 B U BEA )Y %N Cisco ISE URL (4,  hitps:/<ISE =Pl 5 5 1P Hihl>/admin/) o

i NTE Cisco ISE #I4f & & b 2 b i e FIEC B 1 7 4 S %S (K KNS

A Login 5% Enter.

gﬁi MG AC R B M1 5 FHLA 1 Cisco ESS 77 A - acme 123 B, S R T s AN URL

https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

£ URL Hulik H #5551 Z 5 Reauth APT FPALJEIE B e “/admin/” 414H0E T ) AP AL 21 7
(/admin/API/mnt/CoA/ <specific - api - call>/<macaddress>/
<reauthtype>:

https://acmel23/admin/API/mnt/CoA/Reauth/serverl12/00:26:82:7B:D2:51/1
S,

&F  FAIXEIRI X A K/ANE, A AITE URL Huhk B AR5 S 8084740 % N4 APT . fif
F <2357 78 API FEIY 22 AR K M H% ESS 75 £ Cisco.

1% Enter & H API FEAY,

HXER
o IOURWRIETI A, 12 T

K4 M Reauth API 38 iR B A #43

IR AE H AR I AL A5 ESS 19 s, JRHK — Reauth APT I H DL R 7< 491 56 B3 [3 () 08 . M) g
OEE EINYOINE Vel g CAETR

o true KU S CARINIAAT .
o WIRFIRWLIFRIAT (BT HEFFL -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>
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CoA Session Management APl FERY ||

SAET I APLIERY

ZEWIIT APT PR Fc LA W7 o 1 388 90 2
e DYNAMIC_AUTHZ_PORT_DEFAULT =0
¢ DYNAMIC_AUTHZ_PORT_BOUNCE = |
¢ DYNAMIC_AUTHZ_PORT_SHUTDOWN =2

KT FF APl Hi 5 R
b7 5 BE AL SO A S W APT PR % HE 7E R 5 B B RO i 35 ESS T AL Cisco 18 %8 2 15 3

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">
<xS:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

VA B API FERY

S|, ERE SRR N F N Cisco ISE URL (B, https://<ISE £ #1453 IP #it>/admin/) .
HB| 2 HiNAE Cisco ISE ¥R B E 2 s @ I E M H 7 4 S (K KAAE)
$% 3 i Login (% Enter.
gﬁﬁ M e B M3 5 EHLA 1 Cisco ESS 77 f4 - acme 123 B, BB R T 5 A AN URL

https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

HB® 4 /E URL Hhhl HARTT 4088 2 5 W97 APT PRI ik F4 “/admin/” 2044 FH ¥ APT WU 28 4
(/admin/API/mnt/CoA/ <Disconnect>/<serverhostname>/
<macaddress>/<portoptiontype>/<nasipaddress>/<destinationipaddress>:

https://acmel23/admin/API/mnt/CoA/Disconnect/serverl12/00:26:82:7B:D2:51/2/10.10.
10.10/192.168.1.1

~

&F  FAIXEIRI X A K/ANE, A AITE URL Huhik B AR5 S 8084740 % N4 APT . i
F <2357 78 API FEIY 22 ARFK M HE ESS 75 &1 Cisco.

$E 5 $% Enter & 1} API FEIY,

X ERE
o KUEMIFETIAA, B 1-2 0
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KBTS APl R IR E R HRE
K BRI VLR ESS A, SERHIITIF AP 96 FH B % (58 I I (K KO . D P R 0 5
S S M 4 A
o tue £HIHA CHIAT
o HRIRALIHRIIT (TR .

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>
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