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Cisco 0|2[9| C|HFO| A0 M= X| &l E|X| @45 L|C}H EoF CWA(Central Web Authentication),
CoA(Change of Authorization), SGA(Security Group Access) X Ct2 2 E 7t53F ACL(Access
Control List)1t 22 Y& 115 7|52 Cisco C|HHO| A0 M Bk X| & & L| T}, X| ¥ &| = Cisco C|HO|
A WH 252 ® 1— ’éfﬁ AR,
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Wireless LAN Controller®| 22 Ct2 ALEH0| Sol8IM A 2.
e MABO|A|= RADIUS £3| 7|s2 2 MAC ZHY S K| gLt
e MAC ZEHZ 7|51 74 MM IDQ} COAE X| 5t MAB 7| 51} SAISH Z0HE 22 2= Q)

C Er.

e DNS 7|HFACL 7|52 WLC 8.001|A1 X2 o ULICH DNS 7|8t ACL2 25 AN A O
EO M X[ RILICH RtAMI Bt L8 -2 Cisco UM A ZOIE ZHE|A T EE HISIUAIR,

# 10|= Ch31F 20| ClHo|Aof CHEE X[ Of 271 EA|E|Of UEL L.

o v— MG X

o X— X YUEX AS

o I XA XY, LR 7|52 X AEX| &S

022 2 7180 X3 El= 7| s 2Lt

7ls 7ls

AAA 802.1X, MAB, VLAN &g, dACL

Z2ned RADIUS CoA X Z2mdd =24

BYOD RADIUS CoA, URL 2|C|3 M + SessionID

Guest RADIUS CoA, URL 2|C|& + SessionID, 22 & 215

H Ot ALEY RADIUS CoA, URL 2|C|2M + SessionID

MDM RADIUS CoA, URL 2|C|3 M + SessionID

TrustSec SGT &&
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X gl = HEY AN~ Clujoj2 W

Zz1 XEEE HERT YA CfHf0[2

2% os’
C|Hfo| A %4 0s3 AAA |Z2nlYal BYOD |Guest HQFAME] MDM |TrustSec?
Cisco M2 22]X]
IE2000 I0S 15.2(2) E3 v v v v v v 4
IE3000 I0S 15.0Q2)EB v v v v v v v
CGS 2520 I0S 15.2(3)E3 v v v v v v v

I0S 15.0(2)EK1 v v v v v v v
Catalyst 2960 LAN Base [I0S 12.2.55-SE10 |v v v v v v X

10S v12.2(55)SE5 |v v v v v v X
Catalyst 2960-C I0S 15.2(2)E3 v v v v v v v
Catalyst 3560-C |0S 12.2(55) EX3 |v v v v v v v
Catalyst 2960-Plus I0S 15.2(2)E3 v v v v v v v
Catalyst 2960-SF IOS 15.0(2)SE7 v v v 4 v v X
Catalyst 2960-S 10S 15.2(2)E3 v v v v v v v

I0S v v v v v v X

v12.2.(55)SE5
Catalyst 2960-XR I0S 15.2(2)E3 v v v v v v 4
Catalyst 2960-X I0S 15.0.2AEX5 v v v v v v o |x
Catalyst 2960-CX I0S 15.2(3)E1 v v v v v v v
Catalyst 3560-CX I0S 15.2(3)E v v v v v v v
Catalyst 3560G I0S v v v v v v v
Catalyst 3750G 12.2.(55)SE10

|0S 12.2(55)SE5  |v v v v v v v
Catalyst 3560V2 I0S v v v 4 v v 4
Catalyst 3750V2 12.2.(55)SE10

I0S 12.2.(55)SE5 |v v v v v v 4
Catalyst 3560-E I0S v v v v v v v
Catalyst 3750-E 12.2.(55)SE10

10S v12.2(55)SE5 |v v v v v v v
Catalyst 3560-X I0S 15.2(2)E3 v v v v v v v
Catalyst 3750-X I0S 12.2.(55)SE5 |v v v v v v v
Catalyst 3850 IOS-XE 3.6.3 v v v v 4 v 4
Catalyst 3650 IOS-XE 3.3.5.E v v 4 v v v 14
Catalyst 4500-X IOS-XE 3.6.3 v v v v v v v

IOS-XE 3.4.4SG |v v v v v v v

Cisco Identity Services Engine HIE93 744 24 S84 22220 1



N XY5= HEYI HAA ClHO[A

1 XALE GERHT YA C/HfO[ (H=
A% os'
C|H}o| A XA os? AAA =253l |BYOD |Guest HOQFAMEH |[MDM |TrustSec?
Catalyst 4500 IOS-XE 3.6.3 v v v v
Supervisor 7-E, 7L-E 155 xE 3.4.45G |v v v v v v v
Catalyst 4500 10S 15.2(2)E3 v v v v v v v
Supervisor 6-E, 6L-E 155715 2(2)E v v v v v v v
Catalyst 4500 IOS-XE 3.6.3 v v v v v v v
Supervisor 8-E IOS-XE 3.3.2 X0 |v v v v v v v
Catalyst I0S 12.2.33-SJX9 |v v v v v v 4
6500-E(Supervisor 32) 10S y v v v v v v
v12.2(33)SXI6
Catalyst I0S 15.1(2)SY5 v v v v v v 4
6500-E(Supervisor 720) 10S v v v v v v v
v12.2(33)SXI6
Catalyst 10S 15.1(2)SY5 v v v v v v v
6500-E(VS-S2T-10G) 155 15.0(1)sY1  |v v v v v v v
Catalyst 6807-XL 10S 15.1(2)SY5  |v v v v v v v
Catalyst 10S 15.0(1)SY1  |v v v v v v v
6880-X(VS-S2T-10G)
Cat 6848ia I0S 15.1(2)SY5 |v v v v v v v
I0S 15.1(2) SY+ |V v v v v v v
Meraki MS Z3HZ B v v X ! X X X
A A v v X ! X X X
METIE| YN A ALK
Avaya ERS 2526T 4.4 v ! X X X X X
4.4 v ! X X X X X
Brocade ICX 6610 8.0.20 v 4 X X X X X
8.0.20 v v X X X X X
HP H3C 5.20.99 v ! X X X X X
HP ProCurve 5.20.99 v ! X X X X X
Juniper EX3200 12.3R6.6 v ! X X X X X
12.3R6.6 v ! X X X X X
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1 A RIElE WEHT YH2 C/8f0[2 (7S
A% os’
C|Hjo| A XA os? AAA =253l |BYOD |Guest HOQFAMEH [MDM |TrustSec?
Cisco Wireless LAN Controllers*
WLC 2100 Air0S 7.0.116.0 ! v X ! X X X
Air0S 7.0.116.0 ! v X ! X X X
WLC 4400 AirOS 7.0.116.0 ! v X ! X X X
AirOS 7.0.116.0 ! v X ! X X X
WLC 2500 AirOS 8.0.121.0 v v v v v v v
Air0OS 7.2.103.0 ! v v v v v X
WLC 5508 Air0S 8.0.121.0 v v v v v v v
Air0S 7.0.116.0 ! v X ! X X v
WLC 5520 Air0S 8.1.122.0 v v v v v v v
Air0S 8.1.122.0 v v v v v v v
WLC 7500 Air0S 8.0.121.0 v v v v v v X
AirOS 7.2.103.0 ! v X X X X X
WLC 8510 AirOS 8.0.120.0 v v v v v v X
AirOS 7.4.121.0 v v X X X v X
WLC 8540 AirOS 8.1.122.0 v v v v v v X
AirOS 8.1.122.0 v v v v v v X
vWLC AirOS 8.0.120.0 v v v v v v X
AirOS 7.4.121.0 v v v v v v X
WiSM1 6500 Air0S 7.0.116.0 ! v X ! X X X
Air0S 7.0.116.0 ! v X ! X X X
WiSM2 6500 AirOS 8.0.120.0 v v v v v v v
Air0OS 7.2.103.0 ! v v v v v v
WLC 5760 I0S-XE 3.6.3 v v v v v v v
IOS-XE 3.3 v v v v v v v
ISRE& WLC(ISR2 ISM, |Air0OS 7.0.116.0 ! v X ! X X X
SRE700 X SRE900) A0S 7.0.116.0 |1 v X ! X X x
Meraki MR o) B E v v v v v v X
e aursiol gy v ! x v x X |x
METL}E| Wireless LAN Controller
Aruba 3200XM 6.4 v v v v v v X
Aruba 650 6.4 v v v v v v X
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Zz1 XALE GERHT YA C/HfO[ (H=
A% os'

C|H}o| A XA os? AAA =253l |BYOD |Guest HOQFAMEH |[MDM |TrustSec?

Motorola RFS 4000 5.5 v 4 v 4 v X
5.5 v v v v v v X

HP 830 35073P5 v v v v v v X
35073P5 v v v v v v X

Ruckus ZD1200 9.9.0.0 v v X X X X X
9.9.0.0 v v X X X X X

Cisco Routers

ISR 88x, 89x Series I0S 15.3.2T(ED) |v ! X ! X X v
10S 15.2(2)T ! ! X ! X X v

ISR 19x, 29x, 39x IOS 15.3.2T(ED) |v ! X ! X X v

Series 10S 15.2(2)T v ! X ! X x v

SGR 2010 I0S 15.3.2T(ED) |v ! X ! X X v
I0S 15.3.2T(ED) |v ! X ! X X v

4451-X I0S-XE 3.11 v v v v v v v

SM-X L2/L3 |0S-XE 3.11 v v v v v v

Ethermodule

Cisco Remote Access

ASA 5500, ASA ASA 9.2.1 of| & ST 9l2 v s |v X v

5500-X(Remote e gle

Accesst 3l ) ASA9.1.5 sie |siE ae (X siet [x X |x

g g
Meraki MX E| A HE v ! X ! X X X
SAE A Al A v ! X ! X X

1. d¥ose =g 3 oty

40| HAEE HEYLICE

o —_—

2. Cisco TrustSec 7|5 A& Y BE2
http://www.cisco.com/en/US/solutions/collateral/ns170/ns896/ns1051/product bulletin ¢25-712066.html= & Z3IAUA| 2.

3. X2 0sE 750 =YE

LI

4. Cisco WLCs(Wireless LAN Controllers) 58 WiSMs(Wireless Service Modules)= dACLs(downloadable ACLs)E X| &I5tX| 24 X| 2t & =
2 X JELICE A5 AP #E2 AEZQIE 2ot MEHE X|JSHX| &L CH Z20Y 3 MH|AE WLC E2|A 7.0.116.0 0] 42 802.1X
WLAN % WLC 7.2.110.0 0|4 2] MAB 215 WLANS X| 8tL|C}. FlexConnect(O|™ ¥ #4l: HREAP(Hybrid Remote Edge Access Point)

Y 23 7+ =0 X|ELICt FlexConnect X| 2 0f Ztst XtM|$H LH&2

= WLC 7.2.110.0 0] &9
EE FEZIUAIR.
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Cisco ISEQ} MET}E| VPN &E7|E S¢8dl= 22, RADIUS EA10| CrE1t ZH2 AAA(IS

x| 5|= MEDIE| VPN E57|8 AAAEY T

e 0l U AH Bel) S40| E3HE|0fof BLIC,

e Calling-Station-ld(MAC_ADDRESS&)
e USER_NAME
e NAS_PORT _TYPE

Lok VPN C|HO| A2 42, RADIUS AIY 2| HIA|X|0f= VPN 22t0|HEQ P F4 E2 4
JEl Framed-IP-Address §440| & &|0{OF g L|LC}.

3k

HE|= 28 ID A

XtMIS LI 2 Cisco Identity Services Engine 22/ 7f0/ =, 2/2/A 2.08 TSI AIL.

H2 XLl 2FID £

2AE ID &

Jos/HH

Active Directory™ 23

Microsoft Windows Active Directory 2003

Microsoft Windows Active Directory 2003 R2

Microsoft Windows Active Directory 2008

Microsoft Windows Active Directory 2008 R2

Microsoft Windows Active Directory 2012

Microsoft Windows Active Directory 2012 R2*

LDAP A{H

SunONE LDAP Directory Server

M 5.2

OpenLDAP Directory Server

HH 2.4.23

EZ MH

RSA ACE/Server

6.x Series

RSA 215 2| X}

7.x 2 8.x Series

RADIUS RFC 28652} 3 3lE|= B E EZ MH

SAML(Security Assertion Markup Language) SSO(Single Sign-On)

OAM(Oracle Access Manager)

HAH 11.1.2.2.0

OIF(Oracle Identity Federation)

H™ 11.1.1.2.0

1. Cisco ISE OCSP 7|52 Microsoft Windows Active Directory 2008, 2008 R2, 2012 5! 2012 R20| A 2t A2 4= QL

S

2. Cisco ISE SCEP 7|52 Microsoft Windows Active Directory 2008 R2, 2012 5! 2012 R20{| A Bt AtE S = Q& LI,
3. Microsoft Windows Active Directory H{7 2000 == 1 7|5 2|®¥ 2 Cisco ISEO| 2|38} X| A E|X| Q&L|Ct.
4. Cisco ISE Microsoft Windows Active Directory 2012 R22| 2 & 2|7 A| 7| 52 X| &3} X| 2t Protective User Groups

ot Z2 2012 R22| M7|52 X JBHX| &L
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Cisco ISEE= BT T2ZEZ S &4l M ELtE| RADIUS C|HIO| A QL 2t M S A| A5 28 E L|LCt.
RADIUS 7| &2°| X[ O{ &&= C|HtO| A 5i0f et Batf LC,

Cisco ISE= Lt&1t 22 RFCE &g LT
¢ RFC 2138—RADIUS(Remote Authentication Dial In User Service)
e RFC 2139—RADIUS A& Z2/
e RFC 2865—RADIUS(Remote Authentication Dial In User Service)
RFC 2866—RADIUS A& Z2/
RFC 2867—EH Y T2 £Z X/ 22 /8F RADIUS A& 22 +F ALgt
RFC 5176—RADIUS(Remote Authentication Dial In User Service) S/ && 2/ 2t&

X &kl= #e|Xt £2 8 B X

e Mozilla Firefox H{7 39 0|4
e Google Chrome B{ T 43 0| A
¢ Microsoft Internet Explorer 9.x, 10.x, S 11.x

Internet Explorer 10.xS A235t= 22, TLS 1.1 X TLS 1.2E &35l SSL 3.0 X TLS 1.02
H| 2 A 5154 Al 2 (Internet Options(QIEf 4l &) > Advanced(11&)).

20| E 22t XM E Adlst= A|AHIO| Adobe Flash Player 11.1.0.0 O] 40| M X|£| 0 QU0
OF ghL|Ct.

2t H A =7 1280E A x 800E A O| A 0| E|0{OF Cisco ISE 22| ZE S HA|SIL O L2 AL
tetds Mag = ASL o

A&kl = 7t &4

e

Cisco ISEE T2t 22 714 81 23 E X QeLich
¢ VMware ESXi 5.x, 6.x

e RHEL 7.042| KVM
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X|2/E|= Prime Infrastructure X Cisco Mobility Services Engine 22|~ H

X| 2l E| = Prime Infrastructure % Cisco Mobility
Services Engine E&| A

Cisco ISE E2|A 2.02 Cisco Prime Infrastructure % Cisco Mobility Services Enginellt & 2!k
Of QX MH|A (&g Q14 MH|A)E X1|-‘-°“—|Ef. Of MH|AE AESIH £ C|HO| A 0| &KX &
F=Hg £ A& L L XY= Cisco Pl ¥ Cisco MSE H{ ™2 Ct2nt ZH&L|Ct

e Cisco PI(Prime Infrastructure) &2[A 2.1 % 2.2

e Cisco MSE(Mobility Services Engine) 2|2 8.0
Cisco ISEE Cisco MSES} S&iot= L &0 CHSE At S &2 THES HESIUAIL.

e MSE(Mobility Services Engine) Z ISE(Identity Services Engine) ISE 2.0 Al&3tE= 9/ A/

78t oI E

e Cisco Identity Services Engine 22/ Zf0/=, 22/ 2.0

X| Q15| SEI0|HE A A 3 7§18 C|Hl0|A 2 K
A, HZEHE U 00| HE

;

10H[O|X|0f = X[ @l 5| = SEt0| AU E
x|$,_o}'— oo|HE tH"*OI HA|E|0f
S| Of RAO{OF L L.

Cisco ISES| Z22t0|HE A[AE 2 F MK 8L 0| HE X| &,
o
=

NAH 2 AK, 52t K U 2 S240[AE A|AH 2
eItk RE Cibto|20] @ BRI KA 2|7} 24

=

N

#n  ZE EF 802.1X MEEZ|THEE Cisco ISE01| Ol X| Y= BFE AUS ZEEES X|/{St= 8
0] Cisco ISE 2|2 2. 09| BE XI5 7|5 @ AHEE &= JASLICH (31 8kl= 15 Z=8
EZ0 2ot XHﬂOF Li-8 2 Cisco Identity Services Eng/n e Z2) 7}0/|E &2/ 2.09| "5 FH
SR S “XOP*'AIE)VLAN M Q5 7|50l M 75 &40 AS5tH MELHE

7} VLAN E%‘ AP T4 A2 X sfof g L|Ct,

Cisco NAC 0{Z 20| A2} Cisco ISE Al0|2] Cisco NAC Agent &3
o 9 A
T oo

Cisco NAC Agent H{ T 4.9.5.3 0| 42 Cisco NAC O{E2}0| A Z2|A 4.9(3 ) .9(4), 4.9(5)
'c')' o|

Cisco ISE E'EIA 1.1.3 X 11, 1.1.4 THX| 11, 1.2, 1.3, 1.4, 2001|A1 Ar AFLICH O] =
AFA7HISE U NAC 715 AFO|2 2 W3t 220 A NAC AgentE T+ 6+E HE 2L
S
H1  Service Check(MAC OS X), File Check(MAC OS X), Application Check(MAC OS X), Patch

Management Check(MAC OS X % Windows)2t & 0| Cisco ISE & EIA 140 ZQE M2 7|
£ AnyConnect 4.1.000280f A{ Bt ot A8 = JAELICH XEAMIBH I—H 2 Cisco Identity Services

Engme 2] ZF0/E E B[4 2.08 BESHMAIR.
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W X25E 220|HE A2 W 7HYUE ClHfo|2 2 HIH|, MEEIHE L ofjo|HE

Cisco ISES| SC}O|AHE A AH] 2F HH|  oo]HE X| &

Google Android
Apple iOS

Apple Mac OS X
Microsoft Windows

e 7J|E}
Zz3 Google Android’
SC0[AUE A|AH 2 N A H HElfKN ME2|HE(802.1X)

Google Android 6.0

e LOJEIE EE}RX
¢ Mozilla Firefox

Google Android A 22|71E 6.0

Google Android 5.x

. YOlE|E B2 X

¢ Mozilla Firefox

Google Android MZ2|71E 5.x

Google Android 4.4.x

o YO|E|= HateX
e Mozilla Firefox

Google Android A/ ZE2|7E 4.4.x

Google Android 4.2.x

o HOJEIE E2}2K

¢ Mozilla Firefox

Google Android M 22|71 E 4.2.x

Google Android 4.1.2

o YO|E|= 22t
¢ Mozilla Firefox

Google Android A/ ZE2|HE 4.1.2

Google Android 4.0.4

e LOJE|E EE}RX
¢ Mozilla Firefox

Google Android M E22|71E 4.0.4

Google Android 4.0.3

o YO|E|= Hat2X
¢ Mozilla Firefox

Google Android MEZ2|71E 4.0.3

Google Android 4.0

o U|OJE|E B2} K

Google Android | 22|Z71E 4.0

Google Android 3.2.1

o HOJEIE E2}2K

¢ Mozilla Firefox

Google Android M E22|71E 3.2.1

Google Android 3.2

. HOlE[= 2al A

Google Android M E2|ZE 3.2

Google Android 2.3.6

e U|OJEIE EE}RX
¢ Mozilla Firefox

Google Android M| Z2|Z1E 2.3.6

Google Android 2.3.3

o HOJEIE E2}2K

¢ Mozilla Firefox

Google Android A 22|71E 2.3.3

Google Android 2.2.1

. HOlE[= 2at A

Google Android A E2|7HE 2.2.1

Google Android 2.2

o HOJEIE E2}RK

e Mozilla Firefox

Google Android M| E2|T1E 2.2

1. AHE 7ts3t C|HEO| A0 A Android 7+8 Al 2 E BN AT} 7Hs55L7| I20] Cisco ISE= £ Android OS H{ & & C|HO|A REHE X
[o] X=X o
= A

®e 5+ ASLICH

o
=

s

StA|
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£

X QE|= 22t0|AE A AH W IHYUE ClHfo|A 2 HH, MESHE U ojojHE W

H4 Apple iOS’

E2H0|UE AAH 2 HH| H 22X MEE|HE(802.1X)

Apple iOS 9.x e Safari Apple iOS MEZ|HE 9.x
Apple iOS 8.x e Safari Apple iOS MEZ|HE 8.x
Apple iOS 7.x e Safari Apple i0OS MEZ|HE 7.x
Apple iOS 6.x e Safari Apple iOS ME2Z|HE 6.x
Apple iOS 5.1 e Safari Apple iOS MEZ|ZE 5.1
Apple i0S 5.0.1 * Safari Apple iOS MEE|ZHE 5.0.1

1. Apple iOS C|HFO| A= Cisco ISE = 802.1x0{| Al PEAP(Protected Extensible Authentication Protocol)S At&3HH,
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