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#ETE |
. M Cisco Secure ACS iT#% Z B #} ISE

« AR ISE A 1.3 B0 m A

ARG A RRAS LT JORE ISE JAS 1.2 4MT 14, WL AU TH R B EIRIRAZ —, SRJ5 A RETH 2 A
1.4,

M Cisco Secure ACS iT# = 2 #!| ISE

B g Cisco Secure ACS IiiAR 5.5 F1 5.6 BT 2 R ISE A 1.4. %M Cisco Secure ACS
WA 5.5 1 5.6 iITH 2 BB SE A 1.4 IFEE, S0 BRI IRS 5T H LRI

EICEMN T I RAS B 2T B RAS 1.4: Cisco Secure ACS 4.x 855 B {4, Cisco Secure ACS
5.1, 52, 538054, s ERMGUEANTEH] (NAC) ¥4 . %M Cisco Secure ACS A 4.x. 5.1,
52, 53 M1 5418, BISEHHE] ACS A 5.5 8 5.6, K5 HIEH 2 0EHSE A 1.4,

A] RV R 4B €1

T AL RO TR 2 —, THEFIRRA 1.4

« ZNRRAS 1.2 8 1.2.1 7443 1.4, 11§ ] ise-upgradebundle-1.2.x-to-1.4.0.253.x86_64.tar.gz.
MD5 R F1h 6¢12533aee5£5¢6995fe0518d086fbbe.

o TNRCA 1.3 A3 1.4, iEf#H] ise-upgradebundle-1.4.0.253.x86_64.tar.gz. MDS5 K56 H1%
35a159416afd0900c9da7b3dc6c¢72043

T+ 2R Bfr 55 B B |6]

FHERETE A E

W TIUANRIER, THRT G IR AR SE BRI TRl 8 A BT ANl R AEAT 24> PSN AR D15 s 4L — &
gy WIHETHEOS R, S M 2 2 R IR A8 AT, AN AE L

THSERE ISE A5 5007 5 e K )y 2 /Ny IR TR e, T R 2 /N Ja i
004 B B B9 E R

o D28 H ) iy R KR

o W% R P P R 2 P IR K

o B G o A BT T

* ARG CAn R A D

A

R THHURNL L Cisco ISE 14 i BT fR IR ) W E L) BE e 46
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W F R A T8 S B9 BE K ks O
P RS A A B S AR AT AR R TR T B kR, RS0 20U IS A S 1
* TCP 1521 - HIT A5 BT 20 5 M 709 20 [ A
* TCP 443 - JT T 345 BT 1ty Ay JUAR Gl D=4 Rl 2 W) A
* TCP 12001 - Hl T4 Jr i il o
* TCP 7800 FH 7802 - CAXAE T s 4 A 3 HEms e 5755 simb& D) I T~ PSN 414

N Cisco ISE Pl il i I (I 58 BEAN R, TH S I JURFE 03 IR 55 5 1 R ' 22 e i v

i+ UCS #0 IBM 1% & B9 M &3 0k (NIC) 3E1THERE
Y

IR AR Cisco ISE A 1.2 5% 1.2.1 HAETF & BT = KA, WA A&

W 2% 43 111K (NIC) 45 Cisco UCS SNS 3415 Al Cisco UCS SNS 3495 LA A IBM Cisco ISE 3315 ¥ £ i% 4%
FINF ] g2 s M BT o RS AR BAT T AT IR A, AR5 FFXF NIC BEATHE P

HRATHZ UCS F0 IBM & & HY NIC

TradfErp, UCS F1IBM % 4 L 1¥) NIC HHER i) G4 R AE 1) il
W T UCS % 4%, Intel NIC oA ethO #1 ethl, [fi Broadcom NIC A eth2 il eth3.
%1 IBM %%, Broadcom NIC )% 4 ethO Fl eth1, [ Intel NIC [V A4 eth2 F1 eth3.

* f§i i show inventory iy & £F UCS % % /) NIC HE/% . W+ 1EHE, show inventory fir 2
WoR LN

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity:600.10 GB

Disk 0: Geometry: 255 heads 63 sectors/track 72961 cylinders
NIC count: 4

NIC 0: Device Name: ethO

NIC O: HW Address: 00:10:18:D4:FC:EC

NIC 0: Driver Descr: Broadcom NetXtreme II BCM5706/5708/5709/5716 Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:10:18:D4:FC:EE

NIC 1: Driver Descr: Broadcom NetXtreme II BCM5706/5708/5709/5716 Driver
NIC 2: Device Name: eth2

NIC 2: HW Address: 60:73:5C:69:59:26

NIC 2: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

NIC 3: Device Name: eth3

NIC 3: HW Address: 60:73:5C:69:59:27

NIC 3: Driver Descr: Intel(R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical
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#ETE |

AT KRBT EF X NIC BETHEF

* fifi | show inventory iy 2 7 IBM 14 7% [ NIC /7. WRNUTF AN IEHf, show inventory fir 2K
WoR BN .

Cisco Identity Service Engine

Version : 1.2.0.899
Build Date : Wed Jul 24 01:37:31 2013
Install Date : Thu Nov 20 04:12:01 2014

acsview-srvll/admin# sh inventory | include NIC
NIC count: 4
NIC 0: Device Name: ethO

NIC 0: HW Address: 00:15:17:CA:D8:62

NIC 0: Driver Descr: Intel(R) PRO/1000 Network Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:15:17:CA:D8:63

NIC 1: Driver Descr: Intel(R) PRO/1000 Network Driver
NIC 2: Device Name: eth2

NIC 2: HW Address: 00:21:5E:95:7F:44

NIC 2: Driver Descr: Broadcom Tigon3 ethernet Driver
NIC 3: Device Name: eth3

NIC 3: HW Address: 00:21:5E:95:7F:45

NIC 3: Driver Descr: Broadcom Tigon3 ethernet Driver

acsview-srvll/admin#

PATFH KBTI E F X NIC SH1THEF

PATTHETR A5, WER T AT HNIC, T ORISR A B B B . BEAh, TG T,
T DR AE A5 A0 DT AT ol I C B AR A SO F

WZ I T AR BRI TG0, TREZER. WARfEm i, fETHgud e,
WRASENAINIR. W, RESERLFHEA.

[

% NOTICE: The appliance will reboot twice to upgrade software and ADE-0OS. During this time
progress of the upgrade is visible on console.

It could take up to 30 minutes for this to complete. Rebooting to do Identity Service
Engine upgrade...

FE| FRWANE, NASH DU N LUK SR, 1 JG T DI L .

eth0 <> eth2

ethl <> eth3

W BRI EN N OV E AT e UK L, WRE SRR e . BERB ARG, RER B Gk ieR.
T LAFHAT show application status iy 2% iE FH & 7 56 . T AFER UE A 2t 72, 56 16 vi—15
AR SCREMEIE P IR . U R ARG, BT CZ I ERTAAS# DIOR M L4, 48] reload
i A T A B A

Xt FHER Je B ) 2% R T R0 2 R U B R T A BE HERR

B SRRT NIC AT HEY S B E0 1), ] 40 19 20t o T el 2 )3 Sl 35 R A T N AR A . 7
AIRERS T H T IR AL BT IRCAS, AT 35 NIC PIRASA 5. SubMgb a2 &5 HAT LT MDS5 £
LoRite

* ise-upgradebundle-1.2.x-t0-1.4.0.253.x86 64.tar.gz—MDS5: 6¢12533aee5f5¢6995fe0518d086fbbe
* ise-upgradebundle-1.4.0.253.x86_64.tar.gz—MDS5: 35a159416afd0900c9da7b3dc6c72043
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HEEIE

vmware E#H80EE ]

L SR ER AP A RSO (1 R0 60 1 3 B 20 B0 P 5% o T SO, P S B R, mT AR AR AT
CiscoISE 1.2 B AF A Rae 15 1, AEIHFSE P MHZ Y mORR R 0 (R i BT et .
e BT LA AE F OB RRAS IR L - AT T SEROD BRIE ] T4 B BT i, 32
B R E TR A R

S B P A, T PR 7 10 25 B 1 B B2 LT Ciisco ISE 1.4 SRR 1, 75
B I ORE R A R ()

TR AZE IR PRAT T ATAS 205 6k W 264 R (NIC) AT HERS . — 5 DT (K20 B AT
USRS Y R, BT UG BAT Cisco ISE 1.4 FRAFI Y i, IRl Je e B AN 1R 24
WER BT D BRI AT, I HLEAE ISE THm 8 2 W 28 1l b i i 2, 33K AR J8RE TAC,

VMware [EfIH B9 E

WS ET B RIML (VM) ERRA Ay 1.2 8 1.2.1 # Cisco ISE 7 15, FHURIES I VM, Fi%
PAE 2 S 0Ch Red Hat Enterprise Linux 6 (64 7)) , 528 BUE XA 3 VM.

SFHIEFHFFAH

A TR LI -

 IERZE (R BTAT Y RO A ABAE 1 LAY 2 M B e (A B IR SIEB IR E GZIEFH T
iR s o

« NEBE I S Z AR BE S EATES . dRuEBMIE GXIEBH T RS .

B B A+ & F KR4 &

QU AR, DRI 0 IF Z AT BRIt . JATE DG FTP,  LUSEHLUE LS (O PERERT T SE L.
THZME G WAN BER E A . AT B A T Y m S A A A A i 2

HBEAT TR, AT DR i & R TH R SR S 1 2 AR} ISE 5 ki A M il 4«
copyrepository url ise-upgradebundle-1.4.0.253.x86 64.tar.gz disk:/
B, copy sftp://aaa.bbb.ccc.ddd ise-upgradebundle-1.4.0.253.x86_64.tar.gz disk:/

o, aaa.bbb.cce.ddd j& SFTP R 55 45 1) 1P #ubib 8L M4, ise-upgradebundle-1.4.0.253.x86_64.tar.gz
SETHRARGPAL 2 FR o

H5 T 2 HR LA A2 B A Mg A5 ] AT AT RE N TR] . 44T application upgrade prepare i1 %,
LR T AR A 5 B A g A B O A
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B ) EEESsERERISENREMETHE

MNEEET 2 &0 2% ISE B EFIEITEE

MAFAAT S (CLI) 5% GUI 3REUE R} ISE i B S T8R4 4y . CLI fiv 4N

backupbackup-namerepositoryrepository-name {ise-config | ise-operational} encryption-key {hash | plain}
encryption-keyname

f IR n] LLEE ISE 45 5] 3REUTRL ISE Fe & RS AT B8 1 &0« B RIS ORI A% & 0 SCERY
(LRGP o AN A HOAPAE FE AT 203 o B TCIEAERE FR MR350 p A A7 i P b % O IR P s . &R
GARTFF UL N B E2EM,. CD-ROM. HTTP. HTTPS B{ TFTP. X eIy, XEET7fEFE A o i
BCE PP SCRE SRS

1

s W

ML R B2 (Administration) > R4t (System) > {4 11k € (Backup and Restore).
i S BN &9 (Backup Now).

AR 5 0 AN A AT 254

sl OK.

A2 3 ST A5 D 52 o

FERFISE FEA 43 SO Hh BRI IR BROFF SCPE A7 e i e A b B 1IN TRIERSE,  RERFISE &
ICE AR CFG A%, WISAT &SN OPS #3485 DR 3  SCAFAL T4 58 M AR T

FE AT E T, ANEAERGISATIN SO U T O sl WA AEAT &4, W A
S R PTAIERE, IR S SR A 8. EHTAR R S O SCZ /T, WA 58
Jo

NEEETREFNRFEHE

M AT SR (CLI) FRECERE BT RS H SR %4 CLL A%

backup-logsbackup-namerepositoryrepository-nameencryption-key { hash | plain} encryption-key name

e - - = &b TH =l .

3%xEX Active Directory FN1AERE IR Rk P &Ik
R AEAEH Active Directory fE AN 43U, 15 R BT Active Directory 5 1iE LA K A7 25 (1) P 384 2
Tk FSEIE . R, Al RES K Active Directory iE4% . WK AEIX MG, BT EEAH T-85%

BRG] ISE A Gk 7, DA T7E Active Directory 1l Cisco ISE [#] Active Directory
AE3
k.
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| geT#
EEFIMNEPEANEEXSREREPHEEXIFER [ |

EEFMERERAEERN=REFHNBEXTFAER
A

IR AUAEM Cisco ISE A 1.2 88 1.2.1 HREETFHEE m AR, AN RS .

Cisco ISE R i K 4B (X i A0 Je A9 U5 20 A B3 TEMHAR:,  DARCASBI 17 FE SR, JFR N 1K
HFFEIWYSIWYG FE SRR e, SETHREIHIRAN;, Ay FE L1 #RRIER 52 408
() ISE K% . LA 21 H A 250 1 g 1) J L AN R R 0

SESTHGOLRE, K AT ISE H# T CSS R HTML 58 SIS AR SR AN [ 58 ST 31 48T
(o7 = A N B A i RE »

o S EA HTML AIAH s B TR S8 i B 2 OW BEIERfIERS o ] JavaScript 18 20Uy 2 i ie
B € T RETCIR IE TR . TH4Un, BERTLAM ISE & B 63 1] HOg B X 281 7

« B IIEG TR 2 RA AEAT HE T )7 W RIS A, IR ThRe, w04 T2k
Ja M ISE B EL ST P BB T

*ISE 1.2 M1 1.2.1 (% REMGREAT S B0 B o Horp 28 [ g AT RETCIR W TUYIE A2 22 B hie
Ao BATRBUEAE L IABTH AL AT, A A S S WA OB M1

THYE, CUEEPAT R AERERS, ISE TVAGIE VIR IK

1 {EISE 1.2 8¢ 1.2.1 oy &1 B E A e A B IR SS

20 P ST A N X AR EEA T A G A

3 i ISE FR RS B e ST T RS SR RO

R A B R Ay 1 5 ST P A [ B DX AR T SRR AR v (U 2 A BRASULC . ISE
1.2 A1 12,0 WA “HFIX 7 AR B4k “UikiiE” .

RGP IMESE, THEBH A G, BHEAE 1.2 88 1.2.1 FRAS P HEA TR 4 AL 14 A ) 15 XA Ay 5 27
IS INEPE A . A, M ISEF T/, EFE Guest Access > Settings > Guest Locations
and SSIDs, & “fLEAFR” SORKER, ERAMNEIN D, K5 Al Add IR ICE

FHERETBE MDM 1 /&

UREAE T MDM DIRE, W NEAE THTA ff MDM PR g 4 Bes R a -

0, MDM € [] I BLA BEAEC & SO 25 B MDM (R R PRI 45 B — i S5, TG, s
T B BB LN R K BB E SO, RS R A B PG ATE RS -
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HETE
B ixonswmes |

IR D= E

WRSEAT FH AT 28 055, TR DR 0 B0 IR B SR IR 2515 RISk 3 BT #5 FEPL & (A dministration
> System > Deployment > <node> > Profiling Configuration). & 1] PLic sRiZ AL & SR I5F 43 .
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%ZE

&R TARIRIERE R R TR T7 7%

WS AT R LT /N, T AT RWTAE R SUARIRA 2 BT TR R
o FRYNIAT R, BB 9 T
o THRACT EE 9110
© TR TS 912 0
o WUETFRRIRE . 5 16 1T

FTHERIBILTI =,

EHATE B, RS ARS AN =M (R S L, AT BUE R CLI $447 application upgrade 174 .
PA TS SN R A I TR 53 20 SR ISE Y s i A Mt SRS P12 4T application
upgrade 7%, MIMTATHRIN A . 0, AT L] N ik application upgrade prepare £/l application
upgrade proceed 174 .

1217 application upgrade prepare 7% N RN, IR BIA /. iy &SR m i r i
b A 4R A0 52 20 R ISE AT S AU . 7R FH e I — AN 19 555, iIZ4T application
upgrade proceed 77 2 K LN 5E T o

FrigZ Al

RIS LB “ THAT AT AR — B rh g

UK

CEARMRE S O — NG B, BT CAAIEEZ A “upgrade” FOFERGEE

il

ise/admin# conft

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # repository upgrade

ise/admin (config-Repository) # url disk:

BRSNS EARIER, mA14 ]



T

<}
i

"

A
TIE

=

ERFRRMMELB AR E |

[

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not
replicated to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services
restart.

ise/admin (config-Repository) # exit
ise/admin (config) # exit

MIEELISE iy 247 51 (CLI) 1, #i A\ application upgrade prepare i % o
A 2o T ARG B B A b — 2 h GV A7 (% 7 “upgrade” , If41H MDS5 R SHA256
FEHA

Al
ise/adming application upgrade prepare ise-upgradebundle-1.4.0.253.x86_64.tar.gz upgrade
Getting bundle to local machine...
md5: 35a159416afd0900c9da77b3dc6c72043
sha256: e3358ca424d977af67£8bb2bb3574b3e559ce9578d2f36c44cd8ba%ebdddfefd
Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y] ?

BINY dk4E.
MIHHAD PO RGURE s LR

oo oo

-

Getting bundle to local machine...

md5: 35a159416afd0900c9da7b3dc6c72043

sha256: e3358ca424d977af67£8bb2bb3574b3e559¢ce9578d2£36c44cd8ba%eodddfefd
Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y] ?

MIELISE CLIF, % application upgrade proceed i &

o oo

il

ised45/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle.

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade.

STEP 4: Taking backup of the conflguratlon data...

STEP 5: Registering this node to primary of new deployment...

STEP 6: Downloading configuration data from primary of new deployment...
STEP 7: Importing configuration data...

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Running ISE M&T DB upgrade.

ISE Database Mnt schema upgrade completed

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats ..........

)

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

[

% This application Install or Upgrade requires reboot, rebooting now...

DUE, 2 RESE i T o

ETRAVIRME
BARTHIOLRE . 5 16 1T
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| ERFRRAMIME LB GRS E

PRG-I |

TR R A E

{1/ application upgrade prepare F1 proceed i 2+ 20U S o L TT TSN HOE M SUF PR
WM TR BN A IR HET R 2B S . I TR sRE N, SRR
FHRARBVE BT 0 (R B) o HHBNS AN AR e G, AR FET R TR A o WEREW N
TNV E S, AT LGRS AT I T R R

& 1. B ISENT SEEIE

ISE Node A ISE Node B
3 Secondary

Primary =

Admin Admin

Secondary L Hmary,

Monitoring Menltering
'3
2

FHIEZHl

* NEEBAN ST (T3l S RENEIT 8.
© W DRAE 8B R 0UHY B T BN A2 A

U RAAE A B S R T A, WITT AR T ST AR B Y R T B A, X0
DR T R BERSE T 2 B 7 Y R

o, WERBCT O U AR R WG AR B 1Y R P RSO BT R
R AT A RIS ST FRAETH S BeE R -

IHRAAE R AN R B TR, W ORISR S M R B R T R, RS
FRAREE

bUK
S M CLI ALHB T A (WA B) .

THRLRE A B EE R Y /B IEXT AT T . PRSI, AR B O T R

T2 TR A
THERLRE A SR RSB R E M /LA, JPREIHRE B Y

TERI KR A THEOET IR PN T A

BRSHIES 3IEARIEE, A 14
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B #zonxns

TR sERUE, WA S IHMIRR H &, 151217 application configure ise iy 2 J{7EIX L6947 i 1%
5 CilbBr 8t g v o) .

ETRAVIRME
BAETHIORE . 56 16 1T

TR T ERE

RSB IR Al B A B A TR BB RRAS . B, W RS N B PR BEE M, b g AR
WA CWRTA)  —DBVE R AL CEBY v — DWIRIRAT S (IPN) (W0 C) DU SEmg ik
SATRU(PSN) (FRiDy WA E. WRFATE G , —AEMREN A Gt A AN sy
O CHRD BT DAAREHAT LU T R

B 2. FRETRIERL ISERE

FR O TR, BT TN 25, f#H] application upgrade prepare il proceed fiv % T+ 2 1t
WA . THRIE RSy BN S, PR T 2R . W RS T T T B O
s VERR ORGSR F 4 B R VE RIS, RS TR T . A RIS T A s (i,
RNV AER SRS R BN 222D, TG IR R R SR O3 55

SRS S KA HLIN TR A TE RS KR8, Tl I S i K R RE D AR RE Ty R LR TRy«
U Al B 0 R B S AT i T I RA RIS 2R T 2R, T T IR
2 T

3 SRMKJIRSS A
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BRTARMBELBNARSE

IR 2

sannng |

VR, TR 56 IE T A5 ) I AT W0 2% Ik LA DRo e 2 w] it —#Eia Ao A7 OGRS R, 1
ZRAETH SO RE 2 16 Tl WERTH R, ARSI R LT

4 DT A
S BB
FESST A BT /U, O BEAT T 06 IR AT R 2501

FHiEZHl

o QRS E T B R BN R, VHICE DRSS S AR B A B L R T IR T
X
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T4 NEE I R EUH N IPN A58 CREiC) .
TS AR A AL IR B) WM IPN R CRRTC)
FI6  WURIFAE AR AR A CRA D, WAHRAT LU At

) XA MR AR G, T ST H PR T 7 A
P A DR RN IR R TR P 2 AN MY /AT, M A AR e . il T
RO, LR ISE M EF 5. A4 ISE 1 mi i L.

b) K IHEE A B MY L WA D THEENEE
BRI B A T A Ab, BOn e Ay HAt Y T 20 B8 %
RJE, THRTEERE CRA) .

PR T, RSB BT RS IR b T UK AR B A B S R RCAD T B
B R R T A

TR sEG, WER TP S-S IHH &, 151217 application configure ise iy 2 JF7E W #2717 55
kRS ORPHTEAR GV

i
g
~

B 3: ARERIER ISERE

R 748 Y CLIIE R
LU 24 B i YT e T CLT g sk il

ise74/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment.

STEP 5: Taking backup of the configuration data...

STEP 6: Running ISE configuration DB schema upgrade...

- Running db sanity check to fix index corruption, if any...
ISE Database schema upgrade completed.

STEP 7: Running ISE configuration data upgrade...
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3/77,
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6/77,

7/717,

8/717,

9/77,

10/77,
11/77,
12/717,
13/77,
14/717,
15/717,
16/77,
17/717,
18/717,
19/77,
20/77,
21/71,
22/71,
23/71,
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25/71,
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28/71,
29/71,
30/77,
31/717,
32/717,
33/717,
34/717,
35/71,
36/77,
37/71,
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39/717,
40/717,
41/717,
42/71,
43/717,
44/71,
45/717,
46/717,
47/71,
48/71,
49/717,
50/77,
51/77,
52/71,
53/71,
54/717,
55/71,
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61/77,
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64/77,
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69/717,
70/77,
71/71,
72/71,
73/71,

sannng |

NSFUpgradeService (1.3.0.100) ... Done in 0 seconds.
RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
ProfilerUpgradeService(1.3.0.187)... Done in 4 seconds.
GuestUpgradeService(1.3.0.194) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.200) ... Done in 1 seconds.
GuestUpgradeService (1.3.0.208) ... Done in 1 seconds.
GuestUpgradeService(1.3.0.220) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.228) ... Done in 9 seconds.
NetworkAccessUpgrade (1.3.0.230) ... Done in 2 seconds.
GuestUpgradeService (1.3.0.250) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.250) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.334)... Done in 5 seconds.
RBACUpgradeService (1.3.0.335) ... Done in 5 seconds.
ProfilerUpgradeService (1.3.0.360)... .Done in 73 seconds.
ProfilerUpgradeService (1.3.0.380)... Done in 2 seconds.
NSFUpgradeService(1.3.0.401) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.406) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.410) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.423) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.424) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.433)... Done in 0 seconds.
EgressUpgradeService(1.3.0.437) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.438) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.439) ... Done in 0 seconds.
CdaRegistration(1.3.0.446) ... Done in 1 seconds.
RBACUpgradeService (1.3.0.452) ... Done in 8 seconds.
NetworkAccessUpgrade (1.3.0.458) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.461) ... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.462) ... Done in 0O seconds.
NetworkAccessUpgrade (1.3.0.476) ... Done in 0 seconds.
TokenUpgradeService (1.3.0.500) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.508) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.509) ... Done in 8 seconds.
NSFUpgradeService(1.3.0.526) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.531)... Done in 0 seconds.
MDMUpgradeService (1.3.0.536) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.554) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.561) ... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.615)... Done in 1 seconds.
CertMgmtUpgradeService (1.3.0.616) ... Done in 2 seconds.
CertMgmtUpgradeService (1.3.0.617) ... Done in 0O seconds.
OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
NSFUpgradeService(1.3.0.630) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
CertMgmtUpgradeService(1.3.0.634) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.650) ... Done in 3 seconds.
CertMgmtUpgradeService (1.3.0.653) ... Done in 0 seconds.
NodeGroupUpgradeService (1.3.0.655) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.670) ... Done in 2 seconds.
ProfilerUpgradeService(1.3.0.670)... .Done in 71 seconds.
NSFUpgradeService(1.3.0.676) ... Done in 0 seconds.
AuthzUpgradeService (1.3.0.676) ... Done in 0 seconds.
GuestAccessUpgradeService(1.3.0.676) ... .Done in 119 seconds.
NSFUpgradeService(1.3.0.694) ... Done in 0 seconds.
ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
RegisterPostureTypes (1.3.0.705)... Done in 0 seconds.
CertMgmtUpgradeService(1.3.0.727) ... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.808) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.810) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.834)... Done in 9 seconds.
ProfilerUpgradeService (1.3.0.844)... Done in 44 seconds.
GuestAccessUpgradeService(1.3.0.855) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.858) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.861) ... Done in 0 seconds.
ProvisioningUpgradeService (1.3.0.876)... Done in 0 seconds.
CertRegMgmtBootstrapService (1.4.0.0) ... Done in 0 seconds.
NSFUpgradeService(1.4.0.110) ... Done in 0 seconds.
NSFUpgradeService(1.4.0.119)... Done in 0 seconds.
NSFUpgradeService(1.4.0.125) ... Done in 0 seconds.
NSFUpgradeService(1.4.0.157)... Done in 0 seconds.
GuestAccessUpgradeService(1.4.0.157) ... Done in 3 seconds.
NSFUpgradeService(1.4.0.164) ... Done in 0 seconds.
MDMPartnerUpgradeService(1.4.0.166) ... Done in 0 seconds.
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- Data upgrade step 74/77, MDMPartnerUpgradeService(1.4.0.167)... Done in 0 seconds.
- Data upgrade step 75/77, ProfilerUpgradeService(1.4.0.175)... Done in 1 seconds.

- Data upgrade step 76/77, CertMgmtUpgradeService(1.4.0.217)... Done in 0 seconds.

- Data upgrade step 77/77, GuestAccessUpgradeService(1.4.0.253)... Done in 0 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...

STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded it
will be added to this deployment.

STEP 10: Running ISE M&T DB upgrade...

ISE Database Mnt schema upgrade completed.

**Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .......

Stopping ISE Database processes...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-0S. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

PUR A& PSN 15 558 D FH 1 CLI g s 7351

ise/admin# application upgrade ise-upgradebundle-1.4.0.253.x86 64.tar.gz sftp

Save the current ADE-OS running configuration? (yes/no) [yes] ?
Please enter yes or no
Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Getting bundle to local machine...

md5: 35a159416afd0900c9da7b3dc6c72043

sha256: 8b3b43057067b0995ecabf5673c69565c0d0dfa790dfe58d1e998aa9f8c7427a
Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y] ?

Unbundling Application Package...

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle.

-Internal hash verification passed for bundle

o o

STEP 3: Validating data before upgrade.

STEP 4: De-registering node from current deployment.

STEP 5: Taking backup of the configuration data...

STEP 6: Registering this node to primary of new deployment...

STEP 7: Downloading configuration data from primary of new deployment...
STEP 8: Importing configuration data...

STEP 9: Running ISE configuration data upgrade for node specific data...

STEP 10: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.
No gather stats needed as this is not PAP or MNT node

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

% This application Install or Upgrade requires reboot, rebooting now...

ETRAVIRME
BAETHIOERE . 56 16 1T

I E AR TE

LEOUETT I AT L, AT LU AT—#4F

« BB TGO RS I ade log SCPF. %2R adedog SCAF, 1 AR ISE CLI i A\ LA R Ay 4>
show logging system ade/ADE.log.

* i\ show version 7iT K55 UE Build A
« i1 \ show application status ise iy KL IE T A7 IR 45 1IEAEIEAT
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FRAR12 FEY | FRA12 98 | FRA1498 | RE14HE8 | TERFER
R BFR Ul SfigiE | HREBM Ul SRR
TE SRR Administration | &3 Guest Access> | ZERAS 1.3 K HEE A, &R
> Web Portal Configure > | pojom s 8 15 Fifi 25, AT TE 1]
Maqagement > Guest Portals Pep R RO A X
Poral s SR SpONSOr | gy 1 gy S JFAT
ortal > Portals > Edit> | = .=,
Language Portal Page | ngﬁlm mI'ﬁ:E’jo
Template Customization | A 1.2 g IEERIANE = 21T
> Languages | f & g fig A, (H 6T L L E S
P, B RS G N R 8
BN TSR AR 15 20
DRIXLCALT 15 53 2w BOR A bR E,
FFAERH R 5 ORI S R
W& TE Administration | $j % ¥ £ 7E M} | Guest Access> | 7R M RA, kb
> Web Portal W Configure > Automatically register guest devices
Management > Guest Portals > | 55 vk he, %42 [ 2R IN 35 5 5
Settings > Create /Edit ’ﬁj\éﬂ, ﬁ‘ﬁﬂiﬁ'%ﬁ ID /i\ E ijJE;H\ujt
Guest > /Duplicate > \
Multi-Portal Portal Behavior ke
Configuration and Flow
> Guest Portal Settings >
> Edit > Guest Device
Operations > Registration
Guest users Settings

should be
allowed to do
device
registration
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FRA 1.2 FE | FRA1298)  RRA14 98 | REK1498  TEE
IR AR Ul SigiE | RABR Ul SfnsgE
I} JH) P SO | Administration | 1 % 20 Guest Access> | ZERTIMRA T, ik
% fafe | > Web Portal Configure > | Automatically register guest devices
Management > Guest Types | 43 ybiE, e #4x [ BDVR NS5 2 5
Settings > By, T Y% 1D £ A a5k
Guest > Time it
Profiles °
Administration
> Web Portal
Management >
Settings >

Guest > Guest
Roles
Configuration

Administration
> Web Portal
Management >
Sponsor
Groups >
Sponsor Group
> Guest Roles
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MEAR12 8] REAR12H8) | ARA14H8 | RA14H8 | TEER
R AR Ul SMEKE | WREBHR Ul Sfnigiz
TEENF % M | Administration | i35 & %45t | Guest Access >
1 > Web Portal | {557 Configure >
Management > Guest Type >
Settings > Create / Edit

Guest > Guest
Roles
Configuration
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* 4] (Weekly) - BRINBE AL
190 244 e A B I 5

* $%4& 7 J7 (Contractor) - BRI
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WR ESAAT AR TR ARAERAS 1.2
(RATART SN R AT, UASTE BT A
S RlfESt Ve S-SR

TR EATBEATENVIR S
SRIRTR I RIS W AR ARAS 1.2
SRR I U ek P, X Ly
BASTH RHA (TR
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initial login” ) . 51X &L
A5 2 R R N AT
.

L AR A BRI [R) P SO RS A B i

AP (UiERAD , A TR
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W SO T T SoVEE NI (]
ME G TR AR
1.2.x

BREHHIRS 3 EARIEE, A 14
I -“



EEANFAHEE

HERFHEE

AR 12 FE | RRA 12989 | ARA14FE) | BEAR14 8 | TEEE
R AR Ul SMmigE | WTHREBM Ul SRz
o, 41848 H FromFirstLogin
I [RGB SO B U ek
IF,  FFAR I [A] 25 528 0 i
HIg, 200 H s s E A I
G TR) N B A P S A v
[ AiOES RS i T AL S
VIR IRERKNEE. Tt
S FEAITR i Ui %
o T LIS A H U7 %
R, R H 25V i)
BB
T 1-5 | Administration | [ 2 B Guest Access> | 7EJR A 1.2 v, KRS AR 3REL;
> Web Portal Configure > | 2 (o TLA % KL, 45101 45 FE B AP O
Management > GuestType > | gy i F ) (TS . e 9
Sottings > Croate PR ke, W iR MR Ob 1 X
Language Br, SORTE “UiRKN AUE T,
Template
ISF ] R i) Administration | fz (K $z NI [i] | Guest Access> | FERAS 1.2 v, AT LUPCE i JA) B
> Web Portal Configure > |t (fig5e R P2 Ty 4 AU
Management > Guest Types > | i)y, (HeEgikiAsd, LR
Settings > Create / EAIL> | gy NI (3E5E W42 U RN
Guest > Time Maximum 5
Profiles Access Time UL CIDR
W AAYEMTT 7 | Administration | 5% ] v 1 | Guest Access > | —
B 261 > Web Portal BLREEE Configure >
Management > Guest Type >
Settings > Create / Edit >
Guest > Portal Login Options
Policy
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MEAR12 8] REAR12H8) | ARA14H8 | RA14H8 | TEER
R AR Ul SMEKE | WREBHR Ul SMgE
Rt A | Administration | R AL | GuestAccess> | LA, K AALLEELL R 8
> Web Portal Configure > IR N
Management > Sponsor
Sponsor Groups + ALL_ACCOUNTS
Groups - GROUP_ACCOUNTS
« OWN_ACCOUNTS
W RAERCE T Active Directory J17E
THREBHCAJF M Active
Directory 1, <% 7~ AD 4MiS
A.
THIGE AT T RN 15
VIR A G Th R R A
HARPOTH . T HARE, TJH
FBRA G A N (N
JEE 5% Active Directory J /) I fE
P XTSRRI KN,
TR B S N AL RS o K
RN/ TEVIVE Y E YN
Fole \ZL%ws | Administration | - (ERIAST EL . BIAT
> Web Portal

Management >
Sponsor Group
Policy

A NZHALE ]ORN AD ZH I DL K
XL B
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R 1.2 Ry
Ul SRERTE

AR 1.4 R #Y
MR BFR

FRZS 1.4 R EY
Ul SRR

=|
ns

TES

ik

FkE NZHAUIR

Administration
> Web Portal
Management >
Sponsor
Groups >
Sponsor Group
> Authorization
Levels

HHE NBLIR

Guest Access >
Configure >
Sponsor
Groups >
Create / Edit >
Sponsor
Permissions

IR 7B B A :
* SCVFEK - AEHTRCAH S MIER

o QU AN - BT RRCAS R
Known User 5 LAY 1 hicA
1.2 F1[7J Create Single Account
I S5HRAS 1.2 4L, 08T
A, R AT AR 2 A
BEHLK T, FENCSV LA
VIR EALE S

* Send Email - 7EHT A, BRIA
T 0L I IS s AR T
JUH, BT R ES N3 R e S
PR IE VT RATUE o

* Send SMS - A it
Send SMS notifications with
guest credentials T

* Account Start Time - A H

$#2{t 7 Start date cannot be
more than n days into the

future £ .

« Maximum Duration of Account
- TERTRRCAS T, IR R TR
“UigRM” BiE 7 (Guest
Access > Configure > Guest
Types > Create/Edit >
Maximum Access Time >
Maximum account

duration) .

* Allow Printing Guest Details - 7F
BRRAST, BRIATE O T I T
BoRTERE NI, Kk
NI IAT NV 2 PR 445 B

Administration
> Web Portal
Management >
Settings >
Guest > Time
Profiles

KA

Guest Access >
Settings >
Guest
Locations and
SSIDs

WA 2 IRCAS 1.2 1 V5 %5 M /3R
Wi g B AERCAS 1.2 TPl vs
T, e iR ORI X . £
BRRCAS - BRI DR A i %
fr, I HIXSELr B2 SN U
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FRA12 8] |REAR12H8) (REAR14H58 [ BEA1458 [TEEE
M RBR Ul SR | WMREBM Ul SiegE
P&k s | Administration | 2 HEE BRI i | Guest Access> | —
P > Web Portal (135 2k Settings >
Management > Guest Account
Settings > Purge Policy
General >
Purge
Uy 11143 | Administration | 7 1114 5 | Guest Access> | 7 FHEL R, Ve 4 S ]
bt > Web Portal |y Settings > | s 2o AR . JAAZITR AT 7 % ]
Nanagement > Cuest PN, RS ORI
Settings > Username
Guest > Policy TERTRCA 1.2 RBP4
Use.rname S I AR AT ART SE ek B e X
Policy TR WA . X ThieA 1.2
HUOFTRRCAS, Ui % P 44 SCREI R 3k
FRAAE, IF HSCHF R T
Rk AE R A Uk HIZH
Vi i SEng | Administration | i s 4 | Guest Access > | 7E TR, Uy B M T i
> Web Portal Settings > CATIASTE . RIS A 25 5 6
Management > Guest WS, AR A I AT o
Settings > Password
Guest Policy TR RCAS 1.2 v BRI VG 2% 0 2R
Password W FIT A ) A A B8 AR A R 1 S SR
Policy WEIEAL B FThA . X FhCAS 1.2
WA, U BB SRR IR R 4
AN, I HSR R R 57
e B E R HITHE .
SMTP Ji45-4¢ | Administration | 35 &l 15 B | Guest Access> | ZEfRA 1.2, SMTP k4528 ¥ &
iaLs > System > Settings > U2 W30 41 Y ) UT
Settings > Guest Bmail |y ygipgAci, SMTP % 4
SMIP Server Settings BRI P 0 2 BT P A
Administration | [&] 17 (it 2 BERA O UL AL
> System > %5 .
Settings >
SMTP Server
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FRAR12 FEY | FRA12 98 | FRA1498 | RE14HE8 | TERFER
R BFR Ul SMEKE | WREBHR Ul SMmgE
AN ABEA T | Administration | B ¥4 17/ | Administration | 78 BiRA T, BT AN AR T8k
> Web Portal > Device Portal | ;) a7y .
Management > Management
Settings o B PR
*BYOD [ ]
AL ]
*MDM []/"
s BT
I R T T RROAR 1.2 BRI
R G L, TR g 2
QU RRCAS 1.2 U5 1] )7 5% L )
BYOD M%) i e g1/ . HAAL
O A 3 TR
IEER Administration | [ /7 3= 15 Administration | 7R fiRAH, AL A X E
> Web Portal > Device Portal LI Y s Nk = A G s
Management > Management >
Settings > Portal > Edit >
General > Portal Page
Portal Theme Customization
Bahiifbityys | Administration | - - BOATOL R, DA T A X 1 5)
1P > Web Portal FRBEEAT T AL, RS T
Management > GEE ST 2 eSO
Settings > 4
Guest > °
Mutli-Portal
Configuration
> Edit >
Operations >
Enable Mobile
Portal
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Settings > Gateway * KN T-3 Vi & Kik SMS
Sponsor > 501 e M2 R SRR A A B
Language i
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* i U5 R BE RS LE I M 2 A A
FHHB S SEUE A 3h 30 SMS
5.
* Ui & A R R T K S 2
HTHT 75 ZER AR SMS
SEEIIN

Ht TAfEXHERE
FEYIAIA], BT Cisco ISE [/ $51ER BIHT I RRA -
CEOANTDT - IEBRHRA S, BT DOBOATT (Ui SOl FMBE%E5E) BTSN
B WA 1.4 FOFT S IR T BB LB L. THad R, CRE BRI D)™ (3
FEVFFIR LS 1) R
* ViR A KB H 58 ST - BRI Cisco ISE Kty 47 i) W4 1R 5 2R B3 T3 A
K, DARAHTI HOE SR, JFRIEAZIE S SRR WYSIWYG A XA KRBT fE. 4
BT R BRI, P B T AR ERS 21 A0p AR . LUR 2 I b 20 1 Al ) ) LANE

HI:

WS TP RE, A Z BT ISE H4fFH CSS A1 HTML S8 B A S bR [ 52 ST 2
SRV AN N B R -

{3 A HTML FUAH R BE T HL 52 il 52 N BEIE T % . fd ] JavaScript & 2415 %%
WREH A & SO RECVE IER TR . THUG, B8l LU ISE 45 B 01 1]/ B i it ik 2]

S

WS TVE SR T B A (K ATART [ 52 X1 an R S o A, AR BRI RE, st ZiAEe
FHghfm N ISE &8 53 1] P BB o

ISE 1.2 M1 1.2.1 e P R AT SRR F e o Horh— 28 152 SO RE TSI iyl 4% &2
BRA . AT WA A AP T, A SR = E PR .

HIERAT NIV EAFI . ISE JoibAE B A b Il Ur ik - -
1 7EISE 1.2 8 1.2.1 Hofs % 11 CE A e vr A B IR
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R INEAE, THRIE, FRAE 1.2 80 12,1 RRAS AT 65 Gt % (00 AH [] IR DX AR 4y 07 8507 B s
FPHTRRA . ik, TEMISEEH LT, EFF Guest Access > Settings > Guest Locations
and SSIDs, 71 “fLEAFR” SCRKE, EPEAHMN I X, AR5 flidr Add JFRAF R .

IR - WRAR 1.2 80 1.2.1 A VIR T IR 2 FRA, THHEEEERILLRTT . W
SRASEA NN 1.2 88 1.2.1 lRAVI&Z T, WETEERAVI &1,
FAS 1.2 8% 1.2.1 1) DRW [ 177 - B A i #hos 1
PAS 1.2 85 1.2.1 AL BB IR V5= TP - BrhRA A ke N U&7
WA 1.2 8% 1.2.1 F)5 A BRGS0 2117 - A i B v & 1
s RN -FERRCA 1.2 F11.2.1 v, #0] LLA Manage Guest Accounts > My Settings H & X T 41
KENTPRE: ESEN. A28, Bristbhl. Vit ok Fegemta) . B, 8aE

HEMRCE . T, RITB AR MR IE, HRMEARTE . WRAETHENES
EIHEAT T HE S WSRO N TN, AR S EIE

*BYOD []/7 - MFRA 1.2 8% 1.2.1 iZ# F %1 BYOD [1/7:
RAS 1.2 85 1.2.1 HRAE &
HA4 BYOD MKRLE M V&I

THEEPFCAS G, B FATERIA BYOD (1) (JRA 1.2 81 1.2.1 AR L]

BRINBA ]
2L BYOD [/

« B PVRECE T - THRBH AN, A3 ERIAE S R E (CP) 1),

H B0 ISE Vi B A N & IhE L BRI T 25 8, 155 BEHG 0 IR %55 58 B 51451 o

Y Yun s
REGIHRTE
VERCAS ) Cisco ISE vt LR SR A SHEms T 3R HEAT 17 A8 SR 5«

o RADNALHENG - MR AN ALHNG o B RRCA (R AR5 TP A1 AD 2SR DUA X S8 T
IR o

o PERUACE SO - MO Bk B L ) URL A% e Biltun, FAO5 1177 URL H5E [ 4 -
https://ip:port/guestportal/gateway?session]D=SessionID Value&portal=PortalID&action=cwa&type=drw .
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TR RIS
THZ RS IR 5 51 B B AR, T RS IO 55 IO VR4S L
E55 15t A Hit 5 B/BE} ISE EIE s mE X E TR HEZ

WUR ST RN (VM) ERRAY 1.2 87 1.2.1 | -
FEEFISE 15 51, KM VM I U BIRE RS
FE 4k Red Hat Enterprise Linux 6 (64 £7) , 58
JSCE UG FRR R Bl VM

TG, TR RN AR A SR e 2s | -
FFAT TR RO S de 20, ARG F U5 ) URHISE 4%
BRI ORI AR A

* Mozilla Firefox it 4% 31.x ESR. 36.x Fll 37.x
EIBAT R S i WA I R4 L, b2l e 3% Adobe
Flash Player 11.1.0.0 B 5 & iAo

A R ISE & B ] P H S8 s 4 18 P AR 6 B
i AR BE SR 2 HER 02 1280 x 800 14 % .
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Hi 5225 ISE EESIfe AR BT RV HEHE

L 4448 ] Active Directory 1 4 4N & 4395 5 H.
5 Active Directory IR TV 2K, WIATH] Active
Directory HH7T IIAJTA AL ISE 45 /. FH A
Jo s VHPAT AN S 35 U P DR DA fRodE 42

A5, WREAEH Active Directory & FH
DU g s BARISE F P A, BT TR
] 5 Active Directory FIIEFEE K, Fit
IR R AT N B DAk
SKE A ISE FHAE LK A 2] Active
Directory.

* WIERAETH i 16 00 R ISE (18 2107 17 5 H
THRTUEBR S BRAE, I Active
Directory 1 0 #5540, WITHE #4675
128 BN ISE X5 5% T, X2 A TH A 5
Active Directory IFIE#E L0k . W EE R
) &, 15 MUERHISE CLIH ] T 41 4 Lh %
2 Bl ISE B -
application start ise safe
A, BRI fit 22 R JUREISE
Trle PATLLUTAESS:
T AP oA s B B 6 s 21 8 A ISE
AT
D RSB A ) B R
5, WS BRSO IR 5 IR 2
PARE, WA 2.0) , BLT R T W
B PR 15 R

2 f§if] Active Directory NI A} ISE

4 Active Directory it & A 4MH & 13 J5

A BT SR EUER] ISE CA HIE PRI 4 1 4%
U3, FEAEAH L BEY 25 FISJRA. XAE, RIAE
RHE PAN gl A B HEYY S A 78 2 40 PKT
FIAR CA SN E CA, 8 n] LUK 5l B &7 B 5 T
Pl BT S

JARFISE CA WF BRI 54 5k E
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TEBTHE AT EE I, FINAFE T A AS & AF
I, EE AT AR CA IEB AR INENE EAE
A5 -
o GBDAE B A CIHRROAS P58 v 1) A B
KL T R TR I R Y

* FEAIY A BT AR i iR ST

XA e SRS IR RI, FFEHILLL AR
* $U4T BYOD JiFR I E] AR SN CA
* $U4T BYOD JiFR 38 & 2 OCSP A 404 %

X R B 6, 4 R SN H &8 i e ol
“HZTRAE R BRI, B FIXEHE.

RIS, LT SRE IR i B BT T
PR I B S, W BT R
HIIF ISE MR CA UE 15455 (fKIX1%+E Administration
> Certificates > Certificate Signing Requests >
Replace ISE Root CA certificate chain) .

{F PAN Al PSN _[AE AR CA F1MJE CA

W48 FH RSA SecurlD RS H$1E M A8 5 4y
JE, HEE RSA SN,

RSA 5 g HEE

RS 27 H Posture IRSS, IHEF G NEE
AT S HATIRAS T B .

Rz VPGS N2 AR ISE

fESNMPiZE F, WREFEHCE T &R
ST A, T AR B B S . S
Z0 L HTC A o

TS P 25 e 28 SCBEE R 1) SNMP B E .

TG BB N e WA RS, iR e H 2 B
i) OUI.

MERIISE 53]

1 R FEIE (Administration) > Feed AR5
(FeedService) > ECE 4 (Profiler). Hifr
JA H Profiler Feed % %5 .

2 i3 BNE# (Update Now).
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RS 2% g FC 5 S FH PR B AE Supplicant 257 B | -

FC B SCPE, R SSID & IEHf) . XF T i0S
WA, WA R B M 4% TS, 15
i0S & (i0S Settings) X 41, %L B4
F2 Bt /2 B (Enable if target network is hidden)
HIEHE.

AR NIRAS 1.2 88 1.2.1 TN IERD %) | -

TSR AN, AT B A N AL .
B BN AT BRI N AR N2 . AT ke
NHAFEAETH G FEPIERS, IR AR A T
RETCIR G SR B AN

AR AR 1.2 88 1.2.1 HETHRINERD T | -

SUNESIRE 2N IN MY QE- N 3 SYNNIE o &
S5 MEET e TR, ORE XL
B R SR VF IR S IR B 8 mT AR BRI
Jr AHEE 1O R B E . X T AN E
NN VAP ES L

AR FRAS 1.2 80 1.2.1 EETHRINIEH ;AL | -

TN WA IEEHA B & 2 5 A
SEWAA, WITHEBHEE G, O
BYOD [J/' it & (%&=I2 (Administration) > % &
TR EIE (Device Portal Management) > B %
# (BYOD) > 4348 (Edit)), JfE “&u S a7
FRPEBAN R A B, A, 4k
TR R W 2% I 23 43 40 TC 2 BRI 1)
RegisteredDevices 2. B HL AN 1 %
AR T, E SRR RE DAL B

UAERNIRAS 1.2 80 1.2.1 BFEEFH G £ | -

P Uiy 5o I R SR B 1) 1% B (Administration > Identity
Management > Settings > Endpoint Purge).

AR NIRAS 1.2 88 1.2.1 BTN ERD K | -

BV 4 BRI 5% (Guest Access >
Settings).

ALAERE NIRAS 1.2 88 1.2.1 HEFFRNERD # | -

BRI TARGRE IS BORNS ,  If HHr s 4
PP R DT 2 4
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AR MFRAR 1.2 8 1.2.1 HETHRISIERD 5 | -

Bk LAN #2282 At Web D343 Bk 1 i
o AU Web HUE AN 55 4% URL #5it
A
https:/<ip>:<port>/portal/PortalSetup.action?portal=<portalld>.
M BCE A E 7€ T L sids Portal test URL
LLSRELE URL (Guest Access > Configure > Portal
> Create/Edit > Portal Settings and

Customization),

BTG B AE LR OB AR AR R B
o

D 5l AR e e A o (AT et
oL N, TR ERI 2.

g, ERA

ARG 2 FE SR RIS CATIHRCE A
SRS T R 2 7 e S T S

WZH CERHSE B ER) I WA
BEHEER “EAY

E5iRHA

Hi 5 2/B % ISE EIE S e mtE R BT RYHERE

WR TR RN (VM) _ERA S 1.2 80 1.2.1 | -

FIEEHISE 15 i1, 1H 5 VM I U5 B 3AE R 48
T Red Hat Enterprise Linux 6 (64 {7.) , 5
BSE UG FHIRUA S VM

TG, TR BRI AR ZeAr S P s
IHATIT BRI S as 2k, AR5 G ) AR} ISE 42
B SCRFII A8 AT -

* Mozilla Firefox fi4s 31.x ESR. 36.x f1 37.x

EIBAT R P und WS I R 4t b, b2l 22 %% Adobe
Flash Player 11.1.0.0 {5 & il AS

A5 R ISE B HE ]/ HL S8 68 4 19 1 P A4 5 e
i R BE SR E 02 1280 x 800 15 %
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A5, WREAEH Active Directory & FH
DU g s BARISE F P A, BT TR
] 5 Active Directory FIIEFEE K, Fit
IR R AT N B DAk
SKE A ISE FHAE LK A 2] Active
Directory.

* WIERAETH i 16 00 R ISE (18 2107 17 5 H
THRTUEBR S BRAE, I Active
Directory 1 0 #5540, WITHE #4675
128 BN ISE X5 5% T, X2 A TH A 5
Active Directory IFIE#E L0k . W EE R
) &, 15 MUERHISE CLIH ] T 41 4 Lh %
2 Bl ISE B -
application start ise safe
A, BRI fit 22 R JUREISE
Trle PATLLUTAESS:
T AP oA s B B 6 s 21 8 A ISE
AT
D RSB A ) B R
5, WS BRSO IR 5 IR 2
PARE, WA 2.0) , BLT R T W
B PR 15 R

2 f§if] Active Directory NI A} ISE

4 Active Directory it & A 4MH & 13 J5

A BT SR EUER] ISE CA HIE PRI 4 1 4%
U3, FEAEAH L BEY 25 FISJRA. XAE, RIAE
RHE PAN gl A B HEYY S A 78 2 40 PKT
FIAR CA SN E CA, 8 n] LUK 5l B &7 B 5 T
Pl BT S

JARFISE CA WF BRI 54 5k E
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I, EE AT AR CA IEB AR INENE EAE
A5 -
o GBDAE B A CIHRROAS P58 v 1) A B
KL T R TR I R Y

* FEAIY A BT AR i iR ST

XA e SRS IR RI, FFEHILLL AR
* $U4T BYOD JiFR I E] AR SN CA
* $U4T BYOD JiFR 38 & 2 OCSP A 404 %

X R B 6, 4 R SN H &8 i e ol
“HZTRAE R BRI, B FIXEHE.

RIS, LT SRE IR i B BT T
PR I B S, W BT R
HIIF ISE MR CA UE 15455 (fKIX1%+E Administration
> Certificates > Certificate Signing Requests >
Replace ISE Root CA certificate chain) .

{F PAN Al PSN _[AE AR CA F1MJE CA

W48 FH RSA SecurlD RS H$1E M A8 5 4y
JE, HEE RSA SN,

RSA 5 g HEE

RS 27 H Posture IRSS, IHEF G NEE
AT S HATIRAS T B .

Rz VPGS N2 AR ISE

fESNMPiZE F, WREFEHCE T &R
ST A, T AR B B S . S
Z0 L HTC A o

TS P 25 e 28 SCBEE R 1) SNMP B E .

TG BB N e WA RS, iR e H 2 B
i) OUI.

MERIISE 53]

1 R FEIE (Administration) > Feed AR5
(FeedService) > ECE 4 (Profiler). Hifr
JA H Profiler Feed % %5 .

2 i3 BNE# (Update Now).
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FC B SCPE, R SSID & IEHf) . XF T i0S
WA, WA R B M 4% TS, 15
i0S & (i0S Settings) X 41, %L B4
F2 Bt /2 B (Enable if target network is hidden)
HIEHE.

AR NIRAS 1.2 88 1.2.1 TN IERD %) | -

TSR AN, AT B A N AL .
B BN AT BRI N AR N2 . AT ke
NHAFEAETH G FEPIERS, IR AR A T
RETCIR G SR B AN

AR AR 1.2 88 1.2.1 HETHRINERD T | -

SUNESIRE 2N IN MY QE- N 3 SYNNIE o &
S5 MEET e TR, ORE XL
B R SR VF IR S IR B 8 mT AR BRI
Jr AHEE 1O R B E . X T AN E
NN VAP ES L

AR FRAS 1.2 80 1.2.1 EETHRINIEH ;AL | -

TN WA IEEHA B & 2 5 A
SEWAA, WITHEBHEE G, O
BYOD [J/' it & (%&=I2 (Administration) > % &
TR EIE (Device Portal Management) > B %
# (BYOD) > 4348 (Edit)), JfE “&u S a7
FRPEBAN R A B, A, 4k
TR R W 2% I 23 43 40 TC 2 BRI 1)
RegisteredDevices 2. B HL AN 1 %
AR T, E SRR RE DAL B

UAERNIRAS 1.2 80 1.2.1 BFEEFH G £ | -

P Uiy 5o I R SR B 1) 1% B (Administration > Identity
Management > Settings > Endpoint Purge).

AR NIRAS 1.2 88 1.2.1 BTN ERD K | -

BV 4 BRI 5% (Guest Access >
Settings).
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BICE LAN #5135 15 % A Web B 43 ik (1L
FLo TEILIIUKE Web H5E [ Ah Ik 55 4% URL it
A
https:/<ip>:<port>/portal/PortalSetup.action?portal=<portalld>.
M BCE A E 7€ T L sids Portal test URL
LLSRELE URL (Guest Access > Configure > Portal
> Create/Edit > Portal Settings and

Customization),
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O JURHISE BC B MM BT & R AERC BB I R A s i i 00 R el 12 A Bl 2k mlR
SO, H A 7 0 T BN 2 e AT

A

* R W4 B0 e A B ) AN 2 B sh I, AT A & R i CATF3h 7 U E B £ 4%,
B aedsURHISE MR 1.4, 50 SR B R IS P .
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A

M EERRE |

iR

AT LA CLI A A A2 H S SN S i A A POIRES . 18 8 sk CLI 8 & R} ISE 15 s
HE kEBHHLFE. AT LMEH] show logging application iy 4, MJIF}ISE CLI & LA K H &
ORBISCAE AR S as t) -
o« BUE PERCIR TH 2 H & (dbupgrade-data-global-20160308-154724.10g)
« Bl 15 7 % H & (dbupgrade-schema-20160308-151626.10g)
BERA TG H & (upgrade-postosupgrade-20160308-170605.10g)
A BB AR EIR

FETHYIR],  E BB P A A T ke B B PR . M R Ge iR 2] B R C AN AR .
I AGERIZAE O, RGBT GRS BRI R

)

% Warning: The node has been reverted back to its pre-upgrade state.

error: %$post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

*hFsEIR

QR T SN RO HORMG, BT RUR PR R AR, WSS B BorELU MR . BF HELL T i#
_[/EEgH]/fglm\o

)

% Warning: Do the following steps to revert node to its pre-upgrade state."

error: $%$post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

WIEEEIR
WRA AT R AE A m,ﬁTEEEMﬂ%%M W BoRBUMH R B, WERAETH U PAN 22

WX TH4 PSN, - B R GUE A BTG E 2K, %%ﬁﬁ%ﬁmoﬁ%ﬁEﬁF&EﬂME%%
o WRIE P I %,m%%WM$I%*%@%ﬁﬂﬁ

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running. If
standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.

Starting application after rollback...

% Warning: The node has been reverted back to its pre-upgrade state.

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

[z A Z 2 AR s IR

IR ADE-OS s0M FH —RESITHR KM, ARG H R )G, il CLLiz1T show application
status ise T >IN, 2 WoRPUT W E . BN FT MG IE SR L E BT 450

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore to previous version.
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% Application install/upgrade failed with system removing the corrupted install
fRRTE ALK PATAEAT MR BK e/ E 207, {6 backup-logs i 2 £ G FFHRIP A, IFI1%C
FRAR AP E T m Rt

FEPAT IR AR, 58 Z AT 1% 1SO MUE F BT WL Cisco ISE ¥ 4%, H A UG I8 . AR IR
TR, AT EEA B T AN .

I HTH & R SRR AR IR
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