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Disk 0: Geometry: 255 heads 63 sectors/track 72961 cylinders

NIC count: 4

NIC 0: Device Name: ethO

NIC 0: HW Address: 00:10:18:D4:FC:EC

NIC 0: Driver Descr: Broadcom NetXtreme II BCM5706/5708/5709/5716 Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:10:18:D4:FC:EE

NIC 1: Driver Descr: Broadcom NetXtreme II BCM5706/5708/5709/5716 Driver
NIC 2: Device Name: eth2

NIC 2: HW Address: 60:73:5C:69:59:26

NIC 2: Driver Descr: Intel (R) Gigabit Ethernet Network Driver

NIC 3: Device Name: eth3

NIC 3: HW Address: 60:73:5C:69:59:27

NIC 3: Driver Descr: Intel(R) Gigabit Ethernet Network Driver

(*) Hard Disk Count may be Logical
* show inventory ™ & & A}-8-3}o] IBM o] Ze}o] A 29 NIC X &
25w show inventory 8 & S AL&31H thS-3} o] U}

=S
Cisco Identity Service Engine

G T A7 2R

1.2.0.899
Wed Jul 24 01:37:31 2013
Thu Nov 20 04:12:01 2014

Version
Build Date
Install Date

acsview-srvll/admin# sh inventory | include NIC

NIC count: 4

NIC 0: Device Name: ethO

NIC 0: HW Address: 00:15:17:CA:D8:62

NIC 0: Driver Descr: Intel(R) PRO/1000 Network Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:15:17:CA:D8:63

NIC 1: Driver Descr: Intel(R) PRO/1000 Network Driver
NIC 2: Device Name: eth2

NIC 2: HW Address: 00:21:5E:95:7F:44

NIC 2: Driver Descr: Broadcom Tigon3 ethernet Driver
NIC 3: Device Name: eth3

NIC 3: HW Address: 00:21:5E:95:7F:45

NIC 3: Driver Descr: Broadcom Tigon3 ethernet Driver

acsview-srvll/admin#
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% NOTICE:
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GA1 2 YT Y EAEYE THEYTE o] S EH Y "upgrade" 2t 0] 59 B XA EE v
e,

il
T

PN
T A

o A

ise/admin# conf't

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not
replicated to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services
restart.

ise/admin (config-Repository) # exit
ise/admin (config) # exit

@Al 2 Cisco ISE CLI(Command Line Interface)°l] 4] application upgrade prepare 4 & < ] 2 g1t}
ol 2 ol AN BEF =4 Y A E LS "upgrade" ol ¢ LE o] = MES HAFSEAL MDS
2 SHA256 Al A4 & Y F )
o A
ise/admin# application upgrade prepare ise-upgradebundle-1.4.0.253.x86_64.tar.gz upgrade
Getting bundle to local machine...
md5: 35a159416afd0900c9da77b3dc6c72043
sha256: e3358ca424d977af67£8bb2bb3574b3e559ce9578d2£36c44cd8ba%ebdddfefd
% Please confirm above crypto hash matches what is posted on Cisco download site.
% Continue? Y/N [Y] ?
9A3 AlEEEE YE JEdYh
dadol= 7147} F=F Utk v WA A 7 YR Y o
o A
Getting bundle to local machine...
md5: 35a159416afd0900c9da7b3dc6c72043
sha256: e3358ca424d977af67£8bb2bb3574b3e559ce9578d2£36c44cd8ba%ebdddfefd

% Please confirm above crypto hash matches what is posted on Cisco download site.
% Continue? Y/N [Y] 2
th5ell & 4
ol = X, 10 o] ]

o] ] ] = ‘g

A 1glo]= 8
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ised45/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4:
STEP 5:

Taking backup of the configuration data...
Running ISE configuration DB schema upgrade...

- Running db sanity check to fix index corruption, if any...

ISE Database schema upgrade completed.

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/73, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/73, NetworkAccessUpgrade(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 3/73, GuestUpgradeService(l1.2.1.146)... Done in 0 seconds.

- Data upgrade step 4/73, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/73, NetworkAccessUpgrade(1.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/73, NSFUpgradeService(l1.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/73, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/73, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 9/73, ProfilerUpgradeService(1.3.0.187)... Done in 4 seconds.
- Data upgrade step 10/73, GuestUpgradeService(1.3.0.194)... Done in 0 seconds.

- Data upgrade step 11/73, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.

- Data upgrade step 12/73, GuestUpgradeService(1.3.0.208)... Done in 1 seconds.

- Data upgrade step 13/73, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 14/73, RBACUpgradeService(1.3.0.228)... Done in 14 seconds.

- Data upgrade step 15/73, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 16/73, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/73, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 18/73, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 19/73, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 20/73, ProfilerUpgradeService(1.3.0.360)... ..Done in 143 seconds.
- Data upgrade step 21/73, ProfilerUpgradeService(1.3.0.380)... Done in 3 seconds.
- Data upgrade step 22/73, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 23/73, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 24/73, NSFUpgradeService(1.3.0.410)... Done in 1 seconds.

- Data upgrade step 25/73, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 26/73, NetworkAccessUpgrade(1.3.0.424)... Done in 0 seconds.

- Data upgrade step 27/73, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 28/73, EgressUpgradeService(1.3.0.437)... Done in 0 seconds.

- Data upgrade step 29/73, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 30/73, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 31/73, CdaRegistration(1.3.0.446)... Done in 1 seconds.

- Data upgrade step 32/73, RBACUpgradeService(1.3.0.452)... Done in 15 seconds.

- Data upgrade step 33/73, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 34/73, NSFUpgradeService(1.3.0.461)... Done in 0 seconds.

- Data upgrade step 35/73, CertMgmtUpgradeService(1.3.0.462)... Done in 1 seconds.
- Data upgrade step 36/73, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 37/73, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.

- Data upgrade step 38/73, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 39/73, RBACUpgradeService(1.3.0.509)... Done in 16 seconds.

- Data upgrade step 40/73, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 41/73, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.

- Data upgrade step 42/73, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 43/73, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 44/73, NetworkAccessUpgrade(1.3.0.561)... Done in 0 seconds.

- Data upgrade step 45/73, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 46/73, CertMgmtUpgradeService(1.3.0.616)... Done in 22 seconds.
- Data upgrade step 47/73, CertMgmtUpgradeService(1.3.0.617)... Done in 1 seconds.
- Data upgrade step 48/73, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 49/73, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 50/73, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
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- Data upgrade step 51/73, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.

- Data upgrade step 52/73, RBACUpgradeService(1.3.0.650)... Done in 7 seconds.

- Data upgrade step 53/73, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.

- Data upgrade step 54/73, NodeGroupUpgradeService(1.3.0.655)... Done in 0 seconds.

- Data upgrade step 55/73, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 56/73, ProfilerUpgradeService(1.3.0.670)... ..Done in 175 seconds.

- Data upgrade step 57/73, ProfilerUpgradeService(1.3.0.675)... Done in 0 seconds.

- Data upgrade step 58/73, NSFUpgradeService(1.3.0.676)... Done in 0 seconds.

- Data upgrade step 59/73, AuthzUpgradeService(1.3.0.676)... Done in 0 seconds.

- Data upgrade step 60/73, GuestAccessUpgradeService(1.3.0.676)... ..Done in 123 seconds.

- Data upgrade step 61/73, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 62/73, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.

- Data upgrade step 63/73, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 64/73, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 65/73, CertMgmtUpgradeService(1.3.0.808)... Done in 1 seconds.

- Data upgrade step 66/73, NSFUpgradeService(1.3.0.810)... Done in 0 seconds.

- Data upgrade step 67/73, RBACUpgradeService(1.3.0.834)... Done in 18 seconds.

- Data upgrade step 68/73, ProfilerUpgradeService(1.3.0.844)... .Done in 86 seconds.

- Data upgrade step 69/73, GuestAccessUpgradeService(1.3.0.855)... Done in 1 seconds.

- Data upgrade step 70/73, NSFUpgradeService(1.3.0.858)... Done in 0 seconds.

- Data upgrade step 71/73, NSFUpgradeService(1.3.0.861)... Done in 0 seconds.

- Data upgrade step 72/73, GuestAccessUpgradeService(1.3.0.862)... Done in 0 seconds.
Data upgrade step 73/73, ProvisioningUpgradeService(1.3.105.181)... Done in 17 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T DB upgrade...

ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats
Gathering Operational schema (MNT) stats
Stopping ISE Database processes...

% NOTICE:

The appliance will reboot twice to upgrade software and ADE-0S.

progress of the upgrade is visible on console.

complete.

During this time

It could take up to 30 minutes for this to

Rebooting to do Identity Service Engine upgrade...

ised45/admin# application upgrade proceed
Initiating Application Upgrade...

[

% Warning:

Do not use Ctrl-C or close this terminal window until upgrade completes.

of new deployment...

of new deployment...

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Registering this node to primary

STEP 6: Downloading configuration data from primary

STEP 7: Importing configuration data...

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Running ISE M&T DB upgrade.

ISE Database Mnt schema upgrade completed

Gathering Config schema (CEPM) stats
Gathering Operational schema (MNT) stats
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ise74/admin$# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

Stopping ISE application...

Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

De-registering node from current deployment.

Taking backup of the configuration data...
configuration DB schema upgrade...

check to fix index corruption, if any...

STEP 1:
STEP 2:

STEP 4:
STEP 5:
STEP 6:

Running ISE
- Running db sanity

ISE Database schema
Running ISE

STEP 7:

- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data
- Data

upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade
upgrade

step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step

upgrade completed.
configuration data upgrade...

1/73,
2/73,
3/73,
4/73,
5/73,
6/73,
7/73,
8/73,
9/73,

10/73,
11/73,
12/73,
13/73,
14/73,
15/73,
16/73,

NSFUpgradeService(1.2.1.127) ... Done in 0 seconds.
NetworkAccessUpgrade (1.2.1.127) ... Done in 0 seconds.
GuestUpgradeService(1.2.1.146)... Done in 0 seconds.
NetworkAccessUpgrade (1.2.1.148) ... Done in 3 seconds.
NetworkAccessUpgrade (1.2.1.150) ... Done in 3 seconds.
NSFUpgradeService(1.2.1.181)... Done in 0 seconds.
NSFUpgradeService (1.3.0.100) ... Done in 0 seconds.
RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
ProfilerUpgradeService (1.3.0.187)... Done in 5 seconds.
GuestUpgradeService (1.3.0.194) ... Done in 1 seconds.
NetworkAccessUpgrade (1.3.0.200) ... Done in 0 seconds.
GuestUpgradeService (1.3.0.208) ... Done in 2 seconds.
GuestUpgradeService (1.3.0.220) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.228) ... Done in 24 seconds.
NetworkAccessUpgrade (1.3.0.230) ... Done in 3 seconds.
GuestUpgradeService (1.3.0.250) ... Done in 0 seconds.
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- Data upgrade step 17/73, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.
- Data upgrade step 18/73, RBACUpgradeService(1.3.0.334)... Done in 18 seconds.
- Data upgrade step 19/73, RBACUpgradeService(1.3.0.335)... Done in 18 seconds.
- Data upgrade step 20/73, ProfilerUpgradeService(1.3.0.360)... ...Done in 221 seconds.
- Data upgrade step 21/73, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 22/73, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.
- Data upgrade step 23/73, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.
- Data upgrade step 24/73, NSFUpgradeService(1.3.0.410)... Done in 1 seconds.
- Data upgrade step 25/73, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.
- Data upgrade step 26/73, NetworkAccessUpgrade(1.3.0.424)... Done in 0 seconds.
- Data upgrade step 27/73, RBACUpgradeService(1.3.0.433)... Done in 2 seconds.
- Data upgrade step 28/73, EgressUpgradeService(1.3.0.437)... Done in 0 seconds.
- Data upgrade step 29/73, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.
- Data upgrade step 30/73, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.
- Data upgrade step 31/73, CdaRegistration(1.3.0.446)... Done in 2 seconds.
- Data upgrade step 32/73, RBACUpgradeService(1.3.0.452)... Done in 26 seconds.
- Data upgrade step 33/73, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.
- Data upgrade step 34/73, NSFUpgradeService(1.3.0.461)... Done in 0 seconds.
- Data upgrade step 35/73, CertMgmtUpgradeService(1.3.0.462)... Done in 2 seconds.
- Data upgrade step 36/73, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.
- Data upgrade step 37/73, TokenUpgradeService(1.3.0.500)... Done in 1 seconds.
- Data upgrade step 38/73, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.
- Data upgrade step 39/73, RBACUpgradeService(1.3.0.509)... Done in 26 seconds.
- Data upgrade step 40/73, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.
- Data upgrade step 41/73, NSFUpgradeService(1.3.0.531)... Done in 0 seconds.
- Data upgrade step 42/73, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.
- Data upgrade step 43/73, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.
- Data upgrade step 44/73, NetworkAccessUpgrade(1.3.0.561)... Done in 2 seconds.
- Data upgrade step 45/73, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 46/73, CertMgmtUpgradeService(1.3.0.616)... Done in 22 seconds.
- Data upgrade step 47/73, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 48/73, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 49/73, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.
- Data upgrade step 50/73, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
- Data upgrade step 51/73, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 52/73, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.
- Data upgrade step 53/73, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 54/73, NodeGroupUpgradeService(l1.3.0.655)... Done in 1 seconds.
- Data upgrade step 55/73, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.
- Data upgrade step 56/73, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 57/73, ProfilerUpgradeService(1.3.0.675)... ..... Done in 315 seconds.
- Data upgrade step 58/73, NSFUpgradeService(1.3.0.676)... Done in 0 seconds.
- Data upgrade step 59/73, AuthzUpgradeService(1.3.0.676)... Done in 11 seconds.
- Data upgrade step 60/73, GuestAccessUpgradeService(1.3.0.676) ... ...uvun... Done in 660
seconds.
- Data upgrade step 61/73, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.
- Data upgrade step 62/73, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 63/73, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.
- Data upgrade step 64/73, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.
- Data upgrade step 65/73, CertMgmtUpgradeService(1.3.0.808)... Done in 1 seconds.
- Data upgrade step 66/73, NSFUpgradeService(1.3.0.810)... Done in 1 seconds.
- Data upgrade step 67/73, RBACUpgradeService(1.3.0.834)... Done in 31 seconds.
- Data upgrade step 68/73, ProfilerUpgradeService(1.3.0.844)... Done in 0 seconds.
- Data upgrade step 69/73, GuestAccessUpgradeService(1.3.0.855)... ........ Done in 517
seconds.
- Data upgrade step 70/73, NSFUpgradeService(1.3.0.858)... Done in 3 seconds.
- Data upgrade step 71/73, NSFUpgradeService(1.3.0.861)... Done in 0 seconds.
- Data upgrade step 72/73, GuestAccessUpgradeService(1.3.0.862)... Done in 0 seconds.
- Data upgrade step 73/73, ProvisioningUpgradeService(1.3.105.181)... Done in 55 seconds.

STEP 8: Running ISE
STEP 9: Making this
will be added to this deployment.

STEP 10: Running ISE M&T DB upgrade...

ISE Database Mnt schema upgrade completed.

configuration data upgrade for node specific data...
node PRIMARY of the new deployment. When other nodes are upgraded it

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats
Stopping ISE Database processes...

o

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time

progress of the upgrade is visible on console. It could take up to 30 minutes for this to

Cisco Identity Services Engine %] 22 o] = 7} o] =, Release 1.4 [ |



i
o2
o
-
Hy
Ho

o

Al

TH gadel=

Hy

|
M
2

complete.
Rebooting to do Identity Service Engine upgrade...
ise74/admin# application upgrade proceed

Initiating Application Upgrade...

-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment.
STEP 5: Taking backup of the configuration data...
STEP 6: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...
ISE Database schema upgrade completed.

STEP 7: Running ISE configuration data upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.

- Data upgrade step 1/12, CertRegMgmtBootstrapService(1.4.0.0)... Done in 2 seconds.

- Data upgrade step 2/12, NSFUpgradeService(1.4.0.110)... Done in 0 seconds.

- Data upgrade step 3/12, NSFUpgradeService(1.4.0.119)... Done in 0 seconds.

- Data upgrade step 4/12, NSFUpgradeService(l1.4.0.125)... Done in 0 seconds.

- Data upgrade step 5/12, NSFUpgradeService(l1.4.0.157)... Done in 0 seconds.

- Data upgrade step 6/12, GuestAccessUpgradeService(1.4.0.157)... Done in 27 seconds.
- Data upgrade step 7/12, NSFUpgradeService(l1.4.0.164)... Done in 1 seconds.

- Data upgrade step 8/12, MDMPartnerUpgradeService(1.4.0.166)... Done in 0 seconds.

- Data upgrade step 9/12, MDMPartnerUpgradeService(1.4.0.167)... Done in 44 seconds.

- Data upgrade step 10/12, ProfilerUpgradeService(l.4.0.175)... ..cvvenniinnnnn Done in 878
seconds.

- Data upgrade step 11/12, CertMgmtUpgradeService(1.4.0.217)... Done in 6 seconds.

- Data upgrade step 12/12, GuestAccessUpgradeService(1.4.0.244)... Done in 17 seconds.

STEP 8: Running ISE configuration data upgrade for node specific data...
STEP 9: Making this node PRIMARY of the new deployment. When other nodes are upgraded it

will be added to this deployment.
STEP 10: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats .....
Gathering Operational schema (MNT) stats
Stopping ISE Database processes...

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

% This application Install or Upgrade requires reboot, rebooting now...

heo A o7 pSN ==& ¢ ad o] =3 CLI 7| 2 9] o gt}

ise/admin# application upgrade ise-upgradebundle-1.2.x-to-1.3.0.876.x86 64.tar.gz sftp

Save the current ADE-OS running configuration? (yes/no) [yes] ? yes
Generating configuration...
Saved the ADE-OS running configuration to startup successfully

Getting bundle to local machine...
G
md5: 8810b57¢c8531c2a2b20e871014e970£0

sha256: 576d0c859866cfc424711c4a0d395e55¢cb87c¢32566de8bb074bcb57cba8ff891

o e

Continue? Y/N [Y] ? Y
Unbundling Application Package...
Initiating Application Upgrade...
STEP 1: Stopping ISE application...
STEP 2: Verifying files in bundle...
-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: De-registering node from current deployment.

STEP 5: Taking backup of the configuration data...

STEP 6: Registering this node to primary of new deployment...

STEP 7: Downloading configuration data from primary of new deployment...
STEP 8: Importing configuration data...

STEP 9: Running ISE configuration data upgrade for node specific data...

STEP 10: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.
No gather stats needed as this is not PAP or MNT node

Stopping ISE Database processes...

l Cisco Identity Services Engine ] 1¥ o] = 7} o] =, Release 1.4
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% NOTICE: The appliance will reboot twice to upgrade software and ADE-0S. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

ise/admin# application upgrade ise-upgradebundle-1.4.0.253.x86 64.tar.gz sftp

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Please enter yes or no

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-OS running configuration to startup successfully

Getting bundle to local machine...

md5: 35al159416afd0900c9da7b3dc6c72043
sha256: 8b3b43057067b0995ecabf5673c69565c0d0dfa790dfe58d1e998aa%f8c7427a
Please confirm above crypto hash matches what is posted on Cisco download site.
Continue? Y/N [Y] ?

Unbundling Application Package...

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.

-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle.

-Internal hash verification passed for bundle

oo o

STEP 3: Validating data before upgrade.

STEP 4: De-registering node from current deployment.

STEP 5: Taking backup of the configuration data...

STEP 6: Registering this node to primary of new deployment...

STEP 7: Downloading configuration data from primary of new deployment...
STEP 8: Importing configuration data...

STEP 9: Running ISE configuration data upgrade for node specific data...

STEP 10: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.
No gather stats needed as this is not PAP or MNT node

)

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

% This application Install or Upgrade requires reboot, rebooting now...
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% Warning: The node has been reverted back to its pre-upgrade state.

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.
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% Warning: Do the following steps to revert node to its pre-upgrade state."

error: %post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.
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STEP 1: Stopping ISE application...
% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running. If
standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.

Starting application after rollback...

% Warning: The node has been reverted back to its pre-upgrade state.

error: %$post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.
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% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
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