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[ I5E 1.1 Policy Gap Analysis Report

|Date: 2012.01.11:

|The Folicy Gap analysis Report is meant to summarize all existing policy
related functionality diffarences hetween ACs 5.1 / 5.2 and ISEL.L.

source;
ACS 5.2
10.56.13.106

service Selection Policy

service: Default Network Access
Policy Type: authentication Policy

Rule: Rule-1

|pescription: This rule cannot be migrated because Compound conditions
lwhich hawve different Togical expressing is currently not supported by
ISE policy engine.

service: Default Network Access
Policy Type: authorization Policy

SLMMary

wservice Selection Policy I Supported
*authentication Policy : Unsupported
*authorization Policy : Supported

Mot all policies are compatible with ISE 1.1. out of security concerns,
the migration application will not migrate any of wyour ACS policies.

[==]
2
End of Report %
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S IR A0S, TERAT BT A

s QA SR IGAE RN, A AN T R HIRAS AR .
o W4 I AP K 454146 52 A Device:Location starts with All Locations (iXI52 & VUEL KIS
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&3 Predefin Certificates Mot Available bt 0
- Dictiona 0
[T Users arf ~ Partially Supported Objects List: o
-7 Devices 0
E‘El RADILS Marme Description 0
@E' Palicy El RSA Configuration files,R54 Prompts and deployment information o
@E fccess o Date and Time Condition in case o
User attributes User attributes of string data type
Compound conditions  [Compound conditions that contain mixed operators are not sup. ..

Irport To —

Lag Consale

284584

W A EABRSBESSIEIBTRER



=R

3

il Close.

meBErzsacs 22 ISEEBITE ]

L4 RABRSMNERSIIZEIBTAER



B oetEszsACS ZERISEITHBIA

W 4 RAERRENRSSIETBTAER



%5

fi

SRR iR

A B ] 1 T R 224> ACS 3 BB ISE i T H Bt 5.5/5.6 WA RN 4> ACS Hidls S AT
2 1.4 A BEISE RS,

o MWERMZ4 ACS SR, 31 T
s BEIESENEFRISE, 534 0

« LR} ISE HIER M S0AE , 26 38 UL

MEFIZ% 4 ACS & HEE

IR THZ G, WSS BB A S 5% 5.5 50 5.6 MUA IR 4 ACS REt. BIFIRMERIT
BT H, 5L T P&

fE Cisco Secure ACS to Cisco ISE Migration Tool % 1, i Settings, ‘W7~ Al T ER B 21513 .
(i) EHATIER, A —w OO E TR OCR . P A 3 AR N S S HE,  DAR AR ¢

REAR E R, ARJE M Saves

fE Cisco Secure ACS to Cisco ISE Migration Tool % 1, 5t Migration, #XJ5 s ii Export From ACS.

N 5.5/5.6 A B RF2: 4 ACS F TP Mtk (Bl E:HLA4) FI%hD, SRJ51E ACSS5 Credentials % -1 £t Connect.

L4 RABRSMNERSIIZEIBTAER



FERIEEMEF

B )ER%2ACS SHEE

W_Ciscp Secure ACS to Cisco ISE Migration Tool
~ Exit Help__

Logged in as: ACS5 Credentials X
Logged in as:
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{07 Users and Identity Stores
17) Devices

{07 RADIUS Server

{7 Palicy Elements

[T Access policies

[— I — I — I — I — ]
e ooQ

Migrated Objects ounk Success ‘W arnings Errors

i}

oooooo

o

[—I— I — I~ — ]

Import To ISE ] [ Import Reporkis) ] [ Policy Gap Analysis Report ]

[ Wiew Log Console

284582

$IES5 ¥ Cisco Secure ACS to Cisco ISE Migration Tool 7 1 H TR FE, U 27 487 L) 3 H I S 500w IF

A L i P o B DR AT R B

m Cisco Secure ACS to Cisco ISE Migration Tool
~ Exit Help

Logged in as: acsadmin on ACSS:

Logged in as: on ISE:

Migration | Settings|

CIsCcoO

| Current Running Process: Exporting

Expork From ACS Export Report(s)

-}
=
(=)
-]
[=]
=)

[#-IL7) Predefined Reference Data

[-C5) Dictionariss

- Y34 Vendors

- @ RADIUS ¥5hs

- RADIUS Attributes Mok Started
‘. @ Identity Attributes Mot Started

({5 Users and Identity Stores [ |

[T Devices [ ]

(-7 RADILS Server [ |

E ( ]

E ( ]

-7 Policy Elements
-7 Aecess policies

[ = — T — I — O — [ e e e R R |

i}

oooE o0 0o

Migrated Objects Progress Counk Success Warnings

Errors

=
|

<

oooooococooo

Import To ISE Import Report(s) ] [ Policy Gap Analysis Report ]

[ Wiew Log Consale

284592

L6 BURIOCTAE T I FE o R AR (A SR R TR TR A AS S, 1 /E Migrations JEII-R I s5i1; Warnings 5% Errors £
thaly T RIZ IR 4T . Object Errors and Warnings Details % F 27 3 H R ACZE (8 5 s iR 45 L. 1
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| #BesuEenes

MERIZ S ACS FHEIE

BE3

M Cisco Secure ACS to Cisco ISE Migration Tool

Exit Help
e Objects Ernors and Warnings Details | K} I sl l ]
Loggedin & Dbject Group: Dictionaries Object: all Info: WARN c I S co
Migration E Details:
Object Type: WEAL Wendors :
Export F A —— = == == d... |
= E011.10.18 12:24:37'E28 : 'Cisco': is a predefined vendor, and
Migraked O |+ z011.10.1% 17:74:37'238 : 'Cisco-VPN3000': is & predefined wend Errars
E] Pred = Z011.10.18 12:24:37'23% : 'Cisco-BE3M': is a predefined wendor, 1] -~
El@ Dicki = 2011.10.18 1Z:74:37'Z38 : 'Airespace': is a predefined wendor, (1]
= 1 = E011.10.18 12:E4:37'E38 : 'Microscoft': is a predefined wendor, 1]
.. e e o3 ¢ it it 3 ey D
- A v ]
E-ChUser] | il | > 0
o A ]
ot [ Cose ] -
e A ]
Y 1 s B — — o ¥
; ; - [
Impart Ta ISE ] [ Import Repark(s) ] [ Palicy Gap Analysis Report ] [ View Log Consale -3
=)
&

$B’7 R BRIk AR TENE K, SR)5 i Close.
P8 B i FE5E 2 J5, Cisco Secure ACS to Cisco ISE Migration Tool i I i 7~ Exporting finished )5 H R 4.
¥ Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help
Logged in as:  acsadmin on ACSS: '} | I 11 l [ |
Logged in as: on ISE: c | s C o
Migration | Settings |
Expork From &CS Current Running Process: Exporting |
Migrated Objects Progress Counk Success Warnings Errors
E| Predefined Reference Data 806 806 1] 1] Q
[=-{7) Dictianaries 1287 1011 276 1]
- 4 WS4 vendors 12 7 5 i}
- i RADIUS YShAs 1019 828 191 u]
- @ RADIJS Attributes 54 176 i} u]
- 4 Identity Attributes z i} 2 0 =
E—II{E_‘| Users and Identity Stores 10 10 1 i}
- 4 User Password Complexity 1 i i} 0
- @ Identity Groups z Z u] ]
- Users a [u} ] ]
- % Hosts 1} 0 0 1} b
Import To ISE Import Repork{s) ] [ Policy Gap Analysis Report ] [ View Log Consale &
3
&
aE P A o = > N
SR i i ExportReport(s) i A5 IR & N . B FHHRE A A EPREE R, ORHERAERA HIPPRI A

LURRGUIP Ml s BN o BEASXTR AL 2 VAR Ui I SR BRI O A5 SR

P YNES oS IR LT

H /oo

T4 RRABR MRS EEIBRTRER I

et 5 RO HRAE (KT A5 A 25 A H Y
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B s5EsSAERISE

ACS - Identity Services Engine 1.0/ Migration Tool

Report Type: Exporting from ACS report

Report File:  C:\positron-migrationireportsiexport_report. bk

Migration Eeport

Migration Phase: Export from ACS
Date: Tue 3Jepr-25 16:50:22 IST 2010
Machine: 10.56.13.112

COhiject Group: Predefined Reference Data

Chject Type: Generic Attributes

Info Type: INFO
> 2010.09.28 1e6:52:31'71e @ 'ConfigChangeData': exported sucessfully.

€ | >

[ Previous Page J |_ Next Page ]

282120

K&z SNERL ISE

$E1 BT EE S N AR ISE, 1 1E Cisco Secure ACS to Cisco ISE Migration Tool % -1 £ i Import To ISE .
PIR2 MARGHREAE T N EE} ISE Z A7 LDAP G403 FEAS @ M, 1 i OK.
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f

N

w

Nil

x4

B
1)

MCiscp Secure ACS to Cisco ISE Migration Tool

 Exit Help
Logged in a |l|lal|l
Logged in as ® . Usethe following dislog to add attribubes For identity stores (LDAP)
. | s CISCO
S before importing them,
Migration IE Added attributes will be imported with the identity stores into 1SE.
E:xpotk Fr =z! Importing |
Migrated Objects Progress Zounk Success Warnings Errors
[#-{5 Predsfined Reference Data [ ] 0 1] 1] 1] ~
=+ Dictionaries [ ] o o 1} o
- % W54 Vendors Mok Started 1] ] ] ]
- 4 RADIUS Y5As Mot Started o u] u] u]
- 4 RADIUS Attributes Mok Starked 1] a ] ] 4
- @ Identity Attributes Mot Started i] i u] ]
=I5y Users and Identity Stares [ | a i} o i}
- 4 User Password Complexity Mok Started a i} i} i}
- 4 Identity Groups Mot Started i} i} i} i}
- % Users Mok Started a a a a
- # Hosts Mok Started 1] ] a ] bt

Impoart To ISE

Import Repork(s)

] [ Palicy Gap Analysis Report

[ Wigw Log Consale

284587

rarsagsise

7t LDAP Identity Store FH 413K, EFAERINBIER S0, 2R )5 55 Add Attribute.

sco Secure ACS to Cisco ISE Migration Tool
Exit Help

Logged in as: Identity Stores Attributes Dictionary, @ ] I lal l ]

Logged in as:

]

W'E LDAP Identity Store; |NAC Profiler v

E:xport From

[ Add Attribute H Delete Selected Row(s) ]

Choose each LDAP Identity Store From
the list and define its attributes in the

kable,

CIsCco

{75 Predefin
[=-{C=) Dictiona
- WSA
- 4 RADY
- RAD
- 4 Idery
25y Users ar}
- se

Migrated Objed| Attribute Mame

Attribute Type

Default Yalue

Skring

Unsigned Integer 32
IPv4 Address

Ertars

o
|3

-4 Idery
- @ Usel
- # Hosf

[ Save & Exit ] [

Cancel ]

i e e e i e i e i

Import To ISE

Import Repork(s)

] [ Policy Gap Analysis Report

J

[ Vigw Log Console

284590

{£ Attribute Name BN ZFK, XI5 M Attribute Type N 4R IEFFHIEAY, 7E Default Value FBTA
fE, #RJ5 Rlili Save & Exit.
winselErE 2 G, il Import To ISE, 75 ISE Credentials % I+ 4 N 8B} ISE ()58 4 I 2 1k 4 (FQDN). Fi 7
ZRE, K55 Connect. JTH T HSKAILNZ, #ifRILS SSL UE- 1S ) FQDN —2L.
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FERIEEMEF

BHEIESNERISE

S¥4Cisco Secure ACS to Cisco ISE Migration Tool
Exit Help

I Logged in as: acsadmin
Legged in as:

Migration | Settings |

Expark Erom A5 |

on ACS5:
on ISE:

10.77.125.241

ISE Credentials =

Expark Reporl 15E FQDN *

T
CISCO

Migrated Objects I5E Username |
) Predefined Reference Data
B3-E) Dictionaries ISE Password |
-0 RADILS Server * Fully Quaified Domain Name
B0 Users and Identity Stores
B2 Devices
) Pobcy Elements ‘Coninect | Cancel
-0 Access policies 1 - -
i 153 Import Report(s) | Policy Gap Analysis Report

‘iew Log Console

;-

360850

$IE6 B S A FE 52 J5, Cisco Secure ACS to Cisco ISE Migration Tool % 114> i 7 Importing finished {5 AR
%&o
TR BAE P AEGE N 58S, 1 550 Import Report(s).
& B2 ACS - |dentity Services Engine 1.0 Migration Tool
Report Type: Importing ta ISE report
Report File:  C:ipositron-migrationireporksiimpaort_repark.kxt
T e o G G O e TS =
> 2010.09.28 17:16:4Z2'907 Added configuration: Radius =
> 2010.09.25 17:16:43'500 Added configuration: Radius
> 2010.09.25 17:16:44'110 Added configuration: Radius
> 2010.09.28 17:16:44'719 Added configuration: Radius
> 2010.09.28 17:16:45'344 Added configuration: Radius
> 2010.09.28 17:16:45'953 Added configuration: Radiuas
> 2010.09.28 17:16:46'578 :Indded configuration: Radius
> 2010.09.25 17:16:47'203 7 Added configuration: Radius
> 2010.09.25 17:16:47'813 Added configuration: Radius
> 2010.09.28 17:16:45'422 Added configuration: Radius
> 2010.09.28 17:16:49'032 Added configuration: Radius
> 2010.09.28 17:16:49'625 Added configuration: Radiuas
> 2010.09.28 17:16:50'235 Added configuration: Radius
> 2010.09.258 17:16:50'875 Added configuration: Radius
> 2010.09.25 17:16:51'500 Added configuration: Radius
v
@
Previous Page ] [ Mext Page ] it
- iy
PIX8 BORIOC TR S NI R b R AR R 5 B R I RS S, 15 7E Migrations IR b s55i Warnings 5% Errors £
T NI E RS . WS LK 6.
PIR9 B AT Rl e 4 ACS FIIEE} ISE Z [M][1) 5K Ms 2 5, i siili Policy Gap Analysis Report.
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10 0] LABERS 55 View Log Console, 7)< 5 HY il 5 N 4 (1) 52

ACS - Identity Services Engine 1.0 Migration Tool

BHIESAEBRISE

Report Type: Policy Gap Analysis Report
| Report File:  Ctipositron-migrationireportsi policy_gap_reportt

IZE 1.1 Policy Gap Analysis Report

Date:

Z011.10.18:

The Policy Gap Analysis Report iz meant to summarize all existing policy

related functionality diffarences between ACE 5.1 f 5.7 and ISEl.1.

Source:
ACS 5.1
10.10.10.10

Sunmary:
*Eervice Selection Policy Supported
*huthentication Policy : Bupported

Previous Page

I

Mext Page

]

284585

co Secure ACS to Cisco ISE Migration Tool

Exit Help
Logged in as: acsadmin on ACSS:
on ISE:

Logged in as: admin

Migr ation | -Setting-s.;

ISP

T
. CISCO|

[ Export From AC3 ] [ Export Report(s) ] | Current Running Process: Importing finished... |
Migrated Objects Frogress Counk Success ‘\Warnings Etrors
{C7) Predefined Reference Data 1] 0 1] 1] A
{C7) Dictionaries 1011 1010 1] L I
-~ 4 W3A Wendars 7 7 o o
- 4 RADIUS WSAs 528 827 1] L
- 4 RADIUS Attributes 176 176 1] 1] =
- 4 Identity Attributes 1] 1] 1] 1]
[=+{c7) Users and Identity Stores 11 10 0 1
- 4 User Password Comnplexity 1 1 i} i}
- 4 Identity Groups 2 2 ] ]
- i Lsers 1] 1] a a
- # Hosts 1] 1] a a b
Import To ISE ] [ Import Report(s) ] [ Policy Gap Analysis Report

Log Console:

IMFO Thread-6 ISE finis completed: =7xml version="1.0" encoding="TF-5"

ation=Cperation: Migration Toal

rationToolREST Servicefresource-types==status=SUCCESSFUL = st atus==frequest-result=
INFO Thread-6 Finished importing Access policies Batch
INFO Thread-E Finizhed importing Authorization Exception Policies procedure

4 i edinm Dusmmsedioe Malinion swnmed we

standalone="yes"?==request-result= =hitp-code= 200=http-code=2cpm-code=52001 =icpm-code==dezcription=Changed
configuration=sdescription==module-name=MigrationTool=imodule-name==irternal-error-info= <Arternal-error-info==requested-oper

finishing=/requested-operation==resource-id==fresource-ic= =resource-name=migr ation_tool=fresource-name=<resource-type=mig

L

b

¥

Clear Log Consale

284591
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sesuremer |
B =3 SERTIRNKERIT

BEEISE PiE ISR IE

BHE R4 ACS il CiE 2 WA ISE, 15 B ok AR ISE JER A2 B il A H &N Bkl 2 4
ACS %1%,

14 AR REHIRE S| IB T RigmE
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- A

$t Xt 5.5/5.6 R A< Bl % & ACS F1 1.4 fg K B &l
ISE #9404 25 F Rk 5t

ARSI ThRE 22 R I0ME B, G 5.5/5.6 AR 24 ACS TR . /ML AARITER &
1.4 FRASJERL ISE (%08 4 %

o Bl 5 39 1T

« CIEBMEENS, H391T

© RITBIEAEN S, 841 7T

© EOERIEAER S, 542 T

o SCRFIRTERBAREAL, 42 T

o BEAE ST, 545 T

R 2H AR G

M 5.5/5.6 A JBRM 4 ACS 1) 1.4 fias JBR) ISE Wb B0 45 74 & A DR 4 ACS £ )88} ISE iE
# T EAE S B BOHRAEIT R T2 P W R U BEE 21— AN 2 .

EEBRIEIEIT R
PN Hodlat 5 CN BB 2405 42 R S8 (ACS) I 2 MR G 43 IRk 55 51 % (ISE):
* 4515 %% 24 (NDG) 2R FI5r 2
* WL
o BRIN R85 4%
* 4N RADIUS 45 %%
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%3 5.5/5.6 KiA BAl %4 ACS %0 1.4 FRA RS ISE t%uR L anst |
B ciEsnsEdsz

* S e

W

< R (CEHD

* I H Vi HX (LDAP)

« Microsoft Active Directory (AD)

*RSA (H7r3CHF, HZHE A-19)
*RADIUS 4 (iEZ[# A-18)

© UE 15 B 560 UE O S

« AN R 4 fF GEBArSZRE, S “ASZREIBINICE” )
* RADIUS J& PRI e e Jd M (VSA) [ GHZ K A-5 FIR A-6)
* RADIUS R pj 7t G2 P& A-5 FIZR A-6 Y& D

s WHEH BT GEZEIR A-1 FIE A-2)

o P 2 it R

o BRI B AT

* 0] N7 MR §IF12 (DACLSs)

* Sy (B IRIED SRS

o PERUFME CEF X 9 44 37 1))

o PERUE R Hems CEF A 455 )

o MRS R SEms CEE A 45 5 )

* RADIUS R EE 45

o JH s s A ek

* G437 4R RSA $#oR

* UTF-8 ##li (i 2 “UTF-8 SCHE” GUiHD

* EAP B JiE L - PEAP-TLS

o JH PR A s

© BT A i I I

* S 24 rha] FH ) HoAth JE M - AuthenticationIdentityStore

o oAt 745 HZ 545 - Start with, Ends with, Contains. Not contains
* RADIUS & 43 il 55 #is J Pk

14 AR REHIRE S| IB T RigmE
| 40 | |



| 4t7t5.5/5.6 ik ERI% S ACS 1 1.4 BiA B R} ISE MKIE A IS
sanmsEng Il

RITFBHIEEX &
PAF $dl it AR MR 4 ACS BB A 1.4 fiAR B AL ISE:
* MR
* TR
- fPfi I
CEELAL ORI RS
o % PR H AR E
B E CRRBIYD
SUEH GIE-BMUR LR FIAHLE 1)
* A M HI51% (SGACL)
441 (SG)
<@ TSR (SGA) BE& T AAA RS54
o A L
* 2% B A HE AT T (NDAC) S
* SGA H! I HFE
* L% V2 N ) SGA Hidls
* SGA FZAUSEIE 45 R ¥y 22 4 brid (SGT)
P2 SAT (il JEAS . A IIUERS . B e R
< B AAA TG
« RTIE IS
* TACACS+ R
* TACACS+ CHAP fil MSCHAP &/} 5 1iF
* & 1T TACACS+ shell it & S o 8 e
* 7R RSA ¥ sk K% 9]
B KH P il AL
* ik S A L
o F P Rn A
* S 45 AT FH G LAt )& 7 - NumberOfHoursSinceUserCreation
&M T ENLEESF

10 A BR SRS 3| ST B T A8
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%3 5.5/5.6 KiA BAl %4 ACS %0 1.4 FRA RS ISE t%uR L anst |
B soIsaimEas

o P2 R 4

* OCSP fIli%

« JLF SSL/TCP M R4 H &N &
o ) TR 1) ROBUR

* A TP AT RBOUI R

1P HhkHERR

pal

BT BRI ETEIT R

LU B % 2N 5.5/5.6 A R4 ACS H501E# 4 1.4 IitA< BB ISE:
o J& T F IR R 5 3 A0 AU AT
* RSA sdopts.rec A A1 B {5 B AL -
* % Active Directory 3 ({UTF 1A E 21K Active Directory 30 .
TR A2 ACS S E X LDAP L&

S FFRI R AR 2R
M 55/56 FRABRIR 2 ACS B E 14 BiABHR ISE A P EHE

5.5/56 MiA BRI RS ACS FEIHMAFARIE | 14 RARR ISE hi BiFHiRLR
T T
U132 RS H
IPv4 AN
A AR A R H
4 Szt
He R H
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| §t%t 5566 lEASRIR S ACS 71 1.4 AEA SR} ISE A9 504E 4 Habk 51

ARREME: SHAPRXEX

ARREMY: SRAPRXEK

5.5/5.6 lE A B Rl = £ ACS 5 P XEXHIE S

1.4 FR A B F} ISE

SRR

S

UI32

IPv4

A /RE

H 39

M 5556 fiARBRILZE ACS THE 1.4 AZBER ISEHENEE

55/56 HIABRIRS ACS REFFMENRSE | 14 BUADH ISE P BIREELR
A S

UI32 UI32

1Pv4 1Pv4

AR AR

A 391 R f

e HE SRV I 04

EHEMSE: SENRIKEK

55/56 B AR R4 ACS P EHXBKMELE | 14 BAER ISE
A h

U2 S R TR
1PV S M TR
A A S M TR
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4t%t 5.5/5.6 i A B Rl %4 ACS #0 1.4 fR A 2R} ISE B9 EE L5 1
M 5.5 BRAERIZ S ACS iT# E 1.4 KA 2% ISE #9 RADIUS B 1%

5.5/5.6 Wi A B AL = & ACS F 5 EH KEKBIE S

1.4 FR A B %} ISE

H 19

SCFF (AR P15 )

M

SCRF (A P15 D

M 55 FRA BRI R £ ACS T Z 1.4 fRA B %! ISE &Y RADIUS B 1%

5.5/5.6 i A& B Rl %4 ACS 5340 RADIUS /B

1.4 FRAZBRL ISE Yy Bir &R EE

1
UI32 UI32

Ul64 Ul64

1Pv4 1Pv4

N7 JHEI -
SR R

Mo RV A

RADIUS E%: 5 RADIUS AR % 28R <k

5.5/5.6 A& EflZ 4 ACS 1 5 RADIUS PR %28 %
BRI

1.4 i AK B %} ISE

UI32 YH
Ul64 Y

IPv4 e

FONHERTAT SCHE CHNBER AT B e 4 oy IR 74 R D
THE R SCHF

Mz SCRE OB oty SV B R B E0O
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| 4t7t5.5/5.6 ik ERI% S ACS 1 1.4 BiA B R} ISE MKIE A IS

RS ARG

girsamst |

ATPEAES T R T W B AR . IR E KA 5.5/5.6 A LA 2242 ACS X5
N S AL 1.4 [ A JB A ISE A SR B0 AT (R B S R A AR A I R (0 3 B BOE AR
K5 I WA PR AT 28 s R A X B AR

5.5/5.6 N A Bl %= 4 ACS Z 1.4 RRABEL ISE Ay 4515 2% Al

)

BRIREACS Bt BRHISE B4
TR AT
] AT
¥ 23 e %41 AT
B TP ik N E SRS
L TP -7~ b ik R FETR
IP -7 Py hE AR ANZFF

FERR 1P M itk AN

TACACS 13 &

RiEF, BATE 1.4 A EE ISE A SZHE TACACS.

RADIUS L= 240 e 7T

CTS 7 )5 IE R

SNMP SNMP ##H#AXAE ISE Haf Hl; BEEAEHTFeEB8 i
1) SNMP {5 EL.

5 4R Mg AR SR ISE el F - Gy HLHAE R BRAIAE
“Unknown” ) .

AR A Mg AR JERE ISE el B Gy HLIHAE R BRAIAE

“Unknown” ) .

padt i

BLE N TACACS FRATAR 258 e 46 #RANSCRFILAS 10 LA S N AFIEAS Bt o
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. 55/5.6 Fi A& B Rl 2 ACS Z 1.4 fR A< EF} ISE &9 Active Directory Bl 5t

§t34 5.5/5.6 R BRI 24 ACS 1 1.4 Bi A B} ISE B KR £ MRk 5

5.5/5.6 KR A B Rl = & ACS ZE 1.4 kg A< B %} ISE B Active Directory BR 5+

BRI ACS B EH}ISE Bt
B HRISREERS
M4 R FEER
= R FEER
FeVF S U Y R FEER
FEVFBR ALY 1) R FEERS
LA ] TR
EDAN= R FETRS
il %R FEIT S
E2 0] DT IE 12 ACS 9241 1 J3k

5.5/5.6 kR A< Bl % £ ACS = 1.4 fig K B £} ISE MR RADIUS AR 55 23 AR5

BRIZE ACS Bt AL ISE Bt
R R

B B

JIR 454§ 1P Mkl WA
] ]
56 UE I 11 56 UE I 11
S Tk

H 55 Al i 55 Al
HERZR SEEPEIEN
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| §t%t 5566 lEASRIR S ACS 71 1.4 AEA SR} ISE A9 504E 4 Habk 51
5556 liA BRI %4 ACS Z 14 FABRHISE N (&) st I

5.5/5.6 RN EEl % 2 ACS = 1.4 iR ER ISEBYEH (Kim) ARGT

BRIRLACS Bt BRISE B4

MAC Huhik G FETH

N KiL#H

B R FET R

B4 S ASES NP RIS

JE Tk IR 2 Jg 1

B IR IEIR A VB PEACAE R ISE hnf H (i HIUE Ok [ € {4 “ Authenticated” ) o
K4 bR AR R ISE sl F i AL [ {f “TBD” )

2 iy W U JE AR R ISE el HI Ciff HEE Ok [ 52 {4 “Unknown” ) o
DTTRC 1 S Mk U A AR R ISE il A Ciff HLECE S B 2 “Unknown” ) o
UL e IR A AR SR ISE il A (it LG B <07 ) .

NAS IP Hihk b AR R ISE Hon J - iy AR [ E A “0.0.0.07 ) .
oul RS R ISE e I Cifd HHAE O [ 2 “TBD” )
K& SR A A SR ISE il A Cifd HLECAE A B2 4 “Unknown” ) o
HA I B PEAAE R ISE el I Cifid LA 0 [ 52 (. “False” ) o

£t%F ISE1.4, 5.5/5.6 KA B AL %= £ ACS 8B EL ISE FRINEITIEE ID B S5
=F B AR G

BREZSACSEIE | BRHISEEM
@t Pk 4 7
i i

P44 T P4 g

14 BA BRI SRS 3 S5 T ALsE
l -“



§t34 5.5/5.6 R BRI 24 ACS 1 1.4 Bi A B} ISE B KR £ MRk 5

55/5.6 B A& BRlZ 2 ACS E 1.4 fRA EF! ISE B9 59 ¢H R 5t

BRZ £ ACS Bt BRLISE Bt

JE R Hdm e

KK RIiEH

FRINME KL

I B KL

eV FIJBRVERZ I  “user” ) .

5.5/5.6 i~ Bl %= & ACS £ 1.4 kg B £} ISE B9 519 4 RR 5

BREZSACSEIE | BRHISE R
2 K
i i
248 BB PR 5L SR B S — S0

N

a2

firél.

1.4 A B8R} ISE A5 P Al B 4 4 .
g S TR A 1.4 WO BB ISE, TR P 75 240 e 21 H P B 47 2 HL 28 o 75 22

5.5/5.6 WA RN 4 ACS R 5 4 40 AE A ] P ANk
3 1 34 £ i B

5.5/5.6 k7~ B fl 224 ACS £ 1.4 bR 2%l ISE #9 LDAP B 5+

BRl%4£ ACS B BRISE Bt

ey ey

Wi Ve

55 a8 HAE R $2JFFE IR . (Server Connection #5152 [ 5 A-10 1L &]
A-1. )

Hax A 25 B F A FET 7]‘& (Directory Organization B ; #5225 A-10 Ut
Kl A-2,
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§t34 5.5/5.6 AR BRI Z 4 ACS 1 1.4 BE A B} ISE B3R £ MRk 5
5556 liA BRI %4 ACS Z 14 fARRHISEay DAPBesT [

BRlL £ ACS Bt BRHISE B
Hordl )R FET RS

H @M FTahe T (BRI Z4 ACS-EBHISE T T .

>N

A

ER UTBAN 3 ACS 52465 LI LDAP Jit# .

5. Server Connection i£15 &

General | Server Connection Directory Organization | Directory Groups | Directory Attributes
Server Connection

[] Enable Secondary Server Always Access Primary Server First
Failback To Primary Server After: ’_ Minutes
Secondary Server
Hostname: li
Fort p

Anonymous Access

Primary Server
“ Hostname: sdfsdfsdf
“ Port 389

® ANONYMOUS ACCESS

O muthenticated Access

Authenticated Access
% Adrmin DN: Admin DN:
* Passwaord Password

Use Secure Authentication Use Secure Authentication

Root CA; Root A

“ Server Timeout: 10 Seconds Server Timeout: Seconds

Max. Admin Connections
TestBind To Semver

% Max. Admin Connections: 20
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6: Directory Organization i 151+

General | Server Connection | Directory Organization | Directory Groups | Directory Attributes
Schema

£ Subject Objectclass Ferson # Group Objectclass: | GroupOfUnigueMames
£ Subject Name Attribute: uid

Group Map Aftribute: | UnigueMember
Certificate Attribute: usercetificate
() Subject Objects Contain Reference To Groups
(3 Group Objects Contain Reference To Subjects
Subjects In Groups Are Stored In Member Attribute As: | distinguished name
Directory Structure
£ Subject Search Base: | sdfsdf

& Group Search Base: | sdfsdf

Username Prefix\Suffix Stripping

[ strip start of subject name up 1o the last occurrence of the separator ,_ (e.0. if separator setio %, subject name ‘acmelsmith’ becomes ‘smith?)

[ trip end of subject name from the first occurrence of the separator ,_ (2.0, If separator setto '@, subject name 'smith@acme com' becames 'smith’
MAC Address Format

Search for MAC Address in Format: | seeneoesteen v
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E BRI ZE /L RSA
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SOk PIN 2 J5 R E Bk PIN 2 J5 R E
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Rt o ARSI KAt o AR
JA 5y A JA 5y A
G A7 Z AL 6] G A7 Z AL 8]

5.5/5.6 i A~ Bl %4 ACS £ 1.4 R 2%l ISE #9 RSA 127~

BRlL £ ACS Bt BRHISEE
PR PR

T R

T R

PIN ZERIHEIR

PIN ZERIHEIR

¥% A4 PIN e

¥%2 A4 PIN e

W 14 RERRENRSSIETBTAER




4t%t 5.5/5.6 i A B Rl %4 ACS 70 1.4 kA 2R} ISE B E0E L5 1T

5.5/5.6 AR A B R 24 ACS Z 1.4 AR BEL ISE 8914 EFFI

BRlL £ ACS Bt
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Uk BERE N T — AN
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“T/O exception (org.apache.http.NoHttpResponseException) caught when processing request: The target
server failed to respond”
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* iR A SR ISE Web IR 25 2% B HLA AT 55
PR B ISE 4% CPU A H A Z 100% 1 H. CPU A TG 3R %

RFAR B IHIR
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H e SR R E R

“OutofMemory”

B®RIE
% Java HE K/ MEFRF /D 1 GB.
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