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A 7 Ay 7d &t 7}*& CD/DVD E2}o] Holl tfj 3] Mapped &1 &S A el gh o}
@7 8 KVM & &8 3t}
w9 ISO ] 1] xl = A}-&-3}o] SNS-3400 Series ApplianceS -8 }7] $] 3l Macros > Ctrl-Alt-Del- 1 &4 gH T},
A0 F6s =l HH HlFE A AR
9411 3% CD/DVDE A B3kl EnterE 5 Y Th
412 BE TEIZEOA 25 3L EnterS F5 Ut
sk sk sk ok sk sk 3k sk sk ok ok sk s sk sk sk sk sk sk sk sk sk sk sk sk sk s sk sk sk sk sk sk skosk sk sksksk sk sk skosk sk sk ok
o Z ol AxE FA8H] S setup'= A H FU T
sk st sie sfe sk ske she s sfe sk sk she sk ske she sk she sk sie sfe sk ske st st she st sie sfe sk she ste st sfe steoske sk ke ske sfeske skeskesie sesksk
SA13 EZFIZE Asetup & Ykl A TR PSS AAFUTH UE A v fHF 2 QISA
Mﬂﬂiﬂ%ﬁﬂ

o — =
e /\“‘J- /qu Jil&ﬂ =i 7] i%i_%j‘/]q'
Press 'Ctrl C' to abort setup

il
iR
i)
ol
AL
rr
By

Enter hostname[]: ise-server-1

Enter IP address([]: 10.1.1.10

Enter IP netmask[]: 255.255.255.0

Enter IP default gateway[]: 172.10.10.10
Enter default DNS domain[]: cisco.com
Enter primary nameserver([]: 200.150.200.150

Add secondary nameserver? Y/N [N]: n

Enter NTP server[time.nist.gov]: 200.150.200.151
Add another NTP server? Y/N[N]: n

Enter system time zone[UTC]: UTC

Enable SSH service?: Y/N [N]: Y

Enter username [admin]: admin

Enter password:

Enter password again:

Copying first CLI user to be first ISE admin GUI user...
Bringing up the network interface...

Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Installing Applications...

Installing ISE...

Unbundling Application Package...

Initiating Application Install...

Application bundle (ISE) installed successfully
==Initial Setup for Application: ISE ===

Welcome to the ISE initial setup. The purpose of this setup is to provision the internal ISE database.
This setup is non-interactive, and will take roughly 15 minutes to complete.

Running database cloning script...
Running database network config assistant tool...
Extracting ISE database contents...
Starting ISE database processes...
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Cisco ISE == 2 X7} T4 ¥ ¥ Cisco ISE A] 2= 8lo] 25 0 2 A g =t} thA] CLIo| £2218} 8w A A
ol A A3 E CLI T 2} AFERF JISA & o HalloF gt

Cisco ISE CLI Aol 21¢13} 3 t}& CLI B # S 28319 Cisco ISE o Z 2] Al o] A L2 A A 9] AHe) & 321 g}
[Bh=3

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 3638
Database Server running 45 PROCESSES
Application Server running 5992
Profiler Database running 4481

AD Connector running 6401

M&T Session Database running 2319

M&T Log Collector running 6245

M&T Log Processor running 6286
Certificate Authority Service running 6211
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled

Cisco ISE Application Server’} 21 8 &8 8HQ18lal A U= = 9 Be}9-A F 3}LbE AF-8-319] Cisco ISE AF-&-
7t QI Fo] 2ol 22218 4= AdF U th ¢ Bep9-# & AF&-3}e] Cisco ISE AF&-2} S1H #| o] 2~ of] 2 71215}
™ Address Z =9l https://<your-ise-hostname or IP address>/admin/<- ¢} = 31 t}. o] 7] A “your-ise-hostname
or IP address” = A2 ¥}7g ol] 4] Cisco SNS-3400 Series Appliance®] 3l +4 3+ T2 E o] 5§ == IP =AY YT}
Cisco ISE AF-8-A} Q1E | o] Z~of] A 2 517] 93l 1 710k #ef 2k 27221 ISA(AHEAF o] & R H|EHE)E 9]
AU A 5ol = CLI #e] A AFE-2L o] § R A8 TR A 2o A o3k v S & AFE-351o] Cisco ISE €}
IEH o] ol A28 5= QIFH T Cisco ISE AHE-AF Q1E] 7| o] 220f] T & 4] 7|9k A 2o 22 0] = AL-§-2} o]
w2 A o= A s ol A Cisco ISE CLI Q1E 3 o] 2~ QA =5 913 A2 3 CLI ¥ 2] Ak AFE- A /154 <F
U5 Y T Cisco ISE AHE-AL QTE] # o] 220l 2 115 U tlufo] 2 ARR AL A1 744, A, 7|6t 774 848 T
A T AFHH

= EF A0

o] Aol M= -1, vl=/Alue), &5, ofAlole] F4 A AAN(UTC) £+ Al E 3709 2= 428}
o] 4w gt} Cisco ISE CLI2]show timezones ™ & & A& 7153k B E I3 A7 9 528 1A
gy}
%
31 BEE Cisco ISE ==& UTC %5 A M2 A A3t Ao

THO] oy oA AE = HiA, 27, 25 o] HE 27 31 9] B¢
s718k Yy
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Al Z_]'EH 2] & 2]-2 POSIX H+= System V

F A=
6%, v, Ao

System V 3%

PSTSPDT S} & 725 AH&-FH o

= AlZHd

VYUY t} POSIX %= Al 7Y 342 America/Los_Angeles,

o

2

E
=2

i3

iy

o]

it

FE AR ol &

=<

Jo
Al

GMT, GMTO0, GMT-0,

Greenwich Mean Time, UTC

GMT+0, UTC,

Greenwich, Universal,

Zulu

GB British
GB-Eire, Eire Irish

WET Western Europe Time, UTC

CET Central Europe Time, UTC + 1A] 7}
EET Eastern Europe Time, UTC + 2] 7+
H = B v

EST, ESTSEDT

Eastern Standard Time, UTC - 5A] 7+

CST, CST6CDT

Central Standard Time, UTC- 6] 7+

MST, MST7TMDT

Mountain Standard Time, UTC - 7A] 7+

PST, PST8PDT

Pacific Standard Time, UTC - 8A] 7}

HST Hawaiian Standard Time, UTC - 10A] ZF
X735 dw AR
ST

bk EA1 2 AW

SYANZE TFE5F] A < 2 gy o oll: Australia/Currie).

ACT(Australian Capital | Adelaide Brisbane Broken_Hill
Territory)

Canberra Currie Darwin Hobart
Lord Howe Lindeman LHI(Lord Howe Island) | Melbourne
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55

=7kt =AE AR S AR skl 97 93 = e U tH oll: Australia/Currie).

North NSW(New South Wales) | Perth Queensland

South Sydney Tasmania Victoria

West Yancowinna — —
3 8:okrlo} - At

o} A] o}

Aden Almaty Amman Anadyr

Aqtau Aqtobe Ashgabat Ashkhabad

Baghdad Bahrain Baku Bangkok

Beirut Bishkek Brunei Kolkata

Choibalsan Chongqing Columbo Damascus

Dhakar Dili Dubai Dushanbe

Gaza Harbin Hong_Kong Hovd

Irkutsk Istanbul Jakarta Jayapura

Jerusalem Kabul Kamchatka Karachi

Kashgar Katmandu Kuala Lumpur Kuching

Kuwait Krasnoyarsk — —

Fu obAloh BF AR FobAlo}, SifobAlof, HotAlol, ot Aloke] A EFF T

A3 2A] B w7bE A S WA ()R ko] 34 = U th(ell: Asia/Aden).

- g Beb A

« Cisco ISE CLI

H

3} Cisco ISE ¢ &

ofN
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Cisco ISE AF§-AF I E ol o] 2ol 2]l 5skal v 2H4] & =3 e of St
2]

s gol A 5 T E Y Th A gk W8 Cisco ISE 2] AL A A 9] ghol Al 2~ 55 d S 3hxe)
Al }\] e}
B A2

* Cisco ISE A| ~E1S- A stU T}, A o] 1e o] A Zrd ol thal| 4]+ Cisco ISE T A A A = 3
A L.
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4101

VMware 714} # A1 9] ISE A X

« 7P Aol A A DA = ISE 7, 31 Fo]A

o A== VMware H7, 31 3| o] 4]

* VMware vMotion A| ¥, 32 3 o] %]

* Open Virtualization Format A]-¢, 32 ¥ o] %]

« 7P A @ ALEE, 33 Fo]A|

« TP A Blas g s g1, 36 Ho] A

e Cisco ISE € &] 2 %7}, 38 #|o]A|

« 71 Aol Cisco ISE A2 %], 38 3| 0]X]

« F7F S0 A T2YAM 87 © & Cisco ISE VM wlo] Lgo] A, 50 o]

71 o216l 4] %) 915 %] e ISE 7] 5

Ql2}Ql ¥~ 3 === Cisco SNS-3415 % Cisco ISE 3300 Series Appliance®ll 4] 7+ %] 915 1 T}, Cisco
SNS-3495 Series == VMware A1 B Al 2~ glof] A = A Q=] #] eh5Uth 1 9he] BE A A H 93k
VMware 7Hg # 2l o] A 2] g Yt}

2] ¥ = = VMware P A

Cisco ISET Th& VMware A ¥ 2 Seto] A EE A A g
» VMware ESXi, W7 5.x
« VMware vSphere Client 5.x
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. VMware vMotion <] <1

VMware vMotion <] ¢

Cisco ISE+= VMware vMotion 7| 52 A| 4l 2 A3 T2l 7P H Al Q1A' (Y 9 o] H 240 )=
T 2E Zbel o] L o] A g 4= Q)5 Ut VMware vMotion 7|5 ©] A& stE W s 2718 S5

ofF gt
s T 2EZA—VME 2~ E 2] A = SAN(Storage Area Network)©ll 21 o] oF 3}, o] 5 t] <1 VM
S T 2AHT 75 A o] Y= BE VMware S AE | A o] SANO|| A A8 = 9o of gt}

* VMFS 5§ 3-fF—VMware &~ E &= F - VMFS(virtual machine file system) =5 & A}F-8-3f oF

« 7] 7H) E o]t vl A5 A ZA—SANT VMware & ~EE 7|7 E o)y Yl & 32 A5 2 = o
oF gt}

e T2 M A T35 3 E = L2 A A A EE AL oF YT vMotion 2.3 S 95l X2 A
M sdeh iy 2 22 A 2F afoF gt

Open Virtualization Format <]

Cisco ISEi= OVF(Open Virtualization F ormat) £ X913} VM(virtual machine)®l] Cisco ISEE A X] 8} 2L
T8t ol AHE 7153 OVA B E 8 & Al 3 Y th ot OVA ®1 &3S 288 4= ql 5yt

« ISE-1 4 xxx.xxx-eval.ova—Cisco ISES B 7}l A $- o] elZ el S A}&3t}h. W7} gho] Al 2=
Ao 10072 A= AEE 2 Y3}

* [SE-1.4.xxx.xxx-virtual-SNS3415.ova—VMware ©] Z 2} o] 2l ~ A} ko] SNS-3415 o] Z2}o] ¢l 2~
A 7§ o] }lZ 28-S ALE- )

=2 A =
* ISE-1.4 xxx.xxx-virtual-SNS3495.ova—VMware ©] =&} o] 2 2~ A}Fo] SNS-3495 o] Z&}o] el 2o
DAY S ol BERS AL LI,

=2 A=

b2 3204 OVA &3 o of& Hojsyt

OVA 51 =3 v 5.2 CPU

Virtual Eval OVA 4GB RAM 2300MHz( <]l °F §1)
Virtual SNS-3415 OVA 16GB RAM 8000MHz

Virtual SNS-3495 OVA 32GB RAM 16000MHz
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VMware 7} # 21 0] Cisco ISE &= ¢ o] o] Za}o] ¢l ~of =351 4
SNS 3415 % 3495 o] Zg}o] A A9} 728 A| A8 g] A A7} &ty of

X 9: VMware | 2~ A 2~¥) @ - A3t

s 2 A S A8k ¥ Cisco
of

LA FE | FHA T A
CPU AZF F & F0],2.0GHz ©] A
Cisco ISE+= 30| H 2~ Y& A AUt} slo]H 28 w4 o] &8ty AU
H] g4 8} VMware 32~ E°| [SEE A X8 5 95Ut
i slolH P o R A VM A5 o] IE = AT VM o] Zgfo]
A AJQE = 3 w7 vy A= G5 Uth 58 =284 T2 A A
T7hobd Aadt Ee A o] 5 VT SR CPU B ALS FFEoF g
[Bh=
| 2.2 16GBl 4] 32GB RAM
sl= tj3 200GBO) A 2TB t] 23 ~E @ X|(A7) & 7% 2 29 o wha} gabR)
VMiAEHHﬂH*CﬂummMMﬂ%ﬂaEﬂ*ieﬂ%ﬂ%ﬁﬂ%
<Yt} Cisco ISE VMOl A &= %2 50MB ©] 2] 227] & %3 300MB ©| A
o s7] ti 9 Fe] Aoyt &1 g el A 10,000RPM U =5 AR-E-81H
o] A7 A ZS A AFd = d5UT}
il Cisco ISEE 98 714 W41 & A e wf ~E 2| K] 2 ALglol] F-gsl+=
G 7P Y23 E ARE S ok YT E ol e YA E AFEShe] T 2
AFLATALGE TFT A AA T2 O R YT FHES
ol 2 &hA] B8tk 4= 95Uyt
AEZX
=7 . 5} A] 2~ El—VMFS
ZE Ao VMFSE AHE&h= o] S5y U E 2EA ZREE2
ASH A Fgon=z g Al 28 @ {7 AT 5 g5y
5 2~ E 2] X|—SCSI/SAS
o 9] 5 A E 2] X]—iSCSI/SAN
NFS ~E 2] #| A}-82 H43s14] 5y,
Y23 A EE & | Paravirtual(RHEL 64H] E o] 7] A7) I+ LSI Logic Parallel
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Bl vMware ol Zetolai~ 7] A AL

LT AR Ak AT A

NIC 1GB NIC Q18| 5] o] 2~ 3 § (NIC 270 ©]/ ¥7) Cisco ISEx= E1000 2 VMXNET3
o HEE A A
Fa 7]EA R SulE olHE £AE BAsHY] 918 E10005 A € sk A

o] FHFUTH VMXNET3E A ¥ & 79 ESX o ] & thA] w3 3}o] ISE
ol HE =AM 9} B8 ek Aol AT 4= AdFyrh

Shol 3y vl o] %
sho] ko] A « ESXi 5% VMware B A 8.x

« VMware vSphere Client 5.x
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A
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4 o] Zefo] ol 2ol LA o of G

ofEEtoldAE AR PlAans 2T W v AR S 7L

« 7 WAl Blass G olofok S th VM 2l of 2 VMOl A S sk AY WA B A
HAAM = kYT

oM WA AM M| A - EE Ty EE RUEHY = Ao g Fro g 53 4
%%Hﬂv@ﬁﬁﬂaaz]uwmﬂﬁmmm%xAEV\~%&%%%ﬂ%ﬁﬂ%ﬁﬂ
o},

o 7H B A& NIC 1] AN A 470 714 A & 5= QG5 U ) 270 o] 4] NICE & &3+ Aol &5Y
oh F7F A g o] 25 ALE-Ehe] L2t o,RADIUSf&‘r oo M| A~E AU 4= 05y
o},

3 10: 2294 37 ©] VMware ¢ Z}Fo] A 2~ AL
Zgx SNS-3415 SNS-3495
2 A A A= A7 Intel ES-2609 2.4Ghz CPU | 7+ < 27 Intel E5-2609 2.4Ghz
) CPU
% 45.9] ]
% 81°]
| 7.2 16GB 32GB
A A o) A= 27F 600GB 600GB
o] Yl NIC 4x £3% 7] 718 E NIC 4 x =3 7| 7FH] E NIC
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S Fol e TR Y M FE| A VMware A B & A 8 g o] H A% = CiscoISE Y 2~3 & 7HS &

X 11: 8% VMware ©) 2~ 57t

ISE 7] 2 21} HAirvra ¥ A ora y Z2g 43S 94
s s s Eet ArEds

=23 [SE 200GB 2TB 600GB°l A 2TB
24 ISE - #He v 200GB 2TB 250GBell 4| 300GB
A ISE - BB 200GB 2TB 600GBl| 4| 2TB
BALe] A A Au] Ak 200GB 2TB 200GB

A ISE - ¥ B BUH 200GB 2TB 600GBell 4] 2TB
w2 ISE— ], RUHH, A& Auj2 | 200GB 2TB 600GBell 4] 2TB

- _
o A~3 F7FA A
Cisco ISEZ 93 t] 23 37HS AA T v o5 XS 7514 Al 2.
* Cisco ISE 7} WAl 17 o] H ) 2TBS] t] ~ 3 &7kuk 333k 5= gl 51 o},
* Cisco ISE+= VMwareol| A © ¢ t]j =10 A x| 3] of gt}
T gygee 27 BE QT A net Gyt RUHY J2aUr @A45E m e
N VM U 2= F7H 30%E 2 A =2 S U 25,0007 A=FAEZ FAH
oA 1Y °F 1GB2] =17 A g Yt
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g3 =X E 100,0007]7F o] WIEY A6l mj e 2=
AAQEUTE o] g8t A HUEE wro A 380 Eo] 218 A
3t e o Holel & P A Ee) 2 Ak R E R dlo]efu] o] 2ol A
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4 &%= 180GB7}
o 2F4GBO 217}
FUth 38 o] A=
= 2hA 8l of 3 Tk
F7F RO AGLE R 93 VM T 23 33 58 F AFH T 100GB H =2 3 3hE 7t

sk wjwic) 271 A48 0 2 30GB7} 71 = ]:1 Al th A&} & AFabe|| upelt VM T A F A7)
Z2TB7HA|, & 21 A3 A E 614GB7HA 58 = l5Uth

7 W ale] t) 23 375 58 4 $- Cisco ISEZ P18 o] =3 A &= ok H Ut} 7 w21 el A Cisco
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VMware 7} 7 Al of] ISE A %] I

‘il—t—xl EC’% ‘4‘:} 1

AEFQNE 5= 200GB 400GB 600GB 1024GB 2048GB
10,000 126 252 378 645 1,289
20,000 63 126 189 323 645
30,000 42 84 126 215 430
40,000 32 63 95 162 323
50,000 26 51 76 129 258
100,000 13 26 38 65 129
150,000 9 17 26 43 86
200,000 7 13 19 33 65
250,000 6 11 16 26 52

2 1l 2] = 3lo

a 1-— =X é @) Q_}- 1_]_

744 M Alel] Cisco ISES A X 5}7] Aol A x| Lz 1o sl=9o] A AXE S=8)ato] 714 1]
2 7hg st=so] gl AhsE A AFGI vl g v

VMuware 2225 AT A o A 4 i] EEJ%‘—E— 3= T2 3k, VMel ?:%%% CPU s1¢] 4, CPU
e ‘4‘:} ol &gk VMware Fq_hﬁ 7]3/\}~ ISO 7]\ A x] o) 1:!]- b &%HE}

A% 22 aAE AT A4S VMAS AAE SA e, o 714 43 TR aglel Haa 104
< "E‘/]‘jr U2~ 10 A 5o] @Ak Abeko] 1] x| 2] et 79 shwlo] 7 17} LFEA| kA x| =
A& = Q&) o] 83k A% 7= 8oL [SO 7] uF 2 OVA A ] of ok 2] a5 o).

VM % RS 4714 oz (A 7h A A HE 2 AvbE 19 gk 2 Ve v v 2310 4
o] A A

1l O

5 3Hd), Cisco ISE CLI®| 4 show tech-support ™ % 3 A}-8-3}

A A= Cisco ISE A x| oF Hf = A 83t 4= 9] ST} Cisco ISE H-8 || 570l 4] 9]
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Show Tech Support ™8 & =

Show Tech Support ™ & S 4183} =

CLI®l| A show tech-support
b v v gk = 9o

ise-vml23/admin# show tech
Measuring disk IO performance

R R R R R R R I R I b b E E h h E E E b b E b h b b bk i i

Average I/0 bandwidth writing to disk device: 48 MB/second

Average I/0 bandwidth reading from disk device: 193 MB/second

WARNING: VM I/O PERFORMANCE TESTS FAILED!

WARNING: The bandwidth writing to disk must be at least 50 MB/second,
WARNING: and bandwidth reading from disk must be at least 300 MB/second.
WARNING: This VM should not be used for production use until disk
WARNING: performance issue is addressed.

Disk I/O bandwidth filesystem test, writing 300 MB to /opt:

314572800 bytes (315 MB) copied, 7.81502 s, 40.3 MB/s

Disk I/0 bandwidth filesystem read test, reading 300 MB from /opt:
314572800 bytes (315 MB) copied, 0.416897 s, 755 MB/s

begin "disk IO perf"

Cisco ISE 5-E w570l A 7} Al 8] &2~ 3ol

Cisco ISE A x| o} H7| 2 5.8 w5l A 7} w4l glAaxE
CLI 7] 52 th 3} 2ol vepd v

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 1.4.0.205

et
rO
et
-
%2
ojy
L
v

Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.
CLI 59 v i7ol A 3 == 42 ¢ & 8ko] System Utilities 77 = ©] 53 o},
Cisco ISE System Utilities Menu

Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
[3] System Erase

[4] Install Media Check

[g] Exit and reload

Enter option and press <Enter>
22 9lEate] VM 8] a2 Flg )t 2ol 28 g
* Kk Kk Kk Kk

*x%*x*x Virtual Machine host detected:

*x**x* Hard disk(s) total size detected: 322 Gigabyte
***** Physical RAM size detected: 40443664 Kbytes
*x*x*xx Number of network interfaces detected: 1

*x*x%x* Number of CPU cores: 2

***x*%*x CPU Mhz: 2300.00

**x*%* Verifying CPU requirement-
**xxx* Verifying RAM requirement-:
**x*%*x Writing disk partition table-
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. Cisco ISE H & 2~ H 7}

Cisco ISE & 2]~ g 7}
Cisco ISE 3 7} 4232 E 9| o (R-ISE-EVAL-K9=)5 ¥ 2. & ¥ Cisco o] 7H+E | H+= 3¢l Cisco A g 3}
EY] o5t Al &
Cisco ISE 19| “12]| o] & 37} A 2=Rllo M A2 efol il g S92
oldstHH v 2 dE o gt
« H7} B A o] Ay wo] AL Mg

PR VMO B8 o v Frbe] hEA] AT AAF WG TH 27 D I
4N A AL

A A =F oz rho] 1Y

Sin)

rr‘

CEREH TE ol MAE

« ZR2YM Al 2~Fof AT o] S

X
o
i
F

%
. HILE YA = VMware A B ol A 2 43 200GB2] &= vl A2 ddeof gyt o Be S
o] ALEAE A YPehE 2 YA 37 © 2 VMware A H & ©] & 79 Cisco ISE A A& A% F
A Y2z Az EE 2 oldo® (HY 329 2TBE d A &) vhAl -4 3l oF syt
A1 a14ﬂ
Hr EA o7 VM &7 ALkl 2 ghel %] 5] = VMware VM| Cisco ISES A %] 8t 4= gl5 Ut}
Cisco ISEe H7re of vMoll o] A& 23 338 T o, 9 A 200GB ©]/3e] vl A F
7HE ddafoF gyt
A1 http://www.cisco.com/go/ise 2 ©] 5 &Lt} o] & Tl NA| 23} H F 8 3 Cisco.com Z L8 AF A7} gl o] oF
EaRi=g

oA 2 Download Software for this ProductZ &2 g1t}
o] A Ego] o]n]| 2] =90 B 7t o] Al a7 AR H FE| 2 Al 2 X 2 27] Au] 1ge] o] ¢k
25 =A] 2 E (Cisco ISE A B AE HAEE 4 95U

714 # Aol Cisco ISE 2 X

W 5 SR VM Cisco ISES A X & = 215 Y . Cisco ISEOVA &3 & U2 =384l

* OVA H =35 AFE-31o] 714 419 Cisco ISE 75, 39 3] 0] 4]
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6(64H] E) & A7 = of of gy}

* Red Hat Enterprise Linux 61 4] 7] & NIC -3 2 VMXNET3 Adapter$] Y t}. Cisco ISE 7} ¥ Al
o i 47] 2] NICE F7}& 4= AA 7E

S , LENICO FY 3t o] HE & A Bl a) of gLt} Cisco ISE
= E1000 AdapterS A 93T},

Y

By
=

71 Y EY = =elo] B(VMXNET3)E U EY I o HE 2 e g
o] E w=g S &<1g 1t} Cisco ISE GigabitEthernet 0 Q1 7| o] 2~
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Support clustering features such as Fault Tolerance <21 ¢+
3F FAS e Next® 2 g e,

A 2 A E = VMware A 2~ 819 4] Al 5- 218} = Name, Guest OS, CPUs, Memory, Disk Size 5= 213+
o} 1 32 o5 Zofok Yt

* Guest OS—Red Hat Enterprise Linux 6 (64-bit)
* CPUs—4
* Memory—16GB =+ 16384MB
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VMware S0 A Eof] 2 12138t}
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Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 1.4.0.205

Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.

boot: 2

Loading vmlinuz......

Loading Initrd.img. ...ttt ittt it et e e e e ready.

Initializing cgroup subsys cpuset

Initializing cgroup subsys cpu

Linux version 2.6.32-431.e16.x86 64 (mockbuild@x86-023.build.eng.bos.redhat.com) (gcc version 4.4.7
20120313 (Red Hat 4.4.7-4) (GCC) ) #1 SMP Sun Nov 10 22:19:54 EST 2013

HUH R 7|HE XES AYsAY & XES A8t 27 A4S 3T + dFHh
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Yy}
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A1 Cisco ISE o] Z2}o] o 2 A F-8l o] 2+ 5 % Cisco ISE ¢] Z2}o] o 2~ 2}2] SSH(Secure Shell) A2 A A 3}17] 9
e} PuTTY ¢} Zo] A &= = l%—% Ao

A 2 Host Name(®=+ IP Address) o] T2E o]F(EE HoZ 7 EH 1034 822l Cisco ISE ¢ &2}o] 129
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0] oFa s} o Fe I

ise-vml23/admin# show application version ise

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue Mar 3 19:31:27 2015
Install Date : Tue Mar 3 21:06:31 2015

7 6 Cisco ISE X 2 A 2~ 2] A E] S &1} 2 Hshow application status ise = <] 2 5} 1L EnterS 75 1 T}
Z&o| ofef e} o] e Th

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 3638
Database Server running 45 PROCESSES

Cisco Identify Services Engine Release 1.4 3} =] o] A %] A ™ A|
|


http://www.cisco.com/public/sw-center/index.shtml
http://www.cisco.com/public/sw-center/index.shtml

CEEE T
|

VMware Tools 2 3] 2-¢]

Application Server running 5992
Profiler Database running 4483
AD Connector running 6401
M&T Session Database running 2313
M&T Log Collector running 6247
M&T Log Processor running 6274
Certificate Authority Service running 6213
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
Identity Mapping Service disabled

VMware Tools A %] &9l

vSphere Client2] Summary 5 = A}-8-3} ] VMWare Tools 4 %] &}91
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= [ virhost10 vym36

s vm33 .

£ vma Getting Started . ST Resource Allocation . Performance . Events'. Console " Permissions

s vm3s i c

g =y General i | Resources
Guest O5: Eedﬂét Enterpeice Linux 5 (32-bit) Consumed Host CPU:
¥l erslon; ! Consumed Host Memory:
CPL: l;;p;g Active Guest Memary:
Memory: 4

Memory Overhead: 126,83 MB

é./, Provisioned Storage:
Wihware Tools: oK Hot-chared Storage:

1P Addresses: 10101010 e al Used Storage:
DNS Mame: VT3 Dustastore
Stake: Powered On @ dski
Host: vmih&, dsco.c, sco.com = =
Active Tasks:
s Network T
Commands ! B VM Network E

Il 5hut Down Guest
Ju Suspend
@ Restart Guest

&9 EdR Settings
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VMware Tools7} A %] & 21 =%] <13} Hshow inventory
NIC EgtolH] AR & Yd Ijr VMware Tools7} A 2] & 7}
2}o] ¥ 7} Driver Descr 2 =] Y& 5 U},

vm36/admin# show inventory

NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9, VID: V01 , SN: 8JDCBLIDLJA

Total RAM Memory: 4016564 kB

CPU Core Count: 1

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5504 @ 2.00GHz
Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 64.40 GB

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders
NIC Count: 1

NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:BA:C7:82

NIC O: Driver Descr: VMware Virtual Ethernet driver

(*) Hard Disk Count may be Logical.

vm36/admin#

CCER!

= T

VMware Tools & 18| o] = X ¢

Cisco ISE ISO o] W] A (& ¥},  z1e| o] =, 3| A])ol| = #] ¥ ¥] = VMware Tools7} 3§} 5] o

VMware Client AF-&2} Q1B H| o] ~ & SH VMware ToolsE ¢ 18| 0] =3l A

o) 2=
O]

slo

= U

.
2 Cisco ISES A %] €1

o T AFYT o] HH 2
W Al of] A VMware Virtual Ethernet =

2] &5l VMware ToolsS T l’iﬁ Mo 2 gy ol=slH = 4% Al H A2 Cisco ISE(Y 5,

Adaelol=, o4 e 2B Eal Lellol=ahd Fur),

e rER S A EA

DVDE AHE-3she] SIIAY &40 Rl s A4 7

A 2a}7] ol

Cisco ISE 2 E ¢]o] DVDE AF-&3}9] Cisco ISE o] Zgto]| A A2 A 2+t off 4| =

et 2o 7 B 248 FoFFAA S

« B u)d A1 7} exec . % A2 A F Cisco ISE o] Z2fo] ol o) 2 Z£5 3
]

Ol E no execo. 2 AAFHKVM A 2 #e & AAS AFL3F 5= 9)

>
W

» Cisco ISE ©] & 2}o] 91 2~ 9} KVM(keyboard and video monitor) 174 o] A 4 &

KVM E = VMware vSphere S 2}o] A E 2% <14).
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A1
oA 2

oA 3

A 4

A5
) 6
oA 7

DVDS AH8-3Fe] SIgIAY &4 Rl s A4 A

« Cisco ISE o] Z&}o] ol ~9}o] 21 &4 o Ao A A H o] 9l

Cisco ISE o] Zg}o] ol ~ 0] AL o] AA 9lojof &t}
Cisco ISE 23X E ¢Jo] DVDE AFl st}
ol & 5o Cisco ISE 3415 & Tha2h 22 WA A7k A g Y o

Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 1.4.0.205

Available boot options:

[1] Cisco ISE Installation (Keyboard/Monitor)
[2] Cisco ISE Installation (Serial Console)
[3] System Utilities (Keyboard/Monitor)

[4] System Utilities (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.

ol Zetold29te] KVM A 25 A8t AJ 48] LEZEA 35, 24 A4 &

W42 dH g
1SO el €] w377} obeh ot o] EAH LIk,

Cisco ISE System Utilities Menu
Available System Utilities:

[1] Recover administrator password
[2] Virtual Machine Resource Check
[3] System Erase

[4] Install Media Check

[g] Exit and reload

Enter option and press <Enter>
wel v s g HyekE v 18 9T
2~ [}
off th&3t 2ol FAIE Y
Admin username:
[1] :admin
[2] :admin2
[3] :admin3
[4] :admind
Enter number of admin for password recovery:2
Password:
Verify password:
Save change and reboot? [Y/N]:

AW EE A A & R ALEAe slEete MEE 98
A s S gl sta sl gt
YE Qeste] WA A are A4 g
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#ex g wendns 44 [

HE A el e v E e A H

Aeds AR LN s s 9 nkA) Y
kol A} 7] gk 5Pt

v} A & ol whg} Cisco ISE CLIC A application reset-passwd ise ™ & = AF-&-3}o] o] 2} AF-g-=} 91
B o~ HAASE QAT UL o] = FE| A2 CLIH| UM S o = {50_%_7_ 2] ers1 . #a) 2
AR EE AT o AN AFA L FA st I A AR flo] 2% 5 9

sUH.

Cisco ISE®]| 4] &= Monitor > Reports > Catalog > Server Instance > Server Instance > Server
Administrator Logins X 1140l 271 NEZ] & F7}staL, w22 DY vLH S & A AT w7}
1 @YADY JSAE LA TEEY

m
B

Ha ARE A st AJNA AAE = 5y

e

SA1 AR 2% cLel A 2sm e gE
application reset-passwd iseadministrator ID

A 2 o] ZE]AF D AFE-E E o] o] FHjEHE e} ohE A BT

il
N
o
ol
o
K
1o
rO
=
i
o

Enter new password:

Confirm new password:

Password reset successfully

o,

Cisco ISE Appliance ] IP 52~

A1 Cisco ISE CLI®| 21213t}
@2 o s gy
a) configure terminal

b) interface GigabitEthernet 0
c) ip address new_ip_address new_subnet_mask

IP 72 Wl gk W A4 7 AU ey S 9 g B nl 5 Shee] thehduct,
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ise-13-infra-2/admin (config-GigabitEthernet)# ip address a.b.c.d 255.255.255.0
% Changing the IP address might cause ISE services to restart
Continue with IP address change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE pxGrid processes...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE Identity Mapping Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Cisco ISEC A A| 281E TA] AJZ}8tets= wI A4S A S T

BA3 2ERY E QYste] AlAgE Al AR,

AR H dadel= 7= 1Y

Cisco ISE®| A<= Cisco ISE B&] 2= 9 #j x| o] A X, d1go] =, AA AT ALS & 5 A5
CLI(Command Line Interface) ™ & & #|-33U t}. show version history ™ ¥ 2 T3 Al 4 2188 A&

Gyt
* Date— %] == A A 7F 3 H Eakek A E
* Application—Cisco ISE o} 2] 7 o] A
* Version—"3 2| E| A A Al A E WA
* Action—"2 2], Al A, 3§ 2] A A] HE= 9 2] Al A

* Bundle Filename—"3 2| | A A} Al A H HE9] o] &
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A1
o7 2

SNS-3415 Appliance<] RAID 7% [

* Repository—" %] ¥ Cisco ISE o] Z&] Al o] Wl E0o] AW 2 ZAEL] A A = el = =] 54
t}.

Cisco ISE CLI®| 21218t}
o

show version history ™ & S ¢]
th&3} 2ol Z U},

Positron/admin# Show version history
Install Date: Tue Mar 03 20:25:58 UTC 2015
Application: ise

Version: 1.4.0.205

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos

SNS-3415 Appliance©l RAID -3

A1
A 2
oA 3
A 4
7 5

7] 6

oA 7
oA 8

A9
A1 10
AN

SNS-3415 o] Zg}o] 1 220 A Cisco ISEE A ] 3} 7] A of] 4='5 © & RAID(Redundant Array of Independent
Disks)E T/ &l oF §H ot

Ctrl + Alt+ DelE =¥ o] Zeto] A =5 A HE o

Ctrl+M= =] LSI Software RAID Configuration ™72 A 2H& Ut
Management |7l 4] ConfigureE 1 ¥ 3t}

Clear Configuration< /1 &3} 31 4 & A}e}S gkl gty o),

Easy Configuration< 2 8] 3t T},

READY @l o] & 9] &A7F vy .

o] 2 ukE Fe] BES A9y

& o] & ©] ONLIN A00-xx = v} L T},

F10& =8 2855 788k 5ol 2 ukE = ofdlo] & AE Yt
F10& =2 ojglol & T4 dyth

7](557.8GB) % RAID 0= X33 =& o] B & A8 3t= 4 x7F vrepdy o
SHAF 3R 718 AF8-31S] Accept® ©] 5 31al EnterE 75 Yt

Escape 7] & “F231 73] 1 o] A& A A3,

Escape 71 & Al ¥l w8 ZE vlwE 53 YTH

ol ZetoldAE A N-Estet WA A 7F vEbE U o
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I cimc= 1851 o] SNS-3495 Appliancell RAID -4

GA12 o] EFete|AdAE AFE UL
©7A13 Cisco ISEE A3k 31 o] Eebo] Al 25 AW & Th& F6E 2] Boot Order W75 A 4tk
@714  Embedded SCU RAIDS A& &}o] sl = t] A =0 A e ).

CIMC= A}-83} o] SNS-3495 Appliance©l RAID 173

Cisco ISEE A %] 5} 7] A o] CIMCE AF-8-3Fo] RAID(Redundant Array of Independent Disk)E -7 3l ©F
ot
X317 Aol

SNS-3495 Applianceol] 4] RAIDE -4 8™ W A CIMCE A 3l oF gt} % Cisco Integrated
Management Controller -4, 21 #| ©]#]

A1 CIMC A}-&-%} Q1E] 5] o] 2~ 0l A Server > BIOS > Configure BIOS ParameterS /1 &) 311 T}

A 2 Advanced 8}S- =¥ 31T} Onboard Storage % < ©| 4] Onboard SCU Storage Support + %1 2 Enabled 2 2 %
Esi=g

w7 3 Save ChangesE =¥ Ut} o} WA A 7} Ve E Y T

Reboot Host Immediately option is not selected. BIOS settings will be applied only on next host
reboot. Continue?

w7 4 YesE 2= gt

A5 Server > Summary > Power Cycle ServerS A 8| 31U T},

o7 6 OKE &3t}

A7 Server > Summary > Launch KVM Console2 41 8] g1 T},
KVM(kernal-based virtual machine) =< 3} o] e Th

Cisco Identify Services Engine Release 1.4 5} = ¢]| o] A %] A7 A
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A1
oA 2

| 22544
RENCRAESTE S I |
7] 8 Server > Summary > Power Cycle Servers 1 8] 31t}
gAe  RE Fol CultHE =2] WebBIOSO!| o4 A 231t}
GAI10 KVM WebBIOS®ll A StartE & 3 T}
@711 BIOS Config Utility Physical Configuration 7| 4] Configuration Wizard & =2 3t T}
@712 Add ConfigurationS 22 3}31 Nexts 28 Ut}
@713 Automatic ConfigurationS S 2] 31 T},
7114 Redundancy =5 U2 559 4] Redundancy When Possible 518 4 B3} 31 NextE 22 g T}
GAI15 YesE St Ay o] dS AT
SAI16 YesE FE st Al 7 =dtol BE 7Skt
TGAI17  Set Boot Drive= &8 3l3l GoS 8 3t}
@718 HomeS =¥ U]
GAI19  ExitE SY3YY
GA20 YesE Y3
dA21 AWE AFEF U
©722  Inventory > Storage > Virtual Drive InfoE 21 ¥ 91 T} A & 5715 714} =2}o] B.7} Virtual Drive info $ ol Y+

) =A FAF

35} Cisco ISE o] Z2}o] o1~ = VMO B E A B E b3 A1 & 4= &Y
Al 228l X §-7] & &3l Cisco ISES 4] NIST Special Publication 800-88 H 0] E] 214 &5

A 2k817) 1o

Cisco ISE &2 Z E ¢]o] DVDE AF-£3}9] Cisco ISE o] Z2fol A A S A ZHet v A4S o7 4= gl
oy 2o oA oe 24 Aol FAA Q.

QAR Y

« Bju)d A1 7} exec &2 A H CiscoISE o] Z o] ol o) A& 248 5
Ol 5 noexecQ 2 AAGTHKVM 94 2 g Z& AZ S AEE 49l

* Cisco ISE ©] Z2}o] o1 2~ 9} KVM(keyboard and video monitor) 14 o] A4 4 &
KVM %= VMware vSphere = 2}o] A E T4 o1 4),

* Cisco ISE o] &efold =9te] A4 & ddo] A o] syt

Cisco ISE o] Zgho]d 2] A o] A= glofof g},
Cisco ISE &~ E ¢]lo] DVDE A gy o,
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& 5] Cisco ISE 3415 &0l th53 22 WA A7} A g Yt
Welcome to the Cisco Identity Services Engine Installer
Cisco ISE Version: 1.4.0.205

Available boot options:

] Cisco ISE Installation (Keyboard/Monitor)
] Cisco ISE Installation (Serial Console)
] System Utilities (Keyboard/Monitor)

] System Utilities (Serial Console)

<Enter> Boot existing OS from hard disk.

Enter boot option and press <Enter>.

YA3 o Tebololshel KVM AAS AR A A8 SR EA] 32, 24 4 24 EE A2 AL§3H
W42 e gy,
150 # &2 €] w377} okels) o] A ek,

Cisco ISE System Utilities Menu
Available System Utilities:

Recover administrator password
Virtual Machine Resource Check

Install Media Check

[1]

[2]

[3] System Erase
[4]

[g] Exit and reload

Enter option and press <Enter>
7 4 38 fdEstq AlaE X471 S g
#&o] thga o] EAH YL
Xk ko kK K K K WARNTING Xk ko Kk K K K K

YOU ARE ABOUT TO PERFORM A SYSTEM ERASE. THIS ACTION WILL DELETE ALL
CONTENT OF THE HARD DISK BY WRITING A SEQUENCE OF RANDOM BYTES, FOLLOWED
BY ZEROS DIRECTLY TO THE HARD DISK DEVICE.

ARE YOU SURE YOU WANT TO PROCEED? [Y/N] Y
A 5 YE 98
ZEA e AaE A RY
THIS IS YOUR LAST CHANGE TO ABORT. PROCEED WITH SYSTEM ERASE? [Y/N] Y
= o 2~ F S
9A6 VS QEstel A2Y A5 FPFUT
Tl thg3} o] BAHYT
Deleting system disk, please wait--
Writing random data to all sectors of disk device (/dev/sda)*
Writing zeros to all sectors of disk device (/dev/sda)

Completed! System is now erased.
Press <Enter> to reboot.

A28 A]9-7] 5 7 v o] o] AL E AARS- 8k W Cisco ISEDVDE AFS-aFo] Al AF)S F-E6kal 5
E vliroll A A 5dS desfof .
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Cisco SNS-3400 Series ~] 1] A}k

o Al G AN, 75 H o)A

. 87 AL, 75 oA

. AL AL, 76 oA

A 917 Abe

3 15: Cisco SNS-3400 Series /1 7] 2] 2] A}oF

il

s

Ao

e

v}

o

1.7?91%](4.3cm)

1)

16.9%1 %] (42.9cm)

)

o]

28.5Q1%](72.4cm)

A

= 25 A

35.69-=(16.1Kg)

273 Ap

3 16: Cisco SNS-3400 Series ~| V] 3+7 A}k

g Ap
e 2E 5-40°C (41 - 104°F)(3 % 315 305m% 1°CH) ] o

2% )
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Cisco SNS-3400 Series A ¥ A}k

2
e

A9

>
-
o2

EE A
o W R -40 ~ 149°F(-40 ~ 65°C)

10 to 90 percent

ARS8 0 - 10,0003 E
AR 0 - 40,0003 E
S &8 A 7S 54,1S07779 LwAd(Bels) | 54
23°C(73°F) 2% A

3 =9 A7} =4, 1S07779 LpAm(dBA) | 37

23°C(73°F) 2% A

() S 1L =
ALY F5 FA
A
FaL Cisco UCS A8 7471 & AHE-8ho] A &3k Mw] Ao e o] ol thgt 74 29l A= ARE o
< T AHFYTH
)
Fa o Aol A oY Y FF A FHS EFSHA vHAA L T AL T G A BT 450W o] oF
=3
3t 17: Cisco SNS-3400 Series A1 4509+ E 91 &5 “FX] AL
A ALF
AC 98 A4 A 9] 100VACe] A 120VAC 3LH 91: 200VAC ] A
240VAC
AC 19 T3t 9] 47HzOl A 63Hz(H, S0HZ A 60Hz 3-3)
AC 2H31 48 A 7873 7 H) 6.0A 3] =L(100VAC) 3.0A 3] =L(208VAC)
A T3 A HAd =9 45091 E
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https://express.salire.com/Modules/Analyses/Edit/Analysis.aspx

I Cisco SNS-3400 Series A ¥ A}9F

6509 A9 23 45 I

=h Abk
A T A =9 A A= 12vDe

6509+ E A Y &3 A

[N

P Cisco UCS A2 A48 AF8-ale] A8k An] Aselo] Aol g TAA A A

2 5 Aok

it

[e3]
=4

Y

[N

Aulol A o] A o5 A FES EFA rHA L T A e

o},

o
£l

it}

o

A BF 650We] oF gh

Xt 18: Cisco SNS-3400 Series ~| ¥ 65021 E 9 &5 &X] AL

chel ALF

AC e A9 90VACOI| A 264VAC(AHA] HH 21, 180VACA A 264VAC
33)

AC 19 S35 H 9): 47HzN A 63Hz(HH, S0HZzo A 60Hz ¥ %)

AC 2FQ1 48 7873 7 H) 7.6 A 3] Z(100VAC) 3.65 A 3] =L(208VAC)

AL T3 A HAd =9 6509} E

A T AA =9 Ak F 71 12VvDC
7] A2 12VvDC
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Cisco SNS-3400 Series A ¥ A}k I

B esosi= A9 25 3R
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Cisco SNS-3400 Series Appliance >~ E =

* Cisco ISE {1322}, 79 3 o]~

* Cisco ISE #&] == X E, 81 #|o]A|

* Cisco ISE X HH ¥ == &, 82 o] 4]

* Cisco ISE A& Mu]| 2~ == ¥ E 84 7oA
« Rl EAA E XE] RT7 H o)A

* Cisco ISE pxGrid Service £ E, 89 ¥ o] %]

* OCSP 2L CRLAJH] = £ E, 89 #[0]X]

Cisco ISE ¢1 32 g}

o] F-Z-of A= Cisco ISEO A €] - off Z2] Al o] A 4 t]n}o ]/\9}4 ANEZHE L F G210 AFE-3H=
TCP % User Datagram Protocol UDP X E & YA 3t} o] 5o YdH Cisco ISE LE+= dld W
st o A A& AJE|ofoF )

Cisco ISE HIE 9] Aol A Au| 25 742 o) v AFE 7198t

¢ Cisco ISE 2] = 7] 7| E o] Yl 0 0.2 A ghg LT},

E>‘

A Q..

* RADIUS+= X NIC(Network Interface Card)oll A =213t}

«RENICEIP 42 AT F d&5YT)
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Cisco SNS-3400 Series Appliance £ E

Cisco ISE 913

e v s

e - AsnrvEpny
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A
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Cisco SNS-3400 Series Appliance ZE 3=

Cisco ISE ¥ 2] ==

-
X E

Cisco ISE #42] == X E

Cisco ISE Service

Z|7FH E o]t Ul 02] X E

717HA E oY
1o £ &

717H E oy Yl

29 X E

717H E o]
3o £ E

e

« HTTP: TCP/80,
HTTPS:

TCP/443(TCP/80°]
TCP/443 2.2 & T] Y]
A, =7h

* SSH A H]: TCP/22

« 9] 5 RESTful A H] 2=
(ERS) REST API:
TCP/9060

« TCP:9002(Z+2] GUI®|

SES XL

AEREE )

=)
£

AN E2A =
=7t e dHEa
UE A dskA &
ong FE Q)Y
4430 A A 2
sleut

FE 80 B 4432

el g o=
ojd& A st

ZEA o R a4

sh5of QU

)
£l

Cisco ISEO A & F- 01Z A& Ao R = o} 2-ul2
= B @] AH8A QlE S| 0] 2 1 F):

« LDAP: TCP/389, 3268, UDP/389
« SMB: TCP/445

« KDC: TCP/88, UDP/88

« KPASS: TCP/464

3l Cisco ISE®) t) 3 HTTPS % SSH M A~ &=
7178 E ol gl 0o 2 A gk Yt}

54 R 57135

« HTTPS(SOAP):
TCP/443

« tloly 57|35 Al
(JGroups):
TCP/12001(Z = H)

SNMP # 2]: UDP/161
E]

o

o] X E+= gh5-E Ho] &l whe} Eeby
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Cisco SNS-3400 Series Appliance 2 E 3=

CiscoISEEUEYH == ¥ E

Cisco ISE Service

7178 E ol Wl 02] £ E | 7|7 E o] | 7|7 E o]y Yl | 7] 7} E o]y

27 (ohsrhe )

U1 X E 2°] X E J3 X E
- Syslog: UDP/20514, TCP/1468
« Secure Syslog: TCP/6514
Fu R EEE AR 272 98 T4 FeHY

* SNMP E : UDP/162

YR ID A~ g
Az (oF ke E)

o T AF AR A QB H o] & Bl QIEAERIE <

o|N

=
o LDAP: TCP/389, 3268, UDP/389
o SMB: TCP/445
o KDC: TCP/88, UDP/88
o KPASS: TCP/464

« NTP: UDP/123
« DNS: UDP/53, TCP/53

i 7)7H E ol Yl 0o] opd QIE H o] 2 & Fal| ATk
S AH| 20 A9 uA HARE G

A=E AA 5 olv|d &7l SMTP: TCP/25

CiscoISE XU EH Y == X E

Cisco ISE Service | 7] 7[H] E o]l 0

7]
o XE °]

7)7h] = o 9l 2

o xE

7)7h] = o 9 3

o xE

e « HTTP:
TCP/80,
HTTPS:

TCP/443

* SSH A H]:
TCP/22
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Cisco SNS-3400 Series Appliance ZE 3=

CiscolSEZ e E =25 [

Cisco ISE Service

717k = o] YL 0| 7] 7ha] = o] e ul 1 | 7] 7hu] = o] ¥l 2

o] T E o] X E o] T E
S XE o] X E o XE

7)7hu] = o] Y 3

o ¥E

A R 5713

Oracle DB Listener: | Oracle DB Listener:
« HTTPS(SOAP): TCP/1521 TCP
TCP/443 CP/ CP/1521

« Oracle DB
Listener:
TCP/1521

« dlo]® 571
S}/ A
(JGroups):
TCP/12001(=
24)

Oracle DB Listener:
TCP/1521

SNMP(Simple Network Management Protocol): UDP/161

Fa o ZEL Bh9-E o] o] uheh epgy
o}

« Syslog: UDP/20514, TCP/1468
« Secure Syslog: TCP/6514

3w B EEE IR 23S 98 T FsEy
o}
« SMTP: TCP/25

* SNMP E =: UDP/162

R ID A~ P
2O HREE)

P R ALEA QB0 2 W IE EAE Q)

N

il
o LDAP: TCP/389, 3268, UDP/389
o SMB: TCP/445

o KDC: TCP/88, UDP/88

o KPASS: TCP/464

« NTP: UDP/123
« DNS: UDP/53, TCP/53

#3 7)7hE ol E L 00] obdl SlE] s o] 25 ) Ak

S

— o fus
g s F- uy ARE A9 AT
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Cisco SNS-3400 Series Appliance 2 E 3=

CiscoISE 3 AH| A~ = X E

Cisco ISE 4 3 Mp]| A~ & X E

Cisco ISE Service

7)74H] £ o] Yl 0]

X E

7]71H E o] Yl

o] XE

717 E o] 2

JXE

7|7 E o] Yl 3

JXE

el « HTTP: TCP/80,

HTTPS:
TCP/443

* SSH A H:
TCP/22

« OCSP:
TCP/2560

Cisco ISE T =
Z]7FR E o]t Ul 0
o =2 Aty

Cisco ISE #d] &=
717}H E ol Yl 0
° 2 Algkg Yyt

Cisco ISE T =
Z17Ha E o] E Ul 0

o2 AHY

« HTTPS(SOAP):
TCP/443

- dlo]¥ 5713l
5 A (JGroups):
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