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http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_command_reference_list.html
http://www.cisco.com/en/US/products/ps11640/prod_troubleshooting_guides_list.html
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html
http://www.cisco.com/en/US/products/ps11640/products_documentation_roadmaps_list.html
http://www.cisco.com/go/ise
http://www.cisco.com/en/US/products/ps11640/tsd_products_support_series_home.html

Tt EXHE

TR HNY 55 5B 1] SCRY P BEHEAL T http://www.cisco.com LA AL E :

Cisco ISE
http://www.cisco.com/en/US/products/ps11640/prod_installation_guides_list.html

Cisco Secure ACS
http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html

Cisco NAC %%
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html

Cisco NAC 7 Hr 4%
http://www.cisco.com/en/US/products/ps8464/tsd_products_support_series_home.html

Cisco NAC Vi& Ik 554
http://www.cisco.com/en/US/products/ps10160/tsd_products_support_series_home.html

KRB SRR AR 515>

RTAIERIBOCRS . $EAE M 518 KRR IAE B E R, S WA R dn X3,
IR S T BT B ABT IR AR SCRS SR AL T

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

i1d Really Simple Syndication (RSS) 5 1177 2T Bl ELAL ™ iy A7 & %7, FHIR N 28438 5 e 152 2 . FH
B RIEBVE R . RSS R — I ks, BAHHFISCHRE RSS 2.0 A,

| oL-26134-01
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http://www.cisco.com/en/US/products/ps9911/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps6128/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps8464/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps10160/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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fif

5475 REST API &4y

I 4% REST APL, &8 0] DI A 25 b (1) 42 10 SRR R 8 T2 1E M S EE . S1EmE
SCAREVT )BTRS A 5 AR S BT R R 2 IR RS ]

Cisco ISE A 1.4 SCHRFLLT Hi4% REST API 2671
o SIREH
o WREARR
o BRI (CoA)

T A SRR AR R M 12 iy 60 T M A% 20 (A R A5 2 . IR (0 2 Cisco ISE WA 1.4 #%%
t, WA DT ARSI Z — AR IR W AR “ M A7 i Cisco
ISE 11 s M FE S €

ARAT A X SE R £ Cisco ISE e 1 S ik 55 A (AR SC£5 2 10 S0l B &7 AL 8% . A 9K Ciisco
ISE W i MA CHITEAE R, ES W R GRS 5 FEHZIER, KA1 4.

I % REST APL A, S DLA SR W PNV B A7 i 7 10X 248 i B 28 S A i - 2 13h F) B S
A5 R T DU M55 v ) A5 R .

BT A 0 2 T 23 18 ) S {5 B AT H Bh IS T % Cisco ISE S8 4TI L, B BY T2 W1 & Bl Bl i) . 1X
SEA5 DR T H T AT RERC N P AR I A S DL WSS BT VAT SRR . W 1-1 P, R
REST API i I H U5 i) #4515 i LL A A R AF B AE Cisco ISE #5222 1 ) F 25 B

Cisco ISE FitA 1.2 [+ REST API 2.5, A IR A #) URL B2 W 2 . 154 F Cisco
ISE it A& 1.4 191545 REST API.

| oL-26134-01
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#1585 RESTAPI AT |

N %irkEss

&1-1 DI E AR LHE REST API i5/H
Browser-based

client
Cisco ISE Deployment

0

q E“ ,,«”_

Vs I -
‘ Remote java
= W I .
‘\)ﬁ‘ ser(\a/Zr &E—ST-LS) slent
Adminstration SN | APls B
persona \ag ; 4

. —
4 —
Monitoring
persona RS PHP-based
\.

7~ -l

Policy service
persona

A

310131

WIEE T R

EFTE
T8 TR EMNE RIS SR AR, AR A BT APL R .

~
FE O N AL REST API, &5 F B UL IE R Cisco ISE #H4T B r 56 4IE .

HB\1  1E Cisco ISE R & N NA UM EFEIUE (HP LM , )5 A Login.
RGUK 7R Cisco ISE #5 il [ AR AV - F41Hi
$%,2 % Authorization > System > Deployment.
444 .7~ Deployment Nodes LTI, A 41 t ATl 8 09 B S B0 E 15
#8331t Deployment Nodes UL [fI [ Roles #1l, 56 F &% W 4% 19 H A5 17 i B0 o2 S AE NI4T gl .

S 09 API 3

NRAAAE 1) APL VR B I 524t APT U8 F A% =X 7 91«

o 11 (1370 -EXHTREEHENK APLIHH .

o K12 (5 1-6 1) - & HTHFEHEER I APL A .

o K 1-3 (55 1-770) -5 CoA APLAH.

U RS — M gm FE B2 1% Cisco ISE SCHEI M #S REST APL AT Sy 301F, &7 ELald i T
REST )% Fufi, F T#r# Cisco ISE 5 H 4 rE TH. )5, A I REST %& /7 iiXf Cisco

ISE ¥i4% REST API #H47T G4 364E, [ M55 A EHIEREAE APLiE R, A5 HUH £H%E APT Wi v 5
BHALS R T E,

BRSRRESIE API 2S£/, A 14 |
[ 12 | 0L-26134-01




| #1%F U5#% REST API fEj4Y

i arER A

# 11 Cisco ISE 215 &7 API 15/

API P 25 BEEAFRA

ST

ActiveCount 91 137 3 2 O B R
https://<ISEhost>/admin/APl/mnt/Session/ActiveCount

PostureCount 1) HUR A £ 4 0 B

https://<ISEhost>/admin/API/mnt/Session/PostureCount

&F  CREVHE T T 5 S & EH: 3 Cisco ISE M4 T
KPR (BRI MRS . Cisco ISE | NAC {{#
1 2 A& FPIRS A M

ProfilerCount GULH S 3 5B 98 MR 25 22 W B
https://<ISEhost>/admin/API/mnt/Session/ProfilerCount

& PraE BTG B E Cisco ISE M4 E
JITAT L3 B A (R D RE A R 55 -

BREMRESIE AP &£/, A& 14
| oL-26134-01 ..EI



$£15 %55 RESTAPI G4+

W e APIER

#1-1 Cisco ISE £ &7 APl 1§/ (%)

R LES R
ESEPIES
&E ﬁgﬂ FAFEE 20F KM MAC k. 4505 17 % 4 (NAD) IP Mk, " 44 f14 38 ID
ActiveList ST A S S & i
https://<ISEhost>/admin/API/mnt/Session/ActiveList
#E TR Cisco ISE FRAH, ATLLER FLE M S IE I BATE
) 2% 3 2 1 BN 250000
AuthList FH TP 205 B AR IR R B 2 1

https://<ISEhost>/admin/API/mnt/Session/AuthList/<parameteroptions>
AT LR E DL N 280k I (O3 9] 23 3R (LA R D -
o null/null - ) BT &3 S0 5 UE TG 3 2 1
o null/endtime - 7t T A 7E 48 7€ 45 RN (8] 2 Ji5 4808 5 3 30 00F 1R
il
o starttime/null - #1 i Pr A 745 52 T 4RI 7] 2 J 285 5 4y B e 1)
a2 .
e starttime/endtime - ¥ t} T £E 45 72 T 4RI [A] 5 45 AN [A] 2 6] 28
i By B IR RS Bl 23 1
A8 FH DA A% X i i 1) A0 225 S TR) i N ] S8 AT T <
YYYY-MM-DD hh:mm:ss.s
Hrpre
o YYYY - PRI EAE
o MM - HfEH M (01=—H, HKKEHD
e DD- Mz #HM (01 231D
e HH - Fifi ¥ (00 £ 23) CRRVFEH am. Ml p.m.)
o mm- P Bl (00 % 59)
o ss- AR (00 2 59)
o s - RPN — N ERE AN BT
#E 194 Cisco ISE 11 AL E 7 I [X . @IEH UTC X

AR BRI ZHEE I RG], 3§20 A null/nall 125

AuthList API ¥ H iR A RO £~ 5], 26 2-8 T,

W BRSHMRESIEE API SEI5E, Ak 14

oL-26134-01 |
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x#mAPER A

#1-1 Cisco ISE £ &7 APl 1§/ (%)

R LES R

2 @ I

#£F XERETHEENHEER, HTHEROSHEEEREERRTS.
MAC Hutik PEHHE e P AR 2R AL F . MAC Hu bk 508 23 1

https://<ISEhost>/admin/API/mnt/Session/MACAddress/<macaddress>

i XXXXXXXX:XX:XX & MAC ki, AX 9 KNS
(B, 0a:0B:0c:0D:0e:0F) .

&  MACHIHEAR AT T & 4R B 4% (0 IR G 2 5 e — 8. (A
ActiveList APL I I 81 t BT A 35 3 &1 X3 MAC ik, 4
A BAHE AT MAC HihE % .

UserName ERE FE R ST E R P AR

https://<ISEhost>/admin/API/mnt/Session/UserName/<username>

#ix HMP2LAFFE M TR P 4K Cisco ISE F D 5IE . i
% REST API [JME—LRCFAF A SOR LR () 747 AR VELH
BR, WESW LR GHRS T 95H, KA1 P

“H PSR .
IPAddress (IP Hhdib) FEBE FE 8 R A5 1€ NAS TP HUbE i fRoBr 21
https://<ISEhost>/admin/API/mnt/Session/IPAddress/<nasipaddress>

&iE  xxxxxxxxx.xxx & NAS IP #ibb#g . (Fl4m, 10.10.10.10) .
Audit Session ID FERHE P 4 RS 1558 B 16 1D I BORT &1 .
https://<ISEhost>/admin/API/mnt/Session/Active/SessionlD/<audit-s

ession-id>/0

#F Ml ActiveList API 1/ FH 51t BT v sl 216 K H o A% &0k
ID, &l LAPR AT EZ 206 ID R, g, e
B R ] ) Live Sessions T 34 B H % 215 ID.

HRATSIEE M Cisco ISEAPL AR S HMER, ESE 2 &, “SiFEHAH APL” .

BREMRESIE AP &£/, A& 14
| oL-26134-01 ..E


http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html

#1585 RESTAPI AT |

W e APIER

#1-2 Cisco ISE 3FE#EER API 1B/ - BEEHIE

APIAH WEAA R
&N HI AT SRR AN 2

https://<ISEhost>/admin/API/mnt/Version

A5 R RA AT PUZ LR EAH (0-3): 0 - STAND_ALONE_MNT_NODE
1 - ACTIVE_MNT_NODE

2 - STAND_BY_MNT_NODE

3 - NOT_AN_MNT_NODE

#3F STAND_ALONE_MNT_NODE F/R I &2 R AT 4 A5
A EBE RIS AT I M .

ACTIVE_MNT_NODE £/ A A EE N F - IRk
A

STAND_BY_MNT_NODE F/R b1 fa oM E W F - Ik
o H FR B B A

NOT_AN_MNT_NODE F/R I S AR M . BRCH
B ISE 9 S A A Ve E B, &S W ARG RS 5 %
API %758, KA 1.1.

FailureReasons ) R JE A
https://<ISEhost>/admin/API/mnt/FailureReasons

RN W iR DR 2 B s — MBS R ACES (failureReason id). 7 55 i B
(code). &R A (cause) FIHRE BN N (resolution), 1 I Frw:
<failureReason id="100009">

<code> 100009 WEBAUTH_FAIL

<cause> This may or may not be indicating a violation.

<resolution> Please review and resolve this issue according to your
organization's policy.

#3*  FailureReasons API i AN A —k, BTN SIREE
Bo TERLEE IR [B] 0 BT A R i R 1 8 AP B SRS &R
QB A . XL APL A IR I N RS . ik
TEAE B 0y B0 UE 3ok A2 Hp B B A] r) R, K B 4 560 A i . H 4
HERT R R KRS 5 B O S R G BCEUR e A7 il 1 s iR
[R5 k47 % L

H K Cisco ISE Wl i K 1 5¢ 5%, 1ES M A, “Cisco ISE
A L LRl s

BRSRRESIE API 2S£/, A 14 |
[ 16 | 0L-26134-01
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| #1%F U5#% REST API fEj4Y

x#mAPER A

#1-2 Cisco ISE ZGFEHEES API 15/ - B0FEHEE (%)

API B kbt

AuthStatus B L T 2210 B B iR A
https://<ISEhost>/admin/APl/mnt/AuthStatus/MACAddress/<macaddre
ss>/<numberofseconds>/<numberofrecordspermacaddress>/All
#E ML B Z5 <numberofseconds>, HyEMHZ 0 &

432000 & (5 KD .
RS IHICOIRZS
AcctStatus I H 8 5E I 8] BEA T A = 1 E OR s

https://<ISEhost>/admin/API/mnt/AcctStatusTT/MACAddress/
<macaddress>/<numberof seconds>

& WP U E M ZE <numberofseconds>, HIGLHEZE 0 &
432000 ¥ (5 %) .

B o= H T i bEHERR [ Cisco ISE AP I M4 E A E R, iESME 2 &, “SiEHAH API” .

#13 Cisco ISE FZtRZEZ API i85

API iEH PAAFR B
Reauth RIESTE B G Il dy A F1 2T,

https://<ISEhost>/admin/API/mnt/CoA/Reauth/<serverhostname>/
<macaddress>/<reauthtype>/<nasipaddress>/
<destinationipaddress>

Hrr, <ISEhost> Fox ISE ML IP Huhik, <serverhostname> KR
ISE MR 4528 14 HK, <nasipaddress> 37~ NAS HJ A IP Huhk,
<destinationipaddress> 37~ H b 1P Mk,

Reauth 227 0] DL &2 DL M T EH (0-2):

0 - REAUTH_TYPE_DEFAULT

1 - REAUTH_TYPE_LAST

2 - REAUTH_TYPE_RERUN

£ WERBAIE NASIP Hidl, el ANFrFE (RANEE
Za5) . APLGE A8 R AW i I IX Sef . (H2, a2
HI3E MAC Hibk A B30T I APT V4807 UK A NAS 1P HE
HEFFAE ) oA 2 5008 B A null. WSR3 4L NAS 1P Hihik, &4
Zidefit B bR 1P Huhk.

I API A RBEAE W% ISE W A F3UT, T SR as il sk LU fE
1T CoA. HATIXLL CoA API A R AR F5 B A# FHE EE ISE 5 4.

| oL-26134-01
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#1585 RESTAPI AT |

W e APIER

#1-3 Cisco ISE FZIRE2¢ APl 15/ (%)

API 38R e
LTI
Disconnect R 2 U T T A A R i IR TR A

https://<ISEhost>/admin/API/mnt/CoA/Disconnect/<serverhostname>/
<macaddress>/<disconnecttype>/<nasipaddress>/
<destinationipaddress>

Uiy R TR A 0] DL DL N AR R (0-2):

0 - DYNAMIC_AUTHZ_PORT_DEFAULT

1 - DYNAMIC_AUTHZ_PORT _BOUNCE

2 - DYNAMIC_AUTHZ_PORT _SHUTDOWN

£F  WHEEAHGE NAS IP Hilk, AU ATl (R R
A, APUKBEHMRE R P XEE. HE, B0Nm
T MAC Hohk A Bed AT b APT AT, 1807 DL HoAh 2 85043

BN null.

2% Cisco ISE #ALH B APT A FIVEAE S, SR 4 %, “FBHE N REST AP1” .

HTTP PUT API i

52 1-2 ) AuthStatus API 281, API i ) HTTP PUT hit A il ik P om A 2=k Ptk . s
REST API 32 ¥f HTTP PUT #1 HTTP GET i H, Af5wm & 4E/-44 HTTP GET i H {17~ . HTTP
PUT w0 f# R R S EURM N A 75 3R o PUR 228 SO R B & — ANk PR A1 R

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>

<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<XS:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="mnTRESTRequest" abstract="true">
<XS:sequence>
<xs:element name="valueList">
<xs:complexType>
<XsS:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

BRSRRESIE API 2S£/, A 14 |
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w 2

it

S1EETEE 6 AP

RENPLEEH APLFA, X4t Cisco ISE # rh f ERL 1% ISE H A NI R 21k
MR EEE BRE.

SR HES APLEH

W RIS TR EAE APL A, AT DUERIEHLAE Cisco ISE #E i B b B REHE % ISE 17 55 ik
RS AH AT B A HT v
o HZI2G (ActiveCount) - VW31l 18 CATEM LS F 4T S IE 21 .
o REVHE 21 (PostureCount) - SRIPIRES VAL EEE (L AGHD BB “RIBVPAL 7 AR
o AREVG TR, Flhn, 1P B/ FTEIHASHEEN CORESVHE” RE.  OIRSVHE” 2
— NG RIEERRES, BOMEIRS b G, Sesicik Fm i En, RESTN “CHIR” .
o BT & iE (ProfilerCount).
1 S v s B AR SEANBY B, X AN AR S 1T Bh AT SR HERR

AR ETT AR

&) LI#E F ActiveCount API I RAE R E UHITE SIS IETHE. AT ER 4L 580 e o
%, JEIL KA ActiveCount API I RiTH B & E MRy, PLEKEIL APLiEH FIR
IR 19 B 2 1 B e 17 11

ActiveCount API & 1 3244
WoR B ZE R S T &R ISE 35 A H AR a5 M 6 IS sh 2157807 ActiveCount APL A FH H % H -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount">
<xXs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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W 2t mEArIER

%2 ActiveCount APl i

2
B} 2
BB 3

TR 4

EH 5

FE 0 Y 2% A bk A2 N 6 N Cisco ISE URL (WU,  hitps://<ISE F P52 IP #ih)F >/admin/) .
i NAE Cisco ISE ¥Jar W Bt FE 48 e AL B I P 4 M (XK K5 .
A Login 5¢#% Enter.

filn, wnREREYEHENA acmel23 FF ARG ISE 15, XTI A, REKERUT
URL Hidik 7 B

https://acmel23/admin/LoginAction.do#fpageId=com_cisco_xmp_web_page_tmpdash

K “/admin/” #5438 A APT i F#5 4> (/admin/API/mnt/<specific-api-call>), 7E H b5 s
URL bk 7 Bt % A\ ActiveCount API i H :
https://acmel23/admin/API/mnt/Session/ActiveCount

~

AR B TRERAXS KNG, PrAE AR S URL MUk B N B4~ APL i FH I35 55 00
fraf. APL ML EHEH “mnt” Fox HERERHESE ISE 15 5.

1% Enter ¥ & H APT M.

X ER
o KEMIFETIA, B 1-2 W

ActiveCount API /& F iR [5] B9 # 35 7= 51

PLR 7 @ s ) A2 B8 AE B b BRI #E ISE 15 s R ActiveCount APT i F I 3R [A] 14 dE (353
STEHD

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>

<count>5</count>

</sessionCount>

WSITHE & AR

& 0] LI F PostureCount API 8 F R4 R BT A 4 1S 3RS VHE S 1E I T2

PostureCount API 44 4 2244

TR B A SO TR & B b RN 3% ISE 9 /U HT & 3 1) 43 A 2% 2 15 101 ProfilerCount
API 8 H BI% H -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount">
<xXs:sequence>

BRSRRESIE API 2S£/, A 14 |
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| 28 SiZEEEHAPI

sEtgEariEs B

<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

% 2 PostureCount APl

TE1
$E 2
% 3

TE 5 45 B U bEA~ Py %N Cisco ISE URL (14, hitps://<ISE FHL 556 1P #i4l >/admin/) .
1 NTE Cisco ISE ¥Ig R B fe E ML E R H 7 4 LW (K9 KNE) .
i Login 5% Enter.

Blhn, RERVIMERENEZ acmel23 SR ERE ISE T4, TR A, REBERUT
URL #uhk#EL .

https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

WK “/admin/” 55 B 8 APT I H % (/admin/API/mnt/Session/<specific-api-call>), 7E H #x
7 AU URL Hbdik =7 B g A\ PostureCount APT ¥ FH :

https://acmel23/admin/API/mnt/Session/PostureCount
Y

FE OB TRXSEHX S KNG, Brelf7E H bR A URL ﬂﬁhta'—fxim)\i/l\ AP i F I i 45
4. APLAHZAZETHH “mnt” £ HEREBRIE ISE T &,

¥% Enter ¥ & i API A .

HXxEH
o IOURWNIETI A, 12 00

PostureCount API i3 I 1& [B] p9 4 7= 51

LR R B e o 12 S A2 H AR B AHRAE ISE 19 /i LA PostureCount APT i YN 3& [o 9 #2411
WA PRSP 21550 -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

SthasaE T 8=

145 0] LU ProfilerCount APT i FH K4S R BT A3 24 5135 3h 20 T 2% 2516 1015

| oL-26134-01
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W 2t mEArIER

ProfilerCount AP 4 5 2244

TR B A SR TR & B b RN 3% ISE 9 /U HT & 30 1) 40 A 2% 2 16 1001 ProfilerCount
API 8 H HI% H -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<XS:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

% 2 ProfilerCount API i3

EE 1
LB 2
SE 3

BR 4

pi

TE N W A48 I HUBE A A 4N Cisco ISE URL (Bl U, https://<ISE ZHLE 2 IP it >/admin/) o
i NAE Cisco ISE ¥J4r W Bt FE 48 e AL E I P 4 M (XK K5 .
i Login 5{1% Enter.

filn, wmREREYEHFEN A acmel23 FFERHESE ISE 15, XTI A, REKERUT
URL Hihl 7 B

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

I “/admin/” 5> 9 APT I H #4> (/admin/API/mnt/Session/<specific-api-call>), 7E H#x

95 FU) URL Mk B A\ ProfilerCount API ¥ H :

https://acmel23/admin/API/mnt/Session/ProfilerCount

S,

R B TREEAXS KNS, FrBlE B AR UK URL bk B A A APT ¥ F I35 55 40
4. 7 APLIAHZE A “mnt” K8 BRHEE ISE 11 81,

% Enter ¥ &t AP H M.

X ER
o IEMEFETIA, W12 W

ProfilerCount API i iR [E] i 38 7= 51

DL 7~ e 7 2 S8 AE B As BRI 3% ISE 719 /U R #E ProfilerCount APT ¥ FH I & [B] 1 4l (V& 3))
SRR

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1</count>
</sessionCount>

BRSRRESIE API 2S£/, A 14 |
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masEmxargm B

B R X1ETIFR AP EH

JEI DA R SR APL R A, 0T DUPRIE 7 Cisco ISE #0%& F i H b BRI #% ISE 15 4 1
WESTEHK SR, N5 YRGS LB MAC Hikik, 287 )% 4 (NAD) IP Hulik. 44
M2 1D,

o HAIZIEFIE (ActiveList)
o B HMIIER 215K (AuthList)

AR SIFR
&R DAd H ActiveList APL i H R %1 BT A 4 B i& 20 1 2 1

>
&

H.28 55k B 473 BOAIE 1R 55 K3 8 83 2 1 20N 100000 6

I
;t

ActiveList API iy 4244

BEIR Z8 R SO TR R AR B RN SE ISE 5 & L4 G s & im 5% (RSTHHER) 1
ActiveList AP 1 FH 1%

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<Xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<Xs:sequence>
<xs:element name="user_name" type="XxXs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xXs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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% iz ActiveList AP1 88

2
B} 2
BB 3

TR 4

EH 5

FE 0 Y 2% A bk A2 N 6 N Cisco ISE URL (WU,  hitps://<ISE F P52 IP #ih)F >/admin/) .
i N1E Cisco ISE #I4A % B i 2 b g s FIEC B W H 7 4 K %1 (K KAhNED
A Login 5¢#% Enter.

filn, wnREREYEHENA acmel23 FF ARG ISE 15, XTI A, REKERUT
URL Hidik 7 B

https://acmel23/admin/LoginAction.do#fpageId=com_cisco_xmp_web_page_tmpdash

K “/admin/” #45r 8 8 APT 3% (/admin/API/mnt/Session/<specific-api-call>), 7E H tx
A7 AL URL Hohik =~ Bt N\ ActiveList API i H:

https://acmel23/admin/API/mnt/Session/ActivelList

~

AR B TRERAXS KNG, PrAEH AR S URL MUk B N B> APL i I 3% 55 00
frem. 75 APT M2 ] “mnt” 2278 BRHE % ISE 9 5.

1% Enter ¥ & H APT M.

X ER
o KEMIFETIA, B 1-2 W

ActiveList APl 8 F 15 Bl s ¥ #E =~

PAT 7 ) Ji s 1) e F8 A8 H b BRI A% ISE 19 il _EAGEE ActiveList AP i HI IR G 8 2 15 51 23 (1]
IDESTYEPSAE/E

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>
<calling_station_id>00:0C:29:FA:EF:0A</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>
<calling_station_id>70:5A:B6:68:F7:CC</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_id>00000032</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

BHSHIRSSIE API S5, A 14
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<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>0000002C</acct_session_id>
<audit_session_id>0ACB6BA10000002A165FD0C8</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>ipepvpnuser</user_name>
<calling_station_id>172.23.130.89</calling_station_id>
<nas_ip_address>10.203.107.45</nas_ip_address>
<acct_session_1id>A2000070</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

2 FRIEIENSIETIR

masEmxargm B

fn] LU ] AuthList AP i FIRAS 2 9T 2o B 6y B 1 24 A G sh 2 i R 513

~

EE ATLUROR HEwd B 4 IR 1 5 K3 8 2 3 2> 15 £ 100000

AuthList APl 4 1 4244

BRI e SO /2 AuthList APLIRE P4, LR TR RIS ER BN (8, (R “null/null”
ZHATREN D HARERHEE ISE 45 s BT 200d & 43 30k 1) 2 BTG sh 216 1) 1) 2% -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.o0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<Xs:sequence>

<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"

maxOccurs="unbounded" />
</xXs:sequence>

<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>

</xs:complexType>

<xs:complexType name="simpleActiveSession">
<Xs:sequence>
<xs:element name="user_name" type="xs:string" minOccurs="0"/>

<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>

<xs:element name="server" type="Xs:string" minOccurs="0"/>
</xXs:sequence>
</xs:complexType>
</xs:schema>

BREMRESIE AP &£/, A& 14
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%2 AuthlList API 3B
BB 1 {ER VI AU BERE %N Cisco ISE URL (B4, hetps://<ISE F 414 3 IP #i4F >/admin/) o
$B, 2 HIALE Cisco ISE HI4A I B 45 & M B M H 4 0% (X RANED .
$® 3 i Login 2¢{1% Enter.
B, AR ERAEH EHL4 acmel123 o BRHEE ISE %9 5, W TR A, REKERLT
URL b7 B :
https://acmel23/admin/LoginAction.do#fpageId=com_cisco_xmp_web_page_tmpdash
HB 4 EIDK “/admin/” B A APT A (/admin/API/mnt/Session/<specific-api-call>), £ H b
95 R URL bk B\ AuthList APT i H
~
EE O£ NIAARGI, B ARG 2 L starttime 1 null 280, BoRTEE I FFEE R G
20t S B UE R Y ATE S 2SR . BB S ASRBE A nulnull 28, BoRTHE & &5
AR R MBS S SRR . 155 RE R null/mull EIF) AuthList APT 1 AR 5] i 50 7~
fil, 25 2-8 UL, o Eosik APT I A 1 DS 2 E A KR 51
https://acmel23/admin/API/mnt/Session/AuthList/2010-12-14 15:33:15/null
https://acmel23/admin/API/mnt/Session/AuthList/null/null
>
AR HTREFAX S KNG, BrCUE PR S H URL Hibik 5 B A4S APL I H B iE 55 0
fref. 78 APL P FHZ e A “mnt” F£ox AT ISE 77 £
$ 5 1% Enter J5 & H APT M.

X ER
o KEMIFETIA, B 1-2 W

£ F null/null 3EIRAY AuthList API 38 iR B B R <51

DA 7 8 J 7 1A 2 4848 null/null S 10U S AuthList APT 3 B BT IR [0 (4 285 B 473 56 00F 1 24 JT 3%
i fsIER:

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c000000174D07F487</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>

BRSRRESIE API 2S£/, A 14 |
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<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>
</activeSession>

<activeSession>
<user_name>graham_hancock</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<acct_session_id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>
</activeSession>

</activeSessionList>

{F8 endtime/null 3£T5 A AuthList API S8 FR3R B A0 %38 = 61

PUT 7l o i) /& 4548 H endtime/null ZEIUAES AuthList APT i FY IR ik [0 (1 22 5 5 63 36 0E ¥ 24
RIS 2l 2 R 514«

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>

<calling station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

& F null/starttime 49 AuthList API 8 iR Bl 89 8033 561

PR 7B J 7 1 72 1845 A null/starttime 28 W& 42 AuthList AP 3 H B BT [8] 1) 285 B 403 36318 1 24
(INEFUERERNIEE

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

| oL-26134-01
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<activeSession>

<user_name>ipepwlcuser</user_name>

<calling station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>
<calling_station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

{$ Ff statttime/endtime JEIR &Y AuthList API 18R B 89812 7~ 1

PAR 7 e 7 ) 2 58 F starttime/endtime 6 00K E AuthList AP i FH IRk [m] () 22 55 5 £ 56 iE
) BTG B 2 1E 81 R

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

BRSRRESIE API 2S£/, A 14 |
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FmeEEtEarE B

IFHAXIERME AP

MAC btk

BV ERAES
o MAC Hii- %
 Hrtas
o NASIP Hiht2x
o BB

RNERER

e APL A, &l DIREE R e S1E U T EE, mrylEER:
1514 %& (MACAddress)

148 & (UserName)

R (5 HE ISE % 5 < B AT IPAddress)

1% ID 2% (Audit Session ID)

& LIE B MACAddress APT W FI M4 BITE 32 1M R I8 2 ) MAC Hulik. b APT A 51 i A
RUBUHE PR A% R BB A5 R 2 1 A D5 B

MACAddress APl i 2244
BRI ZE R SO 2 T NSRRI & 15 R 18 5 MAC Hulik) MACAddress API i F #4%n H :

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<XS:
:element

<Xs

<xS:
<XS:
:element

<Xs

<xS:
<XS:
:element

<Xs
<Xs

<XS:
:element

<Xs

<xXS:
<XS:
:element

<Xs

<xS:
<XS:
:element

<Xs

<XS:
<XS:
:element

<Xs

<XS:
<XS:
:element

<Xs

<xS:
<XS:
:element

<Xs

<XS:
<XS:
:element

<Xs

<XS:
<XS:
:element

<Xs

element

element
element

element
element

:element

element

element
element

element
element

element
element

element
element

element
element

element
element

element
element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xXs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xXs:string" minOccurs="0"/>
name="response" type="xXs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
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type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>

<xs:element name="use_case"

<xs:element name="cisco_av_pair"

<xs:element name="ad_domain"

<xs:element name="acs_username"

<xs:element name="radius_username"

<xs:element name="nac_role" type="xs:string" minOccurs="0"/>
<xs:element name="nac_username"

<xs:element name="nac_posture_token"

<xs:element name="nac_radius_is_user_auth"
<xs:element name="selected_posture_server"
<xs:element name="selected_identity_store"
<xs:element name="authentication_identity_ store"
<xs:element name="azn_exp_pol_matched_rule"
<xs:element name="ext_pol_server_matched_rule"
<xs:element name="grp_mapping_pol_matched_rule"
<xs:element name="identity_policy_matched_rule"
<xs:element name="nas_port_type"

<xs:element name="query_identity_stores"
<xs:element name="selected_azn_profiles"
<xs:element name="sel_exp_azn_profiles"
<xs:element name="selected_qguery_identity stores"
<xs:element name="eap_tunnel"

<xs:element name="tunnel_details"

<xs:element name="cisco_h323_attributes"
<xs:element name="cisco_ssg_attributes"
<xs:element name="other_attributes"

<xs:element name="response_time"

<xs:element name="nad_failure" type="xs:anyType"
<xs:element name="destination_ip_address"
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp"

<xs:element name="acct_acsview_timestamp"
<xs:element name="acct_session_id"

<xs:element name="acct_status_type"

<xs:element name="acct_session_time"

<xs:element name="acct_input_octets"

<xs:element name="acct_output_octets"

<xs:element name="acct_input_packets"

<xs:element name="acct_output_packets"
<xs:element name="acct_class"

<xs:element name="acct_terminate_cause"
<xs:element name="acct_multi_session_id"
<xs:element name="acct_authentic"

<xs:element name="termination_action"

<xs:element name="session_timeout"

<xs:element name="idle_timeout"

<xs:element name="acct_interim_interval"
<xs:element name="acct_delay_ time"

<xs:element name="event_timestamp"

<xs:element name="acct_tunnel_connection"
<xs:element name="acct_tunnel_packet_lost"
<xs:element name="security_group"

<xs:element name="cisco_h323_setup_time"
<xs:element name="cisco_h323_connect_time"
<xs:element name="cisco_h323_disconnect_time"
<xs:element name="framed_protocol"

<xs:element name="started" type="xs:anyType"
<xs:element name="stopped" type="xs:anyType"
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp"
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type"

type="xs:string" minOccurs="0"/>
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<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="Xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

% %2 MACAddress API 88

S ENE IR RERS AN Cisco ISE URL (WU, https://<ISE F=H1 5 26 IP #i1F >/admin/) .
LB 2 HiATE Cisco ISE Wl B FEh e @ ML E M H P 4 L& (X3 RANE) .
$® 3 5di Login 5% Enter.

Blhn, REREVIMEREN L acmel23 SR EREEE ISE T4, TR A, REBERUT
URL #uhk#EL .

https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

BB 4 EIH “/admin/” FB5E A APL 84 (/admin/API/mnt/<specific-api-call>/<macaddress>),
£ HBRY ) URL il 7 B A MACAddress APT 1 ] :

https://acmel23/admin/API/mnt/Session/MACAddress/0A:0B:0C:0D:0E: OF
N

FE O OFAEH XXCXXEXXEXXEXXXX MR T MAC Hid).

S

EE OB TRXEIEMX KNG, BT AE HART A8 URL bk B NGRS APL i F I 55
frem. 72 APT I 2 A “mnt” Rom BBHESE ISE %9 5.

$E 5 1% Enter 4 &K 4 APLiH.

HRXEDR
o IIFWNIETI A, 12

MACAddress API i3 3 [B] B # #E 7= 51
PLUR 7R 7R I 2 8 R 2 ActiveList AP i FH B M3 21 23 15 41 3 3 [A] ) 2 8 AH 0 508 -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>hunter_thompson</user_name>
<nas_ip_address>10.203.107.161</nas_ip_address>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_port>50115</nas_port>

<identity_ group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
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<authen_protocol>Lookup</authen_protocol>

<network_device_groups>

Device Type#All Device Types,Location#All Locations

</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T02:11:12.359%</auth_acs_timestamp>
<authentication_method>mab</authentication_method>

<execution_steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>

<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy compliance>
<auth_id>1291240762077361</auth_id>
<auth_acsview_timestamp>2010-12-15T02:11:12.360Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_1d>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>

<identity_ store>Internal Hosts</identity_store>

<response>

{UserName=00-14-BF-5A-0C-03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>00:14:BF:5A:0C:03</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected_identity_store>Internal Hosts</selected_identity_store>
<authentication_identity_store>Internal Hosts</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Ethernet</nas_port_type>
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779%Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780%Z</acct_acsview_timestamp>
<acct_session_id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>

<acct_input_octets>13742</acct_input_octets>
<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>
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CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681
</acct_class>
<acct_delay_time>0</acct_delay_ time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameters>

RARPBZSERE

T LA UserName APL i F M BT B 21 R IR E M7 4o 30 APT KA1 AT s B e 3R
1% PSR 2 P 2 1A RS B

UserName API i 5 2244
BB B0 SO F T M S BV Bh 2 1R R 18 2 I P 4 ) UserName API i F 0% it -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs

<Xs:
<Xs:

<Xs

<Xs:

<Xs
<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:

<Xs

<Xs:

<Xs

<Xs
<Xs

<Xs:

<Xs

<Xs:

<Xs

<XS:
<xS:
<XS:
<XS:
<XS:
:element

<Xs

<Xs:

:element

element
element

:element

element

:element
:element

element
element

:element

element
element

:element

element
element

:element
<XsS:

element
element

:element
<XS:

element
element

:element
<XS:

element

:element
:element
<XS:

element
element

:element
<XS:

element
element

:element

element
element
element
element
element

element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xXs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>
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type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:long" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
string" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>

type="xs:dateTime" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

string" minOccurs="0"/>

<xs:element name="nac_username"

<xs:element name="nac_posture_token"

<xs:element name="nac_radius_is_user_auth"
<xs:element name="selected_posture_server"
<xs:element name="selected_identity_store"
<xs:element name="authentication_identity_ store"
<xs:element name="azn_exp_pol_matched_rule"
<xs:element name="ext_pol_server_matched_rule"
<xs:element name="grp_mapping_pol_matched_rule"
<xs:element name="identity_policy_matched_rule"
<xs:element name="nas_port_type"

<xs:element name="query_identity_stores"
<xs:element name="selected_azn_profiles"
<xs:element name="sel_exp_azn_profiles"
<xs:element name="selected_qguery_identity stores"
<xs:element name="eap_tunnel"

<xs:element name="tunnel_details" type="xs:
<xs:element name="cisco_h323_attributes"
<xs:element name="cisco_ssg_attributes"
<xs:element name="other_attributes" type="
<xs:element name="response_time"

<xs:element name="nad_failure" type="xs:anyType"
<xs:element name="destination_ip_address"
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp"

<xs:element name="acct_acsview_timestamp"
<xs:element name="acct_session_id"

<xs:element name="acct_status_type"

<xs:element name="acct_session_time"

<xs:element name="acct_input_octets"

<xs:element name="acct_output_octets"

<xs:element name="acct_input_packets"

<xs:element name="acct_output_packets"
<xs:element name="acct_class"

<xs:element name="acct_terminate_cause"
<xs:element name="acct_multi_session_id"
<xs:element name="acct_authentic" type="xs:
<xs:element name="termination_action"

<xs:element name="session_timeout"

<xs:element name="idle_timeout"

<xs:element name="acct_interim_interval"
<xs:element name="acct_delay_ time"

<xs:element name="event_timestamp"

<xs:element name="acct_tunnel_connection"
<xs:element name="acct_tunnel_packet_lost"
<xs:element name="security_group" type="Xxs:
<xs:element name="cisco_h323_setup_time"
<xs:element name="cisco_h323_connect_time"
<xs:element name="cisco_h323_disconnect_time"
<xs:element name="framed_protocol"

<xs:element name="started" type="xs:anyType"
<xs:element name="stopped" type="xs:anyType"
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp"
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type"
<xs:element name="interface_name" type="xs:
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy"

</Xs:sequence>
</xs:complexType>
</xs:schema>

type="xs:string" minOccurs="0"/>
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BB 1 {ER VI AU BERE %N Cisco ISE URL (B4, hetps://<ISE FH1# 3 IP #i4F >/admin/) o
HB| 2 i AAE Cisco ISE ¥R B E 2 s @ I E M H 7 4 S (K KAAE)
$® 3 il Login (1% Enter.

filan, nREREYEHENA acmel23 FF ARG ISE 15, XTI A, REKERUT
URL #idik 7 B

https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

HB, 4 EIK “/admin/” 55> B A AP 4 (J/admin/API/mnt/<specific-api-call>/<username>), fE
H AR5 5 ) URL Hhdik 5 Bedii A UserName APT ifi i -

https://acmel23/admin/API/mnt/Session/UserName/graham_hancock
~

AR B TRERAX KNG, PrAEH AR S URL MUk B N B4 APL i I35 55 00
frem. 75 APT M2 ] “mnt” 2278 RHEE ISE 9 5.

$ 5 1% Enter ¥4 & H AP iHH .

X ER
o KEMIFETIA, B 12 W

UserName API 38 A iR B B 23R <61
PR 7~ 9 8 o ) 2 185 R 2 UserName APT 1 FH I A& 3021 1) 325 3% [8] [ 2 1 A 20 B dE

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>graham_hancock</user_name>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_port>50115</nas_port>

<identity group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>Lookup</authen_protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>
<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T02:11:12.359Z</auth_acs_timestamp>
<authentication_method>mab</authentication_method>
<execution_steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>
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<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy_compliance>
<auth_1d>1291240762077361</auth_id>
<auth_acsview_timestamp>2010-12-15T02:11:12.360Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>

<identity_ store>Internal Hosts</identity_store>

<response>

{UserName=graham_hancock; User-Name=graham_ hancock;
State=ReauthSession:0ACB6BA1000000351BBFBFS8B;
Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }
</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>graham_hancock</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>
<selected_identity_store>Internal Hosts</selected_identity_store>
<authentication_identity_store>Internal Hosts</authentication_identity store>
<identity_ policy_matched_rule>Default</identity_policy_matched_rule>
<nas_port_type>Ethernet</nas_port_type>
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780%Z</acct_acsview_timestamp>
<acct_session_id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>
<acct_input_octets>13742</acct_input_octets>
<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay_time>0</acct_delay_time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
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<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:

<Xs

<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<xS:
<XS:
:element

<Xs
<Xs

<Xs:
<Xs:

<Xs

<XS:
<XS:
<xS:
:element

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:

element
element

:element

element
element

:element

element
element
element

:element

element

:element

element

element
element
element

:element

element
element
element
element
element
element

:element
<XS:

element
element
element

:element

element
element

:element

element
element
element

element
element
element
element
element
element

:element

element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xXs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xXs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
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<xs:element
element
<xs:element

:element

<Xs:

<xs
element
element
element

<XS:
<XS:
<XS:
:element
element
element

<XS
<XS:
<XS:
:element
element
element

<XS
<xS:
<XS:
element
:element
element

<XS:
<XSs
<XS:
element
<xs:element
:element

<Xs:

<xs
element
element
element

<XS:
<xS:
<XS:
:element
element
element

<XS
<XS:
<XS:
element
element
element

<XS:
<XS:
<XS:
<xs:element
<xs:element
<xs:element
element
<xs:element
<xs:element

<Xs:

element
element
element

<XS:
<XS:
<XS:
:element
element
element

<Xs
<XS:
<XS:
<xs:element
<xs:element
<xs:element
element

element

<XS:
<XS:
<xs:element
element

element

<XS:
<xXS:
<xs:element
element

element

<XS:
<xXS:
<xs:element
:element

element

<xs
<XS:
</xXs:sequence>
</xs:complexType
</xs:schema>

name="ext_pol_server_matched_rule"
name="grp_mapping_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="tunnel_details" type="xs:string" minOccurs="0"/>
cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination_action" type="xs:string" minOccurs="0"/>
name="session_timeout" type="xXs:string" minOccurs="0"/>
name="idle_timeout" type="xs:string" minOccurs="0"/>
name="acct_interim_interval" type="xXs:string" minOccurs="0"/>
name="acct_delay time" type="xXs:string" minOccurs="0"/>
name="event_timestamp" type="xs:string" minOccurs="0"/>
name="acct_tunnel_connection" type="xXs:string" minOccurs="0"/>
name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
name="security_group" type="xs:string" minOccurs="0"/>
name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
name="framed_protocol" type="xXs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt_id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>
name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
name="authentication_type" type="xs:string" minOccurs="0"/>
name="interface_name" type="xXs:string" minOccurs="0"/>
name="reason" type="xs:string" minOccurs="0"/>
name="endpoint_policy" type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

name=

>

W BRSHMRESIEE API SEI5E, Ak 14

0L-26134-01



| £28 £iEEIEEH AP
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%2 NAS IPAddress APl i3

2
B} 2
BB 3

TR 4

LE 5

FE 0 Y 2% A bk A2 N 6 N Cisco ISE URL (WU,  hitps://<ISE F P52 IP #ih)F >/admin/) .

i NAE Cisco ISE #I4A 3 B I 2 h s € FIEC B I H - 4 Js i (K KAAED

A Login 5% Enter.

flhn, QR RAMEH ENLA acmel123 B BRI ISE W, XTI s, R0 ERLUT
URL Hbhik 5 B :
https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash
LA “/admin/” F o> E A APL I R

(/admin/API/mnt/<specific-api-call>/<nasipaddress>), 7t H Fr7 £ 1) URL Hulilk 5~ B4 A\ IPAddress
APIL ¥ H

https://acmel23/admin/API/mnt/Session/IPAddress/10.10.10.10
~
FE R xxxxxx.xxx.xxx #3038 E NAS IP Hudik,

~

EE I TIX B X 4 kNS, T BLZE H BSR4 0 URL Hb k= BEhs A KRS AP 18 FH I 2 5 02
4. £ APLEHAZ e EH “mnt” Fon BRI ISE 15 &

¥% Enter ¥ & API A .

HxERE
o RUEMIFETIAA, B 1-2 W

IPAddress API i A& Bl # &1z =1

PUR 79 e o ) & 4 K kE TPAddress APT i FH IS A3 8l £ 135 51 3 3% [0] 1) 22 16 AH S B0 -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>ipepvpnuser</user_name>
<nas_1ip_address>10.10.10.10</nas_ip_address>
<calling_station_id>172.23.130.90</calling_station_id>
<nas_port>1015</nas_port>

<identity group>iPEP-VPN-Group</identity_group>
<network_device_name>iPEP-HA-Routed</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>PAP_ASCII</authen_ protocol>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T19:57:29.885%Z</auth_acs_timestamp>
<authentication_method>PAP_ASCII</authentication_method>
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<execution_steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002

</execution_steps>
<audit_session_id>0acb6bed4000000044D091DA%</audit_session_id>
<nac_policy_compliance>NotApplicable</nac_policy_ compliance>
<auth_1d>1291240762083580</auth_id>
<auth_acsview_timestamp>2010-12-15T19:57:29.887Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>HAREESH-R6-1-PDP2/81148292/693</acs_session_id>
<service_selection_policy>iPEP-VPN</service_selection_policy>
<identity_store>Internal Users</identity_store>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6be4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service_type>Framed</service_type>

<cisco_av_pair>

audit-session-id=0acb6bed4000000044D091DAY9, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_username>
<radius_username>ipepvpnuser</radius_username>
<selected_identity_store>Internal Users</selected_identity_store>
<authentication_identity_store>Internal Users</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Virtual</nas_port_type>
<selected_azn_profiles>iPEP-Unknown-Auth-Profile</selected_azn_profiles>
<tunnel_details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel_details>
<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222, CPMSessionID=0acb6be4000000044D091
DA9,CPMSessionID=0acb6bed4000000044D091DAY9, Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown, Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other_attributes>

<response_time>20</response_time>

<acct_id>1291240762083582</acct_id>
<acct_acs_timestamp>2010-12-15T19:57:30.281%</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T19:57:30.283%Z</acct_acsview_timestamp>
<acct_session_id>F1800007</acct_session_id>
<acct_status_type>Start</acct_status_type>

<acct_class>

CACS:0acb6bed000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693

</acct_class>

<acct_delay_time>0</acct_delay_ time>

<framed_protocol>PPP</framed_protocol>

<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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Audit Session ID API 4y 32443
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

FmaiEEe ArER B

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:

<Xs

<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<xS:
<XS:
:element

<Xs
<Xs

<Xs:
<Xs:

<Xs

<XS:
<XS:
<xS:
:element

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:

element
element

:element

element
element

:element

element
element
element

:element

element

:element

element

element
element
element

:element

element
element
element
element
element
element

:element
<XS:

element
element
element

:element

element
element

:element

element
element
element

element
element
element
element
element
element

:element

element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xXs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xXs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
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<xs:element
element
<xs:element

:element

<Xs:

<xs
element
element
element

<XS:
<XS:
<XS:
:element
element
element

<XS
<XS:
<XS:
:element
element
element

<XS
<xS:
<XS:
element
:element
element

<XS:
<XSs
<XS:
element
<xs:element
:element

<Xs:

<xs
element
element
element

<XS:
<xS:
<XS:
:element
element
element

<XS
<XS:
<XS:
element
element
element

<XS:
<XS:
<XS:
<xs:element
<xs:element
<xs:element
element
<xs:element
<xs:element

<Xs:

element
element
element

<XS:
<XS:
<XS:
:element
element
element

<Xs
<XS:
<XS:
<xs:element
<xs:element
<xs:element
element

element

<XS:
<XS:
<xs:element
element

element

<XS:
<xXS:
<xs:element
element

element

<XS:
<xXS:
<xs:element
:element

element

<xs
<XS:
</xXs:sequence>
</xs:complexType
</xs:schema>

name="ext_pol_server_matched_rule"
name="grp_mapping_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="tunnel_details" type="xs:string" minOccurs="0"/>
cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination_action" type="xs:string" minOccurs="0"/>
name="session_timeout" type="xXs:string" minOccurs="0"/>
name="idle_timeout" type="xs:string" minOccurs="0"/>
name="acct_interim_interval" type="xXs:string" minOccurs="0"/>
name="acct_delay time" type="xXs:string" minOccurs="0"/>
name="event_timestamp" type="xs:string" minOccurs="0"/>
name="acct_tunnel_connection" type="xXs:string" minOccurs="0"/>
name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
name="security_group" type="xs:string" minOccurs="0"/>
name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
name="framed_protocol" type="xXs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt_id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>
name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
name="authentication_type" type="xs:string" minOccurs="0"/>
name="interface_name" type="xXs:string" minOccurs="0"/>
name="reason" type="xs:string" minOccurs="0"/>
name="endpoint_policy" type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

name=

>
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2
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BB 3

TR 4

EH 5

FE 0 Y 2% A bk A2 N 6 N Cisco ISE URL (WU,  hitps://<ISE F P52 IP #ih)F >/admin/) .
i N1E Cisco ISE #I4A % B i 2 fh g s FIEC B W H 7 4 M %1 (K KAhNED
A Login 5% Enter.

filan, nREREYEHENA acmel23 FF ARG ISE 15, XTI A, REKERUT
URL #idik 7 B

https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

LK “/admin/” B4 E N APL 4
(/admin/API/mnt/Session/Active/SessionlD/<audit-session-id>/0), #£ H kx5 &) URL Hohit 7 Bt
A Audit Session ID API 1/ :

https://acmel23/admin/API/mnt/Session/Active/SessionID/0A000A770000006B609A13A9/0

~

EE TR ONE, FATE B ER A URL Mok B A 54~ APT i i i 2 14
4. 75 APLUFIZ0E F A “mnt” %7 BRNA#S ISE 4 2.

1% Enter ¥ & H APT M.

X ER
o KEMIFETIA, B 12 W

Audit Session ID APl i8R iR [E] g9 i1 7~ 5

DA 7l 7R i) /2 5 2. Audit Session ID APT 1 FH B AV 21y 2 136 51 32 0% [1] 1) 23 16 A SG H s «

This XML file does not appear to have any style information associated with it. The

document tree is shown below.

-<activeSessionList noOfActiveSession="1">

-<activeSession>
<calling_station_id>00:50:56:10:13:02</calling_station_id>
<session_state_bit>0</session_state_bit>
<session_source>0</session_source>
<acct_session_time>0</acct_session_time>
<nas_ip_address>10.0.10.119</nas_ip_address>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<auth_method>dotlx</auth_method>
<auth_protocol>PEAP (EAP-MSCHAPv2)</auth_protocol>
<posture_status>Compliant</posture_status>
<endpoint_policy>Undetermined</endpoint_policy>
<server>acmel23</server>
<paks_in>0</paks_in>
<paks_out>0</paks_out>
<bytes_in>0</bytes_in>
<bytes_out>0</bytes_out>
</activeSession>
</activeSessionList>
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HTTP DELETE API i F KT AEIEsh <16 . EPATHERE, E4H cURL, v MATF
{f /] URL (HTTP. HTTPS) iEiFEHEIE M st B =727 L.

ISE /N IR B ixX s 2= ik LmﬁT%MUFr ISE i K i[E) 2k e M B iER:, R KERH
WLC/NAD it ik 45 (b1 K o ﬂUﬁﬁﬁAHMEE¢@&%*THQD

4

Eﬁ:
e

ffH HTTP Ml HTTPS & 2 S/ % 3% 5L FHFE 7 GNU Weet A2 #F HTTP DELETE API i F .

MR <&

HB® 1 AN HIER NN Cisco ISE URL (B, https://<ISE Z-H] 526 IP #h)F >/admin/)
W 2 i NTE Cisco ISE WI4A 1% B i F2 48 @ A B 1 FH P 44 S S (IX4F RANED .
$® 3 i Login 2¢{$% Enter.
N
ER APLHAX KNG, BAUNLIAN. & <mntnode> {87 B ISE 47 5

S 4 EFIMHER MAC Hhik I 24, 3SR AT AT A BT APLI A -

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/MACAddress/<madaddress>

$B 5 ETIHMERSUE ID K238, HEMSTRELLT AP :

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/SessionID/<sid#>

S| 6 BT IMERIAE T S LA 218, EEa TR T APLIRH]:

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/All

X ER
o IEMEFETIA, W12 W

BRSRRESIE API 2S£/, A 14 |
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AT H#FEAFRRYE 14 API

AR FEHAA XA 25/ Cisco Prime W25 4% il 245 (NCS) REST API i F i) 7~ 451 A 156 BH

Cisco Prime NCS APl &

Cisco Prime NCS AP Ui I 2 (1A 2 47 5% H An RIS 4% ISE 4 w23 15 ) S Bt i bk Bk £ 58 (O ML A
REAE B IS AR R SRR S S RS .

{5 F§ &) APl {8 %7 Cisco ISE 3H{T#FEHER:

Cisco Prime NCS &= API 8 1] Cisco ISE #5211 H #r B AL 4% ISE 75 B R IZIRSE R,
KR FA 52l E R

T RRA AR (fEH] Version APT i)

Wk J5 K (f F FailureReasons API i /)
By AR (fE A AuthStatus API D
EIKIRZA (fEF AcctStatus API A

TR hRZAFN3EE APl E H

] LIA# B Version API i F il REST 2w A4 10 (PI) ARSS ARSI A EIE . A R4t 288 ek
o, B AR APL i FH KGR Cisco ISE HHE R A F1 7 28RS BFEE, DL KA
API i J5 3R 5] 75 SRR AR RIS AL R

TR EA AT DU UL MR R E:
¢ STANDALONE_MNT_NODE =0
* ACTIVE_MNT_NODE = 1
e BACKUP_MNT_NODE =2
e NOT_AN_MNT_NODE =3

BREMRESIE AP &£/, A& 14
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Version API % 3244
IR ZE R S A K Version API A &% 3 H bn BB 1% ISE T 55, i BT ik B4 H

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="product" type="product"/>

<xs:complexType name="product">

<Xs:sequence>

<xs:element name="version" type="xs:string" minOccurs="0"/>

<xs:element name="type_of_node" type="xs:int"/>

</xXs:sequence>

<xs:attribute name="name" type="xs:string"/>
</xs:complexType>

</xs:schema>

% i Version API 8

S ENE IR RERS AN Cisco ISE URL (WU, https://<ISE F=H] 5 26 IP #iF >/admin/) .
$H| 2 HiATE Cisco ISE ¥l B FErh g @ ML E M H P 4 L& (X3 RANE) .
#$%® 3 i Login {f% Enter.

WRABE NI E S, F A Login T LAY Problem logging in? #54%, AE#&ME DR 2 fP ) i B
#HAE

filn, wmREREYIHEHFEN 4 acmel23 FF ARG ISE 15, XTI A, REKERUT
URL Hihl =7 B

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

$B|, 4 @K “/admin/” #5E A APL R A% (/admin/API/mnt/<specific-api-call>), {E H 515 5
URL Hiulik = Bt N\ Version API i F :

https://acmel23/admin/API/mnt/Version

>

R B TREEHX S KNS, BrCAE H AR S URL Hibk 5 B N &> APL E FH I 55 4
fF4i. £ APL AL E TR “mnt” s BAEHEHE ISE 79 5.

$® 5 1% Enter 5 &1 API M.

HXERE
o KEMIFETIA, B 1-2 W

Version API /8 1% [B] g9 #3E = 5l
PLR Bl 7R 1 7 B bR B RS 15 ISE 5 55 &S Version AP IR [ (%4 . 1t APT W iR
[B] H AR A LR BAME :
o WHERA (AKRFIER1.03.032) .
o ARG ISE W MR (ARBIER “17 , Ronimsh ERHESE ISE 455D

BRSRRESIE API 2S£/, A 14 |
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[ FIE=if API Y8 RT Cisco ISE B{TieH W

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<product name="Cisco Identity Services Engine">
<version>1.0.3.032</version>
<type_of_node>1</type_of_node>

</product>

HPE R X AP 8 A

P

z=

&R LA FailureReasons APT i F 3R [BI7E H A5 i b5 R S 473 6 AE DR 25 A6 780 ke [ 18 ik ot Ji 4]
HIFe o AHIERAL T AR SO R H R B AR B APT R I SR B R 4% ISE 9 RC R A i
B SR R SR IR, BAACRGER I AP i Y i 3% ] 0 e e J DR s 9] o 3% [ A g B iR AT B 376 % 3-1
FRTE R ITR.

H RA¥ F Cisco ISE [ Ji K] 2 5 23 07 7] W f Ji TR S D 3R I 4lME &, 155 14 Cisco ISE i i
R, % A-1 7.

#*3-1 BRGHIRS 5/ ER A X

BB IR (E T R Pl

WP 5 A ID <failureReason id="11011">

AW <11011 RADIUS listener failed>

J:f%\ <Could not open one or more of the ports

used to receive RADIUS requests>

@?@%7?%& <Ensure that the ports 1812, 1813, 1645 and
1646 are not being used by another process
on the system>

] LU A Cisco ISE H P Jti - (fK X fiifi Monitor > Reports > Catalog > Failure Reasons,
RGN Sl e SR DR D e A e e DR A

FailureReasons API 4y 5 2244

T 5 BE AL SO R R SR R X B B AR R A 1S ISE W &S, FailureReasons APT i B % -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="failureReasonList" type="failureReasonList"/>

<xs:complexType name="failureReasonList">
<Xs:sequence>
<xs:element name="failureReason" type="failureReason" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="failureReason">
<xs:sequence>

0L-26134-01
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<xs:element name="code" type="xs:string" minOccurs="0"/>
<xs:element name="cause" type="xs:string" minOccurs="0"/>
<xs:element name="resolution" type="xs:string" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="id" type="xs:string"/>
</xs:complexType>
</xs:schema>

% 2 FailureReasons APl @

S ENE IR RERS AN Cisco ISE URL (WU, https://<ISE F=H] 5 26 IP #iF >/admin/) .

$H| 2 HiATE Cisco ISE ¥l B FEh e @ ML E M H P 4 L& (X3 RANE) .

$® 3 5di Login 5% Enter.
fgiﬂiﬁ‘éﬁiwﬁfﬁ, 1 s Login U _E[#) Problem logging in? $£4%, A5 %180 2 it idi B
RIE o

filn, mREEYIEHEN 4 acme123 R ARG ISE 158, XTI A, REKERULT
URL Hihl =7 B

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

HB|, 4 @K “/admin/” #5 N APL R (/admin/API/mnt/<specific-api-call>), {E H 515
URL bk EX % N\ FailureReasons API i/ :

https://acmel23/admin/API/mnt/FailureReasons
N

EE TR HONE, FTCAZE B BRI URL Mok B A 54~ APL 18 FH I i 25 4
40, £ APT HHZE R “mnt” #aERESE ISE 75 4.

$E 5 1% Enter 4 &K 4 APL .

HXERE
o KEMIFETIA, B 1-2 W

FailureReasons API /3 iR [8] g4 $3E < 51
LR R ER 77 HFR BRI ISE 75 A _F &2 FailureReasons AP i FH IR B () ¥dE . 1k API

AT LA H AR 9 3R [l B i R 97 3, LR e i A 5 P TD - P QRS o i DR AT At 5
% CInRFE) AT E Lo

4

i

.

%  ULF FailureReasons APT i FH 7R B2 7= v] B3R [B] 1) — 7N B 3 i 7= il

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<failureReasonList>

<failureReason id="100001">

<code>

BRSRRESIE API 2S£/, A 14 |
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[ FIE=if API Y8 RT Cisco ISE B{TieH W

100001 AUTHMGR-5-FAIL Authorization failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100002">

<code>

100002 AUTHMGR-5-SECURITY_VIOLATION Security violation on the interface
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100003">

<code>

100003 AUTHMGR-5-UNAUTHORIZED Interface unauthorized

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100004">

<code>

100004 DOT1X-5-FAIL Authentication failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100005">

<code>100005 MAB-5-FAIL Authentication failed for client</code>
<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100006">

<code>

100006 RADIUS-4-RADIUS_DEAD RADIUS server is not responding
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

BREMRESIE AP &£/, A& 14
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</failureReason>

<failureReason id="100007">

<code>
100007 EPM-6-POLICY_APP_FAILURE Interface ACL not configured
</code>
<cause>This may or may not be indicating a violation</cause>

<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

HXERE
o IEMEFETIA, W12 W

o [ff3% A, “Cisco ISE & i A4k &5 7

SRENERZS AP

&R LA H] AuthStatus APT I IR 7 H AR A _ B0 B I IEIRE . 5k APT I G A1)
i E R D> — A MAC HithE IESRILERC I, I H A w] CURC B TR 0] 46 € MAC Htht () il
03 PR o
ARATEEME T A SO R @ R Rk APT VR E SR TE B bR MR AR T A R R SR S R
SR, LARORE I APL A A 5 3R 8] 1 880 7 1
i id uthStatus APL AL, %W PLEC B LR S5 RAH KK 24
o FREEMSH - 8 A R AR 516 € MAC sk KB SR SRR IS TRk (R E. P
AT A RUETEE /& 1 2% 864000 2 (10 KD o AniRHIA 0 £, TFEEBINFFEE 7] 10 K.
o CFHH - ESUNEA MAC HIMEH R A& ifid f 8. )7 T B A RUETERE 1 2 500 4
o WARKA 0, MIREBINRE, Bl 200 il

AR WAIVFFEEN AL RS B IE Y8 0, 3 APLI A A iR 81 545 € MAC H1
B ST BB 5 3 B IE 2 D R

T R AR TR AC S BN IR ) URL B — A s i
https://10.10.10.10/admin/API/mnt/AuthStatus/MACAddress/01:23:45:67:89:98/900000/2/All
o JBTE - E AL AuthStatus APT i F % 2R 5 43 SRR P iR [0 (4 5 43 S AR RS R A th 5 1)@

L. BREATE 0 (BRIAE) . All 8 user_name+acs_timestamp (&% % AuthStatus ZLH)7R
il AcctStatus API iyt 2244, 28 3-12 1) &

- WMEREAN “07 , RGEiREIFE 3-2 i XRErE. X )E YT 5 H 28 R
restAuthStatus 8457

- BN “All” , RESREITEREM. X%EMES T 5228 1) fulRESTAuthStatus
il

- R NZERI F A user_name+acs_timestamp FI H FIME, REEH IR FIHIX L.
user_name F acs_timestamp J& 4 41 T % H 22 # 1 restAuthStatus #43,

BRSRRESIE API 2S£/, A 14 |
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#3-2 BHBIEREEE

B HiAp
name="passed” 5{ name="failed” | G I IR L5 F -

o it

o RIK
name="user_name” P4
name="nas_ip_address” DX 2815 1) 152 45 1) TP Hbhik / AL 44
name="failure_reason” 23 By 43 BOAIE 25 Wi R A
name=""calling_station_id” YR TP Huhik:
name="nas_port” W 4817 a1 IR 5% 25 it 11
name="identity_group” B EMIH PR FENLHZ A
name="network_device_name” [ 28 % 5% 1) 44 TR
name="acs_server” Cisco ISE % % 1 4 %
name="eap_authentication” T S SR K AT e S Bk Wil (EAP) J71%
name="framed_ip_address” N P G B
network_device_groups” LS FH IR X 28 2% 38 B A
name="access_service” N 815 18] IR 55
name="acs_timestamp” L Cisco ISE & {73 50 F 175 3R S (1 B[R]
name="authentication_method”  |7ff & & 1/ % iIF {3 FH 11 5%
name="execution_steps” b PR AT SR B BT i S RS2 B 2 Y B ARRE B ER
name="radius_response” RADIUS i 5 28284 (5141, VLAN B¢ ACL)
name="audit_session_id” BB 2= 151 ID
name="nas_identifier” E5RE 8 BRI ) X 25 U5 1] IR 55 2% (NAS)
name="nas_port_id” 1 H 1 NAS 3 H #) ID
name="nac_policy_compliance” | fx WLRZA IR (GMBAEFHD
name="selected_azn_profiles” P51 B 4 5o UEAE A BT B S
name="service_type” T
name="eap_tunnel” FT EAP S 50k (1) B% 18 54 77 5
name="message_code” JE SO AR BRI SR 45 1 A BAR AT
name="destination_ip_address”  |kriK H#AF IP Hohi

AuthStatus API 4 2244

PETR B B SCAF 24 AuthStatus APL I AE 2 H b5 B RHIEZ ISE 39 (i ERHRE 2105, iR
Jr R [ £ 4 -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="authStatusOutputList" type="fullRESTAuthStatusOutputList"/>

<xs:complexType name="fullRESTAuthStatusOutputList">

BREMRESIE AP &£/, A& 14
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<Xs:sequence>
<xs:element name="authStatusList" type="fullRESTAuthStatusList"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatusList">
<XS:sequence>
<xs:element name="authStatusElements" type="fullRESTAuthStatus"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="key" type="xs:string"/>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatus">
<xs:complexContent>
<xs:extension base="restAuthStatus">
<Xs:sequence>
<xs:element name="id" type="xs:long" minOccurs="0"/>

minOccurs="0"

minOccurs="0"

<xs:element name="acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acs_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="service_selection_policy" type="xs:string" minOccurs="0"/>
<xs:element name="authorization_policy" type="xs:string" minOccurs="0"/>
<xs:element name="identity_store" type="xs:string" minOccurs="0"/>

<xs:element name="response" type="xs:string" minOccurs="0"/>

<xs:element name="cts_security group" type="xs:string" minOccurs="0"/>

<xs:element name="use_case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<xs:element name="ad_domain" type="xs:string" minOccurs="0"/>
<xs:element name="acs_username" type="xs:string" minOccurs="0"/>
<xs:element name="radius_username" type="xs:string" minOccurs="0"/>

<xs:element name="nac_role" type="xs:string" minOccurs="0"/>

<xs:element name="nac_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_posture_token" type="xs:string" minOccurs="0"/>

<xs:element name="nac_radius_is_user_auth" type="xs:string"
<xs:element name="selected_posture_server" type="xs:string"
<xs:element name="selected_identity_ store" type="xs:string"

minOccurs="0"/>
minOccurs="0"/>
minOccurs="0"/>

<xs:element name="authentication_identity store" type="xs:string"

minOccurs="0"/>

<xs:element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext_pol_server_matched_rule" type="xXs:string" minOccurs="0"/>
<xs:element name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity policy matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>

<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_query_identity_stores" type="xs:string"

minOccurs="0"/>

<xs:element name="tunnel details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>
<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:complexType name="restAuthStatus">
<XS:sequence>
<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>

W BRSHMRESIEE API SEI5E, Ak 14
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%2 AuthStatus API 33 FH

TE1
T 2
£ 3

EH 4

2 3

<Xs:

<Xs

<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<xXS:
<xS:
<XS:
:element

<Xs

<Xs:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

element

:element

element

element
element
element

:element

element
element
element
element

element

:element

element
element
element
element
element
element
element
element

:element
<XS:

</xXs:sequence>

</xs:complexType>

element

</xs:schema>

[ FIE=if API Y8 RT Cisco ISE B{TieH W

name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xXs:string" minOccurs="0"/>
name="eap_authentication" type="xs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>

network_device_groups" type="xs:string" minOccurs="0"/>

name="access_service" type="xs:string" minOccurs="0"/>
name="acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xXs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>

nac_policy_compliance" type="xs:string" minOccurs="0"/>

name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="destination_ip_address" type="xXs:string" minOccurs="0"/>

TE Y5 45 B U bEA= Py %N Cisco ISE URL (4, hitps://<ISE ZHL 556 1P #i4f >/admin/) .
i N1E Cisco ISE #J4A W B Id FE 48 @ FEC B I F 4 B (K KAhE) .

i Login 5¢#% Enter.

WK BE NI & 3%, 15 M5 Login TUH _E ¥ Problem logging in? $£4%, A5 %180 K 2 i B
BRAE.

filn, mRERYIEHEN 4 acme123 R ARG ISE 19, XTI A, REKERULT
URL Hihl =7 B

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

K “/admin/” #5 B # APT A #64) (/admin/API/mnt/<specific-api-call>’MACAddress/
<macaddress>/<seconds>/<numberofrecordspermacaddress>/All), 7E HFxT 25 i URL Huhk 7 Bt

A AuthStatus API i :

https://acmel23/admin/API/mnt/AuthStatus/MACAddress/00:50:56:10:13:02/120/100/A11

S

3=

REST API AHIX 3 K/ANE. 78 APLEHZ E R “mnt” R EFEE ISE 35 5.

% Enter ¥ & i APL A .

HXERE
WUEM AR A, B 1-2 T

| oL-26134-01
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AuthStatus API i A& Bl 8 & 1z =1
PLR R BB 7s 7 46 B ¥ BAHE #% ISE 45 & B A2 AuthStatus APT i IR 8] 1 54 -

This XML file does not appear to have any style information associated with it.
document tree is shown below.

<authStatusOutputList>

<authStatusList key="00:0C:29:46:F3:B8"><authStatusElements>
<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>suser’/7</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>

<calling station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity_ group>User Identity Groups:Guest</identity_group>
<acs_server>guest-240</acs_server>
<acs_timestamp>2012-10-05T10:50:56.515Z</acs_timestamp>
<execution_steps>5231</execution_steps>
<message_code>5231</message_code>

<1d>1349422277270561</1id>
<acsview_timestamp>2012-10-05T10:50:56.517Z</acsview_timestamp>
<identity_ store>Internal Users</identity_store>
<response_time>146</response_time>

The

<other_attributes>ConfigVersionId=81, EndPointMACAddress=00-0C-29-46-F3-B8, PortalName=Defau

ltGuestPortal,
CPMSessionID=0A4D98D1000001F26F0C04D9,CiscoAVPair=</other_attributes>
</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>00:0C:29:46:F3:B8</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>

<calling station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity group>Guest_IDG</identity_group>
<network_device_name>switch</network_device_name>
<acs_server>guest-240</acs_server>
<authentication_method>mab</authentication_method>
<authentication_protocol>Lookup</authentication_protocol>
<acs_timestamp>2012-10-05T10:49:47.9152</acs_timestamp>

<execution_steps>11001,11017,11027,15049,15008,15048,15048,15004,15041,15006,15013,24209,2

421

1,22037,15036,15048,15004,15016,11022,11002</execution_steps>
<response>{UserName

=00:0C:29:46:F3:B8; User-Name=00-0C-29-46-F3-BS8;
State=ReauthSession:0A4D98D1000001F26F0C04D9;
Class=CACS:0A4D98D1000001F26F0C04D9:guest-240/138796808/76;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1) VLAN;
Tunnel-Medium-Type=(tag=1) 802; Tunnel-Private-Group-ID=(tag=1l) 2;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://guest-240.cisco.com:8443/guestportal /gateway?
sessionId=0A4D98D1000001F26F0C04D9&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-pre-posture-506e980a;
cisco-av-pair=profile-name=WindowsXP-Workstation; }</response
><audit_session_id>0A4D98D1000001F26F0C04D9</audit_session_id><nas_po
rt_id>GigabitEthernetl/0/17</nas_port_id><posture_status>Pending</posture_status
<selected_azn_profiles>CWA_Redirect</selected_azn_profiles>

<service_type>Call Check</service_type>

<message_code>5200</message_code>
<nac_policy_compliance>Pending</nac_policy_ compliance>

>

W BRSHMRESIEE API SEI5E, Ak 14
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[ FIE=if API Y8 RT Cisco ISE B{TieH W

<i1d>1349422277270556</1id>
<acsview_timestamp>2012-10-05T10:49:47.915%</acsview_timestamp>

<identity_ store>Internal Endpoints</identity_store>
<response_time>13</response_time>
<other_attributes>ConfigVersionId=81,DestinationPort=1812, Protocol=Radius,AuthorizationPol
icyMatchedRule=CWA_Redirect,
NAS-Port=50117,Framed-MTU=1500,NAS-Port-Type=Ethernet, EAP-Key-N

ame=, cisco-nas-port=GigabitEthernetl/0/17,AcsSessionID=guest-240/138796808/76,Us
eCase=Host Lookup, SelectedAuthenticationIdentityStores=Internal

Endpoints, ServiceSelectionMatchedRule=MAB, IdentityPolicyMatchedRule=Default, CPMS
essionID=0A4D98D1000001F26F0C04D9, EndPointMACAddress=00-0C-29-46-F3-B8, EndPointM
atchedProfile=WindowsXP-Workstation, ISEPolicySetName=Default,HostIdentityGroup=E
ndpoint Identity Groups:Guest_IDG,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.209,Called-Station-ID=00:24:F7:73:9A:91,CiscoAVPair=audit-sess
ion-id=0A4D98D1000001F26F0C04D9</other_attributes>

</authStatusElements>

</authStatusList>

</authStatusOutputList>

1IBMCIR7S APLE

&R LA AT AcctStatus APT I IR H AR5 BB BB BO& A i I MORZS . AT 44 1 284 5
PRl AR L APL I S SRR B sl & M il (5 B AR, LRI AP i A Jq ik [el
MKt =Bl L AcctStatus APT AT, AT LARC B 5 I (8] A1 50 1 2 4L

o FREEMIA] - E AR R AR R 518 MAC Bl B B e S il TR S b B,
PRI E A SUETE B 1 & 432000 B2 (5 KD o il

- ERHKN 2400 #> (40 50D, NIFRREAIEIEFE E MAC Hubik 7 22 40 4380 P9 m) B RO
oI IWL T - S TWT

- WSREN O FP, DG E BROASFEEIS A 15 708 (900 M) o XFRIRBEAEIRAF IR E MAC Ml
FE BL I TA] B 9 W] A BB i ik i 4 ie 3

AcctList API 1§ 7E API #i i P 3245 L N IRSEE 7B GES WK 3-3) -
#33 IR AT FE

WiRFE BiER

MAC Hbhit 7% P ) MAC Mk
H %2216 1D 58I 231 1D
PNV ETTE TR PR s L B
A H R E A A0 4 (R IOEAERaNSE
W B 715 5 B L
AR FATHL FEHT R B 7L

S if I [A] AT 2T R RR SR ]

BREMRESIE AP &£/, A& 14
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AcctStatus API 8 15 2244

PE7s B R SCAT 24 AcctStatus APL i A2 2 H br BRHIE S ISE 39 fl ERFREE 215 a, IR
JIT IR [m] F) B S -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctStatusOutputList" type="restAcctStatusOutputList"/>

<xs:complexType name="restAcctStatusOutputList">
<Xs:sequence>
<xs:element name="acctStatusList" type="restAcctStatusList" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="restAcctStatusList">
<XS:sequence>
<xs:element name="acctStatusElements" type="restAcctStatus" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="macAddress" type="xs:string"/>
<xs:attribute name="username" type="xs:string"/>
</xs:complexType>

<xs:complexType name="restAcctStatus">
<XS:sequence>
<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="paks_in" type="xs:long" minOccurs="0"/>
<xs:element name="paks_out" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_in" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_out" type="xs:long" minOccurs="0"/>
<xs:element name="session_time" type="xs:long" minOccurs="0"/>
<xs:element name="username" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xXs:string" minOccurs="0"/>
</xXs:sequence>
</xs:complexType>
</xs:schema>

%2 AcctStatus API i3 FH

EE 1
LB 2
TE 3

FED Y025 B Ho Bk A= %\ Cisco ISE URL (914,  hitps://<ISE F #1556 1P #i4f >/admin/)

i NAE Cisco ISE ¥Jar W B it FE 48 e I B I P 4 M (XK K5 .

i Login 5{1% Enter.

?niﬂ%ﬁéﬁkiﬂfmﬁi i f i Login Wi _E ¢ Problem logging in? 554%, SRJ54%IEL 0% 2 b1 B
A

B, ARG ERAEH EHL4 acmel123 o MR ISE %9 5, W TR A, REKERLT
URL ik 7 B .

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash
K “/admin/” #5 & o APL A 4>

(/admin/API/mnt/<specific-api-call>/M ACAddress/<macaddress>/<durationofcurrenttime>), FaER
I 5 URL Hubik =7 BE#i N\ AcctStatus APT 8 FH

https://acmel23/admin/API/mnt/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200

W BRSHMRESIEE API SEI5E, Ak 14
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https://acme123/admin/API/mnt/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200
https://acme123/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

| #£3% ATiHmEERRRZEA API

fEFAZE# API B Xt Cisco ISE B THIREHER

~

EE TR ONE, FLTE B ER A URL Mok Bl A 54~ APT i i i 2 4

frem. 75 APT M2 ] “mnt” 2278 BHEE ISE 9 5.

1% Enter ¥ & H APT M.

AcctStatus API /8 A& Bl 89 #i 3z =51

PAR - B Jg s 148 H bn A% ISE 9 i _EAGE AcctStatus APT i H IR i [8] ) 45 -

This XML file does not appear to have any style information associated with it.

document tree is shown below.

<acctStatusOutputList>

<acctStatusList macAddress="00:25:9C:A3:7D:48">
<acctStatusElements>
<calling_station_id>00:25:9C:A3:7D:48</calling_station_id>
<audit_session_id>0acb6b0b0000000B4D0CODBD</audit_session_id>
<paks_in>0</paks_in>

<paks_out>0</paks_out>

<bytes_in>0</bytes_in>

<bytes_out>0</bytes_out>
<session_time>240243</session_time>
<server>HAREESH-R6-1-PDPl</server>

</acctStatusElements>

</acctStatusList>

</acctStatusOutputList>

The
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) 4 S
4 E 24 REST API

A B SR IAE U R AR SBRE B 4 IR 2% 51 ZE AT SC R DA R S AN BUE L (CoA) REST API [H7~
UL

CoA API il FH$2 ik 1] Cisco ISE B8 1 (1145 & R 15 ISE 31 5 K35 2 1 B 0y 56 UF A1 2 1% Wi - i 2
A HIRE

CoA £ ETE API

T CoA £1EEHE APL I, &R LAIA) Cisco ISE #3E # 1 H Ax AR 1% ISE 1 &l E e e & 1iF
RIE B AT By B uE A W T E A A

o ERINEHT F 17 381F (Reauth)

o 21EWIFiEHE (Disconnect)

REEMERLEIE AP

SV EH S U I UE AP A ELHE DU 28
e REAUTH_TYPE_DEFAULT =0
e REAUTH_TYPE_LAST =1
e REAUTH_TYPE_RERUN =2

BREMRESIE AP &£/, A& 14
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W coA2iF&E APIEMH

Reauth API ) 3244

W7 SR K S A 2 K Reauth APL 1 H R I% 2] H Ax BORHR % ISE 15 /il ERFRE i85, UL ik
ENE i
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="remoteCoA" type="coAResult"/>
<xs:complexType name="coAResult">
<XS:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

& Reauth API &

BB 1 ENEL IR NN Cisco ISE URL (B4, https://<ISE 7-#14 26 IP Hit >/admin/) o

BB 2 HATE Cisco ISE WA R B FEH 48 e M E K H 2 4 &% (K3 K5

$%® 3 5di Login 5({% Enter.
filtn, WA EYIEH FHLA acmel23 F MAHESE ISE 1558, XTI 8, REHERULE
URL Hhhk= B :
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

SE 4 DK “/admin/” FHE A APL RS
(/admin/API/mnt/CoA/<specific-api-call>/<macaddress>/<reauthtype>), £ HFx™5 &) URL Hulik 7
Bt¥i\ Reauth APT A : -

https://acmel23/admin/API/mnt/CoA/Reauth/serverl12/00:26:82:7B:D2:51/1
~

EE M TRXEIFEAX KNG, B e HART S8 URL bk B NGRS APL i F I 55
f74i. 15 APT I HZ)E P “mnt” Fom MRS ISE % 5.

$E 5 J% Enter 4 &K 4 APL .

HRXEDR
o IIFWNIETI A, 12

BRSRRESIE API 2S£/, A 14 |
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| #4E HEZRRESTAPI

CoA 2% API AR M

Reauth API 8 iR [5] H) 2 7= 51
LR 7R ] JEE 7 B2 A H b BB R I 4% TSE 47 /i _EAE Reauth APT 1 IR 3R [0l A9 cdfs - 3 FH e i 4 T
AR [a] P b 45 2R -
o True RoRfr L MIPAT
* False Konr & RPAT (T HFEI -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>

SR ESRE APL A A
STH T APT 1R AL 45 DL W & e v 1 T2 7Y
e DYNAMIC_AUTHZ PORT_DEFAULT =0

¢ DYNAMIC_AUTHZ_PORT_BOUNCE =1
e DYNAMIC_AUTHZ_PORT_SHUTDOWN =2

Disconnect API i1 2244

IR AF) 4244 S A /2 44 Disconnect AP i F & 3% 31 H b BRI 2 ISE 75 s ERfa € i85, A
Jr k& 2] ) 5 -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">
<Xs:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

% iz Disconnect APl 5

BB ENEERMHBIERS NN Cisco ISE URL (U1, https://<ISE ZH1#4 2K IP i >/admin/) o
$B| 2 HINAE Cisco ISE WIIRE B I 2 h e € FIEC B W H 7 4 2o (X4 KAAE)D
$® 3 il Login (1% Enter.

filan, nREREYEHENA acmel23 FF ARG ISE 15, XTI A, REKERUT
URL #idik 7 B

https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

BREMRESIE AP &£/, A& 14
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https://acme123/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

$4F ZNEKRESTAPI |

W coA2iF&E APIEMH

SH| 4 JEIDK “/admin/” #I>E Y APL IS
(/admin/API/mnt/CoA/<Disconnect>/<serverhostname>/<macaddress>/<portoptiontype>/<nasipaddre
ss>/<destinationipaddress>) , fE H #5717 s URL bk 5 B4 A\ Disconnect API i H
https://acmel23/admin/API/mnt/CoA/Disconnect/serverl12/00:26:82:7B:D2:51/2/10.10.
10.10/192.168.1.1

~
HE B TRXERAAXS KNGS, FrPl e Bfa S0 URL bk B NS4S APT iE FH i1 45 4%
4. £ AP AL TR “mnt” FKox BRI ISE 15 4.

$® 5 3% Enter 5% 1 AP M.

HXERE

o IOURMNIETATA, 12

A

Disconnect APl i85 iR Bl {9 4 7~ 51

PLR - s ) 2 70 B Fr B A 3% ISE 7 & BRI Disconnect APT i F RS iR [8] FO%ds . R A b aw
A 0] BEIR [A] B Fp 4 R

o True Fnn 2 BINHAT

e False Xnfn A RKPAT (HTSFHEHR) -

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>

BRSRRESIE API 2S£/, A 14 |
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ERS API &4}

o MR, 511

e LA Cisco ISE %, 5 5-1 W

o 4P RESTful IR %5 AP S5 360 F FFZAL, 5 5-2 T
o M GUI 3 H 456 RESTful %% API, % 5-2 7T

o 4N RESTful k%5 APLIRA, 25 5-3 1

o HHRIGIE, ZF 5-3 7

o AN, 2537

o 4N RESTful k% SDK, 2 5-4 T{

o 4N RESTful IR 552249301, 5 5-4 T8

o A RESTful 45 1E R AN, 25 5-5 UL

o 4N RESTSul ik 55 API #EATRRA A H], 55 5-7 T
o MRALIE, FS5TH

o AN RESTful lR%5 RGTHAE, 55 5-9 I

o HEESE, 25 5-10

o bEARAE, 5-11 T

S

!
A B R oo ¥ FH 52 SRR A RESTful iRSS APL FIAH>C APL i FH 38 B Al R . 38 33X Ll i
., %A LN Cisco ISE & IEIHAT CRUD CAIEE. ZHL. SH#r. M) A,

¥ #5589 Cisco ISE =R

J® it Cisco ISE #M RESTful IR%S APL, %A LIS LA T 2K 4 ISE B IRHAT B AE
o RN

o Kinm By

o YEH/

o HirH

BREMRESIE AP &£/, A& 14
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$£5% ERSAPI A |

W 573 RESTHI RS API SHIRIERIZM

o WHBHF

e 1/

o IrHTHR SRS

o MBS

o MR

o AN

%7 &, “HME RESTful k55 APT #4E” rh@ ik 5 B 1) i SRR R 451

4MER RESTHul BR 55 APl 4318 iF A4

4h# RESTful k4% API T HTTPS P AT REST 777k, HH4# FH ¥ H 9060,
4h3 RESTful R %s API SCRFEEAR G IGIE . B 0 B0E IR i n s 9F H 8 15 Rk —3 7.

ISE & 2 53 Z0 R L7 43 BOASBRAL PR, i A BE A AT A8 RESTful 55 APL $AT#Af . ISE EHE
GYRTLAGBE BA R PR ff €, DAGE (8 AP RESTul Al 95 APT $AAT £ 1F

o A RESTful ARSSEFE 51 - B A ERS API {58415 AR (GET. POST. DELETE. PUT) .
o Hh¥E RESTful AR5 #:4E B - HAT R AR (AT $04T GET E:R) .
WS AN B AT AR, (B4 5248 B 4038 RESTful A SS APL AT ERVE, T2 214 52 i )9

HXEFR
o BIEE—4NH ) Cisco ISE & 7
o R NEMMIGIEAZR, 5 6-1 T

M GUI /5 FI5hER RESTHul AR 55 API

BN
PE; 2
$E] 3
SR 4
$ES5
TG
iz

Hii}A Cisco ISE REST API JT % ¥ )8 FH fiE %377 ] Cisco ISE, #2445 i3 B Cisco ISE REST API. Cisco
REST API 1# f HTTPS #i 1 9060, ERIAEH T, MmO AT R MPRAS . R A ALE Cisco ISE & H ik
228 I J3 ] CiscoISEREST API, X T/Efl1/i%¢ REST API &K, 257 i W F #12x M AR 5% 2% A0 2 8 i
B

A AL AN R RESTful AR 3538 5K IO I ISE 19 R 2% Fli1 il LA BT R BLR (GET 153K .
BIESTR

FE 0 VT % A H kA2 A Cisco ISE URL (U1, nhetps://<1sE EMA 1P Hidk >/admin/) o
NGB H P RS (X5 KN

Aiili Login 5% Enter.

1+ Administration > Settings > ERS Settings.

4 Primary Administration Node %% Enable ERS for Read/Write.

R AFERH BN AT 25, 14 All Other Nodes #%+% Enable ERS for Read.

MR

BREHRESIE API &£, A 14
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http://www.cisco.com/c/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_chapter_0110.html#ID45

| #53% ERSAPI At

,.
V4

R
e

MR RESTHul fR % AP B W

Jifi REST i B sz, I HAERGHEPILRHE.

HXEFR
o fHH4ES RESTful IR% APL & 46 F, 3 7-1 7

4MER RESTHul BR 55 AP RS

..
V4

B
et

&0 AE GUI [f) Administration > Settings > ERS Settings U1 [ 36 1F 2 75 4 375 AU 4 B 15 &5
J& H T 4M5 RESTful iR %5 API.

BRAINTEOLR, A5 RESTful Ak45: API AT K8 FRAS . an RIS TE )5 FH A58 RESTful Ak 45 API i H
Z RS X B8 APT, B2 US BB R IR S

4158 RESTful k45 APT EA 3 H L1 3285, &n] LM Cisco ISE GUI FJi1t H & id F W 8
FH IS5

ARVENMER, WS RG0S 7/ FEHLG75R, KA 14 B H SR E LT

KIE PR 55 4% ) CRUD ¥dig {4155 Cisco ISE Fl T GUI [fAH R AR A M BEAT S0 10E - BT AT S8 R A2 56
MEEETHEAT . PrERATRITA XML B # 2 iR 495 584 24T I .

ARG AT LU AR B 30 BRI UE A S5 A I0AIE . BOE U0 E S I UE B dlE 2 15 47 7 ISE 4
R, Bign, sEHTBL FBORE LR MM IE AR S B AT IR R, BN, BB

HIREE

T RAE B A4 FRAN URT 8 < P2 1 A 44 25 (R 26K, 40 R ik
o WWHEBH . A, Zum AN S0 4L 5 4y
e SGA ] SGT
o JIH H AT RETIE S REST ul RS, QiR s Emd NyH B h AR R R (% 7 i o6 7 42
FEIE R b % ERS fir 4 25 )
Accept/Content-Type #5416 5 LLF fiy 44 25 [A] :

application/vnd.com.cisco.ise.<resource-namespace>.<resource-type>.<major
version>.<minor version>+xml

ﬁﬂﬁu: application/vnd.com.cisco.ise.identity.internaluser.1l.0+xml
NIV X RN

TR XML BEALE 3 F iy 44 45 1) 5E X

identity.ers.ise.cisco.com

sga.ers.ise.cisco.com

@Mﬁu: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns:endpoint xmlns:ns="identity.ers.ise.cisco.com" id="id">

| oL-26134-01
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$£5% ERSAPI A |

B 5MZR RESTHul AR S SDK

<group>Profiled</group>

</ns:endpoint>

4hER RESTHul AR 35 SDK

0] LE I 4h 3 RESTful A4S SDK it g i TR . el LA LLF URL 1 1) 4 &8 RESTful

k%% SDK: nttps://<ISE-ADMIN-NODE>:9060/ers/sdko

WA 4hEB RESTful ARk 2% 8 # 55 FH 7w BAYS 7] b6 RESTful iR%5 SDK. SDK 45 LA T 4 4%
o PUEZH API SCHY

o JA A API $:1E (15 %

o HJ TR EM B SO

o T REAY Java -5 N FH

o RH curl AKX £ FH 2451

e f#if] Chrome Postman K] B

4B RESTful BR 55 28443 {4

4

Eﬁ:
e

4158 RESTful IR 45 SDK B Fff =4~ XSD B ST, X LLBEM) ST/ 4875 5% ISE ERS Fi[H fl 32 77 X
EAiOERE A

=A™ XSD U
e ers.xsd
e identity.xsd
e sga.xsd
e network.xsd
fas T LA 45 PR AR RO R T PG TR (it JAXB) kAR K
%j{iﬁigﬁ HTTP % ' b 548 FAL T 25 =5 HTTP 2 7 i AXHS,  FR L5085 XSD SCPFA e 2
AR o

P RIE ) XML ARYE ZER BEAT SR UE, Rk, XML 5= BT AR vE R % 5 HAE S b i)
AT I, R S BB RS SRR

TEERA

g2t

EH 2

BRIESR

FE W U0 28 ) Mo kA2 46 N LR URL PAB S04 RESTful R4 SDK JiT :

https://<ISE-ADMIN-NODE>:9060/ers/sdk

By N\A1ES RESTful i 55 4 H8 GG L T A4 MY (X RANE)D

BRSRRESIE API 2S£/, A 14 |
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| 5% ERSAPI&#t
5hER RESTHul AR 5%1% R FME K2
$® 3 5di Login 5% Enter.
#$% 4 7f Downloads 2557, s Schema Jar (ers-schema-1.4-iteration-01-SNAPSHOT.jar) .
BB S R SRR IE A HL T L.

X ER

o AN RESTful AR4s API S5 B0 E AAZAL, 55 5-2 T

SMER RESTHul AR 3517 K 0l

AT R AT S SRR AN R Sk (045 2 LK ERS 3R [B] FRPIR AR o

4MER RESTHul BRS51E K 3k

#5-1 ERS ;&3
¥Rk THHE fEFiRR WE
%% 174 REST API %54 i 244 MRS S e m LR PR 2% | &, M T GET/GET
HIRERY, EIERIRRAS . ALL/DELETE/GET
VERSION #:/E (IX LL#{E
AEEHEEIESD .
Authorization “Basic” I P AFER R [ RAIFERS IR IRAH F o =, HTAEBER.

#E RFC 2617)

Content-Length

1)7%¢ REST API %54 i 2 Y

16 J 55 % T s L 2 P i B R R %
M R, BAE RIRROA .

&, T ESHEIESCHIER.

Content-Type

TR SRV B IS iR

TR RIE BSOS AT

&, HIT RS B IESCHE R

MER RESTful AR 550 Rz Sk

#5-2 ERS i5#/hg st
¥Rk THERE fEFER iR
Content-Length M N2y B AE ORI (LT (R VE B IE ST RN, &, ATEEHE B ISR N,

AL o

Content-Type

Sl R S S IR SO R

SR W N2 S I ST R s AN
k.

R, A BRSO N .

(A= HTRIE TR 1 ALYE URI, IR B 0] i SR 5 61 2 BT YR &, M THranlimit URT 35 R
FRHH URI. AT R 55 s i 0 R ) U R PRI TR 97
BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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W 5haR RESTHul AR S5i&RAINGRL

53R RESTful B 5 HTTP JR7SAX RS

#5-3 ERS iE/5/49 HTTP Hgfr £ mBa05 605
HTTP K7 Ei:pe
200 OK TR I TE . W B iE SR G 2 T Al f# A URT Ron bk o v, R H

MR8 AL BT BEYR RN BN N IE ST, R GeKs AR [ 200 RZ,
Hrd B RS URT B4 B A5k

A

201 Created

QB RIRAITE R D oe i, JF HRIR 8]0 35 37 BEIRR s iR Wi 3 13
I 3R [ s SRR A L URT AL EAR Sk

EX

202 Accepted

TR CHHR IR AT AL B, (HR AP R e R MR4E HTTP/1.1 #ye, iR [A]
MIsEfl Canf) RS IR HAIRE RS, BURCIRZS B ALAR (6 B Bl
T SRAT B A 1) LTI [

204 No Content

JIR 55 4% CLATUE SR, (B AN 7R 238 (1] i 7 9 J2 15

400 Bad Request

BT EREERAEESRTEREE (A 7 BORIER R . SR B i (0
8D, CIRAEIE K

401 Unauthorized

LT SR A B 1) B 4 B R E B K B TE AL

403 Forbidden

k55 & CRA B R E, (R A B AT L SR B4R AL .

404 Not Found

R E T AEAE TR URL.

405 Method Not
Allowed

%R URI A R 45 %€ (19 HTTP 3837 (DELETE. GET. HEAD.
POST. PUT) .

406 Not Acceptable

LT SRAR IR A BRI TCVEZE IO B T3 3K Accept ARk H A R KRR

409 Conflict

O BB SR ICTRSE A, DO 2 3 BUIR 55 4 T SCHF SR 10 DR A A o
(BN, R O AT A DA R IR ME— PR IR RO dB D

415 Unsupported R 55232 HF Accept bk AR E B RS . AN IR 45 28 AN F SO 2 7 o
Media Type A N i NS Y T A

429 Too many JE K ERS WEREL £ .

requests

500 Internal Server | filz 5% #5188 2| BH 1E HAATIE R = AME B

Error

501 Not R8s CHET) ASCFRFHATE R AT F e
Implemented
Mg ds CHED AN H RS A I o 3 T 4E0IRES, RS 28 LT ok BRE K .
XFEPATIE RIS
1Tl RE

~

FE D BT mRSL AR EACRSARNE, REEROMER, SAERE RS S A xml N

B SRRESIEE API &£i5/8, BRE14

m. 0L-26134-01 |
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EFA5MER RESTHul BR %5 AP TR A =g W

{sSE B4 EB RESTHul AR 55 APl i1 ThR A=)

4

Eﬁ:
e

IREME

AR RESTful A% API &4t 55 Cisco ISE fRAS W [A] J5 #E 2 .~ RESTful A% API B A H -+
API JRAE A RN . Fra B B B IHENRA 1.0, TG 5.

4~ RESTful FIHAREA — MEARA (major.minor). JRAS AU & TEIE RIRkHN, FHRHWT
1B

application/vnd.com.cisco.ise.<resource-namespace>.<resource-type>.<major version>.<minor
version>+xml

flhn, EERBCAHER P SRR 1.0, 7 25l PUR K

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser/333
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.internaluser.l.0+xml

X SRBAT G I IEIREUS , ARG HATIRA LI &, JFSEon N R 21 VLA LS

hi A T fc g#R

KR IE A %5 %5 IR FLIRZS 415 “Unsupported Media Type” -

% 7 S AR 58 T IR 55 A AR Jik 55 35 44 BEAL FRAE 3K

B Ui (B RRAR AN T IR 55 28 I ROA Jik 55 35 S I AR IR WA 22 S e R R S, TRk
SRAPRIE R

% 7 v AR 2% 4 32 B AR A AN LT R 55 25 IR FDIRES 415 LLKAH R4 1R TH B o

KRR BT IR EAT R 3R M 55 & SCRF IR A FR 1) APL

e
FIT A o V58 RN 48 2% 8 1 0 38 A P 2 v 52 i

ferT I 17 B URL A& GET SRR BT BOATEOLT, 4RV 00 (UHRS =00 , Bk
KN 20, JERLE URLZRANCA T #B83r H L g as . HEP Aoy IS8, % o vl LAZHI IR
AT R RS BHE T SR AE UK B IR SR EAE <resources> AT, WAEGHE S A BRI 4
PR ID. B KL e BROR IR . X AR i BE S B A M 1) T R TT R BRI

' 4

4MER RESTful AR5 API B EEH#

S5 LS RS 2 40 P ST 1 R IR . (T BLRI% AR IR BB T
A3 oL U 5 4 P I 1038 92 5742 AN 40T LIS “filtertype=or” #5524 o (%
Y HEBRNIE F 7

5 U BRI S5 R A2 75 D B

Wi, BEARIAFIFIN “a” HRTF 4L “Finance” MR HAI, RO BLF ISR

GET

/ers/config/internaluser/?page=0&size=20&sortacs=name&filter=name.STARTSW.a&filter=identit
yGroup.EQ.Finance

| oL-26134-01
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N pamdg

TR R R IS AT

&% iz
EQ 5T
GT KT
LT INT
STARTSW FF3k N
ENDSW LN
CONTAINS e

TR R BRI T R P

#HiR AR

2 it mac. portalUser. profile. profileld.
staticGroupAssignment. staticProfileAssignment

PR B

2w S iy 21 HHR

5341 EN

SGT 4 TR

4NER RESTful B35 API B9y TS #

JIT AT 4h#8 RESTful A 558 R 45 R 225 73 Ul 7> TS KR I B W S 501 URT 4% 3% .
flhn, EIREE “name” FBLLATHFHEFIRIAT 20 25 WA P id sk, @R IEE BUR K

GET /ers/config/internaluser?page=0&size=20&sortasc=name

TRERWHEY TS

S8 Ei::3%0 =IAE
page U A IR R 5] 0
size U R/ 20 (FKME =100)
sortasc YTt Xt B R, M —40 R Bk |4k
PrB. IR, AR ZHF. D
sortdsc Y Bt BT, M —4Ln R HET B rh ik | Ak
BB, I TFEFR, %23 AHT. D

BRSRRESIE API 2S£/, A 14 |
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5hE RESTHUl RB R Gz W

4MER RESTful fRSZ RS TE

W LB A RES T ul AR 45 I AR B 28 7 i 326 () HT'TPS i SR A1 5K B AR 55 28 1) HTTPS i 3 41 i
ARG R . URL. iRk M S S A0 )87 P 25 1 57 o

Z5-1 ERS BETIHE

GET All
200, SearchResponse

200, Resource XML representation

200, UpdatedFields

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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LT

&5-2 ERS 077

GET All
dxx, Sxx ERSResponse + error messages

GET by Id
Jxx, Sxx ERSResponse + error messages

Client

dux, Sxx ERSResponse + error messages

duw, Sxx ERSResponse + error messages
DELETE

dux, Sxx ERSResponse + error messages

T
£ XML Rom ol AR BE 2 AR 9N IR 2 51 38 (08 SR (HATEOS) (3L — AN fe s ir bk o i
P b T AL IS B SRS € URI P B R 0% 7 i o
M8 RESTful 55 BEF 4 & LA T i 44 23 8] 7 75 B BE 42 K Atom € -
http://www.w3.0rg/2005/Atom namespace

BRSRIRESIE API £/, KR 14 |
[ 5-10 | 0L-26134-01


http://www.w3.org/2005/Atom namespace

| $£55 ERSAPI At

#=zE W

AR IRANE REST ul i 55 B 5if ) 8 72 J 7% -

Rt B
Hiref WL & B URLL
Rel SCRPERTRRI 6 XU8 “ K R, Ao F

o “self” - Wil M AT RS RS
o “next” - fEFREUT AT IS A
o “info” - RELBHHMEZE L

et FEoR R 25 4% AT BE N BEFE I URI 3 8] ) R s A
T, JEH AN “application/xml” .

RRER PRV EERERS

HEEHIE

AR 75 1) 5 A 2R 5 R O B A

<ns2:searchResult xmlns:ns2="ers.ise.cisco.com" total="1163">

<link rel="self"
href="http://cisco.com/ers/config/internaluser?page=0&size=20"
type="application/xml"/>

<link rel="next" href="http://cisco.com/ers/config/internaluser?page=20&size=20"
type="application/xml" />

<resources>

<link rel="john doe" href="http://cisco.com/ers/config/internaluser/333"
type="application/xml" />

<link rel="jeff smit" href="http://cisco.com/ers/config/internaluser/444"
type="application/xml" />

</resources>
</ns2:searchResult>

W LR R AEIE R, 0T AR ME SR k& iR % 500 THRAE (BCEEDS ID 5000 Wi o ]
LA T BEIRASAT G e . SR AN BR R A, mT DS AT B2 52 T SRR A R A, Sy M i
VR R BTA B D AR A AR 28, AR BN RE A% TR & R IR K

M RIEAA B CKHES, JFHBTRZERRERAT, B RIESE S RIY -

Cisco ISE IR 55 28 AT SR IFIRAF L5 My o W SR SR A R B AR AT HoAb L R 18, RGUB IR
17, HIRE 8K R BR SRS 202 (accepTED) FH7E LOCATION M v Sk b 5 755 ME — [ it 5 A i1
o MILILID, #FH 5 AT DA SR EOR S B E BRI BRSSPI DISRIURE T 8h 2 J5 2 /0
2 /N PR AR

U0 AR B IRPAAT BRI B, SRR SR AR IR P, RS AR EEPUT B — A B

TR ASVFPAT — DHCEBRAE . WOEORAE S — D ERAEVESATI AT B HRAEE R, RS
R B RARA 503 (Service Unavailable), JFALE EERE M imfija EAKKIH S .

| oL-26134-01
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5% REST API

o HTUIRHMFHIEN APL, 2 6-1 U1
o RN HIAEFFZAL, B 6-1 T
e % REST API i3k, % 6-3 1

o 1j% REST API i3, %5 6-5 Ui

o MEALIE, F 68T

HT &R PR API

BHRUIE APL &3t T REST CRIBMEREHN) ML s, RO ERUIFH P dtirad B4
WA 2 V7 ) S P R R L APL, fERT LA, Bl SR MR RTIE M.

AT AP, RORAE DA {E ] Cisco ISE AT RN, M AP RAEHETI R . %
I APL, AU HE ISE R FHAH B UG AR, R 1 B AR N B 4 BiIE

& ATV P RS RESTul kRSS AP, 5 7-24 UL i ik 58 B i sk A i B 7 41

% 2 A\ SR IEFNIR L

4

.
Fé

e

KA NAERFIREAL) Cisco ISE HI/, AT BAEFAGE N T B I B B U7 2 HI /7 1% REST API
HAS5RENTTHFEMIRE. Ui REST AP SHAn I8 1E 5 Ao NBEAT B (3 e A A28 12
A N AL g 45 € A& F T 5% REST AP,

¥ 1% REST API &2 AR EEJE T ERS-ADMIN i th,

ARIENIGENABEGEE, B2 (Cisco ISE HI 7 H5H) .

AHRTE

5 H Al ISE FIHIAL,  Cisco ISE i A b 4t o ol A1 3B i B 2 H 5% 15 7 i (LDAP) B
Microsoft Active Directory & 4 P X &K A2 N AT B B0E o W EANIT AL A58 S 4 B, T 20
7£ Cisco ISE 16l % f| /' (Administration > Identity Management > Identities > Users).

| oL-26134-01
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N 2EASHRIEMER

BRIESR

BB TEN T HBERS 4N Cisco ISE URL (741, nteps://<I1sE M4 1P Huht >/adnin/) o
ST 2 WAEBHHPZANED (X5 KRNE) .
$% 3 i Login (% Enter.
ST 4 KO ENE A S04 .
a. % Administration > Identity Management > Groups > Identity Groups.
b. GUEBABGEINA L. Cisco ISE BHELLFERINKE AN P S 4
e SponsorAllAccount
e SponsorGroupAccounts
e SponsorOwnAccounts
c. BRI P AR R R SR
d. sdfREE.
$BS K SRR RN .
a. %F Guest Access > Configure > Sponsor Groups.
b. O R S N 2H 5w B A R R N4 .
c. M Members.
d. AP RS AR MBI ENA R R SRS, AR5 S OK.
e. WINPT BUAGR T 2 KA
f. %7 Access ISE guest accounts via the programatic interface (REST API) & % HE .
9. SR
£ 6 ffiff Sponsor_Portal_Sequence #J PLijj 7] FH F* ) B 43 V5

a. %# Administration > Identity Management > Identity Source Sequences >
Sponsor_Portal_Sequence.

b. 5%~ Authentication Search List &3 H P ISR, 1EEFEH KIS 0UR,
c. MRAE.

X EHR
ARKEEANFRBNAREGEE, B2 (Cisco ISE I HEH) -

BRSRRESIE API 2S£/, A 14 |
[ 62 | 0L-26134-01



| 56F 5 ZE RESTAPI

5% RESTAPI &R W

5% REST API i35

XF APL AT 37 K B AT LA RFAE -
o FHPERIEI HTTPS K% % Cisco ISE M55 %%, SR 5 IR A0 5 o
o Vil FTA API Y URI j& 17 S48 44 nttps://<ISE-ADMIN-NODE>:9060/ers/config
o APLHRIX A KNG, RHREAT M FRIEAT RN
o HMUIEIE R T K Content Type BEE N:
application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
o FAVIRIERT LN Accept W EN:
application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
o AR HEEIEERT EW Content Type % H N :
application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml
o WAMUIRMEBERIEERTFT LW Accept WEN:
application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

° ]

B ] LB FE T IE Y Accept-Encoding:gzip bidk, FH T H 45 M B 6 4%

ARG

NERAH AT 5 A % REST AP 454 8 I 1% SR 1E 2R 8.

#6-1 KT ERE

R AEE B

GET %’ftﬂlﬁﬁﬁ‘“ﬁﬁ (HZ) . RIEFIFR ID RECEIFE IR, DL IRE IR AR
POST BIEFVIEH

PUT EHVIRH.

DELETE W B&: 15 %5 F P

B A K 98 ) P A Sk

#62 BRI TR AR,
¥Rk NEMR ik
ACCEPT Vi% REST AP SR BRA | Ak 55 s s b B 7 o B R4 2 1A A1 ot

HM, AFEEIREIRA
AUTHORIZATION “Basic” n_LH P44 MG TR AR B IE SR AU P o

(H34 RFC 2617)
CONTENT-TYPE R R B IESCRIAN FEA i IATE SR S IE SRR R FiE T .

HXER
Content Type 1 Accept #53%, 5 7-24 11

BREMRESIE AP &£/, A& 14
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W 5= RESTAPIIER

ERAE

P

LAN XML N4 SRV % K B Es #, B9 B E 7B

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:guestuser name="guestUser" 1id="123456789" description="ERS Example user "
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<customFields>
<entry>
<key>some key</key>
<value>some value</value>
</entry>
<entry>
<key>another key</key>
<value>and its value</value>
</entry>
</customFields>
<guestInfo>
<emailAddress>email@some.uri.com</emailAddress>
<enabled>true</enabled>
<password>asdlkj324ew</password>
<phoneNumber>3211239034</phoneNumber>
<smsServiceProvider>GLobal Default</smsServiceProvider>
<userName>DS3ewdsa34wiWE< /userName>
</guestInfo>
<guestType>Contractor</guestType>
<portalIld>23423432523</portalIld>
<sponsorUserName>Mr Spons</sponsorUserName>
</ns3:guestuser>

LA SRR B Bos A R POST CEUEED $RAF QU DT 20 FH P K 7 i i (9 XML 2

Q2 K T (0 7 BOE R 5 RN i BoR R H T B B (B2, WRAGENTTH
ATRBEEIE DR K TR S, V5% REST APL 2251 KR .

POST ik =Bl
POST https://<ISE-Admin-Node>:9060/ers/config/guestuser/

Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Content-Type: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization: BasiC XXXXXXXXXXKXXKXXKX

<?xml version="1.0" encoding="UTF-8"?>
<ns2:guestuser xmlns:ns2="identity.ers.ise.cisco.com">
<guestAccessInfo>
<fromDate>08/06/2014 23:22</fromDate>
<toDate>08/07/2014 23:22</toDate>
<validDays>1</validDays>
</guestAccessInfo>
<guestInfo>
<company>New Company</company>
<emailAddress>john@example.com</emailAddress>
<firstName>John</firstName>
<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<password>12345</password>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>Global Default</smsServiceProvider>
<userName>autoguestuserl</userName>

BHSHIRSSIE API S5, A 14
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HZERESTAP g M

</guestInfo>

<guestType>Daily</guestType>

<personBeingVisited>sponsor</personBeingVisited>

<portalId>portallll</portalId>

<reasonForVisit>interview</reasonForVisit>
</ns2:guestuser>

,.
V4

HE
e

JSON A A F 1% REST API.

= L=
HENIT
Bt EEAEIE R, AT PUEERANE SR T R iE R 2 500 TiEefE, BuiRdE ID KiEE 2 5000 Ti{E.
HRP A LS EGMHEZRA, Wl REANRERIEREGSRFEIGER.
HFEIEE A B CES, FHETRZEERAT, FIARIEES 1T .

Cisco ISE fil 95 a4 A M i SR IR I E L g5 4 o n SR SRA B AR BEAT JAB L B 44, RGUKIT IRk
17, HRG a8 R BPRERIY 202 (acceprep) JfAE LOCATION M 5 Sk b 55t 75 E— F L B AR i
Ffo MRLMID, A A AT DU SREGH ER S BR AR R ER At BRAS o 0T DRBURAE T 46 2 )5 &2 20
2 /NI FRPR SR A

IR SRR G AAT BR AT I L b, M ReR il SR AEIRES RS P, RS REEPAT R T B

— KA REFPAT — M EEEE . RS — AR DAEPATE KA R RS R, RS2
% A i SR A 503 (Service Unavailable), JFELEESRE FIRAS ERTEE.

EPAT CBFRIHERES) FHAR R k:
L4 CknnentType 79: application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

L4 ACCCpt?ﬂ: application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

X EHR
o HENIEH IR ESAT, 5 7-39 T

/7% REST API g 5

BN R B J5 H USRI R 55 2% HTTPS Wi, I 7 A0, 35 A v A Sk R J37 P9 228

M) REAR ARG

Wi AL — A HTTP RZEARAS . XFF 15 % REST API, XS UL AT L& R AL 2 —:
o 20x - #HAEHKIN

o Axx - B AR R

o 5xx - IR EBER

TERBEERERBHELZE R,

BREMRESIE AP &£/, A& 14
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W 5% REST API MR

M) R 2544

BTN

#6-3 HiRr P 2268
AREE K el Bz S
A&V = /200 XML LR fvig i .

1) ID R 5

HEH A

el 4xx g LS FE IR R IVE R, Bl RRAAZSZFEEFEVE URIL,
CE S 1R

oy 5xx LS R AR R W R, BN, 3BATRE SRR L
(R %5 28 555%)

B A ik H |201 WREAGEREHRES, ANeREUEMAE. BiiEH 1D %

J' [POST] TEM NI “Location” A3k ki . it HAbE B

&, KRG N

EHUIEH P 200 R[] BT B B3R

[PUT]

MRV % H P |204 THE.

[Delete]

HXEFR

W N AR S, 2B 6-7 TT

N ZRA) R bR Sk

#6-4 SRR A f S

¥Rk MEM i)z

LOCATION BRI ID &R F POST - $REUH Hr st i ID (LA

URI £7R)
CONTENT-TYPE FR ) NV IR SCRIA BE A | f A e By R IE SRR R N iE A

BV %, ISE BahEtS ., 7T LM# FH 5% REST API i id ] resetpassword H{EFE B i K
(RE

TETCVE I L REST API K5 % (0 % i B 8O 8 € 7 A7 s o

{EH GET #ErI A R VI g H 7 05 B UL L A %, HES A& LR &, #inl BLYE GET
AR N H 2 7R Cisco ISE 15 &5 44

1. M ISE H3h4 .
2. Bk APT BRI AT HE .

ERHEERRT, WREGEEEREHEL. R ESGTH Cisco ISE Vi & Z AR AT
AT, WFEEiE I REST API B

W BRSHMRESIEE API SEI5E, Ak 14

oL-26134-01 |



| #6%F /% RESTAPI
5% REST APl NRZ
HxEHE
o HEEVIHFHPIKFMELM, 2 7-39 1T
o HRUIZHPHMEIMNEZIEAMEE, S5 (Cisco ISE EH AR -
:H:\ :\I
uﬂ&%ﬁﬁélﬁ:%\

fEAEHAT POST B PUT 15K, G ZAE R Ehn ko W7, W RIHHRIEE
f£ Cisco ISE UI 7 LA Az B AT DAFR 3605 VAR B H B0k, ] BUS TR 28 H B S BUE IR

I (E
Operations > Node > Debug Logs > guest.log
%65 HRAH
HTTP
HIRAH EA K&
BRUR R A 7 MR 55 B AN SCHFIE R N B T R IE BT A . 415
BRURAY R AL % JUii{E ACCEPT 5% Content-Type #5kH  [415
RIERIAN PR TR
AN SRR TR S JIk 2% 28 AS SCHF URT T 471 H ) B 0 400
AN SRR ITE S € URL A SRR ROTVER A 400
A AT R IR 5 R IR B WS HTER 400
ZERE UG TR XML A EARF & BT APL 2R 1400
W, e APT JGVE R F B B
WIHF B
I FH B R G IE 5 API VLR R LT KA 2, Flanjg (g 400
HER T R AT
ARIRBH -3 YN VR R T 401
T IBATIN R AL B BT YT AR 55 4 A R 500
W LG R A, AR YRR 500
CRUD #1F 5 AT CRUD #81E, BAL A A &R H . 500

A Frr 9T B BRI
DL R R B AR (0% 7 5 7 ACCEPT Hrisk h R AR S SRR I A1 R TR Hh 90 0

M) B2
STATUS 415 Unsupported Media Type
Cache-Control: no-cache
Content-Length: 411
Content-Type:
Date:

Wed, 11 Dec 2013 05:27:37 GMT

Expires: Wed, 31 Dec 2015 16:00:00 PST

Pragma: No-cache

application/vnd.com.cisco.ise.ers.ersresponse.l.0+xml

| oL-26134-01
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:ersResponse
xmlns:ns2="ers.ise.cisco.com" operation="GET-getAll-guestuser">

<link type="application/xml"
href="https://<ISE-Admin-Node>:9060/ers/config/guestuser/" rel="related"/>

<messages>
<ns2:message type="ERROR" code="Resource media type exception">
<title>Wrong media type, check Accept request header.</title>
</ns2:message>
</messages>

</ns2:ersResponse>

R

Cisco ISE iR 1.4 [fJ15% REST API /& 2.0 fiiAS . B0 5 K RIRASHE % .
It REST API 5 53] alpha fitA Al beta fRA [K15 % REST API A% .

B> RESTful BHRHEA — MERRA (major.minor). MRASA AN & IEERARK A, FHRA W
ERFE

application/vnd.com.cisco.ise.<resource-namespace>.<resource-type>.<major version>.<minor
version>+xml

B, ZERECV; %M  RIRARCA 2.0, 5 ZE I LR

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/333
Authorization: Basic XXXXXXXKXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

SHEREAT S SRS, REUKPATIRAILECR &, JFRA TAIILACES R Z

#6-6 AR

hi 2 L fc #R

KR IERA JIK 5% %% [ IR 4 415 “Unsupported Media Type”

B i WA S T IR 55 A R A IR 55 %5 4k SR Kb BRI 3R

% P Ui B RRAR AN T R 5% A O RRAS I 25 5 I O R A 2 S P o B S E R, I
A AL FRIE 3K

& vt IR 2% 2 32 SRR AS L T 1B 5% 28R [BDIR 7 a1s DLRCKH B AR IR 2. .

¥ Z e

JITAT b i A 2R R A AT e P I 58 A
fenT iR [ BEE URID A% GET 1SRRG BOAMER T, 450858 00 (Tm&R5 =00 , BUA
KA 200 Gl ) URT ERANCA N B R vEd . HEF My TUZS 4, %7 o v] AP AR 2

M BT I PR BCHE PR SR AE UK SRR EAE <resources> EH, HEGHERFNRINN A4
PR ID. B ML e R OR BRI . XA i BE S B A L 1) T R OT I BRI

BRSRRESIE API 2S£/, A 14 |
[ 68 | 0L-26134-01



| #6%F /% RESTAPI

4

oo
H

i

gamti B

T EThRE AT IE L R e AR A AR . IR MR FREHTE. SERE = FHMAA, RS
7. B, M £ilter=name.starrsw.g WAL, “g” FLMAVIEH .
MREEL gER T Z A28, 45 RAX S H T AND BHE MR, XEWRELERZS KR
%3] APL A SBULIE A . B SHR VLR € @ 2 o8 D e B

TERH L P FE R A BRES 100 (Bad Request) I EIRHHIHITEE -

TREREESER T HNSE.

#6-7 ZESH

S8 iR

firstName UELEER
lastName UE-L0L <
emailAddress i & IS A4 il
userName Vi P 4
creationTime Vi 5K P IR A A I )
toDate T2 ) H
guestType UE-SESY

company UE-SPAE
phoneNumber VSRR T
groupTag H

sponsor UE-LOV-Z YN

status i 2K PR A
2R BEURAR IRAF

N RA AT LA i A i s R

#6-8 AR it as R
8% ik
EQ ET

GT KT

LT N
STARTSW Tk Ky
ENDSW RNy
CONTAINS 4
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N pamdg

poR: L]l

&/ GET IFKIRBZ FHIFF KA “br” MIHERF

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/?filter=firstName.STARTSW.br

£ GET iERIKMBFHF KA “b” BEpHitaIE “bob” BIFEMAF
GET

https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?filter=firstName.STARTSW.b&filter=email
Address.CONTAINS.bob

£/ GET if>RIKBVIRZASH “Approved” BEIHIHATAGRIBER,
GET

https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?filter=status.EQ.Approved&filter=toDate
.STARTSW.10

HXEE
SRR, 8 7-25 1T

RHEKNMNH
R LRI NI 20 TIFEIH. TG 5 M “0” TG . B iR K BIRECA e 100, FE
/f%%ﬁfg/ﬁﬁiﬁi%? 400 (Bad Request) L;L&ﬁ‘ﬁ&“ﬁ’]n%’%o
WA 6-9 HA AR TS E, T KNS T L 35 BRAME
FE T 7B A, DT R /N 50 50 T A -

GET

https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?filter=name.STARTSW.b&filter=emailAddre
ss.CONTAINS.bob&size=50&page=0

HEFF

o

%

BB, HEF 52 name, P71/ sortasc. MW LA M 4 8 F 2 4008 # BRE :

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?size=50&page=0&sortdsc=name

EATLMER 6-7 (5 6-9 11 k|l il THeP IE 13K .

#69 AR5 7 FIHEF B ST
2 i3 EBOAE
Pl U E 4 R 5] 0
size LT K/ 20 (| KAE =100)
sortasc Tt 7B, W —4e] FHET 7B R ik | A
By, (TFFEERFRF, AR ZHF. D
sortdsc 7By, N —de] HHEE 7B Rk | A
BB, (TR R, %72 3 AHF. D
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gamti B

~fBl: FRENET 20 ™MAE R FICRARBLERIRFAFHF

s
WK
GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?page=0&size=20&sortasc=lastName

i B2
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:searchResult
xmlns:ns2="ers.ise.cisco.com" total="22">
<nextPage type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser?page=1&size=20&sortasc=lastName"
rel="next"/>
<resources>
<resource name="aname00l" id="8e4bf290-6229-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-Admin-Node:9060/ers/config/guestuser/8e4bf290-6229-11e3-9bc2-000c2932c73
c" rel="gelf"/>
</resource>
<resource name="aname002" id="8fe86480-6229-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-Admin-Node:9060/ers/config/guestuser/8£fe86480-6229-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>

<resource name="aname020" id="908b5b40-6229-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-Admin-Node:9060/ers/config/guestuser/908b5b40-6229-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

X ER

o HIIFLON “ilucky” B A HEATILUERIZR B, 5 7-26 T

o EIIFRON “ilucky” BIH P AANTFROY “T7 [RE REEATIE IR B, 5 7-27 0T
o AT “John” BEATILUEIFAL I A AT HEF B, 55 7-28 T
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r%

L

4R RESTHul BR 55 API #24E

o MR, ¥ 7-11

o 4N RESTful ARk 45 APL L% 260F, &5 7-1 T
e GetVersion, 5 7-2

o EH T W BIAME REST ul A% API, 2 7-3 1L

& T 435 1) 4 #8 RESTful 45 API, (5 7-8 1T

it FH T £ 0 5 1) 155 RESTful AR %% API, 26 7-16 1T

& F T 23 5 4y 4L (K 43 RESTful AR%s API, %5 7-17 W
i@ F T 54y 4L 4035 RESTful A% API, %5 7-22 T
5% H S 145 RESTful IR%: APL, 45 7-24 T
F 1T/ H4hER RESTSul IR%S APL, 55 7-43 11

& T B SO F ) RS RESTful kR4S APL, 55 7-46 TH

i T 0 4% % 45 I AR RESTSul AR %S API, %5 7-48 T

o EH T MBI AN RESTSul IR 45 API, %5 7-53 T
o &M T SGT (4 RESTful AR%s API, 5 7-55 L

e REST API % /7, 5 7-57 W

& H
& H

e O e O e

AR X4 REST ul k% APL A IR E], FENAIAERH k. shah, REIEFRA K H
A8 RESTful A% API i FH. API %t 48 WI{&FT@JU& (5] R RE A i 1) 158 B

{sE A9 &R RESTful PR 55 AP A B & 5214

T2 /2 LR b & 554, A RE R A RESTful A4S API 1 H
o faAiCiEL GUI 3 4hEE RESTful AR5 .
o TR EA AES RESTSul RS FE BIALRE

1A LIEH REST % /73 (U1 JAVA) « curl linux 74 python BAT ] HoAth 2 7 i K 1 FH 4030
RESTful A% APT 1 H .
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| GetVersion

H*EEm
e M GUI i F4MEF RESTful iR%: API, %5 5-2 T

o 4 RESTful A4S APT SR EGiEAIFZAL, 55 5-2 T

GetVersion

GetVersion #AEX FTA 1 HI BRI REH 1. B 3RBUNT & ST IRAE 2. TRV EIER

BRI -

#£71 GetVersion £EfER)EEEFFHE

B H] R R € RIR A RAE B

¥ 5L GET/ers/config/<resource-name>/versioninfo
iRk Accept. Authorization. Host

W 775 e N/A

TR B IR N/A

M) J97 Sk Content-Length. Content-Type

M 7 9 S5 1E 5 RAE B

RN 200. 400, 401. 403. 404. 415. 500

GetVersion #{ERYIFK <1

GET https://<ISE-ADMIN-NODE>:9060/ers/config/<resource-type>/versioninfo
Authorization: BasiC XXXXXXXXXXXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.<resource-namespace>.1.0+xml

GetVersion ¥{ERI M R 7= 15

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.<resource-namespace>.versoininfo.l.0+xml

Content-Length: 122

{

<?xml version="1.0" encoding="UTF-8"?>

<ns2:versionInfo xmlns:ns2="ers.ise.cisco.com">
<currentServerVersion>1l.2</currentServerVersion>
<link type="application/xml"

href="https://<ISE-ADMIN-NODE>:9060/ers/config/<resource-type>/versioninfo" rel="self"/>
<supportedversions>1.0,1.1,1.2,1.3<supportedVersion>

</ns2:versionInfo>

}
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BT AER A FA9sMER RESTRul BR S5 API

i& - FAERF P #YSMER RESTul AR S35 API

& AT W P R4S RESTSul ik 45 AP SZ #7528 H) CRUD IhRE. FRFIHEHTWEH P4k
#8 RESTful k% API:

#72 BT TFPAIE8/E 99055 RESTful Af5 API
#B1E HTTP 753% URL AE EHFHE
KRBT P GET /ers/config/internaluser ANiE H Page.
Size.
sortacs X
sortdsn.
Filter
FRELH GET /ers/config/internaluser/{internal | 4<i&
user-id'}
B & F POST /ers/config/internaluser/ internaluser
P PUT /ers/config/internaluser/{internal |internaluser
user-id}
MEEF DELETE /ers/config/internaluser/{internal | 4~i&
user-id}
FREL AN EE P E Y |GET /ers/config/internaluser/version | A<i&
FRAAE B

1. WEBFF ID J& Cisco ISE ¥ 2 77 % ) UUID K%,

RERBATAR

fn] LU T APL i K22 Cisco ISE HHAFERI P W BT o NIt AP ) 32 ZERRAE -

#7-3

E I EAISE T APl 1B/ L0EEFEF

it

RN RS

EEES

GET /ers/config/internaluser

k%

Accept. Authorization. Host

A TAT

page. size. sortbyacn. sortbydcn. filter

R B IR

N/A

I 3k

Content-Length. Content-Type

Wi %7 ¥ S 1E S

R,

i AR 7

200, 400. 401. 403. 404. 415. 429. 500

KZERERAIA R API #5iER =51

GET https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser?page=0&size=20&sortacs=name
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.internaluser.l.0+xml
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W Z/EF RS Sa95MER RESTIul BRSS API

ZRFTARNERA R AP g R 7R 5

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<resources>
<ns2:resource description="descriptionl" name="namel" id="idl"/>
<ns2:resource description="description2" name="name2" id="id2"/>
</resources>
</ns2:searchResult>
}

&3 ID ZREXAERA F

T AT LA AT AP i i 5 ID 3REX Cisco ISE AT/ 351 H it APT 3 HI #) 32 ELRFAE -

774 BEEUAEB/E 7 APl (B /FHYEBHFIE

Ui ] KR A€ 1 A H]

g GET /ers/config/internaluser/{id}

IERIES Accept. Authorization. Host

W AT R N/A

R B IESC N/A

M) J97 Sk Content-Length. Content-Type

Mg 57 3 JE 1E 3 PN P SR R B

M S PR 25 200, 400. 401. 403. 404. 415, 429. 500

IEENERF A API BYiE K TR

GET https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser/333
Authorization: Basic XXXXXXXXXXXXXXXXKXXX
Accept: application/vnd.com.cisco.ise.internaluser.l.0+xml

AN A API BN R 7 451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.identity.internaluser.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:internaluser description="description" name="name" id="id"
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<changePassword>true</changePassword>
<customAttributes>
<entry>
<key>key2</key>
<value>value3</value>
</entry>
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iE Pl T A28 P8 A oS EE RESTRul R S5 API I

<entry>
<key>keyl</key>
<value>valuel</value>
</entry>
</customAttributes>
<email>email@example.com</email>
<enabled>true</enabled>
<firstName>John</firstName>
<identityGroups>identityGroups</identityGroups>
<lastName>Doe</lastName>
<password>12345</password>
</ns3:internaluser>

}

BIZNEHF

&) LIE Atk APT W H7E Cisco ISE AR EIEE A H 7 - 1 H 45 RESTful A4S API €% 55 H F
N, BRONMIENZE . FRFIH I APT i H # E BRRE

#75 BYEIEB/E 7 API 1B/ 59 L EFFE

WL G 45 E 1Y AR

g 35 POST /ers/config/internaluser/

15 3R 3k Accept. Authorization. Host

W TR N/A

HRIE B IEX W

W) J97 Sk Content-Length. Content-Type. Location
M 7 5 JE 13 PN P SRR A B

M AR A 201, 400. 401, 403. 415. 429. 500

I AR~ APl 19iFK =61

POST https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser/
Authorization: BasicC XXXXXXXXXXXXXXXKXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.internaluser.1l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:internaluser description="description" name="name" id="id"
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<changePassword>true</changePassword>
<customAttributes>
<entry>
<key>key2</key>
<value>value3</value>
</entry>
<entry>
<key>keyl</key>
<value>valuel</value>
</entry>
</customAttributes>
<email>email@example.com</email>
<enabled>true</enabled>
<firstName>John</firstName>
<identityGroups>identityGroups</identityGroups>
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W Z/EF RS Sa95MER RESTIul BRSS API

<lastName>Doe</lastName>
<password>12345</password>
</ns3:internaluser>

}

BIZEPIFEA F AP B0 B2 751

HTTP/1.1 201 OK (see the location header for the new user’s ID)
Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.internaluser.l.0+xml
Location: https://<ISE-ADMIN-NODE>/ers/config/internaluser/444

EHAIA A

&) LI ik APT W F B3 Cisco ISE I AT P o dn SR 7Ef# H 4h 3% RESTful iR %% API B 5 A
BRI AN SRS, AU SRR E Ry e ” TN R H I APT 18 A ) 35 EASAE

#76 EHHIEBEF APl BfERGEEHFHE

Wi ] SR E AR

1 22 PUT /ers/config/internaluser/{id}

3Kk Accept. Authorization. Host

i N/A

R B IESC N ER

W) J97 Sk Content-Length. Content-Type

M) J32 97 S 1 3¢ EH T BHIPIER

Wi PR 2 200, 400, 401, 403, 404. 415. 429. 500

FEHPIERE P~ APl BOiER R~

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser/333
Authorization: BasicC XXXXXXXXXXXXXKXXKXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.internaluser.1l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:internaluser description="description" name="name" id="333"
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<changePassword>true</changePassword>
<customAttributes>
<entry>
<key>key2</key>
<value>value3</value>
</entry>
<entry>
<key>keyl</key>
<value>valuel</value>
</entry>
</customAttributes>
<email>email@example.com</email>
<enabled>true</enabled>
<firstName>John</firstName>
<identityGroups>IdentityGroups</identityGroups>
<lastName>Doe</lastName>
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<password>¥FFFFXKE /by sawords
</ns3:internaluser>

}

SEFTAFERA AP B0 527~ 651

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.updatedfields.l.0+xml
Content-Length: 529
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:updatedFields xmlns:ns2="ers.ise.cisco.com">
<updatedField field="lastname">
<newValue>Doe</newValue>
<oldvValue>name</oldvValue>
</updatedField>
<updatedField field="dentityGroups">
<newValue>IdentityGroups</newValue>
<oldvalue>zzz</oldvalue>
</updatedField>
</ns2:updatedFields>
}

MBRAERA F

fw] LU ot AP 3 FH M BR Cisco ISE "I BRI TR H I AP i F ) 32 ZEAFAE -

#77 MREAISB/E 7 API B/EH9 L BHHE

] MBS 4 € A9 P 7

i 25 DELETE /ers/config/internaluser/{internaluser-id}
iRk Accept. Authorization. Host

AT N/A

SR B IEC N/A

M [ Sk Content-Length. Content-Type

Wi 57 3 JE 1E 5 PN T SR B B

i AR A 204, 400, 401, 403. 404. 415, 429. 500

& AR~ APl BYiF K =61

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/internaluser/333
Authorization: BasiCc XXXXXXXXXXXXXXXKXKXXX
Accept: application/vnd.com.cisco.ise.identity.internaluser.l.0+xml

MR AR &~ API B0 R 7451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT

BREMRESIE AP &£/, A& 14
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W 55 F &SN RESTIul FRSS API

iE A F & im A9 2R RESTful BR 55 API

N2 H3E F 2 1) 4 RESTful R4S API:

#78 1BfGF£&iw899 58 RESTFul fE% API

BIE & URL SE ERFHE

H BT A 2 GET /ers/config/endpoint AiER |pages sizes
sortacs BY
sortdsn. filter

SREL 23 GET /ers/config/endpoint/{id'} A58

) B 2% v POST /ers/config/endpoint/ (28

B 2 ity PUT /ers/config/endpoint/{id} o

T o 2% v DELETE |/ers/config/endpoint/{id} ANiE R

VE W £ i PUT? /ers/config/endpoint/register At

U VE I & PUT /ers/config/endpoint/{id}/deregister | A~i& F{

AR A E B |GET /ers/config/endpoint/version A&

1. %35 ID /& Cisco ISE 345 & Fh £74i% () UUID 282,

2. WRLNCAATE, WSPATLuEMN . WRLWAFIE, WooAIELu, HHRAT&mEMN. EXEMELT,
& (8] (PR S Hh 204.,

IRENERT B L& i

ARBUITA A (9 APT AU TAE R 51 JEES T O P RBRAO 23 . 3R 51 H e APT IR HY A 22

RFIE -

#7-9 F B 4455 APl 1B/FRIEEFFE

Ui Koz S A P B AR e
g GET /ers/config/endpoint/

1Kk Accept. Authorization. Host

AW AR page. size. sortbyacn. sortbydcn. filter
TSR B IEXC N/A

M) 97 Sk Content-Length. Content-Type

Wi 57 3 JE 1E 5 R

M AR A 200, 400. 401, 403. 404. 415, 429. 500

RENER B £Ri% APl B93E K <451

GET https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint?filter=userid.EQ.123
Authorization: Basic XXXXXXXKXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
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IREXFR B 28 un APl BN 52 7 51

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<resources>
<resource name=namel" id="idl">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/idl" rel="self"/>
</resource>
<resource name="name2" id="id2">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/id2" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

}

11T ID 3RENZ& L

EEN LR ums AP £93

o] L APT 1 3B ID 3REX Cisco ISE & 5. R 41 M itk APT 1 FH ) = B4

#7-10 BER i APl BfFHTEEHFE

0] Kok fi 2 00 2

gL GET /ers/config/endpoint/{endpoint-id}
3Rk Accept. Authorization. Host

TR $ N/A

R B IR N/A

M) J97 Sk Content-Length. Content-Type

Wi 7 3 S8 13 PN T SR A B

W] SRS 200. 400, 401. 403. 404. 415. 429. 500

= |

GET https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/333
Authorization: Basic XXXXXXXXXXXXXXXKXXK
Accept: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml

ALK i API B9 R 7 451

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
Content-Length: 16347

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

| oL-26134-01
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<ns3:endpoint description="description" name="name" id="id" xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="identity.ers.ise.cisco.com">
<group>group</group>
<groupId>groupId</groupId>
<identityStore>identityStore</identityStore>
<identityStoreId>identityStoreld</identityStoreId>
<mac>00:01:02:03:04:05</mac>
<portalUser>portalUser</portalUser>
<profile>profile</profile>
<profileId>profileId</profileId>
<staticGroupAssignment>true</staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</ns3:endpoint>

}

olfE S

S
Sl
3HE

f& AT LA it APT 8 FH7E Cisco ISE W@ & &, FR 7 H itk AP 18 FH 0 32 BRFAE
#7-11 BYFE L85 APl 18/5H)EEFFIE

ik Qi R () 2 b

S POST /ers/config/endpoint/

15 3R 3k Accept. Authorization. Host

ﬁiﬁ]?ﬁ% N/A

R IR N/A

i) J37 Sk Content-Length. Content-Type

Mg 152 9 S8 1E PN FH P 2R B B B R

M LR A 200, 400. 401. 403. 404. 415. 429. 500

BIERLR LR APl H9IEK =51

POST https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/
Authorization: BasicC XXXXXXXXXXXXXKXXKXKXXX
Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:endpoint description="description" name="name" id="id" xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="identity.ers.ise.cisco.com">
<group>group</group>
<groupId>groupId</groupId>
<identityStore>identityStore</identityStore>
<identityStoreId>identityStoreld</identityStoreId>
<mac>00:01:02:03:04:05</mac>
<portalUser>portalUser</portalUser>
<profile>profile</profile>
<profileId>profileId</profileId>
<staticGroupAssignment>true</staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</ns3:endpoint>
}
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BIEELR IR API B9 R 7= 51

HTTP/1.1 201 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
Location: https://cisco.com/ers/config/endpoint/444

&) LIE A b APT W B3 Cisco ISE FR I b . 3R 41 H b APT 1 A A0 =5 BAFAE -

#712 FEFLi APl BRI ZFFHE

Ui ] BB 4R E I 2 i

Fg PUT /ers/config/endpoint/{endpoint-id}
IERIES Accept. Authorization. Host

W AT R N/A

TR B IESC N/A

M) J97 Sk Content-Length. Content-Type

Mg 57 3 JE 1E 5 PN T SR B B

M S PR 25 200, 400. 401. 403. 404. 415, 429. 500

B EL s APl 3935 3R =46

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/333
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:endpoint xmlns:ns2="identity.ers.ise.cisco.com" description="updated"
name="Endpoint">
<mac>AA:AA:AA:AA:AA:AA</mac>
<staticGroupAssignment>false</staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</ns2:endpoint>}

B ETLL s APl BN B2 715

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.ers.updatedfields.l.0+xml

Content-Length: 529

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns?2:updatedFields xmlns:ns2="ers.ise.cisco.com">

<updatedField field="mac">
<newValue>AA:AA:AA:AA:AA:AA</newValue>
<oldvalue>BB:BB:BB:BB:BB:BB</oldvValue>
</updatedField>

<updatedField field="staticGroupAssignment">
<newValue>false</newValue>
<oldvalue>true</oldvalue>

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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</updatedField>

<updatedField field="staticProfileAssignment">
<newValue>false</newValue>
<oldvalue>true</oldvalue>

</updatedField>

</ns2:updatedFields>

}

MpREE Y

/
3E

&) LIE A b APT W B3 Cisco ISE FR I b . 3R 41 H b APT A A A9 =5 BAFAE -

#7-13 MR 22355 APl B/ 49 FFHIE

D 4 9 5 1 2 0

g5 DELETE /ers/config/endpoint/{id}

iRk Accept. Authorization. Host

W AT R N/A

TR B IESC N/A

M) 87 S Content-Length. Content-Type

Wi 57 3 JE 1E 5 PN T SR B B

M S PR 25 200, 400. 401. 403. 404. 415, 429. 500

MBRLL 3% API B9iE K =15

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/333
Authorization: Basic XXXXXXXKXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml

IR us API B0 <2 77451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT

N ALl

AR IR
6T LA FELEE. APT HIENE Cisco ISE (i iIZ0 .t BLei A fE 1E, H0IRLM . 15 GUI IEM
FARAAL, LS5 TS o IR 2 2, 3 3L A 3 o 8 O (AL ] I o
B APT I (0 A G

F7-14 &G API VBRI EEAFIE

it B TEHE E B 2

b PUT /ers/config/endpoint/register
Rk Accept. Authorization. Host
BT H N/A

BRSRRESIE API 2S£/, A 14 |
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F£7-14 JERPALE API (BT HYEERFHIE (4E)

TR B IESC Kk

M) J87 Sk Content-Length. Content-Type

M 152 9 S, 1E 3¢ B ms &

] 97 R A 202. 400. 401. 403. 404. 415. 429. 500

SERARLR R APl B9iE KR <51

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/register
Authorization: Basic XXXXXXXKXXKXXKXXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:endpoint description="description" name="name" id="id" xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="identity.ers.ise.cisco.com">
<group>group</group>
<groupId>groupId</groupId>
<identityStore>identityStore</identityStore>
<identityStoreId>identityStoreld</identityStoreId>
<mac>00:01:02:03:04:05</mac>
<portalUser>portalUser</portalUser>
<profile>profile</profile>
<profileId>profileId</profileId>
<staticGroupAssignment>true</staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</ns3:endpoint>

}

SRR API GO0 B <45

HTTP/1.1 204 No Content
Date: Thu, 12 Jul 2012 23:59:59 GMT

HsHEM R im

] LUE B APT B X Cisco ISE A A & om g Mt 45 RAPA B REMAE. FRHH I API

WA FH ) 32 BREAE

#7-15 BT M48i% APl 1B/EH0 L EHE

Ui ] B VR R ) 2 o

gL PUT /ers/config/endpoint/{id}/deregister
3Rk Accept. Authorization. Host

) 74 o N/A

R I BLE X N/A

i 7 3 5 1E 32 N/A

i AR 25 202. 400. 401. 403, 404. 415. 429. 500

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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REH T ARLRum APL AR BYIESK R 61

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/123/deregister
Authorization: Basic XXXXXXXKXXKXXXKXXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.endpoint.l.0+xml

Bss Ak un AP E R B9 R 7 451

HTTP/1.1 204 No Content
Date: Thu, 12 Jul 2012 23:59:59 GMT

BalRigit=IT

WA EAT, A UE R ANE R R IE R 2 500 TS AYAH A ) CRUD #:1F .

MERERE RN, RESEK IR FLRESAHY 202 (accepTED), FF1E LOCATION M v Sk o A3 2 i — f 1

BEARRSE, 0T U A AR TRA I8 SR B B RS R R ER B IRAS .

*77\ IRVFIZT — M EEAE . RS — M EBAEVIEPAT I AR B R, WESHEH
@”ﬁfﬁ(u 503 (Service Unavailable) J{F@; *ETLE’J;J‘ZEF' %ﬁ)ﬁiiﬁﬁ"]%ﬁﬁ’l&/ﬁ%‘o

#7-16 BRI B T EEFFHIE
L JR BT
BE PUT /ers/config/endpoint/bulk
HKRk Accept. Authorization. Host
EifFAFE AT
BERHBERIEX L EE K
W ¥z Sk Content-Length. Content-Type
Ml 238 22 IE 3T ANig
e Rz R 7S 202, 400, 401. 403. 404. 415. 500

Bkt 2T APER HIIE R =Bl

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/bulk HTTP/1.1
Host: {some-ise-node-ip}

Authorization: Basic XXXXXXXXXXXXXXXXXXX Content-Type:
application/vnd.com.cisco.ise.ers.endpointbulkrequest.l.0+xml

{

<ns3:endpointBulkRequest

resourceMediaType = "vnd.com.cisco.ise.ers.identity.endpoint.l.0+xml" operationType =
"create"

xmlns:ns2 = "ers.ise.cisco.com"

xmlns:ns3 = "identity.ers.ise.cisco.com">

<resourcesList> <resource

xsi:type = "ns3:ersEndPoint"

description = "created by bulk request"

xmlns:xsi = "http://www.w3.0rg/2001/XMLSchema-instance"> <mac>11:22:33:44:55:66</mac>

<staticGroupAssignment>false</staticGroupAssignment>
<staticProfileAssignment>false</staticProfileAssignment>
</resource>

BRSRRESIE API 2S£/, A 14 |
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<resource

xsi:type = "ns3:ersEndPoint"

description = "created by bulk request"

xmlns:xsi = "http://www.w3.o0rg/2001/XMLSchema-instance"> <group>Profiled</group>

<groupId>804£5350-7808-11e2-bdd0-0050568e01£f0</groupId> <identityStore></identityStore>
<identityStoreId></identityStoreId> <mac>11:22:33:44:55:77</mac>
<portalUser></portalUser>

<profile>Apple-iPod</profile> <profileId>b8128870-7808-11e2-bdd0-0050568e01f0</profileId>
<staticGroupAssignment>true</staticGroupAssignment>
<staticProfileAssignment>true</staticProfileAssignment>

</resource> </resourcesList>

</ns3:endpointBulkRequest>

}

Bah&imit 2T API R A0 R 7Rl

FRERLE

FRENLRY

HTTP/1.1 202 ACCEPTED
Date: Thu, 12 Jul 2012 23:59:59 GMT
Location: https://ise-node-ip:9060/ers/config/endpoint/123443545334

*tki'{klb\

R S P ATE R B HAh IEE A B REE R, R4S B AE LOCATION i o7 Sk A [] s
— L EARRST . R ID MR EEE R AS . W ISREURAE I 4G 2 5 220 2 /N IR SR A .

#7-17 BRH B KR T EFHIE
L TR E BB AT
HE GET /ers/config/endpoint/bulk/{bulkid}
HK%k Accept. Authorization. Host
EMFATH AT
ERERIEX AN
e Rz sk Content-Length. Content-Type
Wil Rz 5H /2 IE ST EARE
e R AR 7S 200, 400, 401, 403, 404, 415, 500

*tk%'iku.»ﬂ‘ﬁﬂl

K

GET https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/bulk/53454354534 HTTP/1.1
Host: {some-ise-node-ip}
Authorization: BasicC XXXXXXXXXXXXXXXKXXK
Accept: application/vnd.com.cisco.ise.identity.bulkStatus.l.0+xml

M R
HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.ers.bulkStatus.l.0+xml Content-Length: 16347
{
<ns2:bulkStatus

| oL-26134-01
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xmlns:ns2 = "ers.ise.cisco.com"

successCount = "750"

startTime = "Thu Mar 07 17:17:35 IST 2013"

resourcesCount = "750"

operationType = "create"

mediaType =
"vnd.com.cisco.ise.ers.identity.endpoint.l.0+xml"

failCount = "O"

executionStatus = "COMPLETED"

bulkId = "1362669455284">
<resourcesStatus>
<resourceStatus status = "SUCCUESS"
description = "created by bulk request"
id = "23d068d0-873a-11le2-badd-00215edbb2a8” />

<resourceStatus
status = "SUCCUESS"
description = "created by bulk request"

id = "23cfa580-873a-11le2-bad4d-00215edbb2a8" />
</resourcesStatus>
</ns2:bulkStatus>

i& B F & imiE RIS SR RESTful AR 55 API

R IE A T 2 e ) AM 8 RESTful A5 API:

#7-18 B TLGIEFEY ERS API
#1E 7% URL RE ERFRE
B g &R POST /ers/config/endpointcert/ | K IR ZIP At

certRequest/ f R 5
RPGIE A SR A (S 2 |GET /ers/config/endpointcert | /i

/version

Ol &imIiEP

RS B 2 e APT I A 32 SRR -

#7-19 B £ G404 API 1Bf5 9L EFHE

Wi W B 2 2t 15

b i POST /ers/config/endpointcert/certRequest/
iRk Accept. Authorization. Host

5 N/A

R B IESC 2 ik

] )87 Sk Content-Length. Content-Type. Location
M) )82 7 S5 1E 32 KR ZIP A )\ 753

i AR 25 201, 400, 401, 403, 415. 429. 500

W BRSHMRESIEE API SEI5E, Ak 14

0L-26134-01
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BIERLIRIES AP AYIER RG]

PUT https://<ISE-ADMIN-NODE>/ers/config/endpointcert/certRequest
HTTP Content-Type header:
application/vnd.com.cisco.ise.ca.endpointcert.l.0+xml; charset=utf-8

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:endpointcert xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="ca.ers.ise.cisco.com">
<certTemplateName>Certificate_Template_Name</certTemplateName>
<certificateRequest>
<entry>
<key>san</key>
<value>11-22-33-44-55-66</value>
</entry>
<entry>
<key>cn</key>
<value>userName [or] machineName</value>
</entry>
</certificateRequest>
<format>PKCS8 [or] PKCS8_CHAIN [or] PKCS12 [or] PKCS12_CHAIN</format>
<password>password</password>
</ns3:endpointcert>

Bl uEIEE AP E F E9NE R < 51

HTTP Status: 200 (OK)
Content:
[Response is returned as an Octet Stream representing a ZIP file.]

& BT & in B 4r¢E 99 ER RESTful R 55 API

2R H) i T & i By 4 ) A58 RESTful AR 45 API:

#7-20 BT 5144819 ERS API
BAE 7% URL SES EINFFE
IREL AT A 2 ity 40, GET /ers/config/endpointgroup | A~id page. size.
sortacs BY
sortdsn.
filter
AR 2 i 41 GET /ers/config/endpointgroup/ | i f
{id'}
B 2 um POST /ers/config/endpointgroup/ | %% 4.
BB 4 i 2 PUT /ers/config/endpointgroup/ | i 4H
{id}
T [ 42 s 2 DELETE /ers/config/endpointgroup/ | A&
{id}
RSy H R A |GET Jers/config/ endpointgroup | i fl
(EPs) /version

1. #3541 ID #& Cisco ISE %3 v f74i 1) UUID 258,

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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REVFT B R imS1734E

RSB RO e S 4 APT I ) 32 BERRAL -

#721 KT B85 1748 API 1BJHH)EEFHiE

Ui} KR AR AL o

b GET /ers/config/endpoint

15 3R 3k Accept. Authorization. Host

B F AT H page. size. sortasc. sortdsc. filter

R R IES AT

W) J97 Sk Content-Length. Content-Type

Mg 152 9 S8 1E S EH T BUaE

M LR A 202, 400. 401. 403. 404. 415. 429. 500

RENFR B & iR 5348 AP B R H9IE K 7R

GET https://<ISE-ADMIN-NODE>:9060/ers/config/endpointgroup
Authorization: Basic XXXXXXXXXXXXXXXKXKXXK
Accept: application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml

REXFR B2 in 5348 API E A Y R 7R

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<resources>
<resource name="namel" id="idl" description="descriptionl">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/endpointgroup/idl" rel="self"/>
</resource>
<resource name="name2" id="id2" description="description2">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/endpointgroup/id2" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

}

BRSRRESIE API 2S£/, A 14 |
[ 7-18 | 0L-26134-01
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BT LS 4ARSME RESTHul RS AP1

Ed ID SRENRim S 34E

TRA T ID $E i & 4 2 APT 8 H 1) 32 B4R

# 722 NG44 APl 1B/FHGEEFFE

Y] KR8 € 1 2 a4

b GET /ers/config/endpoint/{id}

15 3Rk Accept. Authorization. Host

AT R N/A

R B IESC N/A

W) J97 Sk Content-Length. Content-Type

Mg 182 9 S5 1E S 2 T 2R T

Wi S PR 2 200, 400, 401. 403, 404. 415. 429, 500

RN SR SHALH API B ROE K R 61

GET https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint /333
Authorization:
Accept:

Bas l C XXXXKXKXXKXKXKXXXKXKXKXXXXX
application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml

AR R 5 434H AP /8 B BN R 7~ {51

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml

Content-Length: 16347

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:endpointgroup description="description" name="name" id="id"

xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<systemDefined>true</systemDefined>

</ns3:endpointgroup>

}

BIER RS 434H

AR B 2 S By 41 APT 1 P Y 32 SERE -

#723 BV in 514 APl BRI EHHHE

e QIR 2T L

b POST /ers/config/endpoint/
Rk Accept. Authorization. Host
T R N/A

R B IE S 2

BNSRRESIE API S5/, X114 W
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#7-23 BB LG5S 1H4E APl iBHATEBIFIE (4

M) 87 S Content-Length. Content-Type. Location
W] J97 Y1 5L E 3 2 i 4

M LR 25 201. 400. 401. 403. 415. 429. 500

BIEL U SH34E APl R RIE KRG

POST https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint

Authorization: BasiCc XXXXXXXXXXXXXXXXKXXX

Content-Type: application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:endpointgroup description="description" name="name" id="id"

xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<systemDefined>true</systemDefined>

</ns3:endpointgroup>

}

B L xS 4348 API A B0 R 7= 51
HTTP/1.1 201 OK (i5M Location #rk&EHF&ME ID)
Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type:
Location: https://cisco.com/ers/config/endpointgroup/444

E TR in B¢

AR B 2 v B A 2 APT T A 32 EERRAL -

#7-24 AL S AP 1858 EESFIE

Wi W BB TR € 1 20 40

b PUT /ers/config/endpoint/{id}

15 3R 3k Accept. Authorization. Host

B F AT H N/A

W RIH B IE 2 4

W) J97 Sk Content-Length. Content-Type

M) J87 9 JEL 1 3 B SIR

M [ R 75 200, 400, 401. 403. 404, 415. 429. 500

BRSRRESIE API 2S£/, A 14 |
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BT LS 4ARSME RESTHul RS AP1

TRk 5 434E AP ERBYER =G

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/ endpoint /333
Authorization: Basic XXXXXXXKXXKXXKXXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:endpointgroup xmlns:ns2="identity.ers.ise.cisco.com" description="updated" id="0"
name="Group" >
<systemDefined>false</systemDefined>
</ns2:endpointgroup>
}

5B TR um S 934R API 8 FE B0 R 7~ £51)

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.ers.updatedfields.l.0+xml

Content-Length: 529

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns2:updatedFields xmlns:ns2="ers.ise.cisco.com">
<updatedField field="description">
<newValue>updated</newValue>
<oldvalue>Group</oldvalue>

</updatedField>

</ns2:updatedFields>

}

M BRE& i S 17240

N FH) N B i B Ay APT R FH A 3R BRRAE

#725 MR 25555448 APl /5L BIFHE

Ui TR 45 2 1 e 2 41

e DELETE /ers/config/endpointgroup/{id}
IERIES Accept. Authorization. Host

ﬁi’@?%ﬁ% N/A

HRIE B IE N/A

M) 97 Sk Content-Length. Content-Type

Mg 57 3 JE IE AT

M AR A 204, 400. 401, 403. 404. 415, 429, 500

ER LR un SH34E API VR R9IE K R G1

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/endpoint/333
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.endpointgroup.l.0+xml

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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HHFR 2 3 514348 API 8 R B9 2 7R 451

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

i& BT 5228 r95M 3B RESTful AR 5% API

NRI B EH T 5441458 RESTful A4 API:

% 7-26 B TFE 52849 API
#1E HE URL A& EifFHH
R E G GET lers/config/identitygroup | ASidE page. size.
sortacs Y,
sortdsn. filter
ik 1D SRECE 4 GET ers/config/identitygroup/ |A~ig& F
{id}
RISy H R RRA S S |GET /ers/config/identitygroup |A<3&
/version

RERAASE

f&w] L A0t APT AR Cisco ISE A S 4. TRIH I APT I I A 5 ZERFE -

#7-27 BEIEEH4E API 1B/ ETIFE

WL

BRI ATENES

e GET /ers/config/identitygroup

3Kk Accept. Authorization. Host

P 1) F4F H page. size. sortbyacn. sortbydcn. filter
RV B IR N/A

W) J97 Sk Content-Length. Content-Type

W) J8E 97 S 1F 3 MR R

i LR A 200, 400. 401. 403. 404. 415, 429. 500

KR ESAHE AP R BNE KRG

GET https://<ISE-ADMIN-NODE>:9060/ers/config/identitygroup?page=0&size=20&sortacs=name
Authorization: BasicC XXXXXXXXXXXXXKXXKXKXXK
Accept: application/vnd.com.cisco.ise.identity.identitygroup.l.0+xml

W BRSHMRESIEE API SEI5E, Ak 14

oL-26134-01 |
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ERT B MaSMES RESTHul B API

KRB %A AP AR BN 7R 51

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<resources>
<resource name="namel" id="idl" description="descriptionl">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/identitygroup/idl" rel="self"/>
</resource>
<resource name="name2" id="id2" description="description2">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/identitygroup/id2" rel="self"/>
</resource>
</resources>
</ns2:searchResult>
}

&3 1D ZREN S 434

NRANIE 1D FRBCS 41 AP 0 F ZLRFAE -

#7-28 A5 H 4 APl B/FH) L EHFE

Ui KBREER S A

P GET /ers/config/identitygroup/{id}

iRk Accept. Authorization. Host

W AT R N/A

TR EIE N/A

M) J97 Sk Content-Length. Content-Type

Wi )82 9 S8 1E 3T 20 R

M S PR 25 200, 400, 401. 403. 404. 415, 429. 500

BT ID 3REN S 434H APl BB B9IE K <5

GET https://<ISE-ADMIN-NODE>:9060/ers/config/identitygroup/333
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.identitygroup.l.0+xml

B 1D FREX S 1348 API I3 FE B4 B2 7= 1

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:identitygroup name="name" id="id" description="description"

xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<parent>parent</parent>

</ns3:identitygroup>

BREMRESIE AP &£/, A& 14
| oL-26134-01 .m
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i& 5% B Pa99hER RESTHul PR S5 API

FRAHIE R T U5 H P 4T RESTful A% APIL:

#729 X
BIE & URL H=E
B EVIRH P GET /ers/config/guestuser/{id} A&
KT B &R GET /ers/config/guestuser/ S
llE= g sl POST /ers/config/guestuser / iz P
E (XML)
FEHUi R PUT /ers/config/guestuser/{id} R4 T 4 2
Vi E
B (XML)
MR- P DELETE |/ers/config/guestuser/{id} RNiEH
Y1V H PUT /ers/config/guestuser/suspend/{id} I
S5 % PUT /ers/config/guestuser/reinstate/{id} AiEH
JRI%E H T HR A PUT /ers/config/guestuser/email/{id}/ R Y N3
portalld/{portalld}
K%k SMS PUT /ers/config/guestuser/sms/{id}/portalld |A4~i&
/{portalld}
RG-S DA PUT /ers/config/guestuser/approve/{id} i&EH
4% H P PUT lers/config/guestuser/deny/{id} &
o E % PUT /ers/config/guestuser/resetpassword/ ANidE
{id}
Ja shtt E AT PUT /ers/config/ guestuser/bulk HEE 5 R
FEL ER S GET /ers/config/ guestuser/bulk/{bulkId} i&EH
Eihy g N A PUT /ers/config/guestuser/changeSponsor operationAdd
Password/{portalld} itionalData
AT GET /ers/config/portal S
BT ID SRECT GET /ers/config/portal/{id} & H
% APIE & GET /ers/config/guestuser/versioninfo S

Content Type #1 Accept £rsk

BNV B M SR AR G 2L AT U B E

e Content Type NHBN: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

L4 Accept Tﬁﬁj’\j application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

FEAHESIATIE R Z AT UL BE

e Content Type % & N:

application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

L ACCCpt lﬁ%j\] application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

BREHRESIE API &£, A 14
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REER P

Lol GET #8458V & I 7 44 B8 P i 3k 1D A\ ISE Hd R R R E Ui I

&R TiA% A ARsN R RESTRl R 5 API I

#7-30 R B B

L S Rt I

HE GET /ers/config/guestuser/{id}
HK% Accept. Authorization. Host
EMFATH AN

WRIHBIEX AN3E

e Rz sk Content-Length. Content-Type

W RE 5 AR IE 3T Vi P R B B

e R AR 7S 200, 400, 401, 403, 404, 415, 500

REULER PG

ot ID BREL % A R, 5 7-25 0T

HFFSN “ilucky” W AT B R7R B, 28 7-26 TT

I TS “ilucky” B P A FITFSN “T7 Bk IR T 38R B, 5 7-27 1T
M4 “John” HEHATIL B4 H P A AT HE R 1R, 5 7-28 1T

B curl 9520 P 3 SRANN R, 28 7-28 T

SIEE}
SIEE}

&3 ID REX73 % PR Bl

KR

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/3333

Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Accept - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization - Basic XXXXXXXXXXXXXXKXKXXKX

)57

<?xml version="1.0" encoding="UTF-8"?>

<ns3:guestuser xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com"
name="fzvhervocnz" id="af827350-1£f0f-11e4-b961-005056103001">

<link type="application/xml" href="https://10.0.10.130:9060/ers/config/guestuser/3333"
rel="self"/>

<customFields/>

<guestAccessInfo>

<fromDate>08/08/2014 8:21</fromDate>
<toDate>08/09/2014 8:21</toDate>
<validDays>1</validDays>

</guestAccessInfo>
<guestInfo>

<company>Cisco</company>
<creationTime>08/08/2014 08:21</creationTime>
<emailAddress>doe@example.com</emailAddress>
<enabled>true</enabled>
<firstName>John</firstName>

| oL-26134-01
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<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<password>12345</password>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>ATT</smsServiceProvider>
<userName>Guestl</userName>
</guestInfo>
<guestType>Daily (default)</guestType>
<personBeingVisited>sponsor@example.com</personBeingVisited>
<reasonForVisit>Interview</reasonForVisit>
<sponsorUserName>SponsoredUserl</sponsorUserName>
<status>Awaiting Initial Login</status>
</ns3:guestuser>

X EE
A RAE APL PG BoRFENTRMER, SR EEN, 5 6-6 I,

BEFLA “ilucky” IR FRIETIZIBHRE]
LE

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/?filter=userName.STARTSW. ilucky

i B2
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:searchResult
xmlns:ns2="ers.ise.cisco.com" total="8">
<resources>
<resource name="iluckyl01l" id="a0957160-6224-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/a0957160-6224-11e3-9bc2-000c2932c73
c" rel="gelf"/>
</resource>
<resource name="iluckyl02" id="el4f4460-6224-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/eldf4460-6224-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky201" i1d="123581f0-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/123581£0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky301" i1id="154f9330-6227-11e3-9bc2-000c2932¢c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/154£9330-6227-11e3-9bc2-000c2932c73
c" rel="gelf"/>
</resource>
<resource name="ilucky401l" id="172c6980-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/172c6980-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky501" i1d="19631fa0-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/19631£fa0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky601" id="1b44b0e0-6227-11e3-9bc2-000c2932c73c">

BRSRRESIE API 2S£/, A 14 |
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<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/1b44b0e0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky602" id="2elac600-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/2elac600-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

BE kA “ilucky” RIFFRRFIKA “0” BHERETILIRRRE]

=P

GET
https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/?filter=userName.STARTSW.1lucky&filter=
lastName.STARTSW. j

Ml B

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:searchResult
xmlns:ns2="ers.ise.cisco.com" total="8">
<resources>
<resource name="iluckyl01l" id="a0957160-6224-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/a0957160-6224-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="1iluckyl02" id="el4f4460-6224-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/eldfd4460-6224-11e3-9bc2-000c2932c73
c" rel="gelf"/>
</resource>
<resource name="ilucky201" id="123581£f0-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/123581£f0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky301" id="154£f9330-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/154£9330-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky401l" id="172c6980-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/172c6980-6227-11e3-9bc2-000c2932c73
c" rel="gelf"/>
</resource>
<resource name="ilucky501" id="19631fa0-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/19631£fa0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky601" id="1b44b0e0-6227-11e3-9bc2-000c2932c73c">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/1b44b0e0-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
<resource name="ilucky602" id="2elac600-6227-11e3-9bc2-000c2932c73c">
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<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/2elac600-6227-11e3-9bc2-000c2932c73
c" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

BEZF “John” BEATRIEHIRR P REITHFHRB]
R

GET
https://<ISE-Admin-node>:9060/ers/config/guestuser/?page=0&size=10&sortdsc=name&filter=£fir
stName.eq.john

)57
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:searchResult
xmlns:ns2="ers.ise.cisco.com" total="2">
<resources>
<resource name="jdoe0002" id="886f5b40-5ece-11e3-8faf-000c29c56fc6">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/886£5b40-5ece-11e3-8faf-000c29c56fc
6" rel="self"/>
</resource>
<resource name="3jdoe0001" id="79e5a5a0-5df9-11e3-84f5-000c29c56fc6">
<link type="application/xml"
href="https://ISE-ADMIN-NODE:9060/ers/config/guestuser/79e5a5a0-5d£9-11e3-84£5-000c29c56fc
6" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

{EA curl B9 A PR FN0 R <5
LR RN B4 H curl Linux #5287 ISE & ER ID 3REUDT & P S =R & N,

curl 9%

$ curl -v -k -H 'ACCEPT:application/vnd.com.cisco.ise.identity.guestuser.2.0+xml"'
https://username:password@<ISE-ADMIN-NODE>:9060/ers/config/guestuser/userl

* About to connect() to <ISE-ADMIN-NODE> port 9060

* Trying 111.11.11.111... * connected

* Connected to <ISE-ADMIN-NODE> (<ISE-ADMin-NODE-IP>) port 9060

* successfully set certificate verify locations:

* CAfile: /usr/share/ssl/certs/ca-bundle.crt

CApath: none

SSL connection using DHE-RSA-AES256-SHA

*

* Server certificate:

* subject: /CN=<ISE-ADMIN-NODE>

* start date: 2013-11-26 00:56:55 GMT
* expire date: 2014-11-26 00:56:55 GMT
*

common name: <ISE-ADMIN-NODE>
issuer: /CN=<ISE-ADMIN-NODE>
* Server auth using Basic with user 'username'

*
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1833 1D FRERE A FEER

> GET /ers/config/guestuser/444

Authorization: Basic XXXXXXXKXXXKXXKXXK

User-Agent: curl/7.12.1 (i386-redhat-linux-gnu) libcurl/7.12.1 OpenSSL/0.9.7a zlib/1.2.1.2
1libidn/0.5.6

Host: <ISE-ADMIN-NODE>:9060

Pragma: no-cache

ACCEPT:application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

lia) Bz

HTTP/1.1 200 OK

Pragma: No-cache

Cache-Control: no-cache

Expires: Wed, 31 Dec 1969 16:00:00 PST

Set-Cookie: JSESSIONIDSSO=0FCBC2621A0897193FE3105B3FBA8F16; Path=/; Secure
Set-Cookie: JSESSIONID=5B6092B3FCCE047F7282C52592FAFC7A; Path=/ers; Secure
Date: Thu, 02 Jan 2014 23:01:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Content-Length: 1162

< Server:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:guestuser xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com"
name="userl" id="b4bdf2b0-73el-11e3-8cdf-000c29c56fc6">

<link type="application/xml" href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/444"
rel="gelf"/>

<guestAccessInfo>

<fromDate>08/06/2014 23:26</fromDate>

<toDate>08/07/2014 23:26</toDate>

<validDays>1</validDays>

</guestAccessInfo>

<guestInfo>

<company>New Company</company>

<emailAddress>john@example.com</emailAddress>

<firstName>John</firstName>

AN AN ANANANNANA

<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>Global Default</smsServiceProvider>
<userName>userl</userName>

</guestInfo>

<guestType>Daily (default)</guestType>
<personBeingVisited>sponsor@example.com</personBeingVisited>
<portalId>ff2d99e0-2101-11ed4-b5cf-005056bf2f0a</portalId>
<reasonForVisit>Interview</reasonForVisit>
</ns3:guestuser>

X ER
ARAE AP H R G BoRH M TEE R, S HEEN, 5 6-6 Ui,

BREMRESIE AP &£/, A& 14
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REVRBIERF

fn] LU H] GET #8454 R ISE il 2 b TG Vs 7, JFARIE R PR, P 44 BB A 3 b 55 2% 1
AEPESE R . W SR VR M P 44 . ID R B L e B R R BB R

#7-31 BBV &/ R EERFIE

L KRVIEHPES

HE GET /ers/config/guestuser/

HK% Accept. Authorization. Host

TifFF & page. size. sortasc. sortdsc. filter
WERERIEX AidE H

e Rz sk Content-Length. Content-Type

ma Rz SH R IEST MR

M Rz RAS 200, 400. 401. 403, 404. 415. 500
HXER

HESH, 5 6-9 I

R ARITER PG
fE FHE RGN, GET SAELHEM 4B 110 TPk B4 F UL b JFR A v

B>
GET

https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/?page=0&size=10&sortasc=name&filter=nam
e.STARTSW.ilu&filter=firstName.STARTSW.b

Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Accept - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization - Basic XXXXXXXXXKXXXKXXKXXKX

i B2

HTTP/1.1 200 OK;

Date:Sat, 15 Dec 2012 21:55:05 GMT;

Content-Length:1439;
Content-Type:application/vnd.com.cisco.ise.ers.searchresult.l.0+xml;

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult xmlns:ns2="ers.ise.cisco.com" total="6">
<resources>
<ns2:resource name="ilucky01l" i1id="61dc9060-46al-11e2-b141-000c290fcf9a">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/61dc9060-46al-11e2-b141-000c290fc
f9a" rel="self"/>
</ns2:resource>
<ns2:resource name="ilucky02" i1id="3f43bb40-468e-11e2-8£92-000c290fcf9a">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/3£f43bb40-468e-11e2-8£92-000c290fc
f9a" rel="self"/>
</ns2:resource>
<ns2:resource name="ilucky03" i1id="6c65d6d0-468e-11e2-8£92-000c290fcf9a">

BRSRRESIE API 2S£/, A 14 |
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<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/6c65d6d0-468e-11e2-8£92-000c290fc
f9a" rel="self"/>
</ns2:resource>
<ns2:resource name="ilucky04" id="6948bdb0-46al-11e2-b141-000c290£fcf9a">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/6948bdb0-46al-11e2-b141-000c290fc
f9a" rel="self"/>
</ns2:resource>
<ns2:resource name="ilucky05" id="abbb6440-46al-11e2-b141-000c290fcf9a">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/abbb6440-46al-11e2-b141-000c290fc
f9a" rel="self"/>
</ns2:resource>
<ns2:resource name="ilucky06" i1d="4d9al1530-46fd-11e2-b70b-000c290fcf9a">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/4d%9al1530-46fd-11e2-b70b-000c290fc
f9a" rel="self"/>
</ns2:resource>
</resources>
</ns2:searchResult>

BT ER R

&R LUMEFH POST #8AE GUEUE V5 2 ik, bk = A0y 25w DB S U5 2R 8 5%
B g U5 % i B 2 2 AR guestType.

#£7-32 VB E R LB

AR QU E RN R

BE POST /ers/config/guestuser/

HR%L Accept. Authorization. Host

EiFHH AT

WRIHBEX E-3 DA

e Rz 3% Content-Length. Content-Type. Location
el Rz 5 B IE 3T V7% 1 SRR B R

W Rk 7S 201. 400, 401, 403, 415. 500

WEBE P XML 44

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:guestuser name="guestUser" 1d="123456789" description="ERS Example user "
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com">
<customFields>
<entry>
<key>some key</key>
<value>some value</value>
</entry>
<entry>
<key>another key</key>
<value>and its value</value>
</entry>
</customFields>
<guestInfo>

BREMRESIE AP &£/, A& 14
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<emailAddress>email@some.uri.com</emailAddress>
<enabled>true</enabled>
<password>asdlkj324ew</password>
<phoneNumber>3211239034</phoneNumber>
<smsServiceProvider>GLobal Default</smsServiceProvider>
<userName>DS3ewdsa34wiWE< /userName>

</guestInfo>

<guestType>Contractor</guestType>

<portalIld>23423432523</portalId>

<sponsorUserName>Mr Spons</sponsorUserName>

</ns3:guestuser>

tEinERFPRA
R

POST https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/

Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Accept - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization - Basic XXXXXXXXXKXXXKXXKXXKX

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:guestuser xmlns:ns2="identity.ers.ise.cisco.com">
<guestAccessInfo>
<fromDate>08/08/2014 08:15</fromDate>
<toDate>08/09/2014 08:15</toDate>
<validDays>1</validDays>
</guestAccessInfo>
<guestInfo>
<company>New Company</company>
<emailAddress>doe@example.com</emailAddress>
<firstName>John</firstName>
<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>Global Default</smsServiceProvider>
<userName>guestuserl</userName>
</guestInfo>
<guestType>Daily (default)</guestType>
<personBeingVisited>sponsor@example.com</personBeingVisited>
<portalId>ff2d99e0-2101-11ed-b5cf-005056bf2f0a</portalld>
<reasonForVisit>Interview</reasonForVisit>
</ns2:guestuser>

i B2

HTTP/1.1 201 Created;

Date:Sat, 15 Dec 2012 21:20:51 GMT;

Content-Length:0;
Location:https://<ISE-ADMIN-NODE>/ers/config/guestuser/elbb8290-6ccb-11e3-8cdf-000c29c56fc
6;

Set-Cookie:JSESSIONID=28CF43F1ACCC7448BED7255DC7B787EE; Path=/ers;

Secure; JSESSIONIDSSO=DB6D6900088D1863CA84863570392E4C; Path=/; Secure;
Content-Type:application/xml;

HXERE
A RAE APL R BoRFEMEMER, ESHEEN, % 6-6 Ui,
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ERnERR

EFA P RS

LA PUT 3 AF SR o8, S8nr LUE A U7 P i g vk . 88T DL A i md it 73 S8 o7 7% L
s 1 o

#*7-33 BRI BRI EEFFIE

L BB R E HIU %

HE PUT /ers/config/guestuser/{id}

HK% Accept. Authorization. Host
EMFATH AN

WHRIBBIEX K-S

e Rz sk Content-Length. Content-Type

W RE 5 AR IE 3T EH T BUAIR

e Rz R 7S 200, 400. 401. 403. 404. 415. 500
>

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/name/iluckyl01

Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Accept - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization - BasicC XXXXXXXXXXXXXXXKXXKX

<?xml version="1.0" encoding="UTF-8"?>

<ns2:guestuser xmlns:ns2="identity.ers.ise.cisco.com">
<portalId>f£2d99e0-2101-11ed4-b5cf-005056bf2f0a</portalId>
<reasonForVisit>Interview</reasonForVisit>

</ns2:guestuser>

A

Status:200 OK

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns2:updatedFields xmlns:ns2="ers.ise.cisco.com">
<updatedField field="ReasonForVisit">
<newValue>Interview</newValue>
<oldvValue>no reason</oldValue>
</updatedField>
<updatedField field="validDays">
<newValue>0</newValue>
<oldvalue>l</oldvalue>
</updatedField>
</ns2:updatedFields>

| oL-26134-01
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BRI 2= H A

& AT LU I 8 P S 3% ID M ISE Hiodle e M B vy 2 P OS¢ e. FH P AR R IR I ek 8ok

#7-34 IR ESE FH9 EEFFE

T W5 2 F 2

HE DELETE /ers/config/guestuser/{id}
HK% Accept. Authorization. Host
EFATH AN

EREEES R

e Rz sk Content-Length. Content-Type

Wil R 5H 2 IE ST AN

e Rz R 7S 204, 400, 401. 403. 404. 415. 500

BRI =R A=A
sk

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/3333

Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Accept - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Authorization - Basic XXXXXXXXXXXXXXKXKXXKX

A

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

AR

/] PUT BRAE R4 VT e IIPE R RSN EiE Sk e &8s E R, AR

A LLVEE T .

#1735 HEER R EEFFHE

L 5 1a € 1V %

WE PUT /ers/config/guestuser/suspend/{id}
WRk Accept. Authorization. Host
EIAFHH AN

WREEEX JR

e Rz 3% Content-Length. Content-Type

W RE 5 B IE 3T Vi P A B

e R AR 7S 204, 400, 401. 403, 404. 415. 500

W BRSHMRESIEE API SEI5E, Ak 14
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& ID ZiFihER PRB

=

EK

PUT https:/<ISE-ADMIN-NODE>:9060/ers/config/guestuser/suspend/3333
Authorization: BasiC XXXXXXXXXXXXXKXXKXXK

Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml
Content-Type - application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

<?xml version="1.0" encoding="UTF-8"?>
<ns3:operationAdditionalData xmlns:ns2="identity.ers.ise.cisco.com"
xmlns:ns3="ers.ise.cisco.com">
<requestAdditionalAttributes>
<additionalAttribute name="reason" value="AUP not accepted"/>
</requestAdditionalAttributes>
</ns3:operationAdditionalData>

ia) R
HTTP/1.1 204 No Content
Sat, 15 Dec 2012 10:14:38 GMT

U RGE S

i PUT # Al ik R 1 U5 2 P i

#7-36 GBI E I EEHFIE

AR WEIRE VI

HE PUT /ers/config/guestuser/reinstate/{id }
ERk Accept. Authorization. Host
EifFHFER ANiE

ERHEBIEX Aid

M 7 Sk Content-Length. Content-Type

e Rz 5H B IE XL V7% H P B BRI

i Bz AR 7S 204, 400, 401, 403, 404. 415, 500

R E S Nt

B3R

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/reinstate/33
Authorization: Basic XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

)57
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

BN SRIESSIEE API 283455, A4
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[ A P& EERfF

R PUT A F m] 1m0 15 % F P IR B PEK  AcI2 P R AT 75 224E Cisco ISE H1HC & SMTP A 55 4%
R LA ID, RO e B A I T SOM 3 38 P 7 (45 8 .

#7-37 B 2 X aE B9 EEFFIE

A F) 48 7€ Vi % RIS B

WE PUT /ers/config/guestuser/email/{id}/portalld/
{portallD}

ERk Accept. Authorization. Host

TS i

BERIHBIEX RAT N WA

i &z Sk Content-Length. Content-Type

M B2 2 1E 3L ANidE H

i Bz AR 7S 204, 400, 401, 403. 404. 415, 500

[E1/5% F P & X R 17 451
sk

PUT
https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/email /4444 /portalId/f£2d99e0-2101-11ed-
b5cf-005056bf2f0a

Authorization: Basic XXXXXXXXXXKXXXKXXKXXK

Accept:

application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

<?xml version="1.0" encoding="UTF-8"?>
<ns3:operationAdditionalData xmlns:ns2="identity.ers.ise.cisco.com"
xmlns:ns3="ers.ise.cisco.com">
<requestAdditionalAttributes>
<additionalAttribute name="senderEmail" value="sender Email"/>
</requestAdditionalAttributes>
</ns3:operationAdditionalData>

el Bz
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

BRSRRESIE API 2S£/, A 14 |
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&R TiA% A ARsN R RESTRl R 5 API I

[ M P &% SMS XA

] PUT #AF ] [ 05 % 7 (R sl il A& SO B . LA 75 ZL4E Cisco ISE AL E SMTP fiit
5o

TWORTEMMTT 1D, BN e B A& SO IS s (45

#7-38 LT BB 2 X B £ FIE

Lz I 5 32 V7 % H1 7 K% SMS

WE PUT /ers/config/guestuser/sms/{id}/portalld/{portalID}

ERk Accept. Authorization. Host

TIfFHFER AT

ERHBIEX i

i &z Sk Content-Length. Content-Type

W Rz 5E B IE ST AT

i Bz AR 7S 204, 400, 401, 403. 404. 415, 500
&% SMS 451

EK

PUT

https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/sms/444/portalId/f£2d99e0-2101-11ed-b5c
£f-005056bf2f0a

Authorization: Basic XXXXXXXKXXXKXXXKXXKXXK
Accept:

application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

ia) R
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

HOEERF

PEARAE RV HE DT B Pk o R AT 5 A D7 % K 7 1D,

#7-39 FH API [ 19 £ BEFHIE

A TR 2 Ui

BE PUT /ers/config/guestuser/approve/{id}
Ekk Accept. Authorization. Host
EifFHE ANid H

WRIBRIEX AiEH

M) 7 Sk Content-Length. Content-Type

W Rz 58 2 IE 3T API il A

Nl R AR 7S 200, 400, 401, 403, 404, 415, 500

BREMRESIE AP &£/, A& 14
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#ERERFRA

B3R

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/approve/3333
Authorization: Basic XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

)57
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

BT R R P

PR OV BB HEED 2 K ™ o AR 7 E A IV & Ik 1D

#7-40 FH API fe 2 g9 £ EEFHE

L 45 E VI

e PUT /ers/config/guestuser/deny/{id}

WRk Accept. Authorization. Host

TNTHE A3

EREBIEX AN3E

e Rz 3% Content-Length. Content-Type

el B2 IE ST API JRA

e Rz RS 200. 400. 401. 403. 404. 415. 500
ELEHETR R R R ARG

ER

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/deny/7777
Authorization: BasiC XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

ia) R
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

BRSRRESIE API 2S£/, A 14 |
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EBVIER Pk PRERD

SRR SRV S E U5 2 H O (3RS o R AR 7R ZA VTR K T ID. MR AR Sk [0 A Bl i)
4, #JCVEME A REST APL 46 & H O %,

#7-41 HH API [ 219 FBHFE

L HESRE U Y

HE PUT /ers/config/guestuser/resetpassword/{id}
HK% Accept. Authorization. Host

EMFATH AN

BERHBERIEX ANid

e Rz sk Content-Length. Content-Type

Wil R 5H 2 IE ST g

e R AR 7S 200, 400, 401, 403, 404, 415, 500

EBIERFNEERA

8>

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/resetpassword/7777
Authorization: BasicC XXXXXXXXXXXXXXXKXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuser.2.0+xml

lia) Bz

HTTP/1.1 204 OK

Date: Sat, 15 Dec 2014 10:20:48 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns2:operationResult xmlns:ns2="ers.ise.cisco.com">
<attributesList>

<attribute value="DdsAASDs%S$S##@ssdsl2" name="password"/>

</attributesList>

</ns2:operationResult>

BahiiER PR ERIT

T EEAEE SR, 0] DU NG SR TR R i 2 500 T, SRR HE ID K% i % 5000 TiEEAE .

WRIERG N, REEEIRELRSID 202 (accepTED) , FE7E LOCATION Wi 57 3k A A5 4 i — [ 3tk
EAMRAF, AT DU bR TR AR o R B IR S A IR IR S

— KR RFIBIT —DEEEE . WRAE D D EREDAETATI KA E RS R, RS 5%
IR [0 RCIRAS 503 (service Unavailable), FEALEHH R SR 2% 7 b A Jo B (K R T TH B

#* 7-42 BB THIEBFFHIE

L JR BT

BE PUT /ers/config/guestuser/bulk
HKRk Accept. Authorization. Host
EifFHH AT

| oL-26134-01
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#* 7-42 BB THIEBFFHIE

WHRIBRIEX 1R

M) 7 Sk Content-Length. Content-Type

Wal B E B IE 3T ANidE H

e R AR AS 202, 400. 401. 403. 404. 415. 500

BEILEHERITRG]
R

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/bulk

Authorization: Basic
Content-Type: application/vnd.com.cisco.ise.identity.guestuserbulkrequest.l.0+xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:bulkRequest xsi:type="ns2:guestUserBulkRequest"
resourceMediaType="vnd.com.cisco.ise.identity.guestuser.1l.0+xml"
operationType="create"
xmlns:ns2="identity.ers.ise.cisco.com"
xmlns:ns3="ers.ise.cisco.com">
<resourcesList>
<resource xsi:type="ns2:GuestUser" description="created by bulk">
<portalld>6ab68890-d0fl-11e3-ald5-005056bf4687</portalId>
<guestAccesstInfo>
<groupTag>group</groupTag>
<validDays>2</validDays>
<location>London</location>
<ssid>guest_ssid</ssid>
</guestAccesstInfo>
<guestInfo>
<company>new company</company>
<emailAddress>joe@example.com</emailAddress>
<enabled>true</enabled>
<firstName>John</firstName>
<lastName>Doe</lastName>
<phoneNumber>6033203311</phoneNumber>
<userName>lucky7</userName>
<password>1234</password>
<notificationLanguage>English</notificationLanguage>
<smsServiceProvider>ATT</smsServiceProvider>
</guestInfo>
<guestType>DAILY</guestType>
<reasonForVisit>interview</reasonForVisit>
<personBeingVisited>sponsor@cisco.com</personBeingVisited>
</resource>

<resource xsi:type="ns2:GuestUser" description="created by bulk">
<portalIld>6ab68890-d0fl-11e3-al1d5-005056bf4687</portalld>
<guestAccesstInfo>
<groupTag>group</groupTag>
<validDays>3</validDays>
<location>London</location>
<ssid>guest_ssid</ssid>
</guestAccesstInfo>
<guestInfo>
<company>new company</company>
<emailAddress>mary@example.com</emailAddress>
<enabled>true</enabled>

BRSRRESIE API 2S£/, A 14 |
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<firstName>Mary</firstName>
<lastName>Sue</lastName>
<phoneNumber>6039990000</phoneNumber>
<userName>luckyl3</userName>
<password>1234</password>
<notificationLanguage>English</notificationLanguage>
<smsServiceProvider>ATT</smsServiceProvider>

</guestInfo>

<guestType>DAILY</guestType>

<reasonForVisit>interview</reasonForVisit>

<personBeingVisited>sponsor@cisco.com</personBeingVisited>

</resource>
</resourcesList>
</ns3:bulkRequest>

)3
HTTP/1.1 202 ACCEPTED
Date: Thu, 12 Jul 2012 23:59:59 GMT
Location: https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/123443545334

HXEE
SR A b ERES, 28 7-15 I

IRENIE A PRI EIRTS

AR BT SRA RCH B FoAt IEAE AR B A HE R4, RSS2 /2 LOCATION W J3 3k rfv i [m] i
—HHEEARRST . AT ID FERERHERCIRES, T DIIRBURAEIT 48 2 )5 20 2 /NI IR SR 5

#7-43 KB REHIEFFFHIE

L AR E B BT

BE GET /ers/config/guestuser/bulk/{bulkid}
HKRk Accept. Authorization. Host
EifFAFE AT

WRIBBIEX ANiE

Wl ¥z Sk Content-Length. Content-Type

Ml 238 22 IE 3T EARE

e Rz R 7S 200, 400, 401. 403. 404. 415. 500

KA =R PRt ERTS R B

B3R

GET https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/bulk/53454354534 HTTP/1.1
Authorization: Basic XXXXXXXKXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.guestuserbulkrequest.1l.0+xml

i) B2
HTTP/1.1 200 OK
Date: Thu Mar 07 18:17:35 IST 2013 GMT

Content-Type: application/vnd.com.cisco.ise.ers.guestuserbulkrequest.l.0+xml
Content-Length: 16347

| oL-26134-01
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{
<ns2:bulkStatus

xmlns:ns2 = "ers.ise.cisco.com"

successCount = "50"

startTime = "Thu Mar 07 17:17:35 IST 2013"
resourcesCount = "50"

operationType = "create"

resourceMediaType = "vnd.com.cisco.ise.ers.identity
failCount = "0"

executionStatus = "COMPLETED"

bulkId = "53454354534">

<resourcesStatus>
<resourceStatus
status = "SUCCUESS"
description = "created by bulk request"
id = "23d068d0-873a-1le2-bad4-00215edbb2a8" />

<resourceStatus
status = "SUCCUESS"
description = "created by bulk request"
id = "23cfab80-873a-1le2-bad4-00215edbb2a8" />
</resourcesStatus>
</ns2:bulkStatus>
}

Bk ANEG

.guestuser.l.0+xml"

SEERAE SRV S S AT B SR A N3 6 . BEERAE R 2 17 1D

# 744 HE APl 259 EEHFHE

AR BT O & O A

HE PUT
/ers/config/guestuser/changeSponsorPassword/
{portalld}

WRk Accept. Authorization. Host

EINFHH AT

WRIEBIEX N3 F

e Rz 3% Content-Length. Content-Type

il 38 22 IE 3T API JRA

e R AR 7S 200. 400. 401. 403. 404. 415. 500

Bk ARNEBRG
R

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/guestuser/changeSponsorPassword/88888

Host: cisco.com
Authorization: Basic XXXXXXXKXXXKXXKXXKXXK
Content-Type: application/vnd.com.cisco.ise.identity.

<?xml version="1.0" encoding="UTF-8"?>

guestuser.2.0+xml

W BRSHMRESIEE API SEI5E, Ak 14
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<ns3:operationAdditionalData xmlns:ns2="identity.ers.ise.cisco.com"
xmlns:ns3="ers.ise.cisco.com">
<requestAdditionalAttributes>
<additionalAttribute name="newPassword" value="Ciscol234"/>
<additionalAttribute name="currentPassword" value="Autom8me" />
</requestAdditionalAttributes>
</ns3:operationAdditionalData>

ia) R
HTTP/1.1 204 OK
Date: Sat, 15 Dec 2012 10:20:48 GMT

& AT P95 ER RESTHul BRS5 API

TRIHEH T P4 RESTful iR%5 API:

RENER A

#7-45 EFFIIFH9 API

BE 5E URL RE EifFFFR

RELFRE ] GET /ers/config/portal RNiEH Page. Size.
sortacs ¥,
sortdsn. Filter

it ID 3REL] GET /ers/config/portal/{id} ANiE H

NRFIHIREUTA T APL A ) 3 ZERFE

F* 7-46 HIAT B TF API (B/FH)EEFFHE

B H] BRI ES

S GET /ers/config/portal

15 3R 3k Accept. Authorization. Host

IR 5 page. size. sortbyacn. sortbyden. filter

VR T B E S N/A

W) J97 Sk Content-Length. Content-Type

M) S8 97 S 1 3¢ R

Wi PR 2 200, 400, 401, 403. 404. 415,500

KRB AR AR R )

GET https://<ISE-ADMIN-NODE>:9060/ers/config/portal
Authorization: BasiC XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.portal.l.0+xml

| oL-26134-01

BNSRRESIE API S5/, X114 W



#71E  SMRRESTHul FRZS APHIRIE |

W EEF1AM9NE RESTHul FR S API

REER A1V R R R 7 451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="utf-8" standalone="yes"?> <ns2:searchResult total="2"
xmlns:ns2="ers.ise.cisco.com">
<resources>
<resource name="portall" id="idl">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/portal/idl" rel="self"/>
</resource>
<resource name="portal2" id="id2">
<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/portal/id2" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

183 1D FREN ] A

TERYIHE ID FRET AP ) 32 2R -

#7-47 1B ID ZEJTF APl VBfFHGEEHFE

] AR ER )7

b GET /ers/config/portal/{id}

iRk Accept. Authorization. Host
U775 e N/A

TR R IEX N/A

M 87 S Content-Length. Content-Type

Mg 2 9 S8 1E 3 [ BRI

RN 200. 400. 401,403, 404. 415. 500

i#id 1D FREN) AR aYiE KRB

GET https://<ISE-ADMIN-NODE>:9060/ers/config/portal/333
Authorization: BasiC XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.portal.l.0+xml

i3 ID FREXI T3 A B RE Rz 7~ 5

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.identity.portal.l.0+xml Content-Length: 16347

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:portal name="sponsor" id="d7b703f0-b073-11le3-bd6c- 005056al5fa7"
xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="identity.ers.ise.cisco.com">

BRSRRESIE API 2S£/, A 14 |
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<link type="application/xml"
href="https://<ISE-ADMIN-NODE>:9060/ers/config/portal/333" rel="self"/>
<allowSponsorToChangeOwnPassword>false</allowSponsorToChangeOwnPassword>
<GuestUserFieldList>
<GuestUserField>
<customType>false</customType>
<dataType>DROPDOWN</dataType>
<dictionaryLabelKey>ui_sms_provider_label</dictionaryLabelKey>
<labelName>SMS Service Provider</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>TEXT</dataType>
<dictionaryLabelKey>ui_company_label</dictionaryLabelKey>
<labelName>Company</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>TEXT</dataType>
<dictionaryLabelKey>ui_first_name_label</dictionaryLabelKey>
<labelName>First name</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>TEXT</dataType>
<dictionaryLabelKey>ui_reason_visit_label</dictionaryLabelKey>
<labelName>Reason for visit</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>true</customType>
<dataType>TEXT</dataType>
<dictionaryLabelKey>ui_ssn-number_text_label</dictionaryLabelKey>
<instructionText>social </instructionText>
<labelName>ssn-number</labelName>
<required>false</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>PHONE</dataType>
<dictionaryLabelKey>ui_phone_number_label</dictionaryLabelKey>
<labelName>Phone number</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>EMAIL</dataType>
<dictionaryLabelKey>ui_person_visited_label</dictionaryLabelKey>
<labelName>Person being visited</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>EMAIL</dataType>
<dictionaryLabelKey>ui_email_address_label</dictionaryLabelKey>
<labelName>Email address</labelName>
<required>true</required>
</GuestUserField>
<GuestUserField>
<customType>false</customType>
<dataType>TEXT</dataType>

BN B4RESIE API BEIER, A 14
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<dictionaryLabelKey>ui_last_name_label</dictionaryLabelKey>
<labelName>Last name</labelName>
<required>true</required>
</GuestUserField>
</GuestUserFieldList>
</ns3:portal>
}

i& T ECE RIS ER RESTful AR S5 API

TR H&E M T SO 458 RESTful IR %5 API:

3# 748 B/ FIIFH API

BE & URL AE EifFAFH

SREL P A Bl B SO GET /ers/config/profilerprofile ANiE H Page. Size.
sortacs BY
sortdsn. Filter

it ID 3k BUAD B SO GET /ers/config/profilerprofile/{id} |ANi&

KRR BECE X

NERFIHISREUTA T APL A ) 3 ZERFE

7 7-49 KRB 17 APl (BF R =B

Y H] R RACE MRS

g GET /ers/config/profilerprofile

15 3R 3k Accept. Authorization. Host

IR FIF page. size. sortbyacn. sortbydcn. filter

VR T L E S N/A

W) J97 Sk Content-Length. Content-Type

M) J32 93 S 1 3¢ R

Wi PR 25 200, 400, 401, 403. 404. 415,500

FRE AT B EC B S A R BTEK R

GET https://<ISE-ADMIN-NODE>:9060/ers/config/profilerprofile
Authorization: BasicC XXXXXXXXXXXXXXXKXXK
Accept: application/vnd.com.cisco.ise.identity.profilerprofile.l.0+xml

BRSRRESIE API 2S£/, A 14 |
| 7-46 | 0L-26134-01



| 7% 5MEBRESTHul BRZS API #1E

iE Pl TR E SC#E RS R RESTRul R S5 API I

FRH B A B S A RO R 7R 451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2014 23:59:59 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<nextPage type="application/xml" href="link-to-next-page" rel="next"/>
<previousPage type="application/xml" href="link-to-previous-page" rel="previous"/>
<resources>
<resource name="namel" id="idl" description="descriptionl"/>
<resource name="name2" id="id2" description="description2"/>
</resources>
</ns2:searchResult>

183 1D FREN ] A

RS ID BRI B S AP AT ) SR E -

#7-50 1B ID ZEJTF APl VBfFHGEEHFE

] 2R R E G B

BN GET /ers/config/profilerprofile/{id}
iRk Accept. Authorization. Host

W 775 e N/A

R B IESC N/A

M) J97 Sk Content-Length. Content-Type

Mg 52 9 S8 1E S Wie B S A TR R Y

RN 200, 400. 401,403, 404. 415. 500

i#d ID KA FIERBIER =AY

GET https://<ISE-ADMIN-NODE>:9060/ers/config/profilerprofile/333
Authorization: BasiC XXXXXXXXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.identity.profilerprofile.l.0+xml

i85 1D FREXI T3 A B WE Rz 7~ 5

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2014 23:59:59 GMT

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:profilerprofile name="name" id="id" description="description"
xmlns:ns2="ers.ise.cisco.com" xmlns:ns3="identity.ers.ise.cisco.com"/

BREMRESIE AP &£/, A& 14
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i& F 4518 2 a9 &R RESTHul PR 55 API

TR A IE T M 4% 15 % 140 RESTful A% API:

#7-51 B FIIFHI API
BIE & URL RE EifFHFH
IREUFT B W 4515 4% GET fers/config/networkdevice | ANid FY Page. Size.
sortacs BY
sortdsn. Filter
BRI 2% B GET lers/config/etworkdevice | fiE fil
/{id}
B ) 2% B & POST /ers/config/networkdevice | %% 1 %
B R 2% PUT /ers/config/networkdevice X 2% 5 4%
/{id}
B R 2% 15 4% DELETE |/ers/config/networkdevice | 453&
/{id}
SREUN 2% % % Wi R A | GET /ers/config/ networkdevice | RiE F
FE /versioninfo

IRENER B MR &

NRI RBP4 % AP 0 EARAE

# 7-52 KT B & API 1B/5HIEEFFIE

Wi B K2R W 28 W& BRI AR &

gL GET /ers/config/metworkdevice

3Kk Accept. Authorization. Host

P 1) 745 H page. size. sortbyacn. sortbydcn. filter
R RIS N/A

W) J87 Sk Content-Length. Content-Type

Wi 7 3 J& 13 HWRER

M AR A 200, 400, 401, 403, 404, 415. 500

IRENFT A48 1% & R R E R R 5l

GET https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevice?page=1&size=20&sortacs=name
Authorization: BasicC XXXXXXXXXXXXXXXKXKXXK

Accept: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml

BRSRRESIE API 2S£/, A 14 |
| 7-48 | 0L-26134-01
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IREN P A 4% 1% 2 8 R A R 7 451

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <ns2:searchResult
xmlns:ns2="ers.ise.cisco.com" total="1">
<resources>
<resource name="ndl" id="0d4008bb0-2539-11e3-84ad-
00215edbb2a8">
<link type="application/xml"
href="https://10.56.13.196:9060/ers/config/networkdevice/0d0
08bb0-2539-11e3-84ad-00215edbb2a8" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

183 ID FREN PRI &

RS ID PR 2B AP i A ) 32 ZERRAE -

# 753 IET ID IR 2 & APl 1850 B

Ui KR 8 1 W 2% B 2

g GET /ers/config/metworkdevice/{id}
IERIES Accept. Authorization. Host

W AT R N/A

TR EIE N/A

M) 87 S Content-Length. Content-Type

Wi )82 9 S8 1E 3T P 45 ¥ 25 R L ) BEUR

M S PR 25 200, 400. 401, 403, 404, 415. 500

183 ID FREXp 481 28 A B0 IE K~ 1

GET https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevice/333
Authorization: BasiCc XXXXXXXXXXXXXXXXXXX
Accept: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml

13T 1D FRER o 8152 2-3/8 R O Ml R 7~ 51

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml Content-Length:
16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <ns3:networkdevice
xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="network.ers.ise.cisco.com" name="ndl"
1d="0d008bb0-2539-11e3-84ad-00215edbb2a8">
<link type="application/xml"
href="https://10.56.13.196:9060/ers/config/networkdevice/0d40

BREMRESIE AP &£/, A& 14
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08bb0-2539-11e3-84ad-00215edbb2a8" rel="self"/>
<authenticationSettings>
<enableKeyWrap>false</enableKeyWrap>
<keyInputFormat>ASCII</keyInputFormat>
<networkProtocol>RADIUS</networkProtocol>
<radiusSharedSecret>****+*</radiusSharedSecret>
</authenticationSettings>
<NetworkDeviceIPList>
<NetworkDeviceIP>
<ipaddress>1.2.3.4</ipaddress>
<mask>32</mask>
</NetworkDeviceIP>
</NetworkDeviceIPList>
<modelName>Unknown</modelName>
<NetworkDeviceGroupList>
<NetworkDeviceGroup>1d8c62b0-2539-11e3-84ad-
00215edbb2a8</NetworkDeviceGroup>
<NetworkDeviceGroup>37053aa0-2539-11e3-84ad-
00215edbb2a8</NetworkDeviceGroup>
</NetworkDeviceGroupList>
<softwareVersion>Unknown</softwareVersion>
</ns3:networkdevice>

}

BIEMEIE =

R B P 2% B APT I F I 32 BERRAE

# 7-54 BUERTLE G & APl B/HHIEEHFHE

i 0 B E 0 25 B

1 22 POST /ers/config/networkdevice/

IERISS Accept. Authorization. Host

AT R N/A

R B IESC RES &S

W) J97 Sk Content-Length. Content-Type. Location
UEPNATERSNISS'S N/A

Wi PR 2 200, 400. 401. 403. 415. 500

BUE ML Z AR BER R

POST https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevice/
Authorization: Basic XXXXXXXXXXXXXKXXKXKXXX

Content-Type: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml {

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:networkdevice
xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="network.ers.ise.cisco.com" name="nd2">
<authenticationSettings>
<enableKeyWrap>false</enableKeyWrap>
<keyInputFormat>ASCII</keyInputFormat>
<networkProtocol>RADIUS</networkProtocol>
<radiusSharedSecret>acsi</radiusSharedSecret>
</authenticationSettings>
<NetworkDeviceIPList>

W BRSHMRESIEE API SEI5E, Ak 14

oL-26134-01 |
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<NetworkDeviceIP>
<ipaddress>1.2.3.4</ipaddress>
<mask>32</mask>
</NetworkDeviceIP>
</NetworkDeviceIPList>
<modelName>Unknown</modelName>
<NetworkDeviceGroupList>
<NetworkDeviceGroup>1d8c62b0-2539-11e3-84ad-
00215edbb2a8</NetworkDeviceGroup>
<NetworkDeviceGroup>37053aa0-2539-11e3-84ad-
00215edbb2a8</NetworkDeviceGroup>
</NetworkDeviceGroupList>
<softwareVersion>Unknown</softwarevVersion>
</ns3:networkdevice>

8132 P 4815 38 A 9 M Rz 7~ 451
HTTP/1.1 201 OK (see location header for the ID of the new device)
Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml
Location: https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevice/444

SERPIRIR &

AR R R4 s APL U FH 9 32 EURFE -

# 755 FFTILE 1% & API B/FHILEEHFIE

Ui W E P 2% B

P PUT /ers/config/networkdevice/{id}
iRk Accept. Authorization. Host

W AT R N/A

R B IEX ) 28 15 £

M) 87 S Content-Length. Content-Type

Wi 57 3 JE 1E 5 EHFBRIAIE

M AR A 200, 400, 401. 403. 415, 500

E ML Z Y R A K R

PUT https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevice/333
Authorization: BasiCc XXXXXXXXXXXXXXXXKXXX
Content-Type: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml {
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns3:networkdevice
xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="network.ers.ise.cisco.com"
name="nd2_updated">
<authenticationSettings>
<enableKeyWrap>true</enableKeyWrap>
</authenticationSettings>
</ns3:networkdevice>

BREMRESIE AP &£/, A& 14
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SE 8% &8 O R R 61

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.updatedfields.l.0+xml Content-Length: 529
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <ns2:updatedFields
xmlns:ns2="ers.ise.cisco.com">
<updatedField field="name">
<newValue>nd2_updated</newValue>
<oldvalue>nd2</oldvalue>
</updatedField>
<updatedField field="enableKeywrap">
<newValue>true</newValue>
<oldvalue>false</oldvalue>
</updatedField>
</ns2:updatedFields>
}

A BR P48 12 2

R R R 4 et AP FH 9 32 EURFAE -

#7-56 M5 1% & APl iB/ER9EBHHE

Ui ] TR 4 72 B DR 2% B 25

g E DELETE /ers/config/networkdevice/{id}
iRk Accept. Authorization. Host

W AT R N/A

TR R IE N/A

M) 87 S Content-Length. Content-Type

Wi 57 3 JE 1E 5T N/A

i AR A 200, 204, 400. 401. 403. 404. 415. 500

E ML Z Y R A K R

DELETE https://<ISE-ADMIN-NODE>:9060/ers/config/networjdevice/333
Authorization: BasiCc XXXXXXXXXXXXXXXKXKXXX
Accept: application/vnd.com.cisco.ise.network.networkdevice.l.0+xml

SE I 485 2 18 FH B i R 7 51

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT

BRSRRESIE API 2S£/, A 14 |
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BEAT R EARSNE RESTIul R 55 API T
N LS 2
i&E A 4815 2 2H 95 5B RESTHul AR 35 API
TR HE T 21 % 4 78 RESTful R4 APIL:
#7-57 EHF SGT 49 API
BIE B URL AR EifF &
IRELT A Mg s 4H |GET /ers/config/networkdeviceg |/ idE page. size.
roup sortacs By,
sortdsn. filter
Fr H A 28 V5 2% 2H GET /ers/config/networkdeviceg | A~id FH
roup/{id}
FREL M 2% % % 4 % s |GET /ers/config/networkdeviceg | A~id& FH
A E B roup/versioninfo
\
IKENER B L& & 2E
T ERFH IR A W25 13845 20 APT 1 FH 1 32 BRRFAE
#7-58 B 4% 14 528 APl B/FHILEEHFIE
Ui ] For 2 X 285 1% % A BRI R &
i 25 GET /ers/config/networkdevicegroup
15 3R 3k Accept. Authorization. Host
) 74 o page. size. sortbyacn. sortbydcn. filter
TRV B N/A
M) J97 Sk Content-Length. Content-Type
Wi 7 31 5 1 32 R R
i AR S 200. 400. 401. 403. 404. 415. 500
FRENAT A MR & 4H AP AR RIE KRG
GET
https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevicegroup?page=1&size=20&sortacs=name
Authorization: BasiCc XXXXXXXXXXXXXXXXKXXX
Accept: application/vnd.com.cisco.ise.network.networkdevicegroup.l.0+xml
FKENER A P4%1% %20 APl A 690 R 7= 45
HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml Content-Length: 16347

{

<?xml version="1.0" encoding="UTF-8"

<ns2:searchResult

standalone="yes"?>

xmlns:ns2="ers.ise.cisco.com" total="0">

<resource name="Location#All Locations#locl"

<resources>

description="xxx">

id="1d8c62b0-2539-11e3-84ad-00215edbb2a8"

| oL-26134-01
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<link type="application/xml"
href="https://10.56.13.196:9060/ers/config/networkdevicegroup/1d8c62b0-2539-11e3-84ad-0021
5edbb2a8" rel="self"/>
</resource>
<resource name="Device Type#All Device Types#device type 555"
1d="37053aa0-2539-11e3-84ad-00215edbb2a8" description="vvv">
<link type="application/xml"
href="https://10.56.13.196:9060/ers/config/networkdevicegrou
p/37053aa0-2539-11e3-84ad-00215edbb2a8" rel="self"/>
</resource>
</resources>
</ns2:searchResult>

IR P41 24

N ERA AR R 45 % 4L APT i A 3 R -

# 7-59 KR4 13 & 28 API 1B/H R ZEFHIE

Ui Ko 2 o I 4 4t 2 2

g5 GET /ers/config/metworkdevicegroup/{id}
IERIES Accept. Authorization. Host

W AT R N/A

TR B IESC N/A

M) J97 Sk Content-Length. Content-Type

Wiy )82 9 S8 1E 3T I 2 1 2% 2L S RL 1) B R

M S PR 25 200, 400. 401. 403. 404. 415, 429. 500

IREN L% 15 240 APl 8 FE BB K 7~ £

GET https://<ISE-ADMIN-NODE>:9060/ers/config/networkdevicegroup/333
Authorization: Basic XXXXXXXKXXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.network.networkdevicegroup.l.0+xml

FREN 2% 15 #%4R AP 8 FA B M R 7~ £51)

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.network.networkdevicegroup.1l.0 +xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?> <ns3:networkdevicegroup
xmlns:ns2="ers.ise.cisco.com"
xmlns:ns3="network.ers.ise.cisco.com" name="Location#All
Locations#locl" 1d="1d8c62b0-2539-11e3-84ad-00215edbb2a8"
description="xxx">
<link type="application/xml"
href="https://10.56.13.196:9060/ers/config/networkdevicegrou
p/1d8c62b0-2539-11e3-84ad-00215edbb2a8" rel="self"/>
<type>Location</type>
</ns3:networkdevicegroup>

}

BRSRRESIE API 2S£/, A 14 |
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&M T SGT Hy5MEE RESTful BR 55 API

i& T SGT BY5MIR RESTful AR S5 API

TRIIHEEH T SGT K4 RESTful fik4s API:

IRENER B SGT

7 7-60 /T SGT #9 API

BIE yoPz URL EN EifFHFH

SREUITE SGT GET /ers/config/sgt AT page. size-
sortacs X
sortdsn. filter

R SGT GET Jers/config/sgt/{id"} A& F

RHL GST %k |GET lers/config/sgt/versioninfo | 43 F

AAEE

1. SGTID # Cisco ISE % iz th #7 i [¥) UUID 254!,

TRYNEIRETE SGT APL i H (1) 32 ERHIE

# 761 EHBFE SGT API i85 HIEEFFE

L R SGT BIRIIES

TS GET /ers/config/sgt

iRk Accept. Authorization. Host

WA page. size. sortbyacn. sortbydcn. filter

TR B IE N/A

M) 87 S Content-Length. Content-Type

Wi 57 3 JE 1E 3T R

M S PR 25 200, 400. 401. 403. 404. 415, 429. 500

SREXETA SGT APl AR RYIEKR R G

GET https://<ISE-ADMIN-NODE>:9060/ers/config/sgt?page=0&size=20&sortacs=name

Authorization: Basic XXXXXXXKXXKXXKXXKXXK
Accept: application/vnd.com.cisco.ise.sga.sgt.l.0+xml

$RENERF SGT APl 8 F8 BN Rz 7= {51

HTTP/1.1 200 OK
Date: Thu, 12 Jul 2012 23:59:59 GMT
Content-Type: application/vnd.com.cisco.ise.ers.searchresult.l.0+xml
Content-Length: 16347
{
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<ns?2:searchResult total="2" xmlns:ns2="ers.ise.cisco.com">
<resources>

<resource name="namel" id="idl" description="descriptionl">

BN S RIE%SSIEE AP 845,

| oL-26134-01
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<link type="application/xml" href="https://<ISE-ADMIN-NODE>:9060/ers/config/sgt/idl"
rel="self"/>

</resource>
</resources>
</ns2:searchResult>

}

13T ID 3REX SGT

TEH HEE 1D 3880 SGT API i H 1 32 BL4H1E

#7-62 FHY SGT APl 1B/F19EEHF{F

Wi i K& 48 €M SGT

g GET /ers/config/sgt/{id}

iRk Accept. Authorization. Host

AW AR N/A

RV B IR N/A

M) 97 Sk Content-Length. Content-Type

W) S8 97 JEL 1F 3 PN FH P SR AR ) B U

Wi AR 25 200. 400. 401. 403, 404. 415. 429. 500

BT ID 35HN SGT API 8B 191& 3K <51

GET https://<ISE-ADMIN-NODE>:9060/ers/config/sgt/333
Authorization: Basic XXXXXXXKXXKXXXKXXKXXK
Accept: application/vnd.com.cisco.ise.sga.sgt.l.0+xml

iE T ID 3REX SGT API 3 By Rz =451

HTTP/1.1 200 OK

Date: Thu, 12 Jul 2012 23:59:59 GMT

Content-Type: application/vnd.com.cisco.ise.sga.sgt.l.0+xml

Content-Length: 16347

{

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<ns3:sgt description="description" name="name" id="id" xmlns:ns2="ers.ise.cisco.com"

xmlns:ns3="sga.ers.ise.cisco.com">
<generationId>generationId</generationId>
<isTagFromRange>isTagFromRange</isTagFromRange>
<value>l</value>

</ns3:sgt>

}

BRSRRESIE API 2S£/, A 14 |
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RESTAPIZFi M

REST APl &% il

it Ah# RESTful ik %5 API, #7] LT Cisco ISE ¥ #14T CRUD (€&, . F#Hr. M) #
fE. EAFH Y Cisco ISE g 55 2% 845 HAEH _EPATEAE I FE RESTrul Alegs APT 4 A ik 3
F, 1] UAE AR AT Mk AR i REST API % /'3, U1 Google Chrome [#) POSTMAN #i 14

POSTMAN #i4f REST 424 F1 3 A J5 U #E 47 5211, ##&0] LLFIAH Google Chrome Web 3 Ui 2% & 1%
FERL Z b HTTP A1 HTTPS 5 R A0 5. . & 0] LUAE FH BL R AR#E HTTP J532:4 Cisco ISE % YR HAT
CRUD #41:

e GET

e POST

e PUT

e DELETE

Wit ERS API, f40] LATE&Fh API I F Ao fd FiX £ HTTP i&R, MIimf#E 4] LLZE Cisco ISE fR%%
B EPATHAE . AR I HTTP G R EAE 528K, 155 <ERS AP #1F >,

S

FE ZE 4 POSTMAN #iff, 1515 https://chrome.google.com/webstore/detail/postman-rest-client/
fdmmgilgnpjigdojojpjoooidkmcomem?hl=en. £ 5<f# i POSTMAN Jfi {4 ¥ E40(E 2, & Vil
https://github.com/a85/POSTMan-Chrome-Extension/wiki o

S N
GET 75°%

WRIRETIRIIR R . ] GET Mg R A KA, Ao A R f AR,

S

EE AWM POSTMAN #iff &2 ERS APLEH . 1t APT # H{fH GET HTTP Jj¥£#1 ERS

API H A7 (R AMAE) o HRE&D ERS APL #54> CWIHRAE . 15 RA R (IVELIS
B, {ES W4 RESTHul RS API #1E.

fliH] GET HTTPS 77741 ERS API i HJ #3 sK 1IE SO 36 AN =AM RE R
e URI
e Accept brk
e Authorization 53k

URI
GET J7¥%[7) Cisco ISE i 452% &% URI, HTTP [BIE NJRIGSE REGE . L) URL A I0ESF LR R

e https://<Cisco ISE Server address:<port>/<namespace>/config/<Cisco ISE Resouce Name>

HHA1, <Cisco ISE Server Address> 3R 7r Cisco ISE IR 55 28 IR &5 28 ik, <port> FR7R54 H 9060,
<namespace> 37~ ISE BRI 4 28], <Cisco ISE Resource Name> 371~ Cisco ISE % 1]
YR

BREMRESIE AP &£/, A& 14
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https://chrome.google.com/webstore/detail/postman-rest-client/fdmmgilgnpjigdojojpjoooidkmcomcm?hl=en
https://chrome.google.com/webstore/detail/postman-rest-client/fdmmgilgnpjigdojojpjoooidkmcomcm?hl=en
https://github.com/a85/POSTMan-Chrome-Extension/wiki

#71E  SMRRESTHul FRZS APHIRIE |

W ReSTAPI Z/i%

PLF - B 7~ 1) URI BT 3K interaluser ISE B 145 -
o hitps://10.56.13.196:9060/ers/config/internaluser .

A
FE URIARIERIEL: & HZ& 4 URL. It URL i/ GET JikRi%kH K% 2% .
Accept ¥rk
Accept Bk W6 25U 7 AR A% 2
» application/vnd.com.cisco .ise.<resource-namespace>.<resource-type>.<major version>.<minor
version>+xml
Hrh, <resource-namespace> 375 ISE IR B HIah & Z518], <resource-type> 37~ ISE HF I
ﬁ”, <major-version> F7~ ISE ¥E W EERA S, <minor-version> o~ ISE #B& FIKERRA S .
PLR 7 s B2 ) Accept bk
e application/vnd.com.cisco.ise.identity.internaluser.l .0+xml
Authorization ¥rk
Authorization F5 3B #R A 2| GET &R (I RAUEH . 18 ERBUERIEE, B0 404 N3 2%
B, m A H L E RN BNE R IESC .
S

FE O ARANINEFEANFEANELE, BESHMEH POSTMAN @ H GET 15K, % 7-58 7.

{3 POSTMAN 2 GET i&EK
BRIESTR

$® 1 1E Google Chrome H % #% 111 7+ POSTMAN #dif .
B 2 A R A S

~

AR A XAEH POSTMAN #fFH L R, &V
https://github.com/a85/POSTMan-Chrome-Extension/wiki o

$HB, 3 MR EES, &P GET.
$® 4 7 URL #%, %A URIL.

URI 48 5 #2485 2 i@ {5 1Y Cisco ISE R %5 28 F#E 223X 37 ] 1) ISE R IR . £ 5¢ URI #& M 7E401=
B, {EZ % URL, % 7-57 W,

$® 5 i Basic Auth £,
I T, AT DUAR SE 2w 1 P U5 1] AR

S, 6 7F Username Al Password 7B A8 B B B FE4E, #RJ5 A i Refresh Headers.
POSTMAN 4= 7% Authorization #53k 5 0% %4 .

BRSRRESIE API 2S£/, A 14 |
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iz ]

TH 8

POST /5%

RESTAPIZFi M

48 DL MEAR N Accept A5k
resource>.1.0+xml
~

3B

application/vnd.com.cisco.ise.ers.<namespace>.<ise

AR Accept bk VELI(E S, 15S 5 Accept brk, 2 7-58 Ui,

M5 Send.

POSTMAN #fif2 B 7~ 200 OK ARASWI R, FoniEREIL. iFERBE
FRRESZIFEFSI

% [ #5 7FE URL 48 5€ 1% 5

T SR M 5% 4 45 32 1 SR AL 35 SR A D URT bR il Web 5335 08T I R B2 U
N~
B AT POSTMAN #if4 & #2 ERS APL A . it APL i A {# ] POST HTTP J5i%:F1 ERS
API Ay (RN o HREA ERS APL #4r CHIAFAE. 1 SRANIE D HE4N(E
&, 5S4 RESTful E&% API #:1E.
i POST HTTP J7i% 1) ERS API i 35 R IESCELE LR =AM R R
e URI
e Content-Type #7k
 Authorization 5%
URI
POST 7511 Cisco ISE flt%% %8 &% URIL. $LB[1) URT 262508 57 LR A% 2
e hitps://<Cisco ISE Server address:<port>/<namespace>/config/<Cisco ISE Resouce Name>
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