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Bl 3% Cisco ISE ZAMWRFE N, 157E EXEC # N4 H application install 7% . ZMIFR Cisco
ISE Z 4NN, 1l application remove 4> .

application [ install{application-bundle} {remote-repository-name}]

install e R
application-bundle RN 4 % 3K 255 A TR 715
remote-repository-name SERLATAR AT . 308 255 NPT T4
TEBRAT B

EXEC

TERTERE
FEBE A 2R N NG o R GOR AR E A7 68 1 SIS R S o

T SR oy H A Y ) 2 25 el e 3 A IE AR BE4T I &t application install 5 application remove 74,
R R DL NS

An existing application install, remove, or upgrade is in progress. Try again shortly.

Gt

ise/admin# application install ise-appbundle-1.1.0.362.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

BRSSOl S, MK 13
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Il application configure

Application successfully installed
ise/admin#

P SES
application configure , 3 10 T
application remove , 3 17 T
application reset-config , #f 18 UL
application reset-passwd , 5 20 UL
application start , % 21 TT
application stop , 5 24 T
application upgrade , £ 25 I
show application , f 76 BT

application configure

BHAT M&T 84k BT ALE R 5 i as i g5 B S HAS AN T& 0 APk & Cisco ISE CA
UE TRV PEDT, , 1W7E EXEC 25 N1 /] application configure 174 .

application [ configure {application-name}]

configure T A B

application-name N AR 2 SCRF 255 NP R
BT A A .
EXEC

FHE™
SR U H b & T8 M&T FdsERI R 5. FHATS N Cisco ISE CA UE P AI% 4], LLKFE Cisco
ISE 5 59,
w151

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

W SRSHIRESSIEECUS5EME. A3
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[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Exit

2

You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

FAXERM
application install , %5 9 TT
application remove , 3 17 T
application reset-config , #f 18 UL
application reset-passwd , 5 20 UL
application start , % 21 TT
application stop , 5 24 T
application upgrade , £ 25 I
show application , f 76 BT

BIEHREERE
FEFFIER
SV SRS AT Cisco ISE JRJ5 B80T, (64 AR M i B

A

ERE JRA TR I R M A R P AR 1 H RS

B WP A AR OCAT 45, /T application configure ise iy 441 FH LR & 100 .
< HEE N SRR, A IE 1
* P @ I AR R AT R 51, AT 2,
* ZHH BRI S T, WA 3.
« HEE MR, W E 4.
© TR B PEGCHE R, T 5.

BRSSOl S, MK 13
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B sesEEgs

gLl
LA SRR, AR 1.

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[l0]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

1

You are about to reset the M&T session database. Following this operation, an application

restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Collector...

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90 days]
For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

W SRSHIRESSIEECUS5EME. A3
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ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Collector is not running

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5

You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y
Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........
Gathering Operational schema (MNT) stats ....
Completed Refresh Database statistics

IMBEHBIEHNFEIHER

SRR AR RIS W os r Ar AR B SE 485 EL, 15 7E application configure iy 2l H] “Display
Profiler Statistics” #EI. FHEH 23 MIRBE M55 7 nOCSE IR, I LIS TCA I 4a s s oG 21 sl
i o

EHHBA I IMX 58 CZRiTy ZA 2 MRAN 1 BN JConsole) » DAILIE 3 A TR AN 1 i it £
P o

Gt

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

BREHIRS 3% CU S48, BA13
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6

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...
Timestamp,Elapsed, EndpointsProfiled, NetflowPacketsReceived,

EndpointsReProfiled, EndpointsDeleted. ..
Press Ctrl + c

FHANSANAEE CA FFiE X

T w,m (PAN) S Cisco ISE CA il 1o A1 AT BEALAE PAN ‘RAUITE L B S NG

A& # f, W EXEC B4z~ 4 application configure iy %> .
SR R BT BT O B FYT AT (PAN) B, SEAAZIU S A R4 PAN 3 HI Y Cisco ISE CA
ﬁ%%ﬂb

* ZLFH Cisco ISE CA iFE BRI P REIA, V51t application configure ise iy 2 1 1L LT 7.
PS5 N Cisco ISE CA ilF A HINEIA, 157 application configure ise fiy4> {8 FH &I 8.

w1
TS Cisco ISE CA UE-P RIS K EIAS, T Ad kI 7,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

7
Export Repository Name: sftp

Enter encryption-key for export: Testl234
Export on progress........eeee...

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN= Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x20££700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60

Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1f1642f4-ba71b338-8f606eed

Wl EREHRSIIECL S/, K13
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Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

w2
P55 N Cisco ISE CA WF PRI EIAS, 1548 FH 10 8.

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

8

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs of ise60
Enter encryption-key: Testl1234

Import On ProgresSS.......eeveeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - 1ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289
Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8£606ee4d
Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...

Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

BB RKE S

B TR R 5 BT RI, 157E EXEC 5~ A application configure 174 .
 FLA G 1) CEPM Bl E R 51, WA IED 9,
o BLE R () I B PR S, AT IE DT 10,

BRHSHARS 318 CU S48, A 13
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w1
EQIE CEPM Fds R 5], EEHED 9,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[l0]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes

w15 2
FEAN ARG P IR A PR T, A IE T 10,

ise/admin# application configure ise
Selection ISE configuration option
[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store
[8]Import Internal CA Store
[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Exit

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing MnT indexes
Completed creating missing MnT indexes

¥ ACS Bl BT 3 ISE, i&{E EXEC 3 ~{# f] application configure fiy 4. )3 k24 f ACS
il & 2 ISE (it #, 15 FEDI 11,

A

8 Cisco ISE WA 1.3 3ZFEM ACS hiA 5.5 F1 5.6 #H4TiER

W SRSHIRESSIEECUS5EME. A3
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application remove [}

w51
A ACS P&, WHEHED 11,

ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
[9]Create Missing Config Indexes
[l0]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Exit

11
ACS Migration is currently disabled. Are you sure you want to enable it? [y/nly
ACS Migration enabled. Please make sure to disable it after you complete migration process.

application remove
Y

ER AR AAAT L (CLI) i217 application remove iy KA % Cisco ISE, BRAEE M E W45
Ny AT TR AT R

TEIER Cisco ISE Z AM%F e N, 1 /E EXEC #:X ~ {# ] application remove iy 4.
application [ remove {application-name}]
W RIEEAAE MBS Cisco ISE ZAMIATAT AR H, 748 H it i 4 1) mo TE

no application [ remove {application-name}]

remove I S8

application-name R AR, 8% S0 255 A5 RHECE 54
B3 A

FEERT AR

EXEC

BRSSOl S, MK 13
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. application reset-config

TERERE
OB R 2

Gt

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#

X E R
application configure , 25 10 L
application install , 25 9 0T
application reset-config , i 18 I
application reset-passwd , i 20 5T
application start , % 21 1T
application stop , £ 24 7T
application upgrade , %} 25 71
show application , f§ 76 T

application reset-config

SRt Cisco ISE M RCE HE N ) BUA R E sl R LA RO BCE, 1576 EXEC AN 1)
application reset-config 7% . & " A4 IEH 2 4b, R4 ] DLEEE IR 45 d ik 5 sl Ok B BAT 1) IR 55
U

application [ reset-config {application-name} |

reset-config A Cisco ISE N L E I35 B Cisco ISE #4k .
application-name T E N I E AR e 08 255 NP R 45
TCERINAT Jg BAE

EXEC

W SRSHIRESSIEECUS5EME. A3
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TERERE

A

application reset-config B

& T LA application reset-config iy 4 5 ¥ Cisco ISE [ '# fliE Bk Cisco ISE 2Wi . 1170 75 EEMLG
Cisco ISE W45 VMware. B H 75 L85 AWK Cisco ISE a7 B U] %14

e

H 4R application reset-config 772 1 Cisco ISE FUE B E N ) BUAKE, (HHF/ERS (LR
ADE-OS) FCEAIHRFEAAL . Cisco ADE-OS B 6 M 45 15 E . CLI %A S ms 284y 7y 52 id 5%
B .

M8 CLI ' Cisco ISE N HELER, EaPATIR HER/E, {f ISE 715 55 Active Directory 38 (f1
CAD WiFiEs:. (HAE, Cisco ISE 1% 1 JH’:): A2 M Active Directory S8R . FeAT 1 U AT F Active
Directory #E1E M Cisco ISE & # 53 1 ' HUAT B T HAE . B ITHAE S M Active Directory 3 5 15 ik
Fo

Gt

ﬁﬂ%’ﬁﬂ%)ﬂﬁ_ﬁ% No JETH, Ul iy 22 M B A 55 Al A5 0 F L FOB B B A 254 RIET o W RS P 6% Yes
BT, Wi 2 DR I A5 AIE 1S 3t BN B R R B BLA RS SE B )5, REES AL
B IR SUES

ise/admin# application reset-config ise

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to createl[admin]: admin
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

application reset-config is success

ise/admin#

X ERM
application configure , £ 10 I
application install , %3 9 TT
application remove , 5 17 11
application start , 5 21 UL
application stop , i 24 I

BREMKSSIE LU SXE4Em, WA13 i
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. application reset-passwd

application upgrade , i 25 L
show application , f 76 I

application reset-passwd

FERS BE B3R TR AN AN IEB RS A A S 2 ), AR, Cisco ISE FP i & I ik ) GEL 2
AW MK SEEE BN %0, 1574E EXEC 150 N1 /| application reset-passwd fiy
%o RIL T LIAT H iy 4 FE . Cisco ISE 4 e 3 DU 2 %05

application [ reset-passwd {application-name} {administrator-ID | internal-database-admin |
internal-database-user} |

reset-passwd EN- el It
application-name REFH AR, d 230 255 N FRHCR 44
administrator-ID L0 SL AR ) AR A B A R AR

internal-database-admin WU Cisco ISE $udi 72 R Lo i . b Zi @t b i CEBk
WED o BRI E D AN EFHAE R DA NG E
B 2R EG TR R DT (0-9).

internal-database-user VUM Cisco ISE S Vi 1 LM 3T, 1 2 0L B AST (TR
WD o S KEEBAE D 1 AT A& T A NG
B B A KREFRME D AT 0E9) .

internal-comm-user

BAHERINT Bl #5245 Cisco ISE HP A 2 A1k 7

EXEC

ERfEE
H'E Cisco ISE & HLA ] 85I, SCVFAE ] AR Rp R 745«
- ! @ $ & * - -
+ = \ " , ; < >

W SRSHIRESSIEECUS5EME. A3
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applicationstart  [JJj

WA A B G P 1D B N R S AR B I AR kB, WA BRI A AR T RS

Cisco ISE & ¥ {51% 5 # A 7 ID WAEIE, BRSNS EE S5 HOUREM ., & REEE 1 ESS
s CLI A 3 4 2 DL 50

W, BT EAERIAAN o T 2O R TR R 52 YK Cisco ISE il FE A BE AR 6t . R R )5 75
BN, AT LU H] application reset-passwd 1T %o

UTE-8 & ¥ 53 F /7 HUA] LU i Cisco ISE 4578 51 7] 7 B e85 i

Gt

ise/admin# application reset-passwd ise admin
Enter new password: ****x*x*

Confirm new password: *****x*

Password reset successfully.

ise/admin#

X E R
application configure , £ 10 UL
application install , %3 9 TT
application remove , #fj 17 T
application reset-config , #f 18 UL
application start , % 21 Ut
application stop , 5 24 T
application upgrade , #fj 25 71
show application , f 76 B

application start

AR EN, T4 EXECH f# ] application start iy 4. B45 1 JAsh W, HEH w4
no JE\.
application [ start {application-name | safe}]

no application [ start {application-name| safe}|

start RS INAGEE N
application-name TR HBIE N 2. B S8 255 N AR A .
safe e AR R BN .

BREMKSSIE LU SXE4Em, WA13 i
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TERTERE

Wl EREHRSIIECL S/, K13

TSR T8 Cisco ISECLI % |

TEERNAT L

EXEC

JA R o

IR A2 I3 8l Cisco ISE. WEREESAAME b ir & A 3h, MRS HERE: CiscoISE CAEE
7.

T AT LU application startsafe i 2 {52 AU T J3 8)) Cisco ISE, SR A48 R AT 427 I 4% FH G5 21 03 1)
FURVT i, SRR AR T 06 B S R T BN

FESEAT R B B G 28 E BT 5 ) Cisco ISE & BB 1P (IS0, safe IR AL T —Fhik & Iy
%o WHREAE Administration > Admin Access > Settings > Access T [ F L& 45 1R 10 “IP U5l ” 43R,
MRS R AL FiE,  “safe” MEIUA 2 Geit FET-UE 15 1 S 43 50T 0k 2 20 BRI 7 44 i & 4y 56
WF L% 5% Cisco ISE B HI G [T

w1

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 30171
Database Server running 33 PROCESSES
Application Server initializing

Profiler Database running 31315

AD Connector running 1732

M&T Session Database running 31225

M&T Log Collector running 1625

M&T Log Processor running 1584
Certificate Authority Service running 1532
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled

ise/admin#
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A

applicationstart  [JJj

ER 2% T B3N Cisco ISE 2
“safe” LI H 0580 0T AL RSBV IR 4% AT FJEE) Ciseo ISE MRS, Ri

(CSREE
S BT R, RGBS P U R, LR VPR SRS ER TP b
.

«EC A H FIPS ML L, WEREN H B shifL# “safe” BT, W RS SENEEH] FIPS 524
PERSET . 35, W15 FIPS SEHEMERS AT 2, Cisco ISE IREGANL A ZN. 0] LALE N 8 2 it
] “safe” EIHLE FIPS 5e 3 M7 .

* ECH I FIPS (LML L, WURAEN R SR 08 “safe” BT, REERAETEIFRINLE L s

SRR
© WUERAE A TUES I S I, AT RN TR BN “safe” JEIUA BT I AR AL T i 7 4% A 4 11
G

R

XL g LRI, 5 Cisco ISE N H (P86 47 ¢, Wik Cisco ISE RS AEAMEH] “safe”
TG0 B BR S, T BRATh e SRR

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

ISE
ISE
ISE
ISE
ISE
ISE

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

ise/admin# application start ise safe

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

ISE
ISE
ISE
ISE
ISE
ISE

ise/admin#

AXER

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

application configure , #§ 10 71

application install , %5 9 UT

application remove , 3 17 T

application reset-config , i 18 TiI

application reset-passwd , i 20 5T

BREMKSSIE LU SXE4Em, WA13 i
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TR T Y Cisco ISE CLI %%

application stop , i 24 I

application upgrade , f 25 7

show application , #f 76 UL

application stop

TAEREE N, I AE EXEC B0 ] application stop iy 4. ZEAS LA (- R T, 151 Ay 41

no £

application [ stop {application-name}]

no application [ stop {application-name}]

stop

SN

application-name BEMITUE SOV 445K 32 SCRF 255 75

=y

FHLF

TEERINAT A A

EXEC

E3iEi =]
SN

Gt

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running

Profiler Database not running

AD Connector

not running
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M&T Session Database
M&T Log Collector
M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service

application upgrade ]

not running
not running
not running
disabled

not running

pxGrid Publisher Subscriber Service not running

pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service

ise//admin#

AXEHR

application configure , £ 10 1T
application install , 5 9 T

application remove , 3 17 T

not running
not running
not running

application reset-config , f 18 T

application reset-passwd , 5 20 71

application start , 5 21 TT
application upgrade , f} 25 7T
show application , % 76 71

application upgrade

BT N IR R A, 1575 EXEC £ N ] application upgrade 7% o

application [ upgrade {application-bundle |remote-repository-name} |

upgrade

THRAREAE fik P o PRy 52 I AR R

application-bundle

PIHAR . B2 SCRF 255 ST REICT- 74

remote-repository-name

TREACREIE LR B2 SR 255 NP RIEU 715

cleanup T B2 BTAE S I T A I HE OB I T B AT
prepare N ETFIEAEIT R A R G B A A AME 2 L B AT T R

ISR

application-bundle

NI 52 3CFF 255 NFERBCE- 55

proceed

ARLLAL A S AT TH
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Il avplication upgrade

TERTERE

TEERNAT L

EXEC

FERNH, FERE A N EEGE . AOCHEHE R, WS CRRS D IR ST g e ) .
o QRIS SEAE I I 2R A0 5 — DT R s A AR A, WA cleanup 1ETi.
* ik prepare KL ] {EACHL T AR B

* i1 proceed LI ] Hid ik prepare ZEIHEH TR BT+ Cisco ISE. 0] LATEHES T
B AT R kI, A S B4 application upgrade 7% .

WERTF S, PRI MR T 221
A AT AT SR N EOT ORI R T R

G SRAG A LA Y F T+ B8\ EAE AT IS & H application upgrade #74, 455 B DA N &SN S

An existing application install, remove, or upgrade is in progress. Try again shortly.

ANEAEHAT T & H backup X restore 174 . MHERAE ] B2 P EUBHE FERE .

e

223808 H application upgrade #iv2 2 HI, #0520 5 152 8T AN il B 1140 A 1586 BH R ) TH 2R U B o A
P& EERTH i, G UG S i i

w51

ise/admin# application upgrade prepare ise-upgradebundle-1.2.x-to-1.3.0.693.x86 64.tar.gz
upgrade

Getting bundle to local machine...

md5: de9e7c83679897£792ad3e9£74879c51

sha256: e3358ca424d977af67£8bb2bb3574b3e559ce9578d2f36c44cd8ba%ebdddfefd

% Please confirm above crypto hash matches what is posted on Cisco download site.
% Continue? Y/N [Y]Y

Getting bundle to local machine...

md5: de%9e7c¢83679897£792ad3e9£74879c51

sha256: e3358ca424d977af67£8bb2bb3574b3e559ce9578d2£36c44cd8ba%ebdddfefd
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application upgrade B

w5 2

ise/admin# application upgrade proceed

Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration DB schema upgrade...

- Running db sanity check to fix index corruption, if any...

ISE Database schema upgrade completed.
STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/59, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/59, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.

- Data upgrade step 3/59, GuestUpgradeService(l1.2.1.146)... Done in 50 seconds.

- Data upgrade step 4/59, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.

- Data upgrade step 5/59, NetworkAccessUpgrade(l1.2.1.150)... Done in 2 seconds.

- Data upgrade step 6/59, NSFUpgradeService(1.3.0.100)... Done in 0O seconds.

- Data upgrade step 7/59, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.

- Data upgrade step 8/59, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 9/59, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.

- Data upgrade step 10/59, NetworkAccessUpgrade (1.3.0.200)... Done in 0 seconds.

- Data upgrade step 11/59, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.

- Data upgrade step 12/59, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.

- Data upgrade step 13/59, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.

- Data upgrade step 14/59, NetworkAccessUpgrade(1.3.0.230)... Done in 3 seconds.

- Data upgrade step 15/59, GuestUpgradeService(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 16/59, NetworkAccessUpgrade(1.3.0.250)... Done in 0 seconds.

- Data upgrade step 17/59, RBACUpgradeService(1.3.0.334)... Done in 9 seconds.

- Data upgrade step 18/59, RBACUpgradeService(1.3.0.335)... Done in 9 seconds.

- Data upgrade step 19/59, ProfilerUpgradeService(1.3.0.360)... ...Done in 215 seconds.
- Data upgrade step 20/59, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
- Data upgrade step 21/59, NSFUpgradeService(1.3.0.401)... Done in 0 seconds.

- Data upgrade step 22/59, NSFUpgradeService(1.3.0.406)... Done in 0 seconds.

- Data upgrade step 23/59, NSFUpgradeService(1.3.0.410)... Done in 1 seconds.

- Data upgrade step 24/59, RBACUpgradeService(1.3.0.423)... Done in 0 seconds.

- Data upgrade step 25/59, NetworkAccessUpgrade(1.3.0.424)... Done in 0 seconds.

- Data upgrade step 26/59, RBACUpgradeService(1.3.0.433)... Done in 1 seconds.

- Data upgrade step 27/59, EgressUpgradeService(1.3.0.437)... Done in 0 seconds.

- Data upgrade step 28/59, NSFUpgradeService(1.3.0.438)... Done in 0 seconds.

- Data upgrade step 29/59, NSFUpgradeService(1.3.0.439)... Done in 0 seconds.

- Data upgrade step 30/59, CdaRegistration(1.3.0.446)... Done in 2 seconds.

- Data upgrade step 31/59, RBACUpgradeService(1.3.0.452)... Done in 17 seconds.

- Data upgrade step 32/59, NetworkAccessUpgrade(1.3.0.458)... Done in 0 seconds.

- Data upgrade step 33/59, NSFUpgradeService(l1.3.0.461)... Done in 0 seconds.

- Data upgrade step 34/59, CertMgmtUpgradeService(1.3.0.462)... Done in 3 seconds.
- Data upgrade step 35/59, NetworkAccessUpgrade(1.3.0.476)... Done in 0 seconds.

- Data upgrade step 36/59, NSFUpgradeService(1.3.0.508)... Done in 0 seconds.

- Data upgrade step 37/59, RBACUpgradeService(1.3.0.509)... Done in 17 seconds.

- Data upgrade step 38/59, NSFUpgradeService(1.3.0.526)... Done in 0 seconds.

- Data upgrade step 39/59, NSFUpgradeService(l1.3.0.531)... Done in 0 seconds.

- Data upgrade step 40/59, MDMUpgradeService(1.3.0.536)... Done in 0 seconds.

- Data upgrade step 41/59, NSFUpgradeService(1.3.0.554)... Done in 0 seconds.

- Data upgrade step 42/59, NetworkAccessUpgrade(1.3.0.561)... Done in 4 seconds.

- Data upgrade step 43/59, RBACUpgradeService(1.3.0.563)... Done in 20 seconds.

- Data upgrade step 44/59, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.
- Data upgrade step 45/59, CertMgmtUpgradeService(1.3.0.616)... Done in 22 seconds.
- Data upgrade step 46/59, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.
- Data upgrade step 47/59, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.
- Data upgrade step 48/59, NSFUpgradeService(1.3.0.630)... Done in 0 seconds.

- Data upgrade step 49/59, NSFUpgradeService(1.3.0.631)... Done in 0 seconds.

- Data upgrade step 50/59, CertMgmtUpgradeService(1.3.0.634)... Done in 0 seconds.
- Data upgrade step 51/59, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 52/59, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 53/59, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 54/59, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 55/59, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 56/59, NSFUpgradeService(1.3.0.676)... Done in 0 seconds.
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- Data upgrade step 57/59, AuthzUpgradeService(1.3.0.676)... Done in 10 seconds.
- Data upgrade step 58/59, GuestAccessUpgradeService(1.3.0.676)... ...Done in 231 seconds.
- Data upgrade step 59/59, ProvisioningUpgradeService(1.3.105.181)... Done in 51 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...
STEP 8: Running ISE M&T DB upgrade...
ISE Database Mnt schema upgrade completed.

Gathering Config schema (CEPM) stats ......

Gathering Operational schema (MNT) stats .....

Stopping ISE Database processes...

% NOTICE: The appliance will reboot twice to upgrade software and ADE-OS. During this time
progress of the upgrade is visible on console. It could take up to 30 minutes for this to
complete.

Rebooting to do Identity Service Engine upgrade...

P SES
application configure , £ 10 T
application install , %3 9 1T
application remove , 5 17 11
application reset-config , i 18 UL
application reset-passwd , 3 20 UL
application start , #fj 21 TT
application stop , i 24 11
show application , f 76 BT

BLHATELHE Cisco ISE FEE} ADE OS £di7E 4 1K1 85 40 I 2 A A7 e A- i e, i 7E EXEC X
T backup 4.

R

S4E EXEC UM H] backup v 21, B AUR IS ATRC B 02— 26 s (ilinix
gsas) , sFEH HARAE A Cisco ISE 55 # SR E . A A0 Rl 32 48 H 35 Pk 5 5 Cisco
ISE #EATHERR MBI, a8 n) A o e B A

backup [{backup-name} repository {repository-name} ise-configencryption-key hash| plain
{encryption-key name}]

backup [{backup-name} repository {repository-name} ise-operationalencryption-keyhash| plain
{encryption-key name}]

backup-name RO SCIFIIATR. BB HH 100 MFRHT T

repository i 0 BAF AR SCU ARG T

repository-name SCAFRAEAR IR . 522 SCRF 80 NP REMUCT 74

ise-config £A4 Cisco ISE fit B ¥4l (£1F5 Cisco ISE ADE-OS)
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[E3Ei =]

backup B

ise-operational

&4 Cisco ISE 147 %

encryption-key

FaE H T ORI 40 1O 5 SO 3 9 o

hash

TR IRBER N CED s s g O TR %43 (K RO n
YD o L SR 40 T4

plain

F5 R SRR PR AR 0 8 B SOn s 3 B ORI OR3P 46 0 1) B ST o
Y o I 1S ATHE

encryption-key name

FIF A0 A | WSO A 4] .

TEERNAT N

EXEC

MM H ise-config LN (FUF)D B N B SO0 T X AEA7 il 2+ 4543 Cisco ISE F1E L ADE
OS H Ay, AR VT A kA P o SRR 25 0 D 25 R 25 254y« B2 £ 4 Cisco ISE N 4%,
A4 B AL ADE OS #di, i 1# ] ise-operational fir4% .

T AT A 2 R B 4279 1454 Cisco ISE 1247 5de -

BREMKSSIE LU SXE4Em, WA13 i



TSR T8 Cisco ISECLI % |

#1% Cisco ISE 2 & #1iE

L
BEEED YPATAORIKENS, R DR A IR RS IOUE AR G H AR RS BN R EIE K.
TR RIS, A AW S REA IS5 A ERIE BAURHLA (CA) IEBCEMARE, X ME X
L
AR EEN—DRGE M 7 — N RE EPAT & AWK, Bk 08 N T — A 30 DLgE G
R
* JEIN 1:
it CLI AR ISE 15 g3t CA UE Bl CLI KL AR Hbr R %8
o MUE RS 2 MUR W PT A TR 4R 52 (5 4. 1 H AR RGEWUR I BT A e 1544 tH
] — 2% 4 .
R VK DIRE T H bR RGEMUR I AT UE K AN 2 A5 A HL s S AR R -
* RN 2
EME IR G, IR CA R A HHE+ .
fom: HERERAMED, T —RhBO 2 A7, A R R A5 P ER i H briE
Foo HRAGVR RGEMUR IUE TR 4R 2L 25 4T
B TR D RE 0T H AR RGO I A UE Tk AN 2 A5 A HLA BB R UK -
X E

backup-logs , % 31 1T
repository , & 159 11
restore , 5 59 UL

show backup , % 79 71
show repository , £ 99 [T
show restore , #f 100 T

%14 Cisco ISE F & #{3E

P45y Cisco ISE AL & &, HATHI LA R A&
backupmybackuprepositorymyrepositoryise-configencryption-keyplainlablab 12

il

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

W SRSHIRESSIEECUS5EME. A3
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backup in progress: Backing up ADEOS configuration...55% completed
backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed

ise/adming

- N— =
#14 Cisco ISE Z1T41E
A Cisco ISE 24T, WA LI R a4
backupmybackuprepositorymyrepositoryise-operationalencryption-key plain/ablabi?2

Gt

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed

backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#

backup-logs
FEWRGH &, 154 EXEC Bzl Nl backup-logs 4. BN iZIhfE, &6 H 41 no &
s
A\

AR S EXEC B0 FHH backup-logs fiy 2 2 Hi, AU IS AT HLE S HI B —A 2 A E ()
s g2 BCE NG ILORAE N Cisco ISE RS 25 BN E . A& Rl R 4t H WK B0t
Cisco ISE #EATHEBR ISR, 8 n] LAAS ] b e 2 e i

backup-logs [ {backup-name} repository {repository-name} encryption-key hash | plain {encryption-key

name}]

backup-name A EEANER N S BTR . 552 3CFF 100 P REEUE 745
repository T2 o

repository-name SRR AR BN B . B2 SCRF 80 M R4
encryption-key fiE TR & H S R 9.

hash M TR w5 H SIS % 9. 5 R G

I ] o B2 SCRF 40 DEAT

BRSSOl S, MK 13
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B clock
plain TR &0 HER BSOS %9 . $5 e BRBE 1R 00 3 8 3C0m
WY 2SR 15 N
encryption-key name WO | ISR I .
TCERINAT J BAE
EXEC
FHEE

e (D BRI WSCE & R g H &

Gt

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

supportbundle in
supportbundle in
supportbundle in
supportbundle in
supportbundle in
supportbundle in
supportbundle in

0 0 A0 d° AP d° d° d° o

supportbundle in progress:
ise/admin#
HXED
backup , i 28 UL
restore , &5 59 TL
repository , &5 159 1T
show backup , 79 T
show restore , f 100 G

clock

Creating log backup with timestamped filename: Test-141006-1351.tar.gpg
in progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed
Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

LRCE RGN, WE EXEC BN EH] clock fir 4. EAET RN BIBCE, 15 EH] a2/ no &

o
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clock B

clock [ set {month | day | hh:min:ss | yyyy}]

set

BE RGN B,

month

FEMTIHET A U2 « 2= 75 B,
Jan £on—Ho

day

Ao 0 GERD o H=0231. RZFFHMET.

hh:mm:ss

NI 24 AN 3 BRI A% X 24 I ]

Wy

HEFES (EHE) .

TEERNAT N L

EXEC

E3iEi =]

FE W Cisco ISE &£ 1 RGN A1 2 53 Cisco ISE N JHANA] .

WEAGNM . EENMZ G, EESER, B0 5 CiscoISE R4S 4% . it R Ge a4
W[ Cisco ISE 5 2R A (3B

LN K, A BL T PR

M HEEISETi =

N

ER AT B ISE Y R B AN SRR 2R A SR G T

WRETE T ES T RGN, AT LN EAE:
RSB R IR R GEIN TR] CHE Sy s TE]D) o
« MiZT9 55/ CLI JZ4T application reset-configise iy % o

* ALY LRI R T, RS A BRI IER &0 H R .

O
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[l configure

iHEN ISE T 5

DY
AR R R SR GN A2 P EOLAE R AN AT L
SO ALY S RGN ) 5 Y R RGN AR, AT DL $RAE:
* WATE M) ISE 39 5.
s HIE RG], LML 3% ISE A9 sl RGE I R [F]) 2
* W= ISE 715 /5] CLI i247 application reset-configise 1%
* 5 ISE % n FOBE M4 5 ISE 39 siA 4B ISE 545

Y

ER MRS O B IE R RG], e S BRI R R R4 I TR] B
B (NTP) IR %5 2 2R S AE o S0 00 R 1 B FE P E Y NTP R4S %%
BRI, DUE RS A AR AR e, RERE D BRSO R, BT
R B, CMOS it 2%, BIOS B ) T e S BRI o A Sl K ml g S /e F 3T
JA B B Cisco ADE-OS RGN [H] . WS v B i A2 R FLE NTP ik
S, WULDA UM IR 1 B 1R AR 4 BIOS B[] 5 i 1 LB (UTC) B X A2 AR T,

CREBLE 0y R 25 51 BERE 122 35 e ma ) BTid

Gt

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#

HXEm
show clock , % 82 T

configure
BHEARCERI, 1575 EXEC #X A configure 74 .

configure terminal

terminal M PATHCE A2 o

W SRSHIRESSIEECUS5EME. A3
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TERTERE

copy

o [l

TEERNAT L

EXEC

AT S HEARCEREN . R, BN (& ARSI A I L & 5 5L RS N s AT e B S
T

BHR A E AR ] EXEC B0, 4 end. exit 2 Ctrl-z.
PEAE N E PTG, 15 7E EXEC #%5X F ff F| show running-config @iy 4> .
WK replace EIUS Hhir & H, WK ER IR RS, WHESHEGEHANE .

Gt

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #

HXER
show running-config , % 101 T
show startup-config , i 102 1T

SRS NI IR A b, 3545 EXEC B MEH] copy T4

e

copy M AR T AMBER,, AR A4 .

running-config R Y TS AT ELE A .

startup-config BRTERIIRIE ORI RE A A e E St
protocol SR HAR. A RIBCEBETIEIN, WS K 2-1.
hostname ERNIEE P
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location HbrIA B .
IR TS TR E S .

logs R H B

all H4 T4 CiscoISE HAESCIF M RGE S HIEN o) — A i . s Hi&
FTALRL iselogs.tar.gz FEAEAMEIE R AL EIOFEE H %o

filename PV PEA Cisco ISE H & S # JLAR S B FE 141 L1
fiE Bk, R ARRRFFAA.

log_filename Cisco ISE H& L4 R, 11 show logs fr 4T (Ik% 255
NEFE .

mgmt MZGE S Cisco ISE & B H &N Tomeat Hi&R, #HATHA

4 mgmtlogs.tar.gz, FALH B AL FIIFEE Hxo

runtime MALGE | Cisco ISE 2T AR H &, HHEITEN
runtimelogs.tar.gz, JFA&% 2R FHL ERIFRE H %

TEERNAT N L

EXEC

Cisco ISE 111 copy fir 2RI 47 e B oA Sh il AN H G MR G R B2 o — ML E .

L copy T MIFEATIRE, AT LU SCIE (B AR e WG sl B S0 I — M BRI 5 — A
o TR AU H AR Cisco ISE SR 48, ML ARSE, B80T LUR @A SOFF A Bl A
AL E . ARSI RS (RN AAIREOEFE R 7€ 1% & AL IR

ST LU A PTAT 0 KI5 H b RS EAE T T P AR s sy, nT LU copy fir & I LE IR
F AR D IS S

A GRS R REF EIL 0 Bh, 2 DB SN I 2847 BT AN [ o
5 H AT RSO 2 AT SR
A BRI 1R R bR SCAT AL P (FTP) B2 4 521 (SCP) VM &

W SRSHIRESSIEECUS5EME. A3
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zmE W

R 3 R 21TMUATERRET (8D

KEF BERrAYIR.
ftp FTP W 2% ik 55 4% (R 2 H AR URL. 30 44 (KA

ftp:[[[//username [:password]@]location]/directory]/filename

scp SCP M2 AR 45 25 YR EL H AR URL. LAl iEvk:

scp:[[[//username [:password]@ ]location]/directory]/filename

sftp SFTP [ 2% it 55 # U B H A% URL. 6544 (1R V-
sftp:[[//location]/directory]/filename

tftp TFTP 45 i 55 & (195 % H A% URL. B3 44 1A
tftp:[[//location]/directory]/filename

Cisco ISE 7E 3N & H C A7 7F Cisco ISE RAM 1, #Hi N IKEA N E a2 Fisirlic & e i
T A 3 CiscoISE JIRS5 %%, 1B RIBATHCE « WERISIH T BLRAF I S0 o, WU DA 200 4 7 HC A 1
Bl =AW E (WIS IRS ) , BB HARAE N Cisco ISE IR%5 2% /8 sl & -

WHREACRAFIZATHCE , WIS TE Cisco ISE IR 45 4% N IR E B A I 2R i A Bl B o0 e W R A s 4
I E EAf, 540 copy run start iy &0 S8 G S 2 H 2 )8 BhC S «

B BIAZATEUD TR, BT, BE copy runm JF4% Tab B, N start Jfi% Tab #, IX/E copy
running-config startup-config 172 M4 5L A,
P HIZATECE AR AL E, EH LA i
copy run start
SR IEATRCE E IR R A, EH LN
copy running-config startup-config
BV A B B SRS A TR E T, E A LT A4

copy start run

w51

ise/admin# copy run start
Generating configuration...
ise/admin#

BRSSOl S, MK 13
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B =ars

w5 2

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

BFETEEEEHI 2 ZENE
BT E SRR ERSG, HHHUL e

copy running-config [protocol://hostname/location]

NERRVEEFIEITERE
SRR A RIS I RIS AT R, IEATH LD N4
copy [protocol://hostname/location] running-config - K5 L F A4 )& I RIS/ TR E .

I BRI R SIS . AT fir 2 AT AR AT IC P, 0] LUK I S Ia AT e
R A BE T

Bkt )R 3) CiscoISE IR d5 3y, JRBIICE SN WIMIZITICE . BB SICE R, SR ILP
AN RSN ERIF AL, IE4TECE R WA O BTG W AR A S SR AL 2R iE
e ER W RS E

TR A S B BN ATHCE, WL R
copy startup-config running-config

i

ise/admin# copy start run
ise/admin#

2

ise/admin# copy startup-config running-config
ise/admin#

BEMEEEHZITEME
SRS E S SRR, WL F A

copy startup-config [protocol://hostname/location)

NN EEH B E
T IR SCAHE A L I B I, WL R Ay

W SRSHIRESSIEECUS5EME. A3
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ssAzxt |

copy [protocol://hostname/location] startup-config - 5 il G P2 SCAHE AN A IF 2 )5 2h i &

S5 BEXHE

crypto

{EHILAR copy fiv 4 1K H & SR A Cisco ISE RS il 2 5 — AN

copy logs [protocol://hostname/location]

w1
B S SO R R B AR A, A LR A

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

2
ZOR HSSCHER IR S —AME, EAEH L N A

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

LE BT I AP hélﬁu AP B, DR A S ABIIRBCEISIZ, 11 EXEC B
MEH] erypto fi o LI EF A YIE SR ERFTE E Y] .

crypto key [ delete {hash | authorized keys | rsa}]
crypto key [ export {filename | repository} |
crypto key [ generate {rsa}|

crypto key [ import {filename | repository}]

key FVFEIAT I &5 5 A
delete TR 2 SRS

hash B . B % SCRF 80 N7 A4T .
authorized_keys TR B o

rsa B RSA #9hf.

export W APV 5 B
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[ T

filename L APINISCAEIOS NSO 4 o 2 SCRF 80 AT 4T
repository SLG A PRI 2 PR L R 2R 44
generate A A H RS
rsa B RSA HH0
import AN GIE NP P
filename LEENAPIRISCAEIT N SO o 5% SR 80 A4 .
repository TEGEN A PIRIAEAE TR N A ZE 44
host_key FEVFISEAT I3 WL P4 AE o
add WINSZAE AR LR A
host FE LA .
delete TR 52 A5 AT =B L B o
TEERNAT N el o
EXEC

TERERE
T B LA P 543 1) SSH V7 17), - Cisco ADE OS SCREG BT IR A 51 B 4y B i

i [H] crypto key generate rsa fir% 1] 4 i F P A2 A BE A 2048 A7 RPN A ALY o 2 H @ 1 2 [
FEN), JFSCFFRSABPIRAL. A RB YIS OAFAE, (R DS AREARIEZ /T, RGBTV
i, WARERMENS, REWGAEEV M APURANERERAN NS WROL 87, W E238E
Ag IR 2 1 DL

i

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

W SRSHIRESSIEECUS5EME. A3
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debug B

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/adming

{52

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

AXEHR
show crypto , #f 84 UL

debug

LER CHAT A R, T AESATRIT A debug i 4.

debug [ all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system |
transfer | user | utils]

all Ja AT AR
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Bl debu

application Je TR T G 0 2 o 1

call - A T N AR . KO E o 0 F 7 Z IR
B, 0 Rl TR

« install - i3 IS T 2228 k4 o K S ok 0 F1 7 22 )
AT, 0RRHE, TRIRTH,

* operation - Ji N HTE AT A o RS ises oy 0 fl 7
Z IR, 0 RonE, T RN

* uninstall - J3 FI Y A0 AT o SR 0BCE O 17 22
[T, 0 RO, 7 RN .

backup-restore JE PR A5 A RS AR G R R R A

*all - Jo3 M VAL I A R R o R AF R BEE o 0 AT
ZIERHCT, 0 ROV, T RRPT

* backup - i & G W (040 ikt - RSB N 0
M7 Z I8 REC, 0 KR, 7RI .

* backup-logs - i & 0 A2 1) & A H S il b o R 554
BEE A 0 F 7 Z 5T, 0 RN ™E, 78RR ITH.

* history - Ji A 10 5 S id sl il o A5 E
0 A7 Z AT, 0 KonwE, 7 BT .

* restore - Jil A& K E IR E Tt . BEHREHR 0
M7 2 M, 0 RKR™E, 7TRRIH.

cdp JE P R SR A DL b IO AR R B R A

e all - Jo BT ORFR B SO & R . AR A
0 A7 ZIaHIET, 0 R ™E, 7TRRIH,

« config- Jii Fl FRFHE BRI EC & R Fr . B SR E N
0 F1 7 Z T, 0 RN TE, 7TRRIH,

«infra - Jii FH RRFA B0 PRS0 J a5 it 1 i HH o O S st
o0 AT ZIAE T, 0 Ko, T RN .

W SRSHIRESSIEECUS5EME. A3
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debug B

config Ja F IS Cisco ISE Pe B AH G 2 8 Fi 44

“all - JA I T AR E WA H . S RBCE N 0 A7 Z AN
Br, 0K, TR

* backup - i &M ECE W H . KEEHRER O T 2
[mIECT, 0 RRHE, 7TRRNITH.

* clock - Jii JH B e 2 il o KF SRR E N 0 R 7 2 [
g, 0 KR M™HE, 7 RRNITA

*infra - Jo G & S Al ve it AR5 o i E o 0 il 7
Z AT, 0 KonE, 7 RN

e kron - A A& W R G B R . SR BE RO
7 Z W, 0 RN HE, 7 RRITH,

* network - Jii F I &5 BC &R . B EHRE RN O T 2
Y, 0 FoRM™HE, 7 KR .

* repository - Ji FIAAifi FERL B M o SR IE R 0 Al
7 Z I, 0 RonWHE, 7 RN

* service - Jii RSB E PR3 o B ERIE N 07 2
I, 0 R ™E, TR,

copy JA R Bl 2o AFSERBCE 0 A1 7 Z T, 0 &R
P, TR .

icmp et FH VR IC I 42 ¥ JEL P30 (LCMIP) 326 i 7 P 0 A D 1) i 152
[ R

all - Ji ] ICMP [R1326 mi [ 5 68 6 B A il i o RS 00 BN
0 A7 Z B HECT, 0 Ko™, 7RRPTf.

locks Je FER A S 5 o A O R Al iR e A
«all - Jo T SR e g . SRR E N ORI 7 2
BT, 0 RN, 7TRRITH.
« file - o JHSCAFA s AR Y o KRS E D 0 AL 7 2 TR) )
B, 0FRRNVE, TERRNTH.

logging JE PR H I R T B A R R s

all - BT H A&l Bl B e o S8 0 7 22
[BIEC 0 Ko™ HE, 7 RomifT.
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Bl debu
snmp Ja FRA SNMP e & AH ¢ 5 i s i
all - 5 FH BT SNMP it & i o KRR gise s o 0 Al 7 2 1]
I, 0 KR, 7RI
system J3 AR Cisco ISE R GiAH S R4S A A
all - o A 2GR . HESEgRE N 0 f 7 2
EEF, 0 R E, 7RI,
cid- JAH RS 1D ikt . HEGRE N 0 F 7 Z AL
T, 0 RKRNVEH, TRRITH.
sinfo - JAH &Gf5 B M . BEEHBEE A 0 F1 7 26
I, 0 Ron™i, 7 R
«init - Jii F R RS H o KR S5 ol 0 F 7 22 8]
FIEC, 0 Ron™ i, 7 R
transfer Ja AR SR BB o 0 FL 7 Z MBI, 0 Ron
TEEH, 7 RN .
user JA R P,
call - JAHATA P & B . BEREEN O T2
T, 0 RN E, TRRTH.
* password-policy - o FH 2 i Sl (1) H 2 B B H o ¥
LEVE O T Z BT, 0K, TR .
utils J PR S R PP I AT S R A R A
all - Ji H T S AR el B il . Bt E 0 fl 7 2
B ECT, 0 R VE, 7TRRITH.
TCERNAT B .
EXEC
[E3EES ]

18] debug 7T T {27 Cisco ISE g5 & i A2 PR e slifi i, 491 4 e B el B e e
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delete

[E3Ei =]

delete B

Gt

ise/admin# debug all
ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin$# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#

X ERM

undebug , £ 71 1L

FEM Cisco ISE Jl55 2% MR S, 157 EXEC #X Tl delete iy 2. %M Cisco ISE Jlu4s# H L
TR SO, 1 e A 21 no 2
delete [filename disk:/path]

filename A4 . 2SR 80 MR- T4
disk:/path SCAFAEA AR P AL B
TEERNAT N

EXEC

IR A SR R B S AR, RSN AR . BEAh, A RIS S B B Je — AN 2K
RGWUR, ROV,
gLl

ise/admin# delete disk:/hs err pidl9962.log
ise/admin#

X ER
dir, %46 11
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TR T Y Cisco ISE CLI %%

FEHIH Cisco ISE RS #3 I 3CAF, WE7E EXEC # M dir fiv4. EMIBRZIhRE, 1548 H iy &1

no £,
dir
dirdisk:/logs

dir recursive

directory-name

HSRARe e SCFF 80N TR #4F o 7 B AE H SR A MR T I _E diske/»

CAIIED o FIHHASHSCAE RGP IR H SRRSO

recursive
TCERINAT Jy BAE
EXEC

[EdiEisTl
TG
w51

ise/admin# dir

Directory of disk:/

2034113 Aug
4096 Jun

4096 Aug

16384 Jun
2996022 Aug
4096 Aug

4096 Aug

Usage for disk:

ise/admin#

2

05 2010 19:58:39 ADElogs.tar.gz
10 2010 02:34:03 activemg-data/
04 2010 23:14:53 logs/

09 2010 02:59:34 lost+found/

05 2010 19:11:16 mybackup-100805-1910.tar.gz
04 2010 23:15:20 target/

05 2010 12:25:55 temp/
filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk:

filesystem
8076189696 bytes total used
6371618816 bytes free

Wl EREHRSIIECL S/, K13
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exit

ise/admin#

w1513

15

234142208 bytes available

ise/admin$ dir recursive
Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

AXERM

delete , & 45 7T

Aug 05
Jun 10
Aug 04
Jun 09
Aug 05
Aug 04
Aug 05
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
sk: fi
8

6

15

2010 19:58:39 ADElogs.tar.gz
2010 02:34:03 activemg-data/
2010 23:14:53 logs/

2010 02:59:34 lost+found/

exit B

2010 19:11:16 mybackup-100805-1910.tar.gz

2010 23:15:20 target/
2010 12:25:55 temp/
/logs

/temp

/activemg-data
/activemg-data/localhost

/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp_ storage

/target

/target/logs

/lost+found

lesystem

076189696 bytes total used
371618816 bytes free
234142208 bytes available

FE I ERY Cisco ISE k45 282K ¢ 17 h e w43 15 ol B IS B AR K 1) BB 8 — A2k, 1AE
EXEC #il Ml exit fr 4.
By 2B KB NS4

exit

TEERNAT N B

EXEC

Gt

ise/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit

ise/admin#
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. forceout
X ER
end, 127 1L
exit, & 128 7T
forceout
B L P8 Cisco ISE AR 45 Sk il FH B H yE sh 22516, 17 EXEC i Nl H forceout
T%é\o
forceoutusername
username FH P2 HR . 2 SCRF 31 NP R T4
TCERIAT J BAH
EXEC
FHE™

1 EXEC #2 N #i ] forceout #iy-4- vl &% B G sh& k.

Gt

ise/admin# forceout userl
ise/admin#

halt

LR AGM ARG IR, W5 /E EXEC B NI halt d74.
ST WA R TS HL

W SRSHIRESSIEECUS5EME. A3
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TERERE

help

help II

halt
TEERVAT A EE

EXEC

R halt fy 42 0, WG {R Cisco ISE RPATAEM 40 IKE L . THPa . andee
Cisco ISE $AT i AF—#AF I & HY halt 74, BRI LL R H P85 A

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

AR R IR, TN Yes 4h2l47 IEERAE, BRI No BUN{F 11

FEAET halt A7, WURARGEBABATAEMEERE, S REH A Yes RIPIN s B SR, 4
WZRRIEF PAR i

Do you want to save the current conflguratlon?

RN Yes TRAZIIAT Cisco ISE BL'E, ARG B nLl g E:
Saved the running configuration to startup successfully
il

ise/admin# halt
ise/admin#

X EH
reload , 2% S8 TW

TR Cisco ISE IS5 851928 R HE B R 45, 157 EXEC #:38 N help 4.

AT SPEEPS: S RIIE S (8
help

TEERNAT N L

PATFIFTABCE (config) #ix,
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B mkdir

TERERE

mkdir

TR T Y Cisco ISE CLI %%

help & A St BN SCAHSCHE B R SR i R e W
 ZH AT TR E AT S T i & TEAE RGNS (),

© SORHCUR € TAT T kI @ 418, WG S IarS 4 H, eI SR 2. B )
WK A S By, U e A DL N 45 5 I Sk (R 0B T 8 S 5L

< A A RIRN G T MBS HL, IR AT P 7 RS T S . B
BheRs o fin ik By, PO BB T AR 2 KBS HTs N o 7 2
.

Gt

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#

FELE Cisco ISE RSS2 AIEEFr H 3%, 15 7F EXEC # 2 F i H mkdir 754 -

mkdirdirectory-name

directory-name AR HR A FR . % SCRF 80 AN PRI 74T . AT H]
disk:/directory-name.

TEERNAT N L

EXEC
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nslookup .

[ED ]
B disk:/directory-name; 3W), FHHBL— MR, FRBAEE disk:/directory-name.

T

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#

HxEH
dir , 46 1T
rmdir , % 63 TL

nslookup
BITE Cisco ISE a45-#s h A RIZFE RA M LA, WETE EXEC £ T H nslookup 174>

nslookup {ip-address|hostname}
nslookup [ {ip-address|hostname} name-server {ip-address}|

nslookup [ {ip-address|hostname} querytype AAAA]

ip-address TEFERGLN IPv4 B IPv6 Mkt . 552 S FF 64 AN F R F4F
hostname ERERGI TN . % 3 64 MR F4

AAAA PEVDOS IS T 90 3 44 R 1K) TPv6 MLtk (6 356 90 35 42 IR 45 3%
name-server TR A RS 3% . B2 SR 64 MR F 45 .
querytype P FE RS IPv4 o IPv6 Mkl ok EHL A . B A it 2y,

%W PTR. A. AAAA FISRV. % V416 MR 745
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Bl rassword

password

TEERNAT L

EXEC

w5

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms
ise/admin#

2

ise/admin# nslookup ipv6.google.com querytype AAAA
Server: 10.106.230.244

Address: 10.106.230.244453

Non-authoritative answer:
ipvé.google.com canonical name = ipvé6.l.google.com.

TR T Y Cisco ISE CLI %%

ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
Authoritative answers can be found from:

google.com nameserver = nsé4.google.com.

google.com nameserver = ns3.google.com.

google.com nameserver = ns2.google.com.

google.com nameserver = nsl.google.com.

nsl.google.com internet address = 216.239.32.10
ns2.google.com internet address = 216.239.34.10
ns3.google.com internet address 216.239.36.10
ns4.google.com internet address = 216.239.38.10
ise/admin#

FEWOHT CLI Bk #%505, 1576 EXEC B M password 774

password

Enter old password YN HT CLI 2545,
Enter new password HIGHTH) CLI 2544,
Confirm new password WiH Y CLI 25414,
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EXEC

Gt

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:

ise/admin#

AXEM

password-policy , & 157 TL

patch install

patch install B

SR patch install Ay 2 RN T2 AT, S0 Z0 B 152 R D T IR RRCAS T8 B v (1 b T 22 1
FRA i BB, B EE L (SR U B, A RO X L 1 B
B CLI AERR 1 A e B FH AN T AL, 154 EXEC #X il ] pateh install 674>

patch installpatch-bundlerepository

A

ER  fE Cisco ISE AU EFAETH, WEBE G T b T80, DUEAN T 00 A 3l 23 AE AT 4l B 1Y

M.

install

RN IR AN T

patch-bundle

TR o B2 SFF 255 TR AT

repository

A T 2 A EAR E AR A TR o 2 SCRF 255 AP RECT 7
o

TEERNAT N EH

EXEC
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[l ratchremove

TERERE

TR T Y Cisco ISE CLI %%

LN TR A T
WERAE AR R A T2 BT A T IR, TR i 2 DA B 1R B -

% Patch to be installed is an older version than currently installed version.

F CLI B FA T 23R PIRAS, U JIF  Cisco ISE SZHRFRHEIL T AT ade log ST

w51

ise/admin# patch install ise-patchbundle-1.1.0.362-3.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

Patch successfully installed

ise/admin#

2

ise/admin# patch install ise-patchbundle-1.1.0.362-3.1i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no

Initiating Application Patch installation...

Patch successfully installed

ise/admin#

w53

ise/admin# patch install ise-patchbundle-1.1.0.362-2.1386.tar.gz disk

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

% Patch to be installed is an older version than currently installed version.
ise/admin#

AKX E R
patch remove , % 54 1T
show version , &5 109 1T

patch remove

XM patch remove T4 [RRAN T2 AT, R0 200 B B2 Bl BT M T RO RCAS B W] b (R0 h T[RRI
FRAS U AL 5 S SO U], A I X L i ]

MBI R 4 T ELRRCAS, 1572 EXEC #£30 N ] patch remove iy 4.

patch [ remove {application name| version}]
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patchremove ]

A

B AE Cisco ISE 73 A E Py, WA BT IR AN T 602 B S NGHBD 1Y sl P I ER AN T

remove IR 2 (0 s b T R RRCAS (1 i 2

application_name FENFCIHERAN TN A FR . B2 385 255 N P REACT- 74
version TMBRAEN TR S o Be 2 SCRF 255 AP REECY 745
TEERNAT N s

EXEC

TERERE
R A M R R 2R KA T, AR EI DL 5 S

% Patch is not installed

i

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

i 2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

[

% Patch is not installed
ise/admin#

EPSES
patch install , 2 53 I

show version , 2f 109 TT
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Wi

ping
B W RGEEA 1Pv4 WERIERL, 15 (L EXEC BN A ping dr4.
ping {ip-address | hostname} [dfdf] [packetsizepacketsize] [pingcountpingcount]

ip-address %% ping RGN 1P Hidih . B2 SR 32 AN FRESCTF A 4% .

hostname 3 ping MRGEMENS . BB LHF 32 A FRET T4

df CRIE) o Bl Bt .

df Kz fEIRE R 1 g8 B By, B8R E N 2 W R Ee bt AT
Bl srBe, sBideEh 3 ATARE dfs

packetsize (A[3E) o ping ZHR RN,

packetsize f& 2 ping ZA AL IR/ ZERTNT 0 5 65507 Z 0.

pingcount (FJIE) o ping [AINVIEKEL.

pingcount 7€ ping FINVIEREG ZEAT 15 10 210,

TCERUAT A U

EXEC

TERERE
ping it FDRF IR SR B A AR B N XA SERFIRIE . Ping fay W] A5 B 5 PAl R A 2 AL
FIRTFENE . BRARRIIEIR , LRSS W] U5 ) 4L,

Gt

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2

PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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ping6

TERERE

pingg i

HXE@R
ping6 , 557 It

B WL RS FEEA IPv6 M4 IEDR:, E(E EXEC Bl ] ping6 4. XL T IPv4 ping fir
A
<o

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}| [pingcount {pingcount}|

ip-address % ping RGN IP Hudik. 52 SCHF 64 DN BECF 45
GigabitEthernet (Al3%) o DIORMEED,

0-3 k=Y NCE NN

packetsize (WiE) .« ping FH ALK,

packetsize faE ping ZARAMIR/N; ZMERTAT 05 65507 Z[H.
pingcount (A[3E) o ping [N E R EL

pingcount /€ ping [FINIEKEL: ZEAT 15 10 28],
TBRAT R B

EXEC

ping6 iy 2 TR [ I KA A Ak BNtk SRS SR . Ping Hi th o) 35 WO VRN ik 42 31 3=
LR PTSERE . BEARIAEIR, DL vy il L.

ping6 i KL T-HIAT 1) ping #r2-. ping6 i A SCHF IPv4 Bt 73 B (df, W1 ping 2k ik
T, ARE AV D AT IE NG . B el 32 T T R s ik R R A M M b AT S
packetsize F pingcount EIi KI1E 5 ping v 2 4H A

i

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5
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B reload

reload

[E3Ei =]

Wl EREHRSIIECL S/, K13

TSR T8 Cisco ISECLI % |

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp_seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms
--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/adming

{52

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#

HXER
ping , 56 UL

M AW e MZ 3., BEFE ) Cisco ISE #1/E R %0, iE74E EXEC #iX M H reload %4«

reload

TEERNAT

EXEC

reload M2 TSI RS AR AN E AR, Wil CLIKZ T B EFIK AL S E
FELRAT Cisco ISE B HE 3 ] P 21 Th ATAT B E 5, BIRI 1] reload T4 .

76/ H reload fiy2 2 HI, 15HffR Cisco ISE RPATALATHAr KE . 228, TR aimibReeie. Wik
Cisco ISE $UT FiRfE—F4E HA K reload fiv4, W3 LA F Horp— 4204 L -

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

IR R FIRAE A, THHRIN Yes ZRSE T HINBERAE, S No HUH E PN a4 .
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restore

restore .

FEAL ] reload fir &I, WURARGERATIBATAETHERE, B W RGN Yes IR 7= (R 15 71 5L

YOS i 23 [l 25 LA i

Do you want to save the current configuration?

I AN Yes (474 Cisco ISE Bl'E, RS E/RULFHE:

Saved the running configuration to startup successfully

ot

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#

X EH
halt, #f 48 71

BRE RG22 Hi A, 157 EXEC # T {# H restore 7% . K E#1E< 1% & 5 Cisco ISE Fl Cisco

ADE OS o< ds .
LR a4 Ak E 5 Cisco ISE W HF1 Cisco ADE OS % H % :

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}|

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

filename SERTEAF RN 46 0 SCIF I 46 e e 23085 120 AN PR 5

¥

ER O WIE RS S VSN tar.gpg B (B,

myfile.tar.gpg) -

repository TP A2 o

repository-name TE NI R A AR E I A PR 22 SCHFF 120 P4
encryption-key (AT o Fi5E M-I A A0 (0 L 5 SO 2% 4]

hash WA I IS Y] Fae iRBER e G s 8.

B2 40 M

BREMKSSIE LU SXE4Em, WA13 i
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plain

FIT- WS A% 0 TRV SOIN % 25 B o 418 e R 1) 2R W S0 n 8%
Blo IR 15 DFAT.

encryption-key-name

FRAE RS | WSOk S s a4 .

include-adeos

W %Ay P AF{E ADE-OS it &5, W& &0 3-8 H 80
Cisco ISE

TEERNAT N B

EXEC

[E3Ei =]

MAELE Cisco ISE H# ] restore fir 2, Cisco ISE R4 28 A EH B 5.

KB KA, I E Pk, EAERORIR AU PN OUN, SRR R Ry, EnT LU

F restore %, LRI A,

JE Cisco ISE A 1.2 AN FEM Cisco ISE JiiAS 1.0 1 Cisco ISE JiliA< 1.0 MR #5431 & .

X EM
backup , i 28 TL
backup-logs , % 31 7T
repository , & 159 11
show repository , 2 99 T
show backup , i 79 7T
show restore , i 100 1T

AR Cisco ISE B &= H , 25 60 7T
MAAR K Cisco ISE 4T HIE , %5 62 1T
M Cisco ISE it & 4l A1 Cisco ADE OS i , &5 63 1L

M4 E Cisco ISE B B #1E

NI Cisco ISE BUEH i, WL T a4
restoremybackup-CFG-121025-2348.tar.gpgrepositorymyrepositoryencryption-key plain/ablabi?

Wl EREHRSIIECL S/, K13
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Gt

A& ciscolsE RERE Il

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

o

Initiating restore.

restore in
restore in
restore in
restore in

o o e o

Leaving the

restore in
restore in

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Please wait...

progress: Starting Restore...10% completed
progress: Retrieving backup file from Repository...20% completed
progress: Decrypting backup data...25% completed
progress: Extracting backup data...30% completed
currently connected AD domain
Please rejoin the AD domain from the administrative GUI
progress: Stopping ISE processes required for restore...35% completed
progress: Restoring ISE configuration database...40% completed

o° o oo

restore in
UPGRADE STEP
- Running db

UPGRADE STEP

progress: Adjusting host data for upgrade...65% completed
Running ISE configuration DB schema upgrade...
sanity check to fix index corruption, if any...

1:

2:

- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade

Running ISE configuration data upgrade...

step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step
step

1/67,

2/67,

3/67,

4/67,

5/67,

6/67,

7/67,

8/67,

9/67,

10/67,
11/67,
12/67,
13/67,
14/67,
15/67,
16/67,
17/67,
18/67,
19/67,
20/67,
21/67,
22/67,
23/67,
24/67,
25/67,
26/67,
27/67,
28/67,
29/67,
30/67,
31/67,
32/617,
33/67,
34/67,
35/67,
36/67,
37/67,
38/67,
39/67,
40/67,
41/67,
42/67,
43/67,
44/67,
45/67,
46/67,
47/67,
48/67,
49/67,
50/67,
51/67,
52/67,
53/67,

NSFUpgradeService(1.2.1.127) ... Done in 0 seconds.
NetworkAccessUpgrade (1.2.1.127) ... Done in 0 seconds.
GuestUpgradeService(1.2.1.146)... Done in 43 seconds.
NetworkAccessUpgrade (1.2.1.148) ... Done in 2 seconds.
NetworkAccessUpgrade (1.2.1.150) ... Done in 2 seconds.
NSFUpgradeService(1.2.1.181) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.100) ... Done in 0 seconds.
RegisterPostureTypes (1.3.0.170) ... Done in 0 seconds.
ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
GuestUpgradeService (1.3.0.194)... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.200) ... Done in 0 seconds.
GuestUpgradeService(1.3.0.208)... Done in 2 seconds.
GuestUpgradeService (1.3.0.220)... Done in 0 seconds.
RBACUpgradeService (1.3.0.228) ... Done in 15 seconds.
NetworkAccessUpgrade (1.3.0.230) ... Done in 3 seconds.
GuestUpgradeService (1.3.0.250) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.250) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.334) ... Done in 9 seconds.
RBACUpgradeService (1.3.0.335)... Done in 9 seconds.
ProfilerUpgradeService (1.3.0.360)... ...Done in 236 seconds.
ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.
NSFUpgradeService(1.3.0.401)... Done in 0 seconds.
NSFUpgradeService(1.3.0.406) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.410) ... Done in 2 seconds.
RBACUpgradeService (1.3.0.423) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.424) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.433) ... Done in 1 seconds.
EgressUpgradeService (1.3.0.437) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.438) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.439) ... Done in 0O seconds.
CdaRegistration(1.3.0.446) ... Done in 2 seconds.
RBACUpgradeService (1.3.0.452) ... Done in 16 seconds.
NetworkAccessUpgrade (1.3.0.458) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.461)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.462) ... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.476) ... Done in 0 seconds.
TokenUpgradeService (1.3.0.500) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.508) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.509)... Done in 17 seconds.
NSFUpgradeService(1.3.0.526) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.531) ... Done in 0 seconds.
MDMUpgradeService (1.3.0.536) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.554) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.561) ... Done in 3 seconds.
RBACUpgradeService(1.3.0.563) ... Done in 19 seconds.
CertMgmtUpgradeService (1.3.0.615)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.616) ... Done in 15 seconds.
CertMgmtUpgradeService (1.3.0.617) ... Done in 2 seconds.
OcspServiceUpgradeRegistration(1.3.0.617) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.630) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.631) ... Done in O seconds.
CertMgmtUpgradeService (1.3.0.634) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.650) ... Done in 8 seconds.

BREMKSSIE LU SXE4Em, WA13 i
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- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...

....................... Done in 2118 seconds.

- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)... Done in 1 seconds.
- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)... Done in 20 seconds.
- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds
- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.
- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.
- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.
Data upgrade step 67/67, ProvisioningUpgradeService(1.3.105.181)... .Done in 103 seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
Stopping ISE
ISE Identity

3: Running ISE configuration data upgrade for node specific data...
progress: Restoring logs...75% completed

progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Collector...

Monitoring & Troubleshooting Log Processor...

Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Monitoring & Troubleshooting Log Collector...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

ME 1Rk E Cisco ISE iZ1TEE

FNFA R Cisco ISE a4, EEHILLT i 2
restoremybackup-OPS-130103-0019.tar.gpgrepositorymyrepositoryencryption-keyplainlablab 12

Gt

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2
% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade
Starting M&T DB upgrade

Wl EREHRSIIECL S/, K13
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MERIRE Cisco ISE B2 B 23270 Cisco ADEOS %032 I

ISE Database processes already running, PID: 30124

ISE M&T Session Database is already running, PID: 484

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Collector...

ISE M&T Log Processor is already running, PID: 837

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

ME 12 E Cisco ISE fic & {3 #0 Cisco ADE 0S #3E

rmdir

LR ALFE Cisco ISE ADE OS % /£ W ] Cisco ISE FL B 4d, WA LT i 4
restoremybackup-CFG-130405-0044.tar.gpgrepositorymyrepositoryencryption-keyplainMykey23include-adeos

Gt

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos

Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
nitiating restore. Please wait...

I

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed

% restore in progress: Updating Database metadata...70% completed

% restore in progress: Restoring logs...75% completed

% restore in progress: Performing ISE Database synchup...80% completed

% restore in progress: Completing Restore...100% completed

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

ise/admin#

BEMRIAE B 3, i/ EXEC B FFH rmdir 74 .

rmdirdirectory-name

directory-name FISRAATR. 2 SCRF 80 A BEACT- 745

TEERNAT N B

EXEC
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Gt

ise/admin# mkdir disk:/test

ise/admin# dir
Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

ise/admin# rmdir disk:/test

ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk:

ise/admin#

AXEHR

dir, %4611

06 2010 13:
06 2010 13:
01 2010 16:
06 2010 13:
07 2010 12:

filesystem

TR T Y Cisco ISE CLI %%

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used
19084521472 bytes free
20314165248 bytes available

filesystem

181063680 bytes total used
19084525568 bytes free
20314165248 bytes available

rmdir , 55 63 L

ssh

SRS SR RGN E U, 1 /E EXBC BN ] ssh i %o

ER RS AT DU

ssh [ {ip-address | hostname}] [username] [ port {port number | version {1 | 2}]

ssh delete host {ip-address | hostname}

ip-address

AR RGN IPv4 il 52 SCFF 64 A7 RECY 745

hostname

WRERGI TN . T2 SHF 64 DNTRECT

TAF

username

Wit SSH &k H i 4.

port

(AIE) o AR RE LA 1 5

port number

i AT RGO 42 65,535, BRAd 1 22,

Wl EREHRSIIECL S/, K13
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ER¥EE

tech

tech B

version

(ML) o FERARA S .

version number

SSH fRAS 1 Fil 2. 2Rik SSH AN 2.

delete W5 LI SSH R4
host A5 S WL BB R RGN WL

ip-address SR RSN 1Pva Hilik. S S0HF 64 NP REELT T4
hostname SR AL N4 T SCHE 64 N FRHECT T4
CE I

EXEC

ssh i 2L RS ) — NEFE R GBI 55 At AT 24 HOME I3 . IERSR It DhBE L 0 Telnet
BRI IRESRML, AFKE, HERCINE . WS O UENINE, SSH % i LVFEAN 242K

2% LT AR

i

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host

ise/admin#

i 2

ise/admin# ssh delete host ise

ise/admin#

SRR AR T N 28 0 B, I 7E EXEC A5 N8 tech 4.

tech dumptcp {interface-number | count | package-count}

dumptcp

K TCP Kot e il BRI

BREMKSSIE LU SXE4Em, WA13 i



B tech

TERERE
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TSR T8 Cisco ISECLI % |

interface-number TIK LUK M B2 A 25 (0-3).

count fee s KBRS B RREE CRBRED

package-count SCRE 1-10000 [H%7

iostat e A X i 5’%&@%& (CPU) GivhH5 B F 4 A /4 éfﬁ‘{ =
BEAERIEHIG, 53 A —IR. 124 Linux iostat iy 4 o

mpstat P R P AL F B AR AR B AL AE 2P0 5 o 152 % Linux mpstat
s

netstat WAL AT AT B BT &, B 3 Bt — IR ES

% Linux netstat fiy %o

top etz AT RGBSR, & 5 MLt Ty isAT — I
fiti. 12 Linux top T2 .

vmstat Fefti A7 BEREA IR 25 R, B 3 BRIk, 1RSI

Linux vmstat iy % .

EXEC

A JEAE tech dumptep i H & 245 1% UDP BRI RG22, tIEA L Ky tbdH0 . tech dumptep iy 4 AT
XL PN CAK 9 il A B 253 HH 0 A B AT A A o K 2 HOAR LR I Fr e v A i A0 B
BB, DRI, $RE RGP HER A S P TTH S DRI, BB RO B R UDP ASES A AL Hh s
BIE IR

w5

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6), length:
40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xel05 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6), length:
200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win
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telnet

12096
ise/admin#

i 2

ise/admin# tech iostat

telnet B

Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: %user %nice %$system %iowait %steal %idle
7.26 0.73 4.27 0.77 0.00 86.97
Device: tps  Blk_read/s  Blk_wrtn/s  Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sdaz2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Fuser %nice %sys %$iowait %irqg %soft S%steal %idle intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49

ise/admin#

BGOSR ST Telnet ML, 73 53 FNERAE U2 n] AFE EXEC B N telnet iy 4o

telnet {ip-address | hostname} port {portnumber}

ip-address TR RGN 1Pv4 Mkl 5 2 SR 64 NP REEUT- 54
hostname TRERERITENA . B2 HF 64 NP R F1T

port 18 7€ H#r telnet ¥ [ o

portnumber () o FEnmfE FHLE S 0. JEEM 0 & 65,535,
TCERINAT A B

EXEC
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. terminal length

Gt

ise/admin# telnet 172.16.0.11 port 23
ise.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
ise/admin#

terminal length

TEVCE AT A bR AT IR AT AL, 15 7E EXEC BN terminal length 4.

terminal lengthinteger

length B 2 i i b e LA 2 T T AT E
integer B LROAT R B8 0-511 47 CHREMMEBREEN) - E4

EJORESEE RV Ak

£ S o e b R AT 2R B TEON 24
EXEC

[E3Ei =]
ARG A REAB I S A 22 J3 4t SU3 1) 42 PR I 1)

A5l

ise/admin# terminal length 24
ise/admin#

terminal session-timeout

T E T S ARG SR, 15 EXEC B 20 N terminal session-timeout 774,

terminal session-timeoutminutes

session-timeout BCE T U ARG s .

Wl EREHRSIIECL S/, K13
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terminal session-welcome .

minutes ARG BRI ) 73 B ATRGEE Y 0 2] 525,600, % (0) HI4E
R o

BRINSSTHREIN K 30 434

EXEC

EFH qEI i—*i‘—
¥ terminal session-timeout iy & %5 & 4% (0) BRI K BN .
15l
ise/admin# terminal session-timeout 40
ise/admin#
HXER

terminal session-welcome , 5 69 T

terminal session-welcome

BERGE FIIB SRR & BN A, 1E4E EXEC #2 N # 7] terminal session-welcome
i

terminal session-welcomestring

session-welcome FER G LT SR R G0 BEE R S

string K o B2 SR 2023 AP REECY 4% . A SR XML
R

TEBRANAT B

EXEC

BRSSOl S, MK 13
I -“
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. terminal terminal-type

[ED ]
T8 TE LRG3 CLL IR A B 5 11 -2 32 7 TS 0 7 R U 2 o
il
ise/admin# terminal session-welcome Welcome
ise/admin#
X EM

terminal session-timeout , 5 68 L

terminal terminal-type

TR E R T2 AT I &R, 1 /E EXEC A5 /1] terminal terminal-type fir 4

terminal terminal-typetype

o

terminal-type Fa R e 28R . BRIN L2 Ak VT100.
type S XL A FRFRAY, I A VF A R AR 55 10 LA T 48

b . B2 SRR 80 TR

VT100
EXEC

TFHiEE
PR Zams R (k5 vT100 A

Gt

ise/admin# terminal terminal-type vt220
ise/admin#

Wl EREHRSIIECL S/, K13



|  #iTH T8 Cisco ISE CLI %
traceroute B

traceroute
BUOR IS OAETTAE I H AR b I R BB B, 8 7R EXEC U N ITH traceroute iy 4.

traceroute [ip-address | hostname)]

ip-address WRERGE IPv4 Mk 52 SCFF 64 A REECT 747
hostname BRERGMENA . 2 SCHF 64 TR 745
TEERINAT A A

EXEC

Gt

ise/admin$ traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/adming

undebug

LA RE, WAEPATH T A undebug i 4.

undebug| all | application | backup-restore | cdp | config | copy | icmp | locks| logging | snmp | system |
transfer | user | utils]

all S PTAT I
application I

* all - ZEH A v R
* install - 25 H] S H 22 R4 H
* operation - 25 F IV A1z A7 Il

* uninstall - 2% H 3 FH #0280 3 H .

BRSSOl S, MK 13
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B undebug

TR T Y Cisco ISE CLI %%

backup-restore

B ML LA
*all - ZEH SO L W A kg 1
* backup - 25 ] 25 0 Vk 52 1) #6411k i
* backup-logs - 25 H1 4% 03 P 52 (1) £ A H S il i
* history - 25 H] 25 4 Vk 5214 g s i sk i il
* restore - 25 1% 03 M S IV Bl

cdp

SRR IS &S
* all - ZE ] e R A B 13UIC & 1l
* config - 2% ] BURF A I 0180 1) e e il iy £
* infra - 28] RURF A B0 1800 At Bt il 1

config

B S AT
*all - 25 A e B R i
* backup - 25 H] #40 Be B 5 H
* clock - A7 H I B e e 1 1
« infra - A% F P St e 1R o
* kron - 25 fiir 4 Ry e T X 1
A% FH 0 g i T
* repository - 2% HIAAfift e L B I
* service - A5 I 55 e L 1 1K o 11

* network -

copy

il 4

icmp

ICMP [B]32 1 7 i

all - 25 ICMP [F[26 0 NG & I AT B R H . SRR E N

0 F1 7 ZIRMI%T, 0 RN M™HE, 7RKRPITH.

locks

« all - 25 B s YR e R .
* file - 28 S8 e TR E .

logging

H &l skl s S
all - 25 H 0 R & e il H o

Wl EREHRSIIECL S/, K13
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write

write

snmp SNMP Jc & 34
all - 254 SNMP i & (19 B3 i il
system ARG
«all - 22T &GS RRHH
«id - 22 248 1D Wil% i
*info - 25 R4EA5 B
*init - 28 KRGV UH 10 TR 5
transfer SCAHE T
user H &,
«all - 28 prfy P & B i o
* password-policy - % FH %t S g (1) = 4 FE A H
utils SEHFR Pl B SO
all - 28 Fr A3 s RS e e & R g i
TCERAT R BAH
EXEC
w151

ise/admin# undebug all
ise/admin#

HXRER
debug , 41 7L

LG, RoRE#EER Cisco ISE RS54 FLE, 15 AE EXBC B M At AH N Z K01 write 7.

BREMKSSIE LU SXE4Em, WA13 i
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B write

write [ erase | memory | terminal]

erase HRBE . HIETALE Cisco ISE H4b T2k .
memory P THCE 2 W2 G S .
terminal PHEATHCE 2B H S

TEBRIMT g A
EXEC

FHE™
1F Cisco ISE H2% 1 write iy 255 erase iET0—#fH .

WISAENG write fr 25 erase EI-— ], Cisco ISE £ n LA RS ML«

% Warning: 'write erase' functionality has been disabled by application: ise

w51

ise/admin# write memory
Generating configuration...
ise/admin#

2
ise/admin# write terminal

Generating configuration...
!

hostname ise

W SRSHIRESSIEECUS5EME. A3
|



Iiv

fi

1T B ~4E 3 T Y Cisco ISE CLI iy <

AEAH EXEC #5220 N show 4, X4 H T WoR Cisco ISE W&, A ML Z—.
AR R 2GS ar A a2k TR R R — AN B AN s R TR A

* show , i 76 UL

* show application , % 76 I

* show backup , % 79 T

* show banner , 2% 80 T

* showcdp, 81 1T

* show clock , i 82 1T

* show cpu , i 83 UL

* show crypto , i 84 UL

* show disks , f 85 0T

* show icmp-status , 55 86 L

* show interface , %% 88 W1

* show inventory , 2f 89 TU

* showip, % 90 UL

* show logging , % 91 Ui

* show logins , #f 94 U1

* show memory , %5 94 i

* showntp , % 95 UL

* show ports , 53 96 T

* show process , 5 97 I

* show repository , #f 99 I

BREMKSSIE LU SXE4Em, WA13 i
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B show

* show restore , 3 100 7T

* show running-config , % 101 JU
* show startup-config , % 102 I
* show tech-support , =5 103 71

* show terminal , 5 104 I

* show timezone , # 105 TT

* show timezones , f 106 JT

* showudi, % 106 TL

* show uptime , % 107 7T

* show users , i 108 UL

* show version , 5 109 1L

show

LIRIBITRGUE R, (L EXEC B R show fir 2.

showkeyword

TEERNAT N L

EXEC

TEFTETS
FEAT show fir 43975 3 40— A B A REIERTEAT

Gt

ise/admin# show application

<name> <Description>
ise Cisco Identity Services Engine
ise/admin#

show application

TRRARG LI O 23N A, 1EE EXEC #2 N ii 1] show application 774 .

show application > file-name

W SRSHIRESSIEECUS5EME. A3
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show application  [JJj

show application [status {application name}]

show application [version {application _name}]

> S 1 1) S0

file-name BLAEAif Cisco ISE N HIE B SCAF I K o
status BoR B LSRR

version

R C %N (Cisco ISE) FM FHRRAS o

application_name

w7 IV AR

i A AT AL
* begin - VLRSI, 2 SCHF 80 N REEUF 747
* count - i H AT VR, RS AN N
| - THE R B R AR B
*end - AVCACHIAT SR . B % SCHF 80 N A REEUF 747
* exclude - HEERVEECHIAT . 2 SR 80 NP RS 7 717
* include - W EVLACHIAT . 52 SCHF 80 NP REEU 7 A4 o

* last- WorAmth MR Jn J LT fEfn — N7 Ry, &
Z RS 80 1T, BRABCE N 10.
| - focJ IR B B M AT A2

TEERNAT N L

EXEC

HEE AL O AN RS ARAS, 51 H] show application T4 .

i

ise/admin# show application
<name> <Description>

BREMKSSIE LU SXE4Em, WA13 i



[l showapplication

RootPatch
ise
ise/admin#

w15 2

ise/admin#

Cisco ADE Root Patch
Cisco Identity Services Engine

show application version ise

Cisco Identity Services Engine

Version
Build Date

1.3.0.672
Thu Jun 19 19:33:17 2014

Install Date : Thu Jun 19 21:06:34 2014

ise/admin#

713

TR THY Cisco ISE CLI 455

Cisco ISE UG I IHEFDIRAS GETMAM) o pxGrid. UE BRI . M&T 15 43 i i ik 45 25 3k 7
ALAE T LU IRES

* Running - Cisco ISE l#45 IE#EIZ 1T

* Not Running - Cisco ISE flx%% £ % 4]

» Disabled - Cisco ISE JIR % 2% 1]

Vendor:

PROCESS ID

3688
41 PROCESSES
6041
4533
6447
2363
6297
6324
6263

Cisco Systems,

ise/admin# show application status ise

ISE PROCESS NAME STATE
Database Listener running
Database Server running
Application Server running
Profiler Database running
AD Connector running
M&T Session Database running
M&T Log Collector running
M&T Log Processor running
Certificate Authority Service running
pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled
pxGrid Controller disabled
Identity Mapping Service disabled
ise/admin#

i 4

ise/admin# show application status RootPatch
Root Patch installed, and enabled

ise/admin#

5

ise/admin# show application version RootPatch
Root Patch VERSION INFORMATION

Version 1.3.0

Build Date March 21 2014 13:04PDT
ise/admin#

Wl EREHRSIIECL S/, K13
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showbackup [}

AXER
application configure , #§ 10 71
application install , %5 9 UT
application remove , 3 17 UL
application reset-config , i 18 UiI
application reset-passwd , i 20 5T
application start , 2 21 1T
application stop , £ 24 I
application upgrade , 2} 25 UL

show backup

BRIR RGO T LTS AR, 15 7E EXEC #0 F{#H show backup @14 .
show backup [history | status]

history B RAGE A I L5 R
progress BRARG L& IIRE.
TEERNAT N L

EXEC

TR RGP AL KAVRZS, W show backup i 2.

i

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

BREMKSSIE LU SXE4Em, WA13 i
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. show banner

w5 2

se/admin# show backup status
% Configuration backup status

oo

backup name: mybackup
repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:

%% Operation backup status

% backup name: mybackupl

% repository: myrepository

% start date: Wed Apr 10 02:39:02 EDT 2013
% scheduled: no

% triggered from: Admin web UI
% host: ise.cisco.com
% status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

ise/admin#

HXER
backup , i 28 I
restore , 5 59 UL
repository , & 159 11
show repository , 2 99 T
show restore , f 100 JT

show banner

TR E SRR AV S G hRE, i EXEC i N {1 show banner 7% .

show banner [post-login | pre-login]

post-login W RTE Cisco ISE IR 4528 11 o8 280 CLI & 1R AL & 8 % 515 .
pre-login W RTE Cisco ISE IR 4528 11 o8 a0 CLI & R AL & H S X 75 S o
TCERINAT Jy B
EXEC

W SRSHIRESSIEECUS5EME. A3
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TERERE

show cdp

TERERE

showedp i

1E353)) SSH 211 {8 ] show banner 74 . 41K %3 SSH & 1EEGE L 7E Cisco ISE & #5177 Hhlid
BRI A SR, BB E “WARNING Maximum active ssh sessions reached” /l%,uo

BRI CJA I ERPR LMY (CDP) #: A W15 5, 7% EXEC X {1 H show edp #r 4.
show cdp [all| neighbors]

all B A R ERP R I .
neighbors R BRI SLAR .

TEBRAT H B

EXEC

A U0 ARV B DR CDP 4L s, 5 d ] show cdp 4.

w51

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

{5 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9
Port : ethO
Address : 172.23.90.114

CDP Neighbor: isexp-eswb
Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD

BREMKSSIE LU SXE4Em, WA13 i
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[l showclock

Port : GigabitEthernet0/5
Address : 172.23.90.45

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9
Port : ethO
Address : 172.23.90.115

CDP Neighbor: 000c290fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9
Port : ethO
Address : 172.23.90.111
ise/admin#
AKX ER

cdp holdtime , £ 116 T
cdprun, 117 7T
cdp timer , %5 118 1T

show clock
BRI RNRGHANMFIH. H. HY. A, SRS, i§4F EXEC 2L # 4 show clock iy %o

iy & BA KBTS

show clock

TEERNAT N L

EXEC

[E3EEi
PLR 7R () show clock % Hi AL 5 Wi tH: LI (UTC) Bk MR g A FRUERT 1] (GMT). S gl fH 6 Ao
I8 6
5l

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#

R EM
clock , %f 32 11
clock timezone , %f5 119 71

W SRSHIRESSIEECUS5EME. A3
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show cpu

showepu i

R CPU {5 B, 157E EXEC #5X F i i show cpu fir 4.
show cpu > file-name
show cpu statistics
> W R ) 20
Sfile-name BHLE ] IR SCAF I AR
statistics B8 CPU SiHE R .
| i H A AT AL
* begin - VLRSI 2 SCHF 80 NP REEUTF 71
* count - ¥t PIRAT L. A8 HUR I INECT-
| - T B R AR B
*end - AVCACHIAT SR . B % SCHF 80 N A REEUTF 747
* exclude - HFFRVLACHIAT . f % SCRF 80 DN REE 45
~include - ELFFUEREIOTT . B SCHF 80 A7 BEHCT 744
* last- o th W55 ) UAT . fElm— N Rty . &
2 YRR 80 1T, BRIAKEA 10.
| - B A B A AT A
ToBRNAT h B
EXEC

PAE CPU {5 B A THME S, 16l show cpu 4,

BREMKSSIE LU SXE4Em, WA13 i
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[l showenypto

i

ise/admin# show cpu

processor: 0

model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914

cache size: 4096 KB

ise/admin#

w2

ise/admin# show cpu statistics
user time: 265175

kernel time: 166835

idle time: 5356204

i/o0 wait time: 162676

irg time: 4055

ise/admin#

X EM

show disks , %% 85 T
show memory , 2f 94 TT

show crypto
SRR R O A BN T I A PIARACE PIAE B, 18] show erypto fiv & .

show crypto authorized_keys

show crypto host-keys

show crypto key
authorized_keys R G S P AU P R .
host_keys TR FG S BN
key SR EG s P R IE R
FoERIAAT hy B
EXEC

W SRSHIRESSIEECUS5EME. A3
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show disks .

TERERE
LA TS P B BCE IR, 1516 H show crypto fiT 4>

w51

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

w15 2

ise/admin# show crypto key
admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

AR ERM

crypto , 5 39 UL

show disks

B ORHIASE E RS E B, 1 AE EXEC FER R d ] show disks v 2.

show disks > file-name

> KAt HE 1) 230
file-name FETRE A (1 SCAF R A4 K

| M A
begin - DL HIRER . 34 30HF 80 TR F 47
« count - 1R AT AL 265 RO TR AT
|- R A
end - DAPCREHIATEY . $% 3085 80 DI T 747
« exclude - HERICREAOTT. e SCFF 80 N EERCT 774
«include - (1 IFRHTT . Jt %345 80 AN FERECF S5

* last- o 55 JUAT . 7Efn — N TRl inses. &
LR RN 80 4T ERINKE N 10,

| - oA (K B AT AL A

BRSSOl S, MK 13
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[l showicmp-status

TEBRINT Jy B
EXEC

TER¥EE
A BARE S RGN 6 4 SR show disks it % .

Gt

ise/admin# show disks
disk repository: 24% used (3325484 of 14877092)
Internal filesystems:
/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#

AKX E R
show cpu , 5 83 L
show memory , % 94 T

show icmp-status
BE R EIC M I S PR (ICMP) (Rl ma by i & 45 &, T 7E EXEC #iz0 N ] show icmp_status

T

show icmp_status > file-name

> Vot ) S0P
file-name BUHE ] IR ST AR

W SRSHIRESSIEECUS5EME. A3
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ER¥EE

show icmp-status ]

B iy

* begin - VLRCHIBEA . 5% SCHF 80 A BEAUY 747
* count - it AT TG A8 BUR A I 7
| - VFE A B AT i %

send - AVLREIAT S5 . e 2 SCRF 80 N AR 245
* exclude - HEFRVCIR AT T % 32 HF 80 N R
s include - WEVCHCINAT « T % X HF 80 NF R T

“last- R OEJE JUIT. ERE AT RRIACE .
2 HE R 80 7. BRIAE N 10.

| - f5e ) AR B AR T AT i % o

o

T
TAF

TEERNAT N

EXEC

BIEY G T M 450 B B (ICMP) [R12% i MY L &5 5., 188 show icmp_status 74 .

RN

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

i 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#

HXERR
icmp echo , 5 130 1L

BREMKSSIE LU SXE4Em, WA13 i
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B show interface

show interface

BRORICE TP B LR R IR, 3 /5 EXEC AU N 11 show interface 74
show interface > file-name

show interface GigabitEthernet {(0-3}

> g Hh R 1 B SO

file-name L SE ) 4 DU E R ST 44 5

GigabitEthernet R TIE LR M A5 R

0-3 TIE LR R G 5 T LI DUR e — My 04 1. 24 3.

| K A A A
* begin - VLACHIREA . 52 SCHF 80 A7 REECT 745
* count - i H AT VB, AR EU S AR N
*end - LAVEMCHIAT A . B 2 SCRF 80 7RIS 217
» exclude - HEBRICHOMIT . % 3CFF 80 TR 747 .
«include - W ILHLHIAT . 5% SCRF 80 AT BT 747

e last- Bk B G LT ERe — N7 RRnEr. &
LR 801T. BHAWE M 10.

TEBRIMNT g B
EXEC

AR
1t show interface GigabitEthernet 0 %t 1, #7] LUE 21482 1147 = A IPve Hihik. 55— DT b
Bk CBL 3ffe T3k 2 HICRA B hBC BRI 45 . ST T0IRA A SR E B W TAE, 2%
T A IPve il s . N Nbhik (DL fe80 FF3k) 2B ATATE £ M L2 AW HE B A Hh b
Hko JGigst IPve HBIACE L DHCPVO L E, HORHIGAE BIFE A bt . d5 ) — Nkl (BL2001
JF3K) &M TPv6 DHCP JIR %Ak I 45 5L o

BREMIRESIE CU 2545/, RA13
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show inventory .

i

ise/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4
NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
ise/admin#

2

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:O0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

HxEM
Interface , 5 131 1L

ipv6 address autoconfig , 5 132 I
ipv6 address dhep , 5 134 1T

show inventory
B IRAT A5 45 5 (04 Cisco ISE W& B S HIFP415) , 157k EXEC Ui H] show

inventory iy % .

show inventory > file-name

> R A L 1) S0

BRSSOl S, MK 13
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Bl showip

TR THY Cisco ISE CLI 455

file-name

SEHE B 5 SRS A K

BT A
* begin - VLECHIBE. 52 SCHF 80 TR 745
* count - i IOAT VK. 78 T HUS R N T
*end - LILFEIAT S5 R e 2 SR 80 T REEUCT 74
* exclude - HFFRVLACIAT o $3 2 SCFF 80 PRI 7 4F
*include - BEFVLRLIIAT . e SCRF 80 7 BEACT- 745

* last- Worm b KB 5 LT fElda — NP Ry &
ZCFF R 80 1T, BRINIKE A 10,

o

TEERNAT Bl

EXEC

TERERE

P Cisco ISE % &5 5, &1 H show inventory fiy % .

Gt

ise/admin# show inventory

NAME: "ISE-VM-K9

PID: ISE-VM-K9 , VID: V01
Total RAM Memory: 1035164 kB

CPU Core Count: 1

CPU 0: Model Info: Intel (R)

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda
Disk 0: Capacity: 64.40 GB

DESCR: "ISE-VM-K9 chassis"
SN: H8JESGOFHGG
Xeon (R) CPU E5320 @ 1.86GHz

Disk 0: Geometry: 255 heads 63 sectors/track 7832 cylinders

NIC Count: 1

NIC O0: Device Name: ethO

NIC O: HW Address: 00:0C:29:6A:88:C4

NIC O: Driver Descr: ethO:

registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#

show ip

BRI IP B {E S, 1/ EXEC # i H show ip fir4 .

Wl EREHRSIIECL S/, K13
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[E3Ei =]

show logging B

show ip route

route B IP BEfER.
TCERINAT R BAH
EXEC

P2l WoR 1P H K

A5l

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#

show logging

BHIR R G H B (syslog) RPRASFIFRHE R G H Hd R M IX A2, i/ EXEC U T fiEH] show
logging 1% .

show logging > file-name

show logging applicationapplication-logfile-name

show logging internal

show logging systemsystem-logfile-name

> et i b T ) SO

file-name B ) R 40 H AR AE RIS AR
application WoRMNHH &

application-logfile-name I H &SR A FR

BREMKSSIE LU SXE4Em, WA13 i




[l showlogging

TR THY Cisco ISE CLI 455

internal

BRRGHERE.

system

BRRGMNARGHE,

system-logfile-name

ARG H BT

system-file-name

ARG H B4 AR

i B 1 A
* begin - P, 55 2 3CHF 80 T BHECFE 747
* count - 4 T AT V. 70RO TS AT
*end - LAVCRCIATSE R . Je 2 SCFF 80 AN REEUF 745
* exclude - HEBRVEACIMAT . $5 % SCRF 80 NP BT 7 4F
«include - ELEVLACHIAT . 5522 SCHF 80 DT REEU A 745 .

* last- Worfir i W85 LT« fEBa — AN TR i I
Z R 80 1T BRIARE N 10,

‘ o

TEERNAT L

EXEC

[E3Ei =]

ﬁtfﬁé\mﬁmﬂ?%% El oM gl%%ui/ﬁ: El /u\laiﬂ/]’lj(:u\ ’ @ﬂﬂ‘ijﬂﬂﬁﬁb

il WS S X EEND 5 H &l

i

ise/admin# show logging

0 Feb 25

1781 Feb 26
4690 Feb 26

0 Feb 25

0 Feb 25

0 Feb 25
38784 Feb 26
16032 Feb 26
32947 Feb 26
63738 Feb 26
146292 Feb 26
13877 Feb 26
129371 Feb 26
27521 Feb 25
345031 Feb 25

2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013

Wl EREHRSIIECL S/, K13

system
15:

tallylog
maillog

cron

spooler
boot.log
btmp

wtmp

faillog
dmesg
messages
lastlog
rpmpkgs
secure
anaconda.syslog
anaconda.log

PAR E WA H S sk H bR (4%



TR =8 T8I Cisco ISE CLI 5%

0

1272479

567306

24928

0
ise/admin#

w15 2

T E Cisco ISE

Jul
Feb
Feb
Feb
Feb

ise/admin# show

1527
2830
2438537
17439

0

0
483905
1526
94736
789
4066560
1527
1527
2389104
2438633
0

4066560
4063736
478957
61
4066560
2435451
2438549
124
457939
2498
480764
0

0

148
19718
480896
9392
1821

0

51094
281579
25966
18115
79506
1527
2438494
84171
1433269
66

0

1527
4063736
2438
145
11514
423
3249
15587
1401

0

355

0

1750

Oct
Sep
Oct
Sep
Sep
Oct
Oct
Oct
Sep
Sep
Oct
Oct
Oct
Oct
Oct
Sep
Oct
Oct
Oct
Sep
Oct
Oct
Oct
Sep
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Sep
Oct
Sep
Sep
Oct
Sep
Oct
Oct
Oct
Oct
Sep
Oct
Sep
Oct
Oct
Oct
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep
Oct

i

BE]

2011
2013
2013
2013
2013

2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014

logging application

show logging

mail/statistics
ade/ADE. log
audit/audit.log
sa/sa26
pm/suspend.log

mERIN R H SO, T BL T 2

profiler.log.2014-10-03.1
prrt-management.log
caservice.log.2014-10-05.1
console.log

edf.log

report.log
ise-psc.log.2014-10-01.1
profiler.log.2014-10-02.1
bootstrap-20140930-232340.1og
ocsp.log
deployment.log.2014-10-03
profiler.log
profiler.log.2014-10-04.1
deployment.log
caservice.log.2014-10-03.1
identity-mapping.log
deployment.log.2014-10-06
deployment.log.2014-10-05
ise-psc.log.2014-10-04.1
dbalert.log
deployment.log.2014-10-04
caservice.log.2014-10-01.1
caservice.log.2014-10-02.1
diagnostics.log
ise-psc.log.2014-10-05.1
collector.log.2014-10-01
ise-psc.log.2014-10-02.1
redis.log
netflowreceiver.log
report.log.2014-10-01
crypto.log
ise-psc.l0g.2014-10-03.1
caservice bootstrap.log
collector.log.2014-10-02
dbconn. log
caservice.log.2014-09-30.1
ise-psc.log
dbmanagement. log

ad agent.log
deployment.log.2014-10-01
profiler.log.2014-10-05.1
caservice.log.2014-10-04.1
ise-psc.l0g.2014-09-30.1
caservice.log
dblistener.log
collector.log
profiler.log.2014-10-01.1
deployment.log.2014-10-02
monit.log

prrt-server.log
caservice-misc.log
redis.log.2014-10-01
guest.log
profiler.log.2014-09-30.1
replication.log

mds. log
identity-mapping-mgmt.log
tracking.log
netflowreceiver.log.2014-10-01

BREMKSSIE LU SXE4Em, WA13 i



. show logins

6276 Sep

44446 Sep

265518 Oct

149278 Oct

0 Sep

58156 Sep

82476 Oct

581 Sep

0 Oct
ise/adming

show logins

30 2014 23:26:58
30 2014 23:36:15
06 2014 14:03:00
06 2014 14:00:01
30 2014 23:31:51
30 2014 23:37:59
01 2014 00:00:01
30 2014 23:35:21
06 2014 14:00:01

TR THY Cisco ISE CLI 455

pxgrid/pxgrid-install.log
ca_appserver/catalina.out
localStore/iseLocalStore.log
appserver/catalina.out.2014-10-06
appserver/manager.2014-09-30.1og
appserver/catalina.2014-09-30.1log
appserver/catalina.out.2014-10-01
appserver/localhost.2014-09-30.1log

appserver/catalina.out

BRIRARGERHIRE, B4 EXEC #ix i show logins T4 .

show logins cli

FIHY el M1 3l =

cli
TEERINAT A
EXEC

EFH?E]#
i eli BT
il
ise/admin# show
admin pts/0
admin pts/0
admin pts/0
reboot system
admin ttyl
reboot system
setup ttyl

reboot system
wtmp begins Thu
ise/admin#

show memory

W, SRAA R,

logins cli
10.77.137.60
10.77.137.60
10.77.137.60

boot 2.6.18-164.e

boot 2.6.18-164.e

boot 2.6.18-164.e
Aug 5 16:05:36 201

Fri

Fri

Fri
15PA Thu

Thu
15PA Thu

Thu
15PA Thu
0

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

(S C, NE N E; N E; o) e el

still logged in
09:30 (00:33)

08:43 (01:26)
(17:49)
down (00:00)
(00:06)
18:07 (00:24)
(02:02)

LR PATIBAT HERE I NAFAE TR, if/E EXEC #230 EH] show memory i<

Il EREHRE5IECUSEiERE,

hRA 1.3



| #4782 F1ER T Cisco ISE CLI &%

[E3Ei =]

show ntp

E3iEi =]

PE AT AT KRB TS HL

show memory

TEERNAT N BH

EXEC

EHEECATHINAE, H1H show memory 7T .

Gt

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#

show ntp B

BN M A (NTP) SCHERRAS, 576 EXEC #0 ~M#H show ntp 4.

iy & VA KBTS

show ntp

TEERNAT N L

EXEC

FEAF MY (NTP) S5, 51l ] show ntp 4.

BREMKSSIE LU SXE4Em, WA13 i



Gt

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80

TR THY Cisco ISE CLI 455

synchronised to local net at stratum 11

time correct to within 11 ms
polling server every 128 s

remote refid st t when poll reach delay offset jitter

*127.127.1.0 .LOCL. 10 1 9
171.68.10.80 .RMOT. 16 u 11
171.68.10.150 .INIT. 16 u 11

64 377 0.000 0.000 0.001
64 0 0.000 0.000 0.000
64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#
X EM
ntp» 55 149 77
ntp server , A3 153 UL

show ports
PR R B R FT A SR TR B, 5 AE EXEC T 1] show ports i

show ports > file-name

” et EE S 1) ST
Jfile-name S E [ I SCAF IR A4 B

|

i B AT A2

* begin - PLRLHIREA . 552 S0FF 80 AT RHEU P 74T
* count - fir HH FAOAT T4, A B0 TS I
| - VR A T AL
cend - AVLRCHITTEE . B2 SCRF 80 N R4
* exclude - HEFRILACHIAT . 2 SCHF 80 DRIP4

s include - W& VEHCHIIT . % 3CHF 80 MNEBIEUF 745

* last - WorH 5 JUAT . )G PR inEcy . m%E

CHFER 8017, BRINKCE N 10,
| - o i B T AL o

Wl EREHRSIIECL S/, K13



| #4782 F1ER T Cisco ISE CLI &%

TEBRINAT Jg B
EXEC

TERTERE

S

show process ]

MR 1241T show ports fir 2 i, B A EA BTG 8216 .

Gt

ise/admin# show ports
Process Jjava (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8

005, 0.0.0.0:9990, 0.0.0.0:8009,

0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.0

.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,

0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696, 172.2

1.79.91:1645, 172.21.79.91:1646

Process timestenrepd (21516)

tcp: 127.0.0.1:56513, 0.0.0.0:51312

Process timestensubd (21421)
tcp: 127.0.0.1:50598

Process rpc.statd (3042)
tcp: 0.0.0.0:680

udp: 0.0.0.0:674, 0.0.0.0:677

Process ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293

Process timestensubd (21420)
tcp: 127.0.0.1:51370
Process redis-server (21535)
tcp: 0.0.0.0:6379

Process portmap (2999)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process Decap main (22728)
—-—-More—-—

show process

PR EN NG, 1E7E EXEC BixX N H show process 172 .

show process > file-name

> Rt TE 1) 2 S0P
file-name FETRE A (1 SCAF A4 K
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T B RHER T8 Cisco ISECLI 5% |
[l showprocess

CRTIE) o fth T2z i,
* begin - VLACHIBEA . 5% SCHF 80 A7 BEAUY 747
* count - it H AT VHEC. 75205 A IS
cend - ILFCHAT SR . e 2 S HF 80 NP BEEUC 74
* exclude - HFFRILACIIAT . $3 2 SCHF 80 PRI 7 4F
«include - ©EFVLRLIIAT . e SCRF 80 N BECT- 745

“last- BRI UBLR JUAT. 2RISR ISR . B
23 H T 80 4T IARE N 10,

o

TEERNAT N B

EXEC

EiEi =]

% 4. Show Process E% 15 Bf

FE 1t AR

USER BRI .

PID 1D

TIME S5 J A H i 4 RIS ] o

TT i TR 1) 25 3
COMMAND A3 AR RERR B & R 2R AR
il

ise/admin# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 2 events/0

W SRSHIRESSIEECUS5EME. A3
|




1T R~ T8 Cisco ISE CLI 5%

root 6 00:
root 7 00:
root 10 00:
root 11 00:
root 170 00:
root 173 00:
root 175 00:
root 239 00:
root 240 00:
root 458 00:
root 488 00:
root 489 00:
root 492 00:
root 493 00:
root 500 00:
root 509 00:
root 536 00:
root 569 00:
root 1663 00:
root 1664 00:
root 1691 00:
root 1693 00:
root 1695 00:
root 1697 00:
root 2284 00:
root 2286 00:
root 2318 00:
rpc 2350 00:
root 2381 00
—-—-More—-—
ise/admin#

show repository

BN EEI SCE N 2, 1 4E EXEC #3 N 1 ] show repository 14> .

show repositoryrepository-name

RS I B B B B R I B B R S S S I I R S LAV ERIV RN B S ERIC IV IRV NIV IV ]

khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapdO
aio/0
kpsmoused
mpt_poll O
scsi_eh 0O
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0

show repository

repository-name

LAFHH N AR BT 552 SR 30 M REEC - 545

TEBRIMNT Jy B
EXEC

TERTERE

AT AL, 15T show repository 74

BREMKSSIE LU SXE4Em, WA13 i



T B RHER T8 Cisco ISECLI 5% |
B show restore

Gt

ise/admin$# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#

HXER
backup , i 28 1L
restore , 45 59 L
repository , £ 159 T
show backup , & 79 T
show restore , % 100 1T

show restore

SRR LSRR RS, 1575 EXBC B0 M ] show restore i<

show restore {history | status}

history WIORRGE W T il
status BIRRFEF IR
TCERIAT M BAH
EXEC
FHE™
w151

ise/admin# show restore history

Wed Apr 10 03:32:24 PDT 2013: restore mybackup-CFG-130410-0228.tar.gpg from repository
myrepository: success

Wed Apr 10 03:45:19 PDT 2013: restore mybackupl-OPS-130410-0302.tar.gpg from repository
myrepository: success

ise/admin#

ise/admin# show restore status

%% Configuration restore status

o data found. Try 'show restore history' or ISE operation audit report

peration restore status

o=

W SRSHIRESSIEECUS5EME. A3
|
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show running-config .

% No data found. Try 'show restore history' or ISE operation audit report
ise/admin#

fAXER
backup , i 28 i
restore , 5 59 L
repository , £ 159 I
show backup , % 79 71
show repository , 2 99 L

show running-config

ERfEE

B R Y RIS AT E S e B N A, 1 E EXEC A T H show running-config 74 .
AP ES PSS IIE 28

show running-config

EXEC

show running-config iy % 7] /s T AT IS AT AL EAS R .

Gt

ise/admin# show running-config
Generating configuration...
|

hostname ise
|

ip domain-name cisco.com
|
interface GigabitEthernet 0

ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.23.90.1

|

élock timezone UTC

|

ntp server time.nist.gov

|

ﬁsername admin password hash $1$JbbHVKVGS$SxMZ/XL4tH15Knf.FfcZZr. role admin

|
service sshd

BREMKSSIE LU SXE4Em, WA13 i



[l show startup-config

TR THY Cisco ISE CLI 455

|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on

|

ise/admin#

HXERR
show startup-config , 5 102 7T

show startup-config

TERERE

Il ERE40R

RN A B L E SO AL B RN 2, 5 AE EXEC #i  f# ] show startup-config ir4> .

BT WAT KRB TS HL

show startup-config

show startup-config 772 7] /R 7 8 0 & A5 B .

Gt

ise/admin# show startup-config
|

hostname ise

|

ip domain-name cisco.com
I

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 171.70.168.183
!

ip default-gateway 172.23.90.1
|

clock timezone UTC

I
ntp server time.nist.gov
I

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZzZr.

F5IE CLI %15/, RA13

role admin
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show tech-support ]

|

service sshd

!

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords

min-password-length 6
|

logging localhost
logging loglevel 6
|
cdp timer 60
cdp holdtime 180
cdp run GigabitEthernet O
|
icmp echo on
|
ise/admin#
fAXERE
show running-config , #§ 101 1T

show tech-support
SRR A I A I BORSC R R R, 1 £E EXEC B3N /1] show tech-support i 4.

show tech-support > file-name

show tech-support filefile-name

> e B 1 B 1) 230
file B AT B SR B DS 7 SR AEA B A
file-name LRAFEAR SRR ST 44 o e 2 SRR 8O R 7745

R AD 22 A A5 B Bos A
EXEC

ERER
show tech-support iy 217 Bl T4 S HE SR i 45 KA K Cisco ISE IR &5 #8 15 8 o 244135 1) @,

S B R A PR SC R

BRSSOl S, MK 13
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. show terminal

Gt

ise/admin# show tech-support
KAk hkhkhkhkhkhkkhkhkhhhkhkhkhkhkdhkhkhkhkhkhkdhkhhkhkhkhhhhhhkhhxkx*x

Displaying ISE version
khkhkkhkhhkkhkhkkhkhkkhkhhkhhkhhkhkhhkhkhkhkhkhkhhkhkhkhkrkhkhrhkhkhkhhkhx*k

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R R R R R R R R R R R R

Displaying Clock

R IR IR I Ik b b Ik b b b b b b b b b b b b b b b dh b b b b b 3k b b b b b b b 2

Tue Oct 21 11:24:08 IST 2014

R IR I Ik kb b b b b b b b b b b b b b b b b b b b b b 3k b b b kb b b 2

Displaying UDI

ER T I S

ISE-VM-K9

ER T R S

Displaying ISE application status

R R R R R R R R R R R R R R

ISE PROCESS NAME STATE

--More--
(press Spacebar to continue)
ise/admin#

HXER
show interface , Zf 88 UL

show process , £ 97 UL
show running-config , % 101 TT

show terminal

SR R &SRO E SO E G R, TE/E EXEC BT 1] show terminal 74

E3iEi =]

AP EEPSs SRl S (8

show terminal

TEERNAT N L

EXEC

THHIR T show terminal %y F1 1B .

Wl EREHRSIIECL S/, K13

TR THY Cisco ISE CLI 455

PROCESS ID
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show timezone B

% 5. Show Terminal = E% 15t FH

FEB WEER

TTY: /dev/pts/0 MR 4 £ 28 AR Bon bR H

Type: “vt100 “ GO ESE 2 S i AR

Length: 27 lines Lo R K

Width: 80 columns L BRI TE R (RN 555D

Session Timeout: 30 minutes W GG K (AT 480 .
il

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#

show timezone

HFHEORARS FRERINIX, 54 EXEC #3 N {# H show timezone 4.
L WA R F RS

show timezone

TSP EEP ST SIS (8
TEBRMT B -
EXEC

TERERE

Gt

ise/admin# show timezone
UTC
ise/admin#

BRSSOl S, MK 13
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T B RHER T8 Cisco ISECLI 5% |
B show timezones

X ER
clock timezone , % 119 71
show timezones , 2f 106 UL

show timezones

TESREUE A NP IR X 51 Z2, 15 EXEC #2181 ] show timezones i 4.
By 2B R RS 5L

show timezones
TCERIAT N B .
EXEC

FHE™
0] FF Cisco ISE R4 25 I X 78], 1524 clock timezone — 7 o

T

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako

—--More--

(press Spacebar to continue)
ise/admin#

HxEH
clock timezone , 5 119 1L
show timezone , % 105 T1

show udi

B2 R8T 5K Cisco ISE 4 Pl — Ve 45 R IRAT (UDD) (15 &, i 75 EXEC B N i ] show udi fir 4.
IRV EEPS iy e

W SRSHIRESSIEECUS5EME. A3
|
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show uptime  [JJj

show udi
TEERIAT A B -
EXEC
TEMTEE
=l

ise/admin# show udi
SPID: ISE-3315-K9
VPID: V01

Serial: LAB12345678
ise/admin#

w52
BIBLE VMware k5525 Fiz4T show udi iy 20, ¥ S~ N .

ise/admin$ show udi
SPID: ISE-VM-K9
VPID: VO1

Serial: 5C79C84ML9H
ise/admin#

show uptime

B IRIE G 3% Cisco ISE &2 IS (A B, 157E EXEC #55 N ] show uptime 174 .

show uptime > file-name

> K i ) R 1) 3 S A
file-name U E 0] () SR A4 PR

BRSSOl S, MK 13
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T B RHER T8 Cisco ISECLI 5% |
B show users

Bt AB AT A
* begin - VLACHIBEA . 5% SCHF 80 A7 BEAUY 747
* count - it AOAT T4, A8 R A I 7
*end - DAVLECIIAT S M. B2 SCRF 80 AN R 7 4
* exclude - HFFRILACIIAT . $3 2 SCHF 80 PRI 7 4F
«include - ©EFVLRLIIAT . e SCRF 80 N BECT- 745

“last- BRI UBLR JUAT. 2RISR ISR . B
£ 3 H R 80 7. BARE N 10,

o

TEERNAT N B

EXEC

FHERE
i FH it show uptime iy 4> AJ K 75 48 8 5% Cisco ISE IR 45 a5 (1 I [A]H 5
w51
ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
show users

P R BB % Cisco ISE R F I3, 15 7E EXEC #5 F fi FH show users 774,

show users > file-name

> e B 1 B 1) 230
file-name L ) I ST (K44 K

W SRSHIRESSIEECUS5EME. A3
|
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show version B

o BT AL
* begin - VLACHIBEA . 5% SCHF 80 A BEAUY 745
* count - it AOAT T3, A8 R A I 7
*end - DAVLECIAT S Ao B2 SCRF 80 AN R 7 4
* exclude - HFFRILACIIAT o $3 2 SCHF 80 PRI 7 4F
«include - ©EFVLRLIIAT . e SCRF 80 A BECT- 745

* last- oAt KR Ja JUIT. a7 iy, &
2 RN 80 1T, BRABLE N 10.

o

TEERNAT N B

EXEC

FHE™
13 show users 14 1] ) £ UL 5 5% Cisco ISE IRZ5 231 H P I 513

Gt

ise/admin# show users
USERNAME ROLE HOST TTY LOGIN DATETIME
admin Admin 10.77.202.52 pts/0 Tue Feb 26 20:36:41 2013

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#

show version
G IR KRG A AE B A 2223545 B, 5 7E EXEC B2 T~ show version iy %o

show version > file-name

show version history

> KA Hh T 1) 2030

BRSSOl S, MK 13
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T B RHER T8 Cisco ISECLI 5% |
[l showversion

file-name BUH S 7] R SO AR
history SREAERA ) St % A5 S

| i A AS AR R
 begin - ISELAIRE . I 0 FF 80 M FRELT 44
« count - 4y P RIAT U AL, 75 P HUR TR BT
»end - LACHC AT Je % S0 80 AN FRE T 745
» exclude - FEERUCALHIAT . S SCHE 80 ST RIS 744 -
include - (475 ICAL AT . I 30HF 80 ST RIS 747 -

* last- o 55 JUIT. fEfda — N TRl nses. &
Z S FF RN 80 1T . BRINKE N 10,

o

TEBRANAT N B

EXEC

AR
Ay 2 0] B R <4 Cisco ISE 4% 251247 B Cisco ADE-OS I A E B, 8 75~ Cisco ISE
RAS
=151

ise/admin# show version

Cisco Application Deployment Engine OS Release: 2.2
ADE-0OS Build Version: 2.2.0.127

ADE-OS System Architecture: x86 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: Positron

Version information of installed applications

Version : 1.3.0 Vendor: Cisco Systems, Inc.
Build Date : June 13 2014 15:39PDT

Cisco Identity Services Engine

W SRSHIRESSIEECUS5EME. A3
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1T R~ T8 Cisco ISE CLI 5%

Build Date : Fri Jun 20 19:32:13 2014
Install Date : Fri Jun 20 21:06:00 2014

ise/admin#

{5 2

ise/admin# show version history

Install Date: Fri Jun 20 21:06:46
Application: ise

Version: 1.3.0.673

Install type: Application Install
Bundle filename: ise.tar.gz
Repository: SystemDefaultPkgRepos

Install Date: Fri Jun 20 21:57:46
Application: RootPatch

Version: UNKNOWN

Install type: Application Install

PDT 2014

PDT 2014

show version B

Bundle filename: RootPatch-appbundle-allinone-x86_64.tar.gz

Repository: carsapps
ise/admin#
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T B RHER T8 Cisco ISECLI 5% |
[l showversion
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%‘4%

Bic E455X T 89 Cisco ISE CLI ip S

AREAHLERLE (config) B3 N 1) Cisco ISE #iy 247 4L (CLI) #i %o AZEMIBE N2 2 G 2 bl
Bt dr A Ak, AR R A AN AN TR ) T LB
o EHATHEA T U BB BRI, 56 114 0T
 {ERCEBIX NACE Cisco ISE, 35 115 T
© {ERCE FRGUTECE Cisco ISE, 28 116 1T
° CLIFLE A BABE , 5 116 1T
* cdp holdtime , £ 116 7T
e cdprun, 117 W
* cdp timer , i 118 1T
* clock timezone , i 119 TT
* conn-limit , 2 123 BT
* do, %124 1C
* end, 127 UL
* exit, #5128 i
* hostname , 5 128 71
* icmp echo , £ 130 T
* Interface , 2 131 7T
* ipv6 address autoconfig , #§ 132 T
* ipv6 address dhep , 3 134 L
* ip address , £ 136 It
* ip default-gateway , & 137 L

* ip domain-name , £ 138 I
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B B8 T Cisco ISECLI &% |
B enTeEt TsnaRsEEs

* ip host, 139 UL

* ip name-server , i 140 0T

* iproute , 7 142 1L

* kron occurrence , i 143 UL

* kron policy-list , 3 145 TT

* logging , # 147 UL

* max-ssh-sessions , 5 148 T

e ntp, 5 149 7T

* ntp authenticate , 3 150 TU

* ntp authentication-key , £ 151 1T
* ntp server , 5 153 I

* ntp trusted-key , 5 155 UL

* rate-limit , 5 156 U1

* password-policy , # 157 JU

* repository , i 159 UL

* service , 5 162 I

* shutdown , 5 163 1L

* snmp-server community , 5 164 J{
* snmp-server contact , 3 165 I
* snmp-server host , 3 166 T{

* snmp-server location , 5 167 I

* username , & 168 L

ARITRA TR ECERRN

fE EXEC #i:F, #n]LLlliiZ4T configure &X, configure terminal (conf t) iy & HE A it & 1 5 .
ETFAEPATHL T B4 A Cisco ISE CLI i AR & My 2o HELERE i iy 2 77 SISk N L & T g
SE T TR .

FLRH A E R, i exit. end B Ctrl-z iy % .

Ji & v 2 fU i interface. Policy List Al repository.

T AERC AN ATHCEAESS . BB IR IC B 5, DAEAE AR S8 BN 28 Ik v S 1) O P 0
LER

W SRSHIRESSIEECUS5EME. A3
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i E1&3% T #Y Cisco ISE CLI 7%

rEEEATES CiscolSE [l

MR E I, 1L 2 fEBRX Cisco ISE IR 5543 B HT A SN IR A, (HETHR 2 RisiT TR

f£44ﬁﬁ4%,

« copy running-config startup-config

« write memory

Ei BRI TECE Cisco ISE

ST AAE PG EAS S i A G B MG B 7 KAy R B Ciisco ISE R 55 4 A 5K B it B

%
g
N

i\ configure terminal 1] JE A FC B AL

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.

ise/admin (config) #

(configuration mode)

FERCEA M AR (2) WA & 813

ise/admin (config)# ?
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-limit
username

CDP Configuration parameters

Configure timezone

Configure a TCP connection limit from source IP
EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions
Negate a command or set its defaults
Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

HENFCE A FEERCH LA E A NS 2l i S N R Z IR EE R P TR )2 R . AR
JEIR, AT LK iy 4 H B A\ 2 Cisco ISE Bt & 1.

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

L AR R B AR IR S N exit TR AL B AR EXEC #ix. 4% exit I, Cisco ISE 2B HH—/N 2R
AR A B — AN 2R SR exit I, Cisco ISE 2§ #53H 3] EXEC ZX.

ise/admin (config)# exit

ise/admin# exit
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B B8 T Cisco ISECLI &% |
B &EEFiEX TS CiscolSE

EiE F1R TEC & Cisco ISE

T BLLERE T T TR RT B A0 0T exit 28 end iy 4 I8 MR IR S 7
HRAG

L1 %1\ configure terminal 1] JE AL B AL

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

HEARCE TR

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# ?

Configure ethernet interface:

N
g
N

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipve Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet)# ip ?
address Configure IP address

I3 LEAT A PR T AL TN exit T HA AC B T RN i B AR 2

ise/admin (config-GigabitEthernet) # exit
ise/admin (config) # exit
ise/admin#

CLIELE < .“ﬁiklxﬁ

CLI R i 2w RAERNEN, ok BB LU BOAME. BOAEILT, K28 2a T4
HPIRZS fJH:*Tﬁ/RT i BOATE AR 45 R 5 AT se i 214 no TR 45 SRAR ] o

HZ, EERATEOLT, %J“ﬁuu AT R ARG, I Bk R B E N LB NME . XL T,
a2 BRAE S R a4, JF HR AR e B BRI

3

cdp holdtime

SR E BAMUR A NAE T L W ER B Cisco ISE k55 2% B9 R B s (0 i st 1a], 35 e e B AR T
{ ] cdp holdtime iy %> .

cdp holdtimeseconds

TR BN E, R ar 21 no B

W SRSHIRESSIEECUS5EME. A3
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| EE# T8 Cisco ISE CLI %

no cdp holdtime

cdp run B

holdtime o e 1 15 1 SRR R DLW SULR 7 s TR]
seconds WS AREINTEE (D) o [EFVEEN 10 3 255 75,

RN CDP {REFH ] (FF) 4 180,

Configuration (config)#

SRR DL R A7 I ) AR RR IR TR RS AEORFFIN RIS, i s 2 T IR

[EiET=)
RIS A R R R I BUE B
cdp holdtime 2 HAli— 245 B0, SARAHIR.
5
ise/admin (config)# cdp holdtime 60
ise/admin (config) #
HXER
cdp timer , 5% 118 1L
cdprun, 117 1L
cdp run

BRI £ LA RIS, T AERCE RN A edp run 4.

cdp runGigabitEthernet

LR ELI A s 4 1) no B

no cdp run

run

JE BRI 2448 ] edp run fiv4 1) no JEZI, w4k
RV RF AL
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. cdp timer
EFH ;EI g2

it E183% T #Y Cisco ISE CLI 7%

GigabitEthernet (i) o fie BRI B A AR R I T IR UK R L
0-3 o BRI R LSRRI B T-JR K 2 L 4 5
TEBRNAT A BH

Configuration (config)#

S & BAT - AES L, S HOV RO AR Ll g O 4 e, e BP0 LR
B AR B

iR

cdp timer

e A BN BB T B R IR s T e 0 L. MR sheOn, e L BR BN, AR5
PR B SRR IR

Gt

ise/admin (config)# cdp run GigabitEthernet 0
ise/admin (config) #

X E@M
cdp holdtime , %5 116 7T
cdp timer , 5% 118 1L

BEFR T Cisco ISE 55 %5 Acik IR B S B 4, T 7ERC B A edp timer 4>

cdp timerseconds
LRI A BRONBEE, A a4 1) no JE .

no cdp timer

timer LAFR R PR I 18] 1) B 204 7 AT o

Wl EREHRSIIECL S/, K13



| EE# T8 Cisco ISE CLI %
clock timezone B

seconds ¥ CiscoISE it 45 % A6 SRR LM SCE Hr v A () o
HIVEEE A 5 3 254 5.

BRI 18] (R BE B 60 (FB)
Configuration (config)#

TERTERE
SEREA DL 5 A7 I 1) s OR R IN TR RS AR ORI RIS, Bl a4 2 T S8R
IO A R R A B B RS S

cdp timer iy Ul NS W, SRR,

T

ise/admin (config)# cdp timer 60
ise/admin (config) #

HXERR
cdp holdtime , £ 116 T
cdprun, #1177

clock timezone

FERERX, EERER N N clock timezone 14 .

clock timezonetimezone
BRI X, 148 A2 1 no JE.

no clock timezone

timezone it E RSN .
timezone K BRI A o] DL X SRR e B 22 SR 64 AN AR+
Fo
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B B8 T Cisco ISECLI &% |
B %= CiscolISE 5 A MEX

PriEtH S (UTC)
Configuration (config)#

TER¥EE
ARGAEN BRI UTC IN 16 W REA IS B QT RREE I D, ] DR DCIR, [R50/ DR
W A REAE RGN R WL X DL SRR AN I X AL X, 1203 4-10 4-2 F14-3) .

A

IR G 9N AT . % show timezones f1 H L Cisco ISE JIRSS 2% 51 (6 i w] FH It
XFK. PN IE BRI

Gt

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

HXE@M
show timezones , i 106 71
show timezone , % 105 71
Pk Cisco ISE " i FH I IX , 28 120 T
LI, 5 121 1T
PRHMEIF X, 55 122 5T
WX, 55 122 5T

i & Cisco ISE 15 & H1 YA [X

et A JSTE Cisco ISE W% B8 i X £ S 80 & F B Cisco ISE N AT . B, H{ith
BEE W FRONEE AR X, A DAFE 222 B IS kR X (BN E UTC)
IS X 4 5% AN [F] Cisco ISE 1 A 2R (352

TN R Tk, LN SR,

MITREZEISETim
g YA B N SR S ol N e R e | R

W SRSHIRESSIEECUS5EME. A3
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® LB X

i E1&3% T #Y Cisco ISE CLI 7%

EAX

WERETCRE A EECT D, AT LR A
s MKAFINIX . CHSHTAIIIX . )

* \iZ 17 151 CLI iZ4T application reset-config ise 774

4B ISE T5 5

S BT RN X 2 R BRI P AT ]

D SRS A B SR S R I DX DA B 32 A XA ], AT BT 4
| GERER K R
o SRS X DA 5 2224y mi i X AH ]
« MiZ 26 CLI iz47 application reset-config ise 7% .

o R R M 32 Y R B R

R6: RATERX (8

HERHAMR B X &R

BRI

GMT. GMTO. GMT-0. GMT+0. | #&MeifibrdEmf[a), 5 UTC —FF

UTC. #&MRmif. S HH &

GB EAE

GB Eire. Eire TR

WET VEBRIN ], 5 UTC —#f

CET HEKIS RS, 78 UTC ARG Fn 1 /s
EET ZRBRINFA], 75 UTC I5EAE Fin 2 /N
L ITE DN

EST. ESTSEDT AREARUERT ], 7€ UTC BI3ERE LIk 5 /N
CST. CST6CDT HgL kRS ], 7E UTC FERE_L 0K 6 /N
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B xATHER

it E183% T #Y Cisco ISE CLI 7%

GRS AIR

BT X Z#R

MST. MST7MDT

WX FRUERTE], #E UTC HI3ERE B9 7 /Nt

PST. PST8PDT

KOPEERRAERT I, 75 UTC HOJER IR 8 /i

HST

B FARHERTF], 7E UTC FIFEAE Bod 10 /e

B K H) A B (X

A

PEL

S B X

XA X, AN B SO, A IR () R e AT B il A/ T L

K7 RAI2BERINTLEX ()

SEAFITE

BRI 1 #0 HAE DK | BTl 31 Aii 17 9 i B 5 4 /R

(ACT)

8% oy L EIR Oy

S0 B Wil 2 5 S0 B By (LHI) RIRA

It Wrra BUR 1 (NSW) I B

&3 e BET T Je W AN
Yancowinna

iR

Wl EREHRSIIECL S/, K13
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| EE# T8 Cisco ISE CLI %

conn-limit

conn-limit [

®8 RAIWMNHEX (8D

I

LA TE 7 N 7] ITELEETI

Be] e Fi Bl FEFE T By EL 48 Buy e EL 48

LA IL LK L% 245

VIS S b EL e pEd IR

e HR Columbo PNCE

S oip] it F 31

piibay W 7RV itk iz

PIRPER 5E PR ST E A1 2R AL (ERIAE A

HIS % > I Afi ZR Hegehn LEAR

I A% 2K I B ER

FHEURY SR AE K e

SN E Y TP Mk A N TCP MR IR, W5 AERC B AT 66 conn-limit 7y . TR IZIhAE, T 1
HI Bt 4 mo T3,

<1-2147483647> TCP JEHEIHE .

ip (nfik) o N TCP 3% #2 BR HIKJ8 TP Mk,
mask (AIE) o ZENH TCP % FRAIFIE 1P H#E8 .
port (Af3k) o BN TCP RPN H brim 15
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B do

TERTERE

do

it E183% T #Y Cisco ISE CLI 7%

TEERNAT L

Configuration (config)#

1§ F It conn-limit iy & 13RS 99 4~ TCP &, W /bF 100 NMiER:, KRGS BRI EL

% Warning: Setting a small conn-limit may adversely affect system performance

Gt

ise/admin (config)# conn-limit 25000 ip 77.10.122.133 port 22
ise/admin (config) # end
ise/admin

AXER

rate-limit , 5 156 UL

BN B A BT AT B B AT EXEC REYON M4, AT AR T do s
doEXEC commands

EXEC commands FREPAT EXEC RELAIM#4 GESE 9: £ 4-4 Do fir
M4k (22 D .

R9: R44Do TR LIEI (B0
we i8R
application configure Hic B 2 N
application install ZrdEd ez I,
application remove W2 N H .
application reset-config BN A B EE N BN E .

Wl EREHRSIIECL S/, K13



i E1&3% T #Y Cisco ISE CLI 7%

do B

we WLER

application reset-passwd Sy FR e P A .

application start e B 5 I

application stop {5 1L EAA AR N

application upgrade TFe s 58 R T o

backup PAT A (Cisco ISE FIEEL ADE OS) K4 43 ECEEAEAit e
2ip

backup-logs K¢ Cisco ISE 55 & K B A7 H s 64 BT R4

clock {E Cisco ISE JIe 55 & i B R e 4l

configure HEAHC B

copy B SO IR S E) H A5 o

debug SRR A DL T R s B, RIS TR
BB REBUE . SO PR

delete MR Cisco ISE JIR 45 H i1 S0 A

dir S Cisco ISE 455 1 i1 3044

forceout SR AT Cisco ISE T U/ BT 251 o

halt AEI k<] Cisco ISE 45 8%

mkdir BUER H .

nslookup AT R0 1 [Pv4 8% IPv6 Hidk s M4

password BB CLI Mk #%hs

patch LA T LB AN T

ping s I FE R GEN) TPv4 Hhhk sl M4

ping6 T LR R GE R TPV6 Hidik.

reload W1 JA 3l Cisco ISE 55 4%

restore AT PR SRR R 45407
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it E183% T #Y Cisco ISE CLI 7%

B

B i RA

rmdir TERELAT 1 H 2%

show FEAT G Cisco ISE 55 #8115 B

ssh JH B IR RGN 231

tech RPEARSIRE L (TAC) i %o

telnet T BEFE RA I Telnet EH .

terminal length B KRR SR,

terminal session-timeout WE TG Zome i RS sh#E I,

terminal session-welcome VB T KA I R GG B

terminal terminal-type i TG B I 2 15 PR 2 i e 1) i (R 28 20

traceroute PREFIERE TP HhHE(R 6 .

undebug S B 5 DL Ay S I ) CRRR B 5 il
W, AOAVKE . BCE. W BHEBUE . SO AT A
b8

write TR RIS AT BOE SEHIRE P IS os M S8 IO B R SR SR Hiz
ITRCERRIRREINCE . Wl Ers i E.

TEERINAT A i

Configuration (config)# or any configuration submode (config-GigabitEthernet)# and (config-Repository)#
[E3Ei =]

TERC & Cisco ISE 45256, nI A H UL do fir 2 KHAT EXEC #iv 4 (i show. clear ll debug i) .

PAT EXEC dr& )i, FRGURF IR 0] 31 85 1 A e B A

5

ise/admin (config)# do show run
Generating configuration...

Wl EREHRSIIECL S/, K13



| EE# T8 Cisco ISE CLI %

end

E3iEi =]

end B

|
hostname ise
|
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6é address autoconfig
|
ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
!

clock timezone EST
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
I

service sshd

|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
I

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--
ise/admin (config) #

BEEPCY I E S 1R M 2] EXEC B, TS AR ERL MMM end 4.
A S W H RS HL
end

TEERNAT N L

Configuration (config)#

AE R E AR NI RAE TRGUT, ey S ik R AR AT
SRS E IR P B PATF A USRI TSP BRI, A A4
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B exit

exit

TERERE

hostname

B B8 T Cisco ISECLI &% |

Gt

ise/admin (config) # end
ise/admin#

AXER

exit, 5 128 T

BEMAT A C AR IR H 21 CLI B2 kg i i) N — M sk, i 7ERC S F AT exit dr 4.
exit

AT SPEEPSs SRl S (8

TEBRNAT B

Configuration (config)#

exit 7172 H T Cisco ISE 4528 A 4 iy 212 UE H 8 CLIBEUZ kG N — A s 5.
wltn, fEECERR TS exit Ay A AR [ 2 EXEC B, 7EECE TAE R0 exit #iv4 A [0 2 B
B, )RR EXEC LT, exit iy4 Al FIE ! EXEC A2 I JT5 Cisco ISE IR 45 2% F 2
Pz,

ot

ise/admin (config) # exit
ise/admin#

HXxER
end, 127 1
exit , =5 128 1

BRE RGNS, AR E SR T H hostname iy 4.

W SRSHIRESSIEECUS5EME. A3
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| EE# T8 Cisco ISE CLI %

hostname .

hostnamehostname

hostname EHIAFR . 2 SR 19 DN PR AR R RIZ (). ML
IR AASIE B AT ko

TCERINAT J BAE

Configuration (config)#

TN TSR, WHAE “hostname” #iy4 ) CLI Bt & MO Fi b &t “Ctrl-C” 4,
MRSt &AL PR T RE S, FRLe N FHALE AT IH BN, s i o L4 . i
25¥% Cisco ISE T i & TAE LIEIRE

E IR I K 73— “hostname” B E CLI,  DAMERE EHLA4 BCE 4 BT il AR -

18 [ hostname 741 XY HT =414 . hostname 172 [ — AN S| 2R B AE R AL B T R HIL— K.
EWAL DA G—ANBHG B, SRERR.

G SRAGAE H Ay 2 TE 8T Cisco ISE RSS2 A4, W RSO Bon LR 250 B

)

% Warning: Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition, if
this ISE node will be joining a new Active Directory domain,
please leave your current Active Directory domain before
proceeding. If this ISE node is already joined to

an Active Directory domain, then it is strongly advised

to rejoin all currently joined join-points in order to

avoid possible mismatch between current and previous

hostname and joined machine account name.

A0 00 AP A° d° d° Jd° o A0 A° e

T

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Collector...
Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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Il icmpecho

icmp echo

[E3Ei =]

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...
Stopping ISE Database processes...
ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Monitoring & Troubleshooting Log Collector...
Starting ISE AD Connector...

it E183% T #Y Cisco ISE CLI 7%

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.
ise-1/admin#

T HC R R S ICMP) [ W Y, 15 AERC B AL N E ] icmp echo i 4.

icmp echo {off'| on}

echo il & ICMP [FI3E M0 MY .
off A% ICMP [F]3% i
on Ja JH ICMP [BiE IR 3

ARGUR ICMP [FBEMINATIT D —FEIERB1T.

Configuration (config)#

i FH It iemp echo 774 AT T FF 8 IC ] ICMP [BI3& 0 Y. o

Gt

ise/admin (config)# icmp echo off
ise/admin (config) #

AR ER

show icmp-status , %% 86 1
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| EE# T8 Cisco ISE CLI %

Interface .

Interface
ERCE R DR IRI N AR E S, TEERC E R interface 14 . a2 ¥H no £l
A\

ER VMware EIWLABEAVFZ WIS L, RARBG TS 2 BN LRT 2542 1 (NIC) RIH0RE
interface GigabitEthernet {0 | /| 2| 3}

GigabitEthernet WL T LUK 45 T,
0-3 S 0 -6 LUK L 3R

)

E® {Cinterface My 2 A T-IC LK b 1452 5, BIRTHEN config-GigabitEthernet it & 750 (1
Z: [ LN BE LD .

do EXEC fir %o SVFREAEIBIRHATHTMT EXEC T2
end iB tH config-GigabitEthernet F# 2 I3 [A] FFAA T LK
exit B config-GigabitEthernet fitl & 1 #i:\,.

Ip PR O NCEARE S IR R ES R T

ipvé6 M DHCPv6 IR 55 # L IPv6 [ B L & ik A1 IPve Hidik.
no FE A A & TE . A A S AT -

*ip - N2 LTHCE TP Huhik A 25 HE 6
ipv6 - AL E 1Pv6 Hutik,
* shutdown - < F1#E: .

shutdown FHEEN,

BRSSOl S, MK 13
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B B8 T Cisco ISECLI &% |
. ipv6 address autoconfig

TEERIAT A i
Interface configuration (config-GigabitEthernet)#

TER¥EE
A LU interface ir W0 B 142 1 LASCRE s Ko

Gt

ise/admin (config) # interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

X ER
do, 124 5
ip address , % 136 UL
ipv6 address autoconfig , i 132 1T
ipv6 address dhep » £ 134 11T
shutdown , #j 163 T1

ipv6 address autoconfig
FAH IPv6 TR HANRCE , TEERCE R N H interface GigabitEthernet 0 7%, Iy %A
no JE=.

AR, IPve ik B AL & F Linux H 4T /8 FHRA . Cisco ADE 2.0 &fEB/TRCE H b 2 F H
(R AT #2101 7 TPv6 bk A S ACE .

interface GigabitEthernet {0 | /|2 ]| 3}

GigabitEthernet LB TIRLORMEEO,
0-3 BEPCE T IR LK W v 111 4o

W SRSHIRESSIEECUS5EME. A3
|



| EE# T8 Cisco ISE CLI %

TERTERE

AR |

TEERNAT L

Interface configuration (config-GigabitEthernet)#

IPv6 JOIRAS H B B AFEAE B A v T IP Hudik i 2 4B e . IeBeUR nl @ BRRA Y FE i vk . 188 m) DA
show interface iy W iF AP I BE A B .

Gt

ise/admin (config-GigabitEthernet)# ipvé address autoconfig
ise/admin (config) #

HXER
show interface , % 88 Il
ip address , 5 136 71
shutdown , £ 163 UL
ipv6 address dhep , 5 134 1L
show running-config , £ 101 5T
Mo E IPve AIBIICE , 2 133 1T
BARRSRY EINEE » 2 134 1T

BcE IPv6 B hECE

LA H IPve OIS HENELE, 1EEE ARG E B i H interface GigabitEthernet 0 7%

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

2 IPv6 HBIHCE I, I8 AT H B BRI 8 1 B e

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipv6 address autoconfig
|

T LA show interface GigabitEthernet 0 iy % i /n 2 BB . 78 NI =E1 4, &0 LUR 2% 8
LI =/ IPv6 k. 25— ARtk (DL 3ffe FF3k) mIff FHCIRAS H shEC B REL .

BREMKSSIE LU SXE4Em, WA13 i



IEFRFAY RINGE

B B8 T Cisco ISECLI &% |

IR BBIECE IEH T, SO0 T M ERHIPve M iE s . bk (LA fe80 1)
S AT YO B EHLZ AR B A bk

T A& IPv6 HE)NLE & & DHCPv6 IL'E , BIEA S G R EA L. &5 — bk (2L 2001 FF
3L) M IPv6 DHCP JIR 4 #3351 .

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:O0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

BIERRFAY RINAE

BIOUFRAAY R DhRe R O A . BT LS H] show mterface GigabitEthernet 0 iy %o 7] LLFA 2Py
NEZNECE N — S RRH Y R, AR EARRRAY R A k.

ELL R R, MAC b 3ffe:302:11:2:20c:291F:feaf:da05/64 H I RFC3041 Hilib 15 MAC, TijlafAd™
JEHhE A 302:11:2:9d65:€608:5929:d4b9/64 ,

Hhanh 5 N AR a2kl

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:O0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#

Ipv6 address dhcp

Wl EREHRSIIECL S/, K13

LM IPv6 575 THLAC E P (DHCPv6) [ g5 s AR AN 52 1 TPve ik, 754 11 e B AR ST A
H ipv6 address dhep 174 ZEAFE L PR iz bk, 54 A A4 1) no B,



| EE# T8 Cisco ISE CLI %

TERERE

A

ipv6 address dhcp

TEBRNAT N B

Interface configuration (config-GigabitEthernet)#

T

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

)3 H] 1Pv6 DHCP I, 32 ATHC B2 o AN 4 HB A -

|
interface GigabitEthernet 1
ipvé address dhcp

ipv6 enable
|

ipv6 address dhcp

e

IPv6 ToIRAS H B & A1 IPv6 DHCP Muhik 3 A HAHHEF . n7E[E—3 O [F B IPve IR B3

fic & A1 IPv6 DHCP Hhidik-.
& ] Ll show interface 74 7~ FH T4 2 $2 L 1) IPv6 ik,

6 IPv6 TR B E AT IPv6 DHCP Huhik i, 1247l & 23 o Zulin s f v &

interface GigabitEthernet 1
ipv6 address dhcp
ipv6 address autoconfig

ipv6 enable
|

X ERM
show interface , 2 88 Uil
ip address , 5 136 UL
shutdown , % 163 71
ipv6 address autoconfig , % 132 I
show running-config , #f§ 101 7T
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Il iraddress

Ip address

)

it E183% T #Y Cisco ISE CLI 7%

TR TICVOR N H ¥ TP Mk R 25 Hiahs, 1570+ O RGBSR H ip address 4.
ip addressip-address network mask

LR 1P bk sl AR H] TP AL FE, AT I Air 4 1) no TE .

no ip address

patis

T L2 0 B EAN R TP it o Gy RAE BRSO BB 5y — N
Prit FIACE D3R, ] e BT _EId AR

ip-address IPv4 Hhihik,
network mask KB IP T M AR
2

Interface configuration (config-GigabitEthernet)#

76 TP Huhk 5F O R, WSAE “ip address” v H) CLIFL & ot bk i “Cul-C” 4,
M RGeS T AL PR P RE AL, JELE R FHZ AT 1H TP Mok, 7y e 2 4 B B 1P Mk
B BL 2 Cisco ISE 19 fUE THE TABRES . MEIE LMD 152 R 55— “ip address” it
CLI, AR 1P Huhih & & 4 B s O4H

S B AN e A AR I, SR ERRR

T

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

Wl EREHRSIIECL S/, K13



i E1&3% T #Y Cisco ISE CLI 7%
ip default-gateway ]

'show application status ise' command.
ise/admin (config-GigabitEthernet) #

X EM
shutdown , £ 163 Tt
ip default-gateway , %5 137 UL
Interface , £ 131 UL
show interface , % 88 71

ip default-gateway

B LEBCE AT TP BRI OG, TEFERCE BN TH] ip default-gateway i 4.
ip default-gatewayip-address

LA IIRE, WA A2 1K) no T2

no ip default-gateway

default-gateway 58 SCas TP btk (R BRI Y K
ip-address ERIA ST TP Huudik,
CU2EH .

Configuration (config)#

TERERE
WRIEMAZ AN ZHEAMANSE, SRR,

Gt

ise/admin (config)# ip default-gateway 209.165.202.129
ise/admin (config) #

HXER
ip address , % 136 UL

BRSSOl S, MK 13
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. ip domain-name

B B8 T Cisco ISECLI &% |

Ip domain-name

245E X Cisco ISE JIl %5 # T 58 ML A BRI 4, WEFERL SR N M ip domain-name 774 .

ip domain-namedomain-name
LEIZIIRE, WA L2 1K no B,

no ip domain-name

domain-name E X BRI 4 .
domain-name AT R ENLIERINE L . 208 2-64 NF R T F5F .
EAIE}EH o

Configuration (config)#

76 1P A4 e S &0 1, anRAE “ip domain-name” #ir4>[) CLI BU & B S0 e &t “Ctrl-C”
e, WIRGEAFNPRASTTRE R, FLe N AR A IR, RS A B4
BEAE L2 Cisco ISE 9 s B T-HE TARIRAS . LI DL s 502 & 53— “ip domain-name”
BC & CLI, DMERNE 344 1 0 T it i

WERERM A NS EOE N B> TR SO, S A E R
W ARAEAL Ay &4 Cisco ISE k55 as BUBrs 44, B s DU M &5 B :

Warning: Updating the domain name will cause any certificate using the old
domain name to become invalid. Therefore, a new self-signed certificate using the new domain

name will be generated now for use with HTTPs/EAP. If CA-signed certificates were used on
this

node, please import them with the correct domain name. In addition, if this ISE node will

be

joining a new Active Directory domain, please leave your current Active Directory domain

before

proceeding.

Gt

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #

W SRSHIRESSIEECUS5EME. A3
|



i E1&3% T #Y Cisco ISE CLI 7%

Ip host

ERfEE

iphost I}

AXER

ip name-server , i 140 7T

B TR A 5E 4 IR e B4 (FQDN) PR LR eth0 Z AMP) ethls eth2 1 eth3 28 LUK,
WEA R E AL N {EH] ip host v 4o

* Cisco ISE AbBIFZAALE AT HE 7] URL I, 208 IP Huhik B4 4 Cisco ISE 79 2iff) FQDN.
ip host [ipv4-address | ipv6-address] [host-alias | FODN-string]

T ER ML 44 AT FQDN 258K, 15 68 H] it i 2 (1 mo JEX.

no ip host [ipv4-address | ipv6-address] [host-alias | FODN-string]

ipv4-address [ 2% 12 1111 TPv4 Hiuhil: .

ipv6-address W 2% 12 1111 TPv6 Ml .

host-alias FHLN R IE S He 45 P 28422 IR 24 K
FQODN-string W £ 42 1K) 5842 PR E 3844 (FQDN)
TeERINAT N BAE

Configuration (config)#

STFE 1PV Hudil A% A FE

< SERRORTL: AP N, R4 e, SARE S E. i,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334

AR HERRRRAL T T s P ANIESE B AU th AL il
2001:db8:85a3::8a2e:370:7334

< ST PUA R IR (IPv4 WL A TPv4 FEZTE TPv6 Huhl) o fildn, ::ffff:192.0.2.128

fH ip host 74 R 4 IP Mk WS VS 0 =W LM 44 F1 582 B E 4 (FQDN) #4575 . ‘B T4 ethl,
eth2 Fl eth3 &5 LKW 02 R ULIC ) FQDN. i/ show running-config fiv4 UL & EHLI 4 € Lo

BREMKSSIE LU SXE4Em, WA13 i



Il irname-server

it E183% T #Y Cisco ISE CLI 7%

] DAL =L 44 A1/E FQDN A7 8 o WAL P AME, U ML 44 42005 FQDN 45 5 1)
H—EBVUAL . G AR FQDN #4553, Cisco ISE 2318l FQDN #4t URL ¢ IP #iuhik . 4n 54X
PEOLEMLA 4, Cisco ISE 285 EHUM 4 5 FTBC & 1 1P 344 4145 LU 52 3411 FQDN,  JfH FQDN
B4 URL w0 4842 11 TP Hbik .

w51

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no)

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Stopping
Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Monitoring & Troubleshooting
Monitoring & Troubleshooting
Application Server...
Profiler DB...

Monitoring & Troubleshooting
Database processes...
Database processes...
Database processes...
Database processes...
Monitoring & Troubleshooting
Profiler DB...

Application Server...
Monitoring & Troubleshooting
Monitoring & Troubleshooting

Note: ISE Processes are initializing. Use
CLI to verify all processes are in running state.
ise/admin (config) #

2

yes

Log Processor...
Log Collector...

Session Database...

Session Database...

Log Collector...
Log Processor...
'show application status ise’

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no)

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Stopping
Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Monitoring & Troubleshooting
Monitoring & Troubleshooting
Application Server...
Profiler DB...

Monitoring & Troubleshooting
Database processes...
Database processes...
Database processes...
Database processes...
Monitoring & Troubleshooting
Profiler DB...

Application Server...
Monitoring & Troubleshooting
Monitoring & Troubleshooting

Note: ISE Processes are initializing. Use
CLI to verify all processes are in running state.
ise/admin (config) #

AXER

ip domain-name , % 138 1L

Ip name-server

B AE DNS A v F2 A8 44 IR 45 2% (DNS), AR B T ip name-server it 4.

T PABCE 2] PUA> DNS AR%s 4% o

ip name-serverip-address {ip-address*}

Wl EREHRSIIECL S/, K13

yes

Log Processor...
Log Collector...

Session Database...

Session Database...

Log Collector...
Log Processor...
'show application status ise'



| B E48 T Cisco ISE CLI %
ip name-server .

LRI, WAL 21 ne T
no ip name-serverip-address {ip-address*}
S

R AT no JEAURT AECE M ER T AT AL IR S5 & o AT LA (1 me JEAANIL AN TP 44
PR REM R 1% 4 IR 55 2%«

name-server T B LA R4 44 IR 25w 1 TP Mbhik o
ip-address WAL RS g itk
ip-address* (Afig) o HAth I A2 IR 4525 1) 1P bk
R T DA RSS2 L E = A TPv4 HuliERT—AS TPv6
k.
TCERINAT g B

Configuration (config)#

TFRER
1§ F ip name-server iy >IN S8 — MG RS 282 S —ME, RASERIMAHZRS 2K
fid T 1P Hudik,

T LU TPv4 B IPve MhbREs A Ik S5 dsds N B R Seh o Sm] DU A i S L E — 2 = IPv4
Hohito WRIECON RGBT DUANRA IS5 4% WA 20 22 /D MR — AN I 55 A e s I FeAtL 542 ik 55
o

SRR A IR S5 A5 AR S M, DM T R G E T 1255 &%, a2 it a2 1) no JE UM B
P o5 4 ARG A REdk k.
T8 n] LLIEREANEB R 3l Cisco ISE IR554%: (02, a3

i

ise/admin (config)# ip name-server ?
<A.B.C.D> Primary DNS server IP address
<A.B.C.D> DNS server 2 IP address
<A.B.C.D> DNS server 3 IP address
<X:X:X::X> 1IPv6 DNS server address
ise/admin (config)# ip name-server

BRSSOl S, MK 13
I -“




B ip route

Ip route

[E3Ei =]

B B8 T Cisco ISECLI &% |

w5 2
fas ] AAERC S TP 3k 42 IR 4548 5 B 2 L R .

ise/admin# show run | in name-server

ip name-server 171.70.168.183 171.68.226.120 64.102.6.247
ip name-server 3201:db8:0:20:f41ld:eee:7e66:4eba
ise/admin#

w153

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must restart
ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)

AXER

ip domain-name , % 138 L

T A, RN E A ip route v A . EIMMBRERASE L WA A A1) no .
ip routeprefix maskgatewayip-address

no ip routeprefix mask

prefix HFrI) IP % tHAT4s .

mask H A T 2R HERL

ip-address AT BAZ M — Bk TP Huhk.
TCERINAT g BAE

Configuration (config)#

TOIMCER AR, 7 e A e KRG TE CENTCEsh A G N M 240 42240, {HAR
HRUE . A P TER A, DR AN TG 2EAOK I ol HO R A5 A B o e AT T LU
b it £ RS

W SRSHIRESSIEECUS5EME. A3
|



i E1&3% T #Y Cisco ISE CLI 7%

kron occurrence B

HAR ip route 7y 7] H T-7E MUY Cisco ISE 19 s g A i, (Hibdy 22365, v LUNREAS
Fe 0 SCERIA B 1, I HonT DABRAIRAS KRR 1P 46 K [R50, IXAE 242 11 TP 715 s Hh o [ A 11
EZ T R ERCE N H N, A9 50 1P 2 LRI AT P W a2 i 1 B 3 20
SR IP e A RIBRIN R G H) R — Bk 7E Cisco ISE 5 ril_EC 2 AN BRI Hh 23 11 BR A PR EL A 5
PATR 7254 4 n e e B 22 AN BRI % 1 -

5%} Cisco ISE 1514 ethO. ethl. eth2 I eth3 43 17 & LA F 2% FIC & -

ISE InterfaceIPNetworkGateway
192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115 192.168.115.

.0
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

e

ip route fiy & EILAL AT T SCRENZ I ER A i o

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.114.1

LIET7RE “ip default-gateway” J& BT $2 11 Ao dee Jm 06 FH % b

show route 174 1] W7~ fi [ ip route iy &0 2 FIFRF AR Kt CERIA K (HATIEBRIA RS (D ARG B 1)
B CEFSEH “ip default gateway” v HCE I D Mt . &4 BRI B L B0,

iR

RS R ) TP kI, o SR AT i 2R e o DR DA AN i el F R D A2 0 ik il i
A H s B AT R E I ER . 26 2 Wos B4 JEi Vs ) A%

w15 2

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #

kron occurrence

T HE— AN N A T R AR € HIAI ()i 4T B R I2 4T, SRR B R N HH kron
occurrence 3. TAMERZ R, EMHH 41 no B,

kron occurrenceoccurrence-name

occurrence TR BRI A2 o

BREMKSSIE LU SXE4Em, WA13 i



B B8 T Cisco ISECLI &% |
B kron occurrence

occurrence-name FHFRAAFR . B SR 80N TR 74T, GHSIHLL R4
ARELB] . D

A

iR 7F kron occurrence 1% I occurrence-name 2 J, BIATHEN config-Occurrence fitl & T2
GHEZ B LA N EED

at Tt SR S e 1 L EUARI ()32 4T . Y at [hh:mm)]
[day-of-week | day-of-month | month day-of-month].

do EXEC 14, SRVFEIEIEA N AT EXEC fird.

end 1B H} kron-occurrence Mt B A 21 ] B HAT R

exit B HY kron-occurrence it B AT .

no TE A AL A 2 TE R

A=A R H
sat- ff}7%: at [hh:mm)] [day-of-week | day-of-month | month
day-of-month].
* policy-list - 5 & FFLLBAT I KM S . 5 2 SCHF 80
B4

* recurring - IV 5 5 PAT M A1 3K

policy-list T FAFEOSAT K fir & Y LR S

recurring e SRR BT,

8 Wi kronoccurrence KEE, MAEIZATU LI &40 #) kron
occurrence FL'E 5, L MIER .

TEERNAT N L

Configuration (config-Occurance)#

W SRSHIRESSIEECUS5EME. A3
|



| EE# T8 Cisco ISE CLI %

TERERE

A

kron policy-list .

{# ] kron occurrence HI policy-list iy & R 2 HE— AN ul 22 AN SEIE H1 3 [ I 32 AT 15 LUAH 3] 1) Ik 8] [7] g
BT .

¥4 kron policy-list 7% 5 cli 425G Al HI W] Gt iy & I FERE P SR, 1SR A 15 B2 22 HE A TR g I 1)
{E Cisco ISE 55 #1217 1) EXEC CLI i %«

e

~

ST kron AT I, RGHATHIME -2 FR GRIEAIMNTED G &0 Mgben, M fr 3
A B i

R

FEBUEIRE T GUI f# &I (Administration) > R4t (System) > &2 #0iL & (Backup and Restore)
LI 22 HE I B e 5 25 o

1. SEEHR

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # recurring

config-Occurrence) # exit

config) #

2. EHEH

ise/admin (config)# kron occurrence DailyBackup
ise/admin (config-Occurrence)# at 02:00
ise/admin (config-Occurrence) # exit

ise/admin (config) #

3. SE&HR

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) # exit

config) #

AXER
kron policy-list , £ 145 T

kron policy-list

Tk iy A B RE P SR 4R G 44 FR F3E N kron-Policy List it & A, IE7ERC E A R H kron
policy-list 7% . M a2 SRR 7 0w, 1548 b dr 2 1 no 2

BREMKSSIE LU SXE4Em, WA13 i



. kron policy-list

TERERE

Wl EREHRSIIECL S/, K13

A

it E183% T #Y Cisco ISE CLI 7%

kron policy-list/ist-name

policy-list Oy fiir A R Y SRS 8 0 A4 PR
list-name RMEIIR AR I SCFF 80 TR 745

e

7t kron policy-list #7214 A list-name J5, BIWiEA config-Policy List BU'E 1\ GEZ LT
BRI .

cli IR BERR P PAT IR fir & o B2 SCHF 80 N AR~ F 155 .
do EXEC fir 4. AVFEEILBE T AT T EXEC M.
end B H config-Policy List At & 1455 i [ # P AT A
exit IR H bR

no FERE i A T T

s cli - BRI HAT I 2 .

TEERNAT N Bl

Configuration (config-Policy List)#

¥ kron policy-list 7% 5 cli fiy4 4540 FH AT 61 it iy R JERE P g, SRS L5 B2 HEAE 8 g N TH]
{£ ISE IR45%% Li247#) EXEC CLI 74 . {# ] kron occurrence F1 policy list 72 1] 2 HE— 4~ ak £ 4
S F 2 [ IS 3 AT B LA (] ) I 8] [R) B s AT



| EE# T8 Cisco ISE CLI %

A

logging

logging

iR

it CLI ¥ H kron policy-list iy 2 2 HEC B AT £ &4 87T LUIE T Cisco ISE & #E

AT LR 5 A

ot

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackupLogs repository SchedBackupRepo

encryption-key plain xyzabc
ise/admin (config-Policy List)# exit
ise/admin (config) #

AR ER

kron occurrence , 5 143 71

SCE H G0, ARG E BT ] logging 4.
logging loglevel {0|1|2|3(4]5]6]7}
TR, WA LA ne T

no logging

loglevel

M logging A FL'E H &M a4 .

0-7
)

BEE HEH R eg. eSO GERARE T

*0-emerg - E5: RGEANH.

* l-alert - #4R: FFLSLAREATS.

*2-crit - ¥ :
*3-err - 1R

*4-warn - 55

PG
BRI

BENI

* S-notif - W AN: 1EH AR EHER T
* 6-inform - (ERIN) 15 ETH R
° 7'debug - i}ﬁ‘[/ﬂ?ﬁ 1%\ °

BREMKSSIE LU SXE4Em, WA13 i



B B8 T Cisco ISECLI &% |
B max-ssh-sessions

TEERNAT L

Configuration (config)#

[EiEST=)
B4 75 5 loglevel JCiHE T,
15l

ise/admin (config) # logging loglevel 0
ise/admin (config) #

AXER

show logging , % 91 1L

max-ssh-sessions
B4 An S P AN R B ORI R e AT VI (CLY) & ifidiE, TE AR B N d

max-ssh-sessions A7 % .

max-ssh-sessions {0 |/ [2|3|4|5|6|7|8|9]|10}

1-10 k& SSH =ik =E. BIAMEN 5.

M Cisco ISE & LG ] OR Se v s KJF & CLI 2 il ERAEUR BN 5.
Configuration (config)#

TERERE
max-ssh-sessions ZHANF] iy AT FHHIAC E . 5 KI5 2l CLI 2 1R E0 M 224 B ISE 7 B b3 1) 3t
il

W SRSHIRESSIEECUS5EME. A3
|



| EE# T8 Cisco ISE CLI %

ntp

[E3Ei =]

np [

M K CLI 2580,  “Maximum active ssh sessions reached” 14 B 43 /R AE ¢ %A 16 1)
AT AR, I HLAS W] DLZE IR A 2] “Not connected - press Enter or Space to connect” 74 .

AT LR A 6] 6 5 5% CLL, JH{E ] forceout username fir-2-33: 55 11 /7 LA/ TE SN ) SSH 25 1 £
FH B B B KA AT S (CLI) S 1EECE 1 SN A4 T Cisco ISE #5111/ 1) Session IR 1
PLUFA7 % : Administration > System > Admin Access > Settings > Access.

HXEm

show running-config , % 101 T

FHRE NTP BLE, IE7ERCE RS ntp @25 authenticate. authentication-key. server Fl
trusted-key iy 2455 A

ntp authenticate

ntp authentication-key<key id> md5Shash| plain<key value>
ntp server {ip-address | hostname}key <peer key number>
ntp trusted-key<key>

no ntp server

authenticate o T B )95 ) B 3 3631
authentication-key KB AFAT I [RIJE TR 2 B 0 AR 254 .
server ¥ BAEH 1) NTP k45 %% .
trusted-key KB AGAT (P (R J5FE 2 % H 9

K

Configuration (config)#

] ntp Ay 2 W5 NTP fiL'H .
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B B8 T Cisco ISECLI &% |

B EINTP JIRSs, 2 Nl S 78240 (Wl authenticate. authentication-key. server
F1 trusted-key) [1] no ntp fv%. B, WHIRESCHI K H ntp server 4>, Wl 47 server (1] no ntp

il

ise/admin (config)# ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

ise/admin (config) #

ise/admin (config) # no ntp server
ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #

fAXER
ntp authenticate , 2 150 I
ntp authentication-key , 55 151 {
ntp server , A 153 hL
ntp trusted-key , 5 155 UL
show ntp , 2 95 UL

ntp authenticate

Wl EREHRSIIECL S/, K13

B BT I AR S A 56 AIE, 1 48 ntp authenticate (74 . ¥ NTP 54356 1F 25 5 1) i 1] J50KF
UNAICIE
BUERZIIEE, E A kAT 42 1) no TE .

ntp authenticate

authenticate S FH T Bl T35 ) B 3 B

Configuration (config)#



| EE# T8 Cisco ISE CLI %

TERERE

ntp authentication-key ]

{§J1] ntp authenticate iy ] 5 HIFT A I R SR I0AIE. Sbar R nigl, BERaitaS, S0

IGAIE th RE 1EH REAT

WEAR IS EAE IR A BN AT S IR (AEUEIS 00T, RS g5 el Z E M 0iiE, B, A7 Es
Hhe 55 4 it BERC B PREAT R IRAED L WA N AT B4

Gt

ise/admin (config)# ntp authenticate

ise/admin (config) #

AXER

ntp , i 149 7T

ntp authentication-key , 3 151 T
ntp server , 3 153 UL

ntp trusted-key , £ 155 0L

show ntp , 2 95 1T

ntp authentication-key

BRI TRIJEEE E S S0 TR R, T AR TC 2 v R Y I — AR TART RIS S E Y ntp authentication-key

PSP
2o

ntp authentication-keykey idmd5 hash | plainkey value
LRI, WA A2 1K ne JEI

no ntp authentication-key

authentication-key

N S AE AR IR I TR) G 5 B 0 6 i ] o

key id

]

EY L W P RIPRRRT . SCRF 1-65535 2 1) (A1

md5

3 03 B R 2 B 0 s 2K A

hash

SRRAERHI Y. SR RIS AL G %9,
%R 40 MR

plain

SRRSO Jrr st B N ST ) A N S
AR 15 ME.

key value

K5 ik md5 plain | hash DGR 4% 20 254040
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[l ot authentication-key

TERTERE

Configuration (config)#.

{ii ] ntp authentication-key 72> 1] X} I [A]J5 ¢ & NTP 5 ) 56 1F 2 80 45 @ A0 S AR IR AF . %5
I RAV RSP B E . AR I T N2 ntp server fir & 2 /T, 15 S0 HN B 25153 .

BAT OB ZAF AL I NTP 5 03 50 0E 2% 5 (R I ()R AN 2 7] 25

pat i

show running-config iy 215 4 2 W 7R DLV B 22 5 (MDS) B SO U N 3 4, ks U T2 4
2 S s s A% 3. 140, ntp authentication-key 1 mdS
hasheel8afc7608ac7ecdbeefc5351adl18bcYcelef3.

w51

ise/admin# configure

ise/admin (config) #

ise/admin (config) # ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

2

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

3

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)

AKX E R
ntp, #5149 7T
ntp authenticate , £ 150 7T
ntp server , 3 153 GT
ntp trusted-key , 5 155 UL
show ntp , 2 95 1L

W SRSHIRESSIEECUS5EME. A3
|
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ntp server

[E3Ei =]

ntpserver [

B ARV RGN NTP RS 4 AT A PR, IEERCE R R EH ntp server 4. £ AW =6
s s —A4T, HpaRE MRS 2aa — AN SYEESH, HEPXT NTP G40 %IEm 5 &
DA .

Cisco ISE A2 TG %. Al V5 1) () NTP ARk45 2%

BARB PR [ IE S, HUIR TG UE NTP JIRS-#%, Wl 2A 20 fc B 2551

LRk, WA %A1 no B, OB AR ZIMER NTP k5545 F 450 75— NTP fik55
AL

ntp server {ip-address | hostname} key <peer key number>

server RVFRF SR RS AL
ip-address | hostname PLALI B[R] D 10 IR 25 25 1K) TPv4 B TPv6 Huhlok FHL4 . S5

A 255 PR AT

key CRIE) o WA S o % SCHF 65535 NMEUT-F47
A T EHE L ntp authentication-key i 2 H & FH AT &
X, IEFHEIEL ntp trusted-key iy 8 I 325 AT 14358
AE B SR I H AT, S RN B I % 5 TR S R NTP i
22 _Le SUI 2 RN 3 B AR [A]

BOATHOLT, RECEARMTRS 25

Configuration (config)#

WERELE R GG IRE RS A AP, 1R IL ntp server it & FISZAE AT P& AT H] .

WP TTIER, (AXET NTP S0 UE T 5 /2 LT o AERF 2 P12 ntp server 74 2, 1556
7 ntp authentication-key 1721 & UL, 85K L5 N2 ntp trusted-key 174 .

show ntp iy 7] 7R [FD PRAES . AURAT AT C B 1K) NTP IR 55 S8 #8017 1n) SR BEAT B 3 JiE. (i
CACE NTP SA56IE) , Wk & 2 Bon 2 R AL .

2R NTP 55 3 0150 il R IEARE I 5 3 B0l ARSIt 2 S8k 6L, FERPRE Y 0,
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A

it E183% T #Y Cisco ISE CLI 7%

71 NTP BR & 52 S I IERC & 25 E A

17 E SCNTP g5 3 e B A1 5 I E
CISTA]AT NTP g5 s B " —19.

WS GRS O IR 55 51 8 B

AR i S DR R SAE B R R 2 T RE T A 20 2B A BETE .
HXERR
ntp , 5 149 7T
ntp authenticate , £ 150 I
ntp authentication-key , % 151 I
ntp trusted-key , % 155 71
show ntp , 25 95 1L
i NTP 554 5y S e i & 52 E AR 28, 55 154 L

WAFR IR . 55 155 )T

71 NTP R 522 R 3 UEBC & 2 5 2RV E A

YEAVF RS NTP IR 452834

ise/admin (config)# ntp
% WARNING: Key 1 needs

TERAFR B, AR E R T A ntp server 4.

server ntp.esl.cisco.com key 1
to be defined as a ntp trusted-key.

ise/admin (config) #

ise/admin (config)# ntp
% WARNING: Key 1 needs

trusted-key 1
to be defined as a ntp authentication-key.

ise/admin (config) #

ise/admin (config)# ntp

authentication-key 1 md5 plain SharedWithServe

ise/admin (config) #

ise/admin (config) #
ise/admin
ise/admin (config) #

ntp
ntp
ntp

server ntp.esl.cisco.com 1
server 171.68.10.80 2

(
(config) #
( server 171.68.10.150 3
(

ise/admin (config) #

ise/admin (config) #

do show running-config

Generating configuration...
|

hostname ise

ip domain-name cisco.com

interface GigabitEthernet 0
ip address 172.21.79.246 255.255.255.0
ipv6 address autoconfig

ip name-server 171.70.168.183
|

ip default-gateway 172.21.79.1
|

clock timezone UTC

!
ntp
ntp
ntp
ntp
ntp
ntp
ntp
ntp
ntp

authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celefl
authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da37
trusted-key 1

trusted-key 2

trusted-key 3

authenticate

server ntp.esl.cisco.com key 1

server 171.68.10.80 key 2

Wl EREHRSIIECL S/, K13
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ntp server 171.68.10.150 key 3
|

—-—-More—-—

BERI RS

SR EFEPIRA, THH show ntp fir4.

w51

ise/admin# show ntp

Primary NTP ntp.esl.cisco.com

Secondary NTP : 171.68.10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

witRs®s [l

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
5l 2

ise/admin# show ntp
Primary NTP ntp.esl.cisco.com
Secondary NTP : 171.68.10.150
Tertiary NTP : 171.68.10.80
synchronised to NTP server (171.68.10.150)
time correct to within 16 ms
polling server every 64 s

at stratum 3

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198

Warning: Output results may conflict during periods of changing synchronization.

ise/admin#

ntp trusted-key

FERFIN HRA I RS2 A5 AE2 R, A i ME— bR AT Y ntp trusted-key T4 .

ntp trusted-keykey
LRI IIRE, WA B A4 1) no JES.

no ntp trusted-key

R

S

trusted-key

G N LT T
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B rate-limit

key N7 HEE O NTP 5 A3 B 55 B 1) S A5 AT I [A) 45 52 %5 9] i
o WEICHF 65535 NMIT- T

Configuration (config)#

TERTERE
FERAS LB DI INE) NTP JIRS5 a8 211, TR I P5E SO NTP S i ], SR E Rt g n
BIRAFALINR . R DB RIS AGALINR S, XA SCVF NTP IRk 5545 5 R AR D

w1

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp trusted-key 1
ise/admin (config)# ntp trusted-key 2
ise/admin (config)# ntp trusted-key 3
ise/admin (config)# no ntp trusted-key 2
(Removes key 2 from the trusted list).

w15 2

ise/admin (config)# no ntp trusted-key
(Removes all keys from the trusted list).

AXERM
ntp, 5 149 7T
ntp authenticate , 55 150 I
ntp authentication-key , £ 151 T
ntp server , 3 153 GT
show ntp , % 95 71

rate-limit

BENCE VR TP Mk ¥ TCP/UDP/ICMP i LB, 15 70 ld B AR N rate-limit 7% . MR L)
e, 1 LA A1 no 2L,

W SRSHIRESSIEECUS5EME. A3
|
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[E:Ei =]

password-policy  [JJj

rate-limit 250 ip-address net-mask port

<1-10000> & FP 1] TCP/UDP/ICMP 3340 3458
ip-address RN FH B AL R PR A IR TP Hbdik o
net-mask BN FH B L R PR IR TP R o
port LR FH B AL R PR ) H bk 115

TCERINAT g B

Configuration (config)#

T

Gt

ise49/admin (config) # rate-limit 4000 ip 20.20.20.20 port 443
% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config) # do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ised49/admin (config)# rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

AXER

conn-limit , % 123 T

password-policy

BAERG Y A i & 5500, E AR B AN H ] password-policy f7 4. BEEEHZIEE, EMH L
A no B,

password-policyi% il
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A
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iR

N

password-policy 774 it5 2 — N RIGIE I S PTEEBND o BB EITAB 2 51 ] 2 B A

password-expiration-enabled fii % .

pEd e

#i\ password-policy 2 J5, HIWHEAN config-password-policy Bt 2 Tz,

digit-required

P s i B A AN T

disable-cisco-password

AT SCT “Cisco” BUERAL A N BB KI D) fE .

disable-repeat-chars

SRS IS BL AR AT I T RE -

do Exec 7% o
end B H A B R
exit B 7,

lower-case-required

FI P i o g S — AN 7R

min-password-length

ARG R N TR % SCHF 40 AN FAF

no

A iy 2 o B BRI

no-previous-password

BELLE P S A R 23 S A

no-username

ZEAEH P FOB A R A s i 0

password-delta

ANTA] T IH R ) 5 A

password-expiration-days

BRI R KL SRR E 3650,

password-expiration-enabled

JA R AT 28]

ER s A A A 2 BT
password-expiration-enabled 7% .

password-expiration-warning

HY L BRI 5 (R BT K. SRR R HL 3650

password-lock-enabled

FEA TR AR R BOE 2 o

password-lock-retry-count

F P B AR R R 2B SO d KK 20

Wl EREHRSIIECL S/, K13
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repository ]

password-time-lockout BRI BRI B IR B OB o SCRP R TRE YE L A
5 A 1440 435,

special-required FH P ity e 35 A — ANRF R A o

upper-case-required FH ity o 35 A — AN K5 B,

TCERINAT R BAH

Configuration (config-password-policy)#

[E3Ei =]
o

il

ise/admin
ise/admin
ise/admin
ise/admin

config)# password-policy

config-password-policy)# password-expiration-days 30
config-password-policy)# exit

config) #

repository
TEENICE 2 A AR ZE TR, T AERC BN AL repository i 4.

repositoryrepository-name

repository-name AEREPERIAARR . Be 2 SCHF 80 N7 BRI 745

IR 7E repository iy P EIALAAGE ARG, BITTREN config-Repository FLE T GES LD
B

do EXEC 4. AV N AT EXEC 4.
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end 1Bt config-Repository 45 2 I [H] B AT A .
exit B H AR R .
no 7E SR Al Ay 2 T RK
AN AT H
*url - {7 URL.
*user - 1V W) IO A7 22 FH 7 4 R0
url FAEPER URL. %2 > FF 300 MR 75/ (GESRER
4-5) ,
user BCE Ui R R RS . MFFH P4, B SRR 30

BEMCE A TR, R 15 AT R

A LV S LU R R 0-9, azy A-Zy - o | @ #s
$\ %\ A\ &\ *\ (\ )\ +. %D o

AR RS EIRIRS AT, HARIESR /subdir/subsubdir. 1EVER, X T NFS 2% 54, RS

ZJa WA BT ().

Fz 10: R 4-5URLXBEF (8D

X@F BFREIR .
URL MINAPfEE URL, BFEIRE ARG R B2 SR 80 M
REHCE 45
cdrom: At CD-ROM IR &8s (i)
disk: A A o
#& AT LLIZ4T show repository repository name £ & AN A7 g Ji
(BT 3o
ER T AMAEEFEHAE Nocaldisk 2y X AN, HIEAEAT
fii /72 URL & disk:// I, RGi4 7046 1) Nlocaldisk [
AT AR TP A H ko N, %A disk:/backup,
) ARG 4AE Nocaldisk/backup 1) 2 H 5% .
ftp: FTP M 4% Ak 4525 (95 % H A% URL. 4 H url ftp://server/path
http: HTTP JIk %525 FI96E B AR URL CHED

Wl EREHRSIIECL S/, K13
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TERTERE

repository ]

KgEF BHRETIR .
https: HTTPS M2 e 5545 U8 B H A% URL (R0 .
nfs: NFS W25 il 5545 (9558 H 5 URL. {8 url nfs://server:/path
sftp: SFTP [ 4% Ik 45 %% (15 5% H A% URL. 1 url sftp://server/path
tftp: TFTP W25 e 55 75 (15 % H A% URL. Af ] url tfip://server/path

R VA TETP A£A#%F34UT Cisco ISE Tf

%

TCBRINAT A EA .

Configuration (config-Repository)#

T BT ACE url sftp: I, 440564 RSA $540 (BFR AKA EHLEDD M HFR SETP ML
# 3 ISE. ] LB CLI £/ crypto host_key add fir 2 KAAT A 1E

FAEH M IhRE, WTE RN host-key host 174 1) no JE .

HEAE Cisco ISE & B[] 1 (1) Administration > System > Maintenance > Repository > Add Repository
FRCE A1 ftp AFBERT, Cisco ISE 43 R DL R,

f 5l L CLI ff ] host-key ST I SFTP AR S5 #3 10 LA, SR A Be i H A7 4 2 .
M SHRIEARBLE host-key UL N 443 81 241 FTP FEM#PEI, £4E Cisco ADE 5] & AH N [ 4

iR,

i

ise/admin# configure terminal

ise/admin (config)# repository myrepository

ise/admin (config-Repository)# url sftp://ise-pap

ise/admin (config-Repository)# host-key host ise-pap

host key fingerprint added

# Host ise-pap found: line 1 type RSA

2048 £2:e0:95:d7:58:£2:02:ba:d0:b8:cf:d5:42:76:1f:c6 ise-pap (RSA)
ise/admin (config-Repository) # exit

ise/admin (config) # exit

ise/admin#

i 2

ise/admin# configure terminal
ise/admin (config) # repository myrepository
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service
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ise/admin
ise/admin
ise/admin
ise/admin
ise/admin#

config-Repository)# url sftp://ise-pap
config-Repository)# no host-key host ise-pap
config-Repository) # exit

config)# exit

X EM
backup , 28 UL
restore , 5 59 T
show backup , #§ 79 7T
show repository , i 99 T

THRE R PR ST, THAERC BT A service i 4.

service sshd
PAER 2 IIRE, A A A1 no JES.

no service

sshd BARINETFY Y. SSH M 27

enable Je F sshd IS -

key-exchange-algorithm A sshd k5547 € SCVFIU B DI BBk

diffie-hellman-group14-shal BB AT WAL BRI diffie-hellman-groupl4-shal

Loglevel FM B0 S G sshd JiE 0y i R4 .

o 1 - 2

*2 - PH

o3

YW CTRCIe

*5-90K

*6 - Wik

7 - Ik 1

8- ik 2

*9- ik 3
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TERTERE

shutdown

ERfEE

shutdown .

TEERNAT L

Configuration (config)#

T

ot

ise/admin (config)# service sshd

ise/admin (config) # service sshd enable

ise/admin (config)# service sshd key-exchange-algorithm diffie-hellman-groupl4-shal
ise/admin (config)# service sshd loglevel 4

ise/admin (config) #

TR O, EAERE O ER N shutdown 174 . AR ZINAE, 1EAFH a4 1 no JE A
Liim & WA K F RS 4

TEERNAT N L

Configuration (config-GigabitEthernet)#

AR BT OGP N, BRIl 1% 4% 1 3 #2 2 Cisco ISE Bese (RIMEB A A Tl RESD

g, WO HA AR IP bk & BRCE 728 AN, W er DUl iz 58 — AN 105 1) 1%
%o

PR, AT LM ] ONBOOT S35 14 ifcfg-eth[0,1] S0, o4y T

/ete/sysconfig/metwork-scripts:
< ZERIHEN: BE ONBOOT="no”
* A O %' ONBOOT="yes"
1] LL# A no shutdown iy 4 3 A4z 11
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[l somp-server community

Gt

ise/admin (config) # interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown

HXER
Interface , %% 131 U1
ip address , % 136 UL
show interface , % 88 Tl
ip default-gateway , 5 137 1L

snmp-server community

FEWCE A X VTR AR, CLAR VR e 17 5 9 45 57 BRI (SNMIP), 1 ZERC B0 T 4 snmp-server
community 74 .

snmp-server communitycommunity-stringro
LEHZIIRE, WA Ay 41K no B,

no snmp-server

community WE SNMP #1 X 745 o

community-string Re 5B ARAL, H A7 1) SNMP 7 18 247 o AS fu it
. B R 255 MEREECE AT

ro Fa s ey ) AR

TCERVAT AU

Configuration (config)#

TERERE

snmp-server community 17 % 77 28— M X R ro 240 B, SR AR
Cisco ISE {1y SNMP fRHEFLALXS LR MIB ) SNMP v1 Fl SNMP V2¢ i1y [ A it :
« SNMPv2-MIB
«RFC1213-MIB

W SRSHIRESSIEECUS5EME. A3
|



| B E48 T Cisco ISE CLI %
snmp-server contact ]

« [F-MIB

« [P-MIB

« [P-FORWARD-MIB

« TCP-MIB

- UDP-MIB

« HOST-RESOURCES-MIB

* ENTITY-MIB - /£ ENTITY-MIB I} 30§ 3 4> MIB A i :
7 ik ID:  entPhysicalModelName
WA ID: entPhysicalHardwareRev

J741%: entPhysicalSerialNumber

« DISMAN-EVENT-MIB
« NOTIFICATION-LOG-MIB
« CISCO-CDP-MIB

Gt

ise/admin (config) # snmp-server community new ro
ise/admin (config) #

MHXER
snmp-server host , =5 166 11
snmp-server location , =% 167 5l

snmp-server contact , 55 165 I

snmp-server contact

RS AL E SNMP B R NS BE (MIB) {H, EEACE B N H snmp-server contact iy
Lo MR RGN RNAG R, WEH 40 no B,

snmp-server contactcontact-name

contact W sE A AR e B SR 255 AT RRECE G
contact-name HER I R RS B . S5 255 MRS
FE

BRSSOl S, MK 13
I -m
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[l somp-server host

TEERNAT L

Configuration (config)#

TERTERE
o
Gt

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #

THX £/
snmp-server community , 5 164 71

snmp-server host , 55 166 G

snmp-server location , 5 167 T

snmp-server host

ZLF SNMP FaBE AL B FE A 7, WERC E RS N4 snmp-server host A4 .

snmp-server host {ip-address | hostname} version {I | 2c} community

LR B A WA U A4 (1 ne JE.

host JiC B B SNMP 3 201 1# =01
ip-address SNMP I A1 EHLT) 1P Mtk 32 SCRF 32 M ERECE 245
hostname SNMP #41 FHLZFR . % SCFF 32 DN AR 4%
version {/ | 2c} (A% o T RIEBEBE SNMP A . BRINEE = 1.
WHRASAE IR GBE T, 1R 2 LR Horp—AN Sk 7
*1-SNMPvl.

*2c - SNMPv2C,

W SRSHIRESSIEECUS5EME. A3
|



| EE# T8 Cisco ISE CLI %

[EiEi =]

snmp-server location B

community LT AERAE R AOR N BRI X AT

Configuration (config)#

RO E SNMP, 4485 (EFINED I, Cisco ISE %1% “coldStart(0)'” FaMt. Cisco ISE
21 F Net-SNMP %5 i £ L 15 UOE B R 3% “ coldStart(0)'” BB,  FEA5 1 A 26 Al 52 B BIF
“nsNotifyShutdown”

W% A 14348 1 snmp-server host iy FHACE SNMP Ji, 24 AT & FEBF “nsNotifyRestart”
G ASERRAEN “coldStart(0)” B “warmStart(1)” FEBF) o

5

ise/admin (config) # snmp-server host isel version 2c public

ise/admin (config) # snmp-server community public ro

2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB::snmpTrapOID.O0
= 0OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10

ise/admin (config) # snmp-server contact admin@cisco.com

2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11, SNMPv2-MIB: :snmpTrapOID.0
= OID: NET-SNMP-AGENT-MIB::nsNotifyRestart, SNMPv2-MIB::snmpTrapEnterprise.0 = OID:

NET-SNMP-MIB: :netSnmpNotificationPrefix

ise/admin (config) # snmp-server community new ro

ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

X ER
snmp-server community , 5 164 51
snmp-server location , 5 167 T

snmp-server contact , 3 165 I

snmp-server location

PAERSE FECE SNMP A7 MIB i, E/ERCER A N IH snmp-server location iy %o LR R 48
PrEAE R, A4 1) no £,

BREMKSSIE LU SXE4Em, WA13 i



. username

[E3Ei =]

username

Wl EREHRSIIECL S/, K13

B B8 T Cisco ISECLI &% |

snmp-server location/ocation

location RLFLMLSE A0 AN B 2 S0 255 A BRECT 71

location R RGE YR B S 7 . B0 255 A7 B
T

ATy SR

Configuration (config)#

MR WUEAE word 745 Hy W IARE Z MR R RI2k () BUETAF (4)o WEREHE word FAFH N IR
AT A, W AUE ST O K ARFREHER.

w51

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

w15 2

ise/admin (config)# snmp-server location “Building 3/Room 214”
ise/admin (config) #

THX ER/
snmp-server community , 7 164 51
snmp-server host , 2 166 T

snmp-server location , % 167 T

B A SSH s AT LA 1] Cisco ISE 2B 7, WS AERC B AT 18 F username iy 4. WA ' O
LA, DR A P o iy 2 T8 s i . ASUBR 2 ) e [R] P S B0 o B M RGP IR i, A FH b
A1t no JE .

usernameusernamepassword hash | plain{password} role admin | user email {email-address}

XTI, A A i & 2



| EE# T8 Cisco ISE CLI %

TERERE

username .

usernameusernamepassword role admin | user {password}

username AT A SR . ARV AR RIS <)
WY 3 AN TR T

password SR,

password ST KR T 6 0 40 T REEUT 0. Ak A
P

hash | plain FRRA, B 34 AT R

role admin | user

P BEE P A B ATBURR G203 -

disabled

AR L (s k2R L

email

BCE A IR AE L

email-address

FRE P IRk . 1%, userl @mydomain.com.

FEBCE LR I .

Configuration (config)#

username 7iy 2> %2 3K H] 7 44 FUE 5 G877 T+ hash|plain F1 admin|user 2635 Hif 1 -

w51

ise/admin (config) # username admin password hash ###### role admin

ise/admin (config) #

w15 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin

ise/admin (config) #

713

ise/admin (config)# username admin password plain Secr3tp@swd role admin email

BREMKSSIE LU SXE4Em, WA13 i



B B8 T Cisco ISECLI &% |

. username

adminl23@mydomain.com
ise/admin (config) #

AR ER

password-policy , 5 157 T

show users , %f 108 UL

W SRSHIRESSIEECUS5EME. A3
|
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