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Revised: November 9, 2015,

Cisco ISE 70 WSA £ 5

Cisco ISE £1 WSA £ s iR

RN ERL S IR 2551 4 (ISE) £ Web 2242 % (WSA) 1 WSA 1] LU H] ISE A B Th i SHe UR 51 £ 5 1 1 FH 338 24 15
) SFEe, L EE U2 TrustSec LA 41FR 8 (SGT) Thfig. {1 H TrustSec SGT LhRE, & 0T LUK 43 2 AR S 44 .
i, J& T 224340 SGT10 W/ FLBEDT ia) Fosb A Wi . WSA H 17 0] S & A8 ] ISE [ 1 231 20 lE ) SGT kR B
R

WSA ANSZHF 802.1X &5 G KGIFE /7. B WSA 55 ISE #Ek, & n] LU A 3 22 411 802.1X F 56 1iF 78 i ISE %t
WSA HI 3T S A BAFE . FIH Cisco pxGrid ThAEFT LA WSA 43 553K [ Cisco ISE HIFE T 15 S i015 5L, A Txd i S k4742
BLLA KN, FHAH . SR s

ISE-WSA =2

TS EE A ISE A1 WSA, 1805 AR F 7 89 1P sk 7, A4 Cisco WSA 1] M Cisco ISE SREU IP-JH P st . 5 T %
RAEIBRPERERZ M, e B L AL AE Cisco ISE Ml WSA 2 [A] R Frdpe /N 25 o

FEIH5IA T Cisco ISE-WSA 4% TAEFFE .



TrustSec Device

< 2. TrustSec device
. : s ==
é’ o ISE authenticates using I5E. ISE like Wifi Controller
é-%" cn‘} é}" pushes the device
54 $ 3.1SE updates WSA about information{SGT, IP) into its
F £ i the user via PxGrid session directory
wds/
q l L -
Q 0. WSA downloads session
database from ISE via REST
WSA

End Hosts

S 8y ISE 0 WSA B 7

* Cisco ISE JigA4s 1.3
* Cisco WSA WA 8.7.0 FIEE iy A

Cisco ISE 0 WSA & i T1E575 12

# Cisco ISE 15 WSA £ N IEAELL R DT

pUK
$E1 H WSA &/ if i SGT.
T2 WE WSA.

$1B3 4 WSA it ® ISE Ihfg.
PS4 y WSA K um A SR E A
FHIEE Oy WSA & i G Uy ) Sk .




73 WSA & Pum €72 SGT

BT UARSERR, T E AN O — NS4l (B IDGroup3) , ARG HHZS 441 R —A SGT (4141 SGTGroup3) .
o, BT EANEHE AR, 1RSSR S T 2 AU RIE 1 B O 4L ] TEE 802.1X S 56 iF

FrIE Z A

* i {# N ISE AR S5 2o MR BT AT WSA % /5 (32 (Administration) > pxGrid AR 55 (pxGrid Services) > % i
(Clients)) .

o Tfi5AE ISE HHIE TS WSA %00 TP Huhl, DLAGTESR [ WSA ik,

iR 2 A H pxGrid lk%%5.  #ik pxGrid 45 U1l 7R “Connected to pxGrid” 5.  (&EI2 (Administration) >
pxGrid AR %% (pxGrid Services))

s ORI A ) CA A IE .
* PR R EEAE ISE g5 as LB S TUESS, UEHT A B ISE k554

« EFETE (Administration) > JEF (Certificates) > Z{5{FIEF (Trusted Certificates) > SN (Import), S pxGrid iif
5. ISE R4 #4545 B A UE I LA S WSA LE-F A%, LAMELE ISE 1 WSA Z [H] SN ) 4% o

* fEFfi 4 (Personas) i 4), L EIE (Administration) > R4t (System) > Z8E (Deployment) > & # 1% & (General Settings)
YU, ARJEIE S pxGrid ZLIEHE, LU ISE FI WSA Z A TIEE .

« WEFETE (Administration) > pxGrid AR5 (pxGrid Services), X J5i%+#%/2FH B#1;EA# (Enable Auto-Registration) %t
Tie Wi CZEH “A3EM” (Auto-Registration) EI, 4 WSA pxGrid & /7 Uiy 5 0% # ISE _L[¥) pxGrid k25451,
ISE k4548 45 BE DA 203l FL1F WSA 2% iy Mo

« EFETE (Administration) > iEF (Certificates) > Z{5{TIEH (Trusted Certificates) > 748 (Edit) U1 1f K44 WSA ilE
B. EFIER (Usage) 5 FS1ESEE (Trusted For) XEI0 [T 47 H EAE .

* EHFEIE (Administration) > 24 (System) > 1% & (Settings) > 1113 (Protocols) > ERS 1% & (ERS Settings) 711, #&
JafE EEIRT 5 ERS X E (ERS Setting for Primary Administration Node) 54} J5 /i /& Fi%/5 ERS (Enable ERS for
Read/Write), MIfiffi REST fIR458% 1] LA5 WSA JB15 .

UK

$E1  EHFEIE (Administration) > {5 B2 (Identity Management) > £8 (Groups) > i/ (Add), )& WSA H )7 &4y
4,



User 1dertity Groups > New User Identity Group
Tdentity Group
* Name| IdGroup3

Descriptinn|

User [dentity Groups

JEdt oendd MWhelete »  Jfulmport  CBExport v
Narne a | Descriotion
O & a1 accoOUNTS (defadt) Default ALL_ACCOUNTS (default) User Group
O & empioves Defauit Emplayes User Group
O & croup accounTs (default) DefaLit GROUP_ACCOUNTS (default) Lker Graup
[ 8 GuestType Cantracter (default) Identity group mironng the guest type
O & cuestType_Daly (dofaul) Identity group mimonng the guest type
[ 2 cuestType weekdy (default) Idkeritity Group mironng the guest type
O 2 rgoupin
O 2 ogoupi IDgroull
O & pgroupiz IDgroupi2
U 8 pgroupia IDgroup13
O & ogouwid IDgroup14

O E'IIZ‘glL:Ln'E
L 2 mgroups
O ""iilL)grrx_,n}‘
O :.E'TDgrul_pE
O & mogroups
O &8 cw_accoumTs (defaudt) Defaut OWH_ACCOUNTS (defait) Usar Group

PIE2 LSRR (Policy) > $RB& T (Policy Elements) > 25 R (Results) > TrustSec > & £ 40 (Security Groups) > 7% /0
(Add), £ “Z44” (Security Groups) U [ & X AT 15 WSA #H=<1 SGT.



Security Groups List > SGTgrowp3
Security Groups

* Name| 55Tgroup3 | Generation Id: 0
Descripticon

Security Group Tag (Dec § Hex): 4/0004

Save Resat

Security Groups
For Policy Export go to Administration = Systern = Backup & Restore = Policy Export Page

JEdt  oeAdd | @almport  @vExport +  Delete v | (@JPush

MNarme & | SGT (Dec | Hex) Description
[0 RamaSGTgrou.. 2/0002 RamaSGTgroup-IPs
[J RamaSGTgrou.. 3/0003
O sGTgroupln 1140008
[0 sGTaroupll 12/000C SGTgroupll
O sGTgroup12 13/0000 SGTgroupl2
0 sGToroup13 14/000E SGTgroupl3
O sGTgroupid 15/000F SGTgroupid
[0 sGToroupls 160010 SGTgroup1s
[0 saTgroup1s 17/0011
O sGTGroup19 18/0012 SGTGroup19
O saTgoups | 4/0004
[ sGTgroupd 5/0005

$IE3 % FETE (Administration) > S EIE (Identity Management) > 514 (Identities) > Fi 7 (Users).
B4 LR Add), UL .



Mebwork, Access Users List > userd
w Network Access User

*NWEILEEIEI

Status | Erabiod - »
Emal|

» Password

* Pas.swnrd| TTTITIT) | MNesd |':Ei|'_'| with iI'JE‘SS'ﬂ."CI’d DEIE';' At
* Re-Enter F*aiswnrd| J— |

= User Information

First Mame | yser3
Last Mame| sar3

» Account Options

Desr_ri':bﬁl:lnL
Change password on next login[]
¥* User Groups

Save Reset



SIES

Metwork Access Users

£ Edit gbadd

Status

Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled

CORC UL ISR TS W LI USO8 TR LR TN LT

[l change Status »

Mame

2]

© userld

lirky

Lzerl

£ userloo
Y useriol

£

L Userloz

B

©ouserlo3

Y userll
Y user1il

Y ouserl2

Y ouser1z22

£ userl3

&

Y userld

B

©ouserl3d

Lzerl44

Y uszerls
£ user1ss

Y userls

2]

© Userld

£ user2

&

Lizer22
Lzerd

Lizer3d

U uszerd

U userdd

M P25y BL 2 AR ID 4
PSR R (Policy) > SRE&EE (Policy Sets) > Ft2k WGA (WirelessWGA) > £ 15K & (Authorization Policy), 1%

T 5 A1 SGT AL HE I o

-

b Import

Description

beExport | M Delete = EEIDupIicate

First Marme

Lserl
Lserld
Lserloo
userlil
Lizer
Lizer
Lserll
Lserlll
Liserl2
Lserl2z
Lserl3
Lserl33
Lserl4
Lserld4
Lserls
Lserlss
Lserld
Lserld
Liser2
Lser 22
Lserd
Liser33
Liserd

Lizerdd

Last Mame

Lserl
Lserld
userloo
userlil
102

103
Lserll
userlll
Lserlz
userl22
Lserl3
userl33
Liserl4
userld4
Lserls
userlss
Lserls
Lserld
user2
user 22
Lserd
Liser33
Lserd

Lizerdd

User Identity Gro...
Ermployes
Ermployes
IDgroup10
IDgroup10
Ermployes
Ermployes
Ermployes
IDgroup11
IDgroup1l
IDgroup12
IDgroup12
IDgroup13
IDgroup13
IDgroup14
IDgroup14
GuestType_Contr..
GuestType_Contr..
Ermployes
Ermployes
IDgroupZ
IDgroupz
IDgroupa
IDgroupd
IDgroup4



Policy Sets

Define the Poficy Sefs by configunng rnales based on condibons. Drag and drop seés on the led hand side o changs the onder.

!_ﬁm_{ﬁﬂy'_!%&_@_mpm. L For Policy Expon go 10 Admimiration > Syitem » Backup & Restons » Polcy Bxport Fape
dee e | o | X | @ Statis harre Descrption Conditions
- n WinelesnWiGs Network Access:Device [P Addess EQUALS 172.25.185.26
- Summary of Policies
A st of ol your poicess * Authentication Policy
. Global Exceptions
Foukes 30055 enites depioyment v fant ation Policy
2 wirelesswGa
¥ Exceptions (0)
B Default R

Dot augh Policy Sk o1 » I ————
Identity Groups Details 2%

Save Onoer Reset Ondeay Status R'J&'_HE’-’:' Concitions (e :Eflf‘lisel.',!‘b'
- B strasonses | TR Koproed | soTorewy & |
B Standard Rule 3 IDgrougp2 <1 RamaSGTorouns
B8 Standad Rule 2 fuy 4 Emplo RamaSGTgroupl -0 Permitaccess
[ -] Standard Rule 1 Employes t RamaSGTgrounl
[ -] Detat e PERTLACCESS
& 1:
Policy Sets Defing the Policy S&ts by conflguring rules based on condiions. Orag and drop 5815 on the left hand side to change the order
[ Search policy names & descriptions. =3 For Poliey Export go to Adrinistration » Sysham » Backup & Restore » Polcy Export Page
e e |4 d | X | @ Status Name Descriotion Condtions

e e [ -] WirelassyWGA, Metwork Access:Device 1P Address EQUALS 172,29.185.2
| Summary of Policies

# fisk of al your polices b Authentication Policy
[ Global Exceptians

Rules across entire deployment

* Authorization Policy

[ wirelesswia
¥ Exceptions (0}
u apfuik Starclard
Diafaulk Policy Set ke
Save Order Reset Crder Status  Rule MName Canditicns (identity groups and other conditions) Permissions

[ -] Stancard Rz 4 [f IDgroup3 A0 Wirekess_802, 1% thern  SGTERoUp3
n Stanclard Fuke 3 it IDgroup2 -0 Wireless 802, 1% thern RamaSGTgroup2
Standard Ruke 2 i Ay OF Employes ) 00 Wireless_802, 1% then  RamaSGTgroupl 400 Permiticcess
Standard Ribe 1 I Employes ther  RamasGTgroupd

ETRAYIRIE
# N i% l ISE-WSA £ERALE WSA.

1 E WSA
FIAZHI
< FF WSA B 1 M 2% MIBE 7
<SP “ ARG E T (System Setup Wizard) T 1/E3&

« QURIETHRITE BRI & FIgqT “REGWE T (System Setup Wizard), i1 loadlicense i 4 N4 Ul 5 5 V5 ]
e AXREEGEE, WS FIER CORINE 22 BRI & L35 ) « http:/www.cisco.com/c/en/us/support/

security/web-security-appliance/products-installation-guides-list.html.


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

LI IR RN WSA [ 1P Huhik, PFRIZAT “RABWE S (System Setup Wizard) f, 1548 FERIA TP Hb
Ik: https://192.168.42.42:8443 5¥, http://192.168.42.42:8080, H:H' 192.168.42.42 ;&ERIA IP Huhik, 8080 ;& HTTP
(RIBRIAE Bl IR, 8443 J& HTTPS MBI Bl H . WURCAME e, WA M1 I H 1 1P Hhikil

PR2 RARBWRWRGEREEN, AP ZREN, BOAEOR, W& LA H P 2R

*H /4 : admin
* %54 ironport

PR3  EHFERFKEIE (System Administration) > R I&E [6)S (System Setup Wizard), XL, o5 Py
AL : FFA (Start). M4% (Network). &£ (Security) fll#&E (Review).

TB4  WRCKHE RS, REKBPORETHEEENE . S9YEAE, HEFRKILE RS (System Setup Wizard),
M EERE (Reset Configuration) Fcl . 1 #0K HE I H IS 25Kl B o4 e 2% 3 5 e

WIRS  (EFFIA (Start) LR, PRS2 I 4R VR IS Ak

LIE6 A FFIRIRE (Begin Setup) kS 1F .

FIRT  EWLE (Network) ik, 42 LKA H T2 k(10 22 R E A CE

I8  ERE (Security) IR, BETAKRE.

PRI T (Review) LU R, MAEMSR. WHREFHELSIEAED, W5 A% 1RE (Edit) $724.

PE10 L REXANEE (Install This Configuration).
TR TMEZ)G, RENZEREED T (Next Steps) Ui, Hig, MPGELERERBCE R Py FHLAEL
DNS %'&, fEtPrBE Rk & MIER:. RN R R “HA B ("Page not found")iH &,
W URL, WA B ik v T Hogr nad i . AR5, RS AT AR BT AR AT B S AR 55 -

7£ WSA EFCE ISE ThaE

FIaZ 8l

* SREX ISE k45 2% FHLA4 B 1P Hudik.

o QSRS P AR A A IR /3 AL A T ARE WSA 5 bty B 4 e EAIE PR A SO
* ) WSA Bl a3k I ISE & B k4

* ) WSA Hidf5 1T HIZREX ISE pxGrid UE-15.

10



P
PE2
$IE3
$I4

SIS

TEFEM 4 (Network) > 512 BR 55512 (Identity Services Engine), ] JT 543 Il 45 5 440 & i .
M 4RiEI% E (Edit Settings), S INECEHT WSA % P ISE & A pxGrid iE$5.
Ak ' /2 A3 ISE BR %S (Enable ISE Service) 5 i%HE, LS ISE k% .
{# ] ISE IR 45 %% =ML 4 5k IPv4 Huhil R3] ISE IR %5 2%
IEFEEH T4 WSA-ISE JIR 55 2 AH B 5 43 ik 2 412 7 s k5 10 7 32
o “AFH EAERE A4 (Use Uploaded Certificate and Key) - 417 55, AL IR PEA N 14

s WA LARERE “AF AR HIIE R4 (Use Generated Certificate and Key) - #0175 0622, A= B (OE 1 Fl %%
.

R RUETRYIER A0 48 (Generate New Certificate and Key).
7E5% BER F1E A (Generate Certificate and Key) X[ GHEF, i N EAELSZAE 14 Bos 015 .
R HE K (Generate).

A TR EHGIER L &15K (Download Certificate Signing Request) (DCSR) #54%, K HAELAZ FUE- P A ML
¥ (CA). M CAWRIBLMAEB G, il (Browse) 7 S ESLIFBALE . Al e
(Upload File).

R CA root % B B, WIHELE ISE k4% L EIE (Administration) > IEH (Certificates) > F{S{TiE
H (Trused Certificates) [¥5/ll CA root.

s WERH AN BEAE ] CA 24 1) WSA & P ik
Aii TEIEH (Download Certificate), X5 KL FEE — A,

7E ISE RS2, WubiFP L £ 218 (Administration) > iE3 (Certificates) > Z{5{EiEF (Trused
Certificates).

AT R A O A 1 WSA &P il TR 5H, 1E# R 7] LA/ &2 (Administration) > JE$ (Certificates) >
Z{S1LIEP (Trusted Certificates) 12 FFBUE V5. FM), 157E ISE RS2 EH LA A LS 2 ER
(Administration) > JE$ (Certificates) > S {S1EIEF (Trusted Certificates) > S\ (Import) #1%, FAULT.
Pefit—AN ISE B H Db, H T ISE H 7 FCE SO Bt B R 30 WSA. DI EFRIEB 3, AR E i
“ FALSCAE” (Upload Files)s 7 KB 258, ES W ALMRUEBAIEE (55 22-25 70 .
PAE—ANISE pxGrid UF-15, FIT10 H WSA-ISE ¥ (X} ISE BR&S#sfFFaarify) o WS IFESarEBsert, &
Ja sl “ BAESCHE” (Upload Files). AR ZAE R, S FALNGE RIS (55 22-25 50
(i) A FFEaMI (Start Test).  MLINREPAT DA F 4%
* ¥ ISE EHLA AT 4 HOG N TP bk
* BE WSA % /7 ik S
* 55:4iF ISE pxGrid ilE 15,

11


http://www.cisco.com/c/dam/en/us/td/docs/security/wsa/wsa8-5/WSA_8-7-0_UserGuide.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/wsa/wsa8-5/WSA_8-7-0_UserGuide.pdf

« IGUE ISE B B Gl P5.
* K8 5 ISE pxGrid FJERIFRIR SGT.
* ¥ 71 5 REST k%52 if e .

S0 SR (Submit), #RJ5 &5 M E L (Commit Changes).

WSA tRiRELE X HIRE
1P Web &2 £ E 125 (Web Security Manager) > fRi2BC & 34 (Identification Profiles) > iR INARIZEL & 34 (Add Identification
Profile), 47550 1d ISE AT & 0y 001K WSA 2 7 i 6 i 5 Oy U B S0 “FRIRECE SO (Identification Profiles) G If
7 LR 53

#ha ks

25 i/ FH P AR VRTC SO | AR ARC SO
« “HW” (Name) - AFRRECE SCHRIA— B K.
« “YiHH” (Description) - AL .

o “PE LJ74EN” (Insert Above) - i A\ VCHC 5l 55 4% N T SR VA% 18 5 (7 (A B3
)

FH ) “fii Ff ISE & W iR A H F* 7 (Transparently identify users with ISE) - JH J* 44 F19CHK[K) SGT
¥ M ISE 3RHL .

[F1AE 2 B 3 6 UE AT V7 | 2R ISE eIk A 7 SR IRAIE, AT DL R LUR I

HBUR o “TFRUIEMBR” (Support Guest Privileges) - F 7 i LAE i WSA AREEIE H LV %
G AT B SIE

o “TRGMGIE” (Require Authentication) - /' ] LAE T WSA QR H. AT LAAE
Windows NT Jrd b S #1285 (NTLM). &2 2 H 3% 15 i 11 (LDAP). Kerberos 5%
W1 P AR (TUT) 85 003 AT S 4 B0 iE

* “FH1-5#%5” (Block Transactions) - A~ SUVF ISE JoiZ R i i H 7 7 in] TG

“IRl3E 2 5 4 5 E 40 7 (Fallback to Authentication Realm) 5% “ 15 24U 7 (Guest Privileges) 12 TR 44 T 126 326 T01 1T 58 24 .

“[ER 3 BI85 E4miE” (Fallback | i5iAR
to Authentication Realm) 3 “iF &
FR” (Guest Privileges) 3£ IR

SCHFUT AR T

12



“EIRE| 5258 E4E” (Fallback | i5tRA
to Authentication Realm) 3 “ 15 % 1Y
fR” (Guest Privileges) i£15

ZER G I UE AR E T 5 -
« authLDAP

« ntlmrealm

* AT Ak

S B CHE

© “IP Hihit” (IP Address) - Web fCEEERERFEE 1P Mkl E203d B4 B0 ¥ H
o XF TUL EIEPRIET .

o “IKAME Cookie” (Persistent Cookie) - Web AR i 2y 454 3 FH fry 447
FUE AN KA Cookie,  EREFRF & N H] E205d Sy Sk e KM
I A 25 BRI Cookieo

« “2xi% Cookie” (Session Cookie) - Web AXH I ixf hy SEAN Ik Py B4 3 H 1) 4
R AR AN 431 Cookie,  BREFFFENH] B S RUEM . (1
ST, I AR DA A [ R s (AN [R] R AR AR, 1 Cookie 2347
wie ) RHINHIZEER I Cookie.

BH1EF55 T

A1 WSA E RPim & S & X5
TR WSA R b G bR A B SO I 1) 7~ 1 10.4.100.0/24 _E 18 43 e 05 25 AR o

P11 L Web L2 ETEER (Web Security Manager) > #RIR AL & X 4 (Identification Profiles) > iR INFRIREL & X4 (Add
Identification Profile).

S$IE2 FREBFRBREE XY (Enable Identification Profile) #5775, HiALIEFEAE R

P33 A PHRIRAE (User Identification Method) 7, %E#{EF ISE ERRIRAIA A (Transparently Identify Users
with ISE) F1 3 #5177 Z#XFR (Support Guest Privileges).

TEA (AR EX (Membership Definition) 4, %A\ ¥ MMl (41401 10.4.100.0/24) .

SIS FIRMILEX R (Define Members by Protocol) #7), EFFTHEI (#14 HTTP/HTTPS FIZ<# FTP (Native
FTP) iELi)

PET  AEXK (Submit).

13



Client §f User Identification Profile Settings

7| Enable Tdentification Profile

Name: .2} [id31sePulicy
(&g, mp IT Profite)

Description:

Inzert Above: g (Global Profila) «

User Identification Method

Identification and &uthentication: (7 Transparently identify users with 1SE -

Fallback o Authentication R"‘;IEIE“;:;:"’.?E If user information is not available from the Identity Services Engine:

Support Guest Privileges -

Authorizadion of specific users and groups i defined in subsaqueant policy lapers
(see Web Securfly Manager = Decrppfion Folictes, Routing Policies and Access Policies ),

Membership Definition

Membershio /& defined by any combination of the fallowing epfions. Al criteria must be met for the policy to take affect,

Dafine Members by Subnet: 10.4 100,074

(erampdss: 10.1,1.0, I0.1.1.0/24, 10.0.1,.1-10, 2001:420:580:1::5, 2000:3bg::1-2000:4b8::10)
Deafine Members by Protocol: @ HTTRMTTPS

[# Native FTP

b Advanced  Osfine additiona! group membership criteria,

L T LU P58 43 B E A Pl 8 0

71 WSA & i Il 2 377 5] Sk %
BEAT M 10.4.100.0/24 LRI P AR IRACE SO BTN S ISE #R ) SGT, I Al LUK 5 1) S 55 B 7 1
SGT Kk,

N

FR AT LMEH CLI A4 isedata #iiA BT &) ISE SGT.
puk
TR EFE Web REETEEE (Web Security Manager) > 77 [8] 5 B& (Access Policies) > iM% A% (Add Policy).

14



PE4
LIRS

$IE6

I8

ESRE&IZ E (Policy Settings) T4, Hi AN LIHELN(E S

FESRRE AL 5 E X (Policy Member Definition) %87, MFRIRECE X4F1FH P (Identification Profiles and Users) [
WA RIEDIEFE — NN E NFRIRECE X4 (Select One or More Identification Profiles).

MK FRIREL & 30 (Select Identification Profile) | 441 3¢ e P 148 2 1 1 23 1 S o

7t B A P #04H (Authorized Users and Groups) 51, 1E#21%&20F1F 7 (Selected Groups and Users).

M RN ERIFRIE (No Tags Entered) #542, M ISE g5 #53KI SGT.  (I141£ 5 ISE %R (ISE Policy)> 45
£ (Results) > Trustsec > 2 £ 4H (Security Groups) JLHIAH[A]. )

BRI T K SGT (It SGTgroup3) , ARJm it iiAn (Add), FriE ) SGT N % B 1% % £ 4H+R1C (Authorized
Secure Group Tags) 4}

Secure Group Tag Search

Entsr anp fexl fo search for & Securs Group Tag nams, numbsr, or descrindion. Sefect one or more Securs Group Tags from dhe Red snd
uze the dod’ bofion fo sod Ao dus podlicy
| sarch »
fdd |
Selext
Sacura Group Tag Marme SGT Murnbes SGT Descriplion L
al
SGTgrowpl 3 14 5GTgroupd 3 i A
SGTarowp1d T __MOME__
S6Tgroupls [18 §GTgraupi s
SETGmup! 8 18 BGTGrowp1d
AN 65535 Any Security Group
Linknowm 1} LInknown Security Group
RamasGTaroupl 3 __MNONE__
RamaSGTgroup1 2 RamaSGTgroup-IPs
SGETarowpd 5 __MONE_ 1 I
SoTgroupd | 4 __MONE__ 7
SGToroupd 7 __MORE__
SETareups B _ MOME__
S6Tgrowpd |g __MaMNE__ -
SETarowpT? g __NOMNE__

FiiSER (Done), K ATiE SGT AN 1) TR

15



Policy Member Definition

Membership 5 defined by the combinanion of #he folowing options. A crferis must be met for the palicy to take affect.

Idertfication Profiles and Users! | Seleck One or Mare Tdentification Profiles =
Identfication Profile Authorized Users and Groups Ldd Identification Profile
id3lsePalicy - Al pythenticated Users
@ Selected Groups and Users (2
[5E Secure Group Tags:
EGTgroupd -
Users: No users entered
Guests (users failing authentication)
= Advanced | Use the Advanced cptions to define or edit membership by protocol, proxy port, subnet, Time Rangs, destination (URL

Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: Mative FTP, HTTR/HTTRPS/FTR over HTT? in Identification Profile id3lsePolicy
Prowy Ports: Hone Selacted

Subnets: Hone Selscted

Time Range: Mo Tim= Rangs Definitions Avadable

{s=e Web Security Manager = Defined Time Rangss)
URL Categories: Mone Selecked

User Agents: None Selected

WSA BLE AR e R PTEE SGT,

£ WSA i & EFH FIRZS

T T SO O SO R [ SR 2 ST, T DAE T B B IR A RS . AT 2R (Reporting) > Web R
I% (Web Tracking) T, 35 W TB, AR5 M8 E (Search), HIn7E45 R (Results) #0 B A . Fltn, 0% User3
C. i1 ISE HHT S 0B 3E, 18 0] LIZER &S i A SCA “ B ISE 1% ” ("Identified by ISE") LA K& % /it IP Huhik . % T4
FH P RISZBH AL ) TP kb, AN R R i 1P dhhk. A OCe R E R, WS (WSA T FREE) H ) “Web BRER” TUTH .

{3 A B A S0 ISE-WSA &2 R (o] @it 1 TR P& HERR

WSA FEH HE Sl st S RGENI R FIAOC IS . 15 ISE-WSA SERUASC I H A W3C HiGk Dii Hi&. ISE
HARVRELH RS ] U AT 28 H Rk 78 5 S BT G (1 1) B AT i H R

HEH Th&eE WSA GUI %1% SSH &%
w3C Hik DS W3C [k aticse | BRYEETE (System Administration) > H | Bi g T GUI RS - “ AA5
Web AU % P i [ S0 id 1T (Log Subscriptions) H” (System Administration)

Ko > “HEIR/HERE” (Log
Subscriptions/logconfig).

Y il H & 3% Web fRBE% i [ o | RS (System Administration) > H | ssh admin@WSA
. 1T (Log Subscriptions) > 718 B | i) ise service log
(accesslogs) - -
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BExH IhAE WSA GUI 351% SSH &%

ISE Hik OS5 ISE MoCHny | RS EIE (System Administration) > H | ssh admin@WSA
B, 415 ISE Jligs#%i@ | &35 (Log Subscriptions) > ISE BESS | (i) ise_service log
25 N TR S S W B 7K (ise_service log)

A3 H & it Web fUHAH 4 | RFEETE (System Administration) > H | ssh admin@WSA

. XIEFTH S Web ftEE | &5IT % (Log Subscriptions) > XIE HE | ;) proxylogs
Xt 1 & rh e Ay | (proxylogs)
e, BN Web ALHEAH
(1) 5 22 FLAA 5 THI A T e b
HEBR, 15 MG Web 18
HREE AN H AT

iial H&3 - =Bl
LA™ A R 17 ) SRR — 2R

1. @7 SGT &Y ISE & 77 & TLAY A 5L A B 177 151 SR e

1424330486.386 320 10.19.75.75 TCP_MISS/200 68632 GET http://www.bing.com/ "userl" DIRECT/www.bing.com text/html
DEFAULT CASE 12-DefaultGroup-DefaultGroup-NONE-NONE-NONE-DefaultGroup

<Iwisrch, 6.1, 1, vv_vv,_,_,_, 1, vv_vv,_,_,_, vv_vv, 1,_, vv_vv, vv_n,_,_, IWﬁSrCh,—, u_u, u_u, "Bing", "Search

Engine", "_", "_", 1715.80, O, -, u_u, u_u, 1, u_u,_,_, u_u, w_ws SSOiISE

mf512: @)% ILEC SGT &9 ISE L2750 B9 A - R A BY 77 i) SR G

1424331112.566 0 10.19.75.75 TCP_DENIED/403 0 GET http://www.bing.com/ "userl" NONE/- -

BLOCK_WEBCAT_ 12-BYODPolicy-DefaultGroup-NONE-NONE-NONE-NONE

<IW_SICh, 6. l, -, n_u’ - === n_u’ -, == u_n, -,= "_n, u_u, -, IW_S]TCh, -, n_u’ "_n’ "Unknown", "UD.kl’lOWTl", u_n, n_u’ O . OO, O, -, n_u’ n_n’ -, u_n, -- ||_n’ s,
- SSO_ISE

71 3. BEEIRE TR RITIHE R 5] SRR

1424330523.414 155 172.29.177.25 TCP_MISS/200 68647 GET http://www.bing.com/ " (Unauthenticated)172.29.177.25"
DIRECT/www.bing.com text/html DEFAULT CASE 12-DefaultGroup-Default
Group-NONE-NONE-NONE-DefaultGroup

<Iwisrch,6.1,1,"—",—,—,—,1,"—",—,—,—,"—",1,—,"—","—",—,—,IWisrch,—,"—","—","Bing","Search
Engine", wom m_w 3543 .07,0,-,"=","=",1,"=", -, = o
"> - GUEST

=P 4. B ELREIME 1SS AT AR i 5 S R

1424331683.561 0 172.29.177.25 TCP_DENIED/403 0 GET http://www.bing.com/ - NONE/- -
OTHER-NONE-DefaultGroup—-NONE-NONE-NONE-NONE

- — —M_m . _wM_w o WM_M __WM_Mm o om_m o W_mon_m ow_won_n ow_w on_mn —M_wm o owm_wm _ w_w _ _ w_m u_mn
<=,y T T T T [ A A rrrrrrllrrlrlrro-oororrrrl pmr N>

- NONE

ISE H &3 - =l
LR ST T i BeHE RS 19 TSE. H SR — A1

Thu Mar 12 20:41:29 2015 Info: Begin Logfile
Thu Mar 12 20:41:30 2015 Info: ISEService: Successfully loaded configuration from: /data/ise/ise service.ini
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Thu Mar 12 20:41:30 2015 Info: ISEService: RPC Server Socket :/tmp/ise fastrpc.sock

Thu Mar 12 20:41:30 2015 Info: RPCServer: Starting at: /tmp/ise fastrpc.sock

Thu Mar 12 20:41:30 2015 Info: ISEService: Running

Thu Mar 12 20:41:30 2015 Info: ISEDynamicConfigThread: Started Server..

Thu Mar 12 20:41:30 2015 Info: ISEService: Sending ready signal...

Thu Mar 12 20:41:31 2015 Info: ISEBulkDownloader: Downloaded 12 SGTs in 0.162157773972 seconds
Thu Mar 12 20:41:32 2015 Info: ISEBulkDownloader: Downloaded O sessions in 0.316617965698 seconds

3 ISE-WSA £ 5k o] @ 34 TR BEHERR - ISE BR 55 2815 3%
KT FALER ISE 5 WSA B2 AR 80T G 238 3111 ) @t

o L. ST BE S IB B 5 TG E Y ISE IR SS A i R . e, SSnT RE S I H e 1 5222 ()5 KO R
,muﬁm telnet Al tepdump i3>, ) 45 i

* JIE45 )
IEH HEUTHERT, BRI IBEI G4
t CA &4

* WSA A5 8 B 51 5% pxGrid iEP54R CA.

* ISE 2{5{TLUE 1 (ISE Trusted Certificates Store) H
BoA % WSA %) il 254 IR CA.

H2 4 -
* ISE ZA5AFUE1 % (ISE Trusted Certificates Store) H
BEAT WSA %P1 E S
* WSA H# 4 ISE 45 B 515k pxGrid i 4.
A

o EARIIRAT RIS £ 2 H H A Dt .

o SOMWLST AT ) ST RESSE DL J T 2 ) 8
* )V ISE 545 T4 SGT Wil 21 jm) iil, S 7Eum 11 443 & SSL 18T RN AE ISE M 254 ki n) @l
* WSA {4845 ISE B8k H S5 » {8 A sedata cache F11 isedata statistics 7% »

o Bl AR SR LR AN s TCP/IP il 1 LA R AE B DT F2 1) I 2 A Sl el g A B 0. 1520 (WSA
F PR TR “ i f 43k 7 (Packet Capture) GUIfI

 SRMSERER: 1S (WSA HI7 1) i “BRERZS S imiis K7 (Tracing Client Requests) FUIf
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5 ISE-WSA £ /A <89 SMA By#tiA

MBI E 22 HBS (SMA) 22— DN FBY6, WTLUE P Web 224, PATHRRHERR, LA BOR T 4 20
e s, e AR ARG, T BN M2 P EE 1 WSA. fildn, WREE A A WSA, 78
SMA R R A R2 XA WSA 11— E )Rkt . RS M ECE SMA Z A, RORIJCE/E WSA E&FEHt . A1
KIEK WSA ESCFPIETINRERT, /£ SMA EA S0 FF Ik IfE.

SMA &g 85 WSA G E T ISE#H5C. WEEE T ISE, W SMA f45 5 SGT Mk E. %A LLFIH SGT 7F
SMA L7 WSA 5Elg. SMA &SRS ISE #HR MG R, RAEES B —ik. T LAV — AMRdERCE, JFAER
BT WSA L&A, SMA EJEH AL (GUI) 5 WSA 2RAEL, {HJE HAT — e ikF i Thfg .

7E SMA ', £+ Web > SLFT2/F (Utilities) > Web % & 1X7S (Web Appliance Status), 285 fichi AN WSA, BIA] &I
B H ISE.
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