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Cisco ISE<} WSA =3

Cisco ISE<2} WSA 53 7 &

Cisco ISE(Identity Services Engine) 3 WSA(Web Security Appliance)E 5 & 3HH WSA A& A] ISEo| A #| & & = t} 3k 7]

o &8st AEFXRNEE At A g AA = A A8 9lom T Mk 7 T 8% 212 SGT(TrustSec
Secure Group Tagging) 7154 21 YU Th. TrustSec SGT 7]5& AHE3SIH A AE A Z UEID 152 &7+ dFY
th o & 5], Bt 715 SGT100]] &8k AF-8-A= 54 3 &8 U ES] 7] Alo] Eo vk A 23 5= QlFH T WSAC A A
2 A AL ISEZF ARE AL A& T ehE SGT B 15 ARg-ate] A4yt

802.1X 22 Q1% -2 WSAo A A1 95 A 25U Th ISER WSAE B85 1% - ek 802.1X 215 W & A3
ISEE 53] WSA AF&-AE Q158 5= 95Ut Cisco pxGrid 7] 5& AF&-84 Cisco ISEX| A WSARZ AE X~ E 70k A1

£ FTfrste] AFEALE QT A A A S A8 AU

ISE-WSA -=

=
= A st = 1 9.1, Cisco WSA+= Cisco ISE° A
IP-AHE-AF 13 & 7FA 3 Ut dlo| ' A] B Az m X &= FES FolelH 5 A] Cisco ISESF WSA 7Fe] 2 A4 71H4 S #
A5 Aol E4U T

olgl] Z1¥ ol = Cisco ISE-WSA 53 A& 27 A 5 o] lHF Ut

@)



TrustSec Device

< 2. TrustSec device
. : s ==
é’ o ISE authenticates using I5E. ISE like Wifi Controller
é-%" cn‘} é}" pushes the device
54 $ 3.1SE updates WSA about information{SGT, IP) into its
F £ i the user via PxGrid session directory
wds/
q l L -
Q 0. WSA downloads session
database from ISE via REST
WSA

End Hosts

A &+ ISE 2 WSA ¥ %
* Cisco ISE, 28]~ 1.3

* Cisco WSA, H 2] 2 8.7.0 o] 4

Cisco ISES} WSA =3 I ==
Cisco ISEE WSA<®} & §317] 93l =333l ofF & A

A%

A1 WSA SEFo]dE S SGT A4

A2 WSA A

@AI3  WSACIAISE 715 74

@GAl4 WSA Efo|AES D Z 25k A
GAIS  WSA Sfo|AES] a2~ A A




WSA =2} o] A E 2] SGT A4
TS Al Al ARE Rl gk Al 2% ID L& (¢ll: IDGroup3)= A4 3kl ©] ID 2155 SGT(l: SGTGroup3)oll 123
of it mpAHF o, o] o] A ID 1ol Fohs AR AHE 91l IEE 802.1X /152 AH8-8h= A3 S A8
oF Fuiut.
PEECEL
* ISE AWl A 2= 7] WSA E o] A E & 214§ th(Administration > pxGrid Services > Clients).
* WSA®| 835 A stelH WSA Seto]AE IP F47FISEe] = wof glofof
* pxGrid A H] 227} A 8} 5 of 9l =% &213th. Connected to pxGrid M Al ] 7} pxGrid A1 H] 2~ #| o] X of] FA| H] o] 3]
=4 &<2l3st ). (Administration > pxGrid Services)
*CAATE JISAHE AR A=A FAFH T
< ISE A ¥l A QISA & W7 S wjric} ISE A ¥ & thA] Al 28l of gt
* Administration > Certificates > Trusted Certificates > Import= A B 3} & pxGrid 91541, ISE AW 2] 2} 154, WSA
ASA 2 715 7FA 2 th ISE9F WSA 1He] ek 5418 84 syt
* Personas 4 A o] 4] Administration > System > Deployment > General Settings 3| ©] x| & A & &} 31 pxGrid &1 &+ A
el 5lo] ISESH WSA 7He] 4l 24 3kt

* Administration > pxGrid ServicesS 1 ¥} 5} 31 Enable Auto-Registration
v 24 515 of QthH WSA pxGrid 2 80| A EV}ISES] pxGrid A H ol 14
O 2 WSA ZEO|AE 555 3 &3)oF gt
* Administration > Certificates > Trusted Certificates > Edit 3| 0] | & A 815}o] WSA 2154 & A 1t} Usage ~)
ol 4 Trusted For 541 o} 2] 2 gl ek A el gy,

* Administration > System > Settings > Protocols > ERS Settings | ©| x| & % ¥ 3} 31 ERS Setting for Primary
Administration Node % 4 o] 5] Enable ERS for Read/Write &S &4 3} 3} o] REST A B 2} WSA 2| E41-& &4 3}
Eash=;

H .

A& A 83ty o). Auto-Registration 541 0]
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@711 Administration > Identity Management > Groups > Add S A 8] 5}o] WSA AF&4}ID 152 AAA T}



User 1dertity Groups > New User Identity Group

Identity Group
* Name| IdGroup3

De&criptinn|

User [dentity Groups

Jeit deadd | Xodets | @oiwpot  @Espat v
Hame = | Descrigtion

O & a1 accoOUNTS (defadt) Default ALL_ACCOUNTS (default) User Group

O & empioves Defauit Emplayes User Group

0 & Group_acCoOUNTS (default) Defaudt GROUP_ACCOUNTS (defadt) Lker Group

[ &% cuestType Cantractor (default) Idenitity oroup mironng the guest tbe

O -ﬁ GuestType_Daly (dafault) Identity group mironng the guest type

O &8 suestType Weekly (default) Iddartity group mirraring the quest typa

O 2 ogoupin

O 2 ogoupi IDgroull

O & pgroupiz IDpoupi?

U 8 pgouwis IDgraup13

O & ogouwid Dol

O 2 pgrows

O 2 iogrouns

o IDgroupd

O 4 moreuss

O & mgroues

O 2 mogow?

O & IDgroupB

O 2 ogows

O &8 cw_accoumTs (defaudt) Defauit TR _ACCOUNTS (dafauit) Usser Group

@A 2 Policy > Policy Elements > Results > TrustSec > Security Groups > AddS 41 B 5} ¢] Security Groups 3] ©] %] ol 4]
4= WSA #& SGTE 4 9§t



Security Groups List > SGTgrowp3
Security Groups

* Name| 55Tgroup3 | Generation Id: 0
Description

Security Group Tag (Dec § Hex): 4/0004

Save Resat

Security Groups
For Policy Export go to Administration = Systern = Backup & Restore = Policy Export Page

JEdt  oeAdd | @almport  @vExport +  Delete v | (@JPush

MNarme & | SGT (Dec | Hex) . Description
[0 RamaSGTgrou.. 2/0002 RamaSGTgroup-IPs
[J RamaSGTgrou.. 3/0003
O sGTgroupln 1140008
[0 sGTaroupll 12/000C SGTgroupll
O sGTgroup12 13/0000 SGTgrouplz
0 sGToroup13 14/000E SGTgroupl3
O sGTgroupld 15/000F SGTgroupid
[0 sGToroupls 160010 SGTgroup1s
[0 saTgroup1s 17/0011
O sGTGroup19 18/0012 SGTGroup19
O saTgoups | 4/0004
0 sGTaroupd 5/0005

@73 Administration > Identity Management > Identities > UsersS X 2 31T}
GAl4 AddE Z Y] U EY A A2 ALEAE AT



Mebwork, Access Users List > userd
w Network Access User

*NWEILEEIEI

Status | Erabiod - »
Emal|

» Password

* Pas.swnrd| TTTITIT) | MNesd |':Ei|'_'| with iI'JE‘SS'ﬂ."CI’d DEIE';' At
* Re-Enter F*aiswnrd| J— |

= User Information

First Mame | yser3
Last Mame| sar3

» Account Options

Desr_ri':bﬁl:lnL
Change password on next login[]
¥* User Groups

Save Reset



Metwork Access Users

£ Edit gbadd

Status

Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enahled
Enabled
Enabled
Enabled

CORC UL ISR TS W LI USO8 TR LR TN LT

AVE AL 7F A 2 T E D 18 gyt

[l change Status »

Mame

2]

© userld

lirky

| userl

£ userloo

Y useriol

£

L Userloz

iy

Lzerli3

< userll

Y user1il

Y ouser1z22

Y userld

iy

Lzerl?

£ userl3
! user133

Lzerl44

. uzerls

£ user1ss

2]

© Userld

Lzerls

£ user2

&

i

Lizer22
Lzerd

Lizer3d

© Lserd

U userdd

-

b Import

Description

beExport | M Delete = EEIDupIicate

First Marme

Lserl
Lserld
Lserloo
userlil
Lizer
Lizer
Lserll
Lserlll
Liserl2
Lserl2z
Lserl3
Lserl33
Lserl4
Lserld4
Lserls
Lserlss
Lserld
Lserld
Liser2
Lser 22
Lserd
Liser33
Liserd

Lizerdd

Last Mame

Lserl
Lserld
userloo
userlil
102

103
Lserll
userlll
Lserlz
userl22
Lserl3
userl33
Liserl4
userld4
Lserls
userlss
Lserls
Lserld
user2
user 22
Lserd
Liser33
Lserd

Lizerdd

User Identity Gro...
Ermployes
Ermployes
IDgroup10
IDgroup10
Ermployes
Ermployes
Ermployes
IDgroup11
IDgroup1l
IDgroup12
IDgroup12
IDgroup13
IDgroup13
IDgroup14
IDgroup14
GuestType_Contr..
GuestType_Contr..
Ermployes
Ermployes
IDgroupZ
IDgroupz
IDgroupa
IDgroupd
IDgroup4

@75 Policy > Policy Sets > WirelessWGA > Authorization Policy S 1 ¥ 3}o] 3l d ID 2 SGT 1wl A& 7153+ 1 2
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Policy Sets

Define the Poficy Sefs by configunng nales based on conditons. Drag and drop sets on the led hand side o changs the onder.

:_s_m_ﬂ?_!%&_@_glpm. L For Policy Expon go 10 Admimiration > Syitem » Backup & Restons » Polcy Bxport Fape
- ¥ (X | @ Stats Harre DCescrption Condiions
3 -] Wir bV G Network Actess:Devics [ Address EQUALS 172.25.185.26
|~ Summary of Policies
s |t of ol your polices b Authentication Policy
. Global Exceptions
;‘“ acrwdi s teplvymerk v Authorization Policy
WirelessWGA
* Exceptions (0)
[ pefault : fp
Dbt Poiicy Sef o1 » e ——
Identity Groups Details 2%
Save Onoer Reset Ondeay Status Rufie Mames Concitions (e :&flf‘lisel.',!‘b'
B~ [msmons Weso: ™ [sorpont <]
B Standard Rule 3 IDgrougp2 <1 RamaSGTorouns
B8 Standad Rule 2 fuy (4 Emplo RamasGToroupl o\ PermitAccess
[ -] Standard Rule 1 Employes t RamaSGTgrounl
[ -] Detat e PERTLACCESS
a9
Policy Sets
o - Define the Policy Sets oy configuring rules based on condons. Deag and drop 5815 on the left hand slde to change the order,
[ Search policy names & descriptions. =3 For Poliey Export go to Adrinistration » Sysham » Backup & Restore » Polcy Export Page
e e |4 d | X | @ Status Name Descriotion Condtions

e e [ -] WirelassyWGA, Metwork Access:Device 1P Address EQUALS 172,29.185.2
| Summary of Policies
# fisk of al your polices b Authentication Policy
[ Global Exceptians

Rules across entire deployment

* Authorization Policy

[ wirelesswia
» Exceptions (0
[ Default e k2
Difauk Poicy Set e
Save Order Reset Crder Status  Rule MName Canditicns (identity groups and other conditions) Permissions

[ -] Stancard Rz 4 [f IDgroup3 A0 Wirekess_802, 1% thern  SGTERoUp3
n Stanclard Fuke 3 it IDgroup2 -0 Wireless 802, 1% thern RamaSGTgroup2
Standard Ruke 2 i Ay OF Employes ) 00 Wireless_802, 1% then  RamaSGTgroupl 400 Permiticcess
Standard Ribe 1 I Employes ther  RamasGTgroupd

Cheroll & 2k
ISE-WSA &32 91314 = WSAE g3l oF et

WSA 24

Al A7) Aol
* WSA o} Zefo] 25 v ES 2 2 tiufe] 2o AA Pt}
* System Setup Wizard Y IA EZ 2k 5 gt}

« 7P o Zeho] A 220l A System Setup WizardE 4 3 812 = 7%, loadlicense '8 & & AR&-8lo] 7Hd o Eeho A~
oM AE ZESIAA] Q. A Y-85 KW http://www.cisco.com/c/en/us/support/security/web-security-appliance/
products-installation-guides-list.html°l] 4] Cisco Content Security Virtual Appliance Installation Guide S 333} Al 2.


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

A1 BEAE D WSAY IP 45 98 Y th System Setup WizardE * & 2 & 5h= 4 9-, 7] 2 IP T42!
https://192.168.42.42:8443 %= http://192.168.42.42:8080-2 AF-&-814] A| Q.. o] 7] 4 192.168.42.42= 7] ¥ 1P F 24,
8080 HTTPY] 7]+ #e|x} L E A A, 84432 HTTPS S 7] | A ZE Y UL} o] ZEfo]d2~7} o]m] +Ad ¢
B9, Ml ZES P F 45 AHS Y
“Al2 o Edtold s 2Rl o] e AFEAL o] & R HUM S E Y HFUTE 7 EH 0" of Feto|Ad A=t
o 22 AR o] & 9 B S o} A Al g Y T
« Username: admin

« Password: ironport

@73 System Administration > System Setup Wizard S A1 2] 5} Start, Network, Security, ReviewZ}= 4] 7}%] g]o] 3
e A2 A o] A& AU T

@A 4 o EefolAd Tt oln] A E A, Ay ol S Al A ste A gl
Setup WizardE 7| & %133} ' Reset Configuration H =S 28 5
A7F o) Eefold A F o2 A2 gyt

A5 Start §Hol A HE AREAL gol Al Aok oS ¢] L o gt

@716 Begin SetupS 283k Al W o)

SAT  Network ol Al Do wpel 2] FH = glo] 55 AHEehs RE A4S TAF Y

G718 Security HolAM BEE AAGS FAAEYT

A9 Review oA AT 1ol ARG AEFUTE FAS A3l oF S 45 dld A9 Edit HES = U Th

@710  Install This ConfigurationS 23 314t}
3] 19| o] A o] A X] =] H Next Steps 3| ©] X 7}

= 74 a1 WAl A 7} 3L A Y T} System
th o Eefol A7 QA H o Betg
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X
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rd
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hyA

ar = -
£ = DNs A4l me} o] ¥A|o] 4] o) Sefo] Qo] A o] 24 4 AT Beh$-A ol "Page not found”
A A 7F FA1E 7 -, URLS WA ete] A =42 A4S wbgstar oA & thA] 2=yt 21 v, 38t
Pt RE T4 44 A9 A% 29T

WSAl A ISE 7] 5 T4

Al ZFet7] o
¢ISEXAH T AE o8 =P FAS 7HA ST
« QB A A E ANEA /7] TS ALR F A, WSA FEFo]dE 2 dEA 2 7] 198 7S T
« WSA tloE] 27|32 ¢8FISE | A Q1 FA = 714 St

* WSA t|o]E] BT Y-S 913 ISE pxGrid 9154 = 7FA 35Ut}
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A1
A 2
A3
A 4
7 5

o7 6

oA 7

oA 8

A9

Network > Identity Services Engine-S- 1 ¥ 3} ] Identity Services Engine configuration 3| 0] X & 31t}
Edit Settings S 2] 3} WSA Z&}o] A E| ISE #2] AL, pxGrid Q154 & F71s AL dl o] EgY o)
Enable ISE Service 21 go] A8 ¥] o] gl=%] &<ls}e] ISE A H| =5 &/ 3t}

A BE o) F Ei IPva TS ALGshe] ISE AW 2 A g,

WSA-ISE A H % Q1SS 913 SetelAE JISM & Algdtes v A WS A9 dun

* Use Uploaded Certificate and Key — 2 8.0l ujg} 3} -& 2 =3)a1 A&t}

* Use Generated Certificate and Key — 2 8.3+ 7 9 A Q154 2 7] & A F o}
> Generate New Certificate and KeyS = 2] g1t}
> Generate Certificate and Key ] 3} 2z} ol| A Q154 Aol FAI S A B E &)
° Generates = & 3T}

> Download Certificate Signing Request(DCSR) & =& & €] 3} ¢ o] & CA(Certificate Authority)°ll Al &3
Yth CAol A A E ASA & B2 Foll = BrowseS Z 5l A HH AFA] YA 2 o] 5T} &
d dRES SYIYTh

o CA FE7} 7]1E9 $li= 7% ISE A ¥ 2] Administration > Certificates > Trused Certificates ©} 2} o] CA
FEZ F7H Y

o =, AR AZF CA A WSA S 80| A E QISA & AFE-51A] o s = 745
> Download CertificateE =23} Q1 SA & 24 299 b2 =3t

o 0] Q14 & ISE A1 ¢] Administration > Certificates > Trused Certificates®l] & = =3It}

242 AFdE WSA FHo|UE S1ZA4 2 7|2 AL = A4S, 3l 2154 7} Administration> Certificates >
Trusted Certificates 7 =0l 31 =%] &I844 A| & =, ISE A ¥ Admin UI«] Administration> Certificates >
Trusted Certificates > Import 74 2 2 Q1 SA & 714 %H =

ISE AF-8-A} 2 251¢] djo] ¥ o] M F the 2 =0 AL-8-& ISE #E]| A} 5 A& WSA ATt JI5A 3L S
zro} 4 B3} o5, Upload Filess 28 U T} 571 J 2.5 X 2] W Uploading a Root Certificate and Key(22~257] ©]
ANE FxstH AL

WSA-ISE H o] 8 A B2~ G (ISE A ¥ ol tfgh 2] &2 Q1 7 2])& 9]¢ ISE pxGrid 1541 & Al FHh A=
A 9} & zro} A el Sk U} Upload FilesE &9 Ut} 71 d HE X 2 Uploading a Root Certificate and
Key(22~25Jﬂ o] x]) 23 A S

(A 81 A1) Start TestE 52 3Lt} H A E:

« 3G 1P F40] h3HISE ZAE o] FS A

- WSA Zehol A E QIEA B el

k9
ot

« ISE pxGrid 1541 & &3t

11


http://www.cisco.com/c/dam/en/us/td/docs/security/wsa/wsa8-5/WSA_8-7-0_UserGuide.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/wsa/wsa8-5/WSA_8-7-0_UserGuide.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/wsa/wsa8-5/WSA_8-7-0_UserGuide.pdf

« ISE #2] 2} 915~

Z4E gy

H
* ISE pxGridell t g 145 &<18kaL SGTE A dH
« REST AW ol t gt A4S 1ttt

SGA10  SubmitS £

=¥ %t t}2 Commit ChangesS = 1t}

= -

WSA 211 3 2 5}e] A%

Web Security Manager > Identiﬁcation Profiles > Add Identification Profile= /1 €] 3}¢] ISEE -3

gfo]AEQ ID T2 utY

< A3y U} Identification Profiles 3] ©] ] ol =

Q—g M]/\ﬂo] 4‘61—9141:].
Ep v
Client/User Identification | 21' = 2 9} 9 & 34 3}k t}

Profiles

R

* Description — 4

* Insert Above — 7 J o] =21 @ 3} A

£ Aaok sh= w4 2 AU THSIIA o
2).

Transparently identify users with ISE — ISEo| A 7}4 2. &= AF&#} o] & 2 ¥ SGTY
=

I

Fallback to Authentication
Realm or Guest Privileges

g 9 o 7

150 ISECl| A A& 5] #]

o

qo.

* Support Guest Privileges — WSA S &3l A}-&#}
ol e,

i
[l

% sheh Al AER 2

=3}
1 O

=
* Require Authentication — WSAE &3l AF-&-2FE 35 4] 3}5} 3L NTLM(Windows NT
Lan Manager), LDAP(Lightweight Directory Access Protocol), Kerberos 5=+
TUI(Transparent User Identification) -2 X 2 EZ & Al83l] 2158 = U

* Block Transactions — ISE©| A] 2] ®H & 4=
gabA) gt

R ARl g OR1E e Al 2 & 3]

Fallback to Authentication Realm %= Guest Privileges 2]

A& ME s Aol el eheb U
Fallback to Authentication Realmor | A j

Guest Privileges 341

AZE AT A W7 g 8l

12

sl 1Sl of 3= WSA &



Fallback to Authentication Realmor | X
Guest Privileges =4
A g RS e i R
« authLDAP
« ntlmrealm
CHE QY
S M2 A E:
*IP Address — ] T A= EA IP T4 JAFH AFEAE FX Y
TUIS] 3%, o §4E& AEF T
* Persistent Cookie — ] Z5A| = o S| Al o] A 7} AF&A}ol] tf $F o -4
A8 Aol 54 | Ee Aol del AFH ALEAE FAGU T S
Aol E TR F7]= AAHA FHFUH
* Session Cookie — ] L Z A= o] Z2| Al o] A 7+ =] Q1 2] A}-8-=}o] tff $F
AR TS Aol 54 el Aol Ao AEH AL AE FA G
(LAY AREATE E A 7L o ZE] Al o] Aol A 2 v lel] sl ohE A}
4592 AT AT, 718 olgih) chEe Aol He Fu s 7
7)1 % A A YT
Block Transactions HA YL s

WSA S 20| ES ID 223 B4
WSA Feto]AES] A e akel & A shal A B4 10.4.100.0/242] ARl Al Al~E A3kE dda]oF T

43}

711 Web Security Manager > Identification Profiles > Add Identification ProfileS- A1 &) 1] T},

@72 Enable Identification Profile 4] o 4] L4 A5 A B E =g},

@713 User Identification Method 2 41 || 4] Transparently Identify Users with ISE 2 Support Guest PrivilegesS X1 &
ey

©714  Membership Definition 4 ol A} A B Yl F=2x(¢]: 10.4.100.0/24)E ¥ = gt}

@75  Define Members by Protocol 4] A ol 4] & 4= & (¢ll: HTTP/HTTPS % Native FTP 541)< 4 83t}

7 6

4A7  SubmitS F T

13



Client §f User Identification Profile Settings

7| Enable Tdentification Profile

Name: .2} [id31sePulicy
(&g, mp IT Profite)

Description:

Inzert Above: g (Global Profila) «

User Identification Method

Identification and &uthentication: (7 Transparently identify users with 1SE -

Fallback o Authentication R"‘;IEIE“;:;:"’.?E If user information is not available from the Identity Services Engine:
. Support Guest Privileges -

Authorizadion of specific users and groups i defined in subsaqueant policy lapers
(sse Web Securly Manager = Decrppfion Folictes, Routing Policies and Access Policies)

Membership Definition
Membershio /& defined by any combination of the fallowing epfions. Al criteria must be met for the policy to take affect,

Dafine Members by Subnet: 10.4 100,074

(examples: 10.1.1.0, I0.1.X.0/84, 10.1.1,1-10, 2001 :420:80:1::5, 2000:aba:: 1-2000:a0b8::13)

Define Members by Frotocol: [#  HTTR/MHTTPS
[#  Mative FTE

b Advanced  Osfine additiona! group membership criteria,

WSA Z-t}o] A E o] a2~ A2 A A
2 )

2N
B4 10.4.100.0/24 2] AF-gAof] ol A& 2 2 5lel-S A G T ISEO A 73 M3k SGTE el &f oF M af 2~

G SGToll A2 = d5HH

.&

W, CLI 8 & isedatas A3t 7 A8k

)

al

A3}

0_1.4

4

=

tlo

@71 Web Security Manager > Access Policies > Add Policy = X1 €] g1t}

14



oA 2
@A 3

oA 4
A5
@A 6

A7

o7 8

Policy Settings 4] A ol A L= Al A HE ¢ & 3.

Policy Member Definition 4] 41 2] Identification Profiles and Users =35 T} 55| 4] Select One or More
Identification ProfilesS A1 8] 311 T},

Select Identification Profile =5 U3 550l A o] 2 o] A/ gl A 4]
Authorized Users and Groups & °l| 4] Selected Groups and Users=
No Tags Entered & =& 53} ISE Ao A] SGTE 745Ut (3l
> Security Groups ¥| ©] %] ¢} & g1 T})

I SGT(4ll: SGTgroup3)E A Bl stal AddE &3 5to] 4 ¥ % SGTE Authorized Secure Group Tags 4/ o]
7F o

Secure Group Tag Search

2 Aughe
A g,
T} L=
o 1T

< ISE Policy> Results > Trustsec

Entsr anp fext fo search for & Securs Sroup Tag nams, numbsr, or descripdion, Sefect one or mors Securs Group Tags from dhe Rxd sad
wse the Aod bufion fo sod fo dlus podicy
1 sarch ¥
Add
Selext
Sacyra Group Tag Mama SGT Nurmber SGT Descriplion :m'l
=S6Tarowpl3 14 SGTgroupi 3 -
SCETarewp1d 7 _ MOME__ |
SaTgrowp1s |18 8GTgraupts
SETGmup! 8 18 BGTGrowp14
ANY 655635 Any Security Group
Linknown |0 Linknowen Security Group
RamaSGTaroup 3 __NOME__
RamaSGTaroupl [ Ram&aSGETgroup-IPs
SETaroups 5 __MOMNE__ : E
SOTgroupd |+ __MOME_ 7
SGTgroupd [7 __NOME__ '
SETYroups B __MOME__
SoTgroupd |a __MOMNE__ [ =
SETYrowp? g __MOME__ [

DoneS 28 30] A ESk SGTE NA| 2~ A Aol T4t

15



Policy Member Definition

Membership 5 defined by the combinanion of #he folowing options. A crferis must be met for the palicy to take affect.

Identification Profiles and Users: | Select One or Mors Identification Profiles -
Tdentfication Profile Authorized Users and Groups &dd Idantification Profile
id3lsePalicy - Al pythenticated Users
@ Selected Groups and Users (2
[5E Secure Group Tags:
SGTgroupd 1

Users: No users entered

Guests (users failing authentication)

= Advanced | Use the Advanced cptions to define or edit membership by protocol, proxy port, subnet, Time Rangs, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: Mative FTP, HTTR/HTTRPS/FTR over HTT? in Identification Profile id3lsePolicy
Prowy Ports: Hone Selacted

Subnets: Hone Selscted

Time Range: Mo Tim= Rangs Definitions Avadable

{s=e Web Security Manager = Defined Time Rangss)
URL Categories: Mone Selecked

User Agents: None Selected

WSA Z 232 A3 SGTol AAd Y

WSA B35 ARGk ARE-A} A E] BT

ARG ALl T ID 2 vk Bl A A GG A Fol = AREATF U ES A0 23S W] s & 5 S
Ut} Reporting > Web Tracking | ©] #| 2 ©| 5%t T} & D4~ D=5 9] 23} 3l SearchE =23} Results A4S #1T}
o & 51, User37FISEN 9l alf Q5% 4 -5- HalA = ﬂa}olﬂ E 1P 7422} 37 "Identified by ISE" 2} 8 = E 7} A
AU AZE ARRA B A E [P 5420 5, Sl AE P FA4R FAF YT A W85 1Bl WSA AREAF 7o)

o 4] Web Tracking 3| 0| X & 2 3}4 Al L.

271 39+ S A}8-3}o] ISE-WSA =3 E ] E41E

WSAL A28 B 2 d)s pheloh el E 249l & 21 o] 7] % G ek ISE-WSA F ) ¢
22 ISE 271, %A 2SI o]l @ 218 AF8she] B vl BAE wUE Y
.

H 205 W3C 2, A4
TAE AT 5 A5

= 715 WSA GUI 7 = SSH "J
W3CLogs A =2 Folo]| A E 7| = | System Administration > Log GUI A3 28 o)l uhat
S W3C 5.3 g2 o2 7] |Subscriptions —System Administration > Log
=3k}, Subscriptions / logconfig
M|~ 2 | ] =2 F2lo] ¢l E 7] = | System Administration> Log ssh admin@WSA
< 7=, Subscriptions > accesslogs tail ise_service_log
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2139 715 WSA GUI 74 = SSH "

ISE 271 ISE Xl ¥ ¢}¢] 41 A& = | System Administration > Log ssh admin@WSA
= A5 & [SEAME 3} T Subscriptions > ise_service_log tail ise_service log

EEE NEETEL i

IEA 2T | FAEZEANAHE ©FE | System Administration > Log ssh admin@WSA
7123} ol = BE 9 Subscriptions > proxylogs
L EA HE 2T FA

7]-731— 7] _117(4 o] 7] = 0] 1,] 1:}
W ZEA e} A A s ] 0 S
TA| A ol FA & &) 4 st
W, 3§ ZFA] 5
PR R A R

tail proxylogs

WA E
NA| 2 21 9 - of
Ee B4Rl AHE T 4 9 Al 21 shle] 8l AhH el ofelsh Rt

ol 1: SGT7} 1= ISE 7§ A1 &) AR-g-=kell 7] 4 8-% A A of] A A =g o

1424330486.386 320 10.19.75.75 TCP_MISS/200 68632 GET http://www.bing.com/ "userl" DIRECT/www.bing.com text/html

DEFAULT CASE 12- DefaultGroup—DefaultGroup—NONE—NONE—NONE—DefaultGroup
<IW SICh 6 1 1 w_ P 1," ",—,—,—,"—",1,—,"—","—",—,—,Iwisrch,—,"—","—","Bing","Search
Englne n w_mn 1715 80 O _ _"I"_"IlI"_"I_I_I"_"I"_"> _ SSO_ISE

of 2 A A 8k= SGT7F A<= ISE 7| A] & ARg-Aoll ] 28 7 A of] A 23t

1424331112.566 0 10.19.75.75 TCP_DENIED/403 0 GET http://www.bing.com/ "userl" NONE/- -
BLOCK WEBCAT 12-BYODPolicy-DefaultGroup-NONE-NONE-NONE-NONE

<IW srch, 6.1,-,"=", =, =, =, =, """, =, =, =, """, =, =, """ ",—,_,IW srch, -, "-", "-", "Unknown", "Unknown", "-", "-",0.00, 0, -, "=", "=", =, "=", =, =, =", N>

- SSO_ISE

o 3: Al E & oA ¥ = A Aol oA e

1424330523.414 155 172.29.177.25 TCP _MISS/200 68647 GET http://www.bing.com/ " (Unauthenticated)172.29.177.25"

DIRECT/www.bing.com text/html DEFAULT_CASE_12-DefaultGroup-Default
Group—NONE—NONE—NONE—DefaultGroup

<IW7$IC1’1,6 1,1,"-",-,-,-,1,"- ",—,—,—,"—",1,—,"—","—",—,—,IWisrch,—,"—","—","Bing","Search
Engine","—" n_mn 3543 07,0,=,"=","=n 1 mon o w_m
"> - GUEST

o & ERNAA Ao 2 thA ¥ = g Aol A ATk

1424331683.561 0 172.29.177.25 TCP_DENIED/403 0 GET http://www.bing.com/ - NONE/- -
OTHER-NONE-DefaultGroup-NONE-NONE-NONE-NONE

- n_w o mM_m o m_Wm __m_m omM_W o W_wow_mom_w ow_w on_n onw_mn — MM ow_w _ w_m o ow_w ow_
< 4 4 ’ ,0.00,0 4

rTr T T T T T [ A rTr T T o T Ty T T T T T

- NONE
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ISE =71 3}< - 9

8840 ALSE 4 QU ISE 21 942 9] of = o ge} 2,
Thu Mar 12 20:41:29 2015 Info: Begin Logfile

Thu Mar 12 20:41:30 2015 Info: ISEService: Successfully loaded configuration from: /data/ise/ise service.ini

Thu Mar 12 20:41:30 2015 Info: ISEService: RPC Server Socket :/tmp/ise fastrpc.sock

Thu Mar 12 20:41:30 2015 Info: RPCServer: Starting at: /tmp/ise fastrpc.sock

Thu Mar 12 20:41:30 2015 Info: ISEService: Running

Thu Mar 12 20:41:30 2015 Info: ISEDynamicConfigThread: Started Server..

Thu Mar 12 20:41:30 2015 Info: ISEService: Sending ready signal...

Thu Mar 12 20:41:31 2015 Info: ISEBulkDownloader: Downloaded 12 SGTs in 0.162157773972 seconds
Thu Mar 12 20:41:32 2015 Info: ISEBulkDownloader: Downloaded 0 sessions in 0.316617965698 seconds

ISE-WSA 535 E&| &Y -ISE A A4

o] Mo = ISESE WSAS T ufl B e 4= 9li= Aol sl A g,
CUES T BA: FAE ISE AW LE A4 LA 72 = JFUT o & 59, 32 E 52220f ®3lH
st dH U @Y 2 tepdump H H S AFEE] HESN T FAE U8 5 U5Y

o Q1= F-A):

A 7E A

QA1SA U3 22 A4S oA 7S 5 S5 Y ok
CA A ™
17 o ZE] A} E+= pxGrid 9154 CA7} WSA9] §l&
45
« WSA oA E AT A ol A3t FE CAZ}ISE
Eg2EHR QAFA A4 §l& 76]
22| A
A 48 « WSA Z&}o]AE QIS A 7FISE EHAEH 54
AL s A5
« ISE ¥#&] A} === pxGrid 1541 7F WSA §l& 75
LSS
cFRPUJASAMHEE ST dA EAZ R
A%

+ID WY Ae] EA: e} 2 BAL BT 5 U

»
« X E 4439 4] SSL JM=A o] A7} A 3 g2l = 31l ISE A ¥ ol A SGT7| th+ 2 =4 74-$-. ISE A H o] A

A% T e of g

* WSAZ}ISEO A 9153k AL-&2}of| t$F A ~5 A& 7% isedata 7] A] ! isedata & A H &S AFE T}
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« 7 WA o] EefolA T AAE HEHNIE F3l A
T} WSA A8} 7}o] = of| A Packet Capture 3 0] X] & %Z:é}ﬁ Al L.

« A2 2 WSA AF-&A}F 7}o] = Tracing Client Requests 3| 0] A & #2814 Al 2.

ISE-WSA 5313} & ¥ SMA 7] &

Cisco SMA(Security Management Appliance)% H HS At EYEFE S AT Ert oy}, Y e Uzt
dlolE 2EYAE 93 TS FAShE &5 e ZAEFJ UL o= HIES T 759 WSAE #8] E B3k b

g = T %Jzé‘ A|2EBRIUT o & B0, 5 349 WSAZFS5/) A&
H oA FAE YT M E SMAC] 3 o= WSAJ A HIAE & 4
A WSA A 3l 7] 5& AL wj vk Al 3 Yt

SMA®] == WSAS] ISE -/ o] F-of o gt 17} Z3g Utk ISEZF T4 ¥ 745, SMAC = SGTF #A H 17t 23 Y
T} SGTE &-83}o] SMAo A WSA® A A A e 4= 91%143} SMAL ok 52 ulr} [SEQ} B E ARE Fy|H o7
golEstUch 5 Ay 1y o) AS *Mﬂf&? ol & 75 37 ol = & WSAC AlA e = 9lHF Ytk SMAS] GUI(L

]

SMA®| = 2 WSAZF & &l shtel
15U Th SMACI A A 95 = 7] 58 3

=] A&} Q1E H| o] 22)= WSA S} frAFSEA RE H 7} ]%% & a1 NE | ]’\7} Ay
SMAZ°]| ] Web > Utilities > Web Appliance StatusS 1 9] 3t U} 3- ISE7} €/ 84l 7 9- Zholof 3l= T4~ WSAE 934
t}.
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