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Compatible device list 
 

Center  Description 

VMware ESXi OVA center VMware ESXi 6.x or later 
Windows Server Hyper-V VHDX center Microsoft Windows Server Hyper-V version 2016 or later 
Cisco UCS C220 M5 CV-CNTR-M5S5 Cyber Vision Center hardware appliance (Cisco UCS® C220 M5 Rack Server) - 

16 core CPU, 64 GB RAM, 800GB drives 

Cisco UCS C220 M5 CV-CNTR-M5S3 Cyber Vision Center hardware appliance (Cisco UCS® C220 M5 Rack Server) - 
12 core CPU, 32 GB RAM, 480GB drives 

Sentryo CENTER10 Sentryo CENTER10 hardware appliance 

Sentryo CENTER30 Sentryo CENTER30 hardware appliance 

Sensor  Description 

Cisco IC3000 Cyber Vision Sensor hardware appliance 

Cisco Catalyst IE3400 Cyber Vision Sensor IOx application hosted in Cisco Catalyst IE3400 Industrial 
Ethernet switches 

Cisco Catalyst IE3300 10G Cyber Vision Sensor IOx application hosted in Cisco Catalyst IE3300 Industrial 
Ethernet switches with 10G ports 

Cisco IR1101 Cyber Vision Sensor IOx application hosted in Cisco IR1101 Series Industrial 
Integrated Services Routers 

Cisco Catalyst 9300, 9400 Cyber Vision Sensor IOx application hosted in Catalyst 9300, 9400 Series 
switches 

Sentryo SENSOR3 Sentryo SENSOR3 hardware appliance 
Sentryo SENSOR5 Sentryo SENSOR5 hardware appliance 
Sentryo SENSOR7 Sentryo SENSOR7 hardware appliance 
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Links 

Software Download 
The files below can be find following this link: https://software.cisco.com/download/home/286325414/type  

 

Center  Description 

CiscoCyberVision-center-4.0.0.ova VMWare OVA file, for Center setup 
CiscoCyberVision-center-with-DPI-4.0.0.ova VMWare OVA file, for Center with DPI setup 
CiscoCyberVision-center-4.0.0.vhdx Hyper-V VHDX file, for Center setup 
CiscoCyberVision-sensor-management-4.0.0.ext Sensor Management extension installation file 

Sensor  Description 

CiscoCyberVision-IOx-aarch64-4.0.0.tar IE3400, IR1101 sensor installation and update file 
CiscoCyberVision-IOx-Active-Discovery-aarch64--4.0.0.tar IE3400, IR1101 active Discovery sensor installation and 

update file 
CiscoCyberVision-IOx-IC3K-4.0.0.tar IC3000 sensor installation and update file 
CiscoCyberVision-IOx-x86-64-4.0.0.tar Catalyst 9x00 sensor installation and update file 
CiscoCyberVision-IOx-Active-Discovery-x86-64-4.0.0.tar Catalyst 9x00 active Discovery sensor installation and 

update file 

Updates  Description 

CiscoCyberVision-Embedded-KDB-4.0.0.dat KnowledgeDB embedded in Cisco Cyber Vision 4.0.0 
CiscoCyberVision-update-center-4.0.0.dat Center update file for upgrade from  

release 3.2.x to release 4.0.0 
CiscoCyberVision-update-sensor-4.0.0.dat Cisco IC3000 Sensor and Sentryo Sensor3, 5, 7 update file 

for upgrade from release 3.2.x to release 4.0.0 
CiscoCyberVision-update-combined-4.0.0.dat Center, IC3000 Sensor and Legacy Sensor update file from 

GUI for upgrade from release 3.2.x to release 4.0.0 

 

Cisco Cyber Vision Center 4.0.0 can also be deployed on AWS (Amazon Web Services). The Cyber Vision Center AMI 
(Amazon Machine Image) can be found on the AWS Marketplace: 

https://aws.amazon.com/marketplace/seller-profile?id=e201de70-32a9-47fe-8746-09fa08dd334f 

 
  

https://software.cisco.com/download/home/286325414/type
https://aws.amazon.com/marketplace/seller-profile?id=e201de70-32a9-47fe-8746-09fa08dd334f


Release Notes for Cisco Cyber Vision Release 4.0.0 

Cisco Systems, Inc. www.cisco.com 
5 

 

Related Documentation 
Cisco Cyber Vision documentation: https://www.cisco.com/c/en/us/support/security/cyber-vision/series.html  

 

• Cisco Cyber Vision GUI User Guide: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_GUI_User_Guide_4_0_0.pdf 

• Cisco Cyber Vision Network Sensor Installation Guide for Cisco IE3300 10G, IE3400 and Catalyst 9300: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Installation_Guide_for_Cisco_IE3300_10G_Cisco_IE3400_and_Cisco_Catal
yst_9300_4_0_0.pdf 

• Cisco Cyber Vision Network Sensor Installation Guide for Cisco IR1101: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IR110
1_4_0_0.pdf 

• Cisco Cyber Vision Network Sensor Installation Guide for Cisco IC3000: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IC300
0_4_0_0.pdf 

• Cisco Cyber Vision IC3000 Troubleshooting Guide: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_IC3000_Troubleshooting_Guide_Release_3_0_2.pdf 

• Cisco Cyber Vision Center Appliance Installation Guide: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Center_Appliance_Installation_Guide_4_0_0.pdf 

• Cisco Cyber Vision Center VM Installation Guide: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Center_VM_Installation_Guide_4_0_0.pdf 

• Cisco Cyber Vision Integration Guide, Integrating Cisco Cyber Vision with Cisco Identify Services Engine (ISE) 
via pxGrid: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identify-Services-Engine-via-
pxGrid.pdf 

• Cisco Cyber Vision REST API User Guide, Release 3.1.0: 

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_REST-API_User_Guide_Release_3_1_0.pdf  

• Cisco Cyber Vision Smart Licensing User Guide, Release 3.2.2  

https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Smart_Licensing_User_Guide_3_2_2.pdf 
  

https://www.cisco.com/c/en/us/support/security/cyber-vision/series.html
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_GUI_User_Guide_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Installation_Guide_for_Cisco_IE3300_10G_Cisco_IE3400_and_Cisco_Catalyst_9300_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Installation_Guide_for_Cisco_IE3300_10G_Cisco_IE3400_and_Cisco_Catalyst_9300_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IR1101_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IR1101_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IC3000_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Network_Sensor_Installation_Guide_for_Cisco_IC3000_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_IC3000_Troubleshooting_Guide_Release_3_0_2.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Center_Appliance_Installation_Guide_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Center_VM_Installation_Guide_4_0_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identify-Services-Engine-via-pxGrid.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identify-Services-Engine-via-pxGrid.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_REST-API_User_Guide_Release_3_1_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Smart_Licensing_User_Guide_3_2_2.pdf
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Cisco Cyber Vision 4.0.0 update procedure 
Cisco Cyber Vision 4.0.0 update procedure will depend on the architecture deployed and the tool used to deploy it. 

If you are currently running a version earlier than Cyber Vision 3.2.3, you must first upgrade to 3.2.3 prior to 
upgrading to Cyber Vision 4.0. Upgrades directly to Cyber Vision 4.0 are not supported on versions before 3.2.3. 

Prerequisites 
• The configuration files from previous releases must be removed or modified before upgrading from 3.2.x to 

4.0.0. 

• The file stowd.conf must be removed. 

Data purge 
Cisco Cyber Vision update procedure will not purge data automatically. The Center 3.2.x database will be migrated to 
the new 4.0.0 schema. All components, activities, flows, events, etc. will be migrated.  

The migration process could take hours (from 1 to 24 hours). To avoid a long migration process, a data purge should 
be performed prior to upgrading to 4.0.0. 

This purge can be launched from the User Interface (UI) or from the Command Line Interface (CLI). In the UI, the user 
must navigate to Admin > Data Management > Clear Data where several options are available. From the CLI, the 
command ‘sbs-db --help’ will give to the user the different options available.  

Once migrated, the database content will be managed with the new data retention policies of the 4.0.0. Some 
expiration settings will be applied, and the system will purge by default: 

• Events after 6 months. 

• Flows after 6 months. 

• Variables after 2 years. 

After an upgrade, configured expiration settings will apply after 3 days so users can modify default settings. 
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Center updates 

Architecture with Global Center 

In the case of a distributed architecture, the following steps need to be followed: 

1. Update the Global Center: 

a. Using the graphical user interface: 

• File= CiscoCyberVision-update-combined-4.0.0.dat 

• Navigate to Admin > System and use the System Update button, and browse to select the 
update file.  

b. Using the command line interface (CLI): 

• File= CiscoCyberVision-update-center-4.0.0.dat 

• Launch the update with the following command: 
sbs-update install /data/tmp/CiscoCyberVision-update-center-4.0.0.dat 

2. Update the Centers connected to the Global Center with the same procedure used for the Global Center (user 
interface or CLI) 

3. Update the sensors, from their corresponding Center (not from the Global Center):  

a. Hardware sensors: 

i. If you used the combined file to update the Center which owned the sensor, the hardware 
sensors (IC3000 and Sentryo SENSOR’s) were updated at the same time. 

ii. If not, the update needs to be done from the Command Line (CLI): 

• File= CiscoCyberVision-update-sensor-4.0.0.dat 

• Launch the update with the following command: 
sbs-update install /data/tmp/CiscoCyberVision-update-sensor-4.0.0.dat 

Note: Cisco Cyber Vision Sensor application should not be updated from the IC3000 Local manager because the 
configuration will be lost. In case this is done, the sensor enrollment package needs to be deployed again. 
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b. IOx sensors:  

i. If you have installed the sensor with the sensor management extension, the upgrade of the 
extension will also update all sensors reachable from the Center.  

• File = CiscoCyberVision-sensor-management-4.0.0.ext 

• Navigate to Admin > Extensions. In the Actions column, use the update button and 
browse to select the update file. 

ii. If a sensor was not updated by the extension update, access the sensor administration page 
and use the UPDATE CISCO DEVICES button to update the remaining IOx sensors connected to 
the Center.  

iii. If you have not installed the sensor with the sensor management extension, the upgrade of 
the sensor can be performed with the sensor package from the platform Local Manager or 
from the platform Command Line. This procedure is described in the corresponding sensors 
installation guides.  

• IE3x00 and IR11101 files = CiscoCyberVision-IOx-aarch64-4.0.0.tar or 
CiscoCyberVision-IOx-Active-Discovery-aarch64--4.0.0.tar 

• Catalyst 9300 and 94000 files = CiscoCyberVision-IOx-x86-64-4.0.0.tar or 
CiscoCyberVision-IOx-Active-Discovery-x86-64-4.0.0.tar. 
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Architecture with one Center 

In the case of a single Center, the following steps need to be followed: 

1. Update the Center: 

a.  Using the graphical user interface: 

• File= CiscoCyberVision-update-combined-4.0.0.dat 

• Navigate to Admin > System, use the System Update button, and browse to select the update 
file.  

b.  Using the command line interface (CLI): 

• File= CiscoCyberVision-update-center-4.0.0.dat 

• Launch the update with the following command: 
sbs-update install /data/tmp/CiscoCyberVision-update-center-4.0.0.dat 

2. Update the sensors: 

a. Hardware sensors: 

i. If you used the combined file to update the Center, the hardware sensors (IC3000 and 
Sentryo SENSOR’s) were updated at the same time. 

ii. If not, the update needs to be done from the command line interface (CLI): 

• File= CiscoCyberVision-update-sensor-4.0.0.dat 

• Launch the update with the following command: 
sbs-update install /data/tmp/CiscoCyberVision-update-sensor-4.0.0.dat 

b. IOx sensors:  

i. If you have installed the sensor with the sensor management extension, the upgrade of the 
extension will also update all reachable sensors.  

• File = CiscoCyberVision-sensor-management-4.0.0.ext 

• Navigate to Admin > Extensions. In the Actions column, use the update button and 
browse to select the update file. 

ii. If you have not installed the sensor with the sensor management extension, the upgrade of 
the sensor can be performed with the sensor package from the platform Local Manager or 
from the platform Command Line. This procedure is described in the corresponding sensors 
installation guides. 

• IE3x00 and IR11101 files = CiscoCyberVision-IOx-aarch64-4.0.0.tar or 
CiscoCyberVision-IOx-Active-Discovery-aarch64--4.0.0.tar 

• Catalyst 9300 and 94000 files = CiscoCyberVision-IOx-x86-64-4.0.0.tar or 
CiscoCyberVision-IOx-Active-Discovery-x86-64-4.0.0.tar. 
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Cisco Cyber Vision 4.0.0 important changes 

Communication port and protocol changes 

Port 
There is no port change in Cisco Cyber Vision 4.0.0. All TCP or UDP ports already used are kept, and no new port 
number is needed.  

Protocol 
A modification was done on the product to adopt new secure code best practices to enhance the security posture and 
resiliency. One of the consequences is that the SFTP subsystem of OpenSSH is now disabled. SFTP can no longer be 
used to transfer files from or to the Center or sensor, only scp is supported. 

API 
A HTTP header authentication mechanism has been added to both API v1 and v3. 
Token authentication through the URL is not supported with API v3. 
Token authentication through the URL is no more supported with API v1.  

SYSLOG 
Syslog messages header was changed between release 3.2.x and release 4.0.0. The following changes were made, just 
after the timestamp: 

• The text of the 3.2.x version was  
“rsyslogd cybervision[1]: CEF:0|sentryo|cybervision|1.0”  

• And is replaced in 4.0.0 with  
“center162.mycorp.com cybervision[1]: CEF:0|Cisco|Cyber Vision|1.0|:” 

 
“center162.mycorp.com” in the 4.0.0 release is the FQDN of the Center. The rest of this first part of the message 
doesn’t change.  
 
The other fields of the syslog message were not changed.  
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For example, the following message in 3.2.x: 
<158>2020-11-18T15:45:15.402498+00:00 rsyslogd cybervision[1]: 
CEF:0|sentryo|cybervision|1.0|component_new|New component detected|2|cat=Inventory 
Events msg=New component detected on the network: IP 1.2.3.4, MAC aa:bb:cc:dd:ee:ff 
SCVEventType=new_component SCVComponentId=bcae40b8-3a98-4bb2-8528-d870e143dbaf 
SCVSensorId=0b97afea-929b-4e6a-9791-545466d0f405 

in 4.0.0: 
<158>2021-06-04T08:02:06.027021+00:00 center162.mycorp.com cybervision[1]: 
CEF:0|Cisco|Cyber Vision|1.0|component_new|New component detected|2|cat=Inventory Events 
msg=New component detected on the network: IP 1.2.3.4, MAC aa:bb:cc:dd:ee:ff 
SCVEventType=new_component SCVComponentId=1282014e-1563-4e7a-99e6-3d5f79bc56a9 
SCVSensorId=0b97afea-929b-4e6a-9791-545466d0f405 

Few additional messages were created: 

 

Title Description 

data_expired Data expiration 
extension_alert Extension-related alert 
extension_info Extension-related info 
force_mode Force mode change event 
offline Offline event 
weak_encryption Weak encryption event 
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Cisco Cyber Vision new features and improvements 

Enhanced device aggregation 
Cisco Cyber Vision 4.0.0 now consolidates components into devices: 

• Devices match the customer’s industrial processes. 

• More natural for non-technical users. 

• Reduced complexity when looking at large inventories/maps. 

Cisco Cyber Vision Enhanced device aggregation 

 

 

 

A new double-border icon indicates a device. 

The user can easily see the list of a device’s 
components clicking on a device icon to view more 
details: 
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Cisco Cyber Vision Enhanced device aggregation 

 

Changes to Licensing 
Cisco Cyber Vision Licensing is now more aligned with how users leverage the solution, as the new device feature 
consolidates components. Starting in Cisco Cyber Vision 4.0.0, licensing is based on the number of discovered devices 
in internal networks. 

In addition, users can define in version 4.0.0 their internal network ranges, which by default leverages standardized 
RFC1918 private networks. This feature will let the user define IT, OT and external networks. Only devices belonging 
to internal networks will be considered for license calculation. 
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Performance optimizations 
Cisco Cyber Vision 4.0.0 continues to lay the foundation for large scale deployments. 

Faster data ingestion 

The Cisco Cyber Vision data ingestion pipeline was completely redesigned to improve its scalability both in terms of 
connected sensors and in the number of data items that can be inserted or updated in the database. As a result, Cisco 
Cyber Vision Center running on dedicated hardware (such as the official Cisco CV-CNTR-M5S5 product) scales by an 
order of magnitude better than the 3.2.x release running on the same hardware.  

The new sizing recommendations for Cisco Cyber Vision 4.0.0 are therefore: 

 

Items CV-CNTR-M5S5 CV-CNTR-M5S3 

Max number of components on a single Center 50,000 25,000 

Max number of components synced to a Global Center 150,000 75,000 

Max number of flows stored 8,000,000 4,000,000 

Max number of sensors managed 150 75 

Max number of Centers synchronized to a Global Center 20 20 
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Speedy UI even with large datasets 

To avoid any large request on the database during navigation, preset data is now pre-computed. Cisco Cyber Vision 
automatically updates data in the background when changes occur. When the user navigates to a preset visualization 
(map, device list, activity list, etc.) the data comes from a specific repository made by preset and avoid any delay due 
to data computation.  

This precomputation has a lot of effects on the UI. It will first speed up the navigation on systems with a large dataset. 
It will also change the process for a user to create a new preset. When a user filters the data, the process will be: 

1. User defines and saves the new filter definition as a preset. 

2. The system calculates the different views needed. 

3. Once calculated the data will become available on the UI. 

As new data is ingested, the same calculations will be needed prior to new data being visible in the UI. While the 
computation is performed on a periodic basis, a Refresh button is now available, in the preset page, to force the 
calculation to occur. Once computed, the new data will then be displayed. 

Just after the migration of the database all presets need to be pre-computed to prepare visualization data. Until the 
precomputations are finished the following message will be displayed on all presets: 

 

Cisco Cyber Vision Preset Data Initialization 

 
 

This message will also be displayed on a new preset before the end of the first pre-computation.  
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Preset Data filtering changes 

Cisco Cyber Vision 4.0.0 brings several changes related to the Preset data filters.  

In version 4.0.0 Cisco Cyber Vision data can now be filtered per preset using the following details: 

1. Device tags: devices 

2. Risk score: device individual risk 

3. Groups: devices 

4. Activity tags: activities 

5. Sensors: device “location” 

6. Networks: device IPs 

7. Keyword: device properties including IP, MAC, names, vendors, etc. 

Filters work differently whether they are affecting devices and / or activities. Their combination will limit the scope of 
data visualized in the different views for a preset: 

- Each category allows to define a subset of the components, or activities for the Activity filter. 

- If filters are defined by several categories, the resulting dataset is the intersect of the selections for each category. 

The way each parameter can be used in filters is explained in the next sections. 
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Device tags 

Device tags can be used to select components. Device tag filters can be inclusive or exclusive. The combination of 
several device tags will show all components with at least one of the selected device tags. If the device tag filter is 
exclusive, the system will ignore all components with the selected device tags. For example: 

Device tag filters 

 
 

When devices are filtered the Device view only presents the devices corresponding to the filter. For example, only the 
Controllers appear if the tag “Controller” is selected.  

For other views like the activity list or the map, the devices which are communicating with the selected devices will be 
displayed too (all engineering stations or HMI in our example).  

It will give the following results: 

Device tag filter, example of Controllers – list of devices 
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In the associated map all the components which communicate with the controllers will also be displayed. These 
components are greyed out. 

Device tag filter, example of Controllers - map 

 

Risk score 

The risk score will be used to filter devices based on their score. A range of risk score can be defined and used as 
inclusive or exclusive filter. All devices will be filtered based on this range.  

Risk score, filter definition                                                           Risk score – inclusive filter 

 
In the example above, only the devices with a risk score in the selected range will be displayed in the results. 
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Groups 

Groups can be used to filter devices. Each group or sub-group can be added as inclusive or exclusive filter: 

Group filter 

 
In the example above, only the devices belonging to the selected groups are selected. 

Activities always involve two end points and are shown if either end point is part of a selected group, and none are 
part of an excluded group.  

Keyword 

A keyword can be used to filter devices using the Search page in the GUI. This keyword will be used to select devices 
based on their name, properties, IP, MAC and tags.  

 

Keyword = 4c:71:0d                                                                            Keyword =siemens 
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Sensors 

Activities can be filtered based on the sensor that analyzed the associated packets. As for tags, inclusive and exclusive 
filters can be used. Usually either option is used, inclusive only to select data coming from a set of sensors, or 
exclusive only, to ignore the data from a set of sensors.  

Sensor filter 

 

Activity tags 

Filtering on activity tag will not have the same behavior as a filter based on devices. Inclusive activity tag filters will be 
the same, but exclusive will remove activities only when all activity tags are included in the set of excluded tags.  

For example, if an activity has two tags, both tags need to be excluded to hide the activity. 

Activity filter – negative filter 1 

 
In the example above, several activities are kept because the ARP tag is present as well as other activity tags. There is 
no exact match. But activities below are hidden: 

Activity filter – negative filter 2 
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To remove broadcast and ARP activities, both activity tags need to be selected like below:  

Activity filter – negative filter 3 

 
Combined inclusive and exclusive tags are rarely used, but for very specific use cases. 

These rules, for positive and negative selection, are combined, resulting in the following logic: 

- Activities are selected as soon as at least one tag is in the set of included tags. 

- From this selection, activities which all tags are in the set of included AND excluded tags are hidden. 
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Networks 

A filter can be defined based on network settings: IP range or VLAN ID can be used. This filter will have an impact on 
the activity list, the result will be “all activities with one end belonging to this network”. Activities with at least one 
device in the corresponding network will be shown.  

Regarding the Device list, only the devices with at least one IP address in the corresponding network range are shown. 

Exclusion and combination can also be used, for example: 

Network filter – negative filter 

 
Multiple negative selections are not supported in version 4.0.0. 

Filter combination 

The user can define filters in several categories simultaneously. The preset will be calculated first by filtering the 
activities with all the activity-based filters. Then, the devices will be filtered with their own filter criteria. The result is 
the preset dataset. This preset dataset is used to precompute the view that is proposed to the user. The user can 
select a time frame to further filter the preset dataset.  

Smarter data retention to avoid disk saturation 

Cisco Cyber Vision 4.0.0 brings some new data retention policies. Some expiration settings will be applied to the data. 
The default values are: 

• Events after 6 months 

• Flows after 6 months  

• Variables after 2 years. 

At startup (new Center) or after a migration from 3.2.x to 4.0.0, there will be a three-day delay before the expiration 
process will be first run, to allow the user to adjust expiration settings. After 3 days the system will use those settings 
to purge data. The adjustment of the expiration settings can be done in Admin > Data Management.  
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Enhanced security insights 

Risk scoring 

Risk scores guide non expert end users to the most “important” devices. It is intended as a first step in security 
management to help non expert users sort out information and take first decisions. It provides limited but simple 
information on the cybersecurity of the monitored system.  

Cisco Cyber Vision 4.0.0 brings some risk scores at a device level. Risk score computation will use the standard 
method: “Risk = Likelihood x Impact” with  

• Impact – What is the component “criticality”? 

• Likelihood – Is it more likely to be compromised? 

In Cisco Cyber Vision 4.0.0, the impact is made of:  

• Device “type”, i.e. tags 

o Assign a risk score per device tags or device tag category. 

o Average risk score over all device tags. 

• Group Industrial impact, i.e. “Business Impact” 

o Assign a risk score per Industrial Impact which is defined per group. 

In Cisco Cyber Vision 4.0.0, the likelihood is made of: 

• Activities Tags 

o Assign a risk score per activity tag or activity tag category. 

o Max risk score over all activity’s tags. 

• Exposure 

o Device communicating with external subnet. 

• Vulnerabilities 

o Use the CVSS v3 scoring of vulnerabilities. 

o Take the highest score (no average). 

Activity tags and exposure are computed on a time basis. The user cannot choose a time window for it in the admin 
part of Cisco Cyber Vision.  

  



Release Notes for Cisco Cyber Vision Release 4.0.0 

Cisco Systems, Inc. www.cisco.com 
24 

 

Once the computation done, the risk score is set for each device and appears on each view displaying devices.  

 

Risk score 
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Define network boundaries 

A new administration page is available to define network boundaries. It will help the user to define IT, OT and External 
networks. It will help users to: 

• Specify if public IP addresses are used in your private network. 

• Make risk scoring more accurate. 

• Have an accurate view of which devices are internal/external. 

 

Network organization 

 
New networks can be created from this page like below: 

Network definition 

 
Note that the default “Ingestion” (see above chapter) configuration is to record detailed flow information only for 
selected internal networks (see "Define network boundaries" chapter).  
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There are cases where the detailed multicast flow properties are needed: 

• In the case where multicast OT protocols are used and properties need to be browsable. 

• If investigation needs to be performed on multicast or general broadcast communications. 

There are two options to collect and record these flows details: 

1. on the Data ingestion page, select all flows – this should be performed during a limited time to avoid flooding 
of the database. 

2. add internal network ranges for multicast and general broadcast. As a reminder, the standard address ranges 
are the following ones. A subnet may be used for instance to record an OT multicast protocol but not all 
LLMNR communications: 

o  IPv4 multicast: 224/4 

o  IPv6 multicast: ff02::0/16 

o Global broadcast: 255.255.255.255/32 (may be used DNS) 
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New dashboards 

Cisco Cyber Vision release 4.0.0 brings several new home dashboards to help drive action. New dashboards are made 
of several widgets which give different types of information. Widgets are grouped in 2 different views:  

• Operational overview 

• Security overview 

Center Dashboard – operational overview 
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Center Dashboard – Security  

 
Global Center Dashboard – Operational Overview  
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Snort enhancements: 

A new snort event is now available in Cisco Cyber Vision 4.0.0. This event will help users to correlate Cisco Cyber 
Vision activity or component and snort event.  

It will help the user to find the involved components and the related activity. 

Snort event 

 
In addition to the event, some new snort tags are added to the activity which is related to a snort event: 

Snort activity tags 
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New vulnerability detection 

Cisco Cyber Vision 4.0.0 is now also detecting vulnerabilities on network equipment. Cisco Cyber Vision 4.0.0 detects 
vulnerabilities on switches, routers and firewalls from: 

• Hirschmann 

• Moxa 

• Siemens  

• Cisco 

 

New vulnerability detection 
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New protocol support 

The Deep Packet Inspection (DPI) of the Cisco Cyber Vision sensor 4.0.0 was, as for each release, updated. Some 
protocols were added or updated. Cisco Cyber Vision 4.0.0 decodes now the NTCIP protocol (North America 
Roadways). Some improvements to the existing protocol support were made:  

• Emerson ROC+ (Utilities) 

• Yokogawa DCS (Chemicals and Oil&Gas) 

• Ethernet/IP (Manufacturing) 

Several additions or improvements were also made on the DPI service regarding:  

• bittorent 

• emule 

• SNMP V3 

• TLS with security improvement 

In addition, Cisco Cyber Vision 4.0.0 Sensor Active Discovery can now send queries using ICMPv6. 

Splunk integration 

A new Cisco Cyber Vision add-on for Splunk is available. Cisco Cyber Vision add-on makes it easy to feed data into 
Splunk: 

• Feeds the Splunk OT Security module. 

• Adds Splunk dashboards specific to Cisco Cyber Vision. 

Cisco Cyber Vision add-on is available on Splunk marketplace. Cisco Cyber Vision syslog configuration is needed to 
send the event to Splunk.  
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SecureX incidents 
Cisco Cyber Vision 4.0.0 now offers to simplify IT/OT threat hunting with Cisco SecureX. Cisco Cyber Vision with 
SecureX enables a converged IT/OT threat management strategy. It makes things easier for OT teams to share 
relevant threat intel with IT/Security analysts. Cisco Cyber Vision 4.0.0 release brings a ‘One-click’ promotion of Cisco 
Cyber Vision security events for further investigation on SecureX. A button is available in the Cisco Cyber Vision event 
list to promote the event in SecureX. This promotion is available for the following categories:  

• Signature-based detection events. 

• Control systems events. 

• Anomaly detection events. 
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Simplified deployments 

Catalyst 9000 Sensor now with IDS 

Snort is now available on Catalyst 9300 running Cisco Cyber Vision Sensor application. It brings to the solution a new 
device capable to run the IDS: 

IDS Snort on Sensor embedded in Catalyst 9300 

 
 

Note:  

When enabling IDS with subscriber rules on a Cat9K device an issue in Cyber Vision licensing module is causing an "out 
of compliance" answer from the Cisco Smart Software Manager. 

This behavior will be changed in a future release. In the meantime if you are facing this issue, please contact support 
or your sales team to ask for an update of your license. 
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MSLA licenses 

General remarks about licensing 

Before performing any actions to license Cisco Cyber Vision products, users are invited to check their Smart account 
portal and verify that the relevant Smart Licenses are available (type and quantities).  

Smart Account: Central repository to view, store, and manage licenses across an entire organization. 
Software licenses, hardware, and subscriptions are accessible through a Smart Account. Smart Accounts are 
required to access and manage Smart License-enabled products. 

Smart Licensing: Flexible software licensing capability that simplifies activating and managing licenses across 
an organization. The Smart Licensing capability makes it easier to procure, deploy, and manage Cisco on-
prem software licenses. To use Smart Licensing, a Smart Account must first be set up. 

For more information, navigate to: Cisco® Smart Licensing. 

To check your Cisco Cyber Vision Licenses, access your Smart Account and navigate to Smart Software Licensing > 
Inventory > Licenses. Cisco Cyber Vision licenses must be available and appear in the Smart Software Licensing license 
list before proceeding with the registration of the product.  

Cisco Cyber Vision Licenses 

 
If you plan to use an offline license, you need to check that your Smart Account can perform a “License Reservation” 
(check from the License menu that the License reservation button is enabled). If your account doesn’t have the rights 
to do so, please open a case and provide a business justification. 

  

https://www.cisco.com/go/smartlicensing
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Compatibility with Smart Software Manager Satellite 

Cisco Cyber Vision Release 4.0.0 now supports the Smart Software Manager Satellite as license provider, and its 
different deployment options. 

Cisco Cyber Vision deployment options 

 
To register Cisco Cyber Vision licensed products, Smart Licensing has different modes depending on the level of 
security desired: 

Cisco Cyber Vision Smart Licensing deployment modes 
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Cisco Cyber Vision release 4.0.0 can now use all deployment options and transport modes. In Cisco Cyber Vision, 
navigate to Administration > License > “edit the Smart Call Home Transport Settings” to configure transport settings. 

Cisco Cyber Vision Licensing transport settings 

 
• Direct: a direct access to the cloud is enabled. A Product Instance Registration Token needs to be collected 

from the Smart Software Manager to complete registration.  

• Transport gateway: an access to the Smart software Manager Satellite is enabled. A Product Instance 
Registration Token needs to be collected from the Smart Software Manager Satellite to complete registration.  

• HTTP/HTTPS Proxy: a direct access to the cloud through a Proxy is enabled. A Product Instance Registration 
Token needs to be collected from the Smart Software Manager to complete registration. 

Once the transport settings are filled, use the Register button to register the product in the Smart Software Manager. 
The Register button is available in the License Administration page of Cisco Cyber Vision.  

 

Cisco Cyber Vision License Menu with the link to edit the transport settings and the Register button 
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You will find the Smart software Manager Satellite URL in the On-Prem Smart Software Manager.  

Smart software Manager Menu to copy the URL 

 
In Cisco Cyber Vision, paste the URL in Transport Settings: 

Smart software Manager Menu to copy the URL 

 
A Token needs to be generated from the Smart software Manager Satellite to register Cisco Cyber Vision. 
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The License Reservation is accessible through the Register button, with the following procedure: 

Cisco Cyber Vision Reservation settings 

 
If you plan to use an offline license, you need to check that your Smart Account can perform a “License Reservation” 
(check from the License menu that the License reservation button is enabled). If your account doesn’t have the rights 
to do so, please open a case and provide a business justification. 

Cisco Cyber Vision Licenses with “License Reservation…” button enabled 

 
  



Release Notes for Cisco Cyber Vision Release 4.0.0 

Cisco Systems, Inc. www.cisco.com 
39 

 

MSLA - Managed Service License Agreement 

Managed Service License Agreement is a buying program under which managed service providers receive the right to 
use Cisco software and/or cloud services (including support).  

Note: Smart Software Manager Satellite instance is required to use MSLA. 

Once Cisco Cyber Vision License transport settings are configured to use a Smart Software Manager Satellite, the 
License mode can be changed. Click the Actions button on the top right corner of the License page to enable the 
License mode: 

Cisco Cyber Vision Change License Mode action 

 
Enable the Utility mode: 

Cisco Cyber Vision Licensing Utility Mode button. 
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Click the “Activate Post-paid Subscription” button.  

Cisco Cyber Vision Licensing Activate  

 
The license is enabled, and the license mode is displayed as “Post-paid Usage Subscription”.  
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New license type 

Cisco Cyber Vision Release 4.0.0 supports a new license type:  
• Cisco Cyber Vision Sensor Intrusion Detection License for Center 

DPI licensing is based on the number of active DPI interfaces. 

Cisco Cyber Vision Licenses: 
• Cisco Cyber Vision Advantage 
• Cisco Cyber Vision Essentials 
• Cisco Cyber Vision Sensor Intrusion Detection License for IC3000 
• Cisco Cyber Vision Sensor Intrusion Detection License for Center 

IDS and Snort community rule sets are included in the Advantage license level, with the support for custom Snort 
rules. 

An Intrusion Detection License is required to use the Snort subscriber rule set. A new option is available in the SNORT 
administration page to select if the solution will use subscriber rules.  

Cisco Cyber Vision Activate Subscriber rules 
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Once Subscriber Rules are activated, Intrusion Detection Licenses are required.  

Cisco Cyber Vision IDS License 

 
 

Support for Center in AWS 

Cisco Cyber Vision Center is available in the AWS marketplace for customers to deploy their own instance in the 
Cloud. Amazon VirtualPrivate Cloud (Amazon VPC) enables you to launch Amazon WebServices (AWS) resources into a 
virtual network that you define. This virtual network closely resembles a traditional network that might operate in 
your own data Center, with the benefits of using the scalable infrastructure of AWS. Cisco Cyber Vision Virtual center 
can be now deployed on AWS. 
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Simplifying sensor deployments 

Cisco Cyber Vision Release 4.0.0 brings a new feature to manage IOx sensors. This feature will help to deploy a single 
sensor and handle several maintenance cases like: 

• Switch replacement (e.g. IE3400 to another IE3400) 

• Switch upgrade (e.g. IE3400 to a Catalyst 9300) 

• Sensor application change (e.g. with or without active discovery) 

The different tasks will be monitored in a new “Jobs execution for sensor management tasks” page which shows job 
status:  

Sensor Management Jobs 
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Mass scale deployments via Ansible scripts 

Cisco Cyber Vision 4.0.0 API was changed to enable sensor deployment through the API. It enables simplified 
workflow for mass deployment via the Cisco Cyber Vision API. Some Ansible scripts are available to use it and deploy 
all types of sensors.  

PCAP import 

A new page is available in the Cisco Cyber vision Admin menu to import pcap files in the Center. This new feature will 
simplify demonstration done with the product. It allows users to add data without using any command line. 

PCAP upload 

 

New UI languages 

Cisco Cyber Vision is now available in 6 different languages: 

Languages 
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Cisco Cyber Vision Bug fixed 
 

Issues ID / 
CDETS 

Description 

#6889 / 
CSCvx20904 Sensor Management Extension - Unable to change password after application deployed 

#7863 / 
CSCvy44848 Flow panic with CIP protocol 

#7645 / 
CSCvy14777 Syslog over TLS is not working 

#8052 / 
CSCvz02532 API GET /components/{id} doesn't retrieve the ‘userProperties’ as documentation said 

#- / 
CSCvy90252 Time management tag is not in the right position 

#8174 / 
CSCvy83222 Migration of component IDs exhaust memory when there are too many flows 

#8005 / 
CSCvy54003 Cisco Cyber Vision 4.0 Beta - Incorrect Device Generation 

#7974 / 
CSCvy53149 Sensor performance degradation over time 

#7861 / 
CSCvy44622 OOM error on IC3000 sensor 

#7950 / 
CSCvy44621 Bogus filter syntax when a manual enrollment package is regenerated 

#7949 / 
CSCvy44609 ssh connection failure not detected when updating the capture mode on hardware sensors 

#7730 / 
CSCvy27818 Sensor cannot be deployed if extension has seen an older version 

#7708 / 
CSCvy22752 Decode Error on Ethernet Type 34968 

#7719 / 
CSCvy21319 

Several flow properties are relative to a communication and should not be attached to 
components 

#7795 / 
CSCvx80604 

Cisco Cyber Vision Center displays Sensor is disconnected though sensor is reachable from 
CVC 
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Issues ID / 
CDETS 

Description 

#7794 / 
CSCvx64116 Sensor deployment with extension does not work in certain conditions 

#7793 / 
CSCvx07418 Incorrect Component Count for Licensing 

#4826 / 
CSCvu80810 Sensor app upgrade via cli fails and sensor cannot be activated again 
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Cisco Cyber open CDETS and known issues 
 

Issues ID / 
CDETS 

Component Description 

#8158 /  Global Center Cisco Cyber Vision Global Center Data Management menu gives to the user the ability to purge data, 
but it will affect the synchronization with all synchronized CENTERS. Purge options will be disabled in 
next release.  

#7808 / 
CSCvy30877 Centers RPC-DCOM flows often not tagged: cannot selectively delete and appear in security insights  

#8192 / 
CSCvy83325 Catalyst The extension installs to a Catalyst 9300 in Stackwise-480 with 2 SSDs fails. 

#8309 / 
CSCvz02406 Catalyst IDS on Cat9k caused out of compliance license. 

#8333 /  Centers 
Double DNS_Server tags. Some DNS_Server components tags are badly added to activities (linked 
mDNS protocol). 

#8302 /  Centers Too many Cyber Vision event and syslog message when some Gateways detected by the product 
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