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Action Orchestrator 5.2.3

Action Orchestrator 5.2.3 Release Notes

Release Date
Installation and Upgrade
Deprecation Notice
Documentation

Known Issues

Resolved Issues

Release Date
First Published: April 9, 2021
Updated:

® July 20, 2021: Added theDocumentationsection in include a list of changed pages.

Installation and Upgrade

® Before upgrading from any version of Action Orchestrator to Action Orchestrator 5.2.1, you have to back up and migrate database of your existing
Action Orchestrator version and then uninstall and delete any instances of existing Action Orchestrator from your system. For more details, seeMig
rating Database to Install Action Orchestrator 5.2.1.

® Before accessing and working on Action Orchestrator 5.2.1, you have to clean up the keys from REDIS that were accumulated during backup of
Action Orchestrator 5.2.0, For more details, seeCleaning Keys from REDIS.

® See theSuite Admin 5.2.4release notes for additional context.

® To upgrade fromAction Orchestrator 5.1.4 toAction Orchestrator 5.2.1, seeUpgrading to Action Orchestrator 5.2.1.

® Until Action Orchestrator 5.2.0, the service certificates are valid only for one year whereasAction Orchestrator 5.2.1 comes with the service
certificates that are valid for three years. To extend the validity of service certificates and update to Action Orchestrator 5.2.1, seeExtending
Validity of Service Certificates.

Deprecation Notice

According to theAction Orchestrator 5.1.4Release Notes,the Ansible Tower and Python 2.7 adapters have been officially deprecated in this release.

Documentation
The following documentation changes were implemented in Action Orchestrator5.2.3:

® Action Orchestrator Calls 5.2.0(added API download link)
® Import/Export API Calls 5.2.0(added API download link)

Known Issues

® No updates.

Resolved Issues

® This release includes fixes for internally found issues that do not change the product behavior in any way.
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Action Orchestrator 5.2.2

Action Orchestrator 5.2.2 Release Notes

Release Date
Installation and Upgrade
Deprecation Notice
Known Issues

Resolved Issues

Release Date

First Published: April 8, 2021

Installation and Upgrade

Before upgrading from any version of Action Orchestrator to Action Orchestrator 5.2.1, you have to back up and migrate database of your existing
Action Orchestrator version and then uninstall and delete any instances of existing Action Orchestrator from your system. For more details, seeMig
rating Database to Install Action Orchestrator 5.2.1.

Before accessing and working on Action Orchestrator 5.2.1, you have to clean up the keys from REDIS that were accumulated during backup of
Action Orchestrator 5.2.0, For more details, seeCleaning Keys from REDIS.

See theSuite Admin 5.2.4release notes for additional context.

To upgrade fromAction Orchestrator 5.1.4 toAction Orchestrator 5.2.1, seeUpgrading to Action Orchestrator 5.2.1.

Until Action Orchestrator 5.2.0, the service certificates are valid only for one year whereasAction Orchestrator 5.2.1 comes with the service
certificates that are valid for three years. To extend the validity of service certificates and update to Action Orchestrator 5.2.1, seeExtending
Validity of Service Certificates.

Deprecation Notice

According to theAction Orchestrator 5.1.4Release Notes,the Ansible Tower and Python 2.7 adapters have been officially deprecated in this release.

Known Issues

No updates.

Resolved Issues

This release includes fixes for internally found issues that do not change the product behavior in any way.
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Action Orchestrator 5.2.1

Action Orchestrator 5.2.1 Release Notes

Release Date
Installation and Upgrade
Deprecation Notice
Known Issues

Resolved Issues

Release Date

First Published: February 3, 2021

Installation and Upgrade

Before upgrading from any version of Action Orchestrator to Action Orchestrator 5.2.1, you have to back up and migrate database of your existing
Action Orchestrator version and then uninstall and delete any instances of existing Action Orchestrator from your system. For more details, seeMig
rating Database to Install Action Orchestrator 5.2.1.

Before accessing and working on Action Orchestrator 5.2.1, you have to clean up the keys from REDIS that were accumulated during backup of
Action Orchestrator 5.2.0, For more details, seeCleaning Keys from REDIS.

See theSuite Admin 5.2.4release notes for additional context.

To upgrade fromAction Orchestrator 5.1.4 toAction Orchestrator 5.2.1, seeUpgrading to Action Orchestrator 5.2.1.

Until Action Orchestrator 5.2.0, the service certificates are valid only for one year whereasAction Orchestrator 5.2.1 comes with the service
certificates that are valid for three years. To extend the validity of service certificates and update to Action Orchestrator 5.2.1, seeExtending
Validity of Service Certificates.

Deprecation Notice

According to theAction Orchestrator 5.1.4Release Notes,the Ansible Tower and Python 2.7 adapters have been officially deprecated in this release.

Known Issues

No updates.

Resolved Issues

Upgraded ArangoDB Database from v3.6.1 to v3.7.6 to address several security and performance-related issues.
Extended Action Orchestrator TLS certificate expiration dates.


https://confluence-eng-sjc11.cisco.com/conf/display/SUITEADMIN52/Suite+Admin+5.2.4
https://confluence-eng-sjc11.cisco.com/conf/display/ACTIONORCHESTRATOR51/Action+Orchestrator+5.1.4

Action Orchestrator 5.2.0

Action Orchestrator 5.2.0 Release Notes

Release Date
Installation and Upgrade
Features

Action Orchestrator Ul
Security

API

® New APIs

® Updated APIs
Integrations
Documentation
Known Issues
Resolved Issues

Release Date
First Published: May 29, 2020
Updated:

® February 3, 2021: Updated theDocumentationsection to include updated pages

Installation and Upgrade

® Before upgrading from Action Orchestrator 5.0 or Action Orchestrator 5.1 to Action Orchestrator 5.2.0, you have to back up and migrate database
of your existing Action Orchestrator version and then uninstall and delete any instances of existing Action Orchestrator from your system. For
more details, seeMigrating Database to Install Action Orchestrator 5.2.0.

® See theSuite Admin 5.2.0release notes for additional context.

Features

® Webhook: This feature is included in Action Orchestrator 5.2.0 under Adding Triggers.

® File Operations: See File Operations Overview for additional details.
Action Orchestrator Ul

® Browser Compatibility: SeeBrowser Compatibilityfor a list of compatible browsers.

® Localization: See Ul Language Availability.

® Refer to the Suite Admin for additional context onSuite ArchitectureandAdministration and Governance.
Security

SeeSecurity Considerationsfor details.

API

Action Orchestrator 5.2.0 includes the following new and updated APlIs:

New APIs

® Action Orchestrator Calls 5.2.0 > Webhooks:

Handler to get all webhooks information: Get/v1l/webhooks

Handler to create a webhook: Post/vl/webhooks

Handler to return Webhook information:Get/v1l/webhooks/{webhook_id} readWebhookByID
Handler to update webhook:Put/v1l/webhooks/{webhook_id}

Handler to delete webhook:Delete/v1/webhooks/{webhook_id}

Handler to refresh api_key for webhook:Post/v1/webhooks/{webhook_id}/refresh_api_key

Updated APIs

® Action Orchestrator Calls 5.2.0 > WorkflowInstances

® Handler to get a summary of workflows instances: Get/vl/instances/summary
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® Action Orchestrator Calls 5.2.0 > Workflows

® Handler to start workflow execution: Post/v1.1/workflows/start

® Handler to get a summary of workflows: Get/v1l/workflows/summary
® Action Orchestrator Calls 5.2.0> Targets >ValidateTargets

® Handler to perform target validations: Post/vl/targets/validate
® See Action Orchestrator API for additional details.

Integrations

You have read only access to the Cisco Action Orchestrator Public Repository. You will be able to import workflow examples and atomic actions from this
repository. For more information, see Add Git Repository.

Documentation
The following documentation change was implemented in Action Orchestrator 5.2.0:
® Migrating Database to Install Action Orchestrator 5.2.0 (added a fourth bullet regardinginstallation of arangodb to the Prerequisites section andadd

ed a note to the code block in Step 9 of the Procedure section)
® Migrating Database to Install Action Orchestrator 5.2.0(changed the page name from Migrating Database)

Known Issues

Action Orchestrator 5.2.0 has the following known issues:
* |f a workflow has more than one parallel branch within a parallel block and if both the parallel branches are trying to update same table variable,
the workflow run fails intermittentlywith a conflict error.
® |f atarget group exists in the system and if the user is trying to create more than one target in parallel which matches the criteria defined in target
group, the target creation may fail intermittently with a conflict error.
® |[fthe triggers are not triggering the workflows even after the Action Orchestrator 5.2 is up and the database migration is completed,disable the
trigger and then enable the trigger.

Resolved Issues

No updates

® Changed the heading from Migrating Database toMigrating Database to Install Action Orchestrator 5.2.0.
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Getting Started
Getting Started with Action Orchestrator

About Action Orchestrator

Default Home Page

System Elements

Upgrading to Action Orchestrator 5.2.1

Extending Validity of Service Certificates

Migrating Database to Install Action Orchestrator 5.2.1
Migrating Database to Install Action Orchestrator 5.2.0
Cleaning Keys from REDIS
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About Action Orchestrator

About Action Orchestrator

Action Orchestrator is a powerfulworkflow automation, technology-agnostic, and cross-domainorchestrationproduct. This orchestration platformeasily binds
Cisco products together and connects smoothly to third-party products and open-source solutions, providing a unified solution.The following designsare
applicable to provide advanced automation:

Cloud native application with microservices running incontainers help maintain a relatively lesser cloudfootprint.
Available as a Service and can support multi-tenant and multi-instance options.

For information on infrastructure requirements see Prepare Infrastructure.

For information on installation see Suite Installer 5.1 Home.

Can be embedded into other products andsolutions. Hereare twoscenarios:

® Action Orchestrator shall beembeddedin oneor more base or host Cisco applications (CloudCenter Suite) that provide GTM vehicles for
the underlying platform and frameworks.

® Other Cisco platforms and applications (NSO, MSX, DNAC, Webex Teams, and so forth.) may choose to use Action Orchestrator
capabilities by embedding a Action Orchestrator automation framework; or by a loose or tight coupling with the Action Orchestrator.

Service-oriented Orchestration provides the agility to model and act on IT services. These features make creating orchestration active and dynamic, and
allow for:

® Defining new, higher-level services in the system, and to deploy new services quickly.
® In real time, after these new types of services have been defined, creating real-time instances of those new services.
® Using events to watch for patterns in these services, enabling policy-driven automation.

Service-oriented Orchestration combines several industry trends to synthesize a fresh approach to orchestration:

® Action Orchestrator provides fluid mechanisms to exchange service information with the CloudCenter Suite, advancing the integration of these
systems.

® The feature delivers many of the capabilities of object-oriented design and programming into theRun-Book-Automation (RBA) /IT Process
Automation (ITPA)world. The shift from traditional orchestration to service-oriented orchestration is similar to the shift from procedural to object-
oriented programming. Today, virtually all programming is done with object-oriented languages, and object-oriented design has transformed the
industry to higher levels of productivity and quality. Service-oriented orchestration holds the same promise.

® The feature aligns to industry standards like the DMTF Common Information Model (CIM) and the Topology and Orchestration Specification for
Cloud Applications (TOSCA).

® Model-based automation is becoming popular via script-based tools, especially in the configuration management space. Action Orchestrator
combines the capability to model services with the openness to integrate with these tools to leverage their strengths. Moreover, the feature allows
model-driven orchestration atop legacy tools to bring the full power of model-driven approaches to integrate with other IT tools.
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Default Home Page

Default Home Page

After you log in to Action Orchestrator, you are taken to the Action Orchestrator home page, which displays My Workflows page as a default page. You will
be able to traverseto the followingpages using the side navigation bar.

Action Orchestrator Home Page

asco  Action Orchestrator HH Welcome, Admin
Runs
racts My Workflows
Account Keys 61 nvALID 240 VALIDATED 0 FavoRITE

Variables Q %] imMPORT NEW WORKFLOW

Schedules DNA Center Webex Teams Demo AWS Create Account WM-CO Create VPC Report to Security Team
dmin User o 02, 191 i Draft e AdminUser ¢ 02/05/1911 v Draft o AdminUser « 02/05/19 11:56 pm Validated o Admir
Events g

API Documentation 1

Admin 1 1

For more information on header and footer, see Suite Admin Dashboard.

1 When you are logged into Action Orchestrator, you can only view and access the objects for which you have permissions. For more information
on roles and permissions, see Action Orchestrator Roles.

1. Workflows: You will be able to switch between My Workflows and Atomic Workflows pages. Both the pagesdisplays the existing workflows.To
create a new workflow click onNEW WORKFLOWtab. This page displays the list of created workflows along with their ready state. You can click
on the icons of the workflow home page to perform the following tasks:

Module Switch back and forth between the Action Orchestrator module and/or the Suite Admin dashboard.
Navigation

Bell icon When any important Action Orchestrator generated messages are produced, they are listed here. SeeSuite Admin
Dashboard > The Header > Notifications for more details.
B
Filter icon Allows you to filter the workflows based on theReady State,Category Tags,andOwner.
Order icon Sorts the listed workflows based on the Recently modified or Date Created.
I
Search icon Allows you to search the workflows based on the names.
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10.

11.

Import icon Allows you to import workflows from Git repository. For more information, see Git Repositories.
=] IMPORT

Dropdown list Allows you to select either Run, Delete, Share, View Runs, Change Owner or view Used By details, hover your mouse
pointer over the created workflow card and click the dropdown list.
L~

Favorite icon Allows you to add workflows to your favorites, hover your mouse pointer over the created workflow card and click the
favorite icon.

The workflow defines the automation steps (activities), the logic or flow between these steps, and how to flow data from one step to the next. The
atomic workflows allow you to group the workflows in a group hame under the activities. This helps you to drag and drop the workflows as
activities from the customized group name. For more information, see section Configuring Workflows.

You can view the number of total, draft, validated, published, and favorite workflows on the top of My Workflow page.

. Runs: The Runs page is used to monitor the workflows that are created, paused, cancelled, currently running, and to verify workflows that are

successfully completed, and verify workflows that have failed. For more information, see Runs.

. Targets: You will be able to switch between Targets and Target Groups page.

a. The Targets page displays the list of targets added to the Action Orchestrator with theirDisplay Name (along with the target type), Creat
ed ON and Owner information. You can see the target Used by details, delete the added target by performing the Delete action, and Ch
ange Owner using the dropdown from the Actions column. To add a newtarget, clickon NEW TARGET.

b. The Target Group page displays the list of target groups added to the Action Orchestrator with theirDisplay Name (along with the target
type), Created ON and Owner information. You can see the target Used by details, delete the added target by performing the Delete
action, and Change Owner using the drop down from the Actions column. To add a newtarget group, click onNEW TARGET GROUP.

A workflowexecutes an action within some environment. The specifics of the definition of the connection to the environment are encompassed in
the target. The target identifies the host/endpoint that an action or workflow will use while executing. For more information, see section Configuring
Targets.

. Account Keys: The Account Keys page displays theDisplay Name (along with the account key type), Owner, and Last Modified details. You

can see the account key Used by details, delete the added account key by performing the Delete action, and Change Owner using the
dropdown from the Actions column. To add a new account key, clickon ADD ACCOUNT KEY.

An Account Keys record stores information about the user security context and passes this information to the adapters for activity execution,
event monitoring, and some target operations (such as availability monitoring and discovery). Account Keys instances can be shared across
targets and workflows. For more information, see section Configuring Account Keys.

. Variables: You will be able to switch between Global Variables and Variable Types page.

a. The Global Variables page displays theDisplay Name (along with the data type),Scope, Value, Owner, and Last Modified details.
You can see the variable Used by details, delete the added variable by performing the Delete action, and Change Owner using the
dropdown from the Actions column. To add a new variable, clickon New Variable.

b. The Variables Types page displays theDisplay Name (along with the variable type), Defined By, Last Modified By details, Owner, and
Last Modified details. You can delete the added variable type by performing the Delete action and Change Owner using the dropdown
from the Actions column. To add a new variable type, clickon New Variable Type.

The variables feature provides a storage area for information that is used on a regular basis to avoid having to specify the same
information in several places. Data stored in a variable can be altered to affect process execution behavior. For more information, see
section Configuring Variables.

. Calendars: The Calendars page displays theDisplay Name (along with the type), Owner, and Last Modified details. You can delete the

Calendars by performing the Delete action and Change Owner using the dropdown from the Actions column. Calendars are reusable for
schedules within many workflows. For more information, see sectionConfiguring Calendars.

. Tasks: The Tasks page displays the Display Name, Status, Priority, Due date, Task Requestor, Task Owner, Task Assignees, Last Modified

details. You can Approve or Reject the task by using the dropdown from the Actions column. For more information, see section Configuring
Tasks.

. Schedules: The Schedules page displays theDisplay Name (along with the type), Owner, and Last Modified details. You can see the schedules

Used by details, delete the added schedule by performing the Delete action, and Change Owner using the dropdown from the Actions column.
To add a new schedule, clickon New Schedule.

When defining a process, you can specify when the process will execute. You can execute a process based on a schedule. A schedule specifies
one or more times of day, and is combined with a calendar that specifies on which days the schedule should initiate the process. For more
information, see section Configuring Schedules.

. Events: The Events page displays theDisplay Name (along with the type), Target, Owner, and Last Modified details.You can see the event

Used by details, delete the added event by performing the Delete action, and Change Owner using the dropdown from the Actions column. To
add a new event, clickon New Event.

The Action Orchestrator can monitor events from the environment, and you can specify triggers that initiate workflows when the subscribed event
occurs. For more information, see section Configuring Events.

API Documentation: This API Documentation page displays information on the REST APIs used in Action Orchestrator. For more information,
see Action Orchestrator API.

Admin: The admin page has the following tabs:

a. Main Menu: This brings you back to the page from which you accessed the admin page.
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. Roles: TheRolespage displaysName,Description,Role Type, and OWNER. You can Edit and Change Owner using the dropdown
from the Actions column. Roles are a collection of permissions. Each permission pairs a set of operations that can be performed over
some set of objects. A user assignment gives end users the ability to perform the role. Access rights include Create, View, Update,
Delete, Run, and so forth. Objects are Action Orchestrator workflows, targets, account keys, variables, and so forth. For more
information, see section Action Orchestrator Roles.

. Integrations: The Action Orchestrator provides integrations with various technologies and can integrate with repositories such as Git
Repositories, see sectionintegrations.

. Schemas:The Action Orchestrator User Interface is completely driven by schema definitions of object types. Each object type has its
own schema definition. Each object types schema includes both data schema and view schema, see section Schemas.

. Categories:The Categories feature in Action Orchestrator provides a way to organize your workflowsbased on your organizational or
functional requirements. The categories are tags for grouping workflows within the Ul, see sectionCategories.
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System Elements

Action Orchestrator System Elements

The following diagram shows the major functional elements of the Action Orchestrator system. These elements are discussed in the sections that follow:

Workflow
Category
Activities
Conditions
Account Keys
Targets
Target Groups
Target Types
Triggers
Events
Schedules
Calendars
Variables

Action Orchestrator Functional Model

Category
Target Type -— Activity Workflow Activity
L R'
Target Variable
R
T Condition Composite Condition
Y :
Target Group Account Key Variable Type '
¥
Trigger State
¥ L
Adapter Event Schedule
Engine Type +
Calendar

.................. - Derives Relationship

e—— »  Contains Relationship

UsesF i ip

Workflow

Use Action Orchestrator to automate an ITES by defining a workflow, then running instances of the defined workflow.

The workflow defines the automation steps (activities), the logic or flow between these steps, and how to flow data from one step to the next.

The engine manages the state and lifecycle of a workflow, bringing it into existence, running its steps, and finally terminating it. During and (by default)
after workflow execution, the engine retains information so that operators can view the status of their running workflows.

Related Topics

Creating a Basic Workflow

Category

Action Orchestrator workflows, tasks and several other elements of the functional model can be placed into categories. Categories in Action Orchestrator
work just like Microsoft Outlook categories with respect to tagging objects for grouping in the Ul. Objects such as workflowscan be in multiple categories.
For example, a workflowcan be both a network best practice and a security best practice.

The Categories feature provides a way to organize your workflowsbased on your organizational or functional requirements. Action Orchestrator ships with
predefined categories but provides the functionality for you to create your own business-specific categories. When creating a workflow, you can assign the
workflow to a category. You can also add other categories to a category to create a hierarchy.
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Activities

Activities are the steps in a workflow. They are customized to perform integration with some environment. Activities can be provided by adapters (binary
components in Action Orchestrator) or by automation packs. Therefore both adapters and automation packs can contribute to a particular integration.
Workflow activities provide the logic or flow aspects of the workflow. Workflow activities are exposed in the Logic tab of the workflow Editor.

Related Topic

Adding Logic Components to a Workflow

Conditions

Many workflow logic elements perform tests to control execution. Conditions implement these tests. For example, a Condition Branch can split execution to
take one path if a condition exists, and another if it does not. A While Block can iterate execution while a condition exists.

Conditions can also be placed on a workflow trigger, allowing control of situations in which the workflow can run. For example, a scenario might require the
workflow to run during two different time ranges, which would require two triggers: one trigger with an 8am-5pm condition and a totally different trigger with
a 5pm-8am condition.

There are two basic types of conditions:

Composite conditions

A composite condition builds a compound condition from individual conditions. It allows combining conditions with AND logic, where all of the conditions
must be TRUE for the composite condition to be TRUE, or OR logic, where any of the conditions can be TRUE for the composite condition to return TRUE.
Compound conditions can be used in other compound conditions to produce complex logic, such as ((X AND Y) OR (A AND B)).

Account Keys

A account key record stores information about the user security context and passes this information to the adapters for activity execution, event monitoring,
and some target operations (such as availability monitoring and discovery). Account Key instances can be shared across targets and workflows. For
example, if a single set of credentials can be used to access a set of network devices, only one account key instance must be created. When it is time to
change the credentials, users can go to the account keys list and edit the single instance to change the credentials. This greatly reduces the configuration
load when credentials tend to change often in some environments.

Account Key credentials can be used in a workflow, but no workflow can retrieve credentials. If your workflow must access credentials, use hidden string
variables.

The account key user concept allows the product to implement delegation. For example:

1. An IT help desk operator comes to Action Orchestrator to run a workflow.

2. This operator is presented with a list of workflows that Action Orchestrator role-based access control allows them to run. These workflows might
include activities that require a level of security permission that the operator does not natively have.

3. The operator can perform actions as a part of the established workflow that are not possible for them to perform manually.

This concept can also be leveraged to reveal where operators make changes outside of a workflow. By examining auditing logs such as Windows logs for
things being done under the operator's credentials rather than the Action Orchestrator account key user credentials, it is possible to determine how the
operator is doing things outside of workflow and determine how to close things down. So a side effect of Action Orchestrator automation is that customers
might be able to tighten security in their environment.

Targets
Targets are instances created from a target type. For example:

® A terminal target allows SSH or telnet to some specific network device.
® A database target allows connection to specific supported databases.

A workflow or activity executes an action within some environment. The specifics of the definition of the connection to the environment are encompassed in
the target. For example, a target for:

® An SSH command might be a specific UNIX system or network device.
® A database query might be a specific database.

Workflows can restrict the type of target which they can accept. For example, it is not appropriate to run a workflow to change a network device's
configuration against a Windows computer.

A workflow acts on a target. This allows the workflow to perform actions against an external tool or environment. Although a default target instance can be
specified directly by a workflow, more commonly it is associated to the workflow at run time.

Activities, which are the steps in a workflow (see Activities), can also specify a target. Typically, activities default to use the workflow target, but a step in a
workflow might need to happen against a different system than the workflow target. For example, a workflow overall might deal with a network device, but
a step in the workflow might need to update a database. Often workflows can determine the target on which an activity may act by using a relationship to
the target for the workflow, or doing a query on some data such as a name to find a matching target instance.

Related Topics
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® Configuring Targets
® Adding Triggers

Target Groups

Target groups are collections of targets. Often automation might need to run against all machines in a collection, or against one of the machines in a
collection. Target groups provide this functionality.
Adapters can provide target groups to leverage grouping definitions where they exist. For example:

® Active Directory OU: Customers are frustrated when they must recode their grouping information into yet another product. The Active Directory
adapter seeks grouping information where it is defined. For example, an Active Directory target group looks up computers in some organizational
unit (OU) in the directory.

® Target Type group: Using queries of their attributes, the Action Orchestrator provides type-based groupings of targets. For example, use a target
group to group all targets of a given type, or to perform additional filtering to pattern match against a field in the target definition.

® Virtual group: A target group can be a virtual group. Use a virtual group to specify an explicit list of targets, providing the capability to manually
select targets and establish group membership. A virtual group can also allow the inclusion of other target groups so that group membership can
be defined hierarchically. For example, a virtual group called "Production switches" might include all members of the "Houston data center
switches" group as well as all members of the "London data center switches" group, but not members of the "Engineering lab switches."

A default target for a workflow can specify a target group along with a target selection algorithm:

* Typically, a target selection algorithm chooses one or more members of a target group to specify the target instances on which the workflow will
act.

® At execution time the target selection algorithm resolves the then-present members of the target group and selects a target.

® When a user or API call interactively runs a workflow ad-hoc (on demand), the user can accept the default target specified in the workflow or
override it with a specific target.

®* Where a target selection algorithm resolves to multiple target instances, the engine spins up separate workflow instances for each target. Thus at
execution time, a workflow instance has a specific target on which it will act, against which the workflow encodes actions.

Related Topics

® Configuring Targets

Target Types
Target types provide a way to define a service or other IT element that is not represented by any target type provided by an adapter. A target type can:
® Extend an existing adapter-provided target type
® Extend another target type
® Define a completely new target type
All new targets are created based upon a target type. Some target types are 'abstract’, meaning they cannot be directly instantiated into targets but are
only available for inheritance by other target types. In Action Orchestrator, these target types are marked as either 'creatable’ or 'not creatable'.
A target type:
® Exposes (and inherits from its ancestor target types) properties and inter-target named relationships that can be read and set either manually or

by an Update Target activity.
* Defines property default values.

Triggers

Workflow instances can come into existence in the following ways:
A workflow can be invoked manually.

A workflow can be invoked by another workflow.

A trigger can fire, which initiates the workflow.

L]
L]
L]
* A workflow can be invoked using the API call.

Triggers are events and conditions in the system that determine how or when the workflow will be executed. Multiple triggers can be added that can be
initiated when certain conditions are met.

Action Orchestrator supports two types of rule-based triggers: events and schedules.

Events

The Action Orchestrator can monitor for events from the environment, and you can specify triggers that initiate workflows when the subscribed event
occurs. For example, an event might be an incoming stop trap or a fault on a UCS system.

Workflow Events

Workflow events allow one workflow to pass an event to other workflows. For example:
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® A Raise workflow Event activity can post a workflow event, and a trigger can monitor for a specific event.
® A Correlate workflow events activity allows monitoring for an event within a workflow.

Workflow events include elements of the Action Orchestrator functional model so that they are aware of internal schema elements. For example, you can
include a target type in your subscription criteria.

Workflow events are exposed in the web service, so an external system can programmatically submit an event to Action Orchestrator. However, the use
cases for workflow events generally center more around Action Orchestrator-internal use cases; Advanced Message Queuing Protocol (AMQP) is
preferred for external message passing.

For internal use cases, Workflow events have the advantage because they are native and lightweight within Action Orchestrator. It is easy to create
message driven architectures within Action Orchestrator using workflow events. Since these events are not persisted to the database, they are very
lightweight. Workflow events have the advantage that they do not require external setup and installation, as would be the case with AMQP.

Schedules

Schedules allow triggering workflows at some time by leveraging another object called a calendar. Calendars define which days something can occur.
Calendars can be selected days or sequences of dates such as weekly or monthly, they can represent dates like fiscal quarter end, or they can be
combined hierarchically. Schedules then associate a time with a calendar. When the day is in the calendar, the time is evaluated. Times can be explicit or
repeating (for example, hourly).

Calendars

Calendars are reusable for schedules within many workflows. For example, you can define a calendar for Saturdays. When defining a workflow that you
want to run on Saturdays, you reference the Saturday calendar. Other examples include a calendar that includes weekends and company holidays when
IT might perform scheduled maintenance, or the last week of a fiscal quarter when IT might exclude non-essential automation or deny change requests.
The calendars feature defines the calendar to be associated with a schedule, time, or condition. This feature simplifies:

® Reusing calendar definitions acrossworkflows.
® Building complex calendars from other calendars.
® Viewing the workflows that run based on a specific calendar.

Variables

The variables feature provides a storage area for information that is used on a regular basis to avoid having to specify the same information in several
places. Data stored in a variable can be altered to affect workflow execution behavior.

Activity Configuration

One of the most common uses of variables is to define activity configuration. Any field in an activity can refer to a variable value rather than an explicit
value. For example, you can use a variable to:

® Specify the target as the machine where an event occurred.

® Specify the start date of the workflow' operations window as a parameter to an operating system command.

® Specify a condition, such as a file that should not exist after a job is initially triggered by the arrival of that file where a prior activity should have
deleted the file.

Workflow Control Components
Workflows can use variables to define the control components. For example, you can use a variable to define:

® A Conditional activity to look at the exit code of a prior activity.
® A While Loop activity to loop until a query fails or loop for a number of times corresponding to a number of objects pulled from a query.

Workflow Parameters

Variables can be parameterized so that a workflow definition can be vague enough to be reused in multiple places and the specifics can remain undefined
so that they can be defined by the person or workflow that invokes theworkflow or activity.

For example, a workflow called notify server owner might use a variable server for the name of the server that has a problem. Theworkflow retrieves the
email address of the owner of the server and sends an email.

Thisworkflow might be called from multiple places; a step in a server maintenance job fails, so the maintenance job populates the Server variable and
invokes the notify server owner workflow. Another workflow might notify the server owner when a backup completes.

Formulas as Variable Values

You can specify a formula anywhere a variable value is used. For example, an operating system command's parameter might be formed from
concatenating two variables' values or from parsing the output of a prior command.

Variable Types

Variable type provide a way to define a new user defined variable type that is not represented by any default variable type. All new variable types are
created based on system builtin type variable such as boolean, secure string, and so forth., but creating from these system builtin types are not supported.
You can add properties to the new variable type such as Boolean, Encrypted string, Identity, Number, String, and Table or you can add reference to either

target or another variable.
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Upgrading to Action Orchestrator 5.2.1

Upgrading to Action Orchestrator 5.2.1

® Prerequisites to Upgrade to Action Orchestrator 5.2.1
® To Upgrade Action Orchestrator 5.1.4 to Action Orchestrator 5.2.1:

® Upgrade from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0:
® Upgrade from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1:

® After Upgrading to Action Orchestrator 5.2.1:

Prerequisites to Upgrade to Action Orchestrator 5.2.1

Current Upgrade Version Comments

Version
Action Action Orchestrator You must migrate the database before upgrading from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1.
Orchestrator | 5.2.1 For more information, see Migrating Database to Install Action Orchestrator 5.2.1.
5.2.0
Action You must migrate the database before upgrading from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0.
Orchestrator 1. Upgrade to For more information, see Migrating Database to Install Action Orchestrator 5.2.0.
5.1.4 Action

Orchestrator 5.2.0
2. Upgrade to

Action

Orchestrator 5.2.1

Action You must migrate the database before upgrading from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0.
Orchestrator 1. Upgrade to For more information, see Migrating Database to Install Action Orchestrator 5.2.0.
5.1.x Action

Orchestrator 5.1.4
2. Upgrade to

Action

Orchestrator 5.2.0
3. Upgrade to

Action

Orchestrator 5.2.1

You cannot directly upgrade from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.1 without upgrading to Action Orchestrator 5.2.0.

To Upgrade Action Orchestrator 5.1.4 to Action Orchestrator 5.2.1:

First, you must upgrade from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0. Then, you must upgrade from Action Orchestrator 5.2.0 to Action
Orchestrator 5.2.1.

Upgrade from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0:

1.

2.
3.

You have to back up and migrate the database from Action Orchestrator 5.1.4 to Action Orchestrator 5.2.0.For more information, seeMigrating
Database to Install Action Orchestrator 5.2.0.

Uninstall Action Orchestrator 5.1.4. For more information, see Migrating Database to Install Action Orchestrator 5.2.0.

Delete the secrets of Action Orchestrator using the command.

kubect |
del ete secret $(kubectl get secrets -n cisco | grep action | awk '{print $1}')
-n cisco

. Install Action Orchestrator 5.2.0.For more information, seeMigrating Database to Install Action Orchestrator 5.2.0.
. Restore Action Orchestrator database on Action Orchestrator 5.2.0.For more information, seeMigrating Database to Install Action Orchestrator

5.2.0.

Upgrade from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1.:

1.

You have to back up and migrate the database from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1. For more information, seeMigrating
Database to Install Action Orchestrator 5.2.1.
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2. Until Action Orchestrator 5.2.0, the service certificates are valid only for one year whereasAction Orchestrator 5.2.1 comes with the service
certificates that are valid for three years. To extend the validity of service certificates and update to Action Orchestrator 5.2.1, seeExtending
Validity of Service Certificates.

After Upgrading to Action Orchestrator 5.2.1.:

1. Run below commands to verify if the action-orchestrator-pers-redis deployment is cleaned up.

kubect| get pods -n <nanespace> | grep -iE "redis-master]|redis-slave"
kubect| get sts -n <namespace> action-orchestrator-pers-redi s-master
kubect| get service -n <nanmespace> action-orchestrator-pers-redis-nmaster

2. Run below commands to delete the old redis deployment's volume and secret.
kubect| delete secret -n <nanespace> action-orchestrator-redis-secret

kubect| delete pvc -n <namespace> redi s-data-action-orchestrator-pers-redis-master-0

3. For more information, seeCleaning Keys from REDIS.
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Extending Validity of Service Certificates

Extending Validity of Service Certificates

® Overview
® Extend the Service Certificates to Three Years
® Steps to Back Up and Restore postgresqg|
® Back Uppostgresq|
® Restore postgresql
® Steps for Action Orchestratorarangodb Backup and Restore
® Back Up Action Orchestrator arangodb
® Restore Action Orchestrator arangodb

Overview

Until Action Orchestrator5.2.0, Action Orchestratorservice certificates are valid only for one year.

Extend the Service Certificates to Three Years

1. You must back up ArangoDB and postgress SQL from Action Orchestrator5.2.0.Action Orchestrator5.2.1. (This will have certificates with 3 years
validity).

2. Uninstall Action Orchestrator5.2.0.

3. Delete the secrets of Action Orchestratorusing the command:

kubect| delete secret $(kubectl get secrets -n cisco | grep action | awk '{print $1}') -n cisco

4. Click install Action Orchestrator 5.2.1 fromCloudCenter Suite 5.2 dashboard.

1 Keep kubectl with configuration files ready. As soon as the installation starts, scale down LDS and other core-backend services to 0
using the given commands.

"kubect| get pods n cisco -w | grep be-|ds"

I'n 10i sh seconds the Ids will start. As soon as it starts coming up, execute the given commands to bring
down cor e-backend services.

kubect| scale deploy -n cisco action-orchestrator-be-lds --replicas=0
kubect!| scale deploy -n cisco action-orchestrator-be-console --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-bootstrap --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-orchestrator --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-rbac --replicas=0
kubect!| scale deploy -n cisco action-orchestrator-be-event --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-schedule --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-inportexport --replicas=0

Wait for adapter services and arangodb services to come up completely, then resume to restore data.

5. Restore Arango DB and postgress SQL databases.

Now, you can work on Action Orchestrator5.2.1.

Steps to Back Up and Restore postgresq|

1 Note:The applicationspg_dumpallandpsglmust be installed to back up and restorepostgresgl.

Back Uppostgresql

1. Find the suite-random-password used by the postgresgl user
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kubect| -n cisco get secret suite-random password -o jsonpath="{.data.password}" | base64 -d

2. Set the variable PGPASSWORD to the suite-random-password

export PGPASSWORD=<sui t e-r andom passwor d>

3. Find the port for suite-postgresqgl (usually, it is 5432).

kubect| -n cisco get svc suite-postgresql

4. Port forward the suite-postgresq|l port locally. So, you can reach it.

kubect| -n cisco port-forward svc/suite-postgresql 31003: 5432

5. Back up postgresql DB. Because of port forwarding, the host is a localhost. The port is the local port that you port forwarded to 5432and the
user is quicksilver.

pg_dumnpal I -h | ocal host -p 31003 -U qui cksilver -w > backupfil enane.txt

Restore postgresq|

1. Edit the backup file that you just created and comment two lines. The first line is 'CREATE ROLE quicksilver;' and the second line (usually the
next line) starts with 'ALTER ROLE quicksilver'.

1" The reason to comment these two lines is that while you restore to a new environment, the user quicksilver will already exist, and its
password will be set to the suite-random-password and the 'ALTER ROLE quicksilver' line will mess that password.

2. Find the suite-random-password used by thepostgresqluser.

kubect| -n cisco get secret suite-random password -o jsonpath="{.data.password}" | base64 -d

3. Set the variable PGPASSWORD to the suite-random-password.

export PGPASSWORD=<sui t e-r andom passwor d>
4. Find the port for suite-postgresgl(usually, it is 5432).

kubect| -n cisco get svc suite-postgresql

5. Port forward thesuite-postgresqglport locally. So, you can reach it.

kubectl -n cisco port-forward svc/suite-postgresql 31003: 5432

1 You must scale down some pods, stateful sets, and daemon sets in the next few steps. You must make sure to make a note of the
scale settings before you scale them down to 0 because you must scale them back to its original scale settings at the end.

6. Scale down all the common framework pods. These use thepostgresglDB and you cannot restore if the DB is in use.
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kubect| get deploy -n cisco | awk '/comon-framework/ {print $1}' | xargs -nl -1{} kubectl -n cisco
scale --replicas=0 depl oyrment/{}

7. Scale down the stateful sets.

kubect| -n cisco scale --replicas=0
st at ef ul set/ common- f ramewor k- el asti csear ch-data

kubect| -n cisco scale --replicas=0
st at ef ul set/ common- f ramewor k- el asti csear ch- nast er

kubect| -n cisco scale --replicas=0
st at ef ul set/ common- f r amewor k- gr af ana

kubect| -n cisco scale --replicas=0
st at ef ul set/ cormon- f r amewor k- pr onet heus- server

kubect| -n cisco scale --replicas=0
st at ef ul set/ common-f ramewor k-sui te-1i cense

kubect! -n cisco scale --replicas=0
st at ef ul set/ common- f ramewor k- sui t e- nat s

8. Delete the daemon sets. The command will save the daemon set information to a file. So, they can be restored at the end.
kubect| get daenpnsets -n cisco -o yam > daenonsets.yanl $ kubect|l get daenpnsets -n cisco | awk
"{print $1}' | xargs kubectl -n cisco delete daenpnset

9. Scale down all theAction Orchestrator pods
kubect| get deploy -n cisco | awk '/”action-orchestrator/ {print $1}' | xargs -nl -1{} kubectl -n cisco

scale --replicas=0 depl oyment/{}

10. Delete the postgresql databases as the restore step creates them.
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psql
-h local host -p 31003 -U quicksilver -c 'DROP
DATABASE | F EXI STS "suite-auth";"'

psal
-h local host -p 31003 -U quicksilver -c 'DROP
DATABASE | F EXI STS "suite-cryptoservice";'

psgl
-h local host -p 31003 -U quicksilver -c ' DROP
DATABASE | F EXI STS "suite-email";"

psgl
-h local host -p 31003 -U quicksilver -c ' DROP
DATABASE | F EXI STS "suite-idnf;"'

psql
-h local host -p 31003 -U quicksilver -c 'DROP
DATABASE | F EXI STS "suite-jw -keys";"'

psql
-h local host -p 31003 -U quicksilver -c 'DROP
DATABASE | F EXI STS "suite-license";"'

psql
-h local host -p 31003 -U quicksilver -c ' DROP
DATABASE | F EXI STS "suite-nonitor";"

psql
-h local host -p 31003 -U quicksilver -c ' DROP
DATABASE | F EXI STS "suite-notification";"'

psal
-h local host -p 31003 -U quicksilver -c 'DROP
DATABASE | F EXI STS "suite-password";"'

psgl -h local host -p 31003 -U quicksilver -c ' DROP
DATABASE | F EXI STS "suite-res-ngnt";"'

. Restore the postgresql DB.

psql
-h local host -p 31003 -U quicksilver -f ./backupfilenane.txt postgres

. Scale up the common framework pods to its original scale. (This command is assuming the scale is 1 for all the commonframework pods).
kubect |

get deploy -n cisco | awk '/comon-framework/ {print $1}' | xargs -nl -1{}
kubect| -n cisco scale --replicas=1 deploynent/{}

. Scale up the stateful sets to its original scale. (This command is assuming for most of them the scale is 1, except elasticsearch-data is 2 and elasti
csearch-master is 3).
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kubect| -n cisco scale --replicas=1
st at ef ul set/ common- f ramewor k- el asti csearch-data

kubectl -n cisco scale --replicas=1 stateful set/comon-franework-el asticsearch-nmaster

kubect| -n cisco scale --replicas=1
st at ef ul set/ common- f r amewor k- gr af ana

kubect! -n cisco scale --replicas=1
st at ef ul set/ common- f r amewor k- pr onet heus- ser ver

kubect| -n cisco scale --replicas=1 stateful set/common-franework-suite-Ilicense

kubect| -n cisco scale --replicas=1
st at ef ul set/ common- f ramewor k- sui t e- nat s

kubect| -n cisco scale --replicas=2
st at ef ul set/ common- f ramewor k- el asti csearch-data

kubect| -n cisco scale --replicas=3
st at ef ul set/ common- f r amewor k- el asti csear ch- nast er

14. Restore the daemon sets.

kubect |
apply -f daenonsets.yan

15. Scale up the Action Orchestratorpods to its original scale. (This command is assuming the scale is 1 for all Action Orchestratorpods).

kubect |
get deploy -n cisco | awk '/”action-orchestrator/ {print $1}' | xargs -nl -1{}
kubect| -n cisco scale --replicas=1 deploynent/{}

Steps for Action Orchestratorarangodb Backup and Restore

1 The applications arangodump and arangorestore must be installed to back up and restore arangodb databases.

Back Up Action Orchestrator arangodb

1. Find the arangodb root password.

kubect |
get secret action-orchestrator-pers-arangodb-root-password -n cisco -o yam |
grep password: | awk '

{print $2}' | base64 --decode

2. Find the port for pers-arangodb (usually it is 8529).

kubect |
get service -n cisco action-orchestrator-pers-arangodb
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3. Port forward the pers-arangodb port locally. So, you can reach it.

kubect |
-n cisco port-forward svc/action-orchestrator-pers-arangodb 31003: 8529

4. Back up arangodb. Because of port forwarding, the host is a localhost. The port is the local port that you port forwarded to 8529 and the user is
root.

ar angodunp
--server.endpoint ssl://local host: 31003 --server.usernane root
--server.password **** --g||-databases true --threads 4 --output-directory dunp

Restore Action Orchestrator arangodb

1. Find the arangodb root password.

kubect |
get secret action-orchestrator-pers-arangodb-root-password -n cisco -o yam |

grep password: | awk '{print $2}

' | base64 --decode
2. Find the port for pers-arangodb (usually it is 8529).

kubect |

get service -n cisco action-orchestrator-pers-arangodb
3. Port forward the pers-arangodb port locally. So, you can reach it.

kubect |

-n cisco port-forward svc/action-orchestrator-pers-arangodb 31003: 8529

4. Scale down all the Action Orchestrator backend services.

28



kubect!| scal e deploy -n cisco action-orchestrator-be-I|ds
--replicas=0

kubect| scale deploy -n cisco action-orchestrator-be-consol e
--replicas=0

kubect!| scale deploy -n cisco
action-orchestrator-be-bootstrap --replicas=0

kubect| scal e deploy -n cisco
action-orchestrator-be-orchestrator --replicas=0

kubect!| scal e deploy -n cisco action-orchestrator-be-rbac
--replicas=0

kubect| scal e deploy -n cisco action-orchestrator-be-event
--replicas=0

kubect| scale deploy -n cisco
action-orchestrator-be-schedule --replicas=0

kubect| scal e deploy -n cisco
action-orchestrator-be-inportexport --replicas=0

5. Restore arangodb. Because of port forwarding, the host is a localhost. The port is the local port that you port forwarded to 8529 and the user is
root.

arangorestore

--server.endpoint ssl://local host: 31003 --server.usernane root
--server.password ***** _.g||-databases true --overwite true --create-database
true --replication-factor 3 --threads 4 --input-directory dunp

6. After the restore is completed, scale up the AO backend services.Note that bootstrap is scaled to 1. Do not go above 1 for bootstrap.
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kubect!| scal e deploy -n cisco action-orchestrator-be-I|ds
--replicas=2

kubect| scale deploy -n cisco action-orchestrator-be-consol e
--replicas=2

kubect!| scale deploy -n cisco
action-orchestrator-be-bootstrap --replicas=1

kubect| scal e deploy -n cisco action-orchestrator-be-orchestrator
--replicas=2

kubect!| scal e deploy -n cisco action-orchestrator-be-rbac
--replicas=2

kubect| scal e deploy -n cisco action-orchestrator-be-event
--replicas=2

kubect| scale deploy -n cisco
action-orchestrator-be-schedule --replicas=2

kubect| scal e deploy -n cisco
action-orchestrator-be-inportexport --replicas=2
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Migrating Database to Install Action Orchestrator 5.2.1
Migrating Database to Install Action Orchestrator 5.2.1.

® Overview
® Prerequisites to Upgrade from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1
® Procedure

Overview
Before upgrading to Action Orchestrator 5.2.1, you have to back up and migrate the database from the existing version of Action Orchestrator.

Backing up and migrating the database from the existing version ofAction Orchestrator toAction Orchestrator 5.2.1 is essential to retain all your existing
data including the workflows created, triggers, activities, logical components, and variables added to the workflows, the targets and the target groups.

You have to back up your database from existing version ofAction Orchestratorbefore upgrading toAction Orchestrator5.2.1 to prevent any data loss.

® You must follow this procedure if you are migrating fromAction Orchestrator5.0 orAction Orchestrator5.1to Action Orchestrator5.2.
® You must first upgrade to Action Orchestrator 5.2.0 before upgrading to Action Orchestrator 5.2.1 as direct upgradation from any other
version of Action Orchestrator to Action Orchestrator 5.2.1 is not possible.

Prerequisites to Upgrade from Action Orchestrator 5.2.0 to Action Orchestrator 5.2.1

® You have to upgrade to Suite Admin 5.2.4before proceeding with database backup.

® You must not use port forward to back up database instead enable LB for ArangoDB Service and use the external IP.

® You must have a fast internet connection that isgood enough to have the machine in same network of cluster or same regionto back up and
restore database.

® You must install arangodb on the machine before you take the backup.

Execut e bel ow comrands to install arangodb tools

Ubunt u Machi ne:

curl -OL https://downl oad. ar angodb. conf ar angodb36/ DEBI AN/ Rel ease. key

sudo apt-key add - < Rel ease. key

echo 'deb https://downl oad. ar angodb. com’ ar angodb36/ DEBI AN /' | sudo tee /etc/apt/sources.list.d
/ arangodb. | i st

sudo apt-get install apt-transport-https

sudo apt-get update

sudo apt-get install arangodb3=3.6.3.1-1

cd /etc/yumrepos. d/
curl -OL https://downl oad. arangodb. com ar angodb36/ RPM ar angodb. r epo
yum -y install arangodb3-3.6.3-1

® You can execute these steps only if you are a System/Lab adminwith access to Installation Configuration.

Procedure

1. Edit pers-arangodb service and save.
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kubect| get svc -n cisco | grep arango
kubect!| edit svc -n cisco pers-arangodb

Updat e:
type: CusterlP
to
type: LoadBal ancer (or) NodePort

Run bel ow conmand to get the | oadbal ancerlp or Nodeport
kubect| get service -n cisco pers-arangodb

2. Start the ArangoDB backupafter the service is updated.

Cet DB Credentials: (Only Lab/System admin can do this)

If you have 5.1.4 or |less version, do bel ow steps, to change database credenti al s.
kubect| -n cisco get secret action-orchestrator-jwt-secret -o jsonpath="{.data.jw Secret}"
echo ****xx** | phaseb4d --decode

Note: If npmis not installed on your machine, install it by executing bel ow commands.
For Ubunt u:

1. curl -sL https://deb.nodesource.conlsetup_12.x | sudo -E bash -

2. sudo apt-get install nodejs

3. npm-v

sudo npminstall -g jwtgen

jwtgen -a HS256 -s $decodedval ue -c server_id=setup -c iss=arangodb

curl -X PUT http://<host>:<port>/_api/user/root -H 'Authorization: Bearer <token> -d '{ "passwd"
"admin" }'

Back up Pre-requisite:

arangodunp --server.endpoi nt ssl://x.Xx.x.X:<port> --server.usernane root --server.password ***** ..g||-
dat abases true --threads 4 --output-directory dunp

3. After the backup is completed, uninstall existing Action Orchestrator 5.0 orAction Orchestrator 5.1 fromCloudCenter Suite 5.2dashboard.
4. Make sure all Action Orchestrator related objects are deleted.Check usingk8scommands and make sure all Action Orchestrator objects are
deleted properly.Wait for five minutes before you install Action Orchestrator 5.2.

kubect| get pods -n cisco | grep action-orchestrator
kubect| get secrets -n cisco

kubect| get services -n cisco

kubect| get pvc -n cisco

kubect| get pv -n cisco

5. Click install Action Orchestrator 5.2.1 fromCloudCenter Suite 5.2dashboard.

1 Keep access to kubectl with config file ready, execute below command to watch when be-lds pod starts creating.

kubect| get pods -n cisco -w | grep be-lds

6. Monitor kubectl and wait for a few seconds forbe-ldsto start creating. As soon as it starts creating, break the command, execute the following
commands to scale down all backend services.
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kubect!| scale deploy -n cisco action-orchestrator-be-lds --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-console --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-bootstrap --replicas=0
kubect!| scale deploy -n cisco action-orchestrator-be-orchestrator --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-rbac --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-event --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-schedule --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-inportexport --replicas=0

1 Wait for arangodb and adapter services to come up.

7. Repeat step 1.

kubect| edit svc -n cisco action-orchestrator-pers-arangodb
Updat e:

type: ClusterlP

to

type: LoadBal ancer (or) NodePort

Run bel ow conmand to get the | oadbal ancerlp or Nodeport
kubect| get service -n cisco action-orchestrator-pers-arangodb

8. Restore the database backup performed in step 2.

CGet DB Password:

kubect| -n cisco get secret action-orchestrator-pers-arangodb-root-passwrd -o jsonpath="{.data.
password}" | base64 --decode

Restore

arangorestore --server.endpoint ssl://x.Xx.X.X:<port> --server.usernane root --server.password ***** ..
al | - dat abases true --overwite true --create-database true --replication-factor 3 --threads 4 --input-
directory dunp

9. After the database restore is successful, scale up the replicas of be-lds to 1. This will start the migration of data to Action Orchestrator 5.2.1
compatible.

Li st LDS backend depl oynent service:
kubect| get deploy -n cisco | grep action-orchestrator-be-Ids

Scale Up only LDS core Service to 1
kubect| scale deploy -n cisco action-orchestrator-be-lds --replicas=1

Note: Only scale LDS at this nmonent, not other backed services.

10. Log into ArangoDB (system).

URL: https://x.Xx.X.x:<port>
enter credentials on U

user name: root

password: <get from step-8>
Sel ect "_systent DB once login is successful

e.g. https://<IP of CCS:NodePort or Load Bal ancer Port of db>
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11. Check if there are any tenants with migration-failed state.

FOR i in Ihtenants
FILTER i.enabl ed==true AND i.del eted==fal se AND i.status.state == "migration-failed"
return i

12. Check the status of all the tenants in database by executing this query on system database.

FOR i in Ihtenants
FILTER i .enabl ed==true AND i. del eted==fal se AND i.status.state == "bootstrap-successful"
return i

13. If all the enabled tenants' status is migration-successfulthen scale up be-lds to 2 and scale the following core back-end services.

List all core backed pods:
kubect| get deploy -n cisco | grep action-orchestrator-be

Scale Up all core Services
kubect| scale deploy -n cisco action-orchestrator-be-console --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-orchestrator --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-rbac --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-event --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-schedule --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-inportexport --replicas=2

14. If restore of Action Orchestrator 5.2.1 is not along withSuite Admin5.2.4, then after restore is completed, log into Action Orchestrator with your
tenant, create user from this tenant, give the user all roles, log out/log in with this user, add all Action Orchestrator roles to this tenant user. Now,
this tenant can access the Action Orchestrator, repeat same process for all the tenants.

1 If restore of Action Orchestrator 5.2.1 is along with Suite Admin5.2.4,then above step is not required as Suite Admin5.2.4restore will
restore the postgres that will cover above steps.

15. Before scaling bootstrap deployment, wait for all the services status to change to running.

kubect| scale deploy -n cisco action-orchestrator-be-bootstrap --replicas=1 (bootstrap service al ways
needs to have '1' replicas. Do not scale this to >1)

16. After all the pods are up, try to access Action Orchestrator Ul and try to run existing workflows. All Action Orchestrator features will work as
expected.
17. Repeat step 1. Change Arangodb service back to ClusterlP.

kubect| get svc -n cisco | grep arango
kubect!| edit svc -n cisco action-orchestrator-pers-arangodb

Updat e:
type: LoadBal ancer (or) NodePort
to
type: ClusterlP

1 Ifyou have any issues, please contact Action Orchestrator support team.

18. Clear the redis cache. For more information, seeCleaning Keys from REDIS.

1 Ifyou have not taken backup/restore of postgresgl, then you have to manually add roles for tenants.
If you have taken backup/restore of postgresq|, then this is not needed.

19. Launch Action Orchestrator 5.2.1 and access your previous data.
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Migrating Database to Install Action Orchestrator 5.2.0
Migrating Database to Install Action Orchestrator 5.2.0

® Qverview
® Prerequisites
® Procedure

Overview
Before upgrading to Action Orchestrator 5.2, you have to back up and migrate the database from the existing version of Action Orchestrator.

Backing up and migrating the database from the existing version ofAction Orchestrator toAction Orchestrator 5.2 is essential to retain all your existing data
including the workflows created, triggers, activities, logical components, and variables added to the workflows, the targets and the target groups.

You have to back up your database fromAction Orchestrator5.0 orAction Orchestrator5.1before upgrading toAction Orchestrator5.2 to prevent any data
loss.

® You must skip this procedure if you are installing Action Orchestrator 5.2 for the first time.
® You must follow this procedure if you are migrating fromAction Orchestrator5.0 orAction Orchestrator5.1to Action Orchestrator5.2.

Prerequisites

® You have to upgrade to Suite Admin 5.2.0 before proceeding with database backup.

® You must not use port forward to back up database instead enable LB for ArangoDB Service and use the external IP.

® You must have a fast internet connection that isgood enough to have the machine in same network of cluster or same regionto back up and
restore database.

® You must install arangodb on the machine before you take the backup.

Execut e bel ow commands to install arangodb tools

Ubunt u Machi ne:

curl -OL https://downl oad. ar angodb. conf ar angodb36/ DEBI AN/ Rel ease. key

sudo apt-key add - < Rel ease. key

echo 'deb https://downl oad. arangodb. conf arangodb36/ DEBI AN /' | sudo tee /etc/apt/sources.list.d
[ arangodb. | i st

sudo apt-get install apt-transport-https

sudo apt-get update

sudo apt-get install arangodb3=3.6.3.1-1

cd /etc/yumrepos. d/
curl -OL https://downl oad. ar angodb. com ar angodb36/ RPM ar angodb. r epo
yum -y install arangodb3-3.6.3-1

® You can execute these steps only if you are a System/Lab adminwith access to Installation Configuration.

Procedure

1. Edit pers-arangodb service and save.
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kubect| get svc -n cisco | grep arango
kubect!| edit svc -n cisco pers-arangodb

Updat e:
type: ClusterlP
to
type: LoadBal ancer (or) NodePort

Run bel ow cormand to get the | oadbal ancerlp or Nodeport
kubect| get service -n cisco pers-arangodb

2. Start the ArangoDB backupafter the service is updated.

Get DB Credentials: (Only Lab/System admin can do this)

If you have 5.1.4 or |less version, do bel ow steps, to change database credential s.
kubect| -n cisco get secret action-orchestrator-jwt-secret -o jsonpath="{.data.jw Secret}"
echo ******** | hase64 --decode

Note: If npmis not installed on your machine, install it by executing bel ow conmands.
For Ubunt u:

1. curl -sL https://deb. nodesource.con setup_12.x | sudo -E bash -

2. sudo apt-get install nodejs

3. npm-v

sudo npminstall -g jwgen

jwgen -a HS256 -s $decodedval ue -c server_id=setup -c iss=arangodb

curl -X PUT http://<host>:<port>/_api/user/root -H 'Authorization: Bearer <token> -d '{ "passwd"
"adm n" }'

Back up Pre-requisite:

arangodunp --server.endpoint tcp://Xx.X.X.X:<port> --server.usernane root --server.password ***** ..g||-
dat abases true --threads 4 --output-directory dunp

3. After the backup is completed, uninstall existing Action Orchestrator 5.0 orAction Orchestrator 5.1 fromCloudCenter Suite 5.2dashboard.
4. Make sure all Action Orchestrator related objects are deleted.Check usingk8scommands and make sure all Action Orchestrator objects are
deleted properly.Wait for five minutes before you install Action Orchestrator 5.2.

kubect| get pods -n cisco | grep action-orchestrator
kubect| get secrets -n cisco

kubect| get services -n cisco

kubect| get pvc -n cisco

kubect| get pv -n cisco

5. Install Action Orchestrator 5.2 from CloudCenter Suite 5.2dashboard.
6. After the installation is successful, scale down Action Orchestrator core backed services to 0.
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Li st backend depl oynents:
kubect| get deploy -n cisco | grep action-orchestrator-be

Scal e Down Core Services
kubect| scale deploy -n cisco action-orchestrator-be-lds --replicas=0
kubect!| scale deploy -n cisco action-orchestrator-be-console --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-bootstrap --replicas=0
kubect!| scal e deploy -n cisco action-orchestrator-be-orchestrator --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-rbac --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-event --replicas=0
kubect!| scale deploy -n cisco action-orchestrator-be-schedule --replicas=0
kubect| scale deploy -n cisco action-orchestrator-be-inportexport --replicas=0

7. Repeat step 1.

kubect!| edit svc -n cisco action-orchestrator-pers-arangodb
Updat e:

type: CusterlP

to

type: LoadBal ancer (or) NodePort

Run bel ow conmand to get the | oadbal ancerlp or Nodeport
kubect| get service -n cisco action-orchestrator-pers-arangodb

8. Restore the database backup performed in step 2.

Get DB Password:

kubect! -n cisco get secret action-orchestrator-pers-arangodb-root-password -o jsonpath="{. data.
password}" | base64 --decode

Restore

arangorestore --server.endpoint ssl://x.X.X.X:<port> --server.usernane root --server.password *****
al | - databases true --overwite true --create-database true --replication-factor 3 --threads 4 --input-
directory dunp

9. After the database restore is successful, scale up the replicas of be-lds to 2. This will start the migration of data to Action Orchestrator 5.2
compatible.

Li st LDS backend depl oynent service:
kubect| get deploy -n cisco | grep action-orchestrator-be-Ids

Scale Up only LDS core Service to 2
kubect| scale deploy -n cisco action-orchestrator-be-lds --replicas=2

Note: Only scale LDS at this nmonent, not other backed services.

10. Log into ArangoDB (system).
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URL: https://x.Xx.X.x:<port>
enter credentials on U

user name: root

password: <get from step-8>
Sel ect "_systent DB once login is successful

e.g. https://<IP of CCS:NodePort or Load Bal ancer Port of db>

11. Check if there are any tenants with migration-failed state.

FOR i in lhtenants
FILTER i.enabl ed==true AND i.del eted==fal se AND i.status.state == "nmigration-failed"
return i

12. Check the status of all the tenants in database by executing this query on system database.

FOR i in lhtenants
FILTER i .enabl ed==true AND i.del eted==fal se AND i.status.state == "m gration-successful"
return i

13. If all the enabled tenants' status is migration-successfulthen scale all the core back-end services.

List all core backed pods:
kubect| get deploy -n cisco | grep action-orchestrator-be

Scale Up all core Services
kubect| scale deploy -n cisco action-orchestrator-be-console --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-orchestrator --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-rbac --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-event --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-schedule --replicas=2
kubect| scale deploy -n cisco action-orchestrator-be-inportexport --replicas=2

14. Before scaling bootstrap deployment, wait for all the services status to change to running.

kubect| scale deploy -n cisco action-orchestrator-be-bootstrap --replicas=1 (bootstrap service al ways
needs to have '1' replicas. Do not scale this to >1)

15. After all the pods are up, try to access Action Orchestrator Ul and try to run existing workflows. All Action Orchestrator features will work as
expected.
16. Repeat step 1. Change Arangodb service back to ClusterlP.

kubect| get svc -n cisco | grep arango
kubect| edit svc -n cisco action-orchestrator-pers-arangodb

Updat e:
type: LoadBal ancer (or) NodePort

to
type: ClusterlP

1 Ifyou have any issues, please contact Action Orchestrator support team.
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Cleaning Keys from REDIS
Cleaning Keys from REDIS

When you back up data from Action Orchestrator 5.2.0 and restore it in Action Orchestrator 5.2.1, the REDIS contains keys of previous data. You must
clean them from the REDIS.
To clean up keys of previous data from REDIS

1. You need to ssh into each REDIS pod, rfr-action-orchestrator-pers-redis-ha-0, rfr-action-orchestrator-pers-redis-ha-1, and rfr-action-orchestrator-
pers-redis-ha-2, to identify value of the role.

2. Execute below commands in each of them to identify value of the role.

redis-cli -a $REDI S_PASSWORD
Next, execute
Info

1 The POD having role master is the correct master POD on which you have to execute from step 3 to 5. Generally, ha-0 happens to be
the master POD.

3. Access CloudCenter Suite cluster from the terminal.Locate and ssh into the REDIS HA master POD using the command.

kubect| exec -it rfr-action-orchestrator-pers-redis-ha-0 -n cisco sh

First, you must ssh into each REDIS POD namely rfr-action-orchestrator-pers-redis-ha-0, rfr-action-orchestrator-pers-redis-ha-1, and rfr
-action-orchestrator-pers-redis-ha-2.

Then, you must execute the below commands in each one of them, identify value of the role. The POD having role master is the
correct master POD. The rest of the steps mentioned in the document must be executed on this Master POD. Generally, ha-0 happens

to be the master POD.
redis-cli -a $REDIS_PASSWORD

Next, execute

info
4. Execute the command

redis-cli -a $REDI S_PASSWORD
next, execute;
KEYS *| ds-mi croservi ce. met adat a_met adat a_cr ypt okey_| onghorn

5. Delete the listed keys using the command

DEL <key from above result>

For more details, refer the example

/data $ redis-cli -a $REDIS_PASSWORD

Warning: Using a password with '=a' or '—u' option on the command line interface may not be safe.
127.0.0.1:6379> KEYS *lds-microservice.metadata_metadata_cryptokey_longhorn

1) "1.lds-microservice.metadata_metadata_cryptokey_longhorn"

127.0.0.1:6379>

127.0.0.1:6379>

127.0.0.1:6379> DEL 1.lds-microservice.metadata_metadata_cryptokey_longhorn

(integer) 1

127.0.0.1:6379>

Now, you can access and proceed to work on Action Orchestrator 5.2.1.
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Workflows Overview
Creating Workflows Overview

Activities Panel

Workflow Panel

Properties Panel

Header

Toggling the Workflow Editor View
Expanding the Workflow View
Collapsing the Workflow View

A workflow is basically a constructed workflow that consists of activities, invocations of child workflows, and logic components that can be included to
complete the workflow. Action Orchestrator allows you to automate IT processes based on your organizational requirements using a workflow format. The
Action Orchestrator also includes many predefined workflows in its packaged automation packs.

The following sections provide information about creating and managing workflows:

Action Orchestrator simplifies workflow creation using a drag and drop workflow designer. The Workflow Editor allows you to drag activities, workflow
activities (logic), or workflows you want to invoke into a workflow definition where you want it to occur. The Workflow Editor dynamically accepts the new
addition and shows the resulting logic.

Unlike drag-and-wire approaches common to other Process Orchestrators, the logic of the workflow is always clear, without having to constantly modify the
layout as the workflow definition evolves. This makes it easier for other operators to view or edit workflows that have previously been created. You can
also collapse sections of the workflow that are not currently of interest.

Use the Workflow Editor to:

View and modify the properties of an existing workflow
Define properties

Construct a new workflow

Construct a new workflow as a atomic workflow

1 The procedure to access the editor depends on the task to be performed.

To access the Workflow Editor:

® If you are creating a new workflow, choose My Workflows > NEW WORKFLOWfrom the default home page orfrom the side task bar chooseWork
flows > My Workflows > NEW WORKFLOW. For more information, see Creating a Basic Workflow.

® |f you are creating a new workflow as an atomic workflow, choose Atomic Workflows > NEW WORKFLOW from the default home page orfrom
the side task bar choose Workflows > Atomic Workflows > NEW WORKFLOW. The atomic workflows allow you to group the workflows in a
group name under the activities. This helps you to drag and drop the workflows as activities from the customized group name. For more
information, see Creating an Atomic Workflow.

1 Conditions for Atomic Workflow

- The users with Adapter Author role only would be able to view, create, and modify atomic workflows. This options would not be
enabled for other roles. For more information on Roles and Permissions, see Action Orchestrator Roles.

- A workflow with trigger can't be marked as atomic workflow.
- The atomic workflow can't run individually as a workflow, it can only be a part of a workflow.

- An atomic workflow can have another atomic workflow as a child. But it can't have any other workflow as a child.

® |f you are modifying an existing workflow,choose the respective workflow from the My Workflows page and you will be able edit it in the workflow
pane.

Activities Panel

The left pane of the editor includes these views. The navigation items displayed in the pane depend on the view that is selected.

Activities The Activities view displays the list of activities that are used to construct the workflow.
The activities that display depend on the adapters that are installed.

For more information, see Activities.
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Logic The Logic view displays the list of workflow components that support or define the workflow logic and provide control over the execution
of the workflow logic.
For information about configuring the logic components, see Adding Logic Components to a Workflow.

Workflows The workflows view displays the list of defined workflows that can be included in other workflows.
To add an existing workflow to a new workflow, drag and drop the appropriate workflow onto the workflow pane and define the criteria
for execution of the workflow.

Workflow Panel

The Workflow pane is a canvas located in the center portion of the Workflow Editor. Use this area to create workflows by dragging and dropping activities,
other workflows, and components from the toolbox onto the canvas.

Properties Panel

The workflow pane is located on the right side of the editor and displays the properties for the selected workflow, as well as selected activity, child
workflow, or workflow logic element properties.

Header

The header displays the actions that can be performed on the workflow such as Validate, Commit, View Runs, Run, and Close. For more information on
View Runs, see Runs.

And it also allows you to show or hide Activities and Properties panel by using the following icon:

[vewens | EEH (B

ViHIDE PANEL

Activities

Properties

® Click on the icon to hide or show both Activities and Properties panel.
® Hover over the icon and click on the Show/Hide icon on the SHOW/HIDE panel to display or hide either Activities or Properties panels based on
your requirements.

Toggling the Workflow Editor View

In the Workflow Editor view, you can toggle the view between the workflow property pages and the activity view pages. To switch to the workflow
properties in the Workflow pane, click anywhere outside of the activities in the workflow.

Expanding the Workflow View

To expand the workflow,click the+Expand tool.

Collapsing the Workflow View

To collapse the activities in the Workflow pane, click the-Collapse tool.
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Creating a Basic Workflow

Creating a Basic Workflow

The following procedure provides information on creating a basic workflow in Action Orchestrator:

@ Identify any drag-and-drop objects in the toolbox that will be required by your new workflow.

. ChooseWorkflows > My Workflows > NEW WORKFLOW.

. On the Workflow Properties panel, define the workflow properties (see Adding Workflow Properties).

. From the Activities pane, drag and drop the appropriate items onto the workflow pane (see Activities Panel).

. On the Properties panel, define the properties for each object selected on the workflow pane. The available property pages are determined by the
selected objects (see Activities).

. When all of the property pages are complete, clickVALIDATEon the header to validatethe workflow.

A WONBE

(&)

1 Ifthe workflow is not valid, click on activities that are orange and determine warnings in the upper right corner of the Properties pane.
Enter the required information and validate again.
6. Once the workflow is successfully validated, click Commit on the header to export the workflow to your repository.
® On the Commit panel, enter the File Name and Commit Message.
® Click Commit, to export the workflow.
@ This is an optional step.
For more information on workflow export, see Export Workflows.
For more information on repository, see Git Repositories.
7. Once the workflow is successfully validated, clickRUNon the header toexecute the workflow.
8. Once the workflow execution starts, you will be taken to the Runspage, where you can observe the workflow:
. Status: Such as Running, Success, and Failed in the top left next to the workflow name.
. Auto-Refresh: You can switch ON or OFF the auto refresh using the Switch icon on the top right.

. Cancel Run: Click Cancel Run on the top right to cancel the running workflow.
. Run time: Displays the time taken for the completion of the workflow on the top right.

0T ®

@ For more information, seeRuns.

9. Click Edit Workflow on the top right of the Runs page to edit the workflow.This option will be enabled only after workflow completion.
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Import Workflows
Import Workflows

Use the Import icon to import workflows from your git repository. Perform the following procedure to import a workflow:

1. Choose Workflows > My Workflows > IMPORT or Choose Workflows > Atomic Workflows > Import.

1 The users with Adapter Author role only would be able to import atomic workflows. For more information on Roles and Permissions,
seeAction Orchestrator Roles.

2. On the Import Workflow panel, choose either Git or Browse option and perform the following procedure:

a. Git

i. Under Git Repository, select the repository from the dropdown list. For more information on adding a repository, seeGit
Repositories.
ii. Under File Name, select the file name from the dropdown list.
ii. Under Git Version, select the version from the dropdown list.
iv. Check the Import As A New Workflow (Clone) check box to import the workflow as a clone.
b. Browse

i. You can either paste the workflow definition JSON file directly in the text box or
ii. Click Browse to choose the appropriate workflow definition JSON file from your local machine.

1 Ifyou have any credentials or secret values, update the JSON file before pasting or browsing into the text box.

iii. Check the Import As A New Workflow (Clone) check box to import the workflow as a clone.

1 Ifthe Import As A New Workflow (Clone) check box remains unchecked. The workflow from the selected new Git version will override
the workflow if the workflow is already existing.

3. Click IMPORT, to import the workflow.
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Export Workflows
Export Workflows

Use export workflows to export the workflow to your repository. Perform the following procedure on the workflow properties pane to export a workflow:

@ For more information on Workflow properties pane, see Adding Workflow Properties.

Under Version, enter the following information:

1. Under Git Repository, select the appropriate repository from the dropdown list or Click +ADD NEW from the dropdown list to create a repository.
For more information, see Git Repositories.
2. Click Validate on the header to validate the workflow.

1 You would be able to continue the export if the workflow is valid. If not, please fix the problem and try after re-validation.

3. Click Commit on the header to export the workflow to your repository.
4. On the Commit panel, enter the File Name and Commit Message.

(D The file name is used as folder name along with the unique workflow name in the git repo. The file name also helps you to easily
identify the workflow during import.

5. Click Commit, to export the workflow.

G) If you have already exported a workflow and if you would like to override the existing version with an older version. Under Git Version, click Loa
d New Version, in the Load New version dialog box select the version from the dropdown list and click Import.
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Adding Workflow Properties
Adding Workflow Properties

The following procedure provides information on details to be filled in the workflow properties pane:
1. Under Version, enter the following information:

a. Under Git Repository, select the appropriate repository from the dropdown list or click Add New to add a new git repository. For more
information, see Add Git Repository.

b. Under Git Version, click Load New Version.

c. Onthe Load New Version panel, select the Git version from the dropdown list.

1 The selected new version will override the existing git version.

d. Click IMPORT, to import the required git version.

@ The Step 1.ais required for exporting a workflow using commit. For more information, see Export Workflows.

The Step 1.a, 1.b, 1.c, and 1.d provides information on importing a workflow. And if you have already exported a workflow and if you
would like to override the existing version with an older version you can use the following steps.

. Enter the uniqueDISPLAY NAMEfor the new workflow.

. Enter theOWNERnName of the workflow.

. Enter a briefDESCRIPTIONabout the workflow.

. Check the Delete Workflow Instance After Execution check box to delete the executed workflow instance.

. Check the Is Atomic Workflow check box to list the workflow as an activity under Activities. Once this check box is enabled it enables the Group
Name, specify the appropriate information in group name:

O WN

® Select the appropriate existing group name from the dropdown list or
® Enter the new group name and choose Create from the dropdown list to create a group name.

1 Conditions for Atomic Workflow

- The users with Adapter Author role only would be able to create or modify atomic workflows. These options would not be enabled for
other roles. For more information on Roles and Permissions, seeAction Orchestrator Roles.

- A workflow with trigger can't be marked as atomic workflow.
- The atomic workflow can't run individually as a workflow, it can only be a part of a workflow.

- An atomic workflow can have another atomic workflow as a child. But it can't have any other workflow as a child.

7. Select theCATEGORYfrom the dropdown list. For example, you will be able to see categories such as Cisco, Monitoring, Networking, Windows,
and so forth.
8. Select an already createdVariable or create a new variable by clicking onADD VARIABLEunder Variables. For more information, see Configuring
Variables.
9. Select an already createdTrigger or create a new trigger by clicking onADD TRIGGERunder Triggers. For more information, see Adding Triggers.
10. You can select either of the following details under Target:

a. No Target: Select this radio button to ignore target for the workflow.
b. Execute on this Target: Select this radio button to add theTarget TypeandTargetfrom respective dropdown lists.

To add new target choose+ADD NEWfrom the dropdown list. For more information, see Configuring Targets.
c. Specify Target On Workflow Start: Select this radio button to enter the target during the start of the workflow and select theTarget Typefr
om the dropdown list.

@ Target types provide a way to define a service or other IT element that is not represented by any target type provided by an
adapter. All new targets are created based upon an existing target type.

d. Execute on this Target Group: Select this radio button to choose the target group from the dropdown list for your workflow and specify
the following information:

To add new target group choose+ADD NEWfrom the dropdown list. For more information, see Configuring Targets.

i. Select Target Types: Choose the appropriate target type from the dropdown list. The target type list depends on the target
group selected.
ii. Check the All Targets in this Group check box to execute the workflow on all targets in this group.
ii. Conditions: Click+ADDto specify the condition, enter the following information in the Add Conditions dialog box:

1. Left Operand: Enter the value for the left operand.
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2. Operator: From the dropdown list, choose the operator to use for comparing the value:

j-
3. Right Op

OoTo

SQ 0D Q2

. Does not match wildcard: Determines if the item does not match all items in the wildcard example
. Equal: Determines if the left side equals the right side.
. Equal (case-insensitive): Determines if the left side equals the right side (if this is a string comparison, this is

case-insensitive)

. Greater Than: Determines if a value is greater than another value.

. Greater Than or Equal to: Determines if a value is greater than or equal to another value.

. Less Than: Determines if a value is less than another value.

. Less Than or Equal to: Determines if a value is less than or equal to another value.

. Match regular expression: Determines if the left side matches the regular expression specified on the right

side.

Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
Not equals: Determines if the left side does not equal the right side.

erand: Enter the value for the right operand.

4. Click Save, to save the conditions.
iv. Select Target Group Criteria: Choose the target group criteria from the dropdown list:

1.

2.

Choose all with matching criteria: Executes the workflow on all targets defined by the criteria specified in the target

group.

Choose first with matching criteria: Executes the workflow on the first matching target defined by the criteria specified
in the target group.
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Adding Triggers
Adding Triggers

® Adding Triggers
® Schedules
® Events
® Webhooks
® Creating Triggers

Triggers are events and conditions in the system that can fire off workflows. The attributes of the trigger are referenced in the workflow. Workflows often
use this data to control execution. If a workflow contains a trigger, you can view its properties in the workflow Editor. The workflow properties pane displays
all triggers associated with the workflow, and allows you to create new triggers, modify the properties of a trigger, and delete triggers.

Workflow instances can come into existence in the following ways:

* A workflow can be invoked manually.

* A workflow can be invoked by another workflow.

® A trigger can fire, which initiates the workflow.

® A workflow can be invoked using the northbound web service.

Triggers are events and conditions in the system that determine how or when the workflow will be executed. Multiple triggers can be added that can be
initiated when certain conditions are met.

Action Orchestrator supports two types of rule-based triggers: Schedules and Events.

Schedules

Schedules allow triggering workflows at some time by leveraging another object called a calendar. Calendars define which days something can occur.
Calendars can be selected days or sequences of dates such as weekly or monthly, they can represent dates like fiscal quarter end, or they can be
combined hierarchically. Schedules then associate a time with a calendar. When the day is in the calendar, the time is evaluated. Times can be explicit or
repeating (for example, hourly).

Events

The Action Orchestrator platform can monitor for events from the environment, and you can specify triggers that initiate workflows when the subscribed
event occurs. For example, an event might be an incoming stop trap or a fault on a UCS system.

Webhooks

Action Orchestratorprovides the ability to configure a webhook as an event to trigger a workflow or wait for an event activity. This is very useful for third
party software integration.

Creating Triggers

To create a new trigger for a workflow:

1. On the Workflow Properties pane, click+ADD TRIGGER.

2. UnderGeneral, selectDisabledasTrueorFalsefrom the dropdown list.

3. UnderTriggers, enter the name, description, and specify the following information:
a. UnderType, select eitherScheduleorEventtype from the dropdown list.

The display of Schedule or Event option depends on the trigger type selected under Type.
b. UnderSchedule,select the appropriate schedule from the dropdown list or
c. UnderEvent, select the appropriate event from the dropdown list. For more information, seeConfiguring Schedules or Configuring Events.
4. ClickSAVE, to apply the changes.
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Activities

Activities

Activities Overview
Core Activities

AMQP

AWS Service

Ansible Tower
CloudCenter Suite
Database Activities
Email

Google Cloud Platform
KAFKA

Meraki

Microsoft Windows
Prime Service Catalog
Python

Table Activities

Task

Terminal

Unix/Linux System
Web Service

Creating an Atomic Workflow
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Activities Overview

Overview

Activities are the steps in a workflow. They are customized to perform integration with some environment. Activities can be provided by adapters (binary
components in Action Orchestrator) or by automation packs. Therefore both adapters and automation packs can contribute to a particular integration.
Workflow activities provide the logic or flow aspects of the workflow. Workflow activities are exposed in the Logic tab of the workflow Editor.

Related Topic

Adding Logic Components to a Workflow
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Core Activities

Core Activities

These are the activitiesthat are provided by the CoreActivitiesadapter:

Calculate Date

Calculate Date Time Difference
Convert JSON to XML
Convert XML to JSON

Escape Regex Metacharacters
Find String

Format Date

JSONPath Query

Match Regular Expression
Parse Date

Replace String

Set Variables

Sleep

Split String

Substring

To Lower

To Upper

Trim String

XPath Query

XSL Transform
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Calculate Date

Calculate Date

Use the Calculate Date activity to calculate a new date/time value based on a specified base date/time and adjustments.

1. In the Workflow Editor Toolbox, chooseCore Activities>Calculate Date, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderCalculate Date, enter the following information or click Variable Reference icon to choose any variable.
i. Original date/time: Select a date/time of the variable to calculate.

ii. Adjustment: Enter the number of seconds to increase or decrease the time frame. Enter minus (-) prior to the value to decrease
or enter plus (+) prior to the value to increase. (ex. -5)

Back to: Core Activities
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Calculate Date Time Difference

Calculate Date Time Difference

Use the Calculate Date Time Difference activity to calculate a new date/time difference value based on a specified base date/time and subtract date.

1. In the Workflow Editor Toolbox, chooseCore Activities>Calculate Date Time Difference, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderCalculate Date Time Difference, enter the following informationor clickVariable Reference icon to choose any variable.

i. Original date/time: Select a date/time of the variable to calculate.
ii. Subtract date/time: Enter the date/time of the variable to be subtracted.

Back to: Core Activities
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Convert JSON to XML
Convert JSON to XML

The Convert JSON to XML activity makes it easier for users to parse and manipulate XML configuration.

1. In the Workflow Editor Toolbox, chooseCore Activities>Convert JSON to XML, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderJSON Source>Input JSON,enter the JSON text to be converted to XML or clickVariable Reference icon to choose anyvariable.For
example:

Sample JSON Source

{
"itenms": {
"itent: [
{
"title": "Enpire Burl esque",
"note": "Special Edition",
"quantity": "1",
"price": "10.90"
I
{
"title": "Hi de your heart",
"quantity": "1",
"price": "9.90"
}
]
}
}

c. UnderReplace List, click+ADDandenter the following information:

i. Replaced String: Enter the specific string to be replaced.
ii. Replacement String: Enter the string for replacement.

Back to: Core Activities
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Convert XML to JSON
Convert XML to JSON

Use the Convert XML to JSON activity to convert XML to JSON text which makes it easier for users to parse and manipulate JSON configuration.

1. In the Workflow Editor Toolbox, chooseCore Activities>Convert XML to JSON, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderXML Source>Input XML,enter the XML text to be converted to JSON or clickVariable Reference icon to choose any variable. For
example:

Sample Source XML

<items>

<itenr

<title>Enpire Burlesque</title>
<not e>Speci al Edition</note>
<quantity>1</quantity>
<price>10. 90</ pri ce>

</itenr

<itenp

<title>H de your heart</title>
<quantity>1</quantity>
<price>9.90</price>

</itenr

</itens>

Back to: Core Activities
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Escape Regex Metacharacters

Escape Regex Metacharacters

You can use Escape Regex activity to escape the mentioned regular expression in the workflow.

1. In the Workflow Editor Toolbox, chooseCore Activities>Escape Regex Metacharacters, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderText Conversion, enter the source string to be escaped or clickVariable Reference icon to choose any variable.

Back to: Core Activities
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Find String
Find String

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. Search for specific content in a string.

1. In the Workflow Editor Toolbox, chooseCore Activities>Find String, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderFind String, enter the following information:

i. Source String: Enter the source string or clickVariable Reference icon to choose any variable..
ii. Searched String: Enter the specific string to be searched or clickVariable Reference icon to choose any variable.

Back to: Core Activities
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Format Date

Format Date

Use the Format Date activity to convert date and time into a string text format.

1. In the Workflow Editor Toolbox, chooseCore Activities>Format Date, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderFormat Date, enter the following informationor clickVariable Reference icon to choose any variable.
i. Output date/time string format: Select the output date/time string format from the drop-down list.

i. Use custom date/time format: Check this check box to define your own date/time format.
iii. Original date/time: Select a date/time of the variable to calculate.

Back to: Core Activities
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JSONPath Query
JSONPath Query

Use the JSON Path Query activity to query information based on JSON path expressions and nodes. If the query matches more than one node in the
JSON document, an error will be generated.

1. In the Workflow Editor Toolbox, chooseCore Activities>JSON Path Query, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:
a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderJSON Query, enter the following information:

i. UnderSource JSON To Query, enter the source JSON text to be queried or clickVariable Reference icon to choose any
variable.For example:

Sample Source JSON

{
"store": {
"book": [
{ "category": "reference",
"author": "N gel Rees",
"title": "Sayings of the Century",
"price": 8.95
}
{ "category": "fiction",
"aut hor": "Evel yn Waugh",
"title": "Sword of Honour",
"price": 12.99
}
1.
}
}

c. UnderJSONPath Queries, click+ADDtoadd new JSON Path Query:

i. JSON Path Query: Enter the path expression to query. For example: $.store.book[0].author
ii. Property Name: Enter the property name to display on the Results page after the activity has run. For example: Author
iii. Property Type: Select the property type associated with the path expression to query such as Boolean, Date, Time, String, and
so forth. For example, you select: String

3. The workflow run page displays the result of the JsonPath Query. For this example the result is: Author:Nigel Rees.

Back to: Core Activities
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Match Regular Expression

Use the Match Regular Expression activity to match specified string text against a specified regular expression.

1. In the Workflow Editor Toolbox, chooseCore Activities>Match Regular Expression, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderRegular Expression,enter the properties specific to the activity:

i. Regular Expression: Specify a fixed string to represent the regular expression to be used in matching or clickVariable Reference
icon to choose any variable.
ii. Match case: Check the check box to specify whether regular expression matching should be case-sensitive.

iii. Input string: Enter the input string for text to be parsed and matched against the specified regular expression or clickVariable
Reference icon to choose any variable.

@ For more information, seehttps://golang.org/pkg/regexp/syntax/.

Back to: Core Activities
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Parse Date

Parse Date

Use the Parse Date activity to convert string text into a date/time format.

1. In the Workflow Editor Toolbox, chooseCore Activities>Parse Date, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:
a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderParse Date, enter the following informationor clickVVariable Reference icon to choose any variable.
i. Input date/time format: Select the output date/time string format from the dropdown list.For example:

Format string - yyyyMvdd hh: mmss tt
yyyy - Denotes Year

MM - Denotes Mnth

dd - Denotes Day

hh - Denotes Hours

mm - Denotes M nutes

ss - Denotes Seconds

tt - Denotes AM PM

ii. Use custom date/time format: Check this check box to define your own date/time format.
ii. Input string: Enter the date or time string to beparsed. For example:

Input string - "20171101 12:52:35 AM'

Back to: Core Activities
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Replace String
Replace String

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. Replace specific content substrings in
a string.
1. In the Workflow Editor Toolbox, chooseCore Activities>Replace String, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:
a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.

ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderReplace String, enter the following information:

i. UnderInput String, enter the input string or clickVariable Reference icon to choose any variable.
i. UnderReplace List, click+ADDto enter the following information:

1. Replaced String: Enter the specific string to be replaced.
2. Replacement String: Enter the string for replacement.

Back to: Core Activities
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Set Variables
Set Variables

Use the Set Variables activity to update variable in a single activity. This activity will update each defined variable in the activity, one by one, as well as
perform the necessary auditing for each updated variable.

1. In the Workflow Editor Toolbox, chooseCore Activities>Set Variables, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderVariable, click +ADD to enter the following information:

i. Variable to update: Enter the appropriate variable to be modified or clickVariable Reference icon to choose any variable.
ii. New value: Enter a new value of the variable or clickVariable Reference icon to choose any variable.

1. For a Boolean variable, the text entered in this field (true or false) is case-sensitive and must be entered all lowercase.
2. Formulas can also be included to modify variable values. For example:

® 5+10

* [Activity.Referencel] / [Activity.Reference2] * 100) + [Activity.Reference3]

® [Activity.PropertyName1] [Activity.PropertyName2]

Back to: Core Activities
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Sleep
Sleep

Use the Sleep activity to specify the time period to pause between activities in the workflow.

1. In the Workflow Editor Toolbox, chooseCore Activities>Sleep, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.

ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderSleep, enter theSleep Intervalin seconds or clickVariable Reference icon to choose any variable.

Back to: Core Activities
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Split String
Split String

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. Split a string into multiple parts around
matches of the given delimiter or delimiters.

1. In the Workflow Editor Toolbox, chooseCore Activities>SplitString, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderSplit String, enter the following information:

i. Input String: Enter the input string or clickVariable Reference icon to choose any variable.

ii. Remove empty string from result set: Check this check box to remove the empty spaces in the result.
iii. Use regexp in Delimiters: Check this check box to split the regular expressions in the string.
iv. Under Split Options, enter the appropriate Delimiter Text. Click+tADD, to add new delimiter text.

Back to: Core Activities
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Substring
Substring

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. It allows you to return part of a string
starting with the characters in the start position and ending with the character in the specified end position.

1. In the Workflow Editor Toolbox, chooseCore Activities>Substring, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.

ii. Description: Enter the brief description about theactivity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderSubstring, enter the following information:

i. Source String: Enter the source string or clickVariable Reference icon to choose any variable.
ii. Beginning Index: Enter the begin index of the string to be returned.
iii. End Index: Enter the End index of the string to be returned.

For example:

Input string = dictionary

Start position = 4

End position = 6

Di ctionary

0123456 <- using 0 as the starting point

Positions 4 through 6 yield ion

Back to: Core Activities
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To Lower

To Lower

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator.Lower the text case in a string.

1. In the Workflow Editor Toolbox, chooseCore Activities>To Lower, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderText Conversion, enter the source string to lower the text case in a string or clickVariable Reference icon to choose any variable.

Back to: Core Activities
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To Upper
To Upper

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. Capitalize the text case in a string.

1. In the Workflow Editor Toolbox, chooseCore Activities>To Upper, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderText Conversion, enter the source string to upper the text case in a string or clickVariable Reference iconto choose any variable.

Back to: Core Activities
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Trim String
Trim String

You can use String activities to search, replace, and modify string content in the objects within Action Orchestrator. It allows you to trim characters from the
content in a string. When no character is specified, the activity will trim all leading and trailing blank space characters, including empty lines at the
beginning and at the end.

1. In the Workflow Editor Toolbox, chooseCore Activities>Trim String, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.

ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderString Trimming,enter the following information:

i. Source String: Enter the source string or clickVariable Reference icon to choose any variable.

ii. Characters to Trim: Enter characters to be trimmed or clickVariable Reference icon to choose any variable.
iii. Trim Leading Characters: Enter true, false, or Boolean variable by clicking.
iv. Trim Trailing Characters: Enter true, false, or Boolean variable by clicking.

Back to: Core Activities
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XPath Query
XPath Query

Use the XPath Query activity to query information based on XML path expressions, nodes, as well as namespace definitions. If the query matches more
than one node in the XML document, an error will be generated.

1. In the Workflow Editor Toolbox, chooseCore Activities>XPath Query, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about the activity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderXML Query,enter the following information:

i. Source XML To Query: Enter the source XML text to be queried or clickVariable Reference icon to choose any variable.
ii. Namespaces: Click+ADDto add new namespace and enter thethe Prefix and URI for the new namespace.

An XML namespace provides a way to avoid element and attribute name conflicts within an XML document. An XML
namespace is uniquely identified by a Uniform Resource Identifier (URI) and is assigned a prefix (unique to the XML
document) used for its element and attribute names.
ii. Under Xpath Queries, click+tADDto add new XPath Queries and enter the following information:
® XPath Query: Enter the path expression to query.

® Property Name: Enter the property name to display on the Results after the activity has run.
® Property Type: Select the data type associated with the path expression to query (String, Numeric, or and so forth).

Related Topic
® XPath Example Syntax
® XPath Query Example
® XPath Query Example 2

Back to: Core Activities
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XPath Example Syntax
XPath Example Syntax

The following expressions can be used when selecting nodes in a path expression.

Path Expression Description

nodename Selects all child nodes of the named node
/ Selects from the root node
I Selects nodes in the document from the current node that match the selection no matter where they are

Selects the current node
Selects the parent of the current node

@ Selects attribute

Back to: XPath Query

Back to: Core Activities
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XPath Query Example
XPath Query Example

The following is an example of source XML.

Example

<?xm version="1.0" encodi ng="1S0O 8859-1"?>
<bookst or e>

<book>

<title lang="eng">Harry Potter</title>
<price>29.99</price>

</ book>

<book>

<title lang="eng">Learning XM.</title>
<price>39. 95</ pri ce>

</ book>

</ bookst or e>

The following example path expressions and related results are based on the preceding source XML.

Path Expression Description
bookstore Selects all child nodes of the bookstore element
/bookstore Selects the root element bookstore.

If the path starts with a slash (/) it always represents an absolute path to an element.

bookstore/book Selects all book elements that are children of bookstore

//book Selects all book elements no matter where they are in the document

bookstore//book Selects all book elements that are descendant of the bookstore element, no matter where they are under the bookstore element
ll@lang Selects all attributes that are named lang

@ For additional examples, seehttps://www.w3schools.com/xml/xpath_syntax.asp.

Back to: XPath Query

Back to: Core Activities

72


https://www.w3schools.com/xml/xpath_syntax.asp

XPath Query Example 2
XPath Query Example 2

In the following example, the elements prefixed with xdc are associated with a namespace whose name ishttp://www.xml.com, while those prefixed with h
are associated with a namespace whose name ishttp://msdn.microsoft.com/en-us/library/ms950779.aspx.

Example XML

<h: htm xm ns: xdc="http://ww. xm . conf books"

xm ns: h="http://ww. w3. or g/ HTM./ 1998/ ht m 4" >
<h: head><h: titl e>Book Revi ew</h:title></h:head>
<h: body>

<xdc: bookr evi ew>

<xdc:title>XM.: A Priner</xdc:title>

<h: t abl e>

<h:tr align="center">

<h: t d>Aut hor </ h: t d><h: t d>Pri ce</ h: td>

<h: t d>Pages</ h: t d><h: t d>Date</ h:td></h: tr>
<h:tr alignment">

<h: t d><xdc: aut hor >Si non St. Laurent </ xdc: aut hor ></ h: t d>
<h: t d><xdc: pri ce>31. 98</ xdc: pri ce></ h: td>

<h: t d><xdc: pages>352</ xdc: pages></ h: t d>

<h: t d><xdc: dat €>1998/ 01</ xdc: dat e></ h: t d>
</h:tr>

</ h:tabl e>

</ xdc: bookr evi ew>

</ h: body>

</h:htnl >

@ For additional examples, seehttp://msdn.microsoft.com/en-us/library/ms950779.aspx.

Back to: XPath Query

Back to: Core Activities
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XSL Transform
XSL Transform

Use the XSL Transform activity to apply XSLT transformation to specific XML text. XSLT transformation can transform XML into plain text, HTML, or other
XML.

1. In the Workflow Editor Toolbox, chooseCore Activities>XSL Transform, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.

iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderXSLT,enter the following information:

i. Style Sheet: Enter the XSLT style sheet for the XSL document or clickVariable Reference icon to choose any variable.
ii. Document: Enter the XSLT document or clickVariable Reference icon to choose any variable.

Back to: Core Activities
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AMQP

The Advanced Message QueuingProtocol (AMQP) is an open standard application layer protocol for message-oriented middleware. It delivers message
orientation, queuing, routing (including point-to-point and publish-and-subscribe), reliability and security. AMQP came out of the financial industry, and is
proven highly scalable in demanding environments (refer http://www.amqp.org/).

AMQP is the emerging standard for messaging and events in the cloud. For example:

® vCloud Director can publish vCloud Messages, also known as blocking tasks, notifications, or call-outs, related to different provisioning. An
orchestrator can not only receive these events, but can also respond to them to delay execution.

®* AMQP is supported with vCloud Orchestrator.

® OpenStack selected AMQP as the messaging technology for OpenStack.

AMQP is integrated with more than 70 developer platforms, providing a nice framework for event-oriented integrations.

AMQP enables event-driven capabilities of Enterprise Service Bus-style designs. It enables queuing, so automation can fetch messages when there is
capacity. You can use asynchronous methods servicing requests as capacity allows when possible, and reserve real-time, synchronous methods only
when absolutely needed. AMQPs open platform is a natural choice for event and message design patterns

Action Orchestrator can trigger processes in response to messages placed on AMQP gueues/exchanges. Processes can also read messages from queues
/exchanges one at a time if they want to respond to messages one at a time rather than in parallel, to operate more as a queue. Processes can submit
messages to queues/exchanges.

JMS is another possible integration enabled through AMQP. AMQP has providers to place JMS messages on queues/exchanges.

The Cisco Advanced Message Queuing Protocol (AMQP) software adapter allows you to automate messaging activities on Cisco AMQP instances.
The following sections display AMQP activities:

Bind AMQP Queue
Declare AMQP Exchange
Declare AMQP Queue
Get AMQP Message
Publish AMQP Message
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Bind AMQP Queue
Bind AMQP Queue

Use the Bind AMQP Queue activity to bind a queue to an AMQP broker exchange.

1. In the Workflow Editor Toolbox, chooseActivities>AMQP>Bind AMQP Queue, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.

ii. Description: Enter the brief description about theactivity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Bind AMQP Queue activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AMQP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see AMQP Certificate-Based Credentials or AMQP Password-
Based Credentials orAMQP Password-Less Certificate-Based Credentials.
d. UnderAMQP, specify the following information or Click Variable Reference icon to choose any variable:

i. Queue Name: Name of the queue you want to bind to an exchange.

ii. Exchange Name: Name of the exchange you want to bind to a queue.

ii. Routing Key: The key to be sent with the message.

v. Arguments: Click+ADDto enter the Key and Value pair arguments for the queue.

Back to: AMQP
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Declare AMQP Exchange

Use the Declare Exchange activity to create or check an AMQP broker exchange.

1.

In the Workflow Editor Toolbox, chooseActivities>AMQP>Declare AMQP Exchange, then drag and drop the activity onto the Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
iii.
iv.

. Display Name: Enter the unique display name for the AMQP activity.

out.

ii. Description: Enter the brief description about the AMQP activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Declare AMQP Exchange activity to fail because it timed

. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

Use Workflow Target: Check this radio button to use the workflow target.
Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD

NEW from the dropdown list. For more information, see AMQP Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.
Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.

ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see AMQP Certificate-Based Credentials or AMQP Password-
Based Credentials orAMQP Password-Less Certificate-Based Credentials.

d. UnderAMQP, specify the following information or click Variable Reference icon to choose any variable:

i. Exchange Name: Name of the exchange you want to declare.
. Type: Select the appropriate type of exchange you want to declare from the dropdown list:

\2

Back to: AMQP

1.
2.

3.
4.

. Durable:

Direct: The Direct exchange type routes messages with a routing key equal to the routing key declared by the binding
queue.

Topic: The Topic exchange type routes messages to queues whose routing key matches all, or a portion of a routing

key.

Fanout: The Fanout exchange type routes messages to all bound queues indiscriminately.

Headers:The Headers exchange type routes messages based upon a matching of message headers to the expected
headers specified by the binding queue.

Check the check box if the queue is durable. Durable queues survive broker restart whereas transient queues do not

(they must be redeclared when the broker comes back online). Not all scenarios and use cases require durable queues.
. Auto delete: Check this check box to delete the queue when it is empty.
v. Arguments: Click+ADDto enter the Key and Value pair arguments for the queue.
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Declare AMQP Queue

Use the Declare Queue activity to create or check a queue on the AMQP broker. This activity will create a queue if the queue does not already exist.

When you declare a new queue, you can specify various properties that control the durability of the queue and its contents and the level of sharing for the
queue.

1. In the Workflow Editor Toolbox, chooseActivities>AMQP>Declare AMQP Queue, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the AMQP activity.

ii. Description: Enter the brief description about the AMQP activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Declare AMQP Queue activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AMQP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key User ID or+ADD NEWfrom the dropdown list. For more information, see AMQP Certificate-Based Credentials or AMQP
Password-Based Credentials orAMQP Password-Less Certificate-Based Credentials.
d. UnderAMQP, specify the following information or clickVariable Reference icon to choose any variable:

i. Queue Name: Enter the unique queue name.
ii. Durable: Check this check box if the queue is durable. Durable queues survive broker restart whereas transient queues do not
(they must be redeclared when the broker comes back online). Not all scenarios and use cases require durable queues.
iii. Auto delete: Check this check box to delete the queue when it is empty.
iv. Arguments: Click+ADDto enter the key and value pair arguments for the queue.

Back to: AMQP
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Get AMQP Message

Use the Get Message activity to retrieve the next available message from a given queue on the AMQP broker.

1 This activity will open and close the channel to get one message; it is not designed to put it into a tight loop. This activity is considered to be a
destructive way to get a message from an AMQP queue. The typical way is to subscribe to an AMQP queue.

1. In the Workflow Editor Toolbox, chooseActivities>AMQP>Get AMQP Message, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the AMQP activity.
ii. Description: Enter the brief description about the AMQP activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Get AMQP Message activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AMQP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key User: Check this radio button to use the target's default account key user.
ii. Override Account Key User: Check this radio button to override the workflow account key user. You can select the appropriate
account key User ID or+ADD NEWfrom the dropdown list. For more information, see AMQP Certificate-Based Credentials or A
MQP Password-Based Credentials orAMQP Password-Less Certificate-Based Credentials.
d. UnderAMQP, specify the following information or click Variable Reference icon to choose any variable:

i. Queue Name: Name of the queue from which you want to receive message.
ii. No Acknowledgment Mode: If this option is checked, no acknowledgment is sent after retrieving the message. The server will
auto-acknowledge the message.

Back to: AMQP
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Publish AMQP Message

Use the Publish Message activity to publish a text message to an existing exchange on the AMQP broker. The message will be routed to queues as
defined by the exchange configuration and distributed when the transaction, if any, is committed.

For example, VMWare vCloud Director can publish vCloud AMQP Messages (also known as blocking tasks, notifications, or call-outs) related to different
provisioning tasks. Action Orchestrator can not only receive these events, but can respond to them to delay execution.

1. In the Workflow Editor Toolbox, chooseActivities>AMQP>Publish AMQP Message, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the AMQP activity.

ii. Description: Enter the brief description about the AMQP activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Publish AMQP Messageactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AMQP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, seeAMQP Certificate-Based Credentials or AMQP Password-
Based Credentials orAMQP Password-Less Certificate-Based Credentials.
d. UnderAMQP, specify the following information or Variable Reference icon to choose any variable:

Field Description

Exchange Name
Routing Key
Message Body
Message Headers
APP ID

Content Encoding
Content Type
Correlation ID
Delivery Mode
Expiration (Milliseconds)
Message ID
Priority

Reply To

Time Stamp

Type

User ID

Back to: AMQP

Name of the exchange you want to publish.

The key to be sent with the message.

Enter the appropriate message to be transferred.

Enter the header and value for the message.

Enter the application ID of the publishing application.

Enter the content to be encoded.

Enter the required content type such as Json, XMI, and so forth.
Enter the correlation ID of the AMQP header.

Enter the delivery mode as either persistent or non persistent.
Enter the time to live period for a basic publish.

Enter the unique message ID.

Select the priority for the transfer of message from the dropdown list.
Enter the reply to attribute for the AMQP message.

Enter the time stamp for the AMQP event.

Enter the AMQP type.

Enter the unique user ID.
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AWS Service

Amazon Elastic Compute Cloud (Amazon EC2) provides scalable computing capacity in the Amazon Web Services (AWS) cloud. Using Amazon EC2
eliminates your need to invest in hardware up front, so you can develop and deploy applications faster. You can use Amazon EC2 to launch as many or as
few virtual servers as you need, configure security and networking, and manage storage. Amazon EC2 enables you to scale up or down to handle
changes in requirements or spikes in popularity, reducing your need to forecast traffic.

The following sections display activities that are provided by the AWS Service adapter:

Associate Subnet

Attach Internet Gateway
Create Account

Create Account Statuses
Create EC2 Instances
Create Internet Gateway
Create Keypair

Create Route

Create Route Table
Create Security Group
Create Security Group Rule
Create Subnet in a VPC
Create VPC

Delete Keypair

Delete Security Group
Delete Security Group Rules
Describe Route Tables
Describe Security Group
Describe Subnets
Describe VPCs
Disassociate Subnet
Generic AWS API Request
IAM Attach User Policy
IAM Create Access Key
IAM Create User

IAM List Policies

IAM List Users

Import Keypair

Reboot EC2 Instances
Start EC2 Instances
Stop EC2 Instances
Terminate EC2 Instances
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Associate Subnet

Associate Subnet

To define the Associate Subnet with Route Table activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Associate Subnet, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
b. Route Table ID: Enter the Route Table ID to be associated with the Subnet.

i. Description: Enter the briefdescription about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forAssociate Subnet activity to fail because it timed out.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
c. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
d. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
e. UnderAssociate,specify the following information or clickVariable Reference icon to choose any variable:

i. Route Table ID: Enter the Route Table ID to be associated.
ii. Subnet ID: Enter the subnet ID to be associated with the route table.

Back to:AWS Service
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Attach Internet Gateway

To define the Attach Internet Gateway activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Attach Internet Gateway, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forAttach Internet Gatewayactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderAttach Gateway,specify the following information orclickVariable Reference icon to choose any variable:

i. VPC ID: Enter the Virtual Private Cloud (VPC) ID to set up a connection.
ii. Internet Gateway ID: Enter the Internet Gateway ID to set up connection to the public internet.

Back to:AWS Service
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Create Account

Create Account

Use the Create Account activity to create an AWS account.

1. In the Workflow Editor Toolbox, choose AWS Service > Create Account and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Create Account activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. Under Create Account,specify the following informationor clickVariable Reference icon to choose any variable:

i. Enter Account Name: Enter the name for your AWS account.
ii. Enter Email: Enter the email address.

Back to: AWS Service
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Create Account Statuses

Use the Create Account Statuses activity to retrieve the current status of a request to create an account.

1. In the Workflow Editor Toolbox, choose AWS Service > Create Account Statuses and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Create Account Statuses activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. Under Account States,specify the following information :

i. Enter States: Enter the status of the request.

Back to: AWS Service
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Create EC2 Instances

To define the Create EC2 Instances activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create EC2 Instances, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate EC2 Instancesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request,specify the following information orclick Variable Reference iconto choose any variable:

i. AMI Image ID: Enter the Amazon Machine Image (AMI) ID to launch an EC2 instance.

ii. Security Group IDS: Click+ADDto enter the security group ID.

iii. KeyPair Name: Enter theKeypairname to secure information for your instance.

iv. Maximum Instances Count: Enter the maximum number ofinstance counts.

v. Minimum Instances Count: Enter the minimum number ofinstance counts.

vi. Private IPAddress: Enter the private IP address.

vii. Instance Type: Enter the instance type to determine the hardware of the host computer to be used for the instance.
viii. Subnet ID: Enter the subnet ID to be associated.

ix. Auto-Assign Public IP: SelectEnableorDisablefrom the dropdown list.

Back to:AWS Service
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Create Internet Gateway

To define the Create Internet Gateway activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Internet Gateway, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Internet Gatewayactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderCreate Gateway,specify the following information:

Name Tag: Enter the name tag for the internet gateway.

Back to:AWS Service
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Create Keypair

To define the Create Keypair activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Keypair, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Keypairactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request,specify the following information orclick Variable Reference icon to choose any variable:
Keypair Name: Enter thekeypairname to secure login information for your instance.

Back to:AWS Service
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Create Route

To define the Create Route activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Route, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Routeactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderCreate Route,specify the following information orclick Variable Reference icon to choose any variable:

i. Destination CIDR Block: Enter the destination CIDR block to associate with your VPC.
ii. Gateway ID: Enter the gateway ID to enable communication.
iii. Route Table ID: Enter the route table ID to enable routing within the VPC.
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Create Route Table

To define the Create Route Table activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Route Table, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Route Tableactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderCreate Route Table,specify the following information orclick Variable Reference icon to choose any variable:

i. Name Tag: Enter the name tag for the route table.
ii. VPC ID: Enter the Virtual Private Cloud (VPC) ID to associate VPC with the route table.
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Create Security Group

To define the Create Security Group Table activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Security Group, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Security Groupactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderSecurity Group,specify the following information orclick Variable Reference icon to choose any variable:

i. Name: Enter the name for security group to associate with VPC.
ii. Description: Enter the brief description about the security group.
iii. VPC ID: Enter the Virtual Private Cloud (VPC) ID to associate VPC with the security group.
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Create Security Group Rule

Asecurity groupacts as a virtual firewall for your instance to control inbound and outbound traffic. When you launch an instance in a VPC, you can assign
up to five security groups to the instance. Security groups act at the instance level, not the subnet level. Therefore, each instance in a subnet in your VPC
could be assigned to a different set of security groups. If you don't specify a particular group at launch time, the instance is automatically assigned to the

default security group for the VPC.

To define the Create Security Group Rule activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Security Group Rule, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Security Group Ruleactivity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderSecurity Group,specify the following information or click Variable Reference icon to choose any variable:

i. Group ID: Enter the security group ID.
ii. InBound Rules: Click+ADDto specify the following information.

1. IP Protocol: Select the IP protocol from the dropdown list such as Custom TCP, Custom UDP, and Custom Custom
ICMP.
2. From Port: Enter the From Port number for the port range.
3. To Port: Enter the To Port number for the port range.
4. CIDR Block IP4: Specify the IPv4 CIDR block as the source.
iii. OutBound Rules: Click+ADDtospecify the following information:

1. IP Protocol: Select the IP protocol from the dropdown list such as Custom TCP, Custom UDP, and Custom Custom
ICMP.

2. From Port: Enter the From Port number for the port range.

3. To Port: Enter the To port number for the port range.

4. CIDR Block IP4: Specify the IPv4 CIDR block as the destination.
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Create Subnet in a VPC

To define the Create Subnet in a VPC activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create Subnet in a VPC, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Subnet in a VPCactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderCreate Subnet,specify the following information or click Variable Reference icon to choose any variable:

i. Name Tag: Enter the name tag for the subnet.
ii. VPC ID: Enter the Virtual Private Cloud (VPC) ID to associate with the subnet.

iii. IPv4 CIDR Block: Enter the IPv4 CIDR block for the subnet, which is a subset of the VPC CIDR block.
iv. Availability Zone: Enter the availability zone in which the subnet has to be created.
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Create VPC

To define the Create VPC activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Create VPC, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate VPCactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderCreate VPC,specify the following information orclick Variable Reference icon to choose any variable:

i. Name Tag: Enter the name tag for the Virtual Private Cloud (VPC).
ii. IPV4 CIDR Block: Enter the IPv4 Classless Inter-Domain Routing (CIDR) block for VPC.
iii. IPV6 CIDR Block: Enter the IPv6 Classless Inter-Domain Routing (CIDR) block for VPC.

1. No IPv6 CIDR Block: Click on this radio button, if you have no IPv6 CIDR block.
2. Amazon Provided IPv6 CIDR Block: Click on this radio button if you have Amazon provided IPv6 CIDR block.
iv. Instance Tenancy: Select eitherDefaultorDedicatedtenancy value from the dropdown list.

1. Default: An instance launched into the VPC runs on shared hardware by default, unless you explicitly specify a
different tenancy during instance launch.

2. Dedicated: An instance launched into the VPC is a Dedicated Instance by default, unless you explicitly specify a
tenancy of hostduring instance launch. You cannot specify a tenancy of defaultduring instance launch.
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Delete Keypair

To define the Delete Keypair activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Delete Keypair, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Keypair Name: Enter the name of the keypair to be deleted.

ii. Description: Enter the brief descriptionabout the activity.

v. Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Keypairactivity to fail because it timed out.

v. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target group.
ii. Override Workflow Target: Check this radio button to override the workflow target group criteria. You can select the appropriate
target group or+ADD NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request,specify the following information or clickVariable Reference icon to choose any variable:

i. Keypair Name: Enter the keypair name to be associated with the public key.
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Delete Security Group

To define the Delete Security Group activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Delete Security Group, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Security Groupactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. UnderSecurity Group,specify the following information or clickVariable Reference icon to choose any variable:
Group ID: Enter the security group ID to be deleted.
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Delete Security Group Rules

To define the Delete Security Group Rules activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Delete Security Group Rules, then drag and drop the activity onto the

Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

iv.

Display Name: Enter the unique display name for the activity.

Description: Enter the brief description about the activity.

Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Security Group Rules activity to fail because it timed
out.

Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i
ii.
iii.
iv.

Use Workflow Target: Check this radio button to use the workflow target.

Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

Use Target's Default Account Key: Check this radio button to use the target's default account key.
Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.

d. UnderSecurity Group,specify the following information or clickVariable Reference icon to choose any variable:
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Group ID: Enter the security group ID.
InBound Rules: Click+ADDto specify the following information.

1. IP Protocol: Select the IP protocol from the dropdown list such as Custom ICMP, Custom TCP, and Custom UDP.
2. From Port: Enter the Fromport number for the port range.
3. To Port: Enter the To port number for the port range.
4. CIDR Block IP4: Specify the IPv4 CIDR block as the source.
OutBound Rules: Click+ADDtospecify the following information:

. IP Protocol: Select the IP protocol from the dropdown list such as Custom ICMP,Custom TCP, and Custom UDP.
. From Port: Enter the Fromport number for the port range.

. To Port: Enter the To port number for the port range.

. CIDR Block IP4: Specify the IPv4 CIDR block as the destination.
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Describe Route Tables

To define the Describe Route Tables activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Describe Route Tables, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forDescribe Route Tablesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderDescribe Tables,click+tADDto specify the following information orclickVariable Reference icon to choose any variable:
Route Table IDS: Enter the ID of the route table involved in the association.
e. UnderFilters, click+ADDtospecify the following informationor click Variable Reference icon to choose any variable:

i. Name: Enter the name to be filtered.
ii. Value: Enter the associated value.
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Describe Security Group

To define the Describe Security Group activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Describe Security Group, then drag and drop the activity onto the Workflow

pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

Display Name - Enter the unique display name for the activity.
Description -Enter the brief description about the activity.
Timeout in Seconds -Enter the number of seconds to wait forDescribe Security Groupactivity to fail because it timed out.

b. UnderTarget, specify the following information:

i
ii.
iii.
iv.

Use Workflow Target - Check this radio button to use the workflow target.

Override Workflow Target - Check this radio button to override the workflow target. You can select the appropriate target or+AD
D NEW from the drop-down list. For more information, see AWS Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

Use Target's Default Account Key - Check this radio button to use the target's default account key.
Override Account Key - Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.

d. UnderSecurity Group,specify the following information orclickVariable Reference icon to choose any variable:
Group ID -Enter the security group ID to be described.
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Describe Subnets

To define the Describe Subnets activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Describe Subnets, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDescribe Subnetsactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. UnderDescribe Subnets,specify the following information or clickVariable Reference icon to choose any variable:

Subnet IDS: Enter the Subnet ID to be described.
e. UnderFilters,click+ADDtospecify the following informationor clickVariable Reference icon to choose any variable:

i. Name: Enter the name to be filtered.
ii. Value: Enter the associated value.
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Describe VPCs

To define the Describe VPCs activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Describe VPCs, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDescribe VPCsactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. UnderDescribe VPCs,click+ADDtospecify the following information orclickVariable Reference icon to choose any variable:

VPC IDS: Enter the Virtual Private Cloud (VPC) ID to be described.
e. UnderFilters,click+ADDtospecify the following informationorclickVariable Reference icon to choose any variable:

i. Name: Enter the name to be filtered.
ii. Value: Enter the associated value.
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Disassociate Subnet

To define the Disassociate Subnet from Route Table activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Disassociate Subnet, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDisassociate Subnet activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials
d. UnderDisassociate, specify the following information or click Variable Reference icon to choose any variable:
Association ID: Enter the association ID to disassociate subnet from route table.
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Generic AWS API Request

To define the Generic AWS API Request activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service> Generic AWS API Request, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Generic AWS API Request activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. Under AWS API Request,specify the following information or clickVariable Reference icon to choose any variable:

i. URL:Enter the relative URL for the API request from AWS.
ii. APl Method: Enter the request method such as Get, Post, Put, etc.
iii. Request Body: Enter the request body that has to be received or sent.
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IAM Attach User Policy

Use the IAM Attach User Policy activity to attach the specified managed policy to the specified user.

1. In the Workflow Editor Toolbox, choose AWS Service > IAM Attach User Policy and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for IAM Attach User Policy activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. Under IAM User,specify the following informationor clickVariable Reference icon to choose any variable:

i. Enter Username: Enter the IAM user name to attach the specified managed policy.
ii. Enter Policyarn: Enter the Amazon resources name (ARN) to identify resources in AWS.
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IAM Create Access Key

Use the IAM Create Access Key activity to create access keys that are used as long time credentials for an IAM user.

1. In the Workflow Editor Toolbox, choose AWS Service > IAM Create Access Key and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for IAM Create Access Key activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. Under IAM User,specify the following informationor clickVariable Reference icon to choose any variable:

i. Enter Username: Enter the IAM user name that the new key will belong to.

Back to: AWS Service
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IAM Create User

Use the IAM Create User activity to create a new |IAM user for your AWS account.

1. In the Workflow Editor Toolbox, choose AWS Service > |AM Create User and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for IAM Create User activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. Under IAM User,specify the following informationor clickVariable Reference icon to choose any variable:

i. Enter Username: Enter the user name that you like to create as an entity to represent a person or application that uses it to
interact with AWS.

Back to: AWS Service
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IAM List Policies

Use the IAM List Policies activity to lists all the managed policies that are available in your AWS account.

1. In the Workflow Editor Toolbox, choose AWS Service > IAM List Policies and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for IAM List Policies activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.

Back to: AWS Service
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IAM List Users

Use the IAM List Users activity to list all the AWS identity and management users.

1. In the Workflow Editor Toolbox, choose AWS Service > IAM List Users and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for IAM List Users activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.

Back to: AWS Service

108



Import Keypair
Import Keypair

To define the Import Keypair activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Import Keypair, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forimport Keypairactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the drop-down list. For more information, see AWS Credentials.
d. UnderEC2 Request,specify the following information or clickVariable Reference icon to choose any variable:

i. Keypair Name: Enter the keypair name to be associated with the public key.
ii. Public Key: Enter the public key to be imported.

Back to: AWS Service
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Reboot EC2 Instances

To define the Reboot EC2 Instances activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Reboot EC2 Instances, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forReboot EC2 Instancesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request, specify the following information or click Variable Reference icon to choose any variable:
InstancelDs: Click+ADDto enter the EC2 Instance ID to be rebooted.

Back to: AWS Service
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Start EC2 Instances

To define the Start EC2 Instances activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Start EC2 Instances, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forStart EC2 Instancesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request, specify the following information:
InstancelDs: Click+ADDto enter the EC2 Instance ID to start the EC2 instance.

Back to: AWS Service
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Stop EC2 Instances

To define the Stop EC2 Instances activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Stop EC2 Instances, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forStop EC2 Instancesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request, specify the following information:

i. InstancelDs: Click+ADDto enter the EC2 Instance ID to stop the EC2 instance.
ii. Force Stop: Check this check box to force stop the EC2 instance, even though the instance is running.

Back to: AWS Service
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Terminate EC2 Instances

To define the Terminate EC2 Instances activity:

1. In the Workflow Editor Toolbox, chooseActivities>AWS Service>Terminate EC2 Instances, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forTerminate EC2 Instancesactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see AWS Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see AWS Credentials.
d. UnderEC2 Request, specify the following information:
InstancelDs: Click+ADDto enter the EC2 Instance ID todelete the EC2 instance.

Back to: AWS Service
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Ansible Tower

The following sections display Ansible Tower activities:

® Ansible Tower Get Job Info
® Ansible Tower Launch Job Template

Ansible Tower Get Job Info

Use the Ansible Tower Get Job Info activity to get information and status about the job.
To define theAnsible Tower Get Job Infoactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Ansible Tower Get Job Info, then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forAnsible Tower Get Job Infoactivity to fail because it
timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the
activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+A
DD NEW from the dropdown list. For more information, see Ansible Tower Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account

keyor+ADD NEWfrom the dropdown list. For more information, see Ansible Tower Credentials.
d. UnderAnsible Tower, specify the following information or click Variable Reference icon to choose any variable:

Job ID: Enter the job ID to identify the job.

Back to: Ansible Tower
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Ansible Tower Get Job Info

Use the Ansible Tower Get Job Info activity to get information and status about the job.
To define theAnsible Tower Get Job Infoactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Ansible Tower Get Job Info, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forAnsible Tower Get Job Infoactivity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Ansible Tower Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Ansible Tower Credentials.
d. UnderAnsible Tower, specify the following information or click Variable Reference icon to choose any variable:
Job ID: Enter the job ID to identify the job.

Back to: Ansible Tower
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Ansible Tower Launch Job Template

Use the Ansible Tower Launch Job Template activity to execute a job template.A job templateis a definition and set of parameters for running an Ansible
job. Job templates are useful to execute the same job many times. Job templates also encourage the reuse of Ansible playbook content and collaboration
between teams.

To define theAnsible Tower Launch Job Templateactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Ansible Tower Launch Job Template, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forAnsible Tower Launch Job Templateactivity to fail because
it timed out.

iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Ansible Tower Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the drop-down list. For more information, see Ansible Tower Credentials.
d. UnderAnsible Tower Job Template, specify the following information orclick Variable Reference icon to choose any variable:

i. Ansible Tower Job Template ID (Target should be defined before browsing required launch_variables): Select the job template
ID to launch the job template.
ii. Launch Job Template Parameters: Enter the set of parameters for running an Ansible job.

Back to: Ansible Tower
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CloudCenter Suite

The CloudCenter Suite is Cisco's hybrid cloud deployment platform. This platformtakes a unique approach to install, configure, and maintain hybrid cloud
environments that are often encountered by Information Technology (IT) departments to adopt business agility and improve time-to-market solutions within
an enterprise. TheCloudCenter Suite provides a solution that is cloud agnostic, works with diverse workloads, and integrates easily in an agile world.

The following sections display activities that are provided by theCloudCenter Suite adapter:

Add Billing Unit to Cost Group
Add Cloud Account

Associate Billing Unit to Cost Group
Create Cost Group

Find Billing Unit

Find Cost Group

Find Cost Group Type

Generic CCS API Request

Get Workload Manager Context
Manage Deployment Environment
Update Cost Group

Execute Action on Virtual Machine
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Add Billing Unit to Cost Group

Use the Add Billing Unit to Cost Group activity to associate a billing unit from the list of available billing units to the selected cost group under a specific
cost group type.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Add Billing Unit to Cost Group, then drag and drop the activity onto
the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for add billing unit to cost group activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable:

i. Cost Group Type ID: Enter the ID of the cost group type defined in the Cost Optimizer of CloudCenter Suite.
ii. Cost Group ID: Enter the ID of the cost group defined under specific cost group typein the Cost Optimizer of CloudCenter Suite.
ii. Billing Unit ID: Enter the ID of the billing unit defined under cost group type in the Cost Optimizer of CloudCenter Suite.

Back to: CloudCenter Suite
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Add Cloud Account

Use the Add Cloud Account activity to add a cloud account.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Add Cloud Account, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for add cloud account activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under Cloud Details, specify the following information orclickVariable Reference icon to choose any variable:

i. Cloud Family: Select the cloud family from the dropdown list such as Amazon, AzureRM, Google, Kubernetes, Openstack, Vmw
are, and so forth.
ii. Cloud Instance: Select the cloud instance from the dropdown list based on the cloud family selected.
e. UnderCloud Account Properties, specify the following information based on the Cloud Family you have selected orclick Variable
Reference icon to choose any variable:

@ The following information should be used based on the Cloud Family selected.

Amazon
i. Name: Enter the unique name for the Amazon cloud account.
ii. Account Description: Enter the brief description about the account.
iii. Email Address: Enter the email address of the Amazon account.
iv. AWS Account Number: Enter the AWS account number.
v. Access Key ID: Enter the AWS access key ID.
vi. Secret Key: Enter the AWS secret key.

AzureRM

i. Name: Enter the unique name for the Azure cloud account.

ii. Account Description: Enter the brief description about the account.

iii. Azure Login ID: Enter the login ID for the Azure account.

iv. Azure Subscription ID: Enter the subscription ID associated with your Azure account.
v. Tenant ID: Enter the Azure tenant ID.

vi. Client ID:Enter the Azure Client ID.

vii. Secret Key: Enter the appropriate secret key for the client ID.

Google
i. Name: Enter the unique name for the Google cloud account.
ii. Account Description: Enter the brief description about the account.
iii. GCP Email Address: Enter the email address of the Google Cloud Platform (GCP).
iv. GCP Service Account Key: Enter the GCP service account key.

Kubernetes

i. Name: Enter the unique name for the Kubernetes cloud account.
ii. Account Description: Enter the brief description about the account.
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iii.
iv.
V.

Open

ii.
iii.
iv.
V.
Vi.

Vii.
viii.

Service Account Name: Enter the Kubernetes service account name.
Check the Show Service Account Token check box to display the service account token.
Service Account Token: Enter the service account token for the kubernetes account.

stack

. Name: Enter the unique name for the Openstack cloud account.

Account Description: Enter the brief description about the account.

Openstack UserName: Enter the Openstack user name.

Openstack Account Password: Enter the appropriate account password.

Default Domain Name (V3): Enter the default domain name of Openstack version 3.

Default Domain ID: Enter the default domain ID of Openstack.

Default Tenant Name (V3 Project Name): Enter the default Tenant name of Openstack version 3.
Default Tenant ID (V3 Project ID): Enter the default Tenant ID of Openstack version 3

Vmware

i

ii.
iii.
iv.

Name: Enter the unique name for the Vmware cloud account.

Account Description: Enter the brief description about the account.

vCenter UserName: Enter the user name for the vCenter account.

vCenter Password: Enter the appropriate password for the vCenter account.

Back to: CloudCenter Suite
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Associate Billing Unit to Cost Group

Use the Associate Billing Unit to Cost Group activity to associate a billing unit from the list of available billing units to the selected cost group under a
specific cost group type.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Associate Billing Unit to Cost Group, then drag and drop the activity

onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for associate billing unit to cost group activity to fail because it

timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD

NEW from the dropdown list. For more information, seeCloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable:

i. Cost Group Type: Select the Cost Group Type from the drop-down list, which lists the cost group type defined in the Cost

Optimizer of CloudCenter Suite.
ii. Cost Group: Select the cost group from the dropdown list, which lists the cost group defined under specific cost group typein the

Cost Optimizer of CloudCenter Suite.
iii. Billing Unit: Select the billing unit from the dropdown list, which lists the billing units defined under cost group type in the Cost
Optimizer of CloudCenter Suite.

Back to: CloudCenter Suite
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Create Cost Group

Use the Create Cost Group activity to create a cost group in the Cost Optimizer of CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Create Cost Group, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for create cost group type activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable.

i. Cost Group Name: Enter the cost group name to be created.
ii. Cost Group Description: Enter the brief description about the cost group.
iii. Cost Group Type: Select the cost group type from the dropdown list, which is defined under specific cost group typein the Cost
Optimizer of CloudCenter Suite.
iv. Parent: Select the parent cost group from the dropdown list. This is optional.
v. Billing Unit: Select the billing unit from the dropdown list.

Back to: CloudCenter Suite
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Find Billing Unit

Use the Find Billing Unit activity to find the billing units used in the Cost Optimizer of CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Find Billing Unit, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for find billing unit activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable.

i. Cost Group Type ID:Enter the ID of the cost group type defined in the Cost Optimizer of CloudCenter Suite.
ii. Billing Unit Name:Enter the name of the billing unit defined under cost group type in the Cost Optimizer of CloudCenter Suite.

Back to: CloudCenter Suite
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Find Cost Group

Use the Find Cost Group activity to find the cost group used in the Cost Optimizer of CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Find Cost Group, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for find cost group type activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable.

i. Cost Group Type ID: Enter the ID of the cost group defined under specific cost group typein the Cost Optimizer of CloudCenter
Suite to be queried.
ii. Cost Group Name: Enter the cost group name to be queried.

Back to: CloudCenter Suite
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Find Cost Group Type

Use the Find Cost Group Type activity to find the cost group type used in the Cost Optimizer of CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Find Cost Group Type, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for find cost group type activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the Cost Group Type orclickVariable Reference icon to choose any variable.

Back to: CloudCenter Suite
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Generic CCS API Request

Use the Generic CCS API Request activity to make API requests to and from CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Generic CCS API Request, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for generic CCS API request activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CCS API Request, specify the following information orclickVariable Reference icon to choose any variable:

i. Relative URL: Enter the relative URL for the API request from CloudCenter Suite.
ii. Method: Enter the request method such as Get, Post, Put, and so forth.
iii. Request Body: Enter the request body that has to be received or sent.

Back to: CloudCenter Suite
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Get Workload Manager Context

Use the Get Workload Manager Context activity to read details of a specific deployment whether currently undergoing or completed.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Get Workload Manager Context, then drag and drop the activity onto
the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for get Workload Manager context activity to fail because it
timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under Workload Manager Configuration, specify the following information or clickVariable Reference icon to choose any variable:

i. Workload Manager Configuration: Click +ADD to Add Workload Manager configuration.
ii. Job ID: ClickVariable Reference icon and choose Workflow > Input > CC_RUN_ID variable (Default is CC_RUN_ID variable).

@ To create CC_RUN_ID variable
Create a new input variable with the following properties:

® Data Type: String
® Display Name: CC_RUN_ID
® Scope: Input

You can create the variable either from the workflow properties pane or choose Variable > Global Variable > New
Variable. For more information, see Configuring Variables.

Add Workload Manager Configuration

This section provides information on configuring Workload Manager.

1. Under General, select the appropriate Workflow Availability:

a. Lifecycle: Using the Lifecycle option you can automatically execute these actions based on a resources lifecycle. You can execute the
action on a span of resources which contains the lifecycle action with the possible resources in this type of action are Application Profile,
Service, and Cloud Region.
b. On Demand: Using the On Demand option you have to explicitly execute these actions from an individual object.
2. Under Execute Action, select where to run this type of action:

a. On Virtual Machine OS: On a VM with an agent installed.
b. External: On a Docker container that runs on the CCO (not dependent on the worker image in any way). For example, if you need to
configure external CLIs on a Docker container for a specific cloud, you can determine a Custom Field with the CLI items in a list format.
3. Check the Reboot the VM after action execution check box if you want to reboot the VM after the action execution.
4. Check the Sync VM information after action execution check box if you want to sync the VM information after the action execution.

1 Step 3 & Step 4 is applicable only when On Demand is selected in Step 1.
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5. Under Resource Mappings, Click +ADD to display the Add Resource Mappings dialog box provides the option to add the resource type and
allows you to specify where this action has to be applied. The options in the add resource dialog box differs based on the Workflow Availability
and Execute Action you select:

a. Lifecycle > On Virtual Machine OS
b. Lifecycle > External
c. On Demand > On Virtual Machine OS
d. On Demand > External
6. Click Save, to add the Workload Manager Configuration.

@ The action library action is created on the Workload Manager.

Lifecycle > On Virtual Machine OS
1. Under General, select the appropriate resource type:

a. Application Profile: An application in CloudCenter parlance refers to an installed/deployedapplication either before modeling or after
deployment.
b. Service: A service is a mid-tier building block for an application.
2. Under Applied To, specify the following information:

a. Application Profile: Select the appropriate application profile from the dropdown list.
b. Service: Select the appropriate service from the dropdown list.
3. Click Save, to add the resource mappings.

Lifecycle > External

1. Under General, select the appropriate resource type:

a. Application Profile: An application in CloudCenter parlance refers to an installed/deployedapplication either before modeling or after
deployment.
b. Service: A service is a mid-tier building block for an application.
c. Cloud Region: Workload Manager manages clouds on a per region basis, and the main point of that control is the cloud region API
endpoint.
2. Under Applied To, specify the following information:

a. Application Profile: Select the appropriate application profile from the dropdown list.
b. Service: Select the appropriate service from the dropdown list.
c. Cloud Region: Select the appropriate cloud region from the dropdown list.

3. Click Save, to add the resource mappings.

On Demand > On Virtual Machine OS

1. Under General, select the appropriate resource type:
a. CloudCenter Deployed VMs
b. Imported VMs With Agent Installed

@ You can use Step 2 or Step 3 based on the choice in Step 1.

2. Under CloudCenter Deployed VMs, specify the applied to information from the appropriate dropdown list:

a. Application Profile: Select the appropriate application profile from the dropdown list.
b. Cloud Region: Select the appropriate cloud region from the dropdown list.
c. Cloud Account: Select the appropriate cloud account from the dropdown list.
d. Service: Select the appropriate service from the dropdown list.
3. Underimported VMs with Agent Installed, specify the applied to information from the appropriate dropdown list:

a. Cloud Region: Select the appropriate cloud region from the dropdown list.
b. Cloud Account: Select the appropriate cloud account from the dropdown list.

c. OS Types:Select the OS types from the dropdown list such as Linux or Windows.
4. Click Save, to add the resource mappings.

On Demand > External

1. Under General, select the appropriate resource type:

a. CloudCenter Deployed VMs
b. Imported VMs With Agent Installed
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Back to:

@ You can use Step 2 or Step 3 based on the choice in Step 1.

Under CloudCenter Deployed VMs, specify the applied to information from the appropriate dropdown list:

a. Application Profile: Select the appropriate application profile from the dropdown list.
b. Cloud Region: Select the appropriate cloud region from the dropdown list.
c. Cloud Account: Select the appropriate cloud account from the dropdown list.
d. Service: Select the appropriate service from the dropdown list.
Underimported VMs with Agent Installed, specify the applied to information from the appropriate dropdown list:

a. Cloud Region: Select the appropriate cloud region from the dropdown list.
b. Cloud Account: Select the appropriate cloud account from the dropdown list.

c. OS Types:Select the OS types from the dropdown list such as Linux or Windows.
Click Save, to add the resource mappings.

CloudCenter Suite
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Manage Deployment Environment

Manage Deployment Environment

Use the Manage Deployment Environment activity to manage the deployment environments and perform management actions.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Manage Deployment Environment, then drag and drop the activity

onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for manage deployment environment activity to fail because it

timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD

NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:
i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under Environment, specify the following information:

i. Deployment Environment: Select the deployment environments from the dropdown list that is currently defined in Workload

Manager.
ii. Region: Select the region from the dropdown list that is currently defined in Workload Manager.

e. Under Management Actions, select the Manage Action from the dropdown list such as Add Cloud Account.

Back to: CloudCenter Suite
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Update Cost Group

Use the Update Cost Group activity to update or modify the cost group used in the Cost Optimizer of CloudCenter Suite.

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Update Cost Group, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for update cost group type activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see CloudCenter Endpoint.

1 By default the target is Suite Internal Target, you will be able to override this default target using the +Add New
option from the dropdown list.

iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see CloudCenter Suite Explicit User.
d. Under CloudCenter Suite, specify the following information orclickVariable Reference icon to choose any variable.

i. Cost Group Type: Select the cost group type from the drop-down list defined under specific cost group typein the Cost

Optimizer of CloudCenter Suite.

ii. Cost Group:Select the cost group from the dropdown list, which lists the cost group defined under specific cost group typein the
Cost Optimizer of CloudCenter Suite.

iii. Cost Group Name: Enter the cost group name to be created.

iv. Cost Group Description: Enter the brief description about the cost group.

v. Parent: Select the parent cost group from the dropdown list. This is optional.

vi. Billing Unit: Select the billing unit from the dropdown list.

Back to: CloudCenter Suite
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Execute Action on Virtual Machine

Execute Action on Virtual Machine is an atomic workflow activity used to execute a command or script on a Virtual Machine as part of application
deployment. The workflow with Execute Action on Virtual Machine must include Get Workload Manager Context activity as the first step to create
integration with Workload Manager. Perform the following steps to execute an action on a Virtual Machine:

1. In the Workflow Editor Toolbox, chooseActivities> CloudCenter Suite > Execute Action on Virtual Machine, then drag and drop the activity

onto the Workflow pane.

1 You have to import this atomic workflow from the Cisco public repository to view Execute Action on Virtual Machine as an activity
under CloudCenter Suite activity. For more information on adding a repository and importing workflow, see Add Git Repository and Imp
ort Workflows.

2. On the Workflow Properties pane, enter the following information:

a. Get CloudCenter Context Response:Click Variable Reference icon and choose Activities > Get Workload Manager Context >

Response Body and click Save.
b. Node ID: Click Variable Reference icon and choose Workflow > Input > NODE_ID and click Save for lifecycle workflow or enter Null for

on demand workflow.

(D To create NODE_ID variable
Create a new input variable with the following properties:
® Data Type: String
® Display Name: NODE_ID
® Scope: Input
You can create the variable either from the workflow properties pane or choose Variable > Global Variable > New Variable.
For more information, see Configuring Variables.

c. Action Type: Click Variable Reference icon and choose Activities > Get Workload Manager Context > Action Type and click Save.
d. Script: Enter the script or command to be executed on the Virtual Machine. The script may be a shell script for Linux or a PowerShell
script for Windows Virtual Machines.

1 All other properties in this activity are auto-populated, do not modify.

Back to: CloudCenter Suite
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Database Activities

Database Activities

The followingare database activitiesthat are executed using Java Database Connectivity (JDBC):

Call Procedure Via JDBC
Delete from Table Via JDBC
Insert Bulk into Table Via JDBC
Insert into Table Via JDBC
Select from Table Via JDBC
Update Table Via JDBC
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Call Procedure Via JDBC
Call Procedure Via JDBC

Use the call procedure via JDBC activity to call a database procedure using the specified JDBC connection.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Call Procedure Via JDBC, then drag and drop the activity onto the

Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
iii.
iv.

Display Name: Enter the unique display name for theactivity.

Description: Enter the brief description about theactivity.

Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.

Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i
ii.
iii.
iv.

Use Workflow Target: Check this radio button to use the workflow target.

Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

Use Target's Default Account Key: Check this radio button to use the target's default account key.
Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.

d. UnderCall Procedure,specify the following information or clickVariable Reference icon to choose any variable:

iii.
iv.

V.

Vi.

Procedure Name: Enter thename of the database procedure to call.

Persist Table: Check this check box toperform query against data that has already been summarized, this helps reducing the
query time and database load.

Read all columns from the procedure: Check this check box to read all the columns from the call.

Under Stored procedure inputs, enter the appropriate information:

1. Parameter name: Enter the appropriate parameter name.

2. Parameter type: Select the appropriate data type from the dropdown list such asIN, IN/OUT, andOUT.

3. Parameter value type: Select the appropriate data type from the dropdown list such as Boolean, Decimal, Integer, and

String.

4. Parameter value: Enter the appropriate parameter value.
Columns to read: Click+ADDto enter the Column Name and select the Column Type from dropdown list such as Boolean,
integer, number, and so forth.
Number of rows to return: The maximum number of rows to display (default is 200).

Back to: Database Activities
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Delete from Table Via JDBC

Use the delete from table via JDBC activity to delete column from the table by executing SQL query.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Delete from Table Via JDBC, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.
d. UnderRead Table, enter theSQL query to be executed or click Variable Reference icon to choose any variable.For example, sample
query to delete a column:

Si npl e DELETE st at enent
DELETE from nytabl e where nycolum = 'zzz'

Back to: Database Activities
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Insert Bulk into Table Via JDBC
Insert Bulk into Table Via JDBC

The insert bulk into table via JDBC activity provides source table for data inserted into a database.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Insert Bulk into Table Via JDBC, then drag and drop the activity onto

the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.
d. Underinsert Table,specify the following information or clickVariable Reference icon to choose any variable:

i. Source data: Enter the source data to be inserted into the database.
ii. Name of the target table: Enter the name of the target table in which the data has to inserted.
ii. Columns to write: Click+ADDto enter the appropriate information:

1. Source column: Enter the source column name.
2. Column type: Select the column type from dropdown list such as Boolean, Decimal, Integer, and String.
3. Target Column: Enter the target column.

Back to: Database Activities
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Insert into Table Via JDBC

Use the insert into table via JDBC activity to insert values into the table by executing SQL query.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Insert into Table Via JDBC, then drag and drop the activity onto the

Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.
d. UnderRead Table, enter theSQL query to be executedor click Variable Reference icon to choose any variable.For example, this query
inserts values into a table:

into mytable (columl, col um2) VALUES ('vall','val2'")

Back to: Database Activities
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Select from Table Via JIDBC
Select from Table Via JDBC

Use the select from table via JDBC activity to read table by executing the SQL query.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Select from Table Via JDBC, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.
d. UnderRead Table, specify the following information or click Variable Reference icon to choose any variable:
i. SQL query to execute: Enter the SQL query to be executed.The data in the database is case-sensitive.
For example, this is a sample query that selects specific columns from a table:
® SELECT col uml, col um2 from nytabl e

This is a sample query that selects the country code and the name of the country:
® SELECT code, nane from country

ii. Persist Table: Check this check box toperform query against data that has already been summarized, this helps reducing the
query time and database load.

iii. Read all columns from SQL Query: Check this check box to read all the columns from the SQL query.

iv. Columns to read: Click+ADDto enter the column name and select the type from dropdown list such as Boolean, Date Time,
Decimal, Integer, and String.

v. Number of rows to return: The maximum number of rows to display (default=200).

Back to: Database Activities
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Update Table Via JDBC
Update Table Via JDBC

Use the update table via JDBC activity to update columns in table by executing SQL query.

1. In the Workflow Editor Toolbox, chooseActivities>Database Activities>Update Table Via JDBC, then drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see JDBC Database Server.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate account
keyor+ADD NEWfrom the dropdown list. For more information, see JDBC Login Credentials.
d. UnderRead Table, enter theSQL query to be executedorclick Variable Reference icon to choose any variable.For example, this queryu
pdates columns ina table:

Updat e nytable set columl = 'newal ue' where colum2 = 'zzz'

Back to: Database Activities
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Email

Email

Use the Email activity to specify the information required for sending an email as part of the process. The following section display Email activity:

® Send Email
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Send Email

Send Emall

The Send Email adapter provides the ability to send email messages to a specified user.

1.

In the Workflow Editor Toolbox, chooseActivities>Email>Send Email, then drag and drop the activity onto the Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
ii.
iv.

Display Name: Enter the unique display name for the Send Email activity.

Description: Enter the brief description about the Send Emailactivity.

Activity Timeout (Seconds): Enter the number of seconds to wait for Send Email activity to fail because it timed out.

Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i

ii.

iii.

iv.

c. UnderCr
i

ii.

Use Workflow Target: Check this radio button to use the workflow target.

Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see SMTP Endpoint or POP3 Endpoint or IMAP Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

edentials, specify the following information:

Use Target's Default Account Key User: Check this radio button to use the target's default account key user.
Override Account Key User: Check this radio button to override the workflow account key user. You can select the appropriate
Account Key User ID or+ADD NEWfrom the dropdown list. For more information, see Email Credentials.

d. UnderEmail, specify the following informationor clickVariable Reference icon to choose any variable:

i
ii.
iii.
iv.
V.
Vi.

Back to: Email

To: Enter the email address of the primary recipient(s) of the email.

CC: Enter the email address of the recipient(s) who are to be carbon-copied on the email.
BCC: Enter the email address of the recipient(s) who are to blind carbon-copied on the email.
Subject: Enter the subject heading of the email.

Message: Enter the content of the message in the body of the email.

Send as HTML: Check this check box to send Email as HTML.
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Google Cloud Platform
Google Cloud Platform

Google Cloud Platform (GCP) is a suite of cloud computing services. GCP allows you to compute, store, and develop application that run on Google
Hardware.

The following sections display activities that are provided by the Google Cloud Platform adapter:

Configure IAM Permissions
Create Firewall Rule
Create Instance

Create Project

Create Service Account
Create VPC Network
Delete Firewall Rule
Delete Instance

Delete VPC Network
Generic GCP API Request
Get Firewall Rule

Get Instances Details
Get Project Details

Get VPC Network

List Firewall Rules

List Instances Templates
List Instances

List Machine Types

List VPC Networks

List Zones

Update Firewall Rule
Update VPC Network
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Configure IAM Permissions

Configure IAM Permissions

Use the Configure IAM Permissions activity to configure identity and access management permissions. Which lets you manage access control by defining
who has what access for which resource.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Configure IAM Permissions and drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Configure IAM Permissions activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under GCP Configure IAM Permissions,specify the following information orclick Variable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project.
ii. Service Account: Enter the GCP service account that has to be configured for IAM permissions.
iii. Role: Enter the specific roles to be given access to specific GCP resources.

Back to: Google Cloud Platform
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Create Firewall Rule

Create Firewall Rule

Use the Create Firewall Rule activity to create Firewall Rule. The firewall rule provides provision to allow or deny traffic to and from your Virtual Machine
(VM) based on the configurations you specify.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Create Firewall Rule and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Create Firewall Rule activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.

Field

Project ID

Firewall Rule
Name

Firewall Action

Firewall
Description

Network
Direction of Traffic

Priority for this
Rule

IP Protocol

Ports

Source Range

Destination Range
Source Tags
Target Tags

Source Service
Accounts

Target Service
Accounts

Back to: Google Cloud Platform

d. Under Google Cloud Platform,specify the following information orclick Variable Reference icon to choose any variable:

Description
Enter the unique identifier of the project.

Enter the name for the firewall rule.

Select Allow or Deny action from the dropdown list.

Enter the description about the firewall rule.

Enter the network for which the firewall rule has to be applied.

Choose EGRESS (outgoing traffic) or INGRESS (incoming traffic) direction from the dropdown list.

Enter an integer from 0 to 65535, inclusive. Lower integer indicate higher priorities.

Select the IP protocol from the dropdown list such as AH, ESP, ICMP, IPIP, SCTP, TCP, UDP, and so forth, to
narrow the scope of the firewall rule.

Enter the port number or port range for the firewall rule.

Specify the ranges of IP addresses as sources of packets. The source parameter is only applicable to ingress
rules.

Specify the ranges of IP addresses. The destination parameter is only applicable to egress rules.
Enter the source tags to limit the source by network tag.
Enter the target tags, if you want to apply the rule to select instances by network (target) tags.

Enter the service account name to limit the source by service account.

Enter the service account name to apply the rule to select instances by associated service accounts.
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Create Instance

Create Instance

Use the Create Instance activity to create a new instance in Google cloud Platform.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform > Create Instances and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Instances activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project.
ii. Zone Name: Enter the zone name to host your resources.
iii. Source Instance Template URL: Enter the source instance template URL.
iv. Type of Machine: Enter the machine type for your instance.
v. Name of Instance: Enter the name for your instance.

Back to: Google Cloud Platform
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Create Project

Create Project

Use the Create Project activity to create a new project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Create Project and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Project activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier for the project.
ii. Project Name: Enter the unique name for the project.

Back to: Google Cloud Platform
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Create Service Account

Create Service Account

Use the Create Service Account activity to create a new service account.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Create Service Account and drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Service Account activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Account ID: Enter theunique identifier for the service account.
ii. Project ID: Enter the unique identifier for the service account.
iii. Account Name: Enter a name for the service account.

Back to: Google Cloud Platform
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Create VPC Network
Create VPC Network

Use the Create VPC Network activity to a create new VPC network in Google Cloud Platform .

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Create VPC Network and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate VPC Network activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, seeGoogle Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project.
ii. Network Name: Enter a name for the network.
iii. Auto Create Subnetworks: Select True or False from the dropdown list to either create or not to create subnetworks
automatically.
iv. Routing Mode: Select Global or Regional from the dropdown list either to route to all the subnets in the VPC network
regardless of the region or to route to the subnets in the same region as the Cloud Router.
v. IPV4 Range: Enter the broader CIDR block for IPV4 range.

Back to: Google Cloud Platform

148



Delete Firewall Rule

Delete Firewall Rule

Use the Delete Firewall Rule activity to delete the firewall rule.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Delete Firewall Rule and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Firewall Rule activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, seeGoogle Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project.
ii. Firewall Rule Name: Enter the firewall rule name to be deleted.

Back to: Google Cloud Platform
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Delete Instance

Delete Instance

Use the Delete Instance activity to delete the instance in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform>Delete Instance and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Instance activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project.
ii. Zone Name: Enter the zone name of the instance.
iii. Instance Name: Enter the instance name to be deleted.

Back to: Google Cloud Platform
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Delete VPC Network
Delete VPC Network

Use the Delete VPC Network activity to delete the VPC network in Google Cloud Platform.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform >Delete VPC Network and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Delete VPC Network activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project Name: Enter the name of the project to be deleted.
i. Network Name: Enter the name of the VPC network to be deleted.

Back to: Google Cloud Platform
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Generic GCP API Request
Generic GCP API Request

Use the Generic GCP API Request activity to request APl in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Generic GCP API Request and drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forGeneric GCP API Request activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under GCP API Request,specify the following information orclickVariable Reference icon to choose any variable:

i. URL: Enter the relative URL for the API request from Google Cloud Platform.
ii. API Method: Enter the request method such as Get, Post, Put, and so forth.
iii. Request Body: Enter the request body that has to be received or sent.

Back to: Google Cloud Platform
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Get Firewall Rule

Get Firewall Rule

Use the Get Firewall Rule activity to view the firewall rules details to inspect a firewall rule to see it's name, applicable network, and components.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform > Get Firewall Rule and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forGet Firewall Rule activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to be viewed.
ii. Firewall Rule Name: Enter the firewall rule name to be viewed.

Back to: Google Cloud Platform
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Get Instances Details

Get Instances Details

Use the Get Instances Details activity to view the details of instances in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Get Instances Details and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forGet Instances Details activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to be viewed.
ii. Zone Name: Enter the zone name of the instance.
iii. Instance Name: Enter the instance name to be viewed.

Back to: Google Cloud Platform
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Get Project Details
Get Project Details

Use the Get Project Details activity to view the project details in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Get Project Details and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forGet Project Details activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclick Variable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to be queried.

Back to: Google Cloud Platform
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Use the Get VPC Network activity to view the VPC network details in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Get VPC Network and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forGet VPC Network activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to be viewed.
ii. Network Name: Enter the VPC network name to be viewed.

Back to: Google Cloud Platform
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List Firewall Rules

Use the List Firewall Rules activity to list all firewall rules for all networks in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List Firewall Rules and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Firewall Rules activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to list the firewalls rules in GCP.

Back to: Google Cloud Platform

157



List Instances Templates

List Instances Templates

Use theList Instances Templates activity to list all the instance templates in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List Instances Templates and drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Instances Templates activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID:Enter the unique identifier of the project to list the instances templates in GCP.

Back to: Google Cloud Platform
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List Instances

Use the List Instances activity to list all the instances in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List Instances and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Instances activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to list the instances.
ii. Zone Name: Enter the zone name of the instance.

Back to: Google Cloud Platform
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List Machine Types

Use the List Machine Types activity to list all the machine types in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List Machine Types and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for List Machine Types activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to list the machine types in GCP.
ii. Zone Name: Enter the zone name from which the machine types has to be listed.

Back to: Google Cloud Platform
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List VPC Networks

Use the List VPC Networks activity to list all the VPC networks in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List VPC Networks and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for List VPC Networks activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to list the VPC networks in GCP.

Back to: Google Cloud Platform
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List Zones

Use the List Zones activity to list all the zones in your project in Google Cloud Platform.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >List Zones and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Zones activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the drop-down list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to list the zones in GCP.

Back to: Google Cloud Platform
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Update Firewall Rule

Use the Update Firewall Rule activity to modify any component of a firewall rule except for it's name, it's network, the action, and the direction of traffic. If
you need change these parameters you have to delete the rule and create a new rule instead.

1. In the Workflow Editor Toolbox, chooseGoogle Cloud Platform > Update Firewall Rule and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for update firewall rule activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

Field Description
Project ID Enter the unique identifier of the project to be updated.

Firewall Rule Enter the name for the firewall rule to be updated.

Name

IP Protocol Select the IP protocol from the dropdown list such as AH, ESP, ICMP, IPIP, SCTP, TCP, UDP, and so forth, to
narrow the scope of the firewall rule.

Ports Enter the port number or port range for the firewall rule.

Firewall Enter the description about the firewall rule.

Description

Source Range @ Specify the ranges of IP addresses as sources of packets. The source parameter is only applicable to ingress rules.
Source Tags Enter the source tags to limit the source by network tag.

Target Tags Enter the target tags, if you want to apply the rule to select instances by network (target) tags.

Back to: Google Cloud Platform
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Update VPC Network

Use the Update VPC Network activity to modify the VPC networks.

1. In the Workflow Editor Toolbox, choose Google Cloud Platform >Update VPC Network and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forUpdate VPC Network activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Google Cloud Platform Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Google Cloud Platform Authentication.
d. Under Google Cloud Platform,specify the following information orclickVariable Reference icon to choose any variable:

i. Project ID: Enter the unique identifier of the project to be updated.
ii. Network Name: Enter the name of the network.
iii. Routing Mode: Select Global or Regional from the dropdown list as routing mode.

Back to: Google Cloud Platform
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Kafka is a distributed streaming platform.Kafka works well as a replacement for a more traditional message broker. Message brokers are used for a variety
of reasons (to decouple processing from data producers, to buffer unprocessed messages, and so forth). In comparison to most messaging systems Kafka
has better throughput, built-in partitioning, replication, andfault-tolerance, makingit a good solution for large scale message processing applications.

A streaming platform has 3 key capabilities:

1. Publish and subscribe to streams of records, similar to a message queue or enterprise messaging system.
2. Store streams of records in a fault-tolerant durable way.
3. Process streams of records as they occur.

Kafka is generally used for 2 broad classes of applications:

1. Building real-time streaming data pipelines that reliably get data between systems or applications.
2. Building real-time streaming applications that transform or react to the streams of data.

The following section display Kafka activity:

® Submit Kafka Message
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Submit Kafka Message

To define the Submit Kafka Message activity:

1. In the Workflow

Editor Toolbox, chooseActivities>Kafka>Submit Kafka Message, then drag and drop the activity onto the Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

ii
iv

Display Name: Enter the unique display name for the activity.

Description: Enter the brief description about the activity.

. Activity Timeout (Seconds): Enter the number of seconds to wait forSubmit Kafka Messageactivity to fail because it timed out.
. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i
ii.
i
iv.

Use Workflow Target: Check this radio button to use the workflow target.

Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see KAFKA Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

. Use Target's Default Account Key: Check this radio button to use the target's default account key.
. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
Key or+ADD NEWfrom the dropdown list. For more information, see Kafka Certificate Authentication or Kafka Authentication.

d. UnderMessage,specify the following informationor clickVariable Reference icon to choose any variable:

Back to: KAFKA

. Topic Name: Enter the Topic name to be associated with themessage.
Message Headers: Click+ADD, to enter the Header and Value for the message.
KafkaMessage Details: Enter the message to be published.
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Meraki

Meraki products are built from the ground up for cloud management, and come out of the box with centralized management, layer 7 device and application
visibility, real time web-based diagnostics, monitoring, reporting, and much more. Meraki deploys quickly and easily, without training or proprietary
command line interfaces.

The Meraki adapter integrates with Meraki through its Dashboard APIs. The adapter provides activities to provision networks, devices, and to manage
networks in an organization. The following sections display Meraki activities:

Bind Network to a Template
Claim Device into a Network
Create Network

Delete Network

Get Organizations

List Configuration Templates
List Networks

List VLANS of a Network
Update Network
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Bind Network to a Template

Use the Bind Network to a Template activity to bind any network to template.

Networks within Organization can be bound to a template so that they can inherit the settings and only has to be configured once. If this configuration is no
longer required they can be bound to a different template, or reverted to the configuration state they had before they were bound. This reduces

monotonous administrative tasks and prevents human error.

To define the Bind Network to a Templateactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Bind Network to a Template, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Bind Network to a Templateactivity to fail because it timed

out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:
i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor

+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

i. Network ID: Enter thenetwork IDof the device to bind to a template.

ii. Template ID: Enter the configuration template ID to which the network should be bound.
iii. Autobind: Select true or false from the drop-down list, to indicate whether the network's switches should automatically bind to

profiles of the same model,

@ This option only affects switch networks and switch templates. Auto-bind is not valid unless the switch template has
at least one profile and has at most one profile per switch model.

Back to: Meraki
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Claim Device into a Network

Use the Claim Device into a Network activity to add the device to the network.
To define theClaim Device into a Networkactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Claim Device into a Network, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forClaim Device into a Networkactivity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

i. Network ID: Enter thenetwork IDto claim device into a network. This will add the device to the network.
ii. Device Serial: Enter the device serial number to be claimed into the network.

Back to: Meraki
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Create Network

Use the Create Network activity to create a network that holds devices and information related to those devices.A network can contain any number of
access points or switches, but only a single security appliance, VM concentrator, or instance of Systems Manager.

To define theCreate Networkactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Create Network, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forCreate Networkactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

i. Org ID: Enter the organization ID to create network.
ii. Network Name: Enter the specific name for the network.

iii. Type: Enter the network type to be created such as wireless, switch, security appliance, and so forth.
iv. Tags: Specify the tags to be applied. Tags are used to differentiate the devices.

Back to: Meraki

170



Delete Network

Delete Network

Use the Delete Network activity to delete a network.Networks can be deleted when they are no longer needed. The devices from the network will remain in
the inventory and can later be added to new networks.

1 Itis not possible to delete a network if it has billing transactions associated with it.

To define theDelete Networkactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Delete Network, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait forDelete Networkactivity to fail because it timed out.

iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:
Network ID: Enter the network ID of the network to be deleted.

Back to: Meraki
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Get Organizations

To define theGet Organizationsactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Get Organizations, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait forGet Organizationsactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.

Back to: Meraki

172



List Configuration Templates

List Configuration Templates

To define theList Configurations Templatesactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>List Configurations Templates, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Configurations Templatesactivity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor

+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

Org ID: Enter the organization ID to list the configuration templates.
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List Networks

Use the List Networks activity to list the network of the organization.
To define theList Networksactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>List Networks, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forList Networksactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor

+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

Org ID: Enter the organization ID to list the existing networksof the organization.
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List VLANS of a Network

Use the List VLANS of a Network activity to list the VLANS present in a network.
To define theList VLANS of a Networkactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>List VLANS of a Network, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forList VLANS of a Networkactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:
Network ID: Enter the network ID of the network to list VLANS.
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Update Network

Use the Update Network activity to update the network information.
To define theUpdate Networkactivity:

1. In the Workflow Editor Toolbox, chooseActivities>Meraki>Update Network, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forUpdate Networkactivity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Click this radio button to use the workflow target.
ii. Override Workflow Target: Clickthis radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Meraki Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.
ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the dropdown list. For more information, see Meraki Credentials.
d. UnderMeraki, specify the following informationor clickVariable Reference icon to choose any variable:

i. Org ID: Enter the organization ID of the organization.
ii. Network ID: Enter the network ID of the network to be updated.
iii. Network Name: Enter the network name.
iv. Type: Enter the network type such as wireless, switch, security appliance, and so forth.
v. Updates Tags: Specify the tags to be updated in the network.
vi. Updates Timezone: Specify the timezone to be updated in the network.
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Microsoft Windows

Microsoft Windows

Action Orchestrator process automation engine provides the logical constructs necessary to support even the most complex requirements to automate
Microsoft Windows server operating systems tasks. The Microsoft Windows Adapter provides the ability to easily query Windows performance data and
execute Windows commands and scripts. The Windows Adapter provides the following activities for querying specific Windows performance information.

Control Windows Service
Copy Folder

Correlate Windows Events
Create Folder

Execute Command
Execute Powershell Script
Execute Windows Script
Get Folder Properties
Query Windows Events
Query Windows Performance Counter
Query Windows Registry
Query Windows Service
Read File

Restart Server

Stop Process

Uninstall Application
Microsoft Write File
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Control Windows Service

Control Windows Service

Use the Control Windows Service activity to specify the Windows service to which an action should be performed.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Control Windows Service and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Control Windows Service activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Inputs, specify the following informationor clickVariable Reference icon to choose any variable:

i. Service Name: Enter the Windows service name.
ii. Action On Service: Select the action that should be performed against the service from the dropdown list such as Pause,
Restart, Resume, and so forth.
ii. Seconds to Wait: Enter the amount of time to wait before completion.

Back to: Microsoft Windows
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Copy Folder
Copy Folder

Use the Copy Folders activity to copy file folders from one location to another.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Copy Folder and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Copy Folder activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specify the following informationor clickVariable Reference icon to choose any variable:

i. Source: Files or folders to be copied.
ii. Destination: Location to where the files or folders will be copied.

Back to: Microsoft Windows
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Correlate Windows Events

Use the Correlate Windows Events activity to specify the event log information that is to be located on the target.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Correlate Windows Events and drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Correlate Windows Events activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specify the following informationor clickVariable Reference icon to choose any variable:

i. Entry Type:Check the check boxes for the types of events that must be matched from the dropdown list.
ii. Log Name: The name of the event log to be matched. Enter a name or expression in the text field.
iii. After Time: Correlate events that occurred after the specified time.
iv. Before Time:Correlate events that occurred before the specified time.
v. Event Source: Check the check box and then enter the source or click the Reference tool to select a variable to find event log
entries by where they occurred.
vi. Event Number: Check the check box and then enter the event ID or click the Reference tool to select a variable to find an event
log entry by the event ID.
vii. Event Description: Check the check box and then enter the description or click the Reference tool to select a variable to find an
event log entry matching a description.
viii. Event Computer Name: Check this check box to find an event log entry by matching a specific computer. Enter the computer
name in the text field that should be matched or click the Reference tool to select a variable for the field value.
ix. Check the Persist Table check box to persist the resulting table to the Action Orchestrator database so you can view the
results when the workflow instance is viewed.

Back to: Microsoft Windows

180



Create Folder

Create Folder

Use the Create Folder activity to create a file path for the folder.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Create Folder and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Create Folder activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specify the Directory Path or clickVariable Reference icon to choose the path.

Back to: Microsoft Windows
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Execute Command

Use the Execute Command activity to specify a Windows command and the target directory on which to execute that command.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Execute Command and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forExecute Command activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.

ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.

ii. Use Workflow Target Group: Check this radio button to use the workflow target group.

v. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specify the Windows Command or clickVariable Reference icon to choose any variable:

Back to: Microsoft Windows
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Execute Powershell Script

Use this activity to specify a Windows command and the target directory on which to execute.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Execute Powershell Script and drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forExecute Powershell Script activity to fail because it timed
out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specifythe following information or clickVariable Reference icon to choose any variable:

i. Powershell Script: Enter the Powershell script to be executed on the specified target.

ii. Script Arguments: Enter the collection of argument values for the script. Multi-line script arguments are not supported.
ii. Working Directory: Enter the path to the local working directory on the Windows target where the script will be executed.
iv. Check the Execute Remote File check box to indicate that the script will access remote resources.

v. Remote File: Enter the remote file path.

Back to: Microsoft Windows
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Execute Windows Script

Execute Windows Script

Use the Execute Windows Script activity to specify a Windows script and the target directory on which to execute.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Execute Windows Script and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forExecute Windows Script activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.

ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.

ii. Use Workflow Target Group: Check this radio button to use the workflow target group.

iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specifythe following information or clickVariable Reference icon to choose any variable:

i. Windows Script: Enter the Windows command script to be executed on the specified target.
ii. Script Arguments: Enter the collection of argument values for the script. Multi-line script arguments are not supported.
iii. Working Directory: Enter the actual script code to use to execute an activity on the specified local working directory on the
Windows target computer.
iv. Check the Execute Remote File check box to indicate that the script will access remote resources.
v. Remote File: Enter the remote file path.

Back to: Microsoft Windows
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Get Folder Properties
Get Folder Properties

Use the Get Folder Properties activity to retrieve folder properties.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Get Folder Properties and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Get Folder Properties activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specifythe Folder Path (the file path for the appropriate folder) or clickVariable Reference icon to choose any variable.

Back to: Microsoft Windows
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Query Windows Events

Query Windows Events

Use the Query Windows Events activity to specify information about the event logs that you want to find on the target. The activity searches the event log
on the specified target and returns all matching events in the activity instance.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Query Windows Events and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Query Windows Events activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows, specify the following information or clickVariable Reference icon to choose any variable:

i. Check the Persist Table check box to persist the resulting table to the Action Orchestrator database so you can view the
results when the workflow instance is viewed.
ii. Event Type: Check the type of events check box that must be matched from the dropdown list (Information, Warning, Error,
Success Audit, Failure Audit).
iii. Log Name: The name in the text field of the event log to be matched.
iv. Event Source: Check the check box and enter the source or click the Reference tool to select a variable to find event log entries
by where they occurred.
v. Event Number: Check the check box and enter the event ID or click the Reference tool to select a variable to find an event log
entry by the event ID.
vi. Event Description: Check this check box and enter the description in the field to find an event log entry to match the description.
vii. Check theGet Latest Event check box if you want only the most recent event to be returned.
viii. Events Generated within the Last: Specify a time period in which the event occurred.
ix. Events with Format: Select the time unit (minutes, hours, or days).

Back to: Microsoft Windows
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Query Windows Performance Counter

Query Windows Performance Counter

Specifies the information used to collect performance data for your monitoring system components.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Query Windows Performance Counter and drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Query Windows Performance Counter activity to fail
because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe following information or clickVariable Reference icon to choose any variable:

i. Object Name: A name of the category that contains the performance counter.
ii. Counter Name: The name of the performance counter.
iii. Instance Name: The name of the instance specific to the selected counter. For instance names containing common wildcard
expressions, add an escape value \ to the expression. For example, the instance name java#1, should be java\#1.

Back to: Microsoft Windows
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Query Windows Registry
Query Windows Registry

Specifies the information necessary to read information from the registry keys.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Query Windows Registry and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Query Windows Registry activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.

ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.

ii. Use Workflow Target Group: Check this radio button to use the workflow target group.

v. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe following information or clickVariable Reference icon to choose any variable:

i. Registry Hive: The name of the registry hive where the registry key and value are located.
ii. Registry Key: Enter the registry key.
iii. Check for Key Existence Only: Query the registry to determine whether the key exists. Select the true or false from the
dropdown list.
iv. Value Name: Read the value associated with the specified registry key.

Back to: Microsoft Windows
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Query Windows Service

Query Windows Service

Use the Query Windows Service activity to produce the current state of the service, the startup type of the service, and specifies the Windows service to
be queried.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Query Windows Service and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Query Windows Service activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe Service Name (specify the name of the Windows service to be queried) or clickVariable Reference icon to
choose any variable.

Back to: Microsoft Windows
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Read File
Read File

Use the Read File activity to read the content a file that resides on a remote machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Read File and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Read File activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe Remote File Path (Name of file as it was saved on the local computer) or clickVariable Reference icon to
choose any variable.

Back to: Microsoft Windows
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Restart Server

Restart Server

Use the Restart Server activity to indicate the time to delay before restarting a server and the server restart notification message.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Restart Server and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Restart Server activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account

key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe following information or clickVariable Reference icon to choose any variable:

i. Delay (in Seconds) - Time to Wait before forcing the Restart.
ii. Note - Reason To Restart Server.

Back to: Microsoft Windows
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Stop Process

Stop Process

Use the Stop a Windows Process activity to stop a running Windows process.

1 Tolaunch this activity, the runtime user should have local administrative rights to the target.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Stop Process and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Stop Process activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.

ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.

ii. Use Workflow Target Group: Check this radio button to use the workflow target group.

v. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe Process PID or clickVariable Reference icon to choose any variable.

Back to: Microsoft Windows
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Uninstall Application

Uninstall Application

Use this activity to uninstall a specific application.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Uninstall Application and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Uninstall Application activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe Application Name or clickVariable Reference icon to choose any variable.

Back to: Microsoft Windows
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Microsoft Write File
Write File

Use the Write File activity to write content into a file that resides on a remote machine.

1 Toensure this Windows activity executes properly, verify that the Remote Registry service is enabled on your machine.

1. In the Workflow Editor Toolbox, choose Microsoft Windows > Write File and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Write File activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.

ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Microsoft Windows Endpoint.

ii. Use Workflow Target Group: Check this radio button to use the workflow target group.

v. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Microsoft Windows Credentials.
d. Under Windows,specifythe following information or clickVariable Reference icon to choose any variable:

i. File Name: File path including the name of the file in which the contents are written. For example: C:\Documents and
Settings\user name\My Documents\file name
ii. File Content: Enter the appropriate contents to include in the file.
iii. Encoding: Select the appropriate encoding class for the file, as necessary:

ASCII: An encoding for the ASCII (7-bit) character set

UTF-16: An encoding for the UTF-16 format using the little endian byte order

UTF-32: An encoding object for the UTF-32 format using the little endian byte order

. UTF-7: An encoding for the UTF-7 format and is less robust and secure than UTF-8, UTF-16, or UTF-32
. UTF-8: An encoding for the UTF-8 format

iv. Options: Select the appropriate action to take when saving the file.
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Back to: Microsoft Windows
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Prime Service Catalog

Prime Service Catalog

The Prime Service Catalog adapter establishes a relationship between Action Orchestrator and the Prime Service Catalog. In Action Orchestrator, you can:

® Manage services items and service requests in Prime Service Catalog.
® Create, delete, and update service items using attributes of the service item.
® Submit and update service requests by manually creating dictionaries or browsing for dictionaries in a Prime Service Catalog Server target.

The following displays activities that are provided by the Cisco Prime Service Catalog adapter:

Cancel Service Request
Create Service ltems
Delete Service Items
Find Service Items

Get Service Item

Mark Task Complete
Submit Service Request
Update Service Items
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Cancel Service Request

Cancel Service Request

Use the Cancel Service Request activity to cancel a request for a service order on the Cisco Prime Service Catalog.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Cancel Service Request and drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Cancel Service Request activity to fail because it timed out.
v. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the Requisition ID of the service to be canceled or clickVariable Reference icon to choose any variable.

Back to: Prime Service Catalog
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Create Service Iltems

Create Service Items

Use the Create Service Item activity to create a service item to be delivered in response to a service request. A service item may be a virtual machine type
or a user-defined type in the Cisco Prime Service Catalog.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Create Service Items and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Create Service Items activity to fail because it timed out.
v. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the following informationor click Variable Reference icon to choose any variable:

i. Service Item Type: Enter the type of physical or virtual asset for the service item. The service item can be a virtual machine or a
user-defined item.

ii. Attributes: Enter the list of attributes to be used to create the service item. The attribute properties provide additional data used
to create service item.

Back to: Prime Service Catalog

197



Delete Service Iltems

Delete Service Iltems

Use the Delete Service Items activity to delete an existing service item in the Cisco Prime Service Catalog.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Delete Service Iltems and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Delete Service Items activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the following informationor clickVariable Reference icon to choose any variable:

i. Service Item Type: Enter the type of physical or virtual asset for the service item. The service item can be a virtual machine or a
user-defined item.

ii. Attributes: Enter the list of attributes to be deleted in the service item. The attribute properties provide additional data used to
delete the service item.

Back to: Prime Service Catalog
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Find Service Items

Find Service Items

Use the Find Service Item activity to search for attribute properties for the service item.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Find Service Iltems and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Find Service ltems activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the following informationor click Variable Reference icon to choose any variable:

i. Service Item Type: Enter the type of physical or virtual asset for the service item. The service item can be a virtual machine or a
user-defined type.
ii. Populate Columns From JSON: Check this check box to use the data from the source text as table columns in the output result.
iii. Service Item Filters: Click ADD button to add a attribute properties pane to the find service item. Select one of the following
options for adding a search criteria:

1. Attribute Name:Enter the attribute name to be compared.
2. Attribute Operator: From the drop-down list, choose the operator to use for comparing the value:

a. Contains:lterates through the contents of the collection and determines if the specified item exists (if this is a
string collection, this is case-insensitive)
. Equal: Determines if the attribute name equals the attribute value.
. Greater Than: Determines if a value is greater than another value.
. Greater Than or Equal to: Determines if a value is greater than or equal to another value.
Less Than: Determines if a value is less than another value.
Less Than or Equal to: Determines if a value is less than or equal to another value.
. Not equals: Determines if the attribute name does not equal the attribute value.
. StartsWith: Determines if the attribute name starts with the specified value.
. is not null: Determines if there are items in the collection or not.
. is null:Determines if there are items in the collection or not.
3. Attribute Value: Enter the attribute value for the right operand.
iv. Columns to Read: Specify the columns Name in the JSON output to read.
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Back to: Prime Service Catalog
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Get Service Item

Get Service Item

Use the Get Service Item

1. In the Workflow

activity to get the service item in the Cisco Prime Service Catalog.

Editor Toolbox, choose Prime Service Catalog > Get Service Item and drag and drop the activity onto the Workflow pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

ii
\
%

Display Name: Enter the unique display name for the activity.

Description: Enter the brief description about the activity.

. Activity Timeout (Seconds): Enter the number of seconds to wait for Get Service Item activity to fail because it timed out.

. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i
ii.
iii.
iv.

Use Workflow Target: Check this radio button to use the workflow target.

Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.

Use Workflow Target Group: Check this radio button to use the workflow target group.

Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

. Use Target's Default Account Key: Check this radio button to use the target's default account key.
. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.

d. Under PSC, specify the following informationor clickVariable Reference icon to choose any variable:

i
iv.

Service Item Type: Enter the type of physical or virtual asset for the service item. The service item can be a virtual machine or a
user-defined type.

. Service Item Name: Enter the name of the service to be ordered.

For example:

Order a Virtual Machine

.or.

Start User Provisioning Process

Populate Columns from JSON: Check this check box to use the data from the source text as table columns in the output result.
Columns to Read: Specify the columns Name in the JSON output to read.

Back to: Prime Service Catalog
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Mark Task Complete
Mark Task Complete

Use the Mark Task Complete activity to mark the completed task in the Cisco Prime Service Catalog.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Mark Task Complete and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Mark Task Complete activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the Task ID to be marked complete or clickVariable Reference icon to choose any variable.

Back to: Prime Service Catalog
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Submit Service Request

Submit Service Request

Use the Submit Service Request activity to submit a request for a service order on the Cisco Prime Service Catalog. In this activity, users can add multiple
dictionaries to the service request manually or by browsing for an existing dictionary on a target.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Submit Service Request and drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Submit Service Request activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the following informationor click Variable Reference icon to choose any variable:

i. Customer Login Name: Enter the log in name for the customer of the service being requested.
ii. Services: Enter the list of services along with the body to submit.

@ You can enter one or more services at a time.
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For example

{
"requisition": {
"cust oner Logi nNane": "adm n",
"services": [
{
"nane": "Sanpl eService",
"quantity": "1",
"version": "0",
"dictionaries": [
{
"nanme": "LaptopConputerDict",
"data": {
"Nanme": " Thi nkPad",
"Vendor": "Lenovo",
"Model ": "5567",
"Status": "Avail abl e",
"Comment s": "Lenovo Thi nkPad",
"Price": "1200"
}
}
]
b
{
"nane": "Test01",
"quantity": "1",
"version": "0",
"dictionaries": [
{
"nane": "LaptopConputerDict",
"data": {
"Nane": "Thi nkPad",
"Vendor": "Lenovo",
"Model ": "Ws30",
"Status": "Avail able",
"Comment s": "Pavan Lenovo Thi nkPad",
"Price": "1499"
}
}
]
}
]
}
}

Back to: Prime Service Catalog
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Update Service Items

Update Service Items

Use the Update Service ltem activity to update the attributes for an existing service item on the Cisco Prime Service Catalog.

1. In the Workflow Editor Toolbox, choose Prime Service Catalog > Update Service Iltems and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Update Service ltems activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Prime Service Catalog Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see Cisco Prime Service Catalog Credentials.
d. Under PSC, specify the following informationor clickVariable Reference icon to choose any variable:

i. Service Item Type: Enter the type of physical or virtual asset for the service item. The service item can be a virtual machine or a
user-defined item.

ii. Attributes: Enter the list of attributes to be used to update the service item. The attribute properties provide additional data used
to update service item.

Back to: Prime Service Catalog
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Python
Python

The Python adapter provides the functionality to execute Python scripts.The following section display Python activity:

® Execute Python Script
® Execute Python Script Activity For Python 2.7 (Obsolete)
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Execute Python Script
Execute Python Script

Use the following procedure to execute python script.

@ This activity is applicable for Python 3.x versions.

1. In the Workflow Editor Toolbox, chooseActivities> Python >Execute Python Script, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait forExecute Python Script activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderPython Query, specify the following informationor click Variable Reference icon to choose any variable:

i. Script Arguments: Enter the collection of argument values for the script, users can pass to sys module in Python code.
ii. Script to Execute on Target: Enter the script code to be executed.
iii. Script Output Variables: Click+ADDto enter the following information:

1. Script Variable: Enter the variable name as used in the script code to be queried.

2. Property Name: Enter the property name, under which the value of Script Variable will be accessible in Action
Orchestrator workflow.

3. Property Type: Select the property type from the dropdown list such as Boolean, Date/Time, Decimal, and so forth.

Back to: Python
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Execute Python Script Activity For Python 2.7 (Obsolete)
Execute Python Script Activity For Python 2.7 (Obsolete)

Use the following procedure to execute python script activity for Python 2.7.

(D This activity is obsolete, no longer produced or used or out of date.

1. In the Workflow Editor Toolbox, chooseActivities> Python > Execute Python Script Activity For Python 2.7 (Obsolete), then drag and drop

the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Execute Python Script Activity For Python 2.7 (Obsolete)

activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderPython Query, specify the following informationor click Variable Reference icon to choose any variable:

i. Script Arguments: Enter the collection of argument values for the script, users can pass to sys module in Python code.
ii. Script to Execute on Target: Enter the script code to be executed.
iii. Script Output Variables: Click+ADDto enter the following information:
1. Script Variable: Enter the variable name as used in the script code to be queried.
2. Property Name: Enter the property name, under which the value of Script Variable will be accessible in Action

Orchestrator workflow.
3. Property Type: Select the property type from the dropdown list such as Boolean, Date/Time, Decimal, etc.

Back to: Python
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Table Activities

Table Activities

You can use Table activities to modify the format for existing defined table variables. The following sections display Table activities:

Add Row to Table
Delete From Table
Read Table from JSON
Read Table from Text
Read Table from XML
Select From Table
Update Row in Table

1 Any Boolean and numeric values that are used by the Table activities in the product are not localized. Numbers use [ . ] for the decimal format

regardless of the regional and language options. Boolean values for substitutable Boolean must be true or false regardless of the installed
language.
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Add Row to Table
Add Row to Table

Append new rows to a table variable. The row is added to the end of the table.

1 This activity will not work on tables that are outputs of other activities.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Add Row to Table, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
i
iv.

Display Name: Enter the unique display name for theactivity.

Description: Enter the brief description about theactivity.

Activity Timeout (Seconds): Enter the number of seconds to wait for Add Row to Table activity to fail because it timed out.
Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. Under Table, specify the following informationor clickVariable Reference icon to choose any variable:

Back to: Table Activities

Input Table: Enter the name of table from which the new rows has to be added.
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Delete From Table

Delete From Table

Delete one or more rows from a table variable based on specified criteria.

1 This activity will not work on tables that are outputs of other activities.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Delete from Table, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
i
iv.

Display Name: Enter the unique display name for theactivity.

Description: Enter the brief description about theactivity.

Activity Timeout (Seconds): Enter the number of seconds to wait for Delete from Table activity to fail because it timed out.
Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderSelect, specify the following informationor clickVariable Reference icon to choose any variable:

Back to: Table Activities

Input Table: Enter the name of table from which the specified information has to be deleted.
UnderRows,specify the following information:

1. All Rows: Click on this radio button to include all rows of the table.
2. Rows Matching Specified Criteria: Click on this radio button to specify the criteria.

Where Clause: Enter the where clause to limit the number of rowsto be deleted.
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Read Table from JSON
Read Table from JSON

Read an JSON and convert it into a table with a specified set of columns.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Read Table from JSON, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Read Table from JSON activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderRead Table, specify the following informationor clickVariable Reference icon to choose any variable:

i. JSON Path: Enter the JSON path to be used as columns.
ii. Persist Table: Check this check box to make the table persistent.
iii. Populate columns from JSON: Check this check box to use JSON elements from the source JSON as table columns in the
output result.

By enabling this check box, the Columns to read field is hidden. When you enable this check box for existing activities with data
in Columns to read field. All existing data in columns in read is deleted.

iv. Columns to Read: Click+ADDto enter the Name of the column to be read and select the Type from the drop-down list such as
string, number, and Boolean.

v. Source JSON: Enter the appropriate source JSON.

For Example:

JSON Path:

$.store.book[*].author

Source JSON

{

"store":

"book": [
{"category":"reference",

"aut hor": "N gel Rees",
"title":"Sayings of the century",
"price":8.95

},

{"category":"fiction",

"aut hor": " Evel yn Waugh",
"title":"Sword of Honour","price":12.99
I

{"category":"fiction",

"aut hor":"Herman Melville",
"title":"Mby Dick",
"isbn":"0-553-21311- 3",
"price":8.99

b

{"category":"fiction",
"author":"J.R R Tol ki en",
"title":"The Lord of the R ngs",
"isbn":"0-395-19395-8",
"price":22.99

}

]

"bicycle": {

"color":"red",

"price":19.95

b
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This produces a table with author as column name, with four rows containing author names. For example:
author

NigelRees

Evelyn Waugh

Herman Melville

J.R.R. Tolkien

Back to: Table Activities
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Read Table from Text

Read Table from Text

Read a string variable and convert the text into a table with a specified set of columns.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Read Table from Text, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:
i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Read Table from Text activity to fail because it timed out.

iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderRead Table, specify the following informationor clickVariable Reference icon to choose any variable:

i. Populate columns from the first line in text: Check this check box to use text from first line in the source text as table columns in
the output result.

1 By enabling this check box, the Columns to read field is hidden. When you enable this check box for existing
activities with data in Columns to read field. All existing data in columns in read is deleted.

ii. Columns to Read: Click+ADDto enter the Name of the column to be read and select the Type from the drop-down list such as
string, number, and Boolean.

iii. Source Text: Enter the appropriate source Text.

iv. Split Options: Enter the Delimiter to split a string into multiple parts around matches of the given delimiter or delimiters.

v. Persist Table: Check this check box to make the table persistent.

For Example,

If the Populate columns from first record in source text is checked & File type is delimited by Comma:
Source Text:

City,County,State

"Georgetown","Williamson","TX"

Georgetown,Williamson, TX

\"Georgetown\",\"Williamson\" \"TX\"

Georgetown, Taylor,LibertyHill,Williamson,TX

"Georgetown,Taylor,LibertyHill",Williamson,TX

City County State
Georgetown Williamson X
Georgetown Williamson TX
Georgetown Williamson X
Georgetown Taylor LibertyHill
Georgetown, Taylor,LibertyHill Williamson TX

The following example explains how you can include multiple strings in a single column using double quotes (Last row) and you can use slash (\) to include
double quotes along with the string (Third row).

The fourth row displays only the first three strings being considered as City, County, and State as we have three columns only.

Back to: Table Activities
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Read Table from XML
Read Table from XML

Read an XML snippet and convert it into a table with a specified set of columns.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Read Table from XML, then drag and drop the activity onto the Workflow

pane.

2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i
ii.
iii.
iv.

Display Name: Enter the unique display name for theactivity.

Description: Enter the brief description about theactivity.

Activity Timeout (Seconds): Enter the number of seconds to wait for Read Table from XML activity to fail because it timed out.
Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderRead Table, specify the following informationor clickVariable Reference icon to choose any variable:

For Example:

XML Path: Enter the XML path to be used as columns.

Persist Table: Check this check box to make the table persistent.

Populate columns from xml: Check this check box to use xml elements from the source xml as table columns in the output
result.

By enabling this check box, the Columns to read field is hidden. When you enable this check box for existing activities with data
in Columns to read field. All existing data in columns in read is deleted.

. Columns to Read: Click+ADDto enter the Name of the column to be read and select the Type from the drop-down list such as

string, number, and Boolean.

. Source XML: Enter the appropriate source XML.

Row XML Element Name:

MyRow

Columns to read:

Name String
Age Integer

Source XML:

Source XML

<MyDat a>

<MyRow>

<Name>Jef f </ Nane>
<Age>32</ Age>

</ MyRow>

<My Row>

<Nane>Mar k</ Name>
<Age>31</ Age>

</ My Row>

<MyRow>
<Nane>Jay</ Name>
<Age>30</ Age>

</ MyRow>

</ MyDat a>

This produces a table with two columns (name, age), with three rows.

Back to: Table Activities
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Select From Table
Select From Table

Query and select rows from a source table using specified criteria. The user can also determine the order of the rows selected as well as limit the number
of rows displayed.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities>Select from Table, then drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for theactivity.
ii. Description: Enter the brief description about theactivity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Select from Table activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderSelect, specify the following informationor clickVariable Reference icon to choose any variable:

i. Input Table: Enter the table name to be used.
ii. Where Clause: Enter the where clause to limit the number of rowsreturned by the query.
iii. Results Column: Select the columns to be displayed in the results from the dropdown list such as All or the specific column
name.
iv. Persist Table: Check this check box to make the table persistent.
v. Number of Rows: Select the appropriate radio button:

1. All Rows: Click on this radio button to include all rows of the table.
2. At Most: Click on this radio button to limit the number of rows in the result.

a. First N Rows: Specify the number of rows to be returned.
vi. Sorting: Select the appropriate radio button:

1. No Sort: Click on this radio button to ignore sorting.
2. Sort By: Click on this radio button to sort by using the following:

a. Column Name: Enter the appropriate column name that has to be sorted.
b. Order: Click on Ascending or Descending radio button to sort the result.

Back to: Table Activities
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Update Row in Table
Update Row in Table

Update the selected rows of a table variable. The new rows become part of the variable being modified.

1. In the Workflow Editor Toolbox, chooseActivities>Table Activities> Update Row in Table, then drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name - Enter the unique display name for theactivity.
ii. Description -Enter the brief description about theactivity.
iii. Activity Timeout (Seconds)-Enter the number of seconds to wait for Update Row in Table activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. Under Table, specify the following informationor clickVariable Reference icon to choose any variable:

i. Input Table: Enter the name of table from which the rows has to be updated.
ii. Result Columns: Select the result columns to be updated.
ii. Under Update Rows > Select > Rows, specify the following information:

1. All Rows - Click on this radio button to include all rows of the table.
2. Rows Matching Specified Criteria - Click on this radio button to specify the criteria.

Where Clause - Enter the where clause to limit the number of rowsto be updated.

Back to: Table Activities
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Task
Task

® Create Approval Request
® Query Object
® Wait For Event
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Create Approval Request
Create Approval Request

Use the Create Approval Request task to specify the user required to approve a task including the message associated for the approver.

1. In the Workflow Editor Toolbox, choose Task > Create Approval Request and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
iv. Check the Skip Activity Execution check box to skip the activity.
b. Under Approval Configuration, specify the following information:

i. Task Requestor: Enter the Email ID of a task requestor from this tenant.
ii. Task Owner: Enter the Email ID of a task owner from this tenant.

iii. Add Task Assignee's: Enter the Email ID of a assignee from this tenant.

iv. Minimum No. of Approvals: Enter the minimum number of approvals required for this task request.
v. Priority: Select the priority from the dropdown list such as High, Low, or Normal.

vi. Subject Line: Enter the subject line for approval request.

vii. Approval Message: Message that informs the approver what is being requested.

viii. Approval Choices: The approval choices available (Approve, Reject).

c. Under Set Task Due Date, specify the following information:

1 Due date should be less than expiration date.

G) Use toggle button to disable or enable the task due date setting.

i. Specified Date: Check this radio button to specify appropriate date the task should be completed.

1 You can see the supported date formats by hovering over the i symbol.

ii. Relative Time: Check this radio button to specify the following information:
1. Duration: Enter the appropriate time.

2. Time Units: Select the time unit from dropdown list such as Weeks, Days, Hours, etc.
d. Under Set Expiration Date, specify the following information:

1 Expiration date should be past the due date.

i. Specified Date: Check this radio button to specify appropriate date the task should be expired.
ii. Relative Time: Check this radio button to specify the following information:

1. Duration: Enter the appropriate time.
2. Time Units: Select the time unit from dropdown list such as Weeks, Days, Hours, etc.
e. Under Set Status On Expiration Date, specify the Expiration Status (A flag indicating if the approval request had expired or not).

Back to: Task
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Query Object
Query Obiject

Use the Query Object task to find task or event.

1. In the Workflow Editor Toolbox, choose Task > Query Object and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.

ii. Description: Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Cancel Service Request activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.

b. Under Query Object, specify the following information:

i. Query Task: Select the appropriate task to be queried such as Approval task, Generic task, etc.
ii. Query Event: Select the appropriate event to be queried such as AMQP Event, Approval Task Event, Email Event, etc.
c. Under Criteria, specify the Condition or clickVariable Reference icon to choose any variable:

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

Does not match wildcard: Determines if the item does not match all items in the wildcard example
Equal: Determines if the left side equals the right side.
Equal (case-insensitive): Determines if the left side equals the right side (if this is a string comparison, this is case-
insensitive)
4. Match regular expression: Determines if the left side matches the regular expression specified on the right side.
5. Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
6. Not equals: Determines if the left side does not equal the right side.
iii. Right Operand: Enter the value for the right operand.

wn e

Back to: Task
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Wait For Event
Wait For Event

The wait for event allows the Action Orchestrator workflow to wait for some action to be performed by some user such as approve, reject, and so forth
orWait for a task to match a specific state before the activity continues. You can define a workflow to wait for certain event and when the event occurs the
workflow execution resumes. To create a wait for event perform the following procedure:

1. In the Workflow Editor Toolbox, choose Task > Wait For Event and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Cancel Service Request activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
v. Check the Skip Activity Execution check box to skip the activity.
b. Under Event Info, specify the following information:

i. Event Type: Select the event type from the dropdown list such as AMQP Event, Approval Task Event, Email Event, or Kafka
Event.

ii. Under Event Info, check the Use Existing Event to use the existing event or check the Add Event radio button to add a new
event and specify the following information:

1. Use Existing Event:

a. Event Identifier: Click the Variable Reference icon to choose the event ID.

b. Override Event Criteria: Choose Yes using the toggle button to override the conditions specified in the
chosen event criteria and specify other additional conditions or clickVariable Reference icon to choose any
variable:

@ The default option is No.

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

1. Does not match wildcard: Determines if the item does not match all items in the wildcard
example

2. Equal: Determines if the left side equals the right side.

3. Equal (case Insensitive): Determines if the left side equals the right side (if this is a string
comparison, this is case-insensitive)

4. Match regular expression: Determines if the left side matches the regular expression
specified on the right side.

5. Matches wildcard: Determines if the left side matches the wildcard specified on the right
side.

6. Not equals: Determines if the left side does not equal the right side.

iii. Right Operand: Enter the value for the right operand.
2. Use Add Event:

a. Left Operand: Enter the value for the left operand.
b. Operator: From the dropdown list, choose the operator to use for comparing the value:

i. Does not match wildcard: Determines if the item does not match all items in the wildcard example

ii. Equal: Determines if the left side equals the right side.

iii. Equal (case Insensitive): Determines if the left side equals the right side (if this is a string
comparison, this is case-insensitive)

iv. Match regular expression: Determines if the left side matches the regular expression specified on
the right side.

v. Matches wildcard: Determines if the left side matches the wildcard specified on the right side.

vi. Not equals: Determines if the left side does not equal the right side.

c. Right Operand: Enter the value for the right operand.

Back to: Task
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Terminal

Terminal

The Terminal adapter provides the functionality to execute commands, scripts and session-based activities against a system or network device using SSH
or Telnet. While SSH is more secure than telnet, many environments use a telnet connection and using a SSH connection against such devices will not be
possible. The Terminal adapter allows you the flexibility to execute against those devices.

The Terminal adapter allows Action Orchestrator to run commands and script activities on a system or network device that has Secure Shell (SSH)
enabled. The Terminal adapter also contains three session-based activities that allow you to open new SSH/Telnet sessions and interact with the
previously opened sessions.

SSH and Telnet leverage the same command execution activities differentiated by the target type they are deployed against. For example, an 10S target
can have SSH or telnet optionally configured.

Action Orchestrator requires SFTP to be configured on the Unix/Linux system to execute SSH activities. SFTP is not needed for the SSH/Telnet Terminal
Session activities.

The Terminal Adapter for Action Orchestrator:

Provides host-based and public key authentication and improves upon the existing expects functionality. The authentication enhancement allows users to
apply host-based authentication from the adapter level. Users can also apply public key authentication on the device target level.

1. Allows you to create expect templates for their login expects. Expect templates allow you to leverage existing login expect sequences when
applying expects to a device target or activity.
2. Is now FIPS-compliant and allows you to enable FIPS-compliant algorithms.

The following sections display Terminal activities:

® Execute Terminal Command(s)
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Execute Terminal Command(s)

Execute Terminal Command(s)

Use the Execute Terminal Command(s) activity to send commands to a session started by a previous Open Terminal Session activity.
To define the Execute Terminal Command(s) activity:

1. In the Workflow Editor Toolbox, chooseActivities>Terminal>Execute Terminal Command(s), then drag and drop the activity onto the Workflow

pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for execute terminal command(s) activity to fail because it

timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Terminal Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.

c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key User: Check this radio button to use the target's default account key user.
ii. Override Account Key User: Check this radio button to override the workflow account key user. You can select the appropriate
Account key User ID or+ADD NEWfrom the dropdown list. For more information, see Terminal Key-Based Credentials or Termin

al Password-Based Credentials.
d. UnderTerminal, specify the following informationor clickVariable Reference icon to choose any variable:

i. Input Command(s): Enter the appropriate commands and inputs that a user can send to an open session.
ii. Ends with Special Character (Only If Send All the Lines As One Input Selected): Select the appropriate option to place at the
end of the lines that is sent with the input from the dropdown list.Use options CTRL_A through CTRL_Z.
ii. Multiple Lines Option: Specify the following information:

1. Send All the Lines As One Input: Select this radio button to send all lines in the plain text as one input.
2. Send Next Line Only if Previous Line Succeeded: Select this radio button to send a line as an input if there is a

previous line before the input.
iv. Individual Command Timeout (Seconds): Enter a value to specify the time frame to wait for an individual user input to be

completed before timing out.
v. Expects (regex): Under Failed (Completed), click+ADDto enter the regex character.

Back to: Terminal
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Unix/Linux System
Unix/Linux System

The Unix/Linux system provides the functionality to execute commands, scripts and session-based activities against a system or network device using
SSH or Telnet. While SSH is more secure than telnet, many environments use a telnet connection and using a SSH connection against such devices will
not be possible. The Unix/Linux systemallows you the flexibility to execute against those devices.

The Unix/Linux systemallows Action Orchestrator to run commands and script activities on a system or network device that has Secure Shell (SSH)
enabled. The Unix/Linux systemalso contains three session-based activities that allow you to open new SSH/Telnet sessions and interact with the
previously opened sessions.

SSH and Telnet leverage the same command execution activities differentiated by the target type they are deployed against. For example, an 10S target
can have SSH or telnet optionally configured. Action Orchestrator requires SFTP to be configured on the Unix/Linux system.

The following sections display UNIX/LINUX System activities:
® Execute Linux/Unix SSH Command

® Execute Linux/Unix SSH Script
® Write File
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Execute Linux/Unix SSH Command

Execute Linux/Unix SSH Command

Use the Execute Unix/Linux SSH Command activity to specify a SSH command to execute. To properly run this activity, Cisco Orchestration Process
requires SFTP to be configured on the SSH server. This activity is only supported against the Unix/Linux system target.Korn Shell is also required.

Pipe is not supported by the Execute Unix/Linux SSH Command activity. If the user needs to execute pipe in an activity, it is recommended that the user
places the pipe in the Execute Unix/Linux SSH Script activity.

For example, you can enter ps -ef in the Execute Unix/Linux SSH Command activity, but if you need to execute ps -ef | grep myusename then, that
information should be placed in the Execute Unix/Linux SSH Script activity.

When the Execute Unix/Linux SSH Command activity is launched, the results of the executed SSH command are displayed from the Operations
Workspace activity instance view.

1. In the Workflow Editor Toolbox, chooseUnix/Linux System>Execute Linux/Unix SSH Commandand drag and drop the activity onto the
Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Execute Linux/Unix SSH Command activity to fail because
it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Unix/Linux Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.

ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the drop-down list. For more information, seeTerminal Key-Based Credentials orTerminal Password-Based
Credentials.

d. UnderUnix/Linux,specify the following informationor clickVariable Reference icon to choose any variable:

i. Input Command: Enter the actual command to execute an activity on the SSH server. See Command Line Examples.
ii. Individual Command Timeout (Seconds): Enter a value to specify the time frame to wait for an individual user input to be

completed before timing out.
iii. Expects (regex): Under Failed (Completed), click+ADDto enter the regex character.

Command Line Examples

The following are Terminal adapter command line examples.

Example:

If your local working directory is:
/home/myusername/myappdata
and the command is
ImyAppPath/myShellScript.sh
the full path is:

/home/myusername/myappdata/myAppPath/myShellScript.sh.

Example:

on Unix systems:

Is

Jusr/bin/ls

If your command is located at the directory of:
/myCommandPath

and the command is

myCommand

the full path is:
/myCommandPath/myCommand
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Execute Linux/Unix SSH Script
Execute Linux/Unix SSH Script

Use the Execute Unix/Linux SSH Script activity to specify a SSH script argument to execute.

When the Execute Unix/Linux SSH Script activity is launched, the results of the executed SSH script argument are displayed from the Operations
Workspace activity instance view.

@ To properly run this activity, SFTP must be configured on the SSH server.

1. In the Workflow Editor Toolbox, chooseUnix/Linux System>Execute Linux/Unix SSH Scriptand drag and drop the activity onto the Workflow
pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Execute Linux/Unix SSH Command activity to fail because
it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the drop-down list. For more information, see Unix/Linux Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Clickthis radio button to use the target's default account key.

ii. Override Account Key: Clickthis radio button to override the workflow account key. You can select the appropriate account keyor
+ADD NEWfrom the drop-down list. For more information, seeTerminal Key-Based Credentials orTerminal Password-Based
Credentials.

d. UnderUnix/Linux,specify the following informationor clickVariable Reference icon to choose any variable:

i. Local Working Directory on Target: Enter the path to the local working directory on the SSH server where the script will be
executed.
ii. Script Arguments: Click+ADDto enter the collection of argument values for the script. SeeScript Argument Example.
iii. Script to Execute on Target: Enter the actual script code to use to execute in the specified local working directory.
iv. Expects (regex): Under Failed (Completed), click+tADDto enter the regex character.

Script Argument Example

The following is an example of a script containing four arguments.

Script to Execute

#! /bin/csh

echo ${0}

echo Number of arguments is $#argv
echo $2

echo $argv[2-3]

echo $argv[$]

exit

Script Arguments

% argex.csh hello world 42 3.14159 (300:400,~100)

Script Output

argex.csh

Number of arguments is 4
42

42 3.14159
(300:400,~100)

Back to: Unix/Linux System
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Write File
Write File

Use the Write File activity to append to existing file, overwrite existing file, and not to overwrite if file exists using the encoding options such as ASCII, UTF-
16, UTF-32, etc.

1. In the Workflow Editor Toolbox, choose Unix/Linux System > Write File and drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
iii. Activity Timeout (Seconds): Enter the number of seconds to wait for Write File activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see Unix/Linux Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.
ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, seeTerminal Key-Based Credentials or Terminal Password-
Based Credentials.
d. UnderUnix/Linux,specify the following informationor clickVariable Reference icon to choose any variable:

i. Local File Name: Enter the file path along with the local file name in which the contents is written. For example, /root/file.txt
ii. Content: Enter the appropriate contents to be added in the file.

@ The maximum number characters is limited to 1048576.

iii. Encoding: Select the appropriate encoding class from the dropdown list:

ASCII: An encoding for the ASCII (7-bit) character set.

UTF-16: An encoding object for the UTF-16 format using little endian format byte format.

UTF-32: An encoding object for the UTF-32 format using little endian format byte format.

. UTF-7: An encoding format is less robust and secure than UTF-8, UTF-16, or UTF-32.

. UTF-8: An encoding for the UTF-8 format.

iv. Options: Select the appropriate action from the dropdown list. The following action is used when saving the file:

GEAENES

1. Append to existing file
2. Do not overwrite if file exists
3. Overwrite existing file

Back to: Unix/Linux System

227



Web Service

Web Service

Web services are components on a Web server that a client application can call by making HTTP requests across the Web. The Action Orchestrator Web
Service adapter is designed to support general web service calls. The adapter allows users to send requests using web service methods and other
parameters to generate an XML output. Web Targets allow activities to execute against a web site or web service that is hosted by several machines.
The following sections display Web Service activities:

® HTTP Request
® Swagger HTTP Request
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HTTP Request
HTTP Request

Use the Web HTTP Request activity to send a request for a file based on a URL, HTTP headers, or Cookies data. This request generates a response in an

output file provided by the web server.
This activity supports generic HTTP operations, such as POST and GET, and is used to retrieve a web page and then examine the results to ensure there
are no errors. The activity can be used to perform synthetic transactions against portals or other web sites.

1. In the Workflow Editor Toolbox, chooseWeb Service>HTTP Requestand drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name: Enter the unique display name for the activity.
ii. Description: Enter the brief description about the activity.
ii. Activity Timeout (Seconds): Enter the number of seconds to wait for HTTP Request activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.
b. UnderTarget, specify the following information:

i. Use Workflow Target: Check this radio button to use the workflow target.
ii. Override Workflow Target: Check this radio button to override the workflow target. You can select the appropriate target or+ADD
NEW from the dropdown list. For more information, see HTTP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key: Check this radio button to use the target's default account key.

ii. Override Account Key: Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, see HTTP Basic Authentication or HTTP Client Certificate
Authentication.

d. UnderHTTP Request, enter the following information or clickVariable Reference icon to choose any variable:

i. Relative URL: Enter the relative URL to be requested. The base URL will be determined by the web target combined with the
relativeURLduring the activity execution. Use slash (/) before the URL, for example: /system/v1/auth/login
ii. Method: Select the method to be performed on the resource identified by the Request-URI from the dropdown list such asGET,
POST, PUT, and so forth.
iii. Request Body: Enter the message body to be carried in the HTTP request.

1 You will be able modify the request body formats using Format option in the right bottom such as JSON, Text, XML,
and so forth.

e. UnderHeaders, enter the following information:

i. Content Type: Select the appropriate value for the content type used to define the structure of the outputsuch as HTML, JSON,
Plain Text, and so forth.
ii. Accept: Enter the value of the Accept HTTP header.
iii. User-Agent: Enter the value of the User-agent HTTP header.
iv. Custom Headers: Click+ADD, to enter the Header and Value.
v. Cookie: Click+ADD, to enter the cookie to be accepted fromHTTP request.
f. UnderBehavior, specify the appropriate information:

i. Allow auto redirect: Check this check box to allow the header request to be redirectedautomatically. It is checked by default.
ii. Continue on HTTP Error Status Code: Check this check box to allow the header request to continue on HTTP Error Status
Code.

Back to: Web Service
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Swagger HTTP Request

Use the Swagger HTTP Request activity to send a request for a file based on a URL, HTTP headers, or Cookies data.

1. In the Workflow Editor Toolbox, chooseWeb Service>SwaggerHTTP Requestand drag and drop the activity onto the Workflow pane.
2. On the Workflow Properties pane, enter the following information:

a. UnderGeneral,specify the following information:

i. Display Name - Enter the unique display name for the activity.

ii. Description -Enter the brief description about the activity.

ii. Activity Timeout (Seconds): Enter the number of seconds to wait for Swagger HTTP Request activity to fail because it timed out.
iv. Check the Continue Workflow Execution on Failure check box to continue the workflow execution on failure of the activity.

b. UnderTarget, specify the following information:

i. Use Workflow Target - Check this radio button to use the workflow target.
ii. Override Workflow Target - Check this radio button to override the workflow target. You can select the appropriate target or+AD
D NEW from the dropdown list. For more information, see HTTP Endpoint.
iii. Use Workflow Target Group: Check this radio button to use the workflow target group.
iv. Override Workflow Target Group Criteria: Check this radio button to override the workflow target group criteria.
c. UnderCredentials, specify the following information:

i. Use Target's Default Account Key - Check this radio button to use the target's default account key.

ii. Override Account Key - Check this radio button to override the workflow account key. You can select the appropriate Account
key or+ADD NEWfrom the dropdown list. For more information, seeHTTP Basic Authentication or HTTP Client Certificate
Authentication.

d. UnderBrowseAPIs, enter theSwagger URLto be requested or click Browse icon to choose your URL.
e. UnderHTTP Request, enter the following information or clickVariable Reference icon to choose any variable:

i. Relative URL - Enter the relative URL to be requested. The base URL will be determined by the web target combined with the
relative Url during the activity execution.
ii. Method - Select the method to be performed on the resource identified by the Request-URI from the dropdown list such as Get,
Post, Put, and so forth.
iii. Request Parameters - Enter the message parameters to be carried in the HTTP request.
iv. Request Body - Enter the message body to be carried in the HTTP request.

You will be able modify the request parameters and body formats using Format option in the right bottom such as
JSON, Text, XML, and so forth.

f. UnderHeaders, enter the following information or clickVariable Reference icon to choose any variable:

i. Content Type: Select the appropriate value from the dropdown list to be used for defining the structure of the outputsuch as
HTML, JSON, Plain Text, and so forth.
ii. Custom Headers: Click+ADD, to enter the Header and Value.
iii. Cookie: Click+ADD, to enter the cookie to be accepted fromHTTP request.
g. UnderBehavior, check theContinue on HTTP Error Status Codecheck box to allow the header request to continue on HTTP Error
Status Code.

Back to: Web Service
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Creating an Atomic Workflow

Creating an Atomic Workflow

The atomic workflows allow you to group the workflows in a group name under the activities. This helps you to drag and drop the workflows as activities
from the customized group name. The following procedure provides information on creating an atomic workflow in Action Orchestrator:

A WN P

(&)

Conditions for Atomic Workflow

- The users with Adapter Author role only would be able to create atomic workflows. These options would not be enabled for other roles. For
more information on Roles and Permissions, see Action Orchestrator Roles.

- A workflow with trigger can't be marked as atomic workflow.

- An atomic workflow can only be edited by users with modify permission for that workflow.

-An atomic workflow instances are stored if Delete Instance After execution is not selected in the parent workflow.
-An atomic workflow instances are accessible to users with modify permission for the corresponding atomic workflow.

-An atomic Action tab is visible to users with tenant_admin role. The tenant_admins have manage permission for the atomic workflows created
by Adapter Authors.

-An atomic workflow inside an atomic workflow is not allowed that is nested atomic workflow is not allowed.

Identify any drag and drop objects in the toolbox that will be required by your new atomic workflow.

. Choose Workflows > Atomic Workflows > NEW WORKFLOW.

. On the Workflow Properties panel, define the workflow properties (see Adding Workflow Properties).

. From the Activities pane, drag and drop the appropriate items onto the workflow pane (see Activities Panel).

. On the Properties panel, define the properties for each object selected on the workflow pane. The available property pages are determined by the

selected objects (see Activities).

. When all of the property pages are complete, clickVALIDATEon the header to validatethe workflow.

1 Ifthe workflow is not valid, click on activities that are orange and determine warnings in the upper right corner of the Properties pane.
Enter the required information and validate again.

. Once the workflow is successfully validated, click Commit on the header to export the workflow to your repository.

® On the Commit panel, enter the File Name and Commit Message.
® Click Commit, to export the workflow.

@ This is an optional step.
For more information on workflow export, see Export Workflows.

For more information on repository, see Git Repositories.

7. Once the workflow is successfully validated, clickRUNon the header toexecute the workflow.
8. Once the workflow execution starts, you will be taken to the Runspage where you can observe the workflow:

. Status: Such as Running, Success, and Failed in the top left next to the workflow name.

. Auto-Refresh: You can switch ON or OFF the auto refresh using the Switch icon on the top right.
. Cancel Run: Click Cancel Run on the top right to cancel the running workflow.

. Run time: Displays the time taken for the completion of the workflow on the top right.

o000 ®

@ For more information, seeRuns.

9. Click Edit Workflow on the top right of the Runs page to edit the workflow. This option will be enabled only after workflow completion.
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Adding Logic Components to a Workflow

Adding Logic Components to a Workflow

Insert logic components into a workflow to support or configure the workflow logic and provide control over the workflow execution.

The following table summarizes the types of logic components and when to use them.

Activity
Type

Break
Completed
Condition
Block

For Each
Group
Parallel
Block

Start Point

While
Loop

Purpose

It terminates the current loop and resumes execution on the next activity. The break logic can be used in both While and For Each loops.

Signal the completion of an activity and terminate the workflow. The component ends the workflow and sets the state of the workflow to
Succeeded, Failed (Completed), or Failed (Not Completed).

Execute one of the defined Condition Branches in a workflow. It checks conditions for each of the branches, in order from left to right, and
executes the first Condition Branch whose condition is true.

Add the activities to the workflow that should be executed one time for each item in the target source.

Run activities in a block in a sequential order.Group block is used mainly to group a set of actions logically and the block can be collapsed
or expanded in the workflow designer. Group block should be able to move inside other logic blocks just like an action.

Run two or more branches of a workflow simultaneously. The component consists of two or more sequential block components that
execute their activities in parallel.

Indicate points within a workflow (in addition to the top of the workflow) at which you can start the workflow. You will always be able to start
the workflow from the beginning. However, if a workflow contains a Start Point component, then you can start the process from the location
of the Start Point within the workflow.

Execute a sequence of child activities (contained in the While Block) that repeats as long as the specified condition is true.

To add logic components to a process:

1. In the Workflow Editor, chooseLogictab from the Left pane,then highlight and drag the appropriate logic component to the Workflow pane.
2. On the component property pages, define the properties.
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Variable Reference

Variable Reference

The Variable Reference icon displayed next to a text field indicates that the field can be populated by referencing a defined variable or the property of
another activity or workflow or Environments. Use the Browse Variables dialog box to select a defined variable or reference an object to populate a field.
The SAVE button does not activate until a valid property or variable is selected. The different types of data that you can refer:

ENV: You can choose environment settings as variables such as ACTION ORCHESTRATOR_LOOP_LIMIT.
Global: You can choose global variables that you have created such as Date Time, Table, Boolean, and so forth.
Workflow: You can choose output of the workflow as variables such as Instance ID, Start Time, and so forth.
Activities: You can choose the activity properties as variables such as End time, Start time, Succeeded, and so forth.
Trigger: You can choose the trigger properties as variables.

@ Depending on the object type, some of these variables might not be available.

Reference Variable Description

Name Display name of the object

Columns Column of the table variable

Iltems Items in the variable

First The first name and age in the variable
Last The name and age in the variable
Start Time Date and time the activity was started
End Time Date and time the activity stopped
Results Results of the activity

Instance 1D ID number of the Action Orchestrator workflow instance
Body Body of the activity

Succeeded Indicates the activity has succeeded
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Share Workflow

Use the Share option from the workflow dropdown to share object permission to other users or groups.

1 To share a workflow, you must be an owner of the workflow or user with Manage permissions such as system admin. You won't see this option
if you are not having the required permissions. For more information on roles and permissions, see Action Orchestrator Roles.

1. In the default home page, choose Share from the workflow dropdown.

@ Hover your mouse cursor over the created workflow card and click the dropdown list to view the Share option.

2. In the Share Permissions dialog box, specify the following information:

a. The share permissions dialog box displays the Users and Groups having access to the workflow.
b. Under Add Users, select the users from the dropdown list or just type in few letters of the name to choose the required user. You can
also invite the user using Invite By Email option.

i. Shared With: Displays the name of the user with share permissions.
ii. Access: Select the appropriate permission from the dropdown list such as View, Modify, and Manage.
iii. Can Run: Enable or disable the Run permission using the switch icon.
iv. Actions: You can delete the user from the actions column.
c. Click Save, to save the sharepermissions.
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Runs

The Runs page is used tomonitor the state of workflow runs that are cancelled, created, failed, running, successful, and total. You will also be able to filter
the runs on the basis ofworkflow rundays such as all, yesterday, 30 days, 10 Days, and so forth.

The Action Orchestratorworkflows execution are queued and executed asynchronously.

In workflow you have to start API and pass query parameter (sync=true) to execute workflow in synchronous mode.This API call provides you the status of
the workflow stating if the workflow is running or Success or Failed.Based on the workflow status, you can poll to get the workflow execution is success.

For example: You can gather values for an input field in the catalog or another workflow to run the workflows synchronously.

® The Filter icon allows you to filter theworkflow runsbased on the following

® Workflow Name: Choose the workflow name from the drop-list by checking the appropriate workflow check box.
® Last Run Status: Choose the status in the runs page by checking the check box under Last Run Status such as Cancelled, Created,
Failed, and so forth.
® Owner:Choose the owner name by checking the appropriate owner check box.
® The Search icon allows you search forthe workflow runsbased on the names.
® The Auto-Refresh switch icon allows you to switch ON or OFF. This enables or disables auto refresh of the workflow during the execution of
each activity of the workflow.
® The page displays the following information of the existing or filtered workflows:

® Display Name: Displays the workflow name along with the number of times the workflow is executed such as Run 0, Run 1, and so on.
The color codes along with the workflow name denotes the status:

® Green: Denotes Success.
® Red: Denotes Failed.
® Orange: Denotes Running.
Version: Displays the Action Orchestrator version number.
Status: Displays the status of the workflow such as running, success, failed, and so forth.
Started On: Displays the start date and time of the workflow execution.
Ended On: Displays the end date and time of the workflow execution.
Actions: By using the dropdown icon in actions column, you can delete the workflow being displayed in the Runs page.
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Configuring Targets
Configuring Targets

® Qverview Targets
® Targets

® Target Groups

® Add Target Type
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Overview Targets
Adding Targets and Target Groups

When you create a workflow, you must specify where you want the workflow to run. You can also specify that the workflow runs on a specific target or
target group.

The target group can be defined once and reused in several workflows. For example, you might have a database maintenance workflow that is scheduled
to run every month on all database servers. Instead of scheduling the workflow multiple times to run on each database server, you can create a target
group that includes all the database servers and schedule the workflowto run on all the servers at the same time.

If you choose to execute the workflow on a target group, you can further specify to run the workflowon all objects that are included in the target group, or
run the workflowon a specific object within the target group.

Service instances are targets. A target type allows you to define a new service; all new targets are created based on a target type.

® Targets
® Target Groups
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Targets

Targets

The following sections display list of targets:

Targets Overview

AMQP Endpoint

AWS Endpoint

Amazon Device Endpoint
Ansible Tower Endpoint
CloudCenter Endpoint

Google Cloud Platform Endpoint
HTTP Endpoint

IMAP Endpoint

JDBC Database Server

KAFKA Endpoint

Meraki Endpoint

Microsoft Windows Endpoint
POP3 Endpoint

Prime Service Catalog Endpoint
SMTP Endpoint

Terminal Endpoint

Unix/Linux Endpoint
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Targets Overview

Overview

UseTargets > Targetsto view the defined targets. From this view, you can create new target by clickingNew Target,modify the properties of a target, and
delete targets. You can also add the target from the workflow or activities properties pane.You can define a target once and then reuse it in multiple
processes. These are the following targets that can be created from Action Orchestrator:
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AMQP Endpoint
AMQP Endpoint

On theADD NEW TARGETPanel, perform the following procedure toadd an AMQPEndpoint target:

1. UnderTarget Type: SelecttheAMQP Endpointtarget type from the drop-down list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique display name for the target.
b. Description: Enterthebrief description about the target.
3. UnderAccount Key, select theappropriate existing Account Keyor clickADD NEWfrom the drop-down list, seeAMQP Certificate-Based Credentials
,AMQP Password-Based Credentials, orAMQP Password-Less Certificate-Based Credentials.
4. UnderAMQP, specifythe appropriate information:

a. Host/IPAddress: Enter the host name or IP address for the AMQP Endpoint.
b. Port: Enter theAMQP protocol port number; the default port is5671.
c. Virtual Host: Enter thevirtual host name or IP address for the AMQP Endpoint.

AVirtual Hostis a namespace for objects like Exchanges, Queues and Bindings.
d. SSL enabled: Indicates whether SSLis enabled on the AMQP Endpoint.
e. Ignore Certificate Errors: Ignore the certificate error messages when attempting to connect to the service portal.
5. ClickSubmit, toadd and save theTarget.
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AWS Endpoint
AWS Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add AWS Endpoint target:

1. UnderTarget Type: SelecttheAWS Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see AWS Credentials.
UnderAWS, enter the Amazon Web ServicesRegion.
ClickSubmit, to add and save the Target.

ok w
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Amazon Device Endpoint

Amazon DeviceEndpoint

On theADD NEW TARGETPanel, perform the following procedure to add Amazon Device Endpoint target such as Alexa, Echo Dot, etc.

1. UnderTarget Type: SelecttheAmazon DeviceEndpointtarget type from the drop-down list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the drop-down list, seeAmazon Alexa Device Credentials.
4. UnderlOT, enter the following information:

a. Device ID: Enter the device id of the Amazon device.
b. Device Serial Number: Enter the unique identification number of the device.
5. ClickSubmit, to add and save the Target.

242



Ansible Tower Endpoint

Ansible Tower Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Ansible Tower Endpoint target:

1.
2.

UnderTarget Type: SelecttheAnsible Tower Endpointtarget type from the dropdown list.
UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Ansible Tower Credentials.
UnderAnsible Tower Endpoint, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
i. HTTPS
b. Host/IPAddress: Enter the host name or IP address for the Ansible Tower Endpoint.
c. Port: Enter theAnsible Tower port number.
d. Disable server certification validation: Indicates if server certification validation is disabled on the Ansible Tower Endpoint.
ClickSubmit, to add and save the Target.
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CloudCenter Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add CloudCenter Endpoint target:

1. UnderTarget Type: Selectthe CloudCenter Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
3. UnderAccount Keys, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see CloudCenter Suite Explicit User.
4. Under CloudCenter Suite, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
i. HTTPS
b. Host/IPAddress: Enter the host name or IP address for the CloudCenter Endpoint.
c. Port: Enter the CloudCenter port number.
5. ClickSubmit, to add and save the Target.
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Google Cloud Platform Endpoint
Google Cloud Platform Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Google Cloud Platform (GCP) Endpoint target:

1. UnderTarget Type: Selectthe Google Cloud Platform Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Google Cloud Platform
Authentication.
4. Under Google Cloud Platform, specify the following information:

a. Protocol:Select the appropriate protocol from the dropdown list.
b. Host/IP Address:Enter thehost name or IP address for the GCP Endpoint.
c. Scope:Enter the appropriate scope to request an access token from Google authorization server to access protected resources such as
read-only, read-write, full-control, and so forth.
5. ClickSubmit, to add and save the Target.
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HTTP Endpoint
HTTP Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add HTTP Endpoint target:

1. UnderTarget Type: SelecttheHTTP Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Key, specify the appropriate information:

a. SelectTrueorFalsefrom theNoAccount Keydropdown list.
b. select the appropriate Account Keyor clickADD NEWfrom theDefaultAccount Keydropdown list, see HTTP Basic Authentication or HTT
P Client Certificate Authentication.
4. UnderHTTP, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
ii. HTTPS
Host/IPAddress: Enter the host name or IP address for the HTTP Endpoint.
Port: Enter theHTTP port number; the default port is 9092.
Path: Enter the HTTP path.
e. Disable server certificate validation: Indicates if server certification validation is disabled on the HTTP Endpoint.
5. UnderProxy, enter the following information:

Qoo

a. Proxy URL: Enter the URL of the proxy server.

b. User Name: Enter the user name of the proxy server.

c. Password: Enter the password of the proxy server.
6. ClickSubmit, to add and save the Target.
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IMAP Endpoint

The IMAP email server allows an email client, such as Microsoft Outlook, to retrieve email on a remote mail server.

On theADD NEW TARGETPanel, perform the following procedure to add IMAP Endpoint target:

=

. UnderTarget Type: SelectthelMAP Endpointtarget type from the dropdown list.
. UnderGeneral, specify the appropriate information:

N

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Email Credentials.
. UnderIMAP, enter the following information:

AW

. IMAP Server: Name of the email server that relays email to the mailbox.
. IMAP Port: The port number for the IMAP server. Default is 143.
. Protocol: Display-only field of the type of email protocol being used by the email server
. TLS Authentication Enabled: If checked, the authorization of the Email server will use TLS.
. Ignore Certificate Errors: If checked, any errors regarding the certificate will be ignored.

f. Polling Interval (SEC): Specify the interval time period in seconds. Default is 10 seconds.
5. ClickSubmit, to add and save the Target.
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JDBC Database Server

On theADD NEW TARGETPanel, perform the following procedure toadd an JDBC data server target:

1. UnderTarget Type: SelecttheJDBC Database Servertarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique display name for the target.

b. Description: Enterthebrief description about the target.
3. UnderAccount Key, select theappropriate existing Account Keyor clickADD NEWfrom the dropdown list, see JDBC Login Credentials.
4. UnderDatabase, specifythe appropriate information:

a. Database server type: Select the appropriate database server type from dropdown list:

i. MYSQL

ii. Microsoft SQL Server

iii. Oracle Server

iv. SAP HANA
b. Server IPAddress: Enter the Host address or the IP address of the database server.
c. Port: Enter the port number used to access the SQL database.
d. Database Name: Enter the name of the database.

5. ClickSubmit, toadd and save theTarget.
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KAFKA Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Kafka Endpoint target:

1. UnderTarget Type: SelecttheKafka Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Key, specify the appropriate information:

a. SelectTrueorFalsefrom theNoAccount Keydropdown list.
b. select the appropriate existingAccount Keyor clickADD NEWfrom theDefaultAccount Keydropdown list, see Kafka Authentication or Kaf
ka Certificate Authentication.
4. UnderKafka, enter the following information:

a. Host/IPAddress: Enter the host name or IP address for the Kafka Endpoint.

b. Port: Enter theKafka port number; the default port is 9092.

c. SSL enable: Indicates if SSL is enabled on the Kafka Endpoint.

d. Disable server certification validation: Indicates if server certification validation is disabled on the Kafka Endpoint.
5. ClickSubmit, to add and save the Target.
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Meraki Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Meraki Endpoint target:

1. UnderTarget Type: SelecttheMeraki Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Meraki Credentials.
4. UnderMeraki, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
i. HTTPS
b. Host/IPAddress: Enter the host name or IP address for the Meraki Endpoint.
c. Port: Enter theMeraki port number.
5. ClickSubmit, to add and save the Target.
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Microsoft Windows Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Microsoft Windows Endpoint target:

1. UnderTarget Type: Selectthe Microsoft Windows Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Keys, select the appropriate Account Keyor clickADD NEWfrom theDefaultAccount Keys dropdown list, see Microsoft Windows
Credentials.
4. Under Windows, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
i. HTTPS
b. Host/IPAddress: Enter the host name or IP address for the HTTP Endpoint.
c. Port: Enter theHTTP port number; the default port is 5985.
5. ClickSubmit, to add and save the Target.
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POP3 Endpoint

This target will allow a process or activity to execute against the an email account on an Post Office Protocol (POP3) email server.
On theADD NEW TARGETPanel, perform the following procedure to add POP3 Endpoint target:

1. UnderTarget Type: SelectthePOP3 Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Email Credentials.
4. UnderPOP3, enter the following information:

. POP3 Server: Name of the email server that relays email to the mailbox.
. POP3 Port: The port number for the POP3 server. Default is 110.
Protocol: Display-only field of the type of email protocol being used by the email server
TLS Authentication Enabled: If checked, the authorization of the Email server will use TLS.
. Ignore Certificate Errors: If checked, any errors regarding the certificate will be ignored.

f. Polling Interval (SEC): Specify the interval time period in seconds. Default is 10 seconds.
5. ClickSubmit, to add and save the Target.
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Prime Service Catalog Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Prime Service Catalog Endpoint target:

1. UnderTarget Type: Selectthe Prime Service Catalog Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Keys, select the appropriate Account Keyor clickADD NEWfrom theDefaultAccount Keys dropdown list, see Cisco Prime
Service Catalog Credentials.
4. Under PSC, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. HTTP
i. HTTPS
b. Host/IPAddress: Enter the host name or IP address for the HTTP Endpoint.
c. Port: Enter theHTTP port number.
5. ClickSubmit, to add and save the Target.
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SMTP Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add SMTP Endpoint target:

1. UnderTarget Type: SelecttheSMTP Endpointtarget type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.

b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, see Email Credentials.
4. UnderEmail, enter the following information:

a. SMTP Server: Name of the email server to be used as the default server for sending email.
b. SMTP Port: The port number for the SMTP server.
c. Protocol: The default is SMTP protocol.

5. ClickSubmit, to add and save the Target.

254



Terminal Endpoint

Terminal Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Terminal Endpoint target:

=

. UnderTarget Type: SelecttheTerminal Endpointtarget type from the dropdown list.
. UnderGeneral, specify the appropriate information:

N

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existingAccount Keyor clickADD NEWfrom the dropdown list, seeTerminal Key-Based Credentials or T
erminal Password-Based Credentials.
4. UnderConnection Settings, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list.

i. SSH
b. Host: Enter the host name or IP address of the network device.
c. Port: Enter the port number used to access the appropriate terminal target port (Default: SSH server: 22).
5. UnderTerminal Interaction Patterns (regex), enter the following information:

a. Prompt: Enter the system prompt pattern in regular expression.
b. Additional Succeeded Prompts: Click+ADDto enter additional system prompt patterns in regular expressions.
6. ClickSubmit, to add and save the Target.
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Unix/Linux Endpoint

On theADD NEW TARGETPanel, perform the following procedure to add Unix/Linux Endpoint target:

1. UnderTarget Type: SelecttheUnix/Linux Endpointtarget type from the drop-down list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the target.
b. Description: Enter the brief description about the target.
3. UnderAccount Key, select the appropriate existing Account Key or clickADD NEWfrom the drop-down list, seeTerminal Key-Based Credentials or
Terminal Password-Based Credentials.
4. UnderUnix/Linux, enter the following information:

a. Host: Enter the host name for the Unix/Linux Endpoint.

b. Port: Enter theUnix/Linux port number; the default port is 22.

c. Default Bash Shell Path: Enter the default bash shell path, the default is/bin/bash.
5. ClickSubmit, to add and save the Target.
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Target Groups

Target groups are collections of targets. Often automation might need to run against all machines in a collection, or against one of the machines in a
collection. Target groups provide this functionality.

UseTargets > Target Groupsto view the defined target groups. From this view, you can create new target groups by clickingNew Target Group, modify
the properties of a target group, and delete target groups.

Add Target Group

On theADD NEW TARGETGROUPPanel, perform the following procedure toadd a new target group:
1. UnderGeneral, specify the appropriate information:
a. Display Name: Entertheunique display name for the target group.
b. Description: Enterthebrief description about the target group.
2. UnderSelected Targets, clickAdd Target Typeto add target type. For more information, see Add Target Type.

You will be able to edit and delete the created target type by using the drop-down icon from the actions column.
3. ClickSubmit, toadd and save theTarget Group.
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Add Target Type

Using Add Target Type you will be able to create Target Type Group, Using queries of their attributes, the Action Orchestrator provides type-based
groupings of targets. For example, use a target group to group all targets of a given type, or to perform additional filtering to pattern match against a field in
the target definition.

On theEdit Target TypePanel, perform the following procedure toadd/edit a target type:
1. UnderGeneral, specify the appropriate information:

a. UnderTarget Type, selecttheappropriatetarget type from the drop-down list.
b. Include All Targets of this Type: Check this check box to include all targets of the selected target type.
2. UnderAdd Conditions, click+ADDto specify the condition, enter the following information:

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

Does not match wildcard: Determines if the item does not match all items in the wildcard example
Equal: Determines if the left side equals the right side.
Equal (case-insensitive): Determines if the left side equals the right side (if this is a string comparison, this is case-
insensitive)
Greater Than: Determines if a value is greater than another value.
Greater Than or Equal to: Determines if a value is greater than or equal to another value.
Less Than: Determines if a value is less than another value.
Less Than or Equal to: Determines if a value is less than or equal to another value.
Match regular expression: Determines if the left side matches the regular expression specified on the right side.
Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
10. Not equals: Determines if the left side does not equal the right side.

iii. Right Operand: Enter the value for the right operand.

3. Underinclude Individual Targets, select the specific target to be included of the selected target type.
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This only includes the specific selected target and excludes all the other targets of the selected target type.

This option is disabled, if the Include All Targets of this Type option is enabled.
4. ClickOK, to save the target type.

Back to: Target Groups
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Configuring Account Keys

The following sections display list of account keys:

Account Keys Overview

Amazon Alexa Device Credentials
AMQP Certificate-Based Credentials
AMQP Password-Based Credentials
AMQP Password-Less Certificate-Based Credentials
Ansible Tower Credentials

Cisco Prime Service Catalog Credentials
CloudCenter Suite Explicit User

AWS Credentials

Email Credentials

Git Password-Based Credentials
Google Cloud Platform Authentication
HTTP Basic Authentication

HTTP Client Certificate Authentication
JDBC Login Credentials

Kafka Authentication

Kafka Certificate Authentication
Meraki Credentials

Microsoft Windows Credentials
Terminal Key-Based Credentials
Terminal Password-Based Credentials
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Account Keys Overview

An account key record stores information about the user security context and passes this information to the adapters for activity execution, event
monitoring, and some target operations (such as availability monitoring and discovery). Account keys instances can be shared across targets and
workflows. For example, if a single set of credentials can be used to access a set of network devices, only one account key instance must be created.
When it is time to change the credentials, users can go to the Account Keys list and edit the single instance to change the credentials. This greatly reduces
the configuration load when credentials tend to change often in some environments.. Account Keys hold the security credentials that are assigned to
workflowsand activities.

Account Keycredentials can be used in a workflow, but no workflow can retrieve credentials. If your workflow must access credentials, use hidden string
variables.

The account keys concept allows the product to implement delegation. For example:

1. An IT help desk operator comes to Action Orchestrator to run a workflow.

2. This operator is presented with a list of workflows that Action Orchestrator'srole-based access control allows them to run. These workflows might
include activities that require a level of security permission that the operator does not natively have.

3. The operator can perform actions as a part of the established workflowthat are not possible for them to perform manually.

This concept can also be leveraged to reveal where operators make changes outside of a workflow. By examining auditing logs such as Windows logs for
things being done under the operators credentials rather than the Action Orchestrator account key credentials, it is possible to determine how the operator
is doing things outside of a workflowand determine how to close things down. So a side effect of Action Orchestrator automation is that customers might
be able to tighten security in their environment.
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Amazon Alexa Device Credentials

N

UnderAccount Key Type: Select theAmazon Alexa Device Credentialsfrom the dropdown list.
UnderGeneral, specify the appropriate information.
UnderCredentials, specify the following information:

a. Client ID: Enter the Client ID.

b. Client Secret: Enter the Client secret password.

c. Access Token: Enter the access token for the Amazon device.

d. Refresh Token: Enter the refresh token to be used for the amazon device.

. ClickSUBMITto apply the new changes.
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AMQP Certificate-Based Credentials

1. UnderAccount Key Type- Select theAMQP Certificate-Based Credentialskey type from the drop-down list.
2. UnderGeneral, specify the appropriate information.

a. Display Name - Enter the unique display name for the AMQP Credentials.
b. Description - Enter the brief description about the AMQP Credentials.
3. UnderAMQP, Specify the following information:

. UserName - Enter the AMQP user name.
. Password - Enter the appropriate password.
. CA CRT File - Enter the certificate file from certificate authority. You can also browse the file from your local.
. CRT File -Enter the certificate file. You can also browse the file from your local.
. Key File - Enter the Key file. You can also browse the file from your local.
f. Passphrase - Enter the appropriate passphrase.
4. ClickSUBMITto apply the new changes.

Qo 0T®
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AMQP Password-Based Credentials

1. UnderAccount Key Type: Select theAMQP Password-Based Credentialskey type from the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the AMQP Credentials.
b. Description: Enter the brief description about the AMQP Credentials.
3. UnderAMQP, specify the following information:

a. UserName: Enter the AMQP user name.

b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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AMQP Password-Less Certificate-Based Credentials

1. UnderAccount Key Type: Select theAMQP Password-Less Certificate-Based Credentialskey type from the drop-down list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the AMQP Credentials.
b. Description: Enter the brief description about the AMQP Credentials.
3. UnderAMQP, specify the following information:

a. CA CRT File: Enter the certificate file from certificate authority. You can also browse the file from your local.
b. CRT File: Enter the certificate file. You can also browse the file from your local.
c. Key File: Enter the Key file. You can also browse the file from your local.
d. Passphrase: Enter the appropriate passphrase.
4. ClickSUBMITto apply the new changes.
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Ansible Tower Credentials

1. UnderAccount Key Type: Select theAnsible TowerCredentialskey type from the dropdown list.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the Ansible tower credentials.
b. Description: Enter the brief description about the Ansible tower credentials.
3. UnderCredentials, specify the following information:

a. UserName: Enter the Ansible Tower user name.
b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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Cisco Prime Service Catalog Credentials

1. UnderAccount Key Type: Select the Cisco Prime Service Catalog Credentialsfrom the dropdown list and enter the following information:
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Cisco Prime Service Catalog Credential.
b. Description: Enter the brief description about theCisco Prime Service Catalog Credential.
3. Under PSC, specify the following information:

a. UserName: Enter the PSC user name.
b. Password: Enter the PSC password.
4. ClickSUBMITto apply the new changes.
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CloudCenter Suite Explicit User

1.
2.

UnderAccount Key Type: Select the CloudCenter Suite Explicit User type from the dropdown list.
UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the CloudCenter Suite Explicit User.
b. Description: Enter the brief description about the CloudCenter Suite Explicit User.
UnderCloudCenter Suite, specify the following information:

a. UserName: Enter the CloudCenter Suite user name.
b. Password: Enter the appropriate password.
c. Tenant ID: Enter the appropriate tenant ID.

Click SAVE to apply the new changes.
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AWS Credentials
AWS Credentials

1. UnderAccount Key Type: Select theAWS Credentialsfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the AWS Credentials.
b. Description: Enter the brief description about the AWS Credentials.
3. UnderAWS Keys, specify the following information:

a. Access Key: Enter the AWS access key ID.

b. Secret Key: Enter the AWS secret access key.
4. ClickSUBMITto apply the new changes.
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Email Credentials

1. UnderAccount Key Type: Select theEmail Credentialsfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Email Credentials.
b. Description: Enter the brief description about the Email Credentials.
3. UnderEmail, specify the following information:

a. From: Enter the valid email id.
b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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Git Password-Based Credentials

1. UnderAccount Key Type: Select theGit Password-Based Credentialsfrom the dropdown list and enter the following information:
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Git Password-Based Credential.
b. Description: Enter the brief description about the Git Password-Based Credential.
3. UnderGit, specify the following information:

a. UserName: Enter the Git user name.
b. Password: Enter the Git password.
4. ClickSUBMITto apply the new changes.
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Google Cloud Platform Authentication

1. UnderAccount Key Type: Select the Google Cloud Platform Authentication from the drop-down list.

2. UnderGeneral, specify the appropriate information.

3. UnderCredentials, enter the Service Account Key File (JSON) or click on Browse for Service Account Key File (JSON) to browse the key file
from the local.

4. ClickSUBMITto apply the new changes.
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HTTP Basic Authentication

1. UnderAccount Key Type: Select theHTTP Basic Authenticationfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the HTTP Basic authentication.
b. Description: Enter the brief description about the HTTP Basic authentication.
3. UnderCredentials, specify the following information:

a. UserName: Enter the HTTP user name.
b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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HTTP Client Certificate Authentication

1. UnderAccount Key Type: Select theHTTP Client Certification Authenticationfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for theHTTP client certification authentication.
b. Description: Enter the brief description about the HTTP client certificationauthentication.
3. UnderCredentials, specify the following information:

a. CRT File: Enter the certificate file. You can also browse the file from your local.
b. Key File: Enter the Key file. You can also browse the file from your local.
c. Passphrase: Enter the appropriate passphrase.

4. ClickSUBMITto apply the new changes.
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JDBC Login Credentials

1.
2.

UnderAccount Key Type: Select theJDBC Login Credentialsfrom the dropdown list.
UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the JDBC login Credentials.
b. Description: Enter the brief description about the JDBC loginCredentials.
UnderDatabase, specify the following information:

a. UserName: Enter the database user name.
b. Password: Enter the appropriate password.
ClickSUBMITto apply the new changes.
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Kafka Authentication

1. UnderAccount Key Type: Select theKafka Authenticationfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Kafka Authentication.
b. Description: Enter the brief description about theKafka Authentication.
3. UnderCredentials, specify the following information:

a. UserName: Enter the Kafka user name.
b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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Kafka Certificate Authentication

1. UnderAccount Key Type: Select theKafka Certificate Authenticationfrom the drop-down list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Kafka Authentication.
b. Description: Enter the brief description about the Kafka Authentication.
3. UnderCredentials, specify the following information:

. CRT File: Enter the certificate file. You can also browse the file from your local.
. Key File: Enter the Key file. You can also browse the file from your local.
. Passphrase: Enter the appropriate passphrase.
. CA CRT File: Enter the certificate file from certificate authority. You can also browse the file from your local.
. UserName: Enter the Kafka user name.
f. Password: Enter the appropriate password.
4. ClickSUMBITto apply the new changes.

Qo 0T®
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Meraki Credentials

1. UnderAccount Key Type: Select theMeraki Credentialsfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Meraki Credential.
b. Description: Enter the brief description about the Meraki Credential.

3. UnderMeraki, enter theX-CISCO-MERAKI-API-KEY.

4. ClickSUBMITto apply the new changes.
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Microsoft Windows Credentials

1. UnderAccount Key Type: Select the Microsoft Windows Credentialsfrom the dropdown list and enter the following information:
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Microsoft Windows Credential.
b. Description: Enter the brief description about theMicrosoft Windows Credential.
3. Under Windows, specify the following information:

a. UserName: Enter the Windows user name in the following format domain\username.

b. Password: Enter the Windows password.
4. ClickSUBMITto apply the new changes.
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Terminal Key-Based Credentials

1. UnderAccount Key Type: Select theTerminal Key-Based Credentialsfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Terminal key based credentials.
b. Description: Enter the brief description about the Terminal key based credentials.
3. UnderTerminal, specify the following information:

a. UserName: Enter the AMQP user name.

b. Private Key: Enter the appropriate private key.

c. Passphrase: Enter the appropriate passphrase.
4. ClickSUBMITto apply the new changes.
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Terminal Password-Based Credentials

Terminal Password-Based Credentials

1. UnderAccount Key Type: Select theTerminal Password-Based Credentialsfrom the dropdown list.
2. UnderGeneral, specify the appropriate information.

a. Display Name: Enter the unique display name for the Terminal password based credentials.
b. Description: Enter the brief description about theTerminal password based credentials.
3. UnderTerminal, specify the following information:

a. UserName: Enter the Terminal user name.
b. Password: Enter the appropriate password.
4. ClickSUBMITto apply the new changes.
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Configuring Variables

® Adding Variables
® Creating Global Variables
® Creating Variable Type
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Adding Variables
Adding Variables

The variables feature provides a storage area for information that is used on a regular basis to avoid having to specify the same information in several
places. Data stored in a variable can be alteredto affect process execution behavior. TheVariables in Action Orchestrator work in the same way as
variables of any other programming language.

To add a global variable, chooseVariables > Global Variables > NEWVariable.From this view, you can create new global variable,modify the properties
of a variable, and delete variables.You can also add the variable from the workflow or activities properties pane. For more information, see Creating Global
Variables.

Variable type provide a way to define a new user defined variable type that is not represented by any default variable type. To add a variable type, chooseV
ariables > Variable Types >New Variable Type.From this view, you can create new variable type,modify the properties of a variable type, and delete
variable types.You can also add the variable type from the workflow or activities properties pane. For more information, see Creating Variable Type.

The following sections describe how you can use variables in Action Orchestrator:

Activity Configuration
Workflow Control Components
Workflow Parameters
Formulas as Variable Values
Common Use of Variables

Named Variables

Workflow or Activity Property Variables
Status Tracking

Summary Variables

Activity Configuration

One of the most common uses of variables is to define activity configurations. Any field in an activity can refer to a variable value rather than an explicit
value. For example, you can use a variable to:

® Specify the start date of the process operations window as a parameter to an operating system command.

® Specify a condition, such as a file that should not exist after a job is initially triggered by the arrival of that file where a prior activity should have
deleted the file.

Workflow Control Components

A Workflowcan use variables to define the control components. For example, you can use a variable to define:

® A Conditional activity to look at the exit code of a prior activity.

* A While Loop activity to loop until a query fails or loop for a number of times corresponding to a number of objects pulled from a query.
Workflow Parameters
Variables can be parameterized so that a workflow definition can be flexible enough to be reused in multiple places and the specifics can remain undefined
so that they can be defined by the person or workflow that invokes the workflow or activity.
For example, a workflow called notify server owner might use a variable server for the name of the server that has a problem. The workflow retrieves the
email address of the owner of the server and sends an email.

This workflow might be called from multiple places; a step in a server maintenance job fails, so the maintenance job populates the Server variable and
invokes the notify server owner process. Another process might notify the server owner when a backup completes.

Formulas as Variable Values

You can specify a formula anywhere a variable value is used. For example, an operating system command's parameter might be formed from
concatenating two variables' values or from parsing the output of a prior command.
Variables are used to store or pass a value between executions of a process or between steps within a single workflow.

Common Use of Variables

The most common types of variables in Action Orchestrator are name variables and process or activity property variables.

Named Variables

The most common use of variables is a name that has a changeable value. For example, you can use a global variable to store information used in
processes such as:

® Locations of files and directories

282


https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-ActivityConfiguration
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-WorkflowControlComponents
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-WorkflowParameters
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-FormulasasVariableValues
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-CommonUseofVariables
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-NamedVariables
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-WorkfloworActivityPropertyVariables
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-StatusTracking
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Adding+Variables#AddingVariables-SummaryVariables

® Email addresses
® Order numbers
® User names

Workflow or Activity Property Variables
® In a Workflow or activity definition, you can refer to the workflow properties or the properties of a prior activity in the workflow. In this scenario, the
properties of the workflow or activity may also refer to associated objects.

® One of the most common uses of variables is to define activity configuration. Any field in an activity with a Reference tool can refer to a variable
value rather than an explicit value.

Status Tracking

Another common use of variables is to track state. For instance, you can use variables as a loop counters to store the number of times a loop has
executed and know the current loop iteration running.

Summary Variables

You can also use a variable to build up a ‘'summary' message. For each thing event happens, you can append ‘'what just happened' to the variable. At the
end of a process, the result will be the contents of this variable as an entire summary of the workflow.
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Creating Global Variables

Variables can be used as a reference value used for multiple objects. They can also be used to store or pass a value between executions of a process or
between steps within a single process.

Use the Boolean variable to indicate the set of elements that should be true or false.

Use theDateTime variable to define a variable as date.

Use the Decimal variable to define a variable containing a decimal number (positive and negative).
Use the Integer variable to define a variable containing a integervalue (positive and negative).

Use the Secure String variable to define a variable as encrypted.

Use the String variable to define a variable containing a string of text.

On theNew Variablepanel, specify the appropriate information:

1. Data Type: Select the appropriate data type from the dropdown list.You will be able to select data types such as Boolean, Date, String, and so
forth.

To create new data type, clicktADD NEWfrom the dropdown list. For more information, see Creating Variable Type.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name for the variable.

b. Description: Enter the brief description about the variable.
c. Scope: Select the scope from the drop-down list. VValid values are:local, input, output, static, and so forth.

1 Thisis applicable only when you create the variable from the Variables page, select the scope from the dropdown list such as
Global and Environment.

d. Value: Enter or select the appropriate value. For example: For Boolean globalvariable,you can select either true or false as the value.
3. ClickSUBMITorSAVEin the appropriate pages.
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Creating Variable Type

Variable type provide a way to define a new user defined variable type that is not represented by any default variable type.
Under theNew Variable Typepanel, select the type from the dropdown list (default is Table Type) and specify the appropriate information:
1. UnderGeneral, specify the appropriate information:

a. Display Name: Enter the unique display name.
b. Description: Enter the brief description about the data type.
2. UnderColumns,specify the following information:

. Required: ChooseYesusing the toggle button to make the column a required column (Default is No).

. Field Name: Enter the field name.

. Field Title: Enter the field title to be displayed in the columns.

. Field Type: Select the appropriate type from the dropdown list such as Boolean,Date Time, Decimal, Integer, and String.

o00TY®

@ Specify the maximum length of the string,when you choose string as the field type.

@ Specify the minimum and maximum number, when you choose number as the field type.

3. ClickSave, to save the new type.
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Configuring Calendars

® Configuring Calendars
® Adding Calendar

Calendars are reusable for schedules within many processes. For example, you can define a calendar for Saturdays. When defining a workflow that you
want to run on Saturdays, you reference the Saturday calendar. Other examples include a calendar that includes weekends and company holidays when
IT might perform scheduled maintenance, or the last week of a fiscal quarter when IT might exclude non-essential automation or deny change requests.

The calendars feature defines the calendar to be associated with a schedule, time, or condition. This feature simplifies:

® Reusing calendar definitions across workflows
® Building complex calendars from other calendars
® Viewing the workflows that run based on a specific calendar

The Calendars page displays theDisplay Name (along with the type), Owner, and Last Modified details. You can delete the Calendars by performing the
Delete action and Change Owner using the dropdown from the Actions column. Calendars are reusable for schedules within many workflows.

® Date List: Specify an explicit list of dates. The processes to which this calendar definition is assigned will execute on the specified dates in the
calendar. You might want to use this type of calendar for workflows that run on specific days of a specific month.

® Group: Specify a collection of other defined calendar types, such as inclusion of date list or a recurring calendar within the group calendar
definition. The group calendar can contain defined recurring calendars, other group calendars, and date list calendars. You select the calendars to
include or exclude in the group calendar definition. You can also add dates to or exclude dates from a group calendar.

® Recurring: Specify a starting date for the subsequent dates and recurrence frequency. You can specify the calendar to repeat on a daily, weekly,
monthly, or yearly basis.

Adding Calendar

Perform the following procedure to add a new calendar:
1. UnderCalendar Type, select the appropriate calendar type from the dropdown list and enter the following information:

a. Date list calendar
b. Group calendar
c. Recurring calendar
2. UnderGeneral, enter the name and description for the calendar.

G) According to the calendar type chosen in step 1, you have to follow either step 3 or step 4 or step 5.

3. UnderDates, click+ADD, to add dates to the calendar.
4. UnderGroup Calendars, specify the following information:

a. UnderStarts, specify the start date either by entering manually or by selecting the date from calendar icon.

b. UnderEnds, specify the end date either by entering manually or by selecting the date from calendar icon.

c. Select Includes or Excludes dates from following calendars such as All, Every Saturday, Weekdays, and so forth.
5. UnderRecurring, specify the following information:

a. UnderStarts, specify the start date either by entering manually or by selecting the date from calendar icon.
b. UnderEnds, specify the end date either by entering manually or by selecting the date from calendar icon.
¢. UnderRepeats, select the appropriate information such as daily, weekly, monthly, or yearly from the dropdown list.

i. Daily: Enter the days count for daily repeat.

ii. Weekly: Enter the weeks count for weekly repeat. You can also specify the following days by selecting the days underon the
following dayssuch as Sunday, Monday, and so forth.

ii. Monthly: Enter the monthly count for monthly repeat.

® UnderON, select the appropriate information such as Day, First, Second, and so forth.
® Enter or select the appropriate information from next dropdown list such as Day, Weekday, WeekendDay, and so forth.
iv. Yearly: Enter the yearly count for yearly repeat by selecting month from the dropdown list.

® UnderON, select the appropriate information such as Day, First, Second, and so forth.
® Enter or select the appropriate information from next dropdown list such as Day, Weekday, WeekendDay, and so forth.
6. ClickSUBMIT, to save the changes.
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Configuring Tasks

The Tasks page is used tomonitor the state of tasks that are created, pending, overdue, and completed. You will also be able to filter the tasks on basis of
response (Approve or Reject), status (Created, Pending, Overdue, and Completed), Priority (Low, Normal, and High), due date, and so forth.

® The Filter icon allows you to filter the tasks based on the following

® Response: Choose the Approve or Reject response by checking the appropriate check box.
® Status: Choose the status in the tasks page by checking the appropriate check box such as Created, Pending, Overdue, and Completec

® Priority:Choose the priority such as Low, Normal, and High by checking the appropriate check box.
® Due Date: Check the check box and choose the required date from the calendar.

® The Search icon allows you search forthe tasks based on the names.

® The Refresh icon allows you to refresh the task page.

® The page displays the following information of the existing or filtered tasks:

Display Name: Displays the name of the tasks.

Status: Displays the status of the tasks such as created, pending, overdue, and completed.

Priority: Displays the priority of the tasks such as low, normal, and high.

Due Date: Displays the due date and time of the tasks.

Task Requestor: Displays the email ID of the task requestor.

Task Owner: Displays the email ID of the task owner.

Task Assignees: Displays the email ID of the task assignee.

Last Modified: Displays the last task modified date and time.

Actions: By using the dropdown icon in actions column, you can either Approve or Reject the task.
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Configuring Schedules

Schedules allow triggering processes at some time by leveraging another object called a calendar. Calendars define which days something can occur.
Calendars can be selected days or sequences of dates such as weekly or monthly, they can represent dates like fiscal quarter end, or they can be
combined hierarchically. Schedules then associate a time with a calendar. When the day is in the calendar, the time is evaluated. Times can be explicit or
repeating (for example, hourly).

The Schedules page displays theDisplay Name (along with the type), Owner, and Last Modified details. You can see the schedules Used by details,
delete the added schedule by performing the Delete action, and Change Owner using the dropdown from the Actions column. To add a new schedule,
clickon New Schedule.

Perform the following procedure to add schedule:

1. UnderSelect Type, selectGeneric Schedulefrom the dropdown list.
2. UnderGeneral, enter the name and description for calendar. And enter the following information:

a. UnderCalendar,select an existing calendar or choose the appropriate options from the dropdown list such as Every Saturday,
Weekdays, Workdays, etc. For more information to create new calendar, see Configuring Calendars.
b. UnderTimezone, select the appropriate information from the dropdown list.
3. UnderSchedule, specify the following information:

a. UnderStart Time, specify the start time either by entering manually or by adjusting the time by using the up and down arrow buttons or
by using mouse scroll option.
b. UnderNumber of Runs Per Day, specify the number of times the activity or task has to run per day.
¢. UnderTime Interval (Run Every),specify the time interval in hours and Minutes. The activity run every hours and minutes mentioned in
the time interval.
4. ClickSUBMIT, to save the changes.
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Configuring Events

Events Overview
AMQP Event
Approval Task Event
Email Event

KAFKA Event
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Events Overview

The Action Orchestrator can monitor for events from the environment, and you can specify triggers that initiate workflows when the subscribed event
occurs. For example, an event might be an incoming stop trap or a fault on a Unified Computing System (UCS). You can useevents to watch for patterns in
these services, enabling policy-driven automation. Targets and target types have events. These can be internal process events or the open Advanced
Message Queuing Protocol (AMQP) protocol. Triggering processes in response to patterns in underlying processes provides policy.

The Events page displays theDisplay Name (along with the type),Target, Owner, and Last Modified details.You can see the event Used by details,
delete the added event by performing the Delete action, and Change Owner using the dropdown from the Actions column. To add a new event, clickon N

ew Event.
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AMQP Event

The Advanced Message Queuing Protocol (AMQP) is an open standard application layer protocol for message-oriented middleware. It delivers message
orientation, queuing, routing (including point-to-point and publish-and-subscribe), reliability and security. AMQP came out of the financial industry, and is
proven highly scalable in demanding environments (refer http://www.amqp.org/).

AMQP is the emerging standard for messaging and events in the cloud. For example:

® vCloud Director can publish vCloud Messages, also known as blocking tasks, notifications, or call-outs, related to different provisioning. An
orchestrator can not only receive these events, but can also respond to them to delay execution.

®* AMQP is supported with vCloud Orchestrator.

® OpenStack selected AMQP as the messaging technology for OpenStack.

AMQP is integrated with more than 70 developer platforms, providing a nice framework for event-oriented integrations.

AMQP enables event-driven capabilities of Enterprise Service Bus-style designs. It enables queuing, so automation can fetch messages when there is
capacity. You can use asynchronous methods servicing requests as capacity allows when possible, and reserve real-time, synchronous methods only
when absolutely needed. AMQPs open platform is a natural choice for event and message design patterns.

Action Orchestrator can trigger processes in response to messages placed on AMQP gueues/exchanges. Processes can also read messages from queues
/exchanges one at a time if they want to respond to messages one at a time rather than in parallel, to operate more as a queue. Processes can submit
messages to queues/exchanges.

JMS is another possible integration enabled through AMQP. AMQP has providers to place JMS messages on queues/exchanges.
To create a new AMQP event perform the following procedure:

1. UnderSelect Type, selectAMQP Eventfrom the dropdown list.
2. UnderGeneral, specify the following information:

a. Display Name: Enter the unique display name for the AMQP event.
b. Description: Enter the brief description about the AMQP event.
c. Target: Select the target from the dropdown list. To add a new target, click+ADD NEWfrom the dropdown list. For more information, see
AMQP Endpoint.
3. UnderCriteria, specify the following information:

a. Queue Name: Enter the name of the queue.
b. Conditions: Click+ADDto specify the condition, enter the following information:

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

Does not match wildcard: Determines if the item does not match all items in the wildcard example
Equal: Determines if the left side equals the right side (if this is a string comparison, this is case-insensitive)
Match regular expression: Determines if the left side matches the regular expression specified on the right side.
Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
. Not equals: Determines if the left side does not equal the right side

iii. Right Operand: Enter the value for the right operand.
4. ClickSubmit, to save the changes.

SEAENES
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Approval Task Event

The approval task event allows you to create conditions for your task event. To create an approval task event perform the following procedure:

1. UnderSelect Type, select Approval Task Eventfrom the dropdown list.
2. UnderGeneral, specify the following information:

a. Title: Enter the unique title for the Approval task event.
b. Description: Enter the brief description about the event.
3. UnderCriteria, specify the appropriate conditions:

a. Left Operand: Enter the value for the left operand or click onVariable Reference icon to choose variable such as approval choices,
Assignee Responses, Add Task Assignees, and so forth.
b. Operator: From the dropdown list, choose the operator to use for comparing the value:

i. Does not match wildcard: Determines if the item does not match all items in the wildcard example
ii. Equal: Determines if the left side equals the right side (if this is a string comparison, this is case-insensitive)
iii. Match regular expression: Determines if the left side matches the regular expression specified on the right side.
iv. Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
v. Not equals: Determines if the left side does not equal the right side
¢. Right Operand: Enter the value for the right operand.
4. ClickSubmit, to save the changes.
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Email Event
Use the Email Event trigger to specify the basic criteria for the mail server to be monitored and the email conditions that will trigger the workflow.

To create a new Email event perform the following procedure:

1. UnderSelect Type, selectEmailEventfrom the dropdown list.
2. UnderGeneral, specify the following information:

a. Display Name: Enter the unique display name for the Email event.
b. Description: Enter the brief description about the Emailevent.
c. Target: Select the target from the dropdown list. To add a new target, clicktADD NEWfrom the dropdown list. For more information, see |
MAP Endpoint or POP3 Endpoint.
3. UnderCriteria, specify the following information:

a. Folder: Enter the name of the folder where the message is to be moved. If the folder is a subfolder, then enter the file path for the folder
location (for example, project/issues/connections).
b. Conditions: Click+ADDto specify the condition, enter the following information:

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

Does not match wildcard: Determines if the item does not match all items in the wildcard example
Equal: Determines if the left side equals the right side (if this is a string comparison, this is case-insensitive)
Match regular expression: Determines if the left side matches the regular expression specified on the right side.
Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
. Not equals: Determines if the left side does not equal the right side
iii. Right Operand: Enter the value for the right operand.
4. Under What to do with the message, select the option to specify the action to be taken after the criteria has been met on the Exchange server.

apwNpE

a. Mark message read: The message will be marked as read.This option is not available for POP3 email systems.
b. Move message to folder: The message will be moved to a designated folder.
c. Delete message: The email will be deleted.This is the only option available for a POP3 type of email connection.

5. ClickSubmit, to save the changes.
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KAFKA Event

To create a new Kafka event perform the following procedure:

1. UnderSelect Type, selectKafka Eventfrom the dropdown list.
2. UnderGeneral, specify the following information:

a. Display Name: Enter the unique display name for the Kafka event.
b. Description: Enter the brief description about the Kafka event.
c. Target: Select the target from the dropdown list. To add a new target, click+ADD NEWfrom the dropdown list. For more information, see
KAFKA Endpoint.
3. UnderCriteria, specify the appropriate information:

a. Topic Name: Enter the associated topic name.
b. Conditions: Click+ADDto specify the condition, enter the following information:

i. Left Operand: Enter the value for the left operand.
ii. Operator: From the dropdown list, choose the operator to use for comparing the value:

Does not match wildcard: Determines if the item does not match all items in the wildcard example
Equal: Determines if the left side equals the right side (if this is a string comparison, this is case-insensitive)
Match regular expression: Determines if the left side matches the regular expression specified on the right side.
Matches wildcard: Determines if the left side matches the wildcard specified on the right side.
. Not equals: Determines if the left side does not equal the right side

iii. Right Operand: Enter the value for the right operand.
4. ClickSubmit, to save the changes.

SEAENES
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Admin Overview

Overview

Usethe adminspace toperform administrative actions such as:

® Action Orchestrator Roles
® [ntegrations

® Schemas

® Categories

1 The availability of this space is subject to roles and permissions, it will be applicable only for admin users. For more information, see Action
Orchestrator Roles.
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Action Orchestrator Roles

Overview

Predefined Security Roles
Adding Custom Roles
Roles and Permissions

Overview

In Action Orchestrator, authorization is performed using a Role-Based Access Control System (RBAC). Roles are a collection of permissions, each
permission pairs a set of operations that can be performed over some set of Action Orchestrator objects such as workflows, targets, account keys,
variables, and so forth. A user assignment gives end users the ability to perform the action. Access rights include Create, View, Update, Delete, Run, and
so forth.

A role is assigned to user groups in Action Orchestrator. When Action Orchestrator becomes a part of CloudCenter Suite or another Cisco product, the
common RBAC component shall provide APIs to map roles in the host applications to the Action Orchestrator roles.

Typically, roles are defined according to a standardized job function within IT. Examples might include Level 1 Helpdesk, Level 2 Helpdesk, Human
Resources, Network Configuration, SAP Basis Expert, and so on. Security groups already in the directory for the users in these job functions are then
typically assigned to the roles.

For more information on roles, see Understand Roles.

Predefined Security Roles

Action Orchestrator provides predefined security roles that ship with the product and cannot be modified. Custom user roles (see Adding Custom Roles)
can be created using the Administration view, but the following roles are defined by default:

Role Description

Tenant = These users have almost access to all functionality in the product. Users can view or modify or change owner of any workflow or setting such
Admin as automation packs, calendar, category, global variable, queue resource, and so forth.

Content | This is a user who can define workflows. The user cannot update administration settings.
Author

Operator = This is a classic role for a level 1 Service Desk employee, executing workflows.

System = Only a small number of users are assigned this role. These users have permissions to modify adapter settings.
Admin

Adapter = These users have access to enable or disable atomic workflows in the product.
Author

For more information, see Roles and Permissions.

Adding Custom Roles

To add a new role, chooseAdmin>Roles>New Role.
In theNew Rolepanel, perform the following procedure to add a new role.
1. UnderGeneral, specify the appropriate information:

. Display Name: Entertheunique name to be displayed in the roles page.
. Name: Enter the unique name for the role.

. Description: Enterthebrief description about the role.

. Role Type: By default the role type is custom.

2. UnderPermissions, specify the appropriate action:

o0TQ

a. Use the toggle buttons to activate or deactivate the list of permissions to be included and/or to be made available for inclusion into the
security role.
b. Click play icon, on the appropriate object type and choose the appropriate powers for the security role from the dropdown list. For more
information, see Roles and Permissions.
3. ClickSubmit, toadd and save the Role.

Roles and Permissions
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Object Level Permissions

Object level Permissions define what operations can be performed over workflows.This is similar to file permissions (such as read or update). You can
have permissions for each user to access and can be shared to multiple users. When you are logged into Action Orchestrator, you can only access the
objects which you have permissions.

Whenever the object shared among users and groups, Action Orchestrator creates a link document in uses collections with the users and groups
information with the permission types to that object.

The following table contains information about the permission type and the type of actions supported:

Permission Type Type of action supports

View Read

Modify View, Update

Manage View, Update, Delete, Share
Run View, Execute, Stop

The following table contains information about the predefined permissions given to thesecurity roles:

@ The "x" denotes the permission available to the user role.

Object Type Object Tenant Content Operator System Adapter
Permissions Admin Role Author Role Role Admin Role Author

Adapter View X X X
Modify
Manage X X
Change Owner X
Calendar View X
Modify
Manage X X X
Change Owner X
Category View X X X
Modify
Manage X
Change Owner X
Global Variable View X
Modify
Manage X X X
Change Owner X
Role (Tenant specific) View X X X
Modify
Manage X X
Change Owner X X
Account Key View X
Modify
Manage X X X
Change Owner X
Schedule View X
Modify
Manage X X X

Change Owner X
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Event

Target

Target Group

Workflow definition

Trigger, Actions, Import/Export, and
Workflow Variable

Workflow instance

User/role Assignment

Variable Type

System

Environment Variables and Adapter
Onboarding

Atomic Workflow

Repository (Git Repo)

View

Modify

Manage X X
Change Owner X

View

Modify

Manage X X
Change Owner X

View

Modify

Manage X X
Change Owner X

View

Modify

Manage X X
Run X X
Change Owner X

View

Modify

Manage X X
Cancel X X
Change Owner X

View

Modify

Manage X

Change Owner X

View

Modify

Manage X X
Change Owner X

View X
Modify X

Manage

Change Owner X

View X X
Modify

Manage

Change Owner

View X
Modify

Manage X

Change Owner X
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Integrations
Integrations

® Integrations Overview
® Git Repositories
® Add Git Repository
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Integrations Overview

Integrations Overview

The Action Orchestrator provides integrations with various technologies and can integrate with repositories such as Git Repositories.
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Git Repositories

This page displays the already existing Git Repositories and allows you to modify or create new Git repository from this page. You will be able to do the
following actions from this page:

® Create a new Git repository by clicking on theNew Git Repository. For more information, see Add Git Repository.

® Modify the repository informationby clicking on the appropriate repository name.
® Delete the existing repository by using theDeleteoption by clicking the dropdown icon in actions column.

@ To modify the existing Git repository, click on the appropriate repository name. The Edit Git repository page is similar to AddGit repository page.
For more information, seeAdd Git Repository.
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Add Git Repository

Use theAdd/Edit Git Repositorypage to create or modify Git repository properties such asautomation packrepositories, and so forth.An example of
properties include valuessuch as repository URL, repository user, branch and code path.

1 The users withTenant Admin role only would be able add a new repository. For more information on Roles and Permissions, see Action
Orchestrator Roles.

1 The example repository mentioned in this procedure is Cisco public repository, it is a read only repo. You will not have permission to commit
your workflows to Cisco repository.

1. To create a new Git repository, chooseAdmin>Integrations>Git Repositories.
2. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique name for the Git repository.
b. Description: Enterthebrief description about the repository.
3. UnderAccount Keys, specify the appropriate information:

a. No Account Keys: Select True or False from the dropdown list.

@ For Example:

If you are using a read only Cisco public repository, you do not require any credentials while adding a new repository. choose
No Account Keys as True.

b. Default Account Keys: Select the appropriate account key from the dropdown list or clickADD NEWfrom the dropdown list, seeGit
Password-Based Credentials.
4. UnderGit, enter the following information:

a. Protocol: Select the appropriate protocol from the dropdown list:
i. HTTP

ii. HTTPS
b. Rest API Repository: Enter the Rest API Git URL of the repository.

@ For Example:
The Rest API Git URL for the Cisco public repository is api.github.com/repos/cisco/ActionOrchestratorContent.

c. Branch: Enter default branch namemaster. As you initially make commits, you are given a master branch that points to the last commit
you made.
d. Code Path:Enter the code path. The code path is folder structure required to locate the workflow in the specific folder or sub-folder in the
Git repository.
G) For Example, the following are the two different code paths of Cisco Public Repository:

The Code path for atomic actions in theCisco public repository is /atomic-actions.

The Code path for workflow examples in theCisco public repository is /workflow-examples.

You can only add one code path while adding Git repository. If you want to configure with two or more code paths, perform
the same procedure separately for each code path.

5. ClickSubmit, to create/edit and save the Git repository.
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Schemas

Schemas

® Schemas Overview
® Manage Schemas
® Creating Schema
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Overview

The Action Orchestrator User Interface is completely driven by schema definitions of object types. For example, Use Interfaces of all adapter objects,
including adapters, targets,account keys, activities, and events, are driven by their corresponding schemas. Each object type has its own schema
definition. Each object types schema includes both data schema and view schema.

1. Data Schema: Data schema contains the data attributes of each object type. A database schema is the skeleton structure that represents the
logical view of the entire database.lt defines how the datais organized and how the relations among them are associated. For example, data
schema of a target describes all target configuration property names and data types of those properties.

2. View Schema: The view schema is used to describe how an object should be rendered properly in an Ul. For example,view schema of a target
describes how those configuration properties will be rendered on the Ul. That is which Ul component should be used to render a property, display
name of a property, position of a property in U, which Ul section a property belongs to, and so forth.
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Manage Schemas

This page displays the already existing schema base types and allows you to modify or create new schema from this page. For more information, see Creat
ing Schema.

The filter icon allows you to filter for the schema base types based on the following:

® Account Key
® Activity

* Adapter

* Event

® Target

@ To modify the existing schema, click on the appropriate schema display name. The Edit Schema page is similar to Add Schema Page. For more
information, see Creating Schema.
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Creating Schema

1. To create a new schema, chooseAdmin>Manage Schemas>New Schema.
2. IntheNew Schemapanel, perform the following procedure to add a new schema.
3. UnderSelect Type, select the appropriate schema data type from the dropdown list:

. Account Key
. Activity
. Adapter
. Event
e. Target
4. ClickSubmit, to create and save the Schema.

00T Q®

1 There are dependencies among adapter schemas. When executing schema, the schemas should be created in the order of Account Key
schema, Activity schema, Adapter schema, Event Schema, and Target schema.

308



Activity
Activity

Use the following procedure to create activity schema:

1. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique name to be displayed in the schema page.
b. Schema Type: Enter the schema type.
c. Description: Enterthebrief description about the schema.
d. Group Name: Enter the group name for new schema.
2. UnderAccess Meta, specify the appropriate action:

a. Adapter: Choose the appropriate adapter from the dropdown list.

b. Targets: Choose the appropriate target from the dropdown list.
3. Underlnput Properties, click+Addto add input property. For more information, see Add Input Property.
4. UnderOutput Properties, click+Addto add output property. For more information, see Add Output Property.
5. ClickSubmit, to create and save the Schema.

Back to: Creating Schema
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Add Input Property

Use the following procedure to add an input property while creating a schema:
1. UnderGeneral, enter the following information:

. Field Label: Enter the Field label.

. Field Name: Enter the unique field name.

. Data Type: Select the data type from the dropdown list such as Boolean,Decimal, Integer, and String.

Component: Select the appropriate component from the dropdown list such as Check box, Password, Picker, Radio, and so forth.
. Is Required: Check this checkbox to provide value for the input property.

. UnderOptional Parameters,enter the following information:

~D OO

i. Optional Key: Select the appropriate key from the dropdown list such as Max Length, Maximum, Min Length, and so forth.
ii. Optional Value: Enter the required value for the parameter.
2. ClickSAVE, to save the changes.

Back to: Creating Schema
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Add Output Property
Add Output Property

Use the following procedure to add an output property while creating a schema:
1. UnderGeneral, enter the following information:

a. Field Label: Enter the Field label.
b. Field Name: Enter the unique field name.
c. Data Type: Select the data type from the dropdown list such asBoolean,Decimal, Integer, and String.

d. Component: Select the appropriate component from the dropdown list such as Check box, Password, Text Area, and so forth.
2. ClickSAVE, to save the changes.

Back to: Creating Schema
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Adapter

Adapter

Use the following procedure to create adapter schema:

1. UnderGeneral, specify the appropriate information:

o0 oT®

e

arwn

. Display Name: Entertheunique name to be displayed in the schema page.

. Schema Type: Enter the schema type.

. UnderAccess Meta, select the appropriateAccount Keyfrom the dropdown list.
. Description: Enterthebrief description about the schema.

Is Microservice: Check the check box if the schema is a microservice.

UnderCloud Type, select the appropriate Cloud Typefrom the dropdown list.
UnderLambda Name, enter the lambda name.

UnderRegion, select the appropriate regionfrom the dropdown list.
ClickSubmit, to create and save the Schema.

Back to: Creating Schema
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Event

Use the following procedure to create event schema:
1. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique name to be displayed in the schema page.
b. Schema Type: Enter the schema type.
c. Description: Enterthebrief description about the schema.

2. UnderAccess Meta, specify the appropriate action:

a. Adapter: Choose the appropriate adapter from the dropdown list.

b. Targets: Choose the appropriate target from the dropdown list.
Underinput Properties, click+Addto add input property. For more information, seeAdd Input Property.
UnderOutput Properties, click+Addto add output property. For more information, see Add Output Property.
ClickSubmit, to create and save the Schema.

akrw

Back to: Creating Schema
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Account Key

Usethe followingprocedure to create account key schema:
1. UnderGeneral, specify the appropriate information:
a. Display Name: Entertheunique name to be displayed in the schema page.
b. Schema Type: Enter the schema type.
c. Description: Enterthebrief descriptionabout the schema.
2. Underlnput Properties, click+Addto add input property. For more information, see Add Input Property.
3. ClickSubmit, to create and save the Schema.

Back to: Creating Schema

314



Target
Target

Use the following procedure to create target schema:
1. UnderGeneral, specify the appropriate information:

a. Display Name: Entertheunique name to be displayed in the schema page.

b. Schema Type: Enter the schema type.

c. Description: Enterthebrief description about the schema.
2. Underlnput Properties, click+Addto add input property. For more information, see Add Input Property.
3. UnderAccess Meta, specify the appropriate action:

a. Adapter: Choose the appropriate adapter from the dropdown list.
b. Account Keys: Choose the appropriate account key from the dropdown list.
4. ClickSubmit, to create and save the Schema.

Back to: Creating Schema

315



Categories

Categories

® Categories Overview
® Adding Category
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Categories Overview

Categories Overview

The Categories feature in Action Orchestrator provides a way to organize your workflowsbased on your organizational or functional requirements. The
categories are tags for grouping workflows within the Ul. Action Orchestrator ships with predefined categories, but provides the capability for you to create
your own business-specific categories. When creating a workflow, you can assign zero or more categories to the workflow in the Properties section of that

workflow.

The Categories page under Admin allows you to create and edit your own categories.

@ To modify the existing category, click on the appropriate category display name. The Edit Category page is similar to New Category Page. For
more information, see Adding Category.
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Adding Category
Adding Category

To create a new category perform the following procedure:

. To create a new category, chooseAdmin>Categories.

. In theNew Categorypanel, perform the following procedure to add a new Category.

. UnderSelect Type, select the appropriate category type from the dropdown list. Default is Generic Category.
. UnderGeneral, specify thedisplay nameand brief description for the category.

. ClickSubmit, to save the Category.

GO WONPE
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File Operations Overview

The file operations enablesAction Orchestratorto handle files in the process of a workflow. The file operationsallows you to include a file as an input while
running a workflow.

Files are a type of object that can be mapped by the variable browser only to certain actions. The file operationsthat require file access integrates directly
with the file handler adapter. File type objects are either declared as inputs to a workflow or as parameters of an action and have a label associated with
them. The file operations action implementing file type objects must require the user to add a custom label, which can be a variable enabled field.

The Ul allows you to browse local system for the file or for the workflow to pass a file from a parent workflow to a child workflow. Extensions of this feature
can be added to other adapters that have to use files such as the web service adapter or the Terminal/SSH adapter.

The file operationscreate an ephemeral storage in Kubernetes that gets deleted when the workflow completes.

The file operations allow access to the file while running the workflow only by actions explicitly created by this operation. Other adapters cannot write
custom actions to access or handle files through the file operations.

The file operations does not support any storage of files beyond running the workflow. The file objects present in a workflow cannot be accessed by any
action outside the workflow, even if these actions are run by the same user in the same tenant. The subworkflows/child workflows can access the files from
parent as input variable to it. Workflow instance cannot be resumed if any files are associated to the instance because pausing/canceling the workflow will
delete the associated files

The file operations does not allow any form of execution of a file and forces all files to a strict read/write permission. All access to the file object is handled
by the file operations. The file operationsis the only service with access to the ephemeral storage used while running the workflow.

The file operationsdoes not have any outbound access to the internal networking of the cluster.

If the workflow accepts any files as input variables,use /api/v1.1/workflows/start API to run the workflow. For more details, refer to theSynchronous and
Asynchronous Calls.

You can download files that are up to 10 MB through HTTP APl and sendEmail or EMail Event.

A dedicated volume of space will be mounted to the File Operations. All the downloaded files should be kept in unique path based on tenantld,
workflowlnstanceld and actioninstanceld. The path of the file should be stored as a reference in action output.

For example: 1/01BB6ALS3QRYKOA5ngmip8gBeNS7M09sKk7/01BB6ALS3QRYKOA5ngmip8gBeNS7M09sKI8/{filename}
Any executables, dlls, and so on should not be downloaded. All the downloaded files must have strict Read Only permission.

You can upload filesthrough HTTP APl and sendEmail or EMail Event.
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Creating Custom Adapters

® Creating Custom Adapters Overview
® Python Adapter

® Golang Adapter

® Java Adapter
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Creating Custom Adapters Overview

The followingsections provide informationon how to create custom adapters in Action Orchestrator. You can use these adapters in the workflow.

1 You need access to the Git files for creating a custom adapter in Action Orchestrator. For access, contact CloudCenter Suite Support team.
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Python Adapter
Python Adapter

® Create Custom Adapter in Python

322



Create Custom Adapter in Python
Create Custom Adapter in Python

This section provides information on creating custom adapter in Python:

=

Important

Windowsis not supported anymore. It is not possible to run python adapter locally on windows. Template now supports running commands in
jail environment and uses some specific libraries

. To set up Git access to the Action Orchestrator Bitbucket repositories, contact CloudCenter Suite Support team.
. Install Python wheel package locally, perform the following:

a.

OnMac or Linux, runsudo pip install wheel.

. Fetch source code of Python template adapter, perform the following:

a.
b.

git clone, seePython Adapter Template.
Under the template folder,git checkout dev.

. Make a clone of theadapter-template pythonfolder. Rename the folder to appropriate custom adapter name.
. To create schema for adapters from Ul, see Creating Schema.

Follow the schema creation order described in Create Schemas doc.

When creating adapter schema please remember that the name ofMICROSERVICE NAMEshould be the same asdemo-adapter-nameu
sed when building docker container.

When creating target schema please notice thatSCHEMA TYPEshould be the same as used in adapterBasicConstants.
TARGET_NAME.

When creating activity schema please notice thatSCHEMA TYPEshould be the same as used in adapterBasicConstants.
ACTIVITY_x_NAME.

. Open the custom adapter project inan IDE like Visual Studio Code or another IDE and update the following files:

a.

-~ D Q0

Underactivities_python\actionsfolder, renameaction_helloworld.pyto appropriate activity name, update activity inputs and outputs
using proper convention used while creating activity schema. By default action_helloworld.pysupports two input properties (input_one,
input.two) and two output properties (output_one, output_two).

. Underactivities_python\constantsfolder:

i. Updatebasic_constants.pyusing proper convention used while creating schemas.

. Underactivities_python\actionsfolder,updateverify_target.pyfor target and account key verification.

. Underactivities_python\eventsfolder, updateevent_resolve.pyto import proper classes.

. Underyamlfolder, replace alldemo-adapteroccurrenceswith the custom adapter name indemo-adapter.yami.

. Underactivities_python\common\factoriesfolder, update description in parser.py where parser = argparse.ArgumentParser

(description="Template Pythonactivities adapter.")

7. On command line, under custom adapter folder add the custom adapter project directory to PYTHONPATH using the following command:export P
YTHONPATH=PathToCustomPythonAdapterProject
8. On command line, go under the custom adapter folder and perform the following:

a.

Updatesetup.pyto include anyadditional libraries in thesetup_requiressection:

setup_requires=['pytest-runner’]

. Run the following python setup command to create a wheel package of the custom adapter:

python setup.py bdist_wheel

. Run docker build command to build a docker image. Changedemo-adapter-namein the command to proper adapter name defined inde

mo-adapter.yaml:

docker build . -t demo-adapter-name -f Dockerfile

. Run the following kubectl command to deploy the custom adapter in Kubernetes cluster:

kubectl create -fyaml/demo-adapter.yaml-n orch-platform

9. Open Action Orchestrator Ul andcreate custom adapter target and account key.
10. CreateNew Workflow. Make sure that the custom adapter activities show up in the Workflow Editor toolbox and validate those activities.
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Python Adapter Template
Python Adapter Template

Overview

This template can be used to create a python based adapter. The template is written in Python.

@ Template has three actions:

® hello_world
® create_template
® run_script

There is also one action which is supposed to be by default in every adapter, verify_target. Usually verify_target action is used to verify
connection and credentials to the target during its creation in Ul.

Run adapter locally

1. Install required packages: python-dotenv, six, requests, and responses.
2. Create self-signed certificates in the custom python adapter projectfolder:

® Run make create-certs: This will create all needed certificates to run adapter https service locally.
® After running certificate creation commands you will have the following files created:

secrets/ssl/cert/certificate.pem
secrets/ssl/cert/private_key.pem

® If you want to use your own certificates, then add following environment variables:

export CERTFILE=path_to_certificate.pem
export PKEYFILE=path_to_private_key.pem
export CAFILE=path_to_ca_certificate.pem

3. Prepare JAIL environment:
® Download Jailkit package and follow the INSTALL.TXT instructions.
Here are common commands to install Jail environment:

wagethttp://olivier.sessink.nl/jailkit/jailkit-2.20.tar.gz
tar -xzvf jailkit-2.20.tar.gz
cd jailkit-2.20;./configure && make && make install
mkdir /jail (or use some other directory)
jk_init -j /jail jk_Ish
PYTHON_PATH=$(which python)
PYTHON_LIB_PATH=$(python -c "import os, inspect; print os.path.dirname(inspect.getfile(inspect))")
jk_cp -j fjail SPYTHON_PATH
jk_cp -j /jail SPYTHON_LIB_PATH
groupadd script_executer
adduser script_executer -G script_executer

® jk_jailuser -n -j /jail script_executer
® Export environment variables needed to run the adapter:

® export JAIL_DIR=/jail
® export JAIL_USERNAME=script_executer
® export JAIL_GROUPNAME=script_executer
4. Add the custom adapter project directory to PYTHONPATH using the following command:export
PYTHONPATH=PathToCustomPythonAdapterProject

5. Run adapter: python worker/activities-worker

(worker/activities-worker is the main entry point to run the adapter)

Files

1. setup.py, setup.cfg,requires.txt: Used for building python package
2. Dockerfile: Used to create adapter docker container Example commands:cd ‘cloned adapter repo folder', python setup.py bdist_wheel, docker
build -t ad-template ( ad-template - container name for the adapter)
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3. Jenkinsfile, Jenkinsfile-lambda: Used in jenkins jobs
4. event-json: Contains sample api calls to run some actions

activities_python Folders

Actions folder contains four template actions and sample test files:
1. Hello World: Represents an action to demonstrate input and output parameters.
2. Create Template: Represents an action with api POST request. BasicConstants.ACTION_2_URLis api relative URL for the action2.
3. Run Script: Represents an action to run python script in jail env.
4. Verify Target: Represents an action for verifying target.
common folder: Is a common adapter library.
constants folder files: You can change the values of these constants to customize your adapter.

events/event_resolver.py: Type resolver for incoming requests. We have four event types with corresponding actions.

pythonutils: Contains different models used in actions.

Other folders/files:

functions/lambda_function_name/handler.py is used to run adapter as aws lambda function. The name lambda_function_name should be the same as
name in adapter lambda schema.

To create schema for adapters from Action Orchestrator Ul, seeManage Schemas.
scripts/run_test.sh: Script is used in build to run tests.

worker/activities-worker: Is used to run adapter as microservice.
1 For more information on Python adapter template, contact Action Orchestrator support team.

Related Topics

® Manage Schemas
® Action Orchestrator Schemas

Back to: Create Custom Adapter in Python
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® Create Custom Adapter in Golang
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Create Custom Adapter in Golang

This section provides information oncreating a customadapter in GoLang:

8.
9.

1. Set up Git access to the Longhorn Bitbucketrepositories, contact CloudCenter Suite Support team.
2.
3. Fetch source code of Golang template adapter byperformingthe following:

Install Golang locally,seehttps://golang.org/doc/.

a. git clone, see GolLang Adapter Template.
b. Under the template folder,git checkout dev.

. Make a clone of theadapter-template-gofolder. Rename the folderto an appropriatecustom adapter name.
. Open the custom adapter project in an IDE like Visual Studio Code and update the following files:

a. Underactionsfolder, renameDemoAction.goto appropriate activity name, thenupdateactivity inputs and outputs using proper convention.
b. Underactionsfolder,updateverify_target.gofor target and account key verification.

c. Undereventsfolder, updateevents.goto import proper classes.

d. Underyamlfolder, replace alldemo-adapteroccurrenceswith the custom adapter name indemo-adapter.yaml.

. To create schema for adapters from Ul, see Manage Schemas.
. On command line, go under the custom adapter folder and perform the following:

a. UpdateVendorfolderto include anyadditional libraries:
govendor init

govendor fetch +e
b. Run docker build command to build a docker image. Changedemo-adapter-namein the command to proper adapter name defined inde
mo-adapter.yaml:

docker build . -t demo-adapter-name -f Dockerfile
¢. Run the following kubectl command to deploy the custom adapter in Kubernetes cluster:

kubectl create -f
yaml/demo-adapter.yaml -n orch-platform
Open Action Orchestrator Ul and create custom adapter target and account key.
CreateNew Workflow. Make sure that the custom adapter activities show up in the Workflow Editor toolbox and validate those activities.

Related Topic

Schema Generation Utility
GolLang Adapter Template
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Schema Generation Utility
Schema Generation Utility

Overview

This repo can be used to generate schemas for template adapter. The utility is written in Golang and you can simply run it like: go run schema.go template.
go

@ The utility will generate five sample schemas. The schemas are adapter, runtime_user, target, and two action schemas.

1. If you want to generate your own schemas with different parameters you need to modifyschema.gofile.

2. Schema.go file has five object with sample data. The objects are AdapterRequest, CredentialsRequest, TargetRequest,
ActionRequestl, and ActionRequest2.

3. The object use constants as input parameters for the schema, you can modify either constants or objects values directly. For more
information see,Action Orchestrator Schemas.

Folders

constants folder:

. actions_constants: Used mostly to generate actions schemas
. adapter_constants: Used to generate adapter schema

. credentials_constants: Used to generate runtime user schema
. target_constants: Used to generate target schema

. basic_constants: Used in actions

abhwnNPE

schemas folder:

Placeholder for generated schema files

Files

schema.go - main file template.go - go template used to parse data from schema.go and return data in json format.

Back to: Create Custom Adapter in Golang
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GoLang Adapter Template

Overview

This template can be used to create a golang api based adapter. The template is written in Golang.

@ Template has two actions:

® get_template
® create_template.

There is also one action which is supposed to be by default in every adapter, verify_target. Usually verify_target action is used to verify
connection and credentials to the target during its creation in Ul.

1 The response of this API request will be the response of the action. Here, we have assumed that every action performs only one API call to the
target.

Run adapter locally

Runworker/main.go.

1 worker/main.go is the main entry point to run the adapter.

Files

. Makefile - Used to compile the adapter

. Dockerfile - Used to create adapter docker container

. Jenkinsfile and Jenkinsfile-lambda - Used in jenkins jobs
. event-json - Contains sample api calls to run each action

A WN P

Golang Packages
Actions folder contains three template actions and target and sample test files:

. common folder: It is a common adapter library.

. constants folder files: You can change the values of these constants to customize your adapter.

. events/events.go: Type resolver for incoming requests. We have 4 event types with corresponding actions.
. utils - Contains different models used in actions.

A WN P

Other folders/files:
® functions/lambda_function_name/main.gois used to run adapter as aws lambda function. The namelambda_function_nameshould be the
same as name in adapter lambda schema.

® scripts/run_test.sh - scriptis used in build to run tests.
® worker/main.gois used to run adapter as microservice.

G) For more information on Golang adapter template, contact Action Orchestrator support team.

Related Topics

® Manage Schemas
® Action Orchestrator Schemas

Back to: Create Custom Adapter in Golang
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® Create Custom Adapter in Java
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Create Custom Adapter in Java

Create Custom Adapter in Java

This section provides information on creating custom adapter in Java:

1. To set up Git access to the Longhorn Bitbucket repositories, contact CloudCenter Suite Support team.
2. Install Java JDK locally, seehttps://docs.oracle.com/javase/8/docs/technotes/guides/install/install_overview.html.
3. Fetch source code of Java template adapter, perform the following:

a. git clone, see Java Adapter Template.
b. Under the template folder,git checkout dev.
4. Make a clone of theadapter-template-javafolder. Rename the folder to appropriate custom adapter name.
5. Open the custom adapter project in an IDE like Visual Studio Code or another IDE and update the following files:

a. Underactionsfolder, renameActionJsonPathQuery.javato appropriate activity name, update activity inputs and outputs using proper
convention.
b. Undereventsfolder, updateEventResolver.javato add switch case to make a call to appropriate action class.
c. Under Project Directoryadapter-template-java, replace alladapter-template-javaname with custom adapter name and add required
dependencies for custom adapter inpom.xmi.
. Underconstantsfolder, updateConstants.javato include input configurations.
. To create schema for adapters from Ul, see Manage Schemas.
. On command line, go under the custom adapter folder and perform the following:

0 N O

a. UpdateVendorfolder to include any additional libraries.

b. Create class files that should be overridden under the same path of the library where the actual class files exists.

¢. Run docker build command to build a docker image. Changeadapter-template-javain the command to appropriate adapter name
defined indemo-adapter.yaml:docker build . -tadapter-template-java-f Dockerfile

d. Run the following kubectl command to deploy the custom adapter in Kubernetes cluster:kubectl create -f yaml/demo-adapter.yaml -n
orch-platform

9. Open Action Orchestrator Ul.
10. CreateNew Workflow. Make sure that the custom adapter activities show up in the Workflow Editor toolbox and validate those activities.
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Java Adapter Template

Java Adapter Template

This template can be used to create a Java api based adapter. The template is written in Java.

Run adapter locally

Runfunctions/core/Main.java.

1 functions/core/Main.javais the main entry point to run the adapter.

Files

. Makefile: Used to compile the adapter.

. Dockerfile: Used to create adapter docker container.

. Jenkinsfile and Jenkinsfile-lambda: Used in jenkins jobs.
. event-json: Contains sample api calls to run each action.

A WN P

Folders

Below are the different folders included in the adapter template:

. actions folder: It contains java code for sample action and a junit test file to test the action.

. constants folder files: You can change the values of these constants to customize your adapter.

. coreutils: This folder contains Event.java file which defines format for input payload.

. events: This folder contains file EventResolver.java, which defines code to resolve the specific event in the input request and invoke the
corresponding action code.

. resources: This folder contains files to define the properties for the applications in the adapter.

. schemas: This folder contains json files which define schemas for adapter and sample actions.

A WN P
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Related Topics

® Manage Schemas
® Action Orchestrator Schemas

Back to: Create Custom Adapter in Java
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Schemas

® Qverview

® Data Schema

® View Schema

® Sample Schema

® JSON Standard Keywords
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Overview

The Action Orchestrator uses schemas to define its user interface (Ul). This is useful in that schema definitions can be easily created and modified for
customer purposes. The schemas exist in the system's database as JSON data structures, and there are both View and Data schemas for each Ul page.
Outside the database, schemas exist in .json format files, with the view and data sections being in the same file.

TheManage Schemas page helps to view and modify existing schemas, as well as create new schemas in a Ul setting without editing JSON text directly,
and separates the view and data sections of the schemas seamlessly. Within Manage Schema, user interfaces of all adapter objects, including adapters,
targets, account keys, activities, and events, are driven by their corresponding schemas. Each object type has its own schema definition. Each object
types schema includes bothData Schema and View Schema.

1.

Data Schema: Data schema contains the data attributes of each object type. A database schema is the skeleton structure that represents the
logical view of the entire database.lt defines how the datais organized and how the relations among them are associated. For example, data
schema of a target describes all target configuration property names and data types of those properties.

. View Schema: The Viewschema is used to describe how an object should be rendered properly in an Ul. For example,view schema of a target

describes how those configuration properties will be rendered on the Ul. That is which Ul component should be used to render a property, display
name of a property, position of a property in Ul, which Ul section a property belongs to, etc.

. Sample Schema: Displays the sample schema, to be used for reference only.
. JSON Standard Keywords: Displays thelist of JSON standard keywords used by Action Orchestrator.
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Data Schema

The following validation keywords in a schema impose requirements for successful validation of an instance. The following are the Validation Keywords
used in Action Orchestrator:

enum
format
Ihd_reference
Ihd_table
Ihd_secret

enum

Type-The value of this keyword is anarray.

Description-The enum keyword is used to restrict a value to a fixed set of values. It must be an array with at least one element, where each element is
unique.

Possible Values-null, string, number, Boolean

SchemaExample:

{litem

"category": {2itens
"type": string"string"
"enunt': [2itens

0: string"cisco"

1: string"anmazon"

|
}
}
I The schema state that category field value can be either Cisco or Amazon.

format
Type-The value of this keyword string.
Description-It is used to parsed the field value based on specified format such as date, time, date-time, etc.

Possible Values-date, date-time, ipv4, ksuid, Igh-time, time, email, Igh-hostname

Ihd_reference

Type- The value of this keyword boolean.

Description-The |hd_reference keyword specifies that a field value can be either number, integer, boolean or variable reference.
Possible Values-TRUE, FALSE

Schema Example:

{litem

"timeout": {2itens
"type": string"integer"
"l hd_reference": bool true

}
}

1 Applicable only for number, integer, and Boolean type fields.

Ihd_table

335


https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Data+Schema#DataSchema-enum
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Data+Schema#DataSchema-format
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Data+Schema#DataSchema-lhd_reference
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Data+Schema#DataSchema-lhd_table
https://confluence-eng-sjc1.cisco.com/conf/display/NEXTG/Data+Schema#DataSchema-lhd_secret

Type- The value of this keyword boolean.
Description-The |hd_table keyword specifies that a field value will be of type table.
Possible Values-TRUE, FALSE

Schema Example:

{litem

"input table": {3itens
"title": string"input table"
"type": string"string"

"1 hd_t abl e": bool true

}
}
1 The value of input_table field will be of type table. It instructs Longhorn console service to validate the field value against correct data type.
Ihd_secret

Type- The value of this keyword boolean.
Description-The |hd_secret keyword specifies that a field value has secret information and instructs Longhorn console service to encrypts the value.
Possible Values-TRUE, FALSE

Schema Example:

{litem

"password": {2itens
"type": string"string"
"l hd_secret": bool true
}

}

1 The value of password field will be encrypted.
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View Schema

The following table provides the list of view schemas used in Action Orchestrator.

No

10

11

12

13

14

15

title

type

Component
Number Component Example
required

format

maxlength
minlength

maximum

minimum
Ihv_clearable
Ihv_inline
Ihv_inlineToNext
Ihv_inlinehideTitle
Ihv_placeholder
Ihv_section
Ihv_width
Ihv_mindate
Ihv_maxdate
Ihv_position
Ihv_maxfiles
Ihv_maxFileSize
Ihv_minFileSize
Ihv_options
Ihv_editorTypes
Ihv_optionsDynamicRef
Ihv_filterBy
Ihv_invisible
Ihv_renderAs
Ihv_multiSelect
Ihv_subTitle
Ihv_subTitlePosition
Ihv_disabled
Ihv_variable
Ihv_varTypeAnyOf
Ihv_help

Ihv_table
Ihv_accessColumnsFrom
Ihv_margin
Ihv_pattern
Ihv_trimWhiteSpaces

Name Type
title String
type String
Component String
required Array
format String
maxlength Integer
minlength Integer
maximum Integer
minimum Integer
lhv_clearable Boolean
lhv_inline Boolean
lhv_inlineToNext Boolean
lhv_inlinehideTitle Boolean
Ihv_placeholder String
lhv_section String

Description

The title keyword specifies label for the Ul field.

The type keyword specifies type for the Ul field.

The component keyword specifies type of Ul component for the field.

The required keyword specifies all the required fields in the form

It is used to parsed the field value based on specified format. For example, date, time, date-time, and so forth.
The maxLength keyword specifies maximum number of characters allowed for the field.
The minLength keyword specifies minimum number of characters allowed for the field.

The maximum keyword specifies maximum value allowed for the field.

The minimum keyword specifies minimum value allowed for the field.

The Ihv_clearable keyword is used to specify whether the select component can be cleared.
The lhv_inline keyword is used to render title and component in same line.

The lhv_inlineToNext keyword is used to render multiple fields in same line.

The lhv_inlinehideTitle keyword specifies to hide the title for the Ul field.

The lhv_placeholder keyword specifies placeholder text for the Ul field.

The Ihv_section keyword specifies the section to which Ul field belongs to.
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39

40

title

Type-The value of this keyword is a String.

lhv_width
Ihv_mindate

Ihv_maxdate

lhv_position
Ihv_maxfiles
Ihv_maxFileSize
Ihv_minFileSize
Ihv_options
Ihv_editorTypes
Ihv_optionsDynamicRef
Ihv_filterBy
lhv_invisible
lhv_renderAs
Ihv_multiSelect
lhv_subTitle
lhv_subTitlePosition
lhv_disabled
Ihv_variable
Ihv_varTypeAnyOf
lhv_help

lhv_table
lhv_accessColumnsFrom
Ihv_margin
Ihv_pattern

lhv_trimWhiteSpaces

String
String

String

Integer
Integer
Integer
Integer
Array
Array
Object
Object
String
String
Boolean
String
String
Boolean
String
Array
String
Boolean
String
String
String

String

The Ihv_width keyword specifies the width of Ul field.
The Ihv_minDate keyword specifies the minimum Date for Calendar component. The value should be in ISO string format.

The Ihv_maxDate keyword specifies the maximum Date for the Calendar component. The value shoudld be in 1ISO string
format.

The Ihv_position keyword specifies the position of Ul field in the form.

The lhv_maxFiles keyword specifies maximum number of files a user can upload using uploadfile component.
The Ihv_maxFileSize keyword specifies the maximum file size in bytes.

The Ihv_minFileSize keyword specifies the minimum file size in bytes.

The Ihv_options keyword specifies the list of options for the select component.

The Ihv_editorTypes keyword used to specify the types supported by editor component.

The Ihv_optionsDynamicRef keyword specifies the properties and information needed to generate options asynchronously.
The Ihv_filterBy keyword specifies dynamic filter attributes to filter options.

The Ihv_invisible keyword specifies whether to hide the Ul field from formOnly or formAndData.

The Ihv_renderAs keyword specifies to render field value as plain text or link or as count in ListWithModal component.
The Ihv_multiSelect keyword specifies to render dropdown as a multiselect.

The lhv_subTitle keyword specifies subtitle for the picker component.

The lhv_subTitlePosition keyword specifies position of subtitle in picker component.

The lhv_disabled keyword used to disabled the field.

The Ihv_variable keyword specifies that a field can be referenced by variables.

The Ihv_varTypeAnyOf keyword specifies types of variable a field can accept.

The Ihv_help keyword specifies additional information related to Ul field.

The lhv_table keyword specifies output variable is of type table.

The Ihv_accessColumnsFrom keyword specifies the field name from which Ul field should get the columns from.
The Ihv_margin keyword specifies the margin for the Ul field.

The Ihv_pattern keyword specifies the pattern name for the field, against which field value will get validated.

The Ihv_trimWhiteSpaces keyword specifies the position from which blank spaces should be trimmed.

Description-The title keyword specifies label for the Ul field.

Possible Values-Value should be defined by user.

type

Type-The value of this keyword is a String.

Description-The type keyword specifies type for the Ul field.

Possible Values-string, number, integer, boolean, object, and array.

String Example

If the field type is string then the value generated will be string.

item

Schema
{ 1item
"display_name" : { 1
"type" string "string"
}
}
Payload
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{ 1item
"di spl ay_nanme" : string "New Wrkfl ow'
}

Number Example:

If the field type is number then the value generated will be number.

Schema

{ 1item
"total" : { 1l item
"type" : string "nunber"
}
}

Payload

{ 1item
"total" : float 20.35
}

Integer Example:

If the field type is integer then the value generated will be integer.

Schema
{ 1item
"timeout" : { 1l item
"type" : string "integer"
}
}
Payload
{ 1litem
"total" : int 5
}

Boolean Example

If the field type is integer then the value generated will be Boolean.

Schema
{ 1litem
"isRequired" : { 1 item
"type" : string "bool ean”
}
}
Payload
{ 1litem
"isRequired" : bool true
}
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Object Example

If the field type is integer then the value generated will be object.

Schema

{ 1litem
"enpl oyee_details" :{ 3 itens
"type" : string"object"
"title" : string"Enployee Details"
"properties" : { 2 itens
"name" : { 2 itens
"type" : string"string"
"title" : string"Enployee Nanme"

id:{2 items
"type":string"nunber"
"title":string"Enployee |d"

}
}
}
}
Payload
{ 1item
"enpl oyee_details" : { 2 itens
"id" :oint 1
“name" : string "Brown"
}
}

Array Example

If the field type is array then the value generated will be either array of string or array of objects depending on the schema. Below sample json is for array
of objects.

Schema

{ 1litem
"queries" : { 4 itens
"type" : string "array"
"title" : string "Json Queries"

"conponent” : string "list"
"items" : { 2 itens
"type" : string"object"
"properties" : { 2 itens
"query_nanme" : { 2 itens

"type" : string "string"
"title" : string "Query Nane"

}
"query_type" : { 2 itens
"type" : string "string"
"title" : string "Data Type"
}
}
}
}
Payload
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{ 1item

"queries" : [ 2 itens
0: { 2itens
"query_name" : string "Name"
"query_type" : string "string"
}
1: { 2itens
"query_nanme" : string "lId"
"query_type" : string "integer"
}
]
}
Component

Type-The value of this keyword is a String.
Description-The component keyword specifies type of Ul component for the field.

Possible Values-string, number, integer, boolean, checkbox, radio, textarea, password, picker, switch, objectComponent, list, propertylist, dynamiclist,
horizontallist, editor, calendar, uploadfile, and daterange.

String Component Example

If the component is string then input field of type text is rendered.

Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"conponent" : string "string"
}
}
Preview

New Workflow

1 If user want to render a text input then no need to explicitly mention component in schema. Longhorn Ul will render text input by default if field
type is string.

Number Component Example

If the component is number then input field of type number is rendered.

Schema
{ 1litem
"total" : { 2 itens
"type" : string "nunber"
"conponent"” : string "nunber"
}
}
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Preview

TOTA

1 Ifuser want to render a number input then no need to explicitly mention component in schema. Longhorn Ul will render number input by default
if field type is number.

Integer Component Example

If the component is integer then input field of type number is rendered.

Schema
{ 1item
"timeout" : { 2 itens
"type" : string "integer"
"conmponent” : string "integer"
}
}
Preview

*TIMEOUT ©

5

1 Ifuser want to render a integer input then no need to explicitly mention component in schema. Longhorn Ul will render integer input by default if
field type is integer. Difference between number and integer component is in integer component you cannot enter decimal numbers where as in
number component you can.

Boolean Example

If the component is Boolean then a drop down component will be render with TRUE/FALSE option.

Schema
{ 1litem
"isRequired" : { 2 itens
"type" : string "bool ean"
"conponent" : string "bool ean"
}
}
Preview

Boolean Component
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Checkbox Example

Checkbox component is used for Boolean type fields.

Schema
{ 1item
"is_required" :{ 2 itens
"type" : string"bool ean”
"conponent” : string"checkbox"
}
}
Preview

Checkbox Component

4 " ISREQUIRED

Radio Example

Radio component is used for Boolean type fields.

Schema
{ 1litem
"is_required" : { 2 itens
"type" : string "bool ean"
“conponent" : string "radio"
}
}
Preview

Radio Component

S Requireq
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1 If radio component is configured with Ihv_options then Longhorn Ul will render it as a radio group else it will be rendered as independent radio
component.

TextArea Example

TextArea component is used when the value of the field is paragraph.

Schema
{ 1litem
"description" : { 2 itens
"type" : string "string"
"conmponent" : string "textarea"
}
}
Preview

TextArea Component

DESCRIPTION ©

Password Example

Password component is used for secret values like accessKeys or User Password.

Schema
{ 1litem
"access_key" : { 2 itens
"type" : string "string"
"component" : string "password"
}
}
Preview

Password Component

PASSWORD

.-_a

i
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Picker Example

Picker component is used for number type fields. It extends Number component API and provides more features and behavior.

Schema
{ 1item
"total" : { 2 itens
"type" : string "string"
"conponent” : string "picker"
}
}
Preview

Picker Component

*TOTAL ©

Switch Example

Switch component is used for Boolean type fields.

Schema
{ 1item
"total" : { 2 itens
"type" : string "bool ean”
"conponent"” : string "swtch"
}
}
Preview

Switch Component

YES

Object Example

Object component is used if user wants to render payload in object format.

Schema
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{ 1item
"enpl oyee" : { 3 itens
"type" : string "object"

"conponent” : string "objectConponent"
"properties" : { 2 itens
"name" : { 2 itens

"type" : string "string"

"l hv_margin" : string "Opx Opx Opx 20px"
}

"id" o { 2 itens

"type" : string "integer"

"l hv_margin" : string "Opx Opx Opx 20px"
}

Preview

Object Component

EMPLOYEE
[

MAME

List Example

List component is used for array type fields.

Schema
{ 1item
"enpl oyees" : { 3 itens
"type" @ string "array"
"conponent" : string "list"
"items" : { 2 itens
"type" : string "object"
"properties" : { 2 itens
"nane" : { 2 itens
"type" : string "string"
"title" : string "Nane"
}
"id" o { 2 itens
"type" : string "integer"
"title" : string "1d"
}
}
}
}
}
Preview

List Component
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Preview

List Component with add new

Required Required

Property List Example

Property List component is used for array type fields.

Schema
{ 1litem
"enpl oyees" : { 3 itens
"type" : string "array"
"conponent” : string "propertylist"
"itens" @ { 2 itens
"type" : string "object"
"properties" : { 2 itens
"name"” : { 1 item
"type" : string "string"
}
"id" {2 item
"type" : string "integer"
}
}
}
}
}
Preview

Property List Component
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Dynamic List Example

Dynamic List component is used for array type fields.
Schema

{ 1litem
"enpl oyees" : { 3 itens
"type" : string "array"
"conponent" : string "dynamiclist"
"items" : { 2 itens
"type" : string "object"
"properties" : { 2 itens
"name" @ { 1 item
"type" : string "string"
}
"id" : { 2item
"type" : string "integer"

}

1 Its another way of representation in Ul for array of objects field.

Preview

Dynamic List Component

1 Matt

Horizontal List Example

Horizontal List component is used for array type fields.
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Schema

{ 1litem
"date_list" : { 3 itens
"type" : string "array"
"conponent"” : string "propertylist"
"items" : { 2 itens
"type" : string "string"
"conponent” : string "cal endar”
}
}
}

1 Its another way of representation in Ul for array of strings field.

Preview

Horizontal List Component
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Editor Example

Editor component is used to render text editor in Ul.

Schema

{ 1item
"response" : { 4 itens
"type" : string "string"
"conponent” : string "editor"

"l hv_editorTypes" : [ 2 itens
0 : string "XM"
1: string "JSON'
]

"title" @ string "APl Response"

1 By default editor component support JSON, TEXT, XML and HTML editorTypes. If user want to render specific type of editor then set the
component value to any of ['json’, 'xml', html]. In addition, user can render editor with set of editorTypes by using lhv_editorTypes keyword in
schema.

Preview

Editor Component
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Calendar Example

Calendar component is used to render DatePicker in Ul.

Schema

{ 1item
"start_date" : { 4 itens
"type" : string "string"
"conponent" : string "cal endar"
"l hv_format" : string "date"

"title" : string "Start Date"

1 By default calendar component support MM/DD/YYYY dateFormat and it is non-editable. User can set maxDate and minDate using

Ihv_maxDate and lhv_minDate keywords and its value should be in ISO format. For date fields user must set Ihv_format keyword to date in
schema.

Preview

Calendar Component

el =

FeMarch 2018

Upload File Example
Upload File component is used to upload the file content. It is commonly used to upload certificate keys.

Schema
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{ 1item
"key" : { 2 itens
"type" : string "string"

"conponent” : string "uploadfile"
}
}
1 This component can be configured using following keys: Ihv_acceptedType, Ihv_isMultiple, Inv_maxFiles, Ihv_maxFileSize Ihv_minFileSize.
Preview

Upload File Component

CA CRT FILE

Browse for CA CRT File

BROWSE..

Date Range Example

Date Range component is used to specify start date and end date.
Schema

{ 1item
"date_range" : { 4 itens
"type" : string "object"
"title" : string "Date Range"

"conponent" : string "daterange"
"properties" : { 2 items
"start_date" : { 2 itens
"type" : string "string"
"conponent” : string "cal endar"
}
"end_date" : { 2 itens
"type" : string "string"
"component" : string "cal endar”
}
}
}
}
1 This component is only supported for object types fields with start-date and end-date properties.
Preview

Date Range Component
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required
Type-The value of this keyword is an Array.
Description-The required keyword specifies all the required fields in the form.

Possible Values-any required field name.

Required Example

In below schema display name is marked as required.
Schema

{ 2itens
"required" : { 1 item
0 : string "display_nane"

]

"properties" : { 2 itens
"di splay_name" : { 2 itens
"type" : string "string"
"maxLength" : int 30
}
"description' : { 1item
"type" : string "string"
}
}

1 Ul will throw validation message if form is submitted with empty values for required field.

Preview

Required field
* DISPLAY MAME

Christmas

DESCRIPTION

format
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Type-The value of this keyword is an String.
Description-It is used to parsed the field value based on specified format. Eg: date, time, date-time, and so forth.

Possible Values-date, date-time, ipv4, ksuid, Igh-time, time, email, Igh-hostname.

maxlength

Type-The value of this keyword is an Integer.
Description-The maxLength keyword specifies maximum number of characters allowed for the field.

Possible Values-nonNegative integers.

Maximum Length Example

maxLength is applicable only for string type fields. It is used for Form validation.

Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"maxLength" : int 30
}
}
minlength

Type-The value of this keyword is an Integer.
Description-The minLength keyword specifies minimum number of characters allowed for the field.

Possible Values-nonNegative integers.

Minimum Length Example

minLength is applicable only for string type fields. It is used for Form validation.

Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"mnLength" : int 2
}
}
maximum

Type-The value of this keyword is an Integer.
Description-The maximum keyword specifies maximum value allowed for the field.

Possible Values-nonNegative integers.

Maximum Example

Maximum is applicable only for integer and number type fields. It is used for Form validation.

Schema
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{ 1item

"count" : { 2 itens
"type" : string "nunber"
"maxi munt' : int 100
}
}
minimum

Type-The value of this keyword is an Integer.
Description-The minimum keyword specifies minimum value allowed for the field.

Possible Values-nonNegative integers.

Minimum Example

Minimum is applicable only for integer and number type fields. It is used for Form validation.

Schema
{ 1litem
"count" : { 2 itens
"type" : string "nunber”
"mnimun : int 1
}
}
Ihv_clearable

Type-The value of this keyword is a Boolean.
Description-The Ihv_clearable keyword is used to specify whether the select component is clearable or not.

Possible Values-TRUE, FALSE.

Clearable Example

If the value is set to true then the selected option can be cleared.

Schema
{ 1item
"category" : { 4 itens
"type" : string "string"
"l hv_cl earabl e" : bool true
"conponent” : string "select"
"options" : { 1 item
0: { 2itens
"label" : string "cisco"
"val ue" : string "cisco"
}
]
}
}
Ihv_inline

Type-The value of this keyword is a Boolean.
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Description-The Ihv_inline keyword is used to render title and component in same line.

Ihv_inlineToNext
Type-The value of this keyword is a Boolean.
Description-The Ihv_inlineToNext keyword is used to render multiple fields in same line.

Possible Values-TRUE, FALSE.

Inline To Next Example

Ihv_inlineToNext is used to render multiple form fields in single line.

Schema
{ 1item
"display_name" : { 2 itens
"type" : string "string"
"l hv_inlineToNext" : bool true
}
}

Ihv_inlinehideTitle

Type-The value of this keyword is a Boolean.
Description-The Ihv_hideTitle keyword specifies to hide the title for the Ul field.
Possible Values-TRUE, FALSE.
Hide Title Example
Ihv_hideTitle is used to hide title for the respective field in UI.
Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"l hv_hideTitle" : bool true

}
}

Ihv_placeholder
Type-The value of this keyword is a String.

Description-The Ihv_placeholder keyword specifies placeholder text for the Ul field.

Placeholder Example

Ihv_placeholder specifies a short hint that describes the expected value of an input field.

Schema
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{ 1item
"display_name" : { 2 itens

"type" : string "string"
"1 hv_pl acehol der" : string "Display Nane"

1 The placeholder attribute works with the following input types: text, search, url, tel, email, and password.

Ihv_section
Type-The value of this keyword is a String.

Description-The lhv_section keyword specifies the section to which Ul field belongs to.

Section Example

lhv_section is used to group common behavior fields.

Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"l hv_section" : string "Variable"
}
}

1 IfInv_section keyword is not specified in schema then by default Longhorn Ul add the field to General section.

Ihv_width

Type-The value of this keyword is a String.

Description-The lhv_width keyword specifies the width of Ul field.
Width Example
Ihv_width is used to configure width of the field.
Schema
{ 1litem
"display_name" : { 2 itens

"type" : string "string"
"l'hv_wi dth" : string "mediunt

}
}
1 xsmall will be of 32px, small will be of 128px, medium will be of 160px, large will be of 256px and extraLarge will be of 400px.
Ihv_mindate
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Type-The value of this keyword is a String.
Description-The Ihv_minDate keyword specifies the minimum Date for Calendar component. The value should be in ISO string format.

PossibleValues-2018-08-10T12:00:00.000Z

Minimum Date Example

It is used to configure calendar component.

Schema
{ 1litem
"start_date" : { 3 itens
"type" : string "string"
"conponent" : string "cal endar"
“I'hv_m nDate" : string "2018-08-10T12: 00: 00. 000Z"
}
}
1 Applicable only for calendar component.
Ihv_maxdate

Type-The value of this keyword is a String.
Description-The Ihv_maxDate keyword specifies the maximum Date for the Calendar component. The value shoudld be in ISO string format.

PossibleValues-2019-05-19T12:00:00.000Z

Maximum Date Example

It is used to configure calendar component.

Schema
{ 1item
"start_date" : { 3 itens
"type" : string "string"
"conponent" : string "cal endar”
"l hv_maxDate" : string "2019-05-19T12: 00: 00. 000Z"
}
}
1 Applicable only for calendar component.
Ihv_position

Type-The value of this keyword is a Integer.
Description-The lhv_position keyword specifies the position of Ul field in the form.

PossibleValues-nonNegative integers.

Ihv_maxfiles

Type-The value of this keyword is an Integer.

Description-The Ihv_maxFiles keyword specifies maximum number of files a user can upload using uploadfile component.
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PossibleValues-nonNegative integers.

Maximum Files Example

It is used to configure uploadfile component.
Schema

{ 1item
"key" : { 3 itens
"type" : string "string"
"conponent"” : string "uploadfile"
"l hv_maxfiles" : string "int 1"
}
}

1 Applicable only for uploadfile component.

Ihv_maxFileSize

Type-The value of this keyword is an Integer.
Description-The Ihv_maxFileSize keyword specifies the maximum file size in bytes.

PossibleValues-nonNegative integers.

Maximum File Size Example

It is used to configure uploadfile component.

Schema

{ 1litem
"key" : { 3 itens
"type" : string "string"

"conmponent” : string "uploadfile"
"l hv_maxFi |l eSi ze" : int 10000

}
}

1 Applicable only for uploadfile component.

Ihv_minFileSize
Type-The value of this keyword is an Integer.
Description-The lhv_minFileSize keyword specifies the minimum file size in bytes.

PossibleValues-nonNegative integers.

Minimum File Size Example

It is used to configure uploadfile component.

Schema
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{ 1item

"key" : { 3 itens
"type" : string "string"

"conponent” : string "uploadfile"
"l hv_m nFil eSi ze" : int 10000
}
}
1 Applicable only for uploadfile component.
Ihv_options

Type-The value of this keyword is an Array.
Description-The lhv_options keyword specifies the list of options for the select component.

PossibleValues-array of objects with label value attributes.
Options Example
It is used to configure select component.
Schema
{ 1litem

"Category" : { 3 itens
"type" : string "string"

"conponent” : string "select"
"l hv_options" : [ 2 itens
0: { 2itens
"label" : string "G sco"
"val ue" : string "cisco"
}
1: {2itens
"label" : string "Anmazon"
"val ue" : string "amazon"
}
]
}
}
Payload
{ 1item
"category" : string "cisco"
}

1 Applicable only for select component.

Ihv_editorTypes
Type-The value of this keyword is an Array.
Description-The lhv_editorTypes keyword used to specify the types supported by editor component.

PossibleValues-json, xml, and html.
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Editor Types Example

It is used to configure editor component.
Schema

{ 1item

"Category" : { 3 itens
"type" : string "string"
"conponent" : string "editor"
"l hv_editorTypes" : [ 2 itens
0 : string "json"
1: string "xm"

}
}
Payload
{ 1litem
"response"” : { 1l item
"description : string "hello Longhorn user"
}
}

1 Applicable only for editor component.

Ihv_optionsDynamicRef
Type-The value of this keyword is an Object.

Description-The lhv_optionsDynamicRef keyword specifies the properties and information needed to generate options asynchronously.

Options Dynamic Reference Example

It is used to configure select component asynchronously.

Schema
{ 1litem
"swager _url" : { 3 itens
"type" : string "string"
"conponent” : string "select"
"l hv_optionsDynam cRef" : { 4 itens
"endpoint" : string "invoke_adapter"
"val uekey" : string "id"
"| abel key" : string "nane"
"payload" : { 1 item
"properties" : { 1 item
"api _nmethod" : string "web-service.swagger_verify_request"
}
}
}
}
}
Payload
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{ 1item
"swager_url" : { O itens

}
}

1 Applicable only for select component.

Ihv_filterBy

Type-The value of this keyword is an Object.
Description-The Ihv_filterBy keyword specifies dynamic filter attributes to filter options.

Possible Values-Its an object type with filterkey and filterValue
FilterBy with static filterValue Example
It is used to configure select component.
Schema
{ 1litem

"target_id" : { 4 itens
"type" : string "string"

"conponent" : string "select"
"l hv_optionsDynamicRef" : { 1 item
"endpoint" : string "targets”

"lhv_filterBy" : { 2 itens
"filterkey" : string "type"
"filterValue" : string "target.neraki"

1 Applicable only for asynchronous select component.

FilterBy with dynamic filterValue Example

It is used to configure select component.
Schema
{ 1item

"target_id" : { 4 itens
"type" : string "string"

"conponent" : string "select"
"l hv_optionsDynamicRef" : { 1 item
"endpoint" : string "targets"

}

"lhv_filterBy" : { 2 itens
"filterkey" : string "type"
"filterValue" : string "$schemn.access_neta.targets[].type$"
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1 filterValue can be a defined dynamically to get the value from same schema properties or accessMeta info. In Below sample schema, filterValue
instructs the Ul component to filter the target list based on current schema accessMeta targets type.

Ihv_invisible
Type-The value of this keyword is a String.
Description-The lhv_invisible keyword specifies whether to hide the Ul field from formOnly or formAndData.

Possible Values-formAndData, formOnly.

formAndData Example

It will hide the field from form and data.

Schema
{ 1litem
"properties" : { 1l item
"no_runtinme_user" : { 4 itens
"type" : string "bool ean"
"conponent” : string "checkbox"
"default" : bool true
"l hv_invisible" : string "formAndDat a"
}
}
}
Payload
{ 1item
"properties" : { O itens
}
}

formOnly Example

It will hide the field from form only, but keeps its value in payload.

Schema
{ 1item
"properties" : { 1l item
"no_runtine_user" : { 4 itens
"type" : string "bool ean”
"conponent” : string "checkbox"
"default" : bool true
"l'hv_invisible" : string "formAndDat a"
}
}
}
Payload
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{ 1item

"properties" : { 1 item
"no_runtinme_user" : bool true

}
}

Ihv_renderAs

Type-The value of this keyword is a String.
Description-The lhv_renderAs keyword specifies to render field value as plain text or link or as count in ListWithModal component.

PossibleValues-data, link, and count.

RenderAs Example

It is used to configure cell values in ListWithModal component. Each cell value can be render as normal data(text) or as a link to edit the row or as a count.

Schema
{ 1item
"properties" : { 1l item
"queries" : { 4 itens
"type" : string "array"
"title" : string "Json Queries"
"conmponent” : string "listw thnmodal"
"items" : { 2 itens
"type" : string "object"
"properties" : { 3 itens
"query_nanme" : { 3 itens
"type" : string "string"
"title" : string "Query Name"
"l hv_render As" : string "link"
}
"query_type" : { 3 itens
"type" : string "string"
"title" : string "Data Type"
"l hv_render As" : string "data"
}
"options" : { 4 itens
"type" : string "array"
"conponent” : string "dynamclist"
"l hv_renderAs" : string "count"
"items" : { 2 itens
"type" : string "object”
"properties" : { 2 itens
"key" @ { 1litem
"type" : string "string"
}
"value" : { 1 item
"type" : string"string"
}
}
}
}
}
}
}
}
}

1 Applicable only for listwithmodal component
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Ihv_multiSelect

Type-The value of this keyword is a Boolean.
Description-The Ihv_multiSelect keyword specifies to render drop down as a multiselect.

PossibleValues-TRUE, FALSE.

Multi Select Example

It is use to configure select dropdown to enable multiple selection.

Schema
{ 1item
"categories" : { 4 itens
"type" : string "array"
"conponent" : string "select"
"l hv_mul ti Sel ect" : bool true
"l hv_options" : [ 2 itens
0: { 2itens
"label" : string "G sco"
"val ue" : string "cisco"
}
1: {2itens
"label" : string "Anazon"
"val ue" : string "amazon"
}
]
}
}

1 Applicable only for select component.

Ihv_subTitle

Type-The value of this keyword is an String.

Description-The Ihv_subTitle keyword specifies subtitle for the picker component.

Sub Title Example

Ihv_subTitle keyword is used to configure number or picker components.

Schema

{ 1item
"interval _hours" : { 3 itens
"type" : string "integer"
"conponent" : string "picker"

"l hv_subTitle" : string "HRS"
}
}

1 Applicable only for number/integer and picker component.

Ihv_subTitlePosition

Type-The value of this keyword is a String.

Description-The lhv_subTitlePosition keyword specifies position of subtitle in picker component.
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Possible Values-right and left.

Sub Title Position Example

Ihv_subTitlePosition keyword is used to configure number or picker components.

Schema

{ 1item
"interval _hours" : { 4 itens
"type" : string "integer"
"conponent” : string "picker"

"l hv_subTitle" : string "HRS"
"l hv_subTitl ePosition" : string "right"

Applicable only for number/integer and picker component.

Ihv_disabled

Type-The value of this keyword is a Boolean.
Description-The lhv_disabled keyword used to disabled the field.

Possible Values-TRUE and FALSE.

Disabled Example

Ihv_disabled keyword is used to disabled Ul field.

Schema
{ 1litem
"display_name" : { 2 itens
"type" : string "string"
"l hv_di sabl ed" : bool true
}
}

1 Applicable to all Ul fields.

Ihv_variable
Type-The value of this keyword is a String.
Description-The lhv_variable keyword specifies that a field is variable reference-able.

Possible Values-onlyVariable, onlyVariables, and variableAndinput.

Only Variable Example

If a field has Ihv_variable set to onlyVariable then Longhorn Ul will allow user to refer only single variable and restrict the user from inputting any plain text.

Schema
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{ 1item

"subject" : { 2 itens
"type" : string "string"
"l hv_variable" : string "onlyVariable"

}
}

1 Applicable only for primitive type fields.

Only VariablesExample

If a field has lhv_variable set to onlyVariable then Longhorn Ul will allow user to refer multiple variable and restrict the user from inputting any plain text.

Schema
{ 1litem
"subject" : { 2 itens
"type" : string "string"
"l hv_variable" : string "onlyVariabl es"
}
}

1 Applicable only for primitive type fields.

Variable and Input Example

If a field has lhv_variable set to variableAndInput then Longhorn Ul will allow user to refer variables and input any plain text.

Schema
{ 1litem
"subject" : { 2 itens
"type" : string "string"
"l hv_variable" : string "variabl eAndl nput™
}
}

1 Applicable only for primitive type fields.

lhv_varTypeAnyOf
Type-The value of this keyword is an Array.
Description-The Ihv_varTypeAnyOf keyword specifies types of variable a field can accept.

Possible Values-string, number, integer, boolean, secure_string, array, and table.

Variable Type Any Of Example

In below schema subject field can refer string, number, integer, secure_string type variables.

Schema
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{ 1item
"subject" : { 3 itens
"type" : string "string"
"l hv_variable" : string "Variabl eAndl nput"
"l hv_var TypeAnyOx" : [ 5 itens

0 : string "string"

1 : string "nunber”

2 : string "bool ean"

3 : string "integer"

4 : string "secure_string"

]
}
}

1 Appliable only for primitive type fields.

Ihv_help
Type-The value of this keyword is a String.

Description-The Ihv_help keyword specifies additional information related to Ul field.

Ihv_table

Type-The value of this keyword is a Boolean.

Description-The Ihv_table keyword specifies outout variable is of type table.

Ihv_accessColumnsFrom
Type-The value of this keyword is a String.

Description-The lhv_accessColumnsFrom keyword specifies the field name from which Ul field should get the columns from.

Ihv_margin
Type-The value of this keyword is a String.

Description-The Ihv_margin keyword specifies the margin for the Ul field.

Ihv_pattern

Type-The value of this keyword is a String.

Description-The Ihv_pattern keyword specifies the pattern name for the field, against which field value will get validated.

Ihv_trimWhiteSpaces
Type-The value of this keyword is a String.
Description-The lhv_trimWhiteSpaces keyword specifies the position from which blank spaces should be trimmed.

integer
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Sample Schema

Sample Schema

This page displays the sample schema, to be used for reference only:

"schenma_type": "nmeta",
"nane": "l hdata",
"title": "LHData",
"description": "Longhorn Data Meta Schema",

"base_type": "neta",
"“type": "nmeta.lhdata",
"version": "1.0.0",

"meta_schema": {
"$schemmn": "http://cisco.conll|hdata-01/schema#",
"$id": "http://cisco.con|hdata-01/schema#",
"title": "Longhorn data meta-schena",
"definitions": {
"schemaArray": {
"type": "array",
"mnltens": 1,
"itens": {
"$reft: "#"
}
b
"nonNegati vel nteger": {
"type": "integer",
"mnimunt': 0
H
"nonNegati vel nt eger Defaul t0": {
"alloF": [{
“$ref": "#/ definitions/nonNegativel nteger

h
{

}

"default": 0

]
H
"sinpl eTypes": {
"enunt: [
"array",
"bool ean",
"integer",
"nul ",
"nunber",
"object",
"string"
]
b
"stringArray": {
"type": "array",
"items": {
"type": "string"

I
"uni queltens": true,
"default": []

}
H
"type": ["object", "boolean"],
"properties": {

"$id: {
"type": "string",
"format": "uri-reference"
H

"$schema": {
"type": "string",
"format": "uri"

b
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"$ref": {
"type": "string",
"format": "uri-reference"
b
"$coment": {
"type": "string"
b
"title": {
"type": "string"
H
"description": {
"type": "string"

I
"default": true,
"readOnly": {

"type": "bool ean",

"default": false

H

"exanpl es": {
"type": "array",
"itens": true

I

"mul tipled": {
"type": "nunber",
"excl usi veM ni munt': 0

H

"maxi munt': {
"type": "nunber"

I

"excl usi veMaxi munt': {
"type": "nunber"

I

"moni munt': {
"type": "nunber"

b,

"excl usiveM ni munt: {
"type": "nunber"

b
"maxLength": {
“$ref": "#/ definitions/nonNegativelnteger"
},
"m nLength": {
"$ref": "#/definitions/nonNegativel nteger Defaul t 0"
H
"pattern": {
"type": "string",
"format": "regex"
b
"additional Items": {
“$reft: #t
b
"itens": {
"anyOof " [{
"$refr: "#"
b
{
"$ref": "#/ definitions/schemaArray"
}
I
"default": true
b
"maxltens": {
"$ref": "#/definitions/nonNegativelnteger"
b

"mnltens": {
"$ref": "#/ definitions/nonNegativel ntegerDefault0"

b

"uni quel tems": {
"type": "bool ean",
"default": fal se

b
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"contains": {

"$ref": "#"
b
"maxProperties": {
“$ref": "#/ definitions/nonNegativelnteger"”
}
"m nProperties": {
"$ref": "#/definitions/nonNegativel ntegerDefaul t 0"
.
"required": {
"$ref": "#/definitions/stringArray"”
b
“addi tional Properties": { "$ref": "#" },

"definitions": {
"type": "object",
"additional Properties": {
"$reft: "#"
}
"default": {}
b
"properties": {
"type": "object",
"additional Properties": {
"$ref": "#"
I
"default": {}
b
"patternProperties": {
"type": "object",
"addi tional Properties": {

“$refr: "#"
b
"propertyNames": {
"format": "regex"
b
"default": {}

b

"dependenci es": {
"type": "object",
"additional Properties": {

"anyOof " [{
“$reft: #t
b
{
“$ref": "#/definitions/stringArray"”
}
]
}
},
"propertyNanmes": {
"$ref": "#"
H
"const": true,
"enunt': {
"type": "array",
"items": true,
"mnltens": 1,
"uni queltens": true
b
"type': {
"anyOof " [{
"$ref": "#/definitions/sinpleTypes"
H
{
“type": "array",
"itens": {
"$ref": "#/definitions/sinpleTypes"
H
"mnltens": 1,
"uniqueltems": true
}
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]

"string"

aType": {
"string"

"content Encodi ng": {

"string"

" g

"y

"y

"#/ definitions/schenaArray"

"#/ definitions/schenaArray"

"#/ definitions/schemaArray"

" g

{

"bool ean",
": fal se

"bool ean",

"default": false

{

"bool ean"

"string",
"xm ", "json"]
{
"bool ean",

"default": false

H

"format": {
"type":

I

"cont ent Medi
"type":

I
"type":

I

"ifr {
"$ref":

}

"then": {
"$ref":

.

"el se": {
"$ref":

b

"allOF " {
"$ref":

H

"anyOof " {
"$ref":

H

"oneOf": {
"Sref":

I

"not": {
"Sref":

I

"reference":
"type":
"defaul t

H

"l hd_reference": {
"type":

I

"l hd_t abl e":
"type":

b,

"1 hd_dat aFormat": {
"type":
"enum':

H

"l hd_secret"
"type":

}

b

"default": true
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JSON Standard Keywords
JSON Standard Keywords

The following are the list of JSON standard keywords used by Action Orchestrator:

title

type

description
default

readOnly
examples
multipleOf
maximum
exclusiveMaximum
minimum
exclusiveMinimum
maxLength
minLength
pattern

items

maxitems
minltems
uniqueltems
contains
maxProperties
minProperties
required
properties

enum

format
contentMediaType
contentEncoding
if

then

else

allof

anyOf

oneOf

not

For more information, see this external page onJSON Schema Validation.
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Action Orchestrator API
Action Orchestrator API

API Overview

API Authentication

API Key

Base URI Format

HTTP Status Codes

CSRF Token Protection

API Permissions

Synchronous and Asynchronous Calls
Action Orchestrator Calls 5.2.0
Import/Export API Calls 5.2.0
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APl Overview

CloudCenter Suite APl Overview

Overview

CloudCenter Suite API Version

Date Format

HTTPS Request Methods

Response Schema

Resource URL and ID

Pagination
® Pagination Request Attributes
® Pagination Response Attributes

Sorting

Searching

HTTP Location URL

Who Can Use CloudCenter SuiteAPIs?

Overview

The payloads for the CloudCenter Suite APIs are visible in the APl documentation section for each module.

CloudCenter Suite API Version

CloudCenter Suite APIs provide support for theCloudCenter Suite modules: Suite Admin API, Workload Manager API, Action Orchestrator API, and Cost
Optimizer API.

The User, Groups, and Tenant APIs are part of the Suite Admin and each API using these services have an additional prefix in the URI. The payloads for
the CloudCenter Suite APIs are visible the APl documentation section for each module.

The v2 APIs, where available, provide structured responses with minimum details and provides links for nested resources as well as improved search, sort,
and pagination filters.

Date Format

The CloudCenter Suite API date and time values are formatted inUnix timeto the millisecond level.The APIs are agnostic to dates and time zones.

HTTPS Request Methods

CloudCenter Suite APIs support the following request methods:

GET: To query or view the server information based on a CloudCenter Suite deployment
PUT: To replace the entire object for update operations

POST: To perform a CloudCenter Suitetask or creating the resource

DELETE: To remove specific aspects of the CloudCenter Suite deployment

Response Schema

CloudCenter APIs issue responses for all APIs using both JISON and XML formats. You can set the response format by sending the appropriate Content-
Type request headers:

® JSON (Default)

Content - Type: application/json Accept: application/json

* XML

Cont ent - Type: application/xm Accept: application/xm

® CSV (Only for Reports)
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@ The CSV format only applies to report-based APIs

Content - Type: application/csv Accept: text/csv

Resource URL and ID

For each API request, you see two common attributes displayed in the API response:

"resource": "https:ffiHDSTb:{PORT}fvlfusersf",I
"size": 12,
.pageNumber”: 0,

"totalElements": 12,

sEEEsmEEgusmEEERsRERpREES

"totafPages 1 1,

® TheresourceURL: A unique URL that provides access to the requestedCloudCenter Suite Resource.
® The POST and PUT API calls additionally provide anidattribute for each newCloudCenter Suite Resource.

Pagination
The pagination information differs based on the API version:

® v1 APIs: The GET (view or list) APIs support pagination by default. CloudCenter Suite APIs use the following attributes to provide paginated
results:

"resource”: f<HOST>:1<PORT>/v1/users/",

® v2 APIs: Requires thepageandsizeattributes for any request. The default size for v2 APIs now list 50 records by default.

Pagination Request Attributes
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page
® Description:The total number of pages in for the API listing.

Default = 0
Ifsize=0, then thepagevalue is ignored.
If not specified (page=0&size=20), the defaultsize(default = 20) value displays the first 20 elements, which is equal to one page

L[]
L[]
[ ]
® |f you specify both the page and the size values, the following applies:

If you specify... ..then
size=21 Elements numbered 21 - 40 entities are displayed, which is equal to 2 pages
page=0 The first set of 20 elements in the list, elements 1 to 20 are displayed

(or not specified)
page=1 The second set of 20 elements in the list, elements 21 to 40 are displayed

page=2 The third set of 20 elements in the list (the third page).

@ if the page does not have more than 10 elements, then only those 10 elements are displayed.

page=1&&size=10 A set of 10 elements, Elements 11 to 20 are displayed
page=1&&size=20 A set of 20 elements, Elements 21 to 40 are displayed

page=2&&size=10 A set of 10 elements, Elements 21 to 30 are displayed
® Type: Integer

size
® Description: Total number of records that any list page should contain.The default is:

® vl APIs = 20records
® v2 APIs = 50 records
* Type: Integer

Pagination Response Attributes

®* vl APIs:
pageResource
® Description: Identifies the pagination information for each resource
® Type: Sequence of attributes for v1 APIs

size (see above)

pageNumber
® Description: The page number that the client wants to fetch. Page numbers start with 0 (default).
* Type: Integer

totalElements
® Description: The number resources that an API call returns
* Type: Long

totalPages
® Description: The number of pages in a response
® Type: Integer

® v2 APIs:
pageResource
® Description: Identifies the pagination information for each resource
® Type: Sequence of attributes for v2 APIs

resource
® Description: Unique URL to access this resource.
® Type:String

size (see above)
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pageNumber
® Description: The page number that the client wants to fetch. Page numbers start with 0 (default).

* Type: Integer

totalPages
® Description: The number of pages in a response
® Type: Integer

jobs
® Description: Array of JSON objects that usejobsas the key.
® Type: Array of JSON objects

previousPage
® Description: A resource link to the previous page.
® Type: URI as a string

nextPage
® Description: A resource link to the following page.
® Type: URI as a string

lastPage
® Description: A resource link to the last page.
® Type: URI as a string

Sorting

® v1 APIs: All list APIs support sorting by default and use the query-string parameters to provide sorted results with a comma-separated set of
property names.

® Sorting Order:

® Ascending order: Default when you specify the property.
® Descending order: Append a dastho the property.
® Example:

® sort=id,name:Sort by ID property in ascending order and then sort by name property in ascending order.
® sort=id,name-,description: Sort by ID property in ascending order, then sort by name property in descending order, and finally
sort by description in ascending order.
® Property name validation: Property names in sort parameters are validated. For example, APIs that return a list of users can sort only on
properties exposed by the user object as sortable.
® The following example displays the use of sorting and pagination attributes in the same API request.

eurl -k =X SET -H “Accepz: |-

T =H applicacion/iaen
detailstrosipageslisires3liasr tefiratiasg

* GET J/vifuseraldetallstrusipage=lisize=J0esort=firatians 1777 1.0
3 : 1 T E] .

Rl Rk REARR

® v2 APIs: Requires thesortattributes for any request.

sort
® Description: Sorts API responses based on the format specified.
® Type: String

® Sorting order:

® Ascending order = ASC
® Descending order = DESC
Default: Sort criteria is based onstartTimeand DESC order.
Format: sort=[attribute,order]
Example: [endTime,ASC]
Sorting attributes:

id
® Description:Unique,system-generatedidentifier for this resource.
® Type: String
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status
® Description:Status of the operation. SeetheAPIs for the relevant module to view a list of all job operations.
® Type: Enumeration

Enumeration Description

SUBMITTED The operation has been submitted

RUNNING The operation is currently in progress
SUCCESS The operation succeeded
FAIL The operation failed

startTime/endTime
® Description: Start/Endtime for this resource.Unix epoch time in milliseconds.
®* Type:
* vl APIs = Long
® v2 APIs = Epoch time as a String

totalCost
® Description: Identifies the total cost per hour of the job for billing purposes. See theCost Optimizer APIssection to view
additional details.
®* Type: Float

nodeHours
® Description: The number of VM hoursfor this resource. See theCost Optimizer APIssection to view additional details.
®* Type: Float

name
® Description:The name assigned for thisCloudCenter Suite Resource.Valid characters are letters, numbers,
underscores, and spaces.
® Type: String

deploymentEntity.name
® Description: Identifies evolving resource details about the deployment. The deploymentEntity attribute uses thedeploym
entEntity.nameformat, where.nameisa searchvalue for deploymentEntity and deploymentEntity itself is a JSON object.

@ Instead of placing the deployment name at the top level search and adding numerous query parameters, this
format allows for nested search results. The top level name is the job name and deploymentEntity.name is
the deployment name.

® Type: JSON objects
favoriteCreationTime
® Description: If the job was configured as a favorite job, then this attribute identifies the time when this configuration

took place. SeetheFavorite Deploymentssection for the relevant release for additional context.
® Type: Epoch time as a String

Searching
This attribute is only available for v2 APlIs.
search
® Description: Searches API responses based on the format specified.
® Type: String
® Format:search=[field, searchType,SearchExpressionl,SearchExpression2]
® Example: search =[startTime, gt, 01/01/2016]
® Search Expressions:

® pattern: Provide a pattern using the format provided in thesearchTypestable below.
® searchTypes

searchType Format

eq ==
ne 1=
el LIKE pattern%
fl LIKE %pattern
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eln NOT LIKE pattern%

fln NOT LIKE %pattern

fle LIKE %pattern%"

gt > searchValue

It < searchValue

ge >= searchValue

le <= searchValue

gtlt >searchValue &&searchValue
gtelt >=searchValue && <searchValue
gtite >searchValue && <=searchValue
gtelte >=searchValue && <=searchValue
emp Empty string

noemp Not Empty string

nu Null value

nn Not Null Value

® searchValue:

searchValue SearchType Availability
id eq
startTime eq, nu, gtlt
endTime eq, nu, nn, gtlt
totalCost eq, ot, ge, le, gtlt, gtlte, gtelte, gtelt

favoriteCreationTime eq, nu, ,nn gtlt

jobStatusMessage el, eln, fl, fn, fle, nn, emp, noemp
nodeHours eq, ot, ge, le, gtlt, gtlte, gtelte, gtelt
name eq, nn, eln, fle, fln, el, emp, noemp, fl
description eq, nn, eln, fle, fin, el, emp, noemp, fl

deploymentEntity.name = eq, nn, eln, fle, fin, el, emp, noemp, fl

ownerEmailAddress eq
cloudFamily eq, nu
status eq, nu

HTTP Location URL

The HTTP Status code and the Location URL (highlighted in blue in the following example) is provided in the Response Header when CreateresourceAPI
calls are successful:
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n:D3IDDEFTAT74EGB268 https://test.cligr.com/vl/users -d '{
tName": "User 02",
"lastName™: "Cligr”,

"password”: "gligr”

r
"emaildddr": "user.028cligr.com”,

"E&ﬁ;;gfﬁgme"z "Cligr, Inc",
"phonefumber”: "14085467899",
"externalld": "',

"tenantId”: 1

e

POST /vl/users HTTPE/1.1

Authorization: Basic Y2xpcXJhZGlpbipEMORENKY3IODCORTEZCMIEC
User-agent: curl/7.37.1

Host: test.cligr.com

Content=Length: 217

HTTP/1.1 201 Created

Server: Apache-Coyote/l.1

Set-Cookie: JEESSIDNID=OEEEZZ?543C66D55206449582091C28h; Path=/; Secure; HttpOnly
t: true

ns: SAMEORIGIN

Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Cache-Control: no-cache

Cache-Control: no-store

Location: hetps://test.cligr.com/vl/users/12

Transfer-Encoding: chunked
Vary: Accept-Encoding
Date: Fri, 07 Aug 2015 20:59:18 GMT

ACAA AR A A A A A A A A ANV WYY YWY

Who Can Use CloudCenter SuiteAPIs?

Both admins and users can use CloudCenter Suite REST APIs.

Your login credentials determine if you are an admin (platform (root), tenant admin, or co-admin) or a user. If you do not have the requiredPermission
Controllevel to access anyresource,you receive the HTTP 403 status error mentioned in theHTTP Status Codessection.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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APl Authentication

API Authentication

Overview

Authentication Format in CURL Requests
Successful Authentication

Session Timeout Length

Overview
CloudCenter Suite APIs require the following authentication details for each API call:
® Username

® APlaccess key

1 The authentication HTTP header is not required when making standalone REST API calls using the username/API Key credentials.

Authentication Format in CURL Requests

Standalone CURL Request Example:

curl -H "Accept:application/json" -H "Content-Type: application/json" -u witer: BED74FADOBFEODAO - X CET
https:// <HOST>: <PORT>/ v1/ users/ 27

In this CURL request example:

® writerlis theusername
® BED74F4D9BFEODAOIs the APlaccessKey

Yourtenant administratorcan retrieve the username and API access key from the Ul. SeeAPI Key for additional details.

Successful Authentication

On successful authentication, CloudCenter Suite sends a browser cookie to maintain the authentication session. The cookie forwards the information to
the server for each API call so you do not need to authenticate each time you make an API call. If you do not want to maintain cookies in your browser,
you can send the authentication information for each API request. Once authenticated, you can begin making API calls.

Session Timeout Length

The CloudCenter Suite authentication session times out after 15 minutes. If you use a REST client to make API calls by authenticating through the Ul's,
this session timeout applies to the REST client as well.

However, if you add and save the REST client authentication headers or if you issue CURL commands with the authentication details, you can circumvent
the session timeout restriction.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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APl Key

Generate API Key

® Overview

® Ul Process to Generate Your Own API Key

® Ul Process to Generate API Key for Another User
® API Process to Generate a New API Key

Overview

You need anAPI keyto use CloudCenter Suite APIs. Suite administrators or tenant administrator (for their respective tenants) can generate/regenerate an
API keyby using the Suite Admin Ul or theuser_api_keyAPI call.

Ul Process to Generate Your Own API Key

To generate the API key from the Ul for yourself, follow this procedure:
1. Navigate to the Suite Admin Dashboard and click youraccount profile dropdown.

2. Click the Generate API Keylink to generate a new API key.
3. Click Yes to replace the API key. You can now use this key to make REST API calls as listed in the Usage Example in the following screenshot.

API Key Information ¥

USER ACCOUNT NUMBER

32768

API KEY

n -d538-4307-be79-e 6

Usage Example - curl -v -X -GET -u 1/ -d538-4307-be79-e 6-H
"Content-Type: application/json" "https://ciscocloudcentersuite/suite-
idm/api/fv1/currentUser/userinfo.”

Ul Process to Generate APl Key for Another User

To generate the API key from the Ul for another user, follow this procedure:

1. Navigate to theSuite Admin Dashboard> Users.
2. Search for the required user and selectGenerate API Keyfrom the Actions dropdown for this user as displayed in the following screenshot.

el Suite Admin & W i @ Welcome FNU v

T Q [ newusee

JSERNAME ROUPS PDATED ACTION:

Suite Admin

1MORE 21hoursago

sl
1MORE 21 hours ago

Petclinic Administrators 18 hours ago

Tenant Administrators 18 hours ago

Policy +

©2019 CiscoSystems » Docs » Termsof Service » Privac

3. Click theGenerate API Keylink to generate a new API key.This user can now make REST API calls using new API key.

rademarks o Version: 5.00-RC2.0
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API Process to Generate a New API Key

To generate the API key using the Suite Admin API call, follow this procedure:
1. Issue thePassword Service API Calls >/api/v1l/users/{userld}/user_api_keyAP| POSTcall to generate/regenerate the API key for yourself or for

any other user.

POST https://host-port/suite-password/ api/vl/ users/ 1/ user_api _key

2. Retrieve theapiKeyfrom the response for this API.

{
"userld":1,
"api Key":"1....... -d538-4307-be79-e.......... 6",
"account Nunber": " 32768"

}

3. Use thisapiKeyto make REST API calls.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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Base URI Format

Base URI Format

Overview

Host Name

Port Usage

API Version
Parameters
Parameter Types

Overview

The base URI format is https:// <host>:<port>/

Host Name

The host is generally represented as <HOST> in all CloudCenter APIs. It represents the IP address or the DNS name.

The host differs based on your DNS or IP address and port usage.

Port Usage

The port is generally represented at <PORT> in all CloudCenter APIs. It represents the port used to connect to theCCO server for the API connection. The
<PORT> in the REST endpoint isoptional. You can decide if you want to use the port for each API call. All CloudCenter API requests and responses
display <PORT> in all examples.

curl -H "Accept:application/json" -H "Content-Type: application/json" -u \
cl oudcent er adm n: 40E45DBES7E35ECB - X CGET htt ps:// <HOST>: <PORT>/. ..

@ If you do not specify the port, then API requests default to Port 443 for a HTTPS connection when accessing CloudCenter Suite REST APIs.

API Version

The CloudCenter Suite 5.0.0 API version can be v1 or v2 as applicable. The version is identified for each API, where applicable.

Parameters

Parameters used to make the API call are displayed after the APIs and are called out after the description.

Parameter Types

Attribute Description

Type
String Any combination of characters. Maximum of 255 characters.
Integer A whole number value. Restricted to 32-bit values.
Long A whole number value. Restricted to 64-bit values.
Float A number with or without a decimal point. Displayed as a string in the response.
Boolean A logical true or false value. May be passed to API requests as true or false or 1 or 0.

Enumeration = A predefined list of values, for example STANDARD or TENANT describes the possible values for each type. Only listed values are
permitted, other values result in an error.

JSON A method to parse JavaScript Object Notation (JSON) and return the object value to which a specified name is mapped.
Object
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Name- A namevalue pair whereeach element is an attributevalue pair.

Value Pair
Array A sequential collection of like elements corresponding to the element's data type. The type of the array is determined by the types of the
elements (can be String, Integer, Name-Value Pair Type)
Perms List Lists the permissions for specific user if the user is logged in. An empty response is also indicative of the resource not being currently
supported.
Metadata Metadata information associated with the cloud provider.
Back to:
® Suite Admin API
® Workload Manager API
® Action Orchestrator API
L]

Cost Optimizer API
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HTTP Status Codes

HTTP Status Codes

CloudCenter APIs return one or more of the following HTTPS status codes for all (synchronous and asynchronous) API requests:

HTTP Status
Response Code
200 Success
201
202
204
30x Redirecti
on
400 Client
failure
401
403
404
500 Server
failure
Back to:
® Suite Admin API
® Workload Manager API
® Action Orchestrator API
L]

Cost Optimizer API

Description

Successful GET and PUT
Successful POST (when a resource is created)

Request accepted for a time-consuming task (asynchronous update and created requests). See Shared 5.1
Synchronous and Asynchronous APIs for more details

You can issue GET calls until the request completes.
Successful DELETE

Only displays if a client calls an API using HTTP instead of HTTPS

Validation error. This category has additional error codes in the response body for each API (as applicable).
Not authenticated

Forbidden. You do not have the required permission level to access the CloudCenter Resource

Resource not found

Server error: The server failed to respond to this request due to an internal error
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CSRF Token Protection

CSRF Token Protection

Overview

The 403 Forbidden Error for Some APIs
Setting the CSRF Token

Retrieving the CSRF Token

Using the CSRF Token

Overview

Cisco provides CSRF protection for all API calls. When an API call is made by you or the CloudCenter Suite, be aware that a CSRF token is required for
the following scenarios:

® |f the request method is POST, PUT, or DELETE
and
® [f the request Content-Type is not application/json

For example, the following functions require the CSRF token:
® Suite Admin Resource Management Service API Calls that use the following functions:

® Company logo upload
® User avatar upload
® Workload Manager API Calls that use the following functions

Application profiles

Logo upload

Services logo upload

Import applications

Cloud account management API calls

DELETE calls that change the database contents

The 403 Forbidden Error for Some APIs

If the CSRF token is missing or incorrect, you will see a 403 error due to the CSRF token protection.

If you see this error, you must first set the CSRF token in the request header for the affected API.

Setting the CSRF Token

To set a CSRF token, add X-CSRF-TOKEN to the header name (case sensitive, all uppercase).

Retrieving the CSRF Token

To obtain the CSRF token, follow this procedure.
1. You must first pass authentication. SeeAPI Authentication for details.

2. Once authenticated, use one of the following APIs to retrieve the CSRF token from the response body (csrfTokenattribute). See Authentication
Service API Calls for details.

a. Login API (/suite-auth/login)
b. Token Refresh API (/suite-auth/api/v1/token)
c. CSRF Token API (/suite-auth/api/vl/csrfToken)

Using the CSRF Token

See the following request for examples of using a CSRF Token.

Java Rest Client Example

WebResour ce. Bui | der buil der = webResour ce. t ype(Medi aType. APPLI CATI ON_JSON) . header (" X- CSRF- TOKEN', "<TOKEN>");
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Python Example

headers = {'content-type': 'application/json', 'X-CSRF-TCOKEN : '<TOKEN>'}

requests. del ete(url, headers = headers, verify=Fal se)
requests. post (url, json=jobJson, headers = headers, verify=Fal se)

Where <TOKEN> is retrieved as specified in the Retrieving the CSRF Token section above.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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APl Permissions

API Permissions Allowed Roles

Overview

Overview

Current User Permissions
Suite Level Permissions
Workload Manager Roles
Action Orchestrator Roles
Cost Optimizer Roles

Each API identifies the permissions and roles required to execute that API call. Permissions for each API are governed by Role Based Access Control
(RBAC) as explained inUnderstand Roles and user level as explained inUnderstand User Levels.

Current User Permissions

Users can find their permission level by executing theGET /suite-idm/api/v1/currentUser/userinfoAPI listed in thelDM Service API Calls > User Controller

section.

Suite Level Permissions

Based on the current user's permissions the Suite Admin APIs display enumerations for the Allowed Role(s) described in the following table.

Allowed Role(s)
Enumeration

SUITE_ADMIN

SUITE_TENANT_AD
MIN

SUITE_USER

SUITE_USER_ADMIN

SUITE_OUTOFBOX_
USER

SUITE_RESET_PAS
SWORD

Description

The initial administrator described in Initial Administrator Setup. This user can perform the following tasks:

® Module Lifecycle Management
® Manage Clusters

The tenant administrator set up as part of the root tenant configuration described in Manage Tenants. This user can perform
the following tasks:

® Manage sub-tenants
® Create, update, and delete sub-tenant users (including createTenantWithAdmin atomic operation)
® Tenant resource management including Email Settings, Branding Information, and so forth

Any user added to the CloudCenter Suite. A newly-added user can only view the Suite Admin Dashboard, if not assigned to a
group.

ASUITE_ADMINcan promote any SUITE_USER to the SuiteAdministratorgroup as described in Create and Assign Groups.
This user can perform the following tasks:

Manage users and groups

Create, update, delete users and groups
Assign roles to users and groups
Manage passwords for users

ASUITE_ADMINcan promote any SUITE_USER to be a SUITE_OUTOFBOX_USER, which basically implies that this user has
been added to one or more OOB Suite Admin Groups.

Users withSUITE_ADMINpermissions and/or SUITE_TENANT_ADMIN for this tenant as described in Create and Manage
Users > User Actions. This user can perform the following tasks:

Edit any user's profile by changing the first/middle/last name and email
Configure metadata details

Configure groups

Reset password

Disable a user

Workload Manager Roles
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SeeOOB Groups, Roles, and Permissions for details.

Action Orchestrator Roles

SeeAction Orchestrator Roles for details.

Cost Optimizer Roles

SeeAccess and Roles for details.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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Synchronous and Asynchronous Calls

Synchronous and Asynchronous Calls

® Overview
® Synchronous
® Asynchronous
® Call States
® QOperation ID Availability

Overview

CloudCenter Suite APIs support both synchronous and asynchronous calls. Some APIs return data in the response body and others will only return an
HTTP status. For example, CloudCenter DELETE calls return aStatus204 No Contentafter deleting theresourcein the background.

Synchronous

Synchronous APIs indicate that the program execution waits for a response to be returned by the API. The execution does not proceed until the call is
completed. The real state of the API request is available in the response.

Asynchronous

Asynchronous APIs do not wait for the API call to complete. Program execution continues, and until the call completes, you can issue GET requests to

review the state after the submission, during the execution, and after the call completion. Use theGet Operation StatusAPI to retrieve the status of an
asynchronous operation.

As asynchronous calls may take some time to complete, they returnHTTP Status Codesresponses containing information with anHTTP Status Code, which
allows you to retrieve the progress, status, response, and other information for the call.

After submitting an asynchronous API call:

1. Retrieve the resource URL from theHTTP Status Codes.

2. Use this location URL and query the system using GET calls. While the call is in progress and you issue the GET request, you get additional

details of the operation being performed. These details are only available while the operation is in various states of execution (RUNNING,
SUCCESS, FAILED).

3. When the asynchronous API call completes successfully, issue a GET request to view the SUCCESS state and theresourceURL for this operation.

Call States
In the following example of aCreate Cloud AccountAPI:

® The various states of execution (RUNNING, SUCCESS, FAILED) are highlighted in corresponding colors
® The first and last GET requests are in bold to show the sequence of events

Location: https://test.cligr.com/vl/operationStatus/f503c52a-d13b-4b62-840d-0faa22cchb78

[ "operationId": "f5

"status": " ", "mag": "Updating
Image permi

1438850245522, “additionalParameters™: null,
"operationH. ary" L1, " Results™: null, "rescurceUrl": "https://test.cligr.com/vl/
cperationStatus/f503c52a-d13b-4b62-840d8-0£2a22ccbb78" |}

curl 'https://test.cligr.com/vl/operationStatus/f503c52a-d13b-4b62-840d-0faa22ccbb78' -H 'Accept:

application/json’
[ "status®: " ", "msg": "Updating Image permissions...", "resource™: "https://
test.cligr.com", "additionalParameters": [] }

'/teat.cligr.com/vl/operationStatus/f503c52a-d13b-4b62-840d-0£faa22ccbb78' -H 'Accept:

[ "status®: " ", "msg": "Saving cloud account...", "rescurce": "https://test.cligr.com/
est.cligr.com/vl/operationStatus/f503c52a-d13b-4b62-840d-0faa22cchb78Y,
"additionalParameters": [ ]

curl 'ht.tpsLHtest.cliqr.cemfvlfoperationstatusffﬁo3052a—d13b—4b62—Biod—ﬁfaaﬂccbb‘?s' -H 'Accept:

[ "status": "SUCCESS", "msg": "Cloud Account is saved successfully.", "resource": "hitps://
test.cligr.com/https://test.cligr.com/vl/operationStatua/f503cE2a-d13b-4b62-840d-0faa22cchbb78",
"additionalParameters": [ ]

Operation ID Availability

Operation IDs (displayed below the Location URL in the above image) allow you to query the status of asynchronous APIs and are only available for a brief
period as identified in the following table:
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Operation ID Availability Description
5 minutes The Operation ID is available for five minutes if the operation completes (regardless of success or failure).

1 hour The Operation ID is available for one hour if the operation times out and does not complete.

Back to:

Suite Admin API
Workload Manager API
Action Orchestrator API
Cost Optimizer API
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Action Orchestrator Calls 5.2.0
Action Orchestrator API Calls for 5.2.0

Download the API Swagger file fromhttps://www.cisco.com/content/dam/en/us/td/docs/cloud-systems-management/cloudcenter-suite/Action-Orchestrator
/52_AO_Swagger.zip.

A0-5.2.0-console...er APlLjson.json
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Import/Export API Calls 5.2.0
Import/Export API Calls for Action Orchestrator 5.2.0

Download the API Swagger file fromhttps://www.cisco.com/content/dam/en/us/td/docs/cloud-systems-management/cloudcenter-suite/Action-Orchestrator

/52_AO_Swagger.zip.

AD-5.2.04mport...swaggerAFljson
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