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<tfroot>

*TransferTask: Apr 21 03:51:20.737:

Add ID Cert: Adding certificate & private key using password check123

*TransferTask: Apr 21 03:51:20.737:

Add Cert to ID Table: Adding certificate (nane: bsnSsl WebauthCert) to ID table using password check123

*TransferTask: Apr 21 03:51:20.737: Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
*TransferTask: Apr 21 03:51:20.737: Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
*TransferTask: Apr 21 03:51:20.737: Decode & Verify PEM Cert: Cert/Key Length 6276 & VERIFY
*TransferTask: Apr 21 03:51:20.741: Decode & Verify PEM Cert: X509 Cert Verification return code: 1
*TransferTask: Apr 21 03:51:20.741: Decode & Verify PEM Cert: X509 Cert Verification result text: ok
*TransferTask: Apr 21 03:51:20.741:

Add Cert to |ID Table: Decodi ng PEM encoded Private Key using password check123

*TransferTask: Apr 21 03:51:20.799:

Decode PEM Private Key: Error reading Private Key from PEM encoded PKCS12 bundl e usi ng password check12:


https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html

*TransferTask:
*TransferTask:
*TransferTask:

Apr 21 03:51:20.799: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
Apr 21 03:51:20.799: Add WebAuth Cert: Error adding ID cert

Apr 21 03:51:20.799:

RESULT_STRI NG Error

installing certificate.

IJed: olds oo 09, Idpé 1Ue,9) Iduoeses vese spdu J WLC B o)psjol JJoouse.
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<#root>

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21

04:
04:
04:
04:
04:
04:
04:

34:
34:
34:
34:
34:
34:
34:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:

Decode & Verify PEM Cert:

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr

21 04:
21 04:
21 04:
21 04:

34:43.321:

Error in X509 Cert Verification at O depth:

34:43.321:
34:43.321:
34:43.321:
34:43.321:

43.
43.
43.
43.
43.
43.
43.

319:
319:
319:
319:
319:
321:
321:

X509 Cert Verification result text:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4840 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

unabl e to get local issuer certificate

unabl e to get local issuer certifi

Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
Add WebAuth Cert: Error adding ID cert

RESULT_STRING: Error installing certificate.

IJed: [dezdd pu uoes 2dds pe)rd pelz Idpe)ze Issuer 9X509v3 Authority Key Identifier oy
ool WLC JJdwe vl pu uvolé CAlJos 99ew eds Idyuolss. I3l Jlue Juolsé CA ldgwslbs
09306 pu Swd CA spJdu luwwesleol Jdwe 8l pu lduogs. sldli lbdo IJubolsé |Js 1Jpsze

lJp050.

SpIdu luwegsle 1o, OpenSSL o3l JJozdd pu 030 IJeWluosd eds JJ uolss:

<#root>
>
openssl x509
wlc.crt

-text -noout

Certificate:
Data:

-in



Version: 3 (0x2)

Serial Number:
50:93:16:83:04:d5:6b:db:26:7c:3a:13:f3:95:32:7e
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Sub CA

Validity

Not Before: Apr 21 03:08:05 2020 GMT

Not After : Apr 21 03:08:05 2021 GMT

Subject: C=US, O=TAC Lab, CN=guest.wirelesslab.local

X509v3 extensions:

X509v3 Authority Key ldentifier:

keyi d: 27: 69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EO: 92: 08: 4C:. 88: 12

<#root>

>

openssl x509 -in
int-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=TAC Lab, CN=Wireless TAC Lab Root CA
Validity

Not Before: Apr 21 02:51:03 2020 GMT

Not After : Apr 19 02:51:03 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Sub CA

X509v3 Subj ect Key ldentifier:

27:69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EO: 92: 08: 4C. 88: 12
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g Certificate

General Detads  Certfication Path

Shiowi= .-::II} "

 Fiekd Vakue A

 Yersion W3
] Sarial number 5093168 304d 56bdb 26 Fc3a 1 3F...

_ Sonature algonithm sha JS6RSA
_ Sgnature hash sigenithm sha255

AC Lab Sub CA, TA...

Walid from Monday, Aprd 20, 2020 10:08:...
- ¥ald to Tuesday, Apri 20, 2021 10:04...
T rusngt udralacclah lneal TAF 1

|

iy

| EditProperies... | Copy to Fle...




a | Certificate

General Detals  Cartification Path

Show; . <Al > -
Fiede] ke ""'
| Vil to Twesday, Aprd 20, 2021 10:08..
_' Subject gueest. vwirehesslab local, TAC L. ..
| Public key RSA (2048 Bits)

0% 00

-
--I_---I - N s T "

Chent Authentcaton (1.3.6. 1...
S et Wy Tl B R & T TH I US40 W2 1 TheRlR 5 v
£ 3

kﬂmlzwmﬂmmﬁmzﬂmn

Ect Properties... | Copy toFile...

uwolsé ldesze Idpues$ IUgumsho:



a Certificate
General Detals Certification Path

Show: .{H:- |

Field Value
Thursday, Apri 18, 2030 9:51...

Wiredess TAC Lab Sub CA, TA...
RSA (2048 Bits)

-------

:Iﬁ.ﬂr: key parameters 0500
{31 Authority Key Identifier KeyIDmchabffoca7d4ac3dbTca. ..
{1 |Enhanced Key Usage Chent Authentication (1.3.6.1....
[i1 Subject Key Identifier 27692ec32F205b071480e 1863. ..
mﬂ.ﬁ-rﬂ#ﬂnh tii'n'illril'l'urul-':i'.i Bath | annt

= Wireless TAC Lab Sub CA

= TAC Lab

= US




r
a  Certificate *,

General Detals Certification Path

Show: | <All> o

Fiedd Value =

| Ivald to Thursday, April 18, 2030 9:51...

|, subject Wireless TAC Lab Sub CA, TA...

| |Public key RSA (2048 Bits)

| |Public key parameters 05 00

51 Authority Key Identifier KeyID=chabffécaTd4c3Tca. .

i) Enhanced Key Usage Chent Authentication (1.3.6. 1....
Cubject Key Identifier 27692ec32f 205607 1480e 1863. ..

B ——— Syihiart Tuna="4 Dathlsnnt  ©

IE?E'EI:{E!I’EDE:D?I% 18636 7be092084c8812 |

EditProperties... | Copy b Fie..
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<ffroot>

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:
*TransferTask: Apr 21 04:

Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21

04:
04:
04:
04:
04:
04:
04:

28:
28:
28:
28:
28:
28:
28:

X509 Cert

28:09.645:

09
09
09
09
09
09
09

.643:
.643:
.643:
.643:
.643:
.645:
.645:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4929 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

Verification result text: unable to get issuer certificate

Error in X509 Cert Verification at 1 depth: unable to get issuer certificate

28:09.646: Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
28:09.646: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC

eJ: o3l lduwsulbsy puvloo Jduwsulisg 20 9JIJ o030 1dp,6 pldlod IUubolsé IUguwslsd gus
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SpJdu luwegsle 1) OpenSSL o3l JJwzdd pu odo IJedlosd eds JJ Uiolss:

<tfroot>

>

openssl x509 -in

int-ca.crt

-text -noout

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

I ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Root CA

Validity

Not Before: Apr 21 02:51:03 2020 GMT
Not After : Apr 19 02:51:03 2030 GMT
Subject: C=US, O=TAC Lab, CN=Wireless TAC Lab Sub CA

X509v3 extensions:



X509v3 Authority Key ldentifier:

keyi d: CB: A6: FF: 6C: A7: D4: C3: 4B: 7C: A3: A9: A3: 14: C3: 90: 8D: 9B: 04: AO: 32

<#root>

>

openssl x509 -in
root-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:96
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Root CA

Validity
Not Before: Apr 21 02:40:24 2020 GMT
Not After : Apr 19 02:40:24 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Root CA

X509v3 Subj ect Key ldentifier:

CB: A6: FF: 6C. A7: D4: C3: 4B: 7C. A3: A9: A3: 14: C3: 90: 8D: 9B: 04: A0: 32

Livolss CA 19 usbos



s  Certificate

General Details Certification Path

Show '-s.u} o
Faeld Value
| version V3

|| serial number 00d 1ec260ebef 13865 7b4asc. ..
| |signature algorithm sha2S6RSA

| _|signature hash algorithm ~ sha256
=
o
fr=s]

B _'_ = - = ' = B e -
yireless AL Lab Hoot LA, TA.,

| Vahd from Monday, April 20, 2020 9:51:0...
Vahd to Thursday, April 18, 2030 9:51...
LT Wiralace TAC labh Sidv "8 TA




a  Certificate

General Detals  Certification Path

Shicrw: .1:.“} '-...-'.
Fieled ¥ ahe "‘""
E Vald to Thursday, Apei 18, 2030 9:51...
| Isubject Wireless TAC Lab Sub CA, TA....
|- Public key RSA (2048 Bits)
EF‘LI:i:hth'lﬂl’mt:ft 05 00

W .r. : -': E -

|Enhanced Key Usage Chent Authentication (1.3.6. 1....
| Subject Key Identifier 27692ec32f 20500 71480e 1863. ..
v RS A b e e Enh'hu"l'Tn.r-ﬂ Pats | srat ol

ktymﬁﬁﬁcn?ﬂﬂ?mhhilmﬂ I

| EditProperties... | | Copy toFle...

uwols Ipsze Idpuesd 1z



a  Certificate

General Detals  Certificaton Path

Show:  <All> w
Field Value A
| Serial number 00d 1ec260ebef Laas5Th4asfc. ..
| | signature algorithm sha2S5RSA
| Signature hash algorithm sha2s6
| 1ssuer Wireless TAC Lab Root CA, TA...
| Ivahd from Monday, April 20, 2020 9:40:2...
| lvahd to Thursday, April 18, 2030 9:40...
: Wireless TAC Lab Root CA, TA...
By i by DaA 4R Rite) bl
= Wireless TAC Lab Root CA
= TAC Lab
=Us

EditProperties... | Copy to Fie...




Wirsless TAC Lab BEoot CA. TA. ..
Monday, April 20, 2020 9:40:2...
Thursday, April 18, 2030 9:40...

Wireless TAC Lab Root CA, TA...
BEA AR Rite)

iy

CN = Wireless TAC Lab Root CA
0 =TAC Lab

| EditPropertes.. | Copy toFie...




g Certificate X

General Detals Certification Path

Show: | <All> W
Fed Value L
" lssuer Wireless TAC Lab Root CA, TA...
| |valid from Monday, Apri 20, 2020 9:40:2...
| valid to Thursday, Apri 18, 2030 9:40...
| subject Wireless TAC Lab Root CA, TA....
| |public key RSA (2048 Bits)
' |Public key parameters 05 00
chabffeca?d4c34b7cala%a3l...
L Ragie Frnetrainte Sdviart Tunas8 Bathlanat

chabffbca7d4c34b Tcala9a3 14c3908d9% 048032

EdtProperties.. | Copy toFle...
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<ffroot>

*TransferTask: Apr 21 04:56:50.272: Add ID Cert: Adding certificate & private key using password Ciscol
*TransferTask: Apr 21 04:56:50.272: Add Cert to ID Table: Adding certificate (name: bsnSslWebauthCert)
*TransferTask: Apr 21 04:56:50.272: Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
*TransferTask: Apr 21 04:56:50.272: Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
*TransferTask: Apr 21 04:56:50.272: Decode & Verify PEM Cert: Cert/Key Length 3493 & VERIFY
*TransferTask: Apr 21 04:56:50.273: Decode & Verify PEM Cert: X509 Cert Verification return code: 0
*TransferTask: Apr 21 04:56:50.273:

Decode & Verify PEM Cert: Error in X509 Cert Verification at O depth: unable to get |ocal issuer certif

*TransferTask: Apr 21 04:56:50.274: Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
*TransferTask: Apr 21 04:56:50.274: Add WebAuth Cert: Error adding ID cert
*TransferTask: Apr 21 04:56:50.274: RESULT_STRING: Error installing certificate.

IJed: w290 bs Givolss 136 W 1Updud ) Uivolss WLC. s ud 1Jozdd g0 1dozdd pu
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<tfroot>

*TransferTask: Apr 21 05:02:34.764: Add WebAuth Cert: Adding certificate & private key using password
*TransferTask: Apr 21 05:02:34.764: Add ID Cert: Adding certificate & private key using password
*TransferTask: Apr 21 05:02:34.764: Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
*TransferTask: Apr 21 05:02:34.764: Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
*TransferTask: Apr 21 05:02:34.764: Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
*TransferTask: Apr 21 05:02:34.764: Decode & Verify PEM Cert: Cert/Key Length 3918 & VERIFY
*TransferTask: Apr 21 05:02:34.767: Decode & Verify PEM Cert: X509 Cert Verification return code: 1
*TransferTask: Apr 21 05:02:34.767: Decode & Verify PEM Cert: X509 Cert Verification result text: ok
*TransferTask: Apr 21 05:02:34.768: Add Cert to ID Table: Decoding PEM-encoded Private Key using passwo
*TransferTask: Apr 21 05:02:34.768:

Retrieve CSR Key: can't open private key file for ssl cert.

*TransferTask: Apr 21 05:02:34.768:

Add Cert to ID Table: No Private Key



*TransferTask: Apr 21 05:02:34.768: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
*TransferTask: Apr 21 05:02:34.768: Add WebAuth Cert: Error adding ID cert
*TransferTask: Apr 21 05:02:34.768: RESULT_STRING: Error installing certificate.
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