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Spdu pdlzbs EDR pg 28J IP 1Jzlds gds lwo BLE:

06/ 06/ 2022 14:53: 03: 056, 01/01/1970 05: 30: 00: 000, a. b.c.d, 123,,,e.f.g. h, 443,6,0 06/ 06/ 2022
14:53: 03: 098, 01/ 01/ 1970 05: 30: 00: 000, al. bl.cl.d1, 456,,,el.f1.9l. hl,443,6,0 06/ 06/ 2022
14:53: 03: 109, 01/ 01/ 1970 05: 30: 00: 000, a2. b2. c2.d2, 789,,,e2.f2.9g2. h2,8888,6,0
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igJL 29 PU Ls Firewall-and-Nat Policy Sop O8SSU IJpgrd 1Usgds Jpuive,d Idelewd 1Upeesd
(IMS1) o3l JIy 1o J9su >888!.

eJs wesd Idpeld: WS show subscribers full imsi <> low Suvulbsg )Lsu Uvwdé (C_u_9|u Oyepeo

(nat) uwsluws NATA4: &5, plodse s sdoo B "elds pbdys" slsuol JI sus low ls sgbb ip
Jo oyul:
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Firewal | -and-Nat Policy: xyz Firewall Policy IPv4: Required Firewall Policy |IPv6: Not-required
NAT Pol i cy NAT44: Not-required NAT Policy NAT64: Not-required CF Policy ID: n/a Congestion Mnt
Policy: n/a active input plcy grp: n/a active output plcy grp: n/a S6b Auth Status: NA

ew IJoz8d pu lJodgsy J Firewall-and-Nat Policy: xyzc Jp SUp OESSU Ls weee IP olog.

fw and-nat policy fwpolicy access-rule priority 3 access-rul edef acc_P3_Serverl pernit access-
rule priority 4 access-rul edef acc_P3_Server2 permt access-rule priority 5 access-rul edef
acc_P3_Server3 permt access-rule priority 6 access-rul edef acc_P3_Server4 pernmt access-rule



priority 7 access-rul edef acc_P3_Server5 permt access-rule priority 8 access-rul edef
acc_P3_Server6 permit access-rule priority 9 access-rul edef acc_P3_Server7 pernit access-rule
priority 10 access-rul edef acc_P3_Server8 pernit access-rule priority 11 access-rul edef

acc_P3 _ipv6_Serverl permit access-rule priority 16 access-rul edef ACC | CMP_DENY_ALL deny

Bl Bpo wpldlyus v IJybse pg Iduwsobsy s Jl suvew pusldd: spdud o o)s Firewall-
and-Nat Policy: abc « gusSluvd NAT NAT44: pbbJgo 9 nat Realm: www_nat.

Firewal | -and-Nat Policy: abc Firewall Policy IPv4: Required Firewall Policy |IPv6: Required NAT
Pol i cy NAT44: Required NAT Policy NAT64: Required Nat Realm www_nat Nat ip address: a.b.c.d
(on-denand) (publicpool1l) Nexthop ip address: n/a

Bl Ypo wldozdd pu wdysy "abe"c spJdud pdlebsd Iy nat-reaim www_nat ©p oJ9suol 9599,
NAT-realm voJdgsy IP-POOL:

fw and-nat policy abc access-rule priority 12 access-rul edef DNSi pv4l permit bypass-nat access-
rule priority 13 access-rul edef DNSi pv42 pernit bypass-nat access-rule priority 20 access-

rul edef DNSi pv61 permt bypass-nat access-rule priority 21 access-rul edef DNSi pv62 permt
bypass-nat access-rule priority 36 access-rul edef ACC | CMP_DENY_ALL deny access-rule priority 59
access-rul edef NAT64-prefix permt nat-real mww_nat access-rule priority 60 access-rul edef
ipv4d_any permit nat-real mww nat access-rule priority 2000 access-rul edef ar-all-ipv6 permt
bypass-nat ip pool public_ww8 a.b.c.d 255.255. 255. 0 napt - users-per-i p-address 1100 group-nane
public_i nternet nmax-chunks-per-user 10 port-chunk-size 32 ip pool publicpooll al.bl.cl.dl

255. 255. 252. 0 napt - user s- per-i p-address 1024 group-name ww_nat al ert-threshold pool -used 80
clear 70 on-demand max- chunks- per-user 8 port-chunk-size 64 ip pool publicpool2 a2.b2.c2.d2
255. 255. 252. 0 napt - user s- per-i p-address 1024 group-name ww_nat al ert-threshold pool -used 80
clear 70 on-demand max- chunks- per-user 8 port-chunk-size 64 ip pool test a3.b3.c3.d3

255. 255. 255. 248 private 0 group-nane Test
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06/ 29/ 2022 04: 35:57: 754,01/ 01/ 1970 05: 30: 00: 000, a. b. c. d, 51564, ,, w. x.y. z, 443, 6,0 06/ 29/ 2022
04: 35:57: 752,01/ 01/ 1970 05: 30: 00: 000, al. bl.cl.d1, 46060, ,,wl. x1.y1.z1, 443,6, 0 06/ 29/2022
04: 35:57: 755, 01/ 01/ 1970 05: 30: 00: 000, a2. b2. c2. d2, 60670, , ,wl. x1.yl.z1, 443,6,0
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Aoowes Jz5p6 1suadle isual 15l Jo 1glse J1spdi 1d9009d 1o (8 wwosd Ipell).
swp bele ¢l ICMP (B |oglo IULoolb 1dogss). Jl spdo wizes 039§ ICMP o3l L9l ulbs
NAT. J3Jd. Jl spdu lu seess EDRIJss wp logblgo Josd g ICMP o3l gds IP/IJpuds 1Jgle.

vedde Idoedses IUo)prss:

B 03l EDR. spJu pdlelos I 38§ ICMP sowg w38 UDP Les zie pu Idoloss Bl
Jouw 1Jgbe pg IP oloe BLE.

START TIME EMND TIME UE_PRIVATE_IP|PORT Num|UE PUBLIC IPPORT Nunj Destination |P PROTOCOL MSISDN UE_Location

07/27/2022 10:41:08:054 | 07/27/2022 10:48:40:154 KKK K 37232 Y YLY 17033 ab.c.d 443 I 17 I 0 12345 abe_def

07/27/2022 10:48:40:376| 07/27/2022 10:48:40:376 K 0 ab.cd o | 1 | o 12345 abc_def
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