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<]
~ Certificate Management Certificate Signing Request
Cartificate types wil require different extended key usages. The list below outlines which ded kay ges are required for each certificate type:
¥ ISE Identity Certificates:
Trusted Certificales Multi-Use (Admin, EAP, Portal, pxGrid) - Client and Server Authentication
OCSP Client Profile Admin - Server Authentication
) i EAP Authentication - Server Authentication
Certificale Signing Requests DTLS Authentication - Server Authentication

Portal - Server Authentication
pxGrid - Client and Server Authentication
SAML - SAML Signing Centificate

ISE Certificate Authority Certificates:

Certificate Periodic Check Setti...

L I

+ Certificate Authority

« ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA, certificate for the ISE CA functionality.

+ ISE Intermediate CA - This is an Intermediate CA Signing Request.

» Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder cenificate that is signed by the
ISE Root CAISE Intermediate CA.

Usage
[centificate(s) will be used for |EAP Authenticatior| -] ]

Allow Wildcard Certificates [

Node(s)
Generate CSR’s for these Nodes:

Node CSR Friendly Name

ise#EAP Authentication
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Microsoft Active Directory Cortificale Services — fixer-WIN-GTQSHOKPIIG-CA Hemae

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a gendihg certificate request
Download a CA certificate, certificate chain, or CRL
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Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate request
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Wl Microsoft Active Directory Cortificaln Servicas — fixor-WIN-97QSHOKPSIG-CA 5 Home

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Request:

Base-B4-encoded
certificate request
(CMC or
| PKCS #10 or
PKCS &7) y

Certificate Template:
I_W'.*h Sérver q

Additional Attributes:

Aftributes:

Submit >

Uabgal& e IJud, 9939 huwld: ceuod eds 1Ugsh Jogass uog Iduiolss: 22> Base-64
IJpubd) 9lod) B998 uwduwds wusisd [Jubelys Jel 09 p9 o S 129,86



Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

' DER encoded or [@Base 64 encoded |

E Download certificate
=1 Download certificate chain
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~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File =~ Choose file = No file chosen
System Certificates
Friendly Name g i
Trusted Certificates | v I EAPTLS !
OCSP Client Profile Trusted For: ;
EHRRleS QY ates = Trust for authentication within 1SE
Certificate Periodic Check Setti...

[ Trust for client authentication and Sysleg

» Certificate Authori
e [ Trust for authentication of Cisco Services

[ validate Certificate Extensions
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e e
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EAP Authentication: [Jse certificate for EAP protocols that use SSLTLS tunneling

[ o

IJglbgo 12. Jg,uo [Juibolsé: luedd Ids e > gbeble > yueble IJuble Jel 09 p9 oz B
lJue9.,6.

e Loy 10
~Sysiem ¢ igantity Management ¢ MNetwork Resources ¢ Dewice Pomal Mansgement  [xGrid Serdices  » Feed Sarvice v PassivelD 1+ Threal Centric NAG
Deployment  Lickrming  =Cerficstes  » Logging  + Manensece  Upgrade  Backup & Resiore  » Admin Access  » Setings
o
- Canificaze Managemen System Certificates 4 For sisaser moovery it is rccmmencied 1o export cerricatn and private key pairs of all system cenficates.
Cverview J Edt 2= Generate Self Signed Certficate | == Import | W Bgport | (M Delete || 0 view
Sysiom Canticates Frisndly Name U By Paral group tag issued To s By Wi From Expiration
Erdpo Cantficatos jd
Tnsled Cenficates feale - CHeSAML 8 e SAML_ise.c.com SAML_jse c.00m Wed, 14 Jul 2018 i, 11 Jul 2018
OCSP Clant Protls Inermecate i lsecoom e VIN-GTOSHORPSIG-CA Fri, 13 Jul 2018 Sun, 12 Jul 2020

Comhicate Signog Regurs
‘Camficase Feredic Check Sem

» Cartificate Authanity

gpsd EAP-TLS
ouisd ubobé IJpuwogse eds golj IJgpsd (uvbe pdow Windows)

lJglo9es 1. Jpol> 96 puweese Jiuwdds pu gdld EAP-TLS: szo edsd lousle u:'oo_l.\é psd. Yp
vodvesd Jeosyo, Windows wlduvods gos copdu po ldguesd IUs 1Ughe. loe
PN E U2 98w 9bb¢d o3l IJguslu: https://sever ip addr/certsrv—

IJg96 2. Jleb 1uo szw lu Y9 Idpsze 1Jpuos8 09 b uwo 1U3s wp wo wujsd IJuielss J
ISE.

Jodl lJuwow QE_QlE_Jlu*‘Q‘c‘,)lub_ULéu” ebe CAlJ3s iu.uoé_)rooo Joujsd Idyuolo JJghbe. Vs
IJeoze IJpuosd udywo: lul) W98 by Uies Jel wp puvodl 9pg 3Jd 030 IUpys wrule lds
OS> puw e JSlJo Jiolss Jel 09 p9 oz Vs 1Jue9,s.


https://sever%20ip%20addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-97Q5HOKPSIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

i 2zAJVkdOPEONkCsBJ/3gJJeeM1lZgxnL7BVIsPJry
Base-bd-encoded |/ /" 5 7 omDFp1P£V23VaP60a/me 3 TXhORFXBUIT
weOQh06+V+eh71jeTgiwzEZGr/ceYJIakeco5zLjgR

certificate request

::?MC or dD7LeujkxF1J3SwvLTKLDIg+00VtAhrx1p1PyDZ3

KCS #10 or ieC/XQ0shm/OryD1XuMF4xhg52WoloDOJHG1g+dKX
PKCS#7): = |eaaaa END CERTIFICATE REQUEST-===- Y/
Certificate Template:

User E
Additional Attributes:
Altributes: y
Submit =
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lJpeld) pu lgd EAP-TLS.

&9uos JigwJds J EAP-TLS

IJ¢b9o 1. 9p vogss) IJosuosd IUJluwdIds 1U3s wp logblge gulodl Jv.)ﬁos?stJ lJpol> 96
IJpcoowe [Jpees (PEAP) Jluweésle EAP-TLS Ll po 3J9. 168, £Js w9uosd EAP
1UJlGudIes.

IJg 1096 2. 25> Microsoft: 1o bl §6 1J3ss I9 ls Solds i35 91w, s p9ld @ Jpl 09 po oz Bes
IJuo9,6.



EAP Wireless Network Properties

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

lJ¢glo9d 3 oy eds IJlgsblo geas Iduuolss 1z, [Juols,s pu ehe lJesze 1Upue9 Jel 09
p9uoT 9 IJuoss.




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA

< >

View Certificate

T i

1Jg1096 4. 108y B33 leable podrpd 923 puob s Ipuwagse 9 IJdpwsscs pu edled
lJowssy leshble 802.1x Jel 09 p9 oz WO IJuo9,s.



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

IUg9s 5. Ul 2lod IJesoosd p)é [é)s lduveodo IJJluwdIdss e s 1Jugose IJoozse
(EAP ws o3l IJpeld) &p w9uosd. luw pssod wlduveds IJJlgnddss Jel 09 p9 oz WO
lJuo9,6.



ME_EAP

blizzard

blizzard-legacy

IJo2dd pu lJuors
lwegse o3l 1dGuwe Joldss god Idodsse wuvdd Lozse.
IJgb9s 1. szw 1o sI9u woge EAP JJgpsd EAP-TLS. 903l sgws o Igpsd @3 1Ypd 1puol> 96

wluwogsle EAP-TLS gzuod gds sl IP 909 zloj Jopss) 296 1des9s Jel 09 p9oe Ss
lJuo9,-

CLIENT VIEW
@ Monitoring
— GENERAL CONNECTIVITY
== Network Summary
p Y a - = -
Points L L - v
B Administrator st Ao Mmoo ON0
© Applications i Unknown
TOP APPLICATIONS
nds
|

= Interferers

® Wireless Dashboard

AP form

Connection

Client Performance

¥ Best Practices

£ Wireless Settings

ﬁ‘ Management

-‘.’n Advanced

MOBILITY STATE
o

WG
LOCALY




MOBILITY STATE

wc '.'.'I-I‘}: AP \.I.Irsh,‘Tn Clignt
ﬁ Monitoring (LOCAL) (CAPWAP) (FlexCaonnect) (80 11n (5GHZ) (VLANT)
= i 4]
22 Network Summary ﬁ ‘ B - LR >4
Access Points no_ap AF442D03a0.TT2 Unimown
10.127.209.56 10.127.209.54 10.127.209.55
AR-AP18321-D-K9 AIR-CAPI5021-A-K9
© Applications
! Rogues NETWORK & QOS SECURITY & POLICY
Efiplion Status Daseription
Clien IP Address 10.127.209.55 Policy RSN (WPAZ
3 Interferers IPvE Address feB0::2818: 1524 6519:642 Cipher CCMP (AES)
X VLAM 1 | Kooy .‘“.arﬂe’r.ent 202 1x |
& Wireless Dashboard
Source Group Tag NiA | EAF Type EAP-TLS |
Fastlane Client Ne ACL (IPNIPv6 Hone/None
Client Performance
Mobility Role Lacal mONS Prefile Mone
¥ Best Practices WM Supported AAA Rale Hone
z = U-APSD Disabled
£ wireless Settings
QoS Level Silwer

[N Management
<

Advanced

CLIENT TEST

IJg 96 2. Bispl sds wBluosd IJgesd po 9lzos uwb, 1isle, (CLI) Jozas oz dpe (wp Guo

IUIE,l2):

(Cisco Controller) >show client detail 34:02:86:96: 2f: b7

Client MAC AAress. . ... ...t 34:02: 86: 96: 2f : b7
Cient Username ......... ...y Adm ni strat or

AP MAC Address. .. ... c8:f9:19:83:47: b0
AP NaImE. . .. AP442b. 03a9. 7f 72
AP radio slot Id........ ... . .. . .. . . 1

Cient State...... ... Associ at ed

Cient User Group. . ... ..oy Adm ni strat or
Client NAC OOB State......... ...y Access

Wreless LAN Id. ... ... .. . i 6

Wreless LAN Network Name (SSID)................. VE_EAP

Wreless LAN Profile Nane........................ MVE_EAP

Hot spot (802.11U)....... ... Not Supported

BSSI D. . o c8:f9:19:83:47: ba
Connected FOr . ....... ... . 18 secs

Channel .. ... . 56

IP Address. . ... . 10.127. 209. 55
Gateway AdAress. . ... ... ... 10. 127. 209. 49

Net mask. .. ... 255. 255. 255. 240
IPV6 Address. . ... ... .. fe80::2818: 15a4: 65f 9: 842
--Mre-- or (q)uit

Security Policy Completed........................ Yes

Policy Manager State............... ... ... ... RUN

Policy Type. .. .. WPA2

Aut henti cation Key Managenent.................... 802. 1x

Encryption Cipher....... ... ... . .. . . . . . . ... CCWP- 128 ( AES)
Protected Managenent Frame ...................... No

Managenment Frane Protection...................... No

EAP Type. . o EAP- TLS

1296 3. edis ISE: lowdd IJs ledluss 19s6 IJuwsld > udlb 1Juelss > Iduwele Jel 09 p9 o

s IJues).



el ldentity Services Engine - ¥ Oparstons » Policy i Admnistration

Encpoitts  Mebwonk Divices

Endpoints = 30288:-98:2F BT

34:02:86:96:2F:B7 o=

MAC Addross: 34:02:86:96:2F 87
Usamame: ddministraton@fixer.com
| Endpoint Profike; Irvbel-Device
Q Current IP Addeass:
Location:

Anres AUTENBCATon Threats Wulrarandines

General Attributes

Dascrpton

Static Aspigrenent faise
Endpaint Policy Iriesl-Derviad

Static Groud ASSIgHMEnL [T
Elantty Group AsEgnmant  Prafiled

Custom Aftributes
¥ Fikor - &~
X Asiribuie Mame Alirte Voo

o divta found, Add Cusiom atinbutes here

Other Attributes
A, Senear sty

LAl BB Q00T o0 0800 -5a: 26 58 50 6T -S8-E1: T1 a8 Bocf B 9T bd
Alrespace-Wiar-Id &

Alowid ProtocciMatcheaRiule Dot

AuthantcationidenttySion Inemal Lsers

Authéantcationid sthod xSl

Aunhonzaman Policy e hadRues Baric_Authertcansd Atcess



BYODRegstration Linknown

Callad-Station-ID CA-19-10-B3-4T-bO:ME_EAP
Caling-Station-ID 34-02-86-06-21-07

Days to Expry 344

DestnationIPAddress 10.106.32.31

DestinationPor 1812

Detailedinfo Invalid usemame or password specified

Dewica P Address 10,127 200.56

Device Port 32775

Device Type Device Type®Al Device Types
DevteRegstratonStats NotRegistered

ElapsedDays 21

EnableFlag Ensabiod

EnaPointMACAddress 34-02-86-06-2F-B7

EndPoirtPolicy Intek-Device

EngPoirProfierServer i, C.COm

EnaPoimSource RADIUS Probe

Extonded Koy Usage - Name 130, 132, 138

Extended Key Usage - 0ID 136166732 1.36.1.657.34, 1.36.1.4,1.311,1
FaiureReason 12935 Supplicant S1OpPEd responding 16 ISE during
IdentityGroup Profind

InactveDays 0

LN WIN-9T QS HOKPH G-CA\ DCxfmant, DCegg

fioar-WIN-3TQSHOKPRIG-CA
1550 - Dofmdin Companant Timid, o

Kay Usago 0,2

Location Lecaton# Al Locataons

MACADSNES 0288982787



MatchedPolicy
MessagaCode
NAS-IP-Addrass
WAS-identifier
NAS-Port
NAS-Pori-Type
Nabwork Davicon Profibe
MatworkDevicaGroups
NetworkDeviceMame
NetworkDeviceProfileld
WetworkDeviceProfileName

ol

OpenGSLEmoiiassaga

OpenSSLEmorSiack
PolcyVersion
PostureAppicable
POSIUMMASSRESMBRISIaS
RadiusFlowType
RadiusPackelType

53D

SelectedAccessService

Intel-Device

5411

10012720856

ryo_ep

1

Wireless - [EEE 802,11

Cigco

Location#all Locations, Device TypadAll Davica Typas

ryo_sp

4(3ealdfc-Ta2T-41c3-B000-2T964.031 a08d

Clsco

Intel Corparate

S5L aler: code=0x230=560 \; sourck=local \; type=fatal \; message="Unknawn CA - arror unable 1o get issuer certificats

locally™

1401 60653813504 emror: 14089082 551 routines; 55L3_GET_CLIENT_CERTIFICATE:no certificate returned:s3_smr.cc 3370

o

s

MolApplicabie
WirelessBOZ_1x

Drop
ch-f9-18-83-4T-b0:ME_EAP

Defaull Network Access

SelectedAuthentcatonidentitySiones

EAF’TLEI

SelectedAuthorizationPrafiles
Sarial Mumbar

Senvice-Type
SiatcAssignment
SlabcisroupAssignment

StepData

Parmilhocess

1028 41 78 00 00 00 0D 00 11
Framed

false

falge

4=Dotix

lwedunldd IJigble 9l oJlzol

I ee98, 2lUsT pedsple ppass Jluwed uld IJizble sl odlzol Josl IJedssy.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



