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_1] Assign EPS Bearer ID ™

-
& .CD =
P-GW PCRF SPR

2) P-GW sele_clion by HSS or MME =
i 3) Create Session R est
IMSI, EPS Bearer 1D, P-GW IP, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, Tal
4) Create Session Request
IMSI, EPS Bearer |D, 55 51GW TEID, APN, Subscribed Profile (QCI, ARP, APN-AMBR (UL/DL)), ECGI, TAI
5)

Q
Create 55 TEID (DL) Receive S5 TEID (DL)
=, 6) UE IP address allocation

7) Indication of IP-CAN Session Establishment (CCR)
IMSI, UE IP, PDN ID (APN), Subscribed QoS Profile (QCI, ARP, APN-AMBR (UL/DL)),

ECGI, TAI
£) Profile Request
9) Profile Response

IMSI, Access Profile
10) Policy Decision =

11) Acknowledge of IP-CAN Session Establishment (CCA)

IMSI, PCC Rule (SOF Filter, QCI, ARP, APN-AMBR (UL/DL),

Charging=0ffline, Change Reporting Action (Start Reporting ECGI, TAI)
12) Policy Enforcement (Install Policy Rule) ™

13) Create Session ResEonse
UE IP, EPS Bearer ID, S5 P-GW TEID, Authorized Qo5 Profile (QCI, ARP, APN-AMBR (UL/DL)),

TFT (UL), Change Reporting Action (Start Reporting ECGI, TAl)
14) o ®
Receive 55 TEID (DL) Create 55 TEID (UL)

() S5 Bearer Established
15) Create Session Resgcnse

UE IP, EPS Bearer ID, 51 5-GW TEID, S5 P-GW TEID, Authorized QoS Profile (QCI| ARP, APN-AMBR (UL/DL)),
16) 55 P-GW TEID will be used for TFT (UL), Change Reporting Action (Start Reporting ECGI, TAI)
TAU in case of 5-GW relocation ™

18) MME shall set the UE-AMBR to the sum 17) ®
of the APN-AMBR of all active APNs Create 51 TEID (UL)
_up to the value of the subscribed UE-AMBR ™=
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S11 ASR (SPGW) = ((tun-sent-cresessrespaccept+ggsn_tun-sent-cresessrespdeniedUserAuthFailed+tun-sent-c

PDN Connectivity Success Rate (MME) : ((%esmevent-pdncon-success¥%) + (%esm-msgtx-pdncon-rej%))=*) / (%es
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c IJodb peldsy po Show Support Details (SSDs) po 1Jg836 WS W96 jpuso prwol 30
>98896 leule IJuo)le 1dpdsiss ldeuulJJ.
* ulgzw Syslogs pu uwlgwsu Yod 2298 [Jwsey) zos 99w 1Jelds. mon subipro traceslogging

monitor msid <imsi> .
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show session disconnect-reasons verbose

5. 02830 pu lzualssle egtp luvoubl [ds vsg 1ded26 Idos sop ldegled pgol:

show egtpc statistics interface sgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary

show egtpc statistics interface sgw-ingress verbose

show egtpc statistics interface sgw-ingress sessmgr-only

show egtpc statistics interface sgw-egress path-failure-reasons
show egtpc statistics interface sgw-egress summary

show egtpc statistics interface sgw-egress verbose

show egtpc statistics interface sgw-egress sessmgr-only

~-- PGW end -----

show egtpc statistics interface pgw-ingress path-failure-reasons
show egtpc statistics interface sgw-ingress summary


https://www.cisco.com/c/en/us/td/docs/wireless/asr_5000/21-23/Stat-Count-Reference/21-23-show-command-output/m_showsession.html

show egtpc statistics interface sgw-ingress verbose
show egtpc statistics interface sgw-ingress sessmgr-only

- MME end -----
show egtpc statistics interface mme path-failure-reasons
show egtpc statistics interface mme summary

show egtpc statistics interface mme verbose
show egtpc statistics interface mme sessmgr-only

6. wpzpd oy eds IJesls 1Jpess 1Uss suvew Upundds: sew IJodlb 1ol pdldele Mon-sub/mon-pro Jejss po Idezdsd
sldogr,d eds w388 IUpdldple 1Jpers 13 souwew Bs lugsdluo pdi) IJisle lJyssuvs (KPI). Gldluols |Js 3 spdod
loweesle bole ghzss Jzuosd eds Tol, Wireshark JJzuosd eds cedsd 1de, edLosdl.

IUloley 1UlL06 Lldedlb puslle Monldd,ess os Jal sds:

monitor subscriber with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during the issue.
mon-pro with options 19, 26,33, 34, 35, 49,A,S, X, Y, verbosity +5 during the issue if no mon-sub is present.

More options can be enabled depending on the protocol or call flow we need to capture specifically

Vs IJzldle IJos Jl sdss Bsol Idedlb Tl pid mon-sub ppdul wuvew Guvwbd 05986 dus! pu lugdls KPL szo IJodlb
wedlo ousese IJigble gds puwess IJoble wadl po 3JY. 903l seuppu IJodlb peedle wusese IJidble JJogssy 9 egptc.
b3l Jip Wiy IJedlb IJesdéle 1Jgluos wlduslus.

logging filter active facility sessmgr level debug
logging filter active facility egtpc level debug
logging filter active facility sgw level debug
logging filter active facility pgw level debug

logging active ----------------- to enable
no logging active ------------- to disable

Note :: Debugging logs can increase CPU utilization so need to keep a watch while executing debugging logs

7. o> wedsd wedle wuoese IJigble bl Gpo wopss uvow Ipuidds: spdod Idpclugs JIJodlb 1Jpdd IIuulpes J3JI
U238 1dpess 28 wd9e waoldus uvedle 1Jigble.

logging enable-debug facility sessmgr instance <instance-ID> eventid 11176 line-number 3219 collect-cores 1

For example :: consider we are getting below error log in debug logs which we suspect can be a cause of issue
and we don;t have any call trace

[egtpc 141027 info] [15/0/6045 <sessmgr:93> _handler_func.c:10068] [context: INLAND_PTL_MMEQL, contextID: 6] [software internal user syslog] [mi



Soin this error event

facility :: sessmgr
event ID = 141027
line number = 10068
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show crash list

© 1dogle IJozdd po 929> ks publdd B IJesgsue. s veue Izldle: gos lowele Lodlzss IJo,tsue 1Jeszss B
"w9lewd wslule 25p6 1Jesps" (SPGW): Ju sg9> wlpdly o3l IJosgsue $wd pdldplo 238560 ppl s [Js Suvd
IJeIldple 95958 [Js waog, Sl Iugdloo.

show resource info
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2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:3227] [context

2022-Nov-26+00:20:51.763 [egtpc 141018 unusual] [7/0/16871 <sessmgr:579> _handler_func.c:2505] [context
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