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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-9/config-guide/ewc_cg_17_9/image_download.html#task_mtr_f4d_pkb
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TFTP Server
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9120 (EWC)

luwe IJogbsbs JJuvods
ouisd Iduo9,yé goy TFTP
TFTPD-64 (Windows)
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https://pjo2.github.io/tftpd64/

Current Directory C:‘\Usels\cah\Desklo\lﬂ files

Server interfaces [1 72165.27 winxnet3 Ethemnet Adapter

Thp Server l Titp Client ] DHCP server | Syslog server | DNS server | Log viewer

peer _file |_starttime | progress |

bytes |

total | timeo... |

B 1794

(T
() New ~

4 | @ > Desktop > tftp files > EWC > 17,9 4a

# Home Name

W apig
l aplg5
W =p1g6
I aplgba
. aplg7
W apige
[ ] ap3g3

B C92300-AP-iosxe-wlc.bin

@ OneDrive - Persi

FW Desktop

J. Downloads

B Documents ;

& Pictures

@ Music
B videos
B tftp_files B controller_version.info
766

170942

l readme

. version.info

B OpenssH

Date modified

10/20/2023 11:04 AM

311:04 AM

1:04 AM

/2023 11:04 AM

1:04 AM

23 11:04 AM

23 11:29 AM

3 11:04 AM

Type
File

File

File

File

File

File

File

BIN File

INFO File

Text Document

INFO File

Size

41,040 KB

ol 1o swol IJ ap lu sedu wo9ywe po Id TFTP GbJ. sbo, lbl) puwed po TFTP 958 o

lJuo9,6 udd wBspe.

Current Directory

C:\Usershcaloh\Desktophtitp files

Server interfaces | 172.16.5.27 vmxnet3 Ethernet Adapter

Thtp Server | Thtp Client ] DHCP server | Syslog server I DNS sewer] Log viewer

start time | progress
15:50:38 27%

peer file:
172.16.4.26:50801 GEWCNWT_S 4ahaplal<

& \EWC\17_9_4a\ap1g8 to 17216426 X

File size : 70512640
19734528 Bytes sent 1315635 Bytes/sec

bytes
19734528

total | timeo...

70512640

0



TFTPD-HPA (Linux)

TFTPD-HPA o5 2506 luuluwsé p8,9096 spdu IJeuo9d edsol oo puvessele APT. Lee Is
9ulis, g Ubuntu TETP JJdzue9d £Js 058> pu ldpedyplw.

olds pu o wdssole TFTP wuis) wuvdd JIG [Js peds> TFTP 1Jgloo oI slo (09,6 2506 AP
Swp BY Logbol.

S cat /etc/default/tftpd-hpa

# [etc/default/tftpd-hpa

TFTP_USERNAME="tftp"
TFTP_DIRECTORY="/home/calo/Documents/tftp files"
TFTP_ADDRESS=":69"

TFTP_OPTIONS="--secure --create --verbose"

total 727100
~-fW-F--I~--
-fW-F--r--

calo calo
calo calo
calo calo

@

aplg4

aplgs

aplgé

aplg6a

aplg7

aplgs8

ap3g3

C9800-AP-1iosxe-wlc.bin
29 controller_version.info

readme. txt

version.info

S

(=3 ]

1
1
“-fwW=-r=-r-- 1
-rw-r--r-- 1 calo calo
-rw-r--r-- 1 calo calo
-rw-r--r-- 1 calo calo

1

1

1

1

1

o O

[ I ]

N~ ~ 00 ~ W £

“TW-F=-T~-~ calo calo
-fW-F--r-- calo calo
-fW-F--T-- calo calo
“TW=F==[~-~ calo calo
-TW-T--T~-- calo calo

W
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cdssole TFTP sldpJdle Es) 1dpuogsbs s Ubuntu

Spdud wgdu gpdso v dJ IJue9)o IJos we ouvesdoel wuvdd el os W /varllib/syslog
s Ubuntu.

: Ll - v g | grep tftp
bs-UBUNTL JELLEE - filename /EWC

Labs - UBUNTL in. 8 .16. filename JEW

wedle udd pddle TFTP gJs Ubuntu
d9ss 9238 IJeede B Lvwds LAN 1JJluwJJdss (WLC)

B 9lzos ldpwegse lyuw9ess (GUI) IJEluos wopss Idopde B 1duveds Ippdss
IJJluwdIdsoe (WLC): lue@d Ids 1JbLe > bl Ideslez > wydse Idwslpe. 235 TFTP s IJ8lkspeo
lJpeouwsdé yopu IUsuog 9lbgd pedsple ebe TFTP IUElLo wJ.
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https://help.ubuntu.com/community/TFTP
https://help.ubuntu.com/community/TFTP
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Cisco Embedded Wireless Controller on Catalyst Access Points

17.9.4a

Administration ~ > Software Management
Software Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported.
Mode TFTP v
Image Server* 172.16.5.27
Image Path® fEWC/17_9_4a
Parallel Mode (0 o | ®

m Save & Download Cancel

odyso TFTP Jo,9s6 1duslee

CLI euvdsd:

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode tftp
9120-EWC(config-wireless-image-downTload-profile)#tftp-image-server <TFTP-server>
9120-EWC(config-wireless-image-downTload-profile-tftp)#tftp-image-path <path>

ouisd lJuesss g, SFTP
¢l> SFTP (Linux)

weol i, SFTP Sepd £wy SSH: BspIJuY luvwgsle 2ip6 SSH py Linux Jodssy glbe SFTP
wuwshb W Linux.

olds po 09ds) Idodssole 1JJlbsé J SFTP B pJub fete/sshissh_config. e wluolds I390
Jdeuwctspsu (Is 1Upzesele) [ds 15J6 SFTP zuue 1J2lzs 580 wlJéle oélo oS U096 25pd
AP G5 1l 1Jpo8s0.



Match group calo
tch group sftp

-1 /home

calo calo

calo calo

calo calo

calo lo

calo calo

calo calo

calo calo

calo calo

calo calo

calo calo :

calo : ; :04 version.info
. e |:|

L e o = = SR

e

od9sy SFTP W Ubuntu

98Js &) b TFTP W Linux. spdud wgdo wuill SFTP UsJJd. wuvdd el jos: sop
odosu Iduwedle Jsop wijsuvel B varllog/auth.log. wlds oo luolds cdssule puwess
IJuved euve Ieles.

UBUNTU
UBUNTU

UBUNTUZ2

oubllb gwed SFTP sedysuo W Ubuntu.
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cisco

Cisco Embedded Wireless Controller on Catalyst Access Points - & 3 # A B & MmO
17.9.4a
Administration = » Software Management

re Upgrade Wireless network is Non-Homogeneous. Desktop (HTTP) mode is not supported

SFTP L 4

Image Server” 172.16.5.62

Image Path* Documents/sftp_files/E

calo

rd Type UNENCRYPTED -
2805000

r 22

ool M @ 0

oJ9sy SFTP W 9lz0s Idpuwegse [J)uwspess (GUI)

CLl v vIdsd:

9120-EWC(config)#wireless profile image-download default
9120-EWC(config-wireless-image-downTload-profile)#image-download-mode sftp
9120-EWC(config-wireless-image-download-profile-sftp)#sftp-image-server <SFTP-Server>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-image-path <path>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-username <user>
9120-EWC(config-wireless-image-downTload-profile-sftp)#sftp-password 0 <password>

IJozedd pu lduogsd

Suved zoby 2lJé CAPWAP Gs wad § APs Jpel o9 de £156 Jls gpdss wuisd wo9yé AP Ig)s.

<ffroot>
[%01/30/2024 21:41:35.1120] CAPWAP State: Image Data

[*01/30/ 2024 21:41:35.1130] AP inmge version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27

*01/30/2024 21:41:35.1130] Version does not match.

*01/30/2024 21:41:35.1130] Request to close the file..

*01/30/2024 21:41:35.1130] wtpOpenImgFile: image file closed, dcb->fd set to -1.

*01/30/2024 21:41:35.2040] status 'upgrade.sh: Script called with args:[PRECHECK]'

*01/30/2024 21:41:35.3020] do PRECHECK, part2 1is active part

*01/30/2024 21:41:35.3350] status 'upgrade.sh: Cleanup tmp files ...’

*01/30/2024 21:41:35.4620] status 'upgrade.sh: /tmp space: OK available 96064, required 50000 '

| B s Y B s O s By N |

[*01/ 30/ 2024 21:41:35.4630] wt pOpenlngFile: request aplg8, local /tnp/part.tar

[*01/30/2024 21:41:35.4630] wtpOpenImgFile: open (/tmp/part.tar) image file success
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*01/30/2024

[ *01/ 30/ 2024
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*01/30/2024
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*01/30/2024
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*01/30/2024
*01/30/2024
*01/30/2024
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*01/30/2024
*01/30/2024
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[ *01/ 30/ 2024

21:
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21:
21:

21

21:
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21:
21:

21

21:
21:

21

21:
21:

21

21:

41:

41

41:

41

41:
41:

41

42:
42:

42

42:
42:

42

43:
43:
143:
43:
43:
43:
43:
43:
143:
43:
43:
143:
43:
43:
143:

43:

35.

35.

35.
:35.
35.
50.
:54.
14.
15.
115
34,
46.
:53.
11.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
.8610]

13

20.

4630]

4650]

4690]
4690]
4760]
61901]
7060]
0820]
5860]

.6430]

28001]
0420]
0610]
6480]
3940]
3940]
3940]
3940]
3940]
3940]
3950]
4190]
4190]
5110]
6100]
6420]
69901]

9990]

Using fd(37559296) for image writing to file(/tmp/part.tar)

I mage Data Request sent to 172.16.4.26, fileNane [aplg8], replicaStatus 1

Image Data Response from 172.16.4.26
AC accepted previous sent request with result code: 0
Coa ettt ettt s Discarding msg CAPWAP_WTP_EVENT_REQ

Discarding msg CAPWAP_WTP_EVE

Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data

...... > 70512640 bytes, 51208 msgs, 601 last

Last block stored, IsPre 0, WriteTaskId O

Request to close the file..

wtpOpenImgFile: image file closed, dcb->fd set to -1.

Image transfer completed from WLC, Tast 1

Request to close the file..

wtpOpenImgFile: image file closed, dcb->fd set to -1.

in (CAPWAP_MSGELE_IMAGE_DATA_msg_dec_cb) Enabling radCfg.is_oob_image_dnld_
wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
wtp_delayed_event_handle_write_image_to_storage(10): fileName aplg8, pre 0
status 'upgrade.sh: Script called with args:[PREDOWNLOAD]'

do PREDOWNLOAD, part2 is active part

status 'upgrade.sh: Creating before-upgrade.log'

status 'upgrade.sh: Start doing upgrade argl=PREDOWNLOAD arg2= arg3= ...'
status 'upgrade.sh: Using image /tmp/part.tar on ax-bcm32 ...'

status 'Image signing verify success.'

s WLC syslog: swpe 9,2¢ edlps gds wuisd IJue9,6 £Js o0 ulege.

<tfroot>

*Feb 1 17:05:37.108: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 1 R0O/0: install_engine:

Conpl et ed i nst al

I mage Downl oad Success

add

sftp://******@172.16.5.62/Documents/sftp_files/EWC_17_9_4a/ap3g3
*Feb 1 17:07:00.720: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP

ouisd ue9y6 AP

pllo surllow ceuwsu gediss: lue suwolbse covee I AP (09,6 gediss IJooisd Ipuund
ee IJeruo ap 29,6" lp) eds I EWC. Lz luwele zpse vl 1Usuosd pu wujsd 1dueg)é.
wooedy U 980 1Juo9,6 IJp w0398 Vs 29,6 IJuuwg Idlzeslbs Judlb 1Us o9

<tfroot>



9120-EWC#show ap image
Total number of APs : 3

Number of APs
Initiated
Downloading
PredownToading
CompTleted downTloading
Completed predownloading
Not Supported
Failed to Predownload
Predownload in progress

Z2 OO0 WwWoOoOOoOo

o
AP Name Primary Image
Backup | mage

Predownload Status Predownload Version Next Retry Time Retry Count Method

AP-PQOD-2-2 17.9.4.27 17.12.1.5 Complete
AP6C41.0E16.E79C 17.9.4.27 17.12.1.5 Complete
9105-emorenoa 17.9.4.27 17.12.1.5 Complete

wdl oo 3Jde B 9lz0d IJpuwese Idyuwsess: suod uinsb 1Jodse |Us ereds Jougbshb
98w wdJ IJugbs sJgy ould glzgs Wb |Js lehe 1oz pesd Jewlbds EWC |Us 1U)e) 126>,

> Sofiware Management

TFTP =
172.16.5.27

Image Path® FEWCNT_12_1

Paraliel Mode B oo i)

0]
BER s BB ([

Soltware Upgrade Status

Initiate & WLE Image Download 6 AP bmage Download @ Metwork Upgrade & Activaie &
Status Controlier image Predownload to EWC Capable APs Complete. To trigger network upgrade click on Activate.

unsb o@p w956 EWC Web Ul

Ibolo: 9,0z EWC 21Js IJeuisd IJeuwwd Judlb 1Js osd.

Primary Image (AP/ i  Backup Image (AP/ i Predownload I AP Image £ ETA/Percent :

AP Name i  Controller) Controller) Status Type Role i Complete{AP) ETA/Percent Complata{Controller)

. I B . _ . 00:00:00 NA
AP-POD-2-2 17.9.4.27 | HA 17.12.1.5/ NA Complete ap3g3 Master T00% NA

00:00:00 00:00:00

PBECA1.0E16. = .4.27 [17.09.04a.0. 1.5 /17.00. . 1
APB OE16.E79C 17.9.4.27 [17.08.042.06 17.121 7.09.042.06 Complete aplig? Master S Too%
9105-amorenoa 17.9.4.27 | NA 17.12.1.5/ NA Complete apige Masie ol o

105-amare 9.4. / 7 A g 3 pt aste

5-@ ENaa 7 B plig Stef 100% T

1 0w

216 1o usisd IUpuwed Juosys APs IJgluos w EWC Web Ul

lpwod ol IJIzble 9] odlzol



B £pds6 wuisd U968 LELS 1U9Lo9J: spdud I wys Bs "zolj 2lJé CAPWAP" Luzdle B
udbé 1Uso9d Jl spdu woe IJeujsd.

<#root>

[*07/12/2023 07:41:00.7960] CAPWAP State: Image Data

[*07/12/2023 07:41:00.7970] AP image version 17.3.3.26 backup 8.10.130.0, Controller 17.9.4.27
[*07/12/2023 07:41:00.7970] Version does not match.

[*07/12/2023 07:41:00.8580] upgrade.sh: Script called with args:[PRECHECK]

[*07/12/2023 07:41:00.9540] do PRECHECK, part2 is active part

[*07/12/2023 07:41:01.0070] upgrade.sh: /tmp space: OK available 101272, required 40000

[*07/12/2023 07:41:01.0080] wtpImgFileReadRequest: request aplg8, local /tmp/part.tar

[*07/12/2023 07:41:01.0100] Image Data Request sent to 172.16.4.26, fileName [aplg8], slaveStatus 0O
[*07/12/2023 07:41:01.0140] Image Data Response from 172.16.4.26

[*07/12/2023 07:41:01.0140] AC accepted join request with result code: 0

[¥07/12/2023 07:41:09.5930] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data
[*07/12/2023 07:41:28.7700] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data
[*07/12/2023 07:41:29.7500]

[*07/12/2023 07:41:29.7500]

Going to restart CAPWAP (reason : inmage downl oad cannot start)..

[*07/12/2023 07:41:29.7500]

[*07/12/2023 07:41:29.7570] Restarting CAPWAP State Machine.

[*07/12/2023 07:41:29.7600] Image Data Request sent to 172.16.4.26, fileName [aplg8], slaveStatus 1
[*07/12/2023 07:41:29.7970]

[*07/12/2023 07:41:29.7970] CAPWAP State: DTLS Teardown

[*07/12/2023 07:41:29.8330] Aborting image download(0x0): Dtls cleanup, aplg8

[*07/12/2023 07:41:29.9560] upgrade.sh: Script called with args:[ABORT]

[*07/12/2023 07:41:30.0570] do ABORT, part2 is active part

[*07/12/2023 07:41:30.1050] upgrade.sh: Cleanup tmp files ...

[*07/12/2023 07:41:30.1590] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: DTLS Teard

Joe Jeb3l IJ ap seg 1o sedw IJue9rs: loe suvelbse Beuow I syslog B IJ EWC. ey
IJublise 0986 wujsdle duoy) 1JBILbdse wuwew [dpunble 1Jeesss 1Uglbiso |Js g9lbp TFTP 9
SFTP. slJos wogduw wuvdd Loese Bs [Juwedle:

J SFTP:

<#root>
*Feb 1 20:29:14.108: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 RO/0: wncd: AP Event: AP

I mmge Downl oad Fail ed

*Feb 1 20:29:17.325: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add

sftp://******@L72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

*Feb 1 20:29:25.730: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:
Failed to install _add package sftp://******@.72. 16. 5. 62/ Docunent s/ W ong- Pat h/ ap1g6

, Error:



Failed to download file sftp://******@L72.16.5. 62/ Docunent s/ W ong- Pat h/ ap1g6: No such file or directory

J TFTP:

<{froot>
*Feb 1 20:52:08.742: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 RO/0: wncd: AP Event: AP

I mage Downl oad Fail ed

*Feb 1 20:52:11.894: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
*Feb 1 20:52:13.977: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine:

Failed to install _add package tftp://172.16.5. 27/ Wong- Pat h/ apl1g6
, Error: Failed to download file

tftp://172.16.5. 27/ Wong- Pat h/ aplg6: No such file or directory

olds po o gbe TFTP I9 SFTP 1U¢lue wd spdu 1J9uesd lJse wsluubs uélb 1Js o9 (APS)
98150 EWC. 9]l spdu 1986 uwed luwoele |Jpods Wb syslog J EWC.

<#froot>
*Feb 1 20:55:03.359: %CAPWAPAC_SMGR_TRACE_MESSAGE-5-AP_JOIN_DISJOIN: Chassis 1 R0O/0: wncd: AP Event: AP

I mage Downl oad Fail ed

*Feb 1 20:55:06.512: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R0/0: install_engine: Started install add
*Feb 1 20:55:46.579: %INSTALL-3-OPERATION_ERROR_MESSAGE: Chassis 1 R0/0: install_engine: Failed to inst

Failed to download file tftp://172.16.5.199/ EWC/ 17_9 4al/ aplg6: Ti ned out
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/q-and-a-c67-743152.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/q-and-a-c67-743152.html
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/q-and-a-c67-743152.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
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