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WLC GUI

Conhguration= > Services = > mDNS

Global Service Policy mDNS Flex Profile

mDNS Gateway IENAHLED -]

Transport ipvd v

Active=-Query Timer (Minutes) * 30

mDMNS-AP Service Policy default-mdns-s... «&
Clear

IJedsse IJgle J mDNS

WLC CLI



WLC#

WLC#conf t
WLC(config)#mdns-sd gateway
WLC(config-mdns-sd)#end
WLC#

0SS dple DNS Lopu Blispes [Jgsple

L-9-.p wodosu Ylisps grple Jduwele wésple DNS IJgl o6 leoJubQJ_. Sew wdysu lJSlkspes
O leglosy opl IR 9lJebz: 90pl IUplIdsule ldos ogpd eds 00988 ol suupe wo Jeplo
1>29d 9lJgu9z woluwbs udbs IUsosd IJos oged Jouglus DNS.

WLC GUI

l fig il vices < » mDNS

Global Service Policy mDNS Flex Profile

Senvice Definition

i i O service List Y| Directi.. | T | Assigned Services T
Senvice Policy
D Flexl I arplay, spotify, aimunes, apple-tv, airsenver, web-semer, homesharing
[ | Bl —r - .
Wired Filter [:I FlexOUT ouT airplay, spotify, airunes, apple-tv, airserver, web-server, homesharing
1 10 w

weas IUesple 1pbdsws Vs Slises [Ugsple

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-Tist FlexIN IN
WLC(config-mdns-sT-in)#match airplay
WLC(config-mdns-sT-in)#match spotify
WLC(config-mdns-sT-in)#exit

WLC(config)#mdns-sd service-Tist Fl1exOUT OUT
WLC(config-mdns-sT-out)#match airplay
WLC(config-mdns-sT-out)#match spotify
WLC(config-mdns-sT-out)#end

WLC#

302 99lsp IJgsple wuog 306

wpd wdasy "Blises 1Ugsple" 9"elzol" wluweésle IUgsple Idpbdyws swp luwedsle "wog
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wg s FlexConnect 9oz Flex 1IUglo « mDNS.

WLC GUI
Configuration= > Services~ > mDNS Edit Service Policy
Globa Service Policy mDNS Flex Profi  >ervice Policy Name* mDNSFlexSSIDPolicy
Service List Input FlexIM v B
Service Defnition
Service List Output FlexOUT * B
Service List
B | Sarvics Bolor B Location MNong v
. = ervice Policy Ni
(O mDNSFlexSSID.
Wired Filter

1

>0z 99lisp 306 DNS s yog DNS

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-policy mDNSF1exSSIDPolicy
WLC(config-mdns-ser-pol)#service-1list FlexIN IN
WLC(config-mdns-ser-pol)#service-1ist FlexOUT OUT
WLC(config-mdns-ser-pol)#end

WLC#

od9su pdV gy oy J MDNS

IS pd wg s DNS Flex: sdjpe luolwe guvodle VLAN Idezedo peds! J FlexConnect zse
Sop luveesle vodle VLAN [Js pJod o s Flex: sszo luolds Jvods VLAN 131,06 w9
1Jé300 9pmwede 1UE>e0 IUs pdd wg)rsd DNS Flex. ulJlolws |Us wogz 306 DNS 1Jss
Suwpr v 9ss I ele go) uwddss.
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Configuration= * Services= > mDNS Edit mDNS Flex Profile

Global Service Policy mDMNS Flex Profile ReokisiNama® mDNSFlexPolicy

Sernce Cache Update Timer 1

Statistics Update Timer 1
Service Cache Update
Profile Name T Timer
WLAN(S) (T) 11,21
E] mDMSFlexPolicy 1
i 10 » Wired Service Policy mOMSFlexSSIDPo.. v B

louble pJd og)sd FlexConnect Julbble DNS

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd flex-profile mDNSFlexPolicy
WLC(config-mdns-flex-prof)#wired-vlan-range 11,21
WLC(config-mdns-flex-prof)#wired-service-policy mDNSF1exSSIDPolicy
WLC(config-mdns-flex-prof)#end

WLC#

d9so Lvods WLAN Cluwegsle 9 og golyé DNS
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WLC CLI

WLC#

WLC#conf t

WLC(config)#wlan ServiceUser
WLC(config-wlan)#mdns-sd-interface gateway
WLC(config-wlan)#end

WLC#

oIS WIS wEssle IJodssy Vs Iduveds 1dpedse IUJlgvdIdso (WLAN) [Js >uog
U&,O-.J'c U-J|UU-J'J-56u |quu0J6u 1J6 deﬁb pU p&)d SSID. syes wogs IJed) pe
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WLC CLI

WLC#

WLC#conf t

WLC(config)#wireless profile policy ServiceUser-Policy
WLC(config-wireless-policy)#mdns-sd service-policy mDNSF1exSSIDPolicy
WLC(config-wireless-policy)#end

WLC#
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WLC CLI

WLC#

WLC#conf t

WLC(config)#wireless profile flex mDNSFlexPoTlicy
WLC(config-wireless-flex-profile)#mdns-sd profile mDNSFlexPolicy
WLC(config-wireless-flex-profile)#end

WLC#

IJozedd pu lduogs

pU Ly ogde O 1w ds Idpedss IJJluuddss (WLC) sudbs IUguosd (AP): spdy
Vo ldodssy wlgwegsle o3 1Jlgle).

Iole) £500 WLC

.___Srodo lJUCJd U ,DulJ odg@g QJb|ro FlexConnect mDNS LJE_I'D VIL)‘-'QE-)IP |Ji9|P_) |JQ|J§6Z

<{froot>
WLC#

show run | sec ndns-sd

mdns-sd gateway
mdns-sd service-Tist FlexIN IN
match airplay
match spotify
match airtunes
match apple-tv
match airserver
match web-server
match homesharing
mdns-sd service-Tist FlexOUT OUT
match airplay



match spotify
match airtunes
match apple-tv
match airserver
match web-server
match homesharing

mdns-sd service-policy mDNSFT1exSSIDPolicy
service-Tist FlexIN IN
service-Tist FlexOUT OUT

mdns-sd flex-profile mDNSFlexPolicy
wired-vlan-range 11,21
wired-service-policy mDNSF1exSSIDPolicy
mdns-sd profile mDNSFlexPolicy

Sedo 1Jezdd oo 9une WLAN MDNS Ul ueésle o3l Ui,

<{froot>
WLC#

show Wl an nanme ServiceUser | in nDNS
mDNS Gateway Status : Gateway
WLC#

show wl an nane ServiceProvider | in nDNS

mDNS Gateway Status : Gateway

Spdo e dd po odsss WLAN-Policy MDNS Ul ueisle 03l 1,

<#root>

WLC#

show wi rel ess profile policy detailed ServiceUser-Policy | in nDNS
mDNS Service Policy name : mDNSF1exSSIDPolicy

WLC#

show wi rel ess profile policy detailed ServiceProvider-Policy | in nDNS

mDNS Service Policy name : mDNSF1exSSIDPolicy

910, £02 LS 1909

sedu 1Jozdd pu IJodsso Iderowl o MDNS »0 2luw udbs IUsuesd wluwesle 1isle,
IJoldssé:



<ffroot>
9130mDNSAP#

show ndns profile detai

FlexIN_IN _home-sharing._tcp.local ANY
FTexIN_IN _airplay._tcp.local ANY
F1exIN_IN _airserver._tcp.local ANY
FTexIN_IN _raop._tcp.Tlocal ANY

FlexIN_IN _spotify-connect._tcp.local ANY
FTexIN_IN _http._tcp.Tocal ANY
F1exOUT_OUT _home-sharing._tcp.local ANY
F1exOUT_OUT _airplay._tcp.local ANY
F1exOUT_OUT _airserver._tcp.local ANY
F1exOUT_OUT _raop._tcp.local ANY
F1exOUT_OUT _spotify-connect._tcp.local ANY
F1exOUT_OUT _http._tcp.local ANY

<#froot>
9130mDNSAP#

show ndns st at us

Global mDNS gateway:Enabled

vap_id ssid mdns_mode

0 ServiceUser Gateway

1 ServiceProvider Gateway

Active query interval:30

vap service_list_in service_list_out location
0 Fl1exIN_IN F1exOUT_OUT 0

1 FlexIN_IN F1exOUT_OUT 0

Wired vlan configuration: 11 21
mdns stats timer: 1

mdns cache timer: 1

AP Sync VLAN: 10

Wired service Tist IN: FlexIN_IN
Wired service Tist OUT: FlexOUT_OUT

<tfroot>
9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC Last_message_time Msg_seq Is_primary_ap
3C:57:31:55:E4:28 1721178339 133 YES
0C:D0O:F8:98:1B:F0 1721178339 133 NO
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No. Time Source Destination Protocol Length Info
| 322 90:96:084.535225 192.168.11.54 224.8.0.251 MDNS 848 Standard query response @xeee8 TXT, cach

> Frame 322: 848 bytes on wire (6784 bits), 848 es captured (6784 bits) on interface ‘\Device\NPF {CC2895A1-894C-449E-ABE1-
» Ethernet II, Src: SamsungElect_45:8e:26 (e@:03:6b:45:8e:26), Dst: IPvamcast_fb (@l1:00:5e:080:00:fb)
» Internet Protocol Version 4, Src: 192.168.11.54, Dst: 224.0.8.251
> User Datagram Protocol, Src Port: 5353, Dst Port: 5353
~ Multicast Domain Mame System (response)
~ Transaction ID: exeees
» [Expert Info (Warning/Protocol): DNS response retransmission. Original response in frame 328]
» Flags: exsae8 standard query response, No error
Questions: @
Answer RRs: 19
Authority RRs: @
Additiopal RRs: 3
» ed9s83d2b239afaied7beevieecivieddcfes7e9._spotify-connect. _tep.local: type TXT, class IN, cache flush
services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tcp.local
| » _spotify-connect._tcp.local: type PTR, class IN, ed9583d2b2393fa3@6?b@e?l@ﬁc3?1ﬁddcfe§?5§._spotify—connect._tcp.local|
> ed9583d2b230ata3edybee7186c3710ddctes769. _spotity-connect._tcp.local: type sRv, class IN, cache ftlush, priority @, we
» Samsung CU78@@ 55 TV. airplay. tcp.local: type TXT, class IN, cache flush
> services, dns-sd. udp.local: type PTR, class IN, airplay. tcp.local
| » _airplay._tcp.local: type PTR, class IN, Samsung CU7e8@ 55 TV._airplay._tcp.local I
» Samsung CU788@ 55 TV._airplay._tep.local: type SRV, class IN, cache tlush, priority e, weight @, port 7eee, target lo
» localhost.local: type A, class IN, cache flush, addr 192.168.11.54
» localhost.local: type AAAA, class IN, cache flush, addr fege::e283:6bff:fed4s5:8e26

'a.)rok"; r°3¥9J Cop0 mDNS

pu 1208 Julb, Isle, (CLI) 086 IUguosd: $pdu 19t ledlule pis> 10g08 IJuwdIiss ls ol
Jdlbdle eds ls pedsele pu pedsele DNS oo 0 dlbos IUsuosd vdywol szw wedsu gpdsle
ouoese lJligble o3o:

« lzsle AP#debug mdns
* e AP#debug mdns

<#root>
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0403] chatter: MDNSGW-EVENT:

flex mdns gw. Recieved wired ndns packet on vlan 11

Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0403] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nanme: _spotify-connect._tcp.loca

Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0404] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0405] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 17 23:51:32 kernel: [*07/17/2024 23:51:32.0405] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_name: _airplay._tcp.loca

wprr o Seerd udbs Isuesd eds IUgplo: Bluol wdge wedbol Luduw IJb,sds B



lesé IJoslule.
SpIdu 1oz 8l pu ldgsple 1Upe99lbs s Ylesxs wslule uldbs 19 osd wluwegsle o3l I.Jiro_):
« 3lYye Idegisu lJpsde J AP#show mdns

Jig)lub o3l ldpuwouwse sgHue ISl Idelds 1dpedyele slo Iduads Jleule o uBbs chuogJ
IJs w916 DNS wze9s W 3ld)6 Idegisu 1dedde eds [Jgselo: 9pe 3dY. Vlo IUIE)lz 1bgd.

w83 3J9 ey Igsele 9e09lo MAC 1UEluo wpi93 108306 9ubwdd VLAN 2o wp Iogss edsol.

<tfroot>

AP#show mdns cache

service_name service_provid

_airplay._tcp.loca

Samsung CU7000 55 TV._airplay._tcp.1

_spotify-connect._tcp.| ocal

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._t

Total Services: 2
Total Service Providers: 2

service_name
client_mac
ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wlan_id ttl flags client_type record_type target site_name ap_location ssid type
Samsung CU7000 55 TV._airplay._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26
00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _airplay._tcp.local PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local

EO: 03: 6B: 45: 8E: 26
00:00:00:00:00:00 00:00:00:00:00:00 true false false

11

16 3840 132 0 12 _spotify-connect._tcp.local PTR

v ledlo 039> 126 Iduwddss e IUgplo sozess 0dbs IUsuosd eds wiiso pdde
JUg>ple 90850 WOs Yleso Idoslule 1Ugluos wol Jel 09 p9 oz WO IJgbsle I wlodse selbds
puv e 1Ug306 (IJgpsd IJJlgwdds) IJs ouwe peess Idzel (IJdpwssc) 1dezesd) oume!



pbolu§6 JJodBls 1J3ds po lzd £r00 ouwes pbluds. Jlugls &up Idpoblod suueese
PuwoEsp [JEp6 2306 wuvgsd 1Josle Vs o3l Ipeld.

wel io "onegde 1Jerp0" pouod ew Idlouold Iddlpwdds W@ Jlue ould glzs JIdo bl ¢500
lJogle J39656 w98 w9uosd DNS oy gluw "euwwgsp 1Ugs>po".

v eJId IJo @l Over Airc spdu pdlgbs Js9s6 [uwedsle puvegsp 1UE>po: 909 IJgpsd
IJJlpvdIs Os yveds VLAN ;9 210 9 wld luwegdle DNS Clgwesle guglo MAC JJggoes
08p 802.11 o DNS 900 Guwpe gudlu 1P sop luwegsle susly IP 1Jglue o mMDNS 9dsJd
lJ9z06: 959y IJpud3 09 UDP 5353 9 000 lwegdlple DNS swpe bdo IJogvgsd 1Jz9s.
Jpuod) wp luwesle guslo MAC IUglue wpuwegsp 1Ugsp6 pg guslu IP 1UEILe wo.

No. Time Source Destination Protocol Length Info
r 1954 ©1:59:02.016646 192.168.21.54 224.09.8.251 MDNS 264 Standard query

> 802.11 radio information
~ IEEE 802.11 QoS Data, Flags: 0...... TC
Type/Subtype: QoS Data (©xee28)
> Frame Control Field: ox8881
.000 000 PR11 @8ee = Duration: 48 microseconds
Receiver address: Cisco_b3:2@:af (6c:75:bd:b3:20:af)
Iransmitter address: a6:c5:15:dc:dd:s57 (a6:c5:15:dcidd:57)
Destination address: IPv4amcast fb (e1:00:5e:00:00:fb)
Source address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
B55 Id: C1sco_b3:zeiat (BC:/5:bd:b3:20:at)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
siss sess ... DOBO = Fragment number: &
0000 0000 1101 .... = Sequence number: 13
Frame check sequence: @xeeeeeeee [unverified]
[FC5s status: Unverified]
[WLAN Flags: o......TC]
> Qos Control: ex1316
> HT Control (+HTC): exeeaeb2et
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.21.54, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Tquery)

Transaction ID: @xeeee
Flags: exeead Standard query
Questions: 4

Answer RRs: @

Authority RRs: @

Additional RRs: @

~ Queries
» _companion-link._tcp.local: type PTR, class IN, "QU" question
» _rdlink. tcp.local: type PTR, class IN, “QU" question
» _airplay._tcp.local: type PTR, class IN, "QU" question
> _sleep-proxy._udp.local: type PTR, class IN, "QU" question

bJdo eple puwespe 306 MDNS

PU OUOTST i&_blc udbo IJsu?sJ‘ Spdu 9swol Js sywede udbo 1Jsuo9d ¢ieé MDNS
JluwdIdso. sgHue wuoese IJlgble [Jgsplo [dplbdews 9085 wdw IUgple IJos wpe lbol,



IJodlb 1506 Bsol B 1Ugbes IJuuluds. gpdsle ouopse lgble MDNS IUp ucgspé os:

<ffroot>

Jul

18 02:

flex ndns

Jul
Jul
Jul
Jul

18 02:
18 02:
18 02:
18 02:

04: 45 ker nel

« Iesle, AP#debug mdns
* e AP#debug mdns

[*07/ 18/ 2024

gw. Recieved wirel ess nins

04: 45 ker nel
04: 45 ker nel
04: 45 ker nel
04: 45 ker nel

_airplay. _tcp.loca

[*07/ 18/ 2024
[*07/ 18/ 2024
[*07/ 18/ 2024
[*07/ 18/ 2024

02: 04: 45

packet

02: 04: 45
02: 04: 45
02: 04: 45
02: 04: 45

. 1824]

.1824]
.1824]
.1824]
. 7442]

chatter:

chatter:
chatter:
chatter:
chatter:

VDNSGW EVENT:

VDNSGW PAK:
VDNSGW PAK:
VDNSGW PAK:
VDNSGW PAK:

query:
query:
query:
query:

0/3
1/3
2/3

' _conpanion-link. tc
" _rdlink. _tcp.local

' sl eep-proxy. _udp.
o/1"



pllelod: JJlgwersls eds 2ip Iosle pe 096 9U29J S 9upe siffer. sz Izog s
o3l lJpuwows wdasy v 9l | og Sniffer

Catalyst 9800. Jl_wegsle MacBook JJluwesdle £dis zip lJosle. UJaQ 1U)z9¢ JJis o3l
Ipuwoos wzess hodlb Lzie o) Lesle g,).s MacBook

wee v oddo udbs 19 uesd luuoedle DNS oo puwctse IUses: Bluel ©d9e lugile
lovegled DNS gL, guldol gy 1w ds IJJlgudIdss. sop w99s) Idlgveglewd pe luolds Access
Point MAC 9gu9ly IP i@ubl‘ lJ9zod os gu9lu MAC Jpuwwegsp 1UE>ed (psd Jluwdds) sdIJdu:
Swp luwwgsle eudly IP 1Jglue « MDNS pg 1Jgsple Idplbdsws IUpopus Jlzlole: ppl seus io
030 1Jzj06 wuwdd IJs puveese 1Ugsp6 sluol 2506 DNS.

pu IJzips: suvelbse lsuollse s I ap suvoged euslue Iglue S 1Jip Suvp lu puo3)
Iyobo uz9 IJ MDNS gole pg IJ MDNS psole UDP 5353, wol io 1J ap sgpd Jouglué mDNS.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html

No. Time Source Destination Protocol  Length Info
r 6077 ©1:59:15.050707 192.168.10.63 224.0.0.251 MDNS 720 Standard query response

> AiroPeek/OmniPeek encapsulated IEEE 802,11

> 882,11 radio information

~ IEEE 802,11 QoS Data, Flags: ......F.C
Type/Subtype: QoS Data (&x@028)

» Frame Control Field: exasez
.000 POO@ @010 1100 = Duration: 44 microseconds
Receiver address: ab:c5:15:dc:dd:57 (a6:¢5:15:dc:dd:57)
Transmitter address: Cisco b2:2@:af (@c:75:bd:b3:26:af)
Destination address: a6:c¢5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Source address: Cisco bS5:e9:d@ (@c:75:bd:bS:e9:de)
BSS Id: Cisco_b3:28:af (@c:75:bd:b3:28:af)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
............ 800 = Fragment number: @
9000 9000 9110 .... = Sequence number: 6
Frame check sequence: exeeoeaeed [unverified]
[Fcs status: unverified]
[WLAN Flags: ......F.C]

> Qos Control: Bx@ees

» Logical-Link Control
‘[?:fernet Protocol Version 4, Src: 192.168.10.63, Dst: 224.8.8.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domain Name System (response)
Transaction ID: @xeeee
» Flags: ex8e0@ Standard query response, No error
Questions: @
Answer RRs: 3
Authority RRs: @
Additional RRs: @
v Answers
» _meta_response._mdns._gateway._ap._local: type TXT, class IN
> _airplay._tcp.local: type PTR, class IN, Samsung CU7@88 55 TV. airplay._tcp.local
» Samsung CU7000@ 55 TV._ airplay._tcp.local: type TXT, class IN

TSI I T eI e

lguozlos g3ple MDNS po AP

pu wuoese IJigble: spdo 1o oy luo wp Luwld luwezleé DNS |Us puvegspe [Jés 06 93dlue
bb,s596 pg )96 lwogled DNS Jpuwwgse g6 Idpess os 1doedd pu guslo MAC Jpuuwgsp
IU2>06 9g09lu MAC Judbes IUguosd B Idlumetlus. 90p pel Jel sis S Idzie Idpws pu
OUOTST |.Ji'ablc lJ3s sboy wed 3dY: Jpl s)s pu IUgb9o [Juwledo b 1Uzjpes [dodlb gusly
MAC Jpuvegse [JEs06 09 a6c515dcdd57 9g 9lu MAC Judlos 1Jgo9d 09 0c75bdb5e9dO.

<#root>
Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.7450] chatter: mdns response packet 599 |

a6c515dc dd570c75 bdb5e9d0

08004500 02490000 0000fall lddecO0a8 0a3fcOa8 153614e9 14e90235 6b330000 80000000 00030000 00000e5f 6d6

eded IUgbsle IUuwlods @388 2506 DNS wozle JJozssd IUpeds FlexConnect: z5e o p
290,05 395 1306 Luddsl B uvods VLAN 11, 6 @lbos 19 09] Bs ubwds VLAN 10



9o IUgsps B Uuwds VLAN 21,
295, 1U3p6 1JJlw ] sé

sepd 239> 1206 1JJluwd s woduw I8 96 IJos seed wol 1Uss 059 1Ug>08 1 undJdiss
welel 2 Souwd luwed ol sls ol ledlol JJgsple 93156 1o IJpdde Judbs
lJoo9d (AP) JJg>pele 9edbol Vs Bless IJoslule. 039 03l IUduwe [Js Uiz 58S wedpe
udbs 1suosd Idos ©¥9p wede wsluéd MDNS IUgsple gus w9uosd 09> 1U22p6 gus IUlouold
IJJlwdds.

SYpu IJRCJIBG Lsu ped 1Ue>e0 [JundIss 90595 1Ug>es IUJlpwdIss Bs Jsdse ulb,
IJz506 £uy IJogle pud gle 802.11. Bes 1Jzj06 lJoldss suvelbse Hlse s 1o 0593 1Jgs 06
IJJlgvdIsse b VLAN 11 s)uwd 256 MDNS pg o0, gudluo 09 MAC ggugly IP 9lJglss o9 1J
mDNS {upper}mac address 9 IP addS. g, psule UDP 5353 pg 1Ugsple p3yzo Jlzlolwo.

No. Time Source Destination Protocol Length Info
| 6567 ©2:48:39.311587 192.168.11.55 224.9.9.251 MDNS 969 Standard query response 9xeeee TXT, cache

v IEEE 8@2.11 QoS Data, Flags: ....... TC
Type/Subtype: QoS Data (©6x0028)
> Frame Control Field: exssel
.P08 0000 PR11 000 = Duration: 48 microseconds
Receiver address: Cisco_b3:28:ae (8c:75:bd:b3:20:ae)
Transmitter address: SamsungElect Ge:eb:@c (68:fc:ca:6e:eb:0c)
Destination address: IPvdmcast fb (91:00:5e:00:00:fb)
source address: SamsungElect Ge:eb:@c (68:fcica:be:eb:ac)
B35 1dT L15C0_D3 2k ae (Wl /5 Dd D3 uiae)
STA address: SamsungElect_6e:eb:@c (68:fc:ca:6e:eb:ec)
............ 0208 = Fragment number: @
2910 1001 @291 .... = Sequence number: 657
Frame check sequence: @x00000000 [unverified]
[FCs status: Unverified)
[WLAN Flags: ....... TC]
» Qos Control: exooee
> _Logical-lipk Copntrol
»| Internet Protocol Version 4, Src: 192.168.11.55, Dst: 224.8.0.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domaln Wame System (response}
» Transaction ID: 9x@0a9
> Flags: ex84ee@ Standard query response, No error
Questions: @
Answer RRs: 1@
Authority RRs: @

gl RRs: 3
~  ANSWErs
» ed9583d2b239afaled7bee71e6c3710ddcfes769. _spotify-connect._tep.local: type TXT, class IN, cache flush

services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tep.local
» _spotify-connect._tcp.local: type PTR, class IN, ed9583d2b23%afa3led7bee71leec3710ddcfes769. spotify-connect. tcp.local
>R atd . SpoT1ty-connect. TCp.local:
I » Samsung CU708@ 55 TV. airplay._ tcp.local: type TXT, class IN, cache flushl

&30l DNS Jpos, 1Ugsp6 IJlowddss

PO CuoTSE Igble uEbE IUsesd: spdu pdlebs Jsbss tuo9d Ldbs 1U9Le9d eds 25ed
DNS JluwJdss 9l olds IJgsele IJos wp ldogrd sdsol IJs Bless Iduslule.

<#root>

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7785] chatter: MDNSGW-EVENT:



flex mdns gw. Recieved wireless nmins packet

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nanme: _spotify-connect._tcp.loca

Jul 18 02:42:01 kernel:
Jul 18 02:42:01 kernel:
Jul 18 02:42:01 kernel:
Jul 18 02:42:01 kernel:
Jul 18 02:42:01 kernel:

*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT:

L B s B s B s By |

push: added ptr record to cache: srv_name: _airplay._tcp.loca

wee lu oo 08k 1suasd pddel IUgele Idos we woldel cbo, §lexs Iduslole veuo
19,938 p8bus wédple 095 1Jes el IduwdIdss: e whbo)y Sless wslule pj9> 1Ugse6
IJJlwdIs6 B wdbs 1Uguosd edluosd ped Igwe SSID 9luwe 1Jesde (edled 1Jpse)
9ldeiss pu ldeuluo) 1dpps)d Idpe s od wes 3JY.

<tfroot>

AP#show mdns cache

service_name service_provide
_airplay. _tcp.loca

Samsung CU7000 55 TV._airplay._tcp.local
_spotify-connect. _tcp.| ocal

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.loc

Total Services: 2

Total Service Providers: 2

———————————————————————————————————————————————————————————— PTR Records -------——————-— e~
service_name client_mac ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wan_id

tt]l flags client_type record_type target
site_nane

ap_location

ssid

type
Samsung CU7000 55 TV._airplay._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A0 0C:75:BD:B5:E9:D0 false f

11



4320 132 0 12 _airplay._tcp.Tlocal m
DNSFI ex- Si t e- TAG

RemotelLocation
Ser vi ceProvi der

PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A

11

1

4320 132 0 12 _spotify-connect._tcp.Tlocal
nDNSFI ex- Si t e- TAG

RemotelLocation
Ser vi ceProvi der

PTR

luwoedle £306 puveise DNS sldlzlos g6 gols AP MDNS opl o w Idyise 15 op Uinzo
IJSed B Suwe 2193 1Uesp6 Iduwddss: srumd puwetse 1JE06 luvogdle DNS 9sepd AP
MDNS Joglews 9syuwd luweeles lJs puwegsp 1JEsed pe olosd 1Ugsplo [Jplbdyus.

odbé 1Us o9 1wl jusé J mDNS

ould L Bbs 9,09 luwluwss Slzss BB pu LBl IUsLLsd JIJ P9 dE 905 puUwdsJs eu
gbsdosu:

1. leodb Loprse Blesxs wslule APs mDNS blJel Iool cuops Ids vy £dlps 1Uesde:
J3JY By $less wslule MDNS JJJ v @lbs 9,09d os wdywol 91 w9z g>ple DNS
09,9950.

2. ledlp euuey Idoedp Vs IJuveds Idpedse IUJluvdIdso (WLC) z29d gple DNS IJos wp
I.J._;',&)-_é edsol B 1Jesde [Juess (Ul spdu luwagsle oso IJgsple |JI Jigluo ledloss
i lun 1JBLys wblo).

pedople wpase wdbs 1Usosd 1wl uuss pu puby, wdbs 9,09J Es) luwluws: w3, 1y
2ese ullb 1U9u09d 092926 Vs Ui ds VLAN ) §p 10 B 03l IJp9 ¢!

<#root>
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4852] chatter:

MDNSGW EVENT: flex mdns gw. Recieved wired ndns packet on vlan 10

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: MDNSGW-EVENT:

Recei ved _heart beat

record. data: digest=f7adbb063c274f6e4219f3a36abf7f787075b7el



Jul 18 03:26:25 kernel: [*07/18/2024
Jul 18 03:26:25 kernel: [*07/18/2024

is_primary_ap=true
Jul 18 03:26:25 kernel: [*07/18/2024

Jul 18 03:26:25 kernel: [*07/18/2024
Jul 18 03:26:25 kernel: [*07/18/2024

Verified nmessage from 3C. 57: 31: 55: E4

Jul 18 03:26:25 kernel: [*07/18/2024
Jul 18 03:26:25 kernel: [*07/18/2024

3C. 57: 31: 55: E4: 28

] Received _meta_heartbeat with message:

is_prinmary=true

9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC
Last_message_time Msg_seq

Is_primry_ap

3C. 57: 31: 55: E4: 28

1721273666 363

YES

9130mDNSAP#

03:
03:

03:
03:
03:

28

03:
03:

26:
26:

26:
26:
26:

26:
26:

25.
25.

25.
25.
25.

25.
25.

4853]
4853]

4854]
4854]
4854]

4854]
4854]

seq=355,

chatter:
chatter:

chatter:
chatter:
chatter:

chatter:
chatter:

seq=355

MDNSGW-EVENT :
MDNSGW-EVENT :
MDNSGW-EVENT :

MDNSGW-EVENT :
MDNSGW-EVENT :

Calculated digest=f7adbb063c
Verified meta message
[0C:75:BD:B5:E9:DO0]

New pkt from 3C:57:31:55:E4:
mdns_gw_ap_mgr :: MdnsGwApMg

odbé 15 09J 1JIuwlwss J DNS Jledle wélb 1Jsuosd 1JiE s wldésple IJos op lJog b
gdsol B "edlpd 1Jes e Slduveds IJos cuops Idsol s 1suasd Iluwlgmss: vz
90o9d IUzies Idpedseless J MDNS s wilb 1Usosd IJig)s Bs oduw edles Ipsde: sop
oS Blesd wslule 319,68 IJegisu 1desde Jd MDNS B uélb 1dsuosd BBl we wede ¢rele

gASy0.!

<{froot>

Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1021] chatter:

MDNSGW EVENT: f orwar d_packet: sendi ng packet on vlan 10



Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1023] chatter:

send neta packet

177 | 01005e00 00fb3c57 3155e428 08004500 00a30000 0000fall 1469c0a8 0a3de000 00fbl4e9 14e9008f 450e00

ozdSsw Yless wslule DNS AP Il wlowsé [Js cowo) Idogdpe Vs IJuvedo 1Jpedso
lJJlpwdIsé (WLC):

<#root>
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3127] chatter: MDNSGW-EVENT:
mdns_gw visibility

:: MdnsGwVisibility: MDNS Stats Timer triggered

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3128] chatter: MDNSGW-PAK: mdns_gw_visibility :: MdnsGwVi

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3130] chatter: MDNSGW-EVENT: mdns_gw_visibility ::
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3131] chatter: MDNSGW-EVENT: mdns_gw_visibility ::

MinsGWi si bility: sending ndns cache | APP payl oad. Total payl oads sent - 2

09 IUgrple IJos sope ludigol pu Gud 0dbs 1J9uesd IUluwluwss 1s euues Idozde Bs
IJubeods Idpzdss [JJluwdIdss (WLC) pedgple weegs eds I el lJos wp ldog 8 gdsol
Il op IJog,s eds 1gsele o) IUlouald Iduwdds I8 1dJIpedds eu God udlb IUsuesd (B
o3l 1Jpld 09 0395 1Ugs06 IJuwdIss) 98106 1Jpsbe suvwds VLAN Ios op ldog B sdsol
pU Sluwpe 39 1UE>p6. LlJuuwed Jeiga IUgses IJJluwddss seduw peyd WLAN IJ o Js
IJpzdss IJluwddss (WLAN) Idos souad wol 0593 [Jgsps.

|;t--- 1* > Services® > mDNSI
& Clearall
Client ¥ Connection T Site T WLAN/GLAN/RLAN T VLAN 7T
Record Name Y| TTlL{sec) YV ClentMAC YT | Type Type APMACE® T |Tag ID ID Record Data
mDNSFle.
airplay._tcp. local 4500 e003.6b45.8e26 | WIRED Wired 0000.0000.0000 |Site-TAG 1 11 Samsung CU7000 55
: mDMSFle... SRR i
spotify- o ) . i 29583 2h239afa30d
=Spotify= 4500 e002.6b45.8¢26 | WIRED Wired 0000.0000.0000 |Site-TAG 11 11 SiasciEib £
connect._tcp.local connect._icp.local
1 10 » ¢

Ip)lévé E_)Iplo mDNS U 9'3_00 |,_Jrouuua)ro |J)u_u9|p§6 (GU|) J WLC

IUg>ple €5 puwede wol JIJ Slises gsple DNS

et Blisps 306 DNS g wslyulwel wldegde WS gxple DNS IJpwpesz wol s IJyveJs.
Ospl sds peld gds JsOso w0966 gxple DNS g, Idpuw ez wol s Blises 1Ug>eo IN 9
OUT.

Jeuwless [Ugsple lJos S IJleJlo gwol I IUlgwegdle guol 9JJo JI suwpe Jol wldouoese:
Ip wvopdsu wuoese IJigble o3l Ws w¥bs IJyo9J:

MdnsGw



« I¢lole AP#debug mdns
¢>ple DNS o030

« _airplay-bds._tcp.local
» _wake._tcp.local

£S5y puvpede woli ulb)l Jgse wdgsuol 9uesssol Vs "Ylispes IUgple" IJos wp wdssuol Vs
Select MDNS Services.

<#root>

Jul 18 03:46:41 kernel: [*07/18/2024 03:46:41.6986] chatter:
VMDNSGW ERROR:  Handl e query:
service_string:_airplay-bds._tcp.local

not allowed by policy

. Skipping it.
Jul 18 03:46:53 kernel: [*07/18/2024 03:46:53.7270] chatter:

VDNSGW ERROR:  Handl e query:
service_string:6A:FC:CA:6E:EB:0C@0.0.0.0._wake._tcp.Tlocal
not allowed by policy

. Skipping it.

odsu &ple DNS 1dpt oo s wgrsd 1Ugpd

B 2lds 1zlzs [Js Blises 306 ¢luos: seo luol9s u by Idubse IJs Suve wersd 1Jgsed
Vs wdsu DNS Bs euuo) Idogde Os IUuveds 1dpedss IUJluvddss (WLC).

wend luolwe 1Ugsple Jéspes Vs suuo) Idoedp Vs IUugveds [Jpedss IUJlgwdIdss (WLC)
9uzasdol Vs Blispeo IUgsele pu I 91UEDbz: swpe >80l lJs ullb 1U9uo9d pu gJIJ wog
¢>06 DNS 1J¢gl o o FlexConnect.

JJSsle w3 weole [Us per96 108 Ipbbdgws w86 900 Suwe Cersd 16 o196
luwe ptuoue JJEses 9undunds 1Uges.

B 03l IJpeld: lLoe IUgsposy IUJose wpe wuodsoosl wiluubs wélb 1JsLosd |Us
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Quick Setup: Service Definition

Service Definition
MNarme*

Description
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Configuration = > Tags & Profiles = » WLANSI Edit WLAN

A Changing WLAN parameters while it s enabled will result in loss of connectivity for clients connected to it.
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