9,096 IJbos lJe> IUbos Judosu 9lzod
b)) |.J|_9||o_) (CLI) Jpel>6 2w8l56 9800

lJpzossle

9800-CL - o ule voldé 9,986 Slosl
louwle wodle VLAN

VTY olJgsple | AN
wo.5:56 RADIUS

oo, ;I;IQ :;'budlo WLAN - WPA2-PSK

louvle gvodle WLAN - WPA2-59, w,w.s

o wle uodle, WLAN -, 050 we, 015,96 95w 0256
louvle gvodle WLAN - 05 wpol>, 86 950 lJpyd 5506
o ile | wle Joslb | lJs | of |

louile wesl, ,ulu Joudlb 19 09 s 9 o FIexConnect

lé)lca 029,28 U°|

lJp 9500

SueW o3l IJp e IJexss pu lJgshle IJewlze J "bootstrap” (wowss IJodssy |Ji9J§) J9g»0o
wedp u‘b.__,dégLAN lJJluvdIJse Catalyst 9800 (WLC). 9> seolz weuool lUs gpdsle ghzso
(©ujsd PNP Ig TFTP): 95pJdu wudss weuool vuuvdd zjiss gw) CLL wp [Jpldol g, GUL 9,0l
IJs 3JdJ.

guwendj 030 1J9es 86 s LosES "9L0Ws IUbos" o 1Jes IUbus pu peeses IUlplele
lJpeowbé vpse sI9u ould 9800 gpods6 wpo wosswoel JJgpdslo IUluulguséd wpl WS 3JY



IJbLs g0 wesslduad IUppbusle: Bs 18 s8¢ ppdu.

IJSIJe Idpescd,e szass eds cedsdle unlodsd ooy "I Juing udlb p2236 pu lJodssu.
Jpl wp 9uoe edlpd eds zpse USse IJos see edsd wgs)ol B z29d ldpdsule” bulo

909 Suwwosd IJluosl, 17.3 sldlueshle 1Jisds

IJecbdule IUIgul usé

- 9236 IJugdp Catalyst 9800 "¢z IJpywe". wuvdd luwluws: 9o ls oyose

1 JBoe IJlwluws Jodssy 10S-XE

- 1J9uo9d 1Js puds 9236 1w e 1Jgluo woero Idoede Ibsd. Spdu i SY9y 03l |l
IJpwds IJdgJs CON s IJzol; (9800-40. 9800-80. 9800-L) s ey £ psd 1J9L09J £0 we>

Jwulez Hypervisor 9800-CL
- Jdyuesd IJouwdunds: ks wlboosd Jepsd byds pel oo

IJpedoule

S9lS JJ guuo) 9 luwwodlds eg lesh see edsd wéssio dod luvepsle Bldo

lJodssu:

lJSsed IJpbdswd

eslo IP 1Uzloo wbbs shz 1Jobls
IJoslos 1Bl ass JAbLs she

lJobls

luwp puwese IJeunssd
JJped 039, IJpm9sd

luve puveedp pos) AP
JJpé 09, AP CLI

o wpdsu AP

luve pUo S 9236 IJoedp
lgve peld 1duu,dé

e Lo VLAN Jdgpsd

lwe Uvods VLAN JJg psJ
Uvods VLAN Jslzos U151
IUJl wddsé

IP Jslzos 1J1sLy6 1JJl u]dss

Sule glgos IUbLe IJJlgwdIdséd

GW IJlde,l o Jslzos 11,6
lJJlgwdIso

s>0 NTP
IP Jils» RADIUS

lJlgwp B IJ8IJe
[OOM_IP]
[OOM_GW]
[admin]

[Jdpes 1Jeu3)]
[AP_ADMIN]
[AP_PASSWORD]
[AP_SECRET]
[WLC_Name]
[Domain_Name]
[Client_VLAN]

[vlan_name]
[WMI_VLAN]

[WMI_IP]
[WMI_MASK]

[WMI_GW]

INTP_IP]
[RADIUS_IP]

pdelz RADIUS s 1w, Ipuive,d [RADIUS_KEY]

polJ
192.168.0.25
192.168.0.1

P99
AH1-7k++a1
Pu99J

lJé¢w 90 gdso
kh20-9yjh
9800-bcn-1
company.com
15

client_vlan
25

192.168.25.10
255.255.255.0

192.168.25.1

192.168.1.2

192.168.0.98
ThislsASharedSecret



lgwpe IJpole Idpgbe,d puuodl ) .
WLAN SSID WPA2 [SSID-PSK] gL

201555 WLAN SSID WPA2 802.1x [SSID-DOTAx] lowp 1 Ui
\"/’VULDA'\;\I%;’“IJS@V Jeedss JJose 1sqip.Lway Lo 1
gvfp'j\fgéfgﬁ*‘ Jeedse Jduoss 1sqip.cwa Py
lJodssu

lLowe lJotbsbs JJubwds

SUug 0do ldpwousle bugdges! Iwlwsé JJelss: pg w9uosd 9236 wpdpe CallSt 9800 wpzed
ol ldlgolWs |Js uldlbs 9,09d eds U ds VLAN g wol JIg)luo IUIRewl): pe ¢lbp RADIUS

ltoshs Jdeuold 96

RADIUS 9800 WLC

£

=

[ Sococo!

R

g

lé_cb.._gl hs: luvoglod 9236 I.J?'ytdp IJs lesble IJeous
lUloo,lyoss - 1Us9e wo,

Bl Jlue 9gs6 andp_ IJglues vd §> we _odg.._sool VIJQEJ@QJ..;) u9Jol o0 ié)LS |Js
wsubs9 1Jsspe uod)i 90 ls wdssu Bspdud wuwss IJlg)le IJIZoshs IJolds:

DAQ2#write erase
Erasing the nvramfilesystemw ||l renove all configuration files! Continue? [confirni

[ K]
Erase of nvram conplete
Sep 7 10:09:31.141: 9%BYS-7-NV_BLOCK_ INIT: Initialized the geometry of nvram

DAQ2#reload

System confi guration has been nodified. Save? [yes/no]: no
Rel oad command is being issued on Active unit, this will reload the whol e stack
Proceed with rel oad? [confirni



Sep 7 10:10:55.318: %BYS-5- RELOAD: Rel oad requested by consol e. Rel oad Reason: Rel oad Conmand.
Chassis 1 rel oading, reason - Reload comrand

oely pelde IJodssy isds

w&> 1o cuves 928 Idoede pu lehs IJozesd: pwsce cdse pelde cdosu CLI Jlple
od9su |u”|uf§- WOs ol Iﬁjpu:uoo)‘ wvouwelyj o3l IJgsh sudoy JJ IUBspe wluwesle Blde
9lzod Lwlo; 1JI9le; IJpe9s; B 1Jgbsle IJeldss.

lowl) zos suwos gob IJoegdpe pu ldwposs:

Install ati on node is | NSTALL

No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will termnate if any input is detected on console
Aut oi nstall trying DHCPv4 on G gabitEthernetO

Aut oi nstall trying DHCPv6 on G gabitEthernetO

--- System Configuration Dialog ---

Wul d you like to enter the initial configuration dialog? [yes/no]:

*Sep 7 10:15:01.936: 9% OSXE- 0- PLATFORM Chassis 1 RO/0: kernel: ncte: [Hardware Error]: CPU O:
Machi ne Check: 0 Bank 9: ee2000000003110a

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR ff007f 00 M SC 228aa040101086

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TI ME 1631009693 SOCKET O API C O nicrocode 2000049

*Sep 7 10:15:01.936: 9% OSXE- 0- PLATFORM Chassis 1 RO/0: kernel: ncte: [Hardware Error]: CPU O:
Machi ne Check: 0 Bank 10: ee2000000003110a

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR ff007fc0 M SC 228aa040101086

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TI ME 1631009693 SOCKET O API C O nicrocode 2000049

*Sep 7 10:15:01.936: 9% OSXE- 0- PLATFORM Chassis 1 RO/0: kernel: ncte: [Hardware Error]: CPU O:
Machi ne Check: 0 Bank 11: ee2000000003110a

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: TSC O
ADDR ff007f80 M SC 228aa040101086

*Sep 7 10:15:01.936: 9% OSXE-0- PLATFORM Chassis 1 RO/0: kernel: nte: [Hardware Error]: PROCESSOR
0: 50654 TI ME 1631009693 SOCKET O API C O nicrocode 2000049

Aut oi nstall trying DHCPv4 on G gabitEt hernet0, VI anl

Aut oi nstall trying DHCPv6 on G gabitEt hernet0, VI anl

Acquired | Pv4 address 192.168. 10. 105 on Interface G gabitEthernet0
Recei ved fol | owi ng DHCPv4 opti ons:

domai n-nanme : ci sco.com

dns-server-ip : 192.168.0. 21

XK to enter CLI now. ..

pnp-di scovery can be nonitored w thout entering enabl e node

Entering enable node will stop pnp-discovery
Questshel | destroyed successfully

luog b gdis IJpdelz "Enter” 98] "NO" Bs pyog 129l IUisdes: 9"Yes" Jlwole & pdss IJoduse



lJodgliss:

% Pl ease answer 'yes' or 'no'.
Wuld you like to enter the initial configuration dialog? [yes/no]: no

Wuld you like to terminate autoinstall? [yes]: yes

Press RETURN to get started!

&lJu u_)_9u_9vJ_9vJ ublp OPOSD uu-UE_c.SvJ IvJ'JPUv.SSU_) l&)l)lu
IJeols Uluuluu..so

Sp wled G9lde IJodssu IJoldss: 98p wogssd IdSse Jol wp weassol B za9d Ipdsule.
Sup oduwse 03l ldeuwows eds 1§uvle peod9s Jogwosd Ide)lzesd

JIJ I8 uwle 1Juod [Jpzoss slsel po 9uoe Idodssu: pe Idupéb eds pbolz "beld"
JJzuosd £Js pozo Il & luwegsle isle, enable and config. eJs Luwsd IJpeld:

W.C>enable

W.C#config

Configuring fromtermnal, nenory, or network [termi nal]?
Enter configuration commands, one per line. End with CNTL/Z.
WLC( confi g) #host nane control | er - nanme

IJoowsiss Ilsdss JJzels sldlcuold éhz Jolbld

lswegan Ilsle) IJeldss eds 90og IJedaso. pwavoes Iisle, po edb IJedssy Juply
pdsu wy9weded SSH. wes luusle Idpvulz IUpeds

host name [ WL.C_NAME]

int gio

ip add [OOM | P] 255.255.255.0

exit

iproute vrf Mgnt-intf 0.0.0.0 0.0.0.0 [ OOM GWN

no i p domai n | ookup
usernane [ADM N] privilege 15 password 0 [ PASSWORD|
i p domai n narme [ DOVAI N_NAME]

aaa new node

aaa authentication login default |oca
aaa aut hentication | ogin CONSOLE none
aaa aut horization exec default |oca
aaa aut horization network default |oca

line con O

privilege | evel 15

I ogi n authenticati on CONSOLE

exit

crypto key generate rsa nodul us 2048
ip ssh version 2



end
Wr

[2osbs - opdso wi9o9ds) CDP

ed a6 1358 B 9uoe IJedasu: sluweese 1Uisle, Ieldss. wldouews 1Us 9800-CL. | ueusJ
IJslzole, Te0/0/0 9 Te0/0/1 pog Gil 5 GI2

cdp run
int te0/0/0
cdp ena
int te0/0/1
cdp ena

9800-CL - Jouble Lbol>s 09986 Sles]

9dl swp wudsd o3l Ul eds spdle Idepde Os $lispes IJopde Vs 1J9uo9d 9800-CL: 909 &)
pbdse gds byj IJIzojs (9800-80. 9800-40. 9800-L) JJluople IJs $lised [Jogde WS
lJse9d (AP)

wi reless config vw c-ssc key-size 2048 signature-al go sha256 password 0 [ CHANGEPASSWORD]

louble Lsudle VLAN

eu 928 IJodasu e wlugile 1Jgsss pu yvwdle VLAN 1UEILo6 wldgpsd euvye IJbdu:
9uveJs VLAN Idpdledos Jslzos [Jb1)e IUJIgudIdss (WMI)

Bs pebe IJuusobssolo: po Iduslise 1o sYso Jssd gvudos VLAN gosdso eds IUIEJ.
9lz>é JJduuyJle 991226 .J_9uo_9.J lJuos99. Jos) pdule syvolss O wes wsu delposy pisle
U peodd VLANS 2o 1Jzlzo

we> WMIVLAN udbo lJ9e9d IJs 9es6 [Jwgdp Jpebp w9w9dodle 1J1)6 9ldeglbble.
olJluolwss [Js I udlb 1Uguo9d ould Jue§9p wlugile Iudla CAPWAP |J¢l_oé ol

vl an [ CLI ENT_VLAN|
name [ VLAN_NAME]

vlan [WM _VLAN|
nane [ W RELESS MGMI_VLAN|

odosu leole IJuslule - I.Jiao 50

lJouwos [Js 9800-L 5 9800-40 9 9800-80. i 9L o¢ lJedsst: spdud luweisle IUlsle,
IJeldss Jogsso Iablsa I iguluss Jolzole puwess Idoslole. o3l 1dpeld. s@e,z LACP,
pe ludble pzeses Susle ewy JJlIJpudis0.

pu ldpop 0dysu ptbb pbloy eds zluw 1Upzod.

o3l Suwe 1 $pdu 16 $Y9u Jo wissile popsd pu Ipcld 1Jpdse IJs ol 09 28! s 2lzé: zuwe
bogod sbl Juo wuwere duile lsuw. polees >9s84.



IlInterfaces. LACP if standal one or static (channel-group 1 node on) on if HA before 17.1.
interface TenG gabit Et hernet0/0/0

description You should put here your switch nane and port

switchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]

swi tchport node trunk

no negotiation auto

channel -group 1 node active

interface TenG gabitEthernet0/0/1

description You should put here your switch nane and port
switchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]
swi tchport node trunk

no negotiation auto

channel -group 1 node active

no shut

int pol

switchport trunk allowed vlan [CLI ENT_VLAN], [ WM _VLAN]
swi tchport node trunk

no shut

Il Configure the sane in switch and spanning-tree portfast trunk
port-channel | oad-bal ance src-dst-m xed-ip-port

<950 91206 1116 IJJluv]ess

Iwegse 1Jible, 1Jeldss oo suoe IJodase: Jlogule WML o30 ¢1096 popé

int vilan [ VWM _VLAN]
ip add [WM _IP] [WM _MASK]
no shut

iproute 0.0.0.0 0.0.0.0 [WM _GWN

'l The interface nanme will nornmally be sonethng |ike VIan25, depending on your WM VLAN I D
wi rel ess managenent interface VI an[ W _VLAN]|

ooy IUpub§6 1U5pusd 9ou0zse NTP

seowy NTP o)l 29! JJgsss pu psile Idlouold IJlgudds. luvogse 1Jible, IJolss B
suee IJodysu Jdlgshsol:

ntp server [NTP_IP]

11 This is European Central Time, it should be adjusted to your local tine zone
clock timezone CET 1 0

clock sumer-tinme CEST recurring last Sun Mar 2:00 last Sun Cct 3:00

9029J VTY sldgsele IJppdss 1Uig)s

Sloule 180od 1ppbusle: sds 031 s logile gboglo VTY | oldss: Jozow publdd 1Jsuesd
IJs 9lzed IJpuuetse IUyuugpss: supdsu I ple IUluwlyvss Joguwso peldes eduvs god
TCP Jslzole 115158

service tinmestanps debug datetinme nsec
service tinmestanps | og datetine nmsec
service tcp-keepalives-in



service tcp-keepalives-out
| oggi ng buffered 512000

line vty 0 15
transport input ssh

line vty 16 50
transport input ssh

wosisé6 RADIUS

03l sgJd £pds8 el Iuwluws: 1o spdo wuoWd Bl louold |Js ISE ol

radi us server |SE

address ipv4 [RADIUS_ | P] auth-port 1645 acct-port 1646
key [ RADI US_KEY]

aut ormat e-t est er usernanme dunmmy probe-on

aaa group server radius | SE_GROUP
server name | SE

aaa aut hentication dotlx |SE group | SE_GROUP

radi us-server dead-criteria tine 5 tries 3
radi us-server deadtine 5

lgosbs - IJouwt IJlzoslbs JJodsso IJs9pes

Jipwole cogdd wldlplo: spdud cpdsu gpdss vumt leoslbs pdopcs s9ess JJodssu
Ids gbpe TFTP IJogso:

ar chive
path tftp://TFTP_I P/ | ab_confi gurati ons/ 9800- confi g. conf
time-period 1440

IJodsso IJJlgwdIds

wsEbes 03l IJBuwe poldl eds lusle ppodwds po vwdleo WLAN: Lese sébs 1Ue,
lJezesele ybssel po WPA2 oe Preshare Key 9 WPA2 og 802.1x/radius 9 Central WebAuth g
WebAuth pzds. 900 €50 IJposde o seess Iduuin Jsd eds JJ oo lJguluo Jil szo
edsd ldwoel sogssdol euwe 1Ueles

p0 1Jpoe wessu Iy Iods Jupelu 1o sd9p 2ol IJozdp wauoe edles "dled" eds IJedssu.
Sew wdssd $lses ldodslo Joblod psse IJoui, 1Jglue

ap dot 11 24ghz cl eanair
ap dot 11 5ghz cl eanair
no ap dotll 5ghz S

Il nportant: replace country list with to match your | ocation
11 These conmands are supported from 17.3 and hi gher

wireless country ES

wireless country US

l2osbs - 18uod IUpebuvle



WS ew 3Jd 1o IJuveds wedd 1 od 1dpehusle IUlguluess:

- ozess udlb 1suosd eds wslule lewpels SSH ppdus: soslule lewels sy 18e,lgoss 9
syslog. Jopuwsu wzyws luweduuld IJigble sl odlzol. suuegse 309 pdd og s jub
udbo 1Jgoad IJle,)luos: bl Juo wuosd beldlo 23836 BSzw edsY wbosd
wEssle ppleds edsop

s opdsu wuousdd IUizejs Jogdu lusle 1 pdle IJpoLodé wlduivwds

ap profile default-ap-profile

mgnt user usernanme [AP_ADM N] password O [ AP_PASSWORD] secret 0 [ AP_SECRET]
ssh

sysl og host [AP_SYSLOG

device classifier

logsle uvodle WLAN - WPA2-PSK

JJouudlu |Juu2_u060 |9 Istul)sgolu |Juuu§bo 9 ._J.)gp Iao_,o IJlouuu JYJ |J|uu§|c )9U
lpdlole 802.1x

909 lgushs Jpgbp ywsubsyole Enterprise

w an W an_psk 1 [ SSI D- PSK]

security wpa psk set-key ascii 0 [ W.ANPSK]
no security wpa akm dot 1x

security wpa akm psk

no shut down

louble Siodle WLAN - WPA2-03 s

Jowsoliss 1J10e) oisael Jduinads Ipedss 1w dss (WPA2) pg puol>$s RADIUS.
Sodde IS wssle [Jpduwuwle

w an Wl an_dot 1x 2 [ SSI D- DOT1X]
security dot1lx authentication-list |ISE
no shut down

logble Uvodlo WLAN - [osO w0 $6 95w p2dsd
Suvoesp Jlpdloss 9,09J 1Y, wuwlbs JJuosd: 590 >¢ p ISE Guest

lowoobl Ids [Jluosh po Idppdo IJzuosd eds wzds) gus lousle Hsbé Ipedped I._Jing‘
Izle lelos o "uge" Jpolugs

paranet er-map type webaut h gl obal

yes ! this may not be needed depending on the version
virtual -ip ipvd 192.0.2.1

virtual -ip i pvé 1001::1

aaa authentication |ogin WEBAUTH | ocal
aaa aut horization network default | ocal

w an wl an_webaut h 3 [ SSI D- WEBAUTH]



peer - bl ocki ng drop

no security wpa

no security wpa wpa2 ci phers aes

no security wpa akm dot 1x

no security ft

no security wpa wpa2

security web-auth

security web-auth authentication-list WEBAUTH
security web-auth paraneter-map gl oba

no shu

lousle vl WLAN - (o sO ool §6 98w 1Uprdjse

Suvwgdp Jrgpe LosW ISE

aaa aut hentication network default |oca
aaa aut horization network MACFILTER group | SE_GROUP
aaa accounting identity |ISE start-stop group |ISE_GROUP

aaa server radius dynami c-aut hor
client [RADIUS | P] server-key [ RADI US_KEY]

ip access-list extended REDI RECT
10 deny icnp any any

20 deny udp any any eq boot ps

30 deny udp any any eq boot pc

40 deny udp any any eq domain

50 deny ip any host [RADI US_I P]
55 deny ip host [RADIUS_ | P] any
60 permit tcp any any eq www

wan W an_cwa 5 [SSI D- CWA]
mac-filtering MACFILTER

no security wpa

no security wpa wpa2 ci phers aes
no security wpa akm dot 1x

no security ft

no security wpa wpa2

no shut down

' we will create two policy profiles, to be used later depending if the APs are |local or flex
node

wireless profile policy local _vlanclients_cwa

aaa-override

accounting-list |ISE

i pv4d dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

wireless profile policy policy_flex_cwa

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central swtching

aaa-override

accounting-list |ISE

i pv4d dhcp required

nac

vl an [ CLI ENT_VLAN]

no shut down

louble guslusle Judlb 1Jsuesd 1Js Isuoe 1peds



udlb 1Usuosd pu ldauoe Idpeds os odd ldos woeds eds uduw Idpsde Iddeds pod
9236 lJopdp Catalyst 9800. g156 gy IJuiods G wol.

lJle W& I iuova J)@ng_a)é L_Joa-:),o pE Uoo.@:sé IJiuuluu§6 .JJaolj‘_?o,o lgui‘ulg pJVdle
weguwesue WLAN ldpgodws s ely 1dsee Jio L‘,'&.J&o! JJol pg pdVdle wgrs0 IJywsluwé
uboyol pu gdld edlple gds vl 1Uyuesd IUos sew lu wwe oJd SSIDs

Jeiss pu ldpedyplo lze Wop wpddz wdasy 9o lJozde IJJlwJJse Catalyst 9800

wireless profile policy policy_local _clients

description |l ocal _vlan

dhcp-tlv-caching

http-tl v-caching

radi us-profiling

session-tinmeout 86400 !!Ensure to not use 0 since 0 neans no pnk cache
idle-timout 300

vl an [ CLI ENT_VLAN|

no shut down

wireless tag site site_tag_|loca
description | oca

wireless tag policy policy_tag | oca

description "Tag for APs on |ocal node"

'l Include here only the W.ANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is comon to use a different policy profile, to map to a
di fferent VLAN

w an wl an_psk policy policy policy_local _clients

w an wl an_dot1x policy policy policy_local _clients

w an wl an_webaut h policy policy policy_local _clients

wlan wl an_cwa policy policy local _clients

logble gusluwle Joudlb 1Jsuosd s 9,0 FlexConnect

€16 pl swp luwedsle ullb IJsuesd Bs 9 o¢ FlexConnect |pl gudpl sep lple IUlouold csu
9226 Idogde suilb 1Usuesd e Ubvedd WAN (goldelds ould wlgs) pujls> Jyzds solw slsle
wsu I puopl) Iy gusel wdyu ould luwole pogds ldbosdszsl Sluol weles [Us crasd
06 )9y Idepsd pedsl lds pu9s AP sdl sop edwol po gdld CAPWAP JJg )9z eo IJubeds
g 9lzolw 926 IJoedp

IJeuvdsd peled [ds Ideeds luvdsw: sy o edew 1o $U90 wess tlow: pe $29d 2ds p19,
PRI

wireless profile flex flex_profile_native

acl - poli cy REDI RECT

central -webaut h

ar p-cachi ng

1l Replace 25 with the VLAN native on your AP L2 topol ogy
native-vlan-id 25

vl an- name [ VLAN_NANE]

vl an-id [ CLI ENT_VLAN]

wireless tag site site_tag flex
flex-profile flex_profile_native
no local-site


/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html

wireless profile policy policy flex_clients

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central swtching

dhcp-tl v-caching

http-tlv-caching

idle-timout 300

session-timeout 86400 !!Ensure to not use 0 since O neans no pnk cache

vl an [ CLI ENT_VLAN]

no shut down

wireless tag policy policy_tag flex

description "Profile for Flex node APs"

'l Include here only the W.ANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is comon to use a different policy profile, to map to a
di fferent VLAN

w an Wl an_psk policy policy_flex_clients

w an Wl an_dot1x policy policy _flex_clients

w an Wl an_webaut h policy policy_flex_clients

w an Wl an_cwa policy policy_flex_cwa
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11 Tag assignent using static nmethod. Replace mac with your device
ap F4DB. E683. 74C0

policy-tag policy_tag | ocal

site-tag site_tag | ocal
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d adi usl#sh ap summ
Nurmber of APs: 1
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