oy sy Catalyst 9800 WLC g o0l> 96 LDAP J
802.1X 9 Web-auth

lJpzossle

| Jp, 9506

IJpobJole Il wsé
IJeobJoule
lJodoule | 0200

wdosy LDAP Ol wogsle SSID J WebAuth

od9sy 9220 IJozd
o J9sy LDAP Ul wogsle DOTAX SSID (Ll wogsle EAP 1JezJsS)
WYope ol _osd gbe LDAP

Vop 12,89 £Js 91206 o wede 950 9800

021596 LDAP 802.1X o0& , weo SAMAaccountName.
wdosy WLC:

lJo2.9.9 o0 9lzoo |

lJo2.9.9 ol o

lwed ol 1Jizble ol oJlzol

Js9.s6 1 Jwz, 8.9 pu 6l 15,96 36 lJogd

5856 1 6.5 o0 ool ) 9800  LDAP

lJeolze

NFX YY)

SuP 03l 98596 Js9 o subdd pldé 2dl36 9800 in order to Lol 3o ju9u pg LDAP GlbJ ol
lo 1dBless pebsle Jdpuwedde punstle.

IJecbdule IUIguluss
IJeobJule

900 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:

- ¢9l>0 Microsoft Windows
- Active Directory Ig Is §lg>8 wslole LDAP 1 )5

lJedyule IJp e ped

C9800 EWC gJs wdlbs 1Jso9J (AP) C9100 IJes wepd wuble Cisco IOS®-XE 1J] oo,
17.3.2a

¢l> Microsoft Active Directory (AD) 1Je;9> w9226 wéisu Idsuesd IJs Iduveds (NAS) oo QNAP



lJos ogpd J8less wslule LDAP
op louile IUpgdsele 19136 B 03l lUpuueos pu lizes 1Je92956 B wsisé pgpdssd ¢luos.

u)lu E_rOLSE_ |.J|E_OJO |.JrD.JUua)fOO k9.5 o5l |Jpwuu) uudngU ppwja (IdujlkpgS) !)l \Jluu

oJ9 sy LDAP Llgwogsle SSID J WebAuth

lLuwe lJotbsbes JJubeds
Joow odo IJpdldé luwoubl |Js lesh ouush gl
ulddbs 1J9o9d EWC AP 9115 pg IP 192.168.1.15

¢l>p Active Directory pg IP 192.168.1.192

eesd soued vuldbs IJsuesd Idslgdss pu EWC

od9su 926 IJogdp

IJ¢bgs 1. wdysu ¢lbe LDAP

lowdd 1Js IJodsso > 1Jislo > AAA> | g9l o/l pzesele > LDAP slud, 89,6 + |oldé

'L'I's"é'c;' Cisco Embedded Wireless Controller on Catalyst Access Points
17.3.2a

_ Configuration - > Security -~ > AAA

+ AAA Wizard

Dashboard

Monitoring

Servers [ Groups AAA Method List AAA Advanced

+ Add

.. : RADIUS
Administration Servers Server Groups
TACACS+
Licensing Name
LDAP
NAS

oubleshooting

e lowal Jebe LDAP 1Ugl o od 98p wogwiss Idodloosd. Juine Id eddilee Sume "Sop
oBluosd #he LDAP" Codl 1w,



Edit AAA LDAP Server b

Server Name* AD
Server Address* 192.168.1.192 (D) Provide a valid Server
address

FPort Number* 389

Simple Bind Authenticated v |

Bind User name* Administrator@lab.cor

Bind Password * -

Confirm Bind Password* -

User Base DN* CN=Users,DC=lab,DC:

User Attribute | v |

User Object Type | |+
User Object Type ~  Remove
Person .

Server Timeout 0-65534

(seconds)

Secure Mode

Trustpoint Name v

2Ob LlJud) W98 wrdst 90wy eds IJgols

I9lo, CLI:

| dap server AD ipv4 192.168.1.192 bind authenticate root-dn Adm nistrator @ab.com password 6
WCGYHKTDQPV] DeaHLSPF_GZ[ E_ MNi _AAB base-dn CN=Users, DC=I ab, DC=com search-filter user-object-type
Per son

IJgb9é 2. ©J9su pze9esd 91> LDAP.

loedd lJs IJodsso > 1Joleso > AAA > 1Ugsls ol 1 pze9ele > LDAP > pzp9ele 1Ug9lse 9106,
99,9 +|_olé



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

RADIUS
Servers Server Groups
TACACS+
Name v~ Server 1 Ser
LDAP
Idapgr AD N/A
1 ( 10 '- tems per page

I>¢d luwpl 9l oW ¢l LDAP 1Uss Bpo wodsswe B [Jgbos [J uluds.

Name* Idapgr ‘

Group Type LDAP ‘

Available Servers Assigned Servers

NAS , AD =
< ~
»> W
« g

108y B98 LRISL 98P wobwsd JJedb.
I9lo, CLI :

aaa group server |dap |dapgr server AD

IJgb9s 3. wdosu luvdaw puols §6 AAA

loedd lJs IJodsso > IJolest > AAA > §lisps byd AAA > 1Jp ol 86 slud,) +luolds



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List

Authentication

Authorization

Accounting

AAA Advanced

Name ~  Type ~  Group Type ~  Groupl
default login local N/A
Idapauth login group Idapgr

bbed lawel 9l wog wuwrsd 1Usg9d slui, IS pzesgs e9lap LDAP IJos wp wdssuel puvewdl.

Quick Setup: AAA Authentication

Method List Name*

Type*

Group Type

Fallback to local

Available Server Groups

radius
Idap
tacacs+

I9lo, CLI :

Idapauth ‘
login v @
group v @
Assigned Server Groups

3 Idapgr =
< ~
B v
« >

aaa authentication |ogin | dapauth group | dapgr

IJgbogs 4. o Joso luvdow wdss o AAA

loedd IJs IJodsso > 1iplo > AAA> §lispes b,y s AAA > 1Jod9 s 9lod) W98 +lolds



Configuration= > Security = > AAA

4 AAA Wizard

Servers | Groups Aan Method List AAA Advanced

Authentication
Authorization
Name ~ Type ~ Group Type ~  Groupl
Accounting
default credential-download group Idapgr
Idapauth credential-download group Idapgr
1 10«

Sp Llogble lgxs vg wuisd wslule IJlgcels Jluwe lgoshd slub, wol IJs pzeses ¢3lbp
LDAP IJos wpe logblgel puwedl

Quick Setup: AAA Authorization

Method List Name™ Idapauth
Type* credential-download v | (i)
Group Type group v @

Fallback to local

Authenticated
Available Server Groups Assigned Server Groups
radius N ldapgr -
ldap
tacacs+ : z
B w
4 i
I9lp, CLI :

aaa authorization credential -downl oad | dapauth group | dapgr

gk 5. ©doso IJpuolsds IJezdso
loedd 1Js IJedsso > Iielo > AAA > AAA Advanced > lJodsso lJgle

G woessu e 36 [Jepdss sldodss o Idpeds [Us Slises IUbyd slee, bisds
IJeob 6 sldesso ldos op odgsuel puwodl.



Configuration - > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Global Config o -
Local Authentication Method List
RADIUS Fallback - :
Authentication Method List |dapauth
Attribute List Name Local Authorization Method List
Device Authentication Authorization Method List Idapauth
AP Policy Radius Server Load Balance [. DISABLED
Password Policy Interim Update
AAA Interface Show Advanced Settings >>>

I9lo, CLI :

aaa | ocal authentication |dapauth authorization |dapauth

IJ¢b9s 6. o Jysu pedps-map webAuth

loedd lJs IJedsso > 1Jiplo > puolb$s 1gsw sozs) 1UEsbs Igles

Configuration~ » Security - > Web Auth

Parameter Map Name
global
1 10 »

ol po o d9so guslo IPVA bloys ped 192.0.2.1 (sop 225 s IPNJbods 1JG,e.s6
lJpz226 Ju9esded IP Idbloys g6 1d8led JJwyzso).



Edit Web Auth Parameter

General Advanced
Parameter-map name | global |
Banner Type © None Banner Text Banner Title File Mame
Maximum HTTP connections | 100 |
Init-State Timeout(secs) | 120 |
Type | webauth v |
Virtual IPv4 Address | 192021 |
Trustpoint | --- Select --- v |

Virtual IPv4 Hostname | |

Virtual IPv6 Address | b |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

oy W98 wbusd JJeb.

I9lp, CLI :

paraneter-map type webaut h gl obal type webauth virtual-ip ipvd 192.0.2.1
IJédo96 7. ©dosu Lvwds WLAN J WebAuth



loedd IJs IJodssy > guwdlo WLAN sl 9, ol

Edit WLAN

General Security Add To Policy Tags

Profile Name* | webauth |
SsID* | webauth |
WLAN ID* | 2 |

Status enalep [}

Radio Policy

Broadcast SSID

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

A Please add the WLANs to Policy Tags for them to broadcast.

LAl v |

Gp wodosu Idluwe: 90ids pu luo B 2lds IJepdsu: e lowdd Ids edlps ldowssye plo.

B edleé IJowssy [Jd)ess IUbw@s 2. olds oo £30 9295 1olu 9p0 welbsd Iluedld

lJuose-

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Layer 2 Security Mode None v
MAC Filtering

OWE Transition Mode

Lobby Admin Access

Fast Transition Disabled v
Over the DS

Reassociation Timeout |20—‘

B edled Idowsse beds 3 §p wopdsu gwsluws IUssw: soessu Hsbs ldeedele eds
£09pS: IUESSU Ylispé IUp ol 96 gds bys 86 wuwesd IUsgsd AAA IJos wp wdgsuol

puvodl.



Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Palicy Tags

Layer2 Layer3 AAA

Show Advanced Settings »>>>
Web Policy v
Web Auth Parameter Map global -
Authentication List Idapauth v | (®

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

eSb LlJud) B9l wbusd

I9lo, CLI :

w an webauth 2 webauth no security ft adaptive no security wpa no security wpa wpa2 no security
wpa wpa2 ci phers aes no security wpa akm dot 1x security web-auth security web-auth
aut hentication-list |dapauth security web-auth paraneter-map gl obal no shutdown

IJ¢bogs 8. wlds oo we SSID

loodd IJs IJodsso > edlple IJopss) 9olds oo wuopsy SSID Bs pdud wg sy Iduwsluws
lJ3s wwp gxpwo glds! woluwlos SSID (gdlps IJuog UGl jose Jodasy 2383 2385 238> 13l
b oo wodass elpl ogs). wudd 18elos: Jl cwd glps Iausluus IJIB el ass
SSIDs 23556 ©89p wluyslisol pus w¥99p voopswol S395l.

Jl cégbs 030 1Jpdlds wdosy pdidle wgrsed IJuusluws sode,uo 1o eds s)lsé wsdd IJgse
pu lJodsso.

o950 LDAP Ll ueisle DOT1X SSID (lvisle EAP
IJezds)

el pl subde wJ9sy LDAP Jeg ;9 SSID 802.1X gJs 9800 i@ubl odosu EAP peds. bl Jouo
oS luwwgsle RADIUS, W uwsdgy ¢glbe RADIUS Ussd Jluuile louold w@less wslule LDAP
93JY ghe ubly 030 lpldé.9ud peleds o3l IJodssy: suuoz vodsso EAP peds wluweesle
puwotde peds op odsue eds guue) Idoede S 1duveds 1dpedss 1JJluwddss (WLC)
l9dli 98w e w9Vds) peld wdssy VS Buwpe IJplze WS wolss o030 IJpdlds. wez)s IJluwole.
Spedud pelads u9d Blesxé vslule lJpuwegse IJs LDAP.

IJ¢b9s 1. ©J9sy pdd wg s EAP peds



loedd IJs [Jodssy > EAP IJpeds slub) Huolds

'L|I'5'":L;' Cisco Embedded Wireless Controller on Catalyst Access Points
17.3.2a

_ Configuration~ > Security~ > Local EAP

Local EAP Profiles EAP-FAST Parameters

+ Add

Profile Name w
PEAP

dministration 1 10 «

Licensing

roubleshooting

2o ls lwe Jpdd Iegrsd 1Jglue wd. cpdiso PEAP eJs IUIS 9lgwsh Iuve TrustPoint,
cuvdd lu)luos ceess oo Idoedpe Os Uuuudo lJpeedsé IJJlpwdIdss (WLC) Josd
V9 gds yuvoble P95 Slosl J3Jdd Jl sop el L5 9lzs> wgol) (glbs TP-XXXXX 09 Uldqu
Jo>| U&)uo) 9._J-Ju Jlu Iuo.>|_)|u Iubpo uuug_sJ I.Joglud |J>J50 Ua)..s.)o uu& ds uvoble

Edit Local EAP Profiles

Profile Name™ PEAP

LEAP

EAP-FAST

EAP-TLS

FEAP v

Trustpoint Name TP-self-signed-305Y 4



I9lo, CLI:

eap profile PEAP nethod peap pki-trustpoint TP-self-signed-3059261382
IJébgé 2. ©Jgsy ¢l>e LDAP
loodd IJs IJodsso > IJielo > AAA> | Ug9l o/l pzpesgle > LDAP slu§, 99,6 + | olds

*é'l's'é[:;' Cisco Embedded Wireless Controller on Catalyst Access Points
17.3.2a

_ Configuration~ > Security - > AAA

+ AAA Wizard

Dashboard
Monitoring

Servers [ Groups AAA Method List AAA Advanced

Administration Servers Server Groups
TACACS+
Licensing Name
LDAP
MNAS

Troubleshooting

g luwel Jglse LDAP IJgluo wd 98e wogwiss Idodluasd. Juing I 2dd e Suve "Bop
ol osd 2p LDAP" o3l 1o wens.



Edit AAA LDAP Server b

Server Name* AD
Server Address* 192.168.1.192 (D) Provide a valid Server
address

FPort Number* 389

Simple Bind Authenticated v |

Bind User name* Administrator@lab.cor

Bind Password * -

Confirm Bind Password* -

User Base DN* CN=Users,DC=lab,DC:

User Attribute | v |

User Object Type | |+
User Object Type ~  Remove
Person .

Server Timeout 0-65534

(seconds)

Secure Mode

Trustpoint Name v

2Ob LlJud) W98 wrdst 90wy eds IJgols

| dap server AD ipv4 192.168.1.192 bind authenticate root-dn Adm ni strator@ ab. com password 6
WCGYHKTDQPV] DeaHLSPF_GZ[ E_WNi _AAB base- dn CN=User s, DC=l ab, DC=com search-filter user-object-type
Per son

1Jgb9s 3. ©Jgsu pepesed 9l>e LDAP.

loedd s Idedase > IJoless > AAA > 19l el I pze9ele > LDAP > pgpgele [Jg9lsp slud,
999 +|olds



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

RADIUS
Servers Server Groups
TACACS+
Name v Server 1 Ser
LDAP
Idapgr AD N/A
1 10 «

I>ed luwpel 910w e LDAP 1Uss Gpo wodssuo B IJgbgs Iduwlu 6.

Name* Idapgr ‘
Group Type LDAP ‘
Available Servers Assigned Servers
NAS 5 AD =
< a
> v
«

1<

lud) 998 ©rase 99 wobusd JUedb.

I9lo, CLI :

aaa group server |dap |dapgr server AD

lJglogs 4. cJdysu luwdsw puolb 96 AAA

lowdd 1Js IJodsse > IJolese > AAA > §lisps b,y d AAA > | e ol> 6 9lu b, +Hluolds
B wodasu luwdaw puol§s dottx IJuse 98e wluvhwo [Js Ideeds Bélb. §> sdsu pu

ldeérs IUlunls [Js pzeses 29be LDAP 9JJy guuos Idopde S IUuvods Idpedss
IJJluwdIss (WLC) o wo 09 1U3s sepd Jpuos8 802.1X oul (eds 1U)Ep pu lu Bless wslule



lJeuweéde 92926 £Js LDAP. 9JJy 030 05 9596 bys 96 1Jegssd).

Quick Setup: AAA Authentication

Method List Name* Idapauth
Type* dot1x - C)
Group Type local v (@

Available Server Groups Assigned Server Groups

radius

3l

Idap
Ea
tacacs+

Idapgr »

l¢

i, CLI:

aaa aut hentication dotlx | dapauth |ocal

IJ¢b9s 5. cJysu luwdse w99s o AAA

loedd lJs IJedsse > Idoless > AAA > §lisps bys AAA > IJod9s o slud) Huolds

Sp wlouvle v wuisd wslole Ilge el Jigvdse 1Jegssd szedo suvs, IJs pzeses LDAP.



Quick Setup: AAA Authorization

Method List Name™ Idapauth
Type* credential-download @
Group Type group v (3

Fallback to local

Authenticated
Available Server Groups Assigned Server Groups
radius N ldapgr -
Idap
tacacs+ : z
B w
&

I¢

o) 91206 o, 1JIgle,

aaa aut horization credential -downl oad | dapauth group | dapgr

IJgb9s 6. o dysy wdluosd IJpuob 86 1ppdso

loodd IJs IJodsse > 1Jipls > AAA > Glises 1o, AAA > ssbhle AAA I pc 06

iteso luvdsw Slispd JIJ pu 1Upuol> 96 9ldossys slge, e IJ dot1x Lozs 09s6 boys s
Subs) pedsl sluvdse wgasd wuisd wslole Idlgo e syus) IJs LDAP



Configuration~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Global Config _— .

Local Authentication Method List v
MRS SRS Authentication Method List Idapauth -
Aandoune llex Homa Local Authorization Method List ¥
Device Authentication Authorization Method List Idapauth v
AP Policy Radius Server Load Balance
Password Policy Interim Update
AAA Interface Show Advanced Settings >>>

I, 8lz08 Lulo, 1JIgle, :

aaa | ocal authentication |dapauth authorization |dapauth

IJgbogé 7. od9se a dot1x WLAN
loodd IJs IJodssy > WLAN sglo 9, +Hloldé

2o w9008l 9l ue SSID 9ulds o wpdsuo.
Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

A Please add the WLANSs to Policy Tags for them to broadcast.

Profile Name* | LDAP | Radio Policy A v |
SsiD* | LDAP | Broadcast SSID
WLAN ID* | 1 |

Status enaslep [

IUloodld lds uodes olaso IUbués 2.



I8, WPA+WPA2 Jg o clpsy IUbw @6 2
olds po wpdso WPA2 9 AES Bs pedple WPA 9o pdso 802.1X

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Layer 2 Security Mode WPA + WPAZ

Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab... »
Protected Management Frame Over the DS
Reassociation Timeout 20
PMF Disabled ¥
MPSK Configuration
WPA Parameters
MPSE
WPA Palicy
WPAZ Policy v

GTK Randomize
OSEN Policy

WPAZ Encryption « | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt « | B02.1x
PSK
CCKM
FT + B02.1x
FT + PSK
802.1x-5HAZ256

PSK-SHA256



loodle luvdyo el 9o dotx 1IUss wp loilgo wlodlsopdsy puolb§6 EAP 1Jppdsé
sluodle pdd wg)sW EAP IU3s wp wdysuo Vs IUgbys IUlgds.

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Add To Policy Tags

Layer2 Layer3 AAA

Authentication List |dapauth v @
Local EAP Authentication ol
EAP Profile Name PEAP v

2Vb LlJud) B9l wbousy

I9lo, CLI:

w an LDAP 1 LDAP | ocal -auth PEAP security dot1x authentication-list |dapauth no shutdown
IJégé 8. IJoe 99 pu v WLAN

loedd IJs Idodssy > gdlple IUopss) _9-;>i-:J> pU w2 pSu SSID Vs pJV wg sV IJywsluws
lJ3s wwp gxpwo gldsl woluwlos SSID (gdlpes IJuog UGl ose Jodasy 2385 2382 228> 13l
Jp odp vodssu edlplo wg3). wuvdd lvu)lios: Jl ooe gdles Iduwsluws IUIW o)l oso
SSIDs g3536 w99 wluuslisel zus w¥99e voopswol S395l.

Jl oglbs 030 1Upldo wdssy pdVdle wg)sWd Igwslws 9o, 0 ol eds s)lsse w3JdY Idgje
ou lJodysu.

O glds lgwegsle Active Directory: sgo wdssu glse AD Jhuwld I wes "userPassword”. sz
buwld o030 Iduwes [Us euues Idoede VO Idubeds Idpedss Iddluwddss (WLC). 93JY Jly
guuo IJogdpe Vs IduyveJds IJpzdss IJJlundIdss (WLC) s 99p wldozdd: sdsuw ¢hp AD.
spdud lsool I wslzo puvldd B lJpuol 96 pe luvdsw PEAP-MSCHAPV2 zse 1o JJpé
IJpa9 Jl sep huwldel lusl Bs wue sluoz suldelds Jl spdo Beuool pe Bless wslule LDAP,
IlJb 596 PEAP-GTC W §b os lJus wepd pe B9le> wslule LDAP pgsu6.

Wop ol osd ébp LDAP

Dop IJzd9J eJs 9lzed puweisp 9w 9800

Bspl sds pold s Active Directory I wlus 23l sgpd Jglop LDAP wpo o Jd9swo gds 9800



Edit AAA LDAP Server x

Server Mame*

Server Address®

Port Number*

Simple Bind

Bind User name*

Bind Password *

Confirm Bind Password®

User Base DN

User Attribute

User Object Type

Server Timeout
(seconds)

Secure Mode

Trustpoint Name

AD

192.168.1.192 (1) Provide a valid Server

address
389

Authenticated i

Administrator@lab.cor

CN=Users,DC=lab,DC:

User Object Type ~  Remove

Person 4

0-65534

IJluwe 9 IP3los Idouus) wuvdd pgsyd.

1Jp 0951 389 09 1Jpu 83 Il w,lgos J LDAP 9JJo sedo JJéhe IUglue wd luwesle pou9s

).

oo ounsb: pu lduls) ol Io éd_?o Jrsd $lesrs wslule LDAP Ws 1dsde I.JCL!@ wep o
g ldpuor gdso (3l seus o ls bgue spduo lole wze LDAP edso wogu ls upesse
p236). ol ldogusl 1dpuosd 09 Iduse IUIYe,) bssel Jpolb 86 9pl sumper wo Active
Directory w udd 18e,luos. spdud [eld luwe euvle puu9sd 99Jes 0)9) Jooedu pu lale
lJoze Vs $less wslule [dpuwegse pu ould.

sl luwpe ldpguedse: weolz Ids IUlushs 1Us luvp puvedse Jo lposlile Idpuudsd Os Active



Directory. vozed AD couwsd user@domam Jo vsupl vwege 1Ugsss pu B9les wslule
LDAP IJI@,& SUuwSY "CN=xxx.DC=xxx" Jlwpe lJpuuwispe. S22 pold eds Vlgsé vslule
LDAP Ig)s £5) AD )5 Bspl wgd> VS 030 IJpdlJs.

oo JJpd Iduw) @ rgdo 1Uddes 1UD6 username >gdo ywlogl.

DN Uéluo wlless |J|pk.).uot.)p: i)'aJ oul "z23) Idwz e 909 1Jp9 e 1Jp9z9> WOs Lizyo LDAP zse
owl gpdsle ldoze. Vs ol ldpeld. ©odyu zpse quoablploolcub,oo 029806 "ldpwugdpsu’
sldos s3Iy DN IJglue wol "cn=Users.dc=lab.dc=com" (v o, Jlu pold LDAP peld lab.com).
Swp ©99S) pold eds Jsse IJould DN $less [dpuwegse 030 Jlzdl WS o3l IdBuwe.

o lJpuwegse: spdu oyd 03l Iz 9d Vel i_9 lJIgulyé |Js pelolb Lupes LDAP IUss suvs) |Js
29J LDAP 1J3s se> luwp Idpuweése JBless wslule LDAP 1JglLos wJ. popl glze cisco w9 id
CSCwv11813 ( welsd EULAJ IJozgde WS IJuveds Idpzdss IJJlgudIdss (WLC) Ig)le louold pe
29J CN weo Idub, gu ls yiss.

U9g Jlisu lJpuwegsp: sgs 03l u9g L_J-.JLSUIU lJos vgou) puwedpsu. £156 pl sy 0l
lJubvguo 09 Idubgue. Spdu i odyy ' Iao_)o \JPU'.SSU_) Bl YIG dbssd Ylesrs vslole AD sogsd
euvlole IJdpusae, 9JIJo ould o6 13,68 $9W8, LDAP IJJes) pu lJoguosue.

sose 1Jaoe 1Jleo LDAP 1Jley g0y TLS sselbdo pud weass TrustPoint g Js 9800 Jlwegsle
Jvols Juiuds, TLS.

oo 9o LDAP 802.1x pg wpd SAMAaccountName.

98> wp b¢ld o3l lJogss s IJluesl, 17.6.1.
e wodosu yuped "userPassword” JJpguoap.

lJglbgs 1. eJs ¢l Windows Iy 9d |Js ActiveDirectory Users and Computers


https://tools.cisco.com/bugsearch/bug/CSCvv11813

] Active Directory Users and Computers =
File View Help

ke 2F 0 Bc=HmM P RETER

Action

] Active Directory Users and Com
s 7] Saved Queries
v ‘j-'; cciew.local

)

>

1J21096 2. 108 wiy Iplsuw IUlspo B8 luve IJeuucse IUglue 9233 1Jguolsue

D E R

)

B R R

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Keys

LostAndFound

Managed Service Accour
Program Data

System

Users

NTDS Quotas

TPM Devices

Name Type Description
E)Administra‘tor User Built-in account for ad...
%Allowed RO... Security Group... Members in this group c...
%Cert Publish... Security Group... Members of this group ...
%Clnneable D.. Security Group... Members of this group t...
&DefaultAcco... User A user account manage...
%Denied ROD... Security Group... Members in this group c...
%DnsAdmins Security Group... DNS Administrators Gro...
%DnsUpdateP... Security Group... DNS clients who are per...
%Domain Ad.. Security Group... Designated administrato...
%Domain Co.. Security Group... All workstations and ser...
%Domain Con... Security Group... All domain controllers i...
%Damain Gue... Security Group... All domain guests
%Dnmain Users Security Group... All domain users
%Enterprise A.. Security Group.. Designated administrato...
EEnterprise K. Security Group.. Members of this group ...
%Enterprise R.. Security Group.. Members of this group ...
%Group Polic... Security Group... Members in this group c...
&Guest User Built-in account for gue...
E, kanu User

%Keyiadmins Security Group... Members of this group ...
2, krbtgt User Key Distribution Center ...
%Protected Us... Security Group... Members of this group ...
EERAS and IAS ... Security Group... Serversin this group can...
%Read—on[y D... Security Group.. Members of this group ...
%Schema Ad.. Security Group... Designated administrato...
E) sony s User

E;tejas User

E,test User

D test123 User

E;vk User

&, vk User

E)Yogesh G. User



| Managed Service Accout 4. DnsUpdateP... Security Group... DNS clients who are per...
[] Program Data %Domain Ad.. Security Group.. Designated administrato...
] System % Domain Co... Security Group... All workstations and ser...
| Users % Domain Con... Security Group... All domain controllers i...
[ NTDS Quotas % Demain Gue... Security Group... All domain guests

[ TPM Devices %Dom:‘- Usse CesssiineLumecn___klldemngin users

% Enter Copy..

nated administrato...

Add to a group...

% Enter

sers of this group ...

% Enter Name Mappings... sers of this group ...
%Grom Disable Account sers in this group c...
&Gueﬂ Racet Paamaoril n account for gue...
%kanu
Move... .

%Keyﬂ sers of this group ...
Rokbg  OpenHomePage istribution Center ..
2 prote Send Mail sers of this group ...
%RAS H All Tasks , 'sinthis group can...
%Read- sers of this group ...

2 Scher Cut
& sony Delete

& tejas

nated administrato...

Rename
& test -
&i’esﬂi Properties
& vk Help

E;Yugesh G. User
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k1 Properties ? X

Published Certificates Member Of Password Replication Dialin  Object

Securty Environment Sessions Remaote control
General Address  Account Profile Telephon

Remote Desktop Services Profile COM= ‘ Attribute Editor
Attributes:

Attribute Value o)

uid <not set>

uid Mumber <not set>

unicodePwd <not set>

unixHome Directory <not set>

unixUserPassword <not set>

url <not set>

userAccountControl (10200 = ( NORMAL_ACCOUNT | DONT _I

userCert <not set

userCertificate <not set>
_userParameters ot se

userPassword <not set>
—userPKEST2 =0 '

userPrincipalName vic1@cciew local

userSharedFolder <not set> o

€ >

Edit Filter
OK Cancel Apply Help
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vk1 Properties 7 >

Fublished Cedificates Member Of Password Replication Dialin  Objed

Securty Environment Sessions Hemote control
G : -
Multi-valued Octet String Editor X
y  Attribute: userPassword
Values:
Add
Remove
Edit

| oK Cancel




K| Froperties f

Published Cerfficates Member Of Password Replication Dialin  Object

Securty Environment Sessions Remote control
E"____I [, | [ —_—— | P —— Dokl T=l ——_——— [0 ——— = .
Multi-valued Octet String Editor >
Octet String Attribute Editor X
Attribute: userPassword
Walue format: Hexadedmal e
alue:

13 &9 73 €3 eF 31 32 33

Clear QK Cancel

T | | L= | |8 =) |

OK || Cancel Apply Help
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IUg 96 5. b§lo 86 s 9ues 3Jd ok

| vk1 Properties ? X
Published Cerificates Member Of Password Replication Dialin  Object
Security Environment Sessions Remote control
| — Ada | A - Omle Tl e
1 Multi-valued Octet String Editor X
/ Attribute: userPassword
Values:
Cisco123 Add
F{em_uve
Edit
OK Cancel
OK Cancel Apply Help




vkl Properties ? X

Published Certfficates  Member (f  Password Replication Dialin  Object

Securty Environment Sessions Remote control
General Address Account Profile Telephones Organization
Remote Desktop Services Profile COM=+ Attribute Editor
Attributes:

Attribute Value "

uid <not set>

uidMumber <not set>

unicodePwd <not set>

unetHomeDirectary <not set>

unixUserPassword <not set>

ur <not set>

userAccountControl 10200 = { NORMAL_ACCOUNT | DONT_I

userCert <not set>

userCertfficate <not set>
i userParameters <not set>

userPassword Cisco123
j userPrincipalName vk1@cciew local

userSharedFolder <not set> v
0

< >
1

Edit Filter
3
oK Cancel Apply Help
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1J¢1b96 6. w299 pu 9Spo lJuwes "sAMAccountName " Jdpuwegse 9w9d Y9 09 luwpe
IJouuese Jdpuob 6.



vkl Properties

Published Cerificates Member Of

? X

Password Replication Dialin  Object

Security Environment Sessions Remote control
General Address  Account Profile Telephones Organization
Remote Desktop Services Profile COM= Attribute Editor
Attributes:
Attribute Value A
sAMAccountName vkokila
sAMAccount Type 805306368 = (NORMAL_USER_ACCOUNT
script Path <not set>
secretary <not set>
securityldentifier <not set>
seeflso <not set>
serialMumber <not set>
servicePrincipalName  <not set>
shadow Expire <not set
shadowHag <not set>
shadowlnactive <not set>
shadowlLastChange <Znot set>
shadowMax <not set>
shadowMin <not set> v
< >
Edit Filter
OK Cancel | Apply | Heb
&, USEr I
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lJgl9es 1. [uuble ogssu ywpd LDAP

lJglb9é 2. o dysu Iduwpesd "sAMAccountName" gldugge J "username”

IJglos 3. g cessu Juvele IJos we logbliel Uopu wdssu ¢lse LDAP.

I dap attribute-map VK

map type sAMAccount Nane user name

| dap server |dap
i pv4 10. 106. 38. 195

attribute map WK

bi nd aut henticate root-dn vkl password 7 00271A1507545A545C

base-dn CN=users, DC=cci ew, DC=I ocal

search-filter user-object-type Person

IJoz2dd pu sleod IJssw:

i Cisco Catalyst 9800-40 Wireless Controller
1761

o
Configuration~ ecurit > AAA
4 Al Wizard
Servers | Groups AAA Method List Ard Advanced

RADILIS

Servers Server Groups

TACACS+
Mame T Server Address

LDAR
dap 10.106.38.195

# © O &

Y Port Number

366

i:]

(2]

T Simple Bind

Authenticated



Edit AAA LDAP Server |

‘ Server Name* Idap
AAA Advanced Server Address 10.106.38.195
Port Mumber* 389
Simple Bind Authenticated v
Server Groups Bind User name* vkl
ime Y Server Address Bind Password *
3 10.106.38.195
B Confirm Bind Password*
1 10 «
User Base DN* CMN=users,DC=cciew,D(
User Attribute VK v
User Object Type +
User Object Type Y Remove
Person
Server Timeout 30
(seconds)
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2021/ 01/ 19 21:57:55.890953 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (note): MAC

2elf. 3a65. 9c09 Associ ati on recei ved. BSSI D f 80f. 6f 15. 66ae, W.AN webauth, Slot 1 AP

f 80f . 6f 15. 66a0, AP7069- 5A74-933C 2021/ 01/ 19 21:57:55.891049 {wncd_x_RO-0}{1}: [client-orch-snj
[9347]: (debug): MAC. 2elf. 3a65.9c09 Received Dot11l association request. Processing

started, SSI D. webauth, Policy profile: LDAP, AP Name: AP7069-5A74-933C, Ap Mac Address:

f 80f . 6f 15. 66a0 BSSI D MACO000. 0000. 0000 wl an I D: 2RSSI: -45, SNR 0 2021/01/19 21:57:55. 891282
{wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state
transition: S COINT -> S CO ASSOCI ATI NG 2021/ 01/ 19 21:57:55.891674 {wncd_x_RO-0}{1}: [dot11-
validate] [9347]: (info): MAC. 2elf.3a65.9c09 WFi direct: Dotl1ll validate P2P IE. P2P | E not
present. 2021/01/19 21:57:55.892114 {wncd_x_RO-0}{1}: [dot11l] [9347]: (debug): MAC

2elf. 3a65. 9c09 dot 11 send associ ation response. Sendi ng associ ati on response with
resp_status_code: 0 2021/01/19 21:57:55.892182 {wncd_x_RO-0}{1}: [dotll-frame] [9347]: (info):
MAC: 2elf.3a65.9c09 WFi direct: skip build Assoc Resp with P2P IE: Wfi direct policy disabled
2021/ 01/ 19 21:57:55.892248 {wncd_x_R0-0}{1}: [dot11l] [9347]: (info): MAC: 2elf.3a65.9c09 dotll
send associ ati on response. Sendi ng assoc response of length: 179 with resp_status_code: O,
DOT11_STATUS: DOT11_STATUS_SUCCESS 2021/01/19 21:57:55.892467 {wncd_x_R0-0}{1}: [dot11] [9347]:
(note): MAC. 2elf.3a65.9c09 Association success. AID 2, Roaning = False, W&B = Fal se, 11r =

Fal se, 11w = Fal se 2021/01/19 21:57:55.892497 {wncd_x_R0O-0}{1}: [dot11] [9347]: (info): MAC
2elf . 3a65.9c09 DOT1l state transition: S DOT11_INT -> S DOTI11_ASSOCI ATED 2021/01/19
21:57:55.892616 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (debug): MAC:. 2elf.3a65.9c09 Station
Dot 11 association is successful. 2021/01/19 21:57:55.892730 {wncd_x_R0-0}{1}: [client-orch-sm
[9347]: (debug): MAC. 2elf.3a65.9c09 Starting L2 authentication. Bssid in state

machi ne: f 80f . 6f 15. 66ae Bssid in request is:f80f.6f15. 66ae 2021/ 01/19 21:57:55.892783 {wncd_x_RO-
0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state transition:

S CO ASSCCI ATING -> S CO L2_AUTH | N PROGRESS 2021/01/19 21:57:55.892896 {wncd_x_R0-0}{1}:
[client-auth] [9347]: (note): MAC. 2elf.3a65.9c09 L2 Authentication initiated. nethod WEBAUTH,
Policy VLAN 1, AAA override = 0 2021/01/19 21:57:55.893115 {wncd_x_RO-0}{1}: [auth-ngr] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Session Start event called from SANET-SH M with
conn_hdl 14, vlan: 0 2021/01/19 21:57:55.893154 {wncd_x_R0-0}{1}: [auth-nmgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Wrel ess session sequence, create context with nmethod WebAut h
2021/ 01/ 19 21:57:55.893205 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] - authc_list: |dapauth 2021/01/19 21:57:55.893211 {wncd_x_RO-
0}{1}: [auth-mgr-feat_wireless] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] - authz_list:
Not present under wl an configuration 2021/01/19 21:57:55.893254 {wncd_x_RO-0}{1}: [client-auth]
[9347]: (info): MAC. 2elf.3a65.9c09 Client auth-interface state transition: S AUTHF_ INT ->

S AUTHI F_AVWAI T_L2_WEBAUTH _START_RESP 2021/01/19 21:57:55.893461 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: unknown] auth ngr attr change notification is received for attr
(952) 2021/01/19 21:57:55.893532 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1263)
2021/ 01/19 21:57:55.893603 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] auth nmgr attr change notification is received for attr (220)
2021/ 01/19 21:57:55.893649 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] auth nmgr attr change notification is received for attr (952)
2021/ 01/19 21:57:55.893679 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Retrieved Cdient 11F I D 0xd3001364 2021/01/19 21:57:55.893731
{wncd_x_R0O-0}{1}: [auth-mgr] [9347]: (info): [Z2elf.3a65.9c09: capwap_90000004] Allocated audit
session id 000000000000009C1CA610D7 2021/01/19 21:57:55.894285 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type found in cache Sansung Gal axy S10e
2021/ 01/ 19 21:57:55.894299 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d device-type not classified earlier &Device nane for the session is detected as Unknown
Devi ce and ol d device-nane not classified earlier & AOd protocol map 0 and new i s 1057

2021/ 01/ 19 21:57:55.894551 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1337)
2021/ 01/ 19 21:57:55.894587 {wncd_x_R0-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:57:55. 894593



{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:57:55.894827 {wncd_x_R0-0}{1}: [auth-mgr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1337) 2021/01/19 21:57:55.894858 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:57:55. 894862
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:57:55.895918 {wncd_x_RO-0}{1}: [auth-ngr-
feat_wireless] [9347]: (info): [0000.0000.0000: unknown] retrieving vlanid fromnanme fail ed
2021/ 01/ 19 21:57:55.896094 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] SM Reauth Pl ugi n: Received valid tinmeout = 86400 2021/01/19
21:57:55. 896807 {wncd_x_RO-0}{1}: [webauth-sm [9347]: (info): [ 0.0.0.0]Starti ng Webauth, nac
[2e: 1f:3a:65:9c:09],11F 0, audit-1D 000000000000009C1CA610D7 2021/01/19 21:57:55.897106
{wncd_x_R0-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

0.0.0.0] Applying I Pv4 intercept ACL via SVM nane: |P-Adm V4-Int-ACL-global, priority: 50, IIF-
ID: 0 2021/01/19 21:57:55.897790 {wncd_x_RO-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V4-1 nt- ACL- gl obal 2021/01/19 21:57:55. 898813
{wncd_x_R0-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

0.0.0.0] Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52, IIF-
ID: 0 2021/01/19 21:57:55.899406 {wncd_x_RO-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V6- 1 nt - ACL- gl obal 2021/01/19 21:57: 55. 903552
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S AUTH F_AWAI T_L2 WEBAUTH START_RESP -> S AUTHI F_L2_WEBAUTH_PENDI NG 2021/ 01/ 19
21:57:55.903575 {wncd_x_R0-0}{1}: [ewW c-infra-evq] [9347]: (note): Authentication Success.

Resol ved Policy bitmap:11 for client 2elf.3a65.9c09 2021/01/19 21:57:55.903592 {wncd_x_RO-0}{1}:
[client-auth] [9347]: (info): MAC. 2elf.3a65.9c09 Cient auth-interface state transition:

S _AUTHI F_L2_WEBAUTH PENDI NG -> S _AUTHI F_L2_WEBAUTH_ PENDI NG 2021/01/19 21:57:55. 903709
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S AUTH F_L2_WEBAUTH PENDI NG - > S AUTHI F_L2_WEBAUTH DONE 2021/01/19 21:57:55. 903774
{wncd_x_R0O-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for
the session is detected as Samsung Gal axy S10e and ol d Sansung Gal axy S10e &Devi ce name for the
session is detected as Unknown Device and old Unknown Device & O d protocol nmap 1057 and new is
1025 2021/01/19 21:57:55.903858 {wncd_x_RO-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d Sanmsung Gal axy S10e &Device nane for the session is detected as Unknown Device and old
Unknown Device & A d protocol map 1057 and new is 1025 2021/01/19 21:57:55.903924 {wncd_x_RO-
0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session
is detected as Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device nane for the session is
detected as Unknown Devi ce and ol d Unknown Device & A d protocol map 1057 and new is 1025

2021/ 01/ 19 21:57:55.904005 {wncd_x_R0O-0}{1}: [client-orch-sn] [9347]: (debug): MAC

2elf. 3a65.9¢c09 L2 Authentication of station is successful., L3 Authentication : 1 2021/01/19
21:57:55.904173 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (note): MAC: 2elf.3a65.9c09 Mbility
di scovery triggered. Client nobde: Flex - Local Switching 2021/01/19 21:57:55.904181 {wncd_x_RO-
0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state transition:

S CO L2_AUTH | N PROGRESS -> S CO MOBI LI TY_DI SCOVERY_| N_PROGRESS 2021/ 01/ 19 21:57:55.904245
{wncd_x_R0-0}{1}: [mmtransition] [9347]: (info): MAC. 2elf.3a65.9c09 MMF FSMtransition:

S MAINT -> S MA MOBI LI TY_DI SCOVERY_PROCESSED TR on E_MA MOBI LI TY_DI SCOVERY 2021/01/ 19
21:57:55.904410 {wncd_x_RO-0}{1}: [mmclient] [9347]: (info): MAC. 2elf.3a65.9c09 Invalid
transmitter ip in build client context 2021/01/19 21:57:55.904777 {wncd_x_RO-0}{1}: [mmclient]
[9347]: (debug): MAC. 2elf. 3a65.9c09 Recei ved nobil e_announce, sub type: 0 of XID (0) from
(WNCD[{ 0] ) 2021/01/19 21:57:55.904955 {wncd_x_R0-0}{1}: [mmclient] [9347]: (debug): MAC

2elf. 3a65.9c09 Add MCC by tdl mac: client_ifid 0x90000006 is assigned to client 2021/01/19
21:57:55. 905072 {wncd_x_R0-0}{1}: [mmclient] [9347]: (debug): MAC. 0000.0000. 0000 Sendi ng

nmobi | e_announce_nak of XID (0) to (WNCD[0]) 2021/01/19 21:57:55.905157 {wncd_x_R0O-0}{1}: [nrm
client] [9347]: (debug): MAC: 2elf.3a65.9c09 Received nobil e_announce_nak, sub type: 1 of XID
(0) from (WNCD[0]) 2021/01/19 21:57:55.905267 {wncd_x_RO-0}{1}: [mmtransition] [9347]: (info):
MAC: 2elf.3a65.9c09 MMF FSMtransition: S _MA I NI T_WAI T_ANNOUNCE_RSP -> S MA NAK_PROCESSED TR on
E_MA_ NAK RCVD 2021/01/19 21:57:55.905283 {wncd_x_RO-0}{1}: [mmclient] [9347]: (info): MAC
2elf. 3a65. 9c09 Roam type changed - None -> None 2021/01/19 21:57:55.905317 {wncd_x_RO-0}{1}:
[mMmclient] [9347]: (info): MAC: 2elf.3a65.9c09 Mbility role changed - Unassoc -> Local

2021/ 01/19 21:57:55.905515 {wncd_x_R0O-0}{1}: [mmclient] [9347]: (note): MAC. 2elf.3a65.9c09
Mobi lity Successful. Roam Type None, Sub Roam Type MV SUB ROAM TYPE_NONE, dient |FID:
0x90000006, Cient Role: Local PoA: 0x90000004 PoP: 0x0 2021/01/19 21:57:55.905570 {wncd_x_RO-
0}{1}: [client-orch-sm [9347]: (debug): MAC: 2elf.3a65.9c09 Processing nobility response from
MMF. dient ifid: 0x90000006, roamtype: None, client role: Local 2021/01/19 21:57:55.906210



{wncd_x_R0-0}{1}: [ew c-qgos-client] [9347]: (info): MAC: 2elf.3a65.9c09 Cient QS add nobile cb
2021/ 01/19 21:57:55.906369 {wncd_x_R0O-0}{1}: [ew c-qos-client] [9347]: (info): MAC

2elf. 3a65.9c09 No Q©S PM Nane or QoS Level received from SANet for pmdir:0. Check client is
fastlane, otherwi se set pmnane to none 2021/01/19 21:57:55.906399 {wncd_x_R0-0}{1}: [ew c-(qos-
client] [9347]: (info): MAC 2elf.3a65.9c09 No QoS PM Nane or QoS Level received from SANet for
pmdir:1. Check client is fastlane, otherwi se set pmnane to none 2021/01/19 21:57:55. 906486
{wncd_x_R0-0}{1}: [client-auth] [9347]: (note): MAC: 2elf.3a65.9c09 ADD MBI LE sent. dient
state flags: 0x12 BSSID: MAC:. f80f. 6f15. 66ae capwap | FI D: 0x90000004 2021/01/19 21:57:55.906613
{wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC. 2elf.3a65.9c09 Client state
transition: S _CO MOBILITY_DI SCOVERY_| N PROGRESS -> S _CO DPATH PLUMB_| N_PROGRESS 2021/01/19
21:57:55.907326 {wncd_x_R0-0}{1}: [dot11l] [9347]: (note): MAC. 2elf.3a65.9c09 Cient datapath
entry paranms - ssid:webauth,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000002, W an_ifid:

0xf 0400002 2021/01/19 21:57:55.907544 {wncd_x_RO-0}{1}: [ewl c-qos-client] [9347]: (info): MAC
2elf. 3a65.9¢c09 Cdient QS dpath create paranms 2021/01/19 21:57:55.907594 {wncd_x_R0-0}{1}: [avc-
afc] [9347]: (debug): AVC enabled for client 2elf.3a65.9c09 2021/01/19 21:57:55.907701
{wncd_x_R0-0}{1}: [dpath_svc] [9347]: (note): MAC. 2elf.3a65.9c09 Cient datapath entry created
for ifid 0x90000006 2021/01/19 21:57:55.908229 {wncd_x_RO-0}{1}: [client-orch-state] [9347]:
(note): MAC. 2elf.3a65.9c09 Client state transition: S CO DPATH PLUMB_ | N PROGRESS - >

S CO | P_LEARN | N_PROGRESS 2021/01/19 21:57:55.908704 {wncd_x_R0-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S IPLEARN INIT -> S | PLEARN | N_PROGRESS
2021/ 01/19 21:57:55.918694 {wncd_x_R0-0}{1}: [client-auth] [9347]: (info): MAC: 2elf.3a65.9c09
Client auth-interface state transition: S_AUTH F_L2_ WEBAUTH DONE -> S AUTHI F_L2_ WEBAUTH_ DONE
2021/ 01/ 19 21:57:55.922254 {wncd_x_R0-0}{1}: [dot1l1lk] [9347]: (info): MAC. 2elf.3a65.9c09

Nei ghbor AP fc5b. 3984. 8220 | ookup has failed, ap contextnot available on this instance

2021/ 01/ 19 21:57:55.922260 {wncd_x_R0-0}{1}: [dot1llk] [9347]: (info): MAC. 2elf.3a65.9c09

Nei ghbor AP 88f 0. 3169. d390 | ookup has failed, ap contextnot available on this instance

2021/ 01/ 19 21:57:55.962883 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (note): MAC

2elf. 3a65.9¢c09 Cient IP learn successful. Method: |P Snooping IP: 192.168.1.17 2021/01/19
21:57:55. 963827 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (info): MAC 2elf.3a65.9c09 Cient IP
| earn successful. Method: | Pv6 Snooping | P: fe80::2clf:3aff:fe65:9c09 2021/01/19 21:57:55. 964481
{wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth nmgr attr
change notification is received for attr (8) 2021/01/19 21:57:55.965176 {wncd_x_R0-0}{1}:
[client-iplearn] [9347]: (info): MAC: 2elf.3a65.9c09 IP-learn state transition:

S | PLEARN | N_PROGRESS -> S | PLEARN COWPLETE 2021/01/19 21:57:55. 965550 {wncd_x_RO0-0}{1}: [auth-
mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth nmgr attr change notification is
received for attr (10) 2021/01/19 21:57:55.966127 {wncd_x_RO-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S_|PLEARN COWLETE -> S | PLEARN_COVPLETE
2021/ 01/19 21:57:55.966328 {wncd_x_R0-0}{1}: [client-orch-sn] [9347]: (debug): MAC

2elf. 3a65. 9c09 Received ip |earn response. method: | PLEARN _METHOD | P_SNOOPI NG 2021/ 01/ 19
21:57:55. 966413 {wncd_x_R0-0}{1}: [client-orch-sm [9347]: (debug): MAC:. 2elf.3a65.9c09
Triggered L3 authentication. status = 0x0, Success 2021/01/19 21:57:55.966424 {wncd_x_RO-0}{1}:
[client-orch-state] [9347]: (note): MAC: 2elf.3a65.9c09 Cient state transition:

S CO | P_LEARN | N PROGRESS -> S CO L3_AUTH | N PROGRESS 2021/01/19 21:57:55.967404 {wncd_x_RO-
0}{1}: [client-auth] [9347]: (note): MAC 2elf.3a65.9c09 L3 Authentication initiated. LWA

2021/ 01/19 21:57:55.967433 {wncd_x_R0-0}{1}: [client-auth] [9347]: (info): MAC: 2elf.3a65.9c09
Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG
2021/ 01/19 21:57:55.968312 {wncd_x_R0-0}{1}: [sisf-packet] [9347]: (debug): RX: ARP from
interface capwap_90000004 on vlan 1 Source MAC. 2elf.3a65.9c09 Dest MAC. ffff.ffff.ffff ARP
REQUEST, ARP sender MAC:. 2elf.3a65.9c09 ARP target MAC. ffff.ffff.ffff ARP sender I|P:
192.168.1.17, ARP target IP: 192.168.1.17, 2021/01/19 21:57:55.968519 {wncd_x_RO-0}{1}: [client-
iplearn] [9347]: (info): MAC: 2elf.3a65.9c09 iplearn receive client |earn nethod update. Prev
nmet hod (1P Snoopi ng) Cur nethod (ARP) 2021/01/19 21:57:55.968522 {wncd_x_RO-0}{1}: [client-
iplearn] [9347]: (info): MAC. 2elf.3a65.9c09 Cient IP |earn method update successful. Method:
ARP | P: 192.168.1.17 2021/01/19 21:57:55.968966 {wncd_x_RO-0}{1}: [client-iplearn] [9347]:
(info): MAC. 2elf.3a65.9c09 IP-learn state transition: S_|PLEARN COWLETE -> S | PLEARN_COVPLETE
2021/ 01/19 21:57:57.762648 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (info): MAC

2elf. 3a65.9¢c09 iplearn receive client | earn method update. Prev nmethod (ARP) Cur nethod (IP
Snoopi ng) 2021/01/19 21:57:57. 762650 {wncd_x_R0-0}{1}: [client-iplearn] [9347]: (info): MAC
2elf. 3a65.9¢c09 Cient |IP |learn nethod update successful. Method: |P Snooping IP: 192.168.1.17
2021/ 01/19 21:57:57.763032 {wncd_x_R0O-0}{1}: [client-iplearn] [9347]: (info): MAC
2elf.3a65.9c09 | P-learn state transition: S_| PLEARN COWLETE -> S_| PLEARN_COWLETE 2021/ 01/ 19
21:58: 00. 992597 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9c09] [ 192.168.1.17]GET rcvd when in INIT state 2021/01/ 19
21:58:00.992617 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):



capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 00. 992669
{wncd_x_R0O-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:00.992694 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17]Retrieved user-
agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko)

Chrome/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58:00. 993558 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1248) 2021/01/19 21:58:00.993637 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58: 00. 993645
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:00.996320 {wncd_x_R0-0}{1}: [auth-mgr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as

Li nux- Wrkstation and old Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19

21:58: 00. 996508 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC
Profil e-nane has been changed to Linux-Wrkstation 2021/01/19 21:58:00. 996524 {wncd_x_RO-0}{1}:
[auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied
for this Handl e 0xB7000080 2021/01/19 21:58:05.808144 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]:
(info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168. 1. 17] HTTP GET request 2021/01/19

21:58: 05. 808226 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168.1.17] Parse GET, src [192.168.1.17] dst [192.168.1.15]
url [http://connectivitycheck. gstatic.com generate_204] 2021/01/19 21:58: 05. 808251 {wncd_x_RO-
0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf.3a65.9c09][ 192.168.1.17] Retri eved
user-agent = Mzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko)

Chrone/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58: 05. 860465 {wncd_x_RO-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] GET rcvd when in GET_REDI RECT
state 2021/01/19 21:58:05.860483 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 05. 860534
{wncd_x_R0O-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:05. 860559 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17] Retrieved user-
agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWbKit/537.36 (KHTM., |ike Gecko)

Chrone/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58: 06. 628209 {wncd_x_RO-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] GET rcvd when in GET_REDI RECT
state 2021/01/19 21:58:06.628228 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58: 06. 628287
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192. 168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url

[https://192.0.2.1:443/10ogin. htm ?redirect=http://connectivitycheck.gstatic.com generate_204]
2021/ 01/ 19 21:58:06.628316 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Retri eved user-agent = Mzilla/5.0 (Linux; Android
11; SM P70F) Appl eWebkKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mbile Safari/537.36
2021/ 01/ 19 21:58:06.628832 {wncd_x_R0-0}{1}: [webauth-page] [9347]: (info):

capwap_90000004[ 2e1f . 3a65. 9c09] [ 192. 168. 1. 17] Sendi ng Webauth login form |en 8077 2021/01/19
21:58: 06. 629613 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004]
auth ngr attr change notification is received for attr (1248) 2021/01/19 21:58:06. 629699
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [2elf.3a65.9c09: capwap_90000004]
Check aaa acct configured 2021/01/19 21:58:06.629709 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate]
[9347]: (info): [0000.0000.0000: capwap_90000004] access_session_acct_filter_spec is NULL

2021/ 01/ 19 21:58: 06. 633058 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Device type for the session is detected as Sansung Gal axy S10e
and ol d Linux-Wrkstation &Device nane for the session is detected as Unknown Device and ol d
Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19 21:58:06.633219 {wncd_x_RO-
0}{1}: [auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC Profil e-nane has been
changed to Sansung Gal axy S10e 2021/01/19 21:58: 06. 633231 {wncd_x_R0-0}{1}: [auth-ngr] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied for this Handl e
0xB7000080 2021/01/19 21:58:06. 719502 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]: (info):
capwap_90000004[ 2elf . 3a65.9¢c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58:06. 719521 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:06. 719591
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192. 168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url



[https://192.0.2.1:443/favicon.ico] 2021/01/19 21:58:06. 719646 {wncd_x_R0-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] Retrieved user-agent = Mzilla/5.0
(Li nux; Android 11; SM R70F) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mobile
Saf ari/537.36 2021/01/19 21:58:06. 720038 {wncd_x_R0-0}{1}: [webauth-error] [9347]: (info):
capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Parse | ogo GET, File "/favicon.ico" not found
2021/ 01/ 19 21:58:06. 720623 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1248)
2021/ 01/ 19 21:58:06. 720707 {wncd_x_R0O-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58:06. 720716
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:06. 724036 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as
Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:06. 746127 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58:06. 746145 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:06. 746197
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192. 168. 1. 17] Parse CET, src [192.168.1.17] dst [192.0.2.1] url
[https://192.0.2.1:443/favicon.ico] 2021/01/19 21:58: 06. 746225 {wncd_x_R0-0}{1}: [webauth-htt pd]
[9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] Retrieved user-agent = Mzilla/5.0
(Li nux; Android 11; SM R70F) Appl eWebKit/537.36 (KHTM., |ike Gecko) Chrone/87.0.4280.141 Mobile
Saf ari/537.36 2021/01/19 21:58:06. 746612 {wncd_x_R0-0}{1}: [webauth-error] [9347]: (info):
capwap_90000004[ 2elf . 3a65. 9c09] [ 192.168.1.17] Parse | ogo GET, File "/favicon.ico" not found
2021/ 01/19 21:58:06. 747105 {wncd_x_R0O-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] auth mgr attr change notification is received for attr (1248)
2021/ 01/ 19 21:58:06. 747187 {wncd_x_RO-0}{1}: [auth-nmgr-feat_tenplate] [9347]: (info):

[ 2elf. 3a65. 9¢c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58:06. 747197
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:06. 750598 {wncd_x_R0-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as
Sansung Gal axy S10e and ol d Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:15.902342 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2e1f . 3a65.9¢c09] [ 192.168.1.17] GET rcvd when in LOG N state 2021/01/19

21:58:15. 902360 {wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info):

capwap_90000004[ 2elf. 3a65.9c09] [ 192.168. 1. 17] HTTP GET request 2021/01/19 21:58:15.902410
{wncd_x_R0-0}{1}: [webauth-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17] Parse GET, src [192.168.1.17] dst [192.168.1.15] url
[http://connectivitycheck.gstatic.conlgenerate_204] 2021/01/19 21:58:15.902435 {wncd_x_RO-0}{1}:
[ webaut h-httpd] [9347]: (info): capwap_90000004[ 2elf. 3a65.9¢c09][ 192.168.1.17] Retrieved user-
agent = Mdzilla/5.0 (X11; Linux x86_64) Appl eWebKit/537.36 (KHTM., |ike Gecko)

Chrome/ 60. 0. 3112. 32 Safari/537.36 2021/01/19 21:58:15.903173 {wncd_x_RO-0}{1}: [auth-ngr]

[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (1248) 2021/01/19 21:58:15.903252 {wncd_x_RO-0}{1}: [auth-ngr-feat_tenplate] [9347]:
(info): [2elf.3a65.9c09: capwap_90000004] Check aaa acct configured 2021/01/19 21:58: 15. 903261
{wncd_x_R0-0}{1}: [auth-ngr-feat_tenplate] [9347]: (info): [0000.0000.0000: capwap_90000004]
access_session_acct_filter_spec is NULL 2021/01/19 21:58:15.905950 {wncd_x_R0-0}{1}: [auth-nmgr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] Device type for the session is detected as

Li nux- Wrkstation and old Sansung Gal axy S10e &Device name for the session is detected as
Unknown Device and ol d Unknown Device & A d protocol map 1057 and new is 1057 2021/01/19
21:58:15.906112 {wncd_x_RO-0}{1}: [auth-nmgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] DC
Profil e-nane has been changed to Linux-Wrkstation 2021/01/19 21:58:15.906125 {wncd_x_RO-0}{1}:
[auth-mgr] [9347]: (info): [2elf.3a65.9c09: capwap_90000004] update event: Policy is not applied
for this Handl e 0xB7000080 2021/01/19 21:58:16.357093 {wncd_x_RO-0}{1}: [webauth-httpd] [9347]:
(info): capwap_90000004[ 2elf. 3a65.9c09][ 192.168.1.17] POST rcvd when in LOA@ N state 2021/01/19
21:58:16. 357443 {wncd_x_R0-0}{1}: [sadb-attr] [9347]: (info): Renoving ipv6 addresses fromthe
attr list -1560276753, sm ctx = 0x50840930, num.ipv6 = 1 2021/01/19 21:58:16. 357674 {wncd_x_RO-
0}{1}: [caaa-authen] [9347]: (info): [CAAA: AUTHEN: b7000080] DEBUG mli st=ldapauth for type=0
2021/ 01/ 19 21:58:16. 374292 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Aut hc success from WebAuth, Auth event success 2021/01/19
21:58:16. 374412 {wncd_x_R0O-0}{1}: [ewW c-infra-evq] [9347]: (note): Authentication Success.

Resol ved Policy bitmap:0 for client 2elf.3a65.9c09 2021/01/19 21:58:16. 374442 {wncd_x_RO-0}{1}:



[client-auth] [9347]: (info): MAC. 2elf.3a65.9c09 Cient auth-interface state transition:

S _AUTHI F_VEBAUTH_PENDI NG - > S _AUTHI F_WEBAUTH_PENDI NG 2021/ 01/ 19 21:58: 16. 374568 {wncd_x_RO-
0}{1}: [aaa-attr-inf] [9347]: (info): << usernane 0 "N co">> 2021/01/19 21:58:16. 374574
{wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << samaccount-nane 0 "Nico">> 2021/01/19
21:58:16. 374584 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << method 0 1 [webauth]>>

2021/ 01/19 21:58:16. 374592 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): << clid-mac-addr O
2e 1f 3a 65 9c 09 >> 2021/01/19 21:58: 16. 374597 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info):
<< intf-id 0 2415919108 (0x90000004)>> 2021/01/19 21:58:16.374690 {wncd_x_RO-0}{1}: [auth-ngr]
[9347]: (info): [2elf.3a65.9c09: capwap_90000004] auth mgr attr change notification is received
for attr (450) 2021/01/19 21:58:16.374797 {wncd_x_R0-0}{1}: [auth-mgr] [9347]: (info):

[ 2elf. 3a65. 9c09: capwap_90000004] Received User-Name N co for client 2elf.3a65.9c09 2021/01/19
21:58:16. 375294 {wncd_x_R0-0}{1}: [webauth-acl] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][
192.168. 1. 17] Appl ying 1 Pv4 | ogout ACL via SVM nane: |P-Adm V4-LOGOUT-ACL, priority: 51, IIF-1D:
0 2021/01/19 21:58:16.376120 {wncd_x_R0-0}{1}: [epmredirect] [9347]: (info):

[ 0000. 0000. 0000: unknown] URL- Redi rect-ACL = | P- Adm V4- LOGOUT- ACL 2021/ 01/ 19 21:58: 16. 377322
{wncd_x_R0-0}{1}: [webauth-page] [9347]: (info): capwap_90000004[ 2elf. 3a65.9c09][

192.168. 1. 17]HTTP/ 1.0 200 OK 2021/01/19 21:58:16.378405 {wncd_x_R0-0}{1}: [client-auth] [9347]:
(note): MAC. 2elf.3a65.9c09 L3 Authentication Successful. ACL:[] 2021/01/19 21:58:16. 378426
{wncd_x_R0O-0}{1}: [client-auth] [9347]: (info): MAC 2elf.3a65.9c09 Cient auth-interface state
transition: S _AUTH F_WEBAUTH PENDI NG - > S AUTHI F_WEBAUTH DONE 2021/01/19 21:58:16. 379181
{wncd_x_R0O-0}{1}: [ew c-qgos-client] [9347]: (info): MAC: 2elf.3a65.9c09 Cient QS add nobile cb
2021/ 01/19 21:58:16.379323 {wncd_x_R0O-0}{1}: [ew c-qos-client] [9347]: (info): MAC

2elf. 3a65.9c09 No Q©S PM Nane or QoS Level received from SANet for pmdir:0. Check client is
fastlane, otherwi se set pmnane to none 2021/01/19 21:58:16. 379358 {wncd_x_R0-0}{1}: [ew c-(qos-
client] [9347]: (info): MAC 2elf.3a65.9c09 No QoS PM Nane or QoS Level received from SANet for
pmdir:1. Check client is fastlane, otherwi se set pmnane to none 2021/01/19 21:58: 16. 379442
{wncd_x_R0-0}{1}: [client-auth] [9347]: (note): MAC: 2elf.3a65.9c09 ADD MBI LE sent. dient
state flags: Ox8 BSSID: MAC:. f80f.6f15. 66ae capwap | FI D: 0x90000004 2021/01/19 21:58:16. 380547
{wncd_x_R0O-0}{1}: [errnsg] [9347]: (info): %CLI ENT_ORCH LOG 6- CLI ENT_ADDED TO RUN_STATE:
Usernane entry (Nico) joined with ssid (webauth) for device with MAC. 2elf.3a65.9c09 2021/01/ 19
21:58:16. 380729 {wncd_x_R0-0}{1}: [aaa-attr-inf] [9347]: (info): [ Applied attribute :bsn-vlan-
interface-name 0 "1" ] 2021/01/19 21:58:16.380736 {wncd_x_RO-0}{1}: [aaa-attr-inf] [9347]:
(info): [ Applied attribute : timeout O 86400 (0x15180) ] 2021/01/19 21:58:16.380812 {wncd_x_RO-
0}{1}: [aaa-attr-inf] [9347]: (info): [ Applied attribute : url-redirect-acl 0 "I P-Adm V4-
LOGOUT- ACL" ] 2021/01/19 21:58:16.380969 {wncd_x_R0-0}{1}: [ewl c-qgos-client] [9347]: (info):

MAC: 2elf.3a65.9c09 Cient QoS run state handl er 2021/01/19 21:58:16. 381033 {wncd_x_RO-0}{1}:

[ rog- proxy-capwap] [9347]: (debug): Managed client RUN state notification: 2elf.3a65.9c09

2021/ 01/19 21:58:16.381152 {wncd_x_R0-0}{1}: [client-orch-state] [9347]: (note): MAC

2elf. 3a65.9¢c09 Cient state transition: S _CO L3_AUTH IN PROGRESS -> S CO RUN 2021/01/19
21:58:16. 385252 {wncd_x_RO-0}{1}: [ewl c-qos-client] [9347]: (info): MAC. 2elf.3a65.9c09 Cdient
QoS dpath run paranms 2021/01/19 21:58: 16. 385321 {wncd_x_R0-0}{1}: [avc-afc] [9347]: (debug): AVC
enabl ed for client 2elf.3a65.9c09

Js8s6 lJozdd pu loueld 9800 o LDAP
Spdud 13 1Jodlb p3pz B 1J 9800 in order to jlse ls 2)J6 o9, wloglo LDAP.
JIJodlb eu goues Joede B IJuveds 1dpedss IJluwddss (WLC): locdd s

quuduuld IJlablc sluedlzel > 1Jo@lb 1Jz ;506 9lug) W99 +Hloluwe. Iau_) P93 IJg o Jo _9|u.)|
IJIJoulb.



«thalie Cisco Catalyst 9800-CL Wireless Controller

CISCO 733

_ Troubleshooting - > Packet Capture

+ Add

Dashboard

Capture v
Monitoring Name Interface |

0 10
Configuration

Administration

Licensing

Isel sds vesse JJpuob 6 1Jolzzs Jdpuweise Nico

Idap
o, Time Source Destination Pratocol Length La Info
22:58:16,412748 192.168.1.15 192.168.1.192 8 bindRequest(1) "Administrator@lab.com" simple
8697 22:58:16.414425 192.168.1.192 192.168.1.15 LDAP &8 bindResponsell) success
8699 22:58:16.419645 192.168.1.15 192.168.1.192 LDAP 128 searchRequest(2) "CN=Users,DC=lab,DC=com" wholeSubtree
8780 22:58:16.420536 192.168.1.192 192.168.1.15 LDAP 1268 searchResEntry(2) "CN=Mico,CN=Users,DC=1ab,DC=cos" | searchResDone(2) success [1 result]
8781 22:58:16.422383 192.168.1.15 192.168.1.192 LDAP 117 bindRequest(3) "CN=Nico,(N=Users,DC=1lab,DC=con" simple
B782 22:58:16.423513 192.168.1.192 192.168.1.15 LDAP B8 bindRespense(3) success

cpod IUzse Ulsds 2 50l WLC o LDAP. 909 pols§6 WLC [Jis Bless Idoslule pg puwase
lJeuw99d (pu led lo sdu 8l gds lple wew).

wpid 2ip LDAP oluly gugos Idepde Os Iduveds Idpedss IJJlgudJdss (WLC) Ides wd9e
oldoze Vs Uvwds DN IJlwlusé (ool CN=Users.DC=lab.DC=com). .s Sewss ldge IUslgds
JJzied eds gled ouoss Jluwe [dpuuegspe (oul "Nico"). oyze Bleso wslule LDAP Luele
IJeuwoere Juele

weod lJg)e 2 Ui'@gjé cuwoy IJopde Vs IJgvedo Idpedss IJJluwdIse (WLC) IJss selad
lJpeo15 86 pg JJpd 09, IJpuwwese 030 JIgwol) ol Bl Jlue JJps 1de,9) os IUIJps IJuozses.

1. czpse EPColdez 88 pu obosy! sAMAccountName" Jelod o oW s6:

35 16:23:75.359966 10.106.38.195 10,127.209.57 LDAP bindAespense(l] SUCCESS
57 16i23:75.359966 10.127.209.57 10, 106. 36, 195 LDAP | searchfequest(2] “ONsusers,DC=cciew,DC=local” meles-ublru
38 16:23:25.360973 10.106.38.195 10,127.209.57 LDAP searchfesEntry (21 “MH=vkl, (N=Uiers, D0=cCiow, DT=Toca 1™ | searchResDone(2) success [2 resun
247 16:23:40.117990 10.127.209.57 10, 106. 36, 195 LDAP bindRequestil) “vkl™ simple
248 16:23:40.119588 10.106. 38,195 10, 127.204.57 LOAP mnnﬁexponmll) SUCCESS
AEA E.T5e 40 AOAKLA 1A 137 36 K3 A8 1AE R0 0K LBAD. PRETIT=Y B B lonnls wdalalos
Frame 57: 151 bytes on wire (1288 bits), 151 bytes captured (1288 bits)
Ethermet II, Src: cCiTfiT6:i65:42:60 (cci7fiT6:65:42:60), Dst: Clsco_33:28:7f (00:25:45:33:28:11)

802,10 Vvirtual LAN, PRI: @, DEI: @, ID: 263
Internet Protocol Version 4, Src: 18.127.209.57, Dst: 10.106.38.195
Transmission Control Protecol, Src Port: 64371, Dst Port: 389, Seq: 26, Ack: 23, Len: 81
Lightweight Directory Access Protocol
LOAPHessage searchRequest(2) “CMsusers,Bl=cciow,B=local" wholeSubtree
sessageld: 2
protocollp: searchReguest (3)
searchRequest
baseObject: M=users,DC=cciew,{=local
seope: wholeSubtree (2)
derefiliases: neverDerefAliases (@)
sizeLimit: @
timelinit: &
[ !'focsunty False

|1'll.'|:r and [I}]
and: | sAMAccountNasesvkokila)
and: 1 item
Filter: [saMAccounthames=vikokilal
and ites: equalityMatch (3}
equalityMatch
attributelesc: sAMAccountMame
sdsertionValue: wkokila

Bl &)oo glpd IJouovss "en” 9dly "sAMAccountName” 95 1Jluwegslp Jlgwp puuwegs e Slo



lJpolb 96 oo vd.

le> ©dosu uwpd Ersbs Idap pu 9lzos yulb, IUisle, (CLI) 1IJglu06 wozss Idoede B IUubwJs
IJpedss 1dluwddss (WLC).

2. ol po bzle 1Jgls e "userPassword" ds uwe 9luoz sldl wuvdo lJe ol 86.

1197 16:25:95, TRA962 19.127.209,57 10,106, 36. 195 searchiequest(3) “ONsusers,DCecciew, DOslocal™ whaleSubtree
1198 16:25:05.Te9954 10, 106. 38, 195 10,127, 209.57 I.MP searchResEntry(3) “(M=wkl,(N=Users,DC=cciew,DC=local” | searchResDone(3) success (2 reso

Partialattr item userfassword

vals: 1
Attributevalue: Ciscol2ld
PartialAttributeList item givenName
ype: giverbame
vals: 1 item
AttributeValue: wkl
PartialAttributeList item distinguishedName
type: distinguishediase
vals: 1 dtem
AttributeValue: CMevkl,CNsUsers,DCs=cciow,DC=1local
PartialAttributelList item instanceType
type: instanceType
vals: 1 ites
Attributevalue: 4
PartislAttributeList item whenreated
Type: whenCreated

3. luwegsp 1l LDP.exe gJs 1Jgbp JJozdd pu pedsple DN Il gulwss.
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FileZilla Client

Best match

o Idp
SEI  Run command




£3 Ldp

Connection %rowse View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

MNew Ctrl+N

Save
Save As

Exit

f“ Ldp

Connection Browse View Options Utilities Help

o
.Y

Bind

User: administrator

Password: sesenses

Domain: CCIEW

Bind type
() Bind as currently logged on user

(®) Bind with credentials
(_) Simple bind
() Advanced (DIGEST)

Encrypt traffic after bind

Advanced Cancel ‘




fh"" Idap://WIN-3JGG3JOCSVC.cciew.local/DC=cciew,DC=local

Connection Browse| View Options Utilities Help

Tree Ctrl+T

Enterprise Configuration

~  Status Bar
Set Font...

52 |da p://WIN-3JGG5JOCSVC. cciew.local/DC=cciew,DC=local

Connection Browse View Options Utilities Help

JLICY_HINTS_DEPRECATED );
2.840.113556.1.4.2090 = { DIRSYNC_EX J;
2.840.113556.1.4.2205 = ( UPDATE_STATS
1.2.840.113556.1.4.2204 = (
'EE_DELETE_EX }; 1.2.840.113556.1.4.2206
" SEARCH_HINTS );
2.840.113556.1.4.2211 = (

EXPECTED_ENTRY_COUNT );

1.2.840.113556.1.4.2239 = ( POLICY_HINTS

); 1.2.840.113556.1.4.2255;

1.2.840.113556.1.4.2256;

1.2.840.113556.1.4.2309;

supportedLDAPPolicies (20): MaxPoolThreads;

MaxPercentDirSyncRequests;
MaxDatagramRecv: MaxReceiveBuffer:
InitRecyTimeout, MaxConnections;

MaxConnldleTime; MaxPageSize;
'.‘uvﬂ-:ﬂr-hﬂni’nrn“newan&e-

POLICY _HINTS_DEPRECATED J;
1.2.840.113556.1.4.2080 = ( DIRSYNC_EX );
1.2.540.113556.1.4.2205 = ( UPDATE_STATS
); 1.2.840.113556.1.4 2204 = (
TREE_DELETE_EX ); 1.2.840.113556.1.4.2206
= ( SEARCH_HINTS );
1.2.840.113556.1.42211 = (
EXPECTED_ENTRY_COUNT J;
1.2.840.113556.1.4.2239 = ( POLICY_HINTS
); 1.2.840.113556.1.4 2255,

1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2309;

supportedLDAPPolicies (20): MaxPoolThreads;

Tree View

Cancel

MaxPercentDirSvncReauests:
54 =Buffer;
s,
EL=0) N C =coiew, DC=local v | tpuration:
HetSize;
oK erConn;
Range;
mmmm—mrem;, MemoryLimit;

SystemiMemoryLimitPercent;

| supportedLDAPVersion (2): 3; 2;



[ Idap://WIN-3JGG5IOCSVC. cciew.local/DC=cciew,DC=local = ]
Connection Browse View Options Utilities Help

4 DC=cciew,DC=local | ~ adminCount: 1;
.. CN=Builtin,DC=cciew,DC=local :':m‘:tﬁ?';‘?3°("e"=fii
- CN=Computers,DC=cciew,DC=local o vkd: o
. OU=Domain Controllers,DC=cciew,DC=local codePage: 0;
- CN=ForeignSecurityPrincipals, DC=cciew,DC=loce countryCode: 0;
. CN=Infrastructure,DC=cciew,DC=local dapsyame. vht;
[ Hi=inmastracture BC=ociew, IRSloca distinguishedName: CN=vk1,CN=Users,DC=cciew,DC=local
+~ CN=Keys,DC=cciew,DC=local dsCorePropagationData (2): 29-09-2021 15:16:40 India Standard Time; 0x0 = ( );
- CN=LostAndFound,DC=cciew,DC=local givenName: vk1;

instanceType: Ox4 = ( WRITE };

CN=Managed Service Acclounts\,DC:cuew,DC:lo lastLogof: 0 (never);
CN=NTDS Quotas, DC=cciew,DC=local lastLogon: 0 (never);
CN=Program Data, DC=cciew,DC=local legonCount: 0;
CN=System, DC=cciew,DC=local memberOf (4): CN=Domain Admins, CN=Users DC=cciew,DC=local, CN=Enterprise Admins,CN=Users DC=cciew DC=local; CN=Schema
s . Admins, CN=Users,DC=cciew DC=local, CN=Administrators, CN=Builtin, DC=cciew DC=local,
PM Devices, DC= DC=|ocal name: vk1:
d=Users,DC=cciew,DC=local objectCategory: CH=Person, CN=Schema, CN=Configuration, DC=cciew, DC=local;
- CN=Administrator, CN=Users, DC=cciew,DC=1 objectClass (4). top; person; organizationalPerson; user;
__ CN=Allowed RODC Password Replication Grot DEIGCHSIN. 101 ST I 1075 Shan GO ITToa T,

- CN=Cert Publishers, CN=Users, DC=cciew,DC=
_ CN=Cloneable Domain Controllers, CN=Users,
- CN=DefaultAccount, CN=Users, DC=cciew,DC:
- CN=Denied RODC Password Replication Grou|
- CN=DnsAdmins,CN=Users,DC=cciew,DC=loc
. CN= DnsUpdateProxy, CN= Users, DC= cciew,DC
CN=Domain Admins,CN=Users, DC=cciew,DC
- CN=Domain Computers,CN=Users,DC=cciew,
CMN=Domain Controllers, CN=Users,DC=cciew,
- CN=Domain Guests,CN=Users, DC=cciew,DC=
. CN=Domain Users, CN=Users, DC=cciew,DC=h
- CN=Enterprise Admins,CN=Users,DC=cciew,C
- CN= Enterprise Key Admins, CN=Users, DC=cciv
CM=Enterprise Read-only Demain Controllers,
- CN=Group Policy Creator Owners,CN=Users,C
- CN=Guest CN=Users,DC= cciew,DC=local

- CN=kanu, CN=Users, DC=cciew,DC=local
CN=Key Admins,CN=Users,DC=cciew,DC=loc
— CM=krbtgt, CN=Users, DC=cciew,DC=local

objectSid: 5-1-5-21-1375146846-274930181-2003521951-1120;
primaryGroupiD: 513 = ( GROUP_RID_USERS J;

pwdlastSet: 27-09-2021 22:56:11 India Standard Time;
sAlAccountName: vkokia;

sAMAccountType: 805306368 = { NORMAL_USER_ACCOUNT );
userAccountControl: 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD );
userPassword: Cisco123;

userPrincipalMame: vk1@cciew.local;

uSNChanged: 160181,

uSNCreated: 94284;

whenChanged: 29-09-2021 15:16:40 india Standard Time;
whenCreated: 25-12-2020 16:25:53 India Standard Time;

Expanding base ‘CN=Users DC=cciew DC=local...

ing-1-entrise-
Dn: CH=Users,DC=cciew,DC=local
description: Default container for upgraded user accounts;
distinguishedName: CN=Users DC=cciew DC=local;
dSCorePropagationData (2): 29-09-2019 01:09:51 India Standard Time; 0x1 = { NEW_SD J;
instanceType: Ox4 = ( WRITE );
isCriticalSystemObject: TRUE;
name: Users;
obiectCategory: CN=Container.CN=5chema.CN=Configuration DC=cciew.DC=local,




AW BT IV LWL LD, L e L TV, L e B LN

BCN

Users,DC=cciew,DC=local

. CN=Administrator, CN=Users, DC=cciew,DC=1

CN=Allowed RODC Password Replication Grou

CN=Cert Publishers, CN=Users,DC=cciew,DC=
CN=Cloneable Domain Controllers, CN=Users,
CN=DefaultAccount, CN=Users,DC=cciew,DC:
.. CN=Denied RODC Password Replication Grou

SINUWIINAUYANICSUV IEWUTHY . TALSC,

systemFlags: 0x3C000000 = ( DISALLOW_DELETE | DOMAIN_DISALLOW _REI
uSNChanged: 5828,

uSNCreated: 5888;

whenChanged: 29-09-2019 01:08:06 India Standard Time;

whenCreated: 29-09-2019 01:08:06 India Standard Time;

Expanding base '‘CN=vk1 CN=Users DC=cciew DC=local...
Getting 1 entries:
Dn: CN=vk1,CN=Users,DC=cciew,DC=local

CN=DnsAdmins,CN=Users,DC=cciew,DC=loc
CN=DnsUpdateProxy, CN=Users,DC=cciew,DC
CN=Domain Admins, CN=Users, DC=cciew,DC
CN=Domain Computers,CN=Users, DC=cciew,
CN=Domain Controllers,CN=Users,DC=cciew,
CN=Domain Guests,CN=Users, DC=cciew,DC=
CN=Domain Users,CN=Users,DC=cciew,DC=1
CN=Enterprise Admins,CN=Users,DC=cciew,C
.. CN=Enterprise Key Admins, CN=Users,DC=ccir
CN=Enterprise Read-only Domain Controllers,
CN=Group Policy Creator Owners,CN=Users,C
CN=Guest,CN=Users,DC=cciew,DC=local
CN=kanu,CN=Users,DC=cciew,DC=local
CN=Key Admins, CN=Users,DC=cciew,DC=loc
CN=krbtgt, CN=Users,DC=cciew,DC=local
CN=Protected Users,CN=Users,DC=cciew,DC=
CN=RAS and IAS Servers,CN=Users,DC=cciew,
CN=Read-only Domain Controllers, CN=Users,
CN=5Schema Admins, CN=Users,DC=cciew,DC
CN=sony s,CN=Users,DC=cciew,DC=local
CN=tejas, CN=Users,DC=cciew,DC=local

.. CN=test,CN=Users,DC=cciew,DC=local
CN=test123,CN=Users,DC=cciew,DC=local
CN=vk, CM=Users,DC=cciew,DC=local

=1 CN=vk1,CN=Users,DC=cciew,DC=local

. - No children

CN=Yogesh G.,CN=Users,DC=cciew,DC=local

accountExpires: 9223372036854775807 (never);
adminCount: 1;
badPasswordﬂme 0 (never);

codePage: 0,
countryCode: 0;
displayName: vk1;
distinguishedName: CN=vk1 CN=Users DC=cciew DC=local,
dSCorePropagationData (2): 29-09-2021 15:16:40 India Standard Time; 0x0 =
givenName: vk1;
instanceType: O0x4 = ( WRITE );
lastLogoff. 0 (never),
lastLogon: 0 (never);
logonCount: 0;
memberOf (4): CN=Domain Adming,CN=Users DC=cciew DC=local, CN=Enterp
Admins,CN=Users, DC=cciew,DC=local; CN=Administrators, CN=Builtin,DC-
name: vk1;
objectCategory: CN=Person,CN=5chema,CN=Configuration, DC=cciew DC=loc
objectClass (4): top; person; organizationalPerson; user,
objectGUID: 18141794-025e-4378-abed-66ff78adadd3;
objectSid: 5-1-5-21-1375146346-2749301381-3003521951-1120; I
pnmaryGrc-up!D 513 = ( GROUP_RID_USERS ),
-£6:11 India Standard Time;

X g 68 = ( NORMAL_USER_ACCOUNT };
userAccou ntControI 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASS
userPassword: Cisco123;

userPrincipalName: vk1@cciew.local;

uSNChanged: 160181;

uSNCreated: 94284,

whenChanged: 28-09-2021 15:16:40 India Standard Time;

whenCreated: 25-12-2020 16:25:53 India Standard Time;

4. 1dogdl pu lzuolssle [Ughe 9ptblo | ywpele

C9800-40-K9#show ldap server all

Server Information for |dap

Server nane 1l dap

Server Address :10. 106. 38. 195
Server |istening Port 1389

Bi nd Root -dn tvkl

Server node : Non- Secur e

Ci pher Suite : 0x00

Aut henti cation Seq :Search first.

Then Bi nd/ Conpare password next

Aut henti cation Procedure: Bind with user password



Base- Dn : CN=user s, DC=cci ew, DC=I ocal

Ooj ect O ass : Per son
Attribute map WK
Request tineout 130
Deadtine in Mns 10
State T ALI'VE

* LDAP STATI STICS *

Total messages [Sent:2, Received: 3]

Response del ay(ns) [Average: 2, Maxi mum 2]

Total search [ Request: 1, ResultEntry:1, ResultDone: 1]

Total bind [ Request: 1, Response: 1]

Total extended [Request:O0, Response: 0]

Total conpare [ Request: 0, Response: 0]

Search [Success: 1, Failures: 0]

Bi nd [ Success: 1, Failures: 0]

M ssing attrs in Entry [O]

Connecti on [Coses: 0, Aborts:0, Fails:0, Tineouts:O0]

No. of active connections :0

EAP | old lJodesy 9800


/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215026-local-eap-authentication-on-catalyst-980.html
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