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GUI:

BBl Gpo wopass "usg IUpeeses” J"pzesgd” sup wooss IUesh "lozse IUs Ideeds” lu guue,
IJozde Bs IJubeds IUpedsé IUJluwdIss (WLC) pusdsp w9zue Idpuwcre pdlod pzesed
1Jg9lbe 9uws89p wluwwedle Bless Idoslule 1Jpedss W 9b Vs zldos )9z élbe TACACS s
IJluwoelos. I3 @le 1Jgbe ohuwld Lo OJU wwp ool 86 IUpuwegse: pos I3l Jly p9e9ol
eds Wless ldoslole [Jpedss.

CLI:

Ti m eWLC1(confi g)#aaa authentication | ogin AutheTacMet hod group G oupTacLobby | ocal
Ti m eWL.C1(confi g) #end

IUgo9s 4. |ouile Blisps by IUegasd.

o Slised byd ldegsd vae Idegssd Idebdye J "gwds) wwlzs Idluebl)" sldss gusds
WO o030 IJglds exec. Jpol lyol poods wudyw pgpe9esd [Jesbe lJos wp wdysuol. Jel suwee
wodsd el Bldloe Idpuob$s wop pedsl eds euuos Idopde Os Iduveds Ipedss
IJJlgvdIse (WLC) g ghz gl>e TACACSH.

GUI:

loodd [Js IJodsse > 1Jies > AAA > §lises Iouldso AAA > 1Jodes o > + |uolds Jal o9
P9 O IJuoy)e.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs87163/

Configuration = > Security ~ > AAA

Q Aenu Items

+ AAA Wizard

[ Dashboard

e Servers [ Groups AAA Method List AAL Advanced
Monitoring —

"\‘3_;\\) Configuration Authentication

+ Add

Administration
E Accounting
Troubleshooting
Group v
MName < Type ~  Type Groupl ~| Group2 ~  Group3 ~  Groupd
AuthozTacMe...  exec loca GroupTacLob.. NfA MIA MNFA
1 10

gud Bop ul36 1Jodsu: §p wo9ds) luwpe: 9235 ¢ IJuge Jexec: &p §p oeSSU pre9Ed
IUgsbe Idos wp lugulyel pumwedl.

Ju eds edpe wlo "9 [Jpzeses” sboud v 1586 1Jes sop yiszol wol B e "B§lisps
b9 1dpol> 98"

CLI:

W9E lJpzp9es Jpzds.

Ti m eWLCL1(confi g)#aaa authorization exec AuthozTacMet hod | ocal group G oupTacLobby
Ti m eWLCL1( confi g) #end

w9 IJpzesed Jozpses.

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozTacMet hod group G oupTacLobby
Ti m eWL.C1(confi g) #end

Op 028> "U9E IUpre9es” Jpzesed 9"1Jesh IJwssd Ids peds”

Ti m eWLC1(confi g)#aaa aut horizati on exec AuthozTacMet hod group G oupTacLobby | ocal

Ti m eWL.C1(confi g) #end

1J21098 5. $p vogssu IUlwldse. ol lo yvdde 1dlb,§: 0p suves Juo gsuw [Js IJgsh in
order to login |Js IJ WLC Iy sgJé 1Juosd puwoged pod g vty I9 HTTP (gui). JI spdo
CudS3 030 lJgbgle pu 9lzes Idpuweese lhuwspess (GUI) soldelds sze 1J8sle wol pu 9lgos

el 96 HTTP/GUIL:

TimeW.Cl(config)#i p http authenticati on aaa | ogi n-authentication Aut heTacMet hod
TimeWCl(config)#i p http authenticati on aaa exec-authorizati on Aut hozTacMet hod
Ti m eWLC1(confi g) #end

ew lple wessile eds wdasole HTTP. oo IJId o lels wuugsd el HTTP 9 HTTPS:

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWL.C1( confi g) #end



o vty:

TimeW.Cl(config)#line vty 0 15

Ti meWLCl(config-1ine)#l ogin authentication AutheTacMet hod

Ti m eWLC1(config-1ine)#authorization exec Aut hozTacMet hod

Ti m eW.C1(config-|ine)#end

121096 6. §p wogrs S Ipuwedse Idugss. See s luve IJpuwese 1Jss wp lugblde eds
ISE J Lobby Ambassador Jlwpe puwedse w83 £JS suuo) Idupdpe Vs Idubvedo 1Jpedso
IJJlgeddss (WLC). Il Jp s cersed luwe Idpuvese Iduess B eoues IJoede B
IJubeds Idpedss IJdluwdIss (WLC): Suwsop lole 1dpuob$6 wuvdd wozse: 9pe 3JI
wSwp pog Ideuwetse 28 1Usuesd IJdled [Us goues Idoede Bs Iduvods IJppdss
IJJlguddss (WLC) oodl pu 1d9uosd B8b |Js lposble "uwvdsy olddsgs”. spdu oudss ol
lJodsso S3b g, slzes yub, Iisle, (CLI).

CLI:

Ti m eWLC1(confi g)#aaa renote usernane | obbyTac

odosy ISE - TACACS+

ul..s bJ5L90 I@s T u‘od._su &>p0 ])I)o IJlaoJo _9uI-J> oU u,o-J..SU ISE -Jro| 09 ,oguoa Os
lJue9.,6.



-::'nl:;!; ldentity Services Engine Huoime b Conliesd Visibility ¢ Dperations » Policy » Wark Cenbers

» Syslem k ldentity Managemen!  » Melwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Centric NAC
Licensing Cerificales  » Logging  » Mainienance Upgrade  » Backup & Restore  » AdminAccess b Seftings
I

Deployment Deployment Nodes List > timise23
) o - C—
+ =2 Deployment General Settings Profiling Configuration

.'.ﬁ a PP
== PAN Failove

Hosiname tinmise2d

FQDN timise23.cisco.com

I Address 182.168.166.8

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

Administration
+ Monitoring

Rale PRIMARY L
Cither Monitoring Node

w Paolicy Service
w Enable Session Semnvices i
Include Mode in Mode Group Mone - i
Enable Profiling Service §
Enable Threat Centric MAC Service |

b Enable SXP Service i

| = Enable Device Admin Service i |

IJg 96 2. |uolds o) Ideede B Iduveds Idpedss IJdIguddss (WLC) IJs ISE. lue$d
IJs bbb > el [Jgbeds > lzoje Jubwds > |olws. sdjp luolds euuo) ldoede B
IJuiveds IJpedss IJJluwddss (WLC) IJs ISE. gusel wd9e wluolds guue) Ideede S
lJubeods [Jpedss IJJlgwdIss (WLC) |Js ISE: §p vopdsu leshle puol> 96 TACACS+ 990
vodssu ldpedele 1Uplbdyws Jel 09 p9 oz WO IJuo9)s.

';Iul;é!:';' Idenmy Services Engme Home » Context Visibility ¢ Operations » Policy * Admimistration » Work Cenlers

» System  » Identity Management =~ Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

MNetwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Services

(<]
Network Devices
Default Device
# Edit Ly Duplicate Import Export = Generate PAC Delete » Show
Device Security Settings P - A BuF & Import @7 Expor [ ] b4
Name « IP/Mask Profile Name Location Type Description
O Tmim-awLc1 102.168.166.7... &k Clsco & All Locations All Device Types 9800

gud Yoz ulwss Idodssy Jugids) luve Bp wopdsu leshle puol> 96 TACACSH glsgld "lduw,
|J|ouiJO_)GJ" |Jp]0J_9g_;.

1U296 3. §p luuble puwcse "pus9w Iduoeb” eds ISE. loogd IJs bLé > bLé lJogss >
095l > puwcpsu > [olBs. Sp LIl lgwe IUpuucise 99Jes 1e,9,) IUs ISEIJdsso wpe
wesswvopl IUs "uwds) IJwos" IUds ywsése wlousle IJpuwegrpso IUuos9. 03l o9 lywp
IJeuwese 1d3s sesvo Idpuwdsd Juwds) 1dwes Jel 09 p9 o s 1Ju96.



"decs’ Identity Services Engine Home b ContextVisibility ~ » Operations > Policy » Work Centers

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities | Groups  External Identity Sources  Identity Source Sequences P Settings
I
(<

Network Access Users
Users

Latest Manual Network Scan Results

ya Edit U‘lange Status + i @aImport G Export + 3 Delete = Lt.‘Du;JIim[ca

Status » Name Description First Name Last Name

O Enabled 2 lobbyTac

gud Bog uld36 IJodssu: 9p wo9ds) Idluwe 99Jp6 1Je)9) Jeuweise "uwds) Jogo
|J|Uub|_) . uIlJ.) Lsuol PU upJgSu IJC'JO

IJglogs 4. logile pJd wg)ys9 TACACS+ IJIJUULSE loedd lJs ald; |.JE_p.J > blyé I.Jla_o)o >
guluo) Iduwsluws > Iduclse > pdSle ogpsd TACACS Jol 09 p9 oz S IJuo9)6. pe pdd
IJog s odl Lze IUuwple [Jpbdss 1s eouo Ioede s IUiods 1epdss 1JJlon]dsé
(WLC) Usog Ipuweese Juuds) Juwles Ilocbbl.

» Administration

ol
cisco

w \Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler » Posture ~ Device Administration » PassivelD

» Overview » Identities User Identity Groups Ext Id Sources P Network RGSOUIGESI * Policy Elements I Device Admin Policy Sets
I

Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy

<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
+ Results 2> Refresh + Add Duplicate i Trash+= Edit
Allowed Protocols Name Type Description
TACACS Command Sets [ Default Shell Profile Shell Default Shell Profile
Deny All Shell Profile Shell Deny All Shell Profile
WLC ALL WLC WLC ALL
WLC MONITOR WLC WLC MONITOR

gu> Bog 0ld38 IJodasu: $p wuds) luwe Jpdd Idog,s: $p Isuol vodasu lewsls
lOo,)lups 15 9umped peuoL2s Juge IUsles: sldluwe Juse puwcsp SIS ses lobby-admin.
lsuoli 58 w9g 1Jpopd IUglpd sI9u pzasl & Shell Jol 09 p9 oz Vs IJuo9,)s.



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

I.J"a]o_96 5. louble pgpe9gsd vog. luedd IUs pld; IJgpd > bl I.Jiaojé > pepoglo yusluvle e
IIzej6 Jel 09 p9 0z B 1Juo9,6. wewes yusb wdssy Iduwsluws gds Gub 1dpuwssd. Josl
lJeuwows sop luvoisle Ju,lo Network Access-username 9o,90999d b1y6 1Jgols lJIve,luos.
eu IJuou9)s IJolds weszw vor IJogssd pu wrasd pJV IJog)s0 1U3s we wdysuo “P9Zw
"oW99suo IJuelisg" wode lUb,ys 96 Spdud Lizle Iduwele Idplodews lUs euuo) Idogde Os
IJubvedo Idpedss IJJlgwdIse (WLC).

‘i Identity Services Engine Home b ContextVisiblity b Operations  » Policy  » Administration

» Network Access b Guest Access k TrustSec » EYOD » Profiler * Posture + Device Administration » PassivelD

¥ Owerview b ldentities  User Identity Groups  Ext Id Sources  * Network Resources  » Policy Elements |  Device Admin Policy Sets | Reporis  Seftings
——————

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequance Hits  Actions  View
@ S800Tacacslobby 1 Default Device Admin x v [ a fs ] )

gu> Vo uldss IJod9§q‘ Bp wodssu wog IJugssd. spdu wyd wog Idpuolb g6 Jlgsls
loe,lgos Jel 09 psoe S Iduess.



Policy Sets =» 9800TacacsLobby

Status  Policy Sat Name Descnption Conditions Allowed Protocols [ Server Sequence Hits.

@ TACSCILObD 1 Network Acoess UserName EQUALS obbyT: -~ IR

¥ Autharization Policy - Global Exceplions

~ Authorization Policy (2)

Results
Status  Ruke Name Conditions Command 65 Shell Profiles Hits Actions

lJoedd po lJuoes

luwogse 03l IldGuwe Joldss gpd Idodssy vuvdd Lozse.

show run aaa

show run | sec renote

show run | sec http

show aaa nethod-1ists authentication
show aaa nethod-1ists authorization
show aaa servers

show t acacs

03l pl o9 gdso 9lzes IJpuwese Idyuwsess (GUI) Vs ldwos wes wele IJeuold 6.

Liser Narme «  Description «  Created By

0 10 -

lweduld IJizble 9] oJlzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvaduld igble IJodssy sluadlzol.
ool 96 RADIUS

Jpuol> 86 RADIUS. spdy luuwegsle gpdsle wuoese IJigble oso:

Ti m eW.Cl#debug aaa aut hentication
Ti m eW.Cl#debug aaa aut hori zation
Ti m eW.Cl#debug aaa attr

Ti m eWLC1#t ermi nal nonitor

Sl po wpas> Blises 10k, 1uozses pu wusese Iigble. Jol sop Lizle IJuvele 1Jpbdsws
w9luwbos Elsp ISE Clgwe ldpeuwese u9e Idpumwetse sldlecsls Idpoluwe.

Feb 5 02:35:27.659: AAA/ AUTHEN LOG N (00000000): Pick nmethod |ist 'AuthenLobbyMet hod'
Feb 5 02:35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(0):



7FBA5500C870 0 00000081 usernane(450) 5 | obby

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(1):
7FBA5500C8B0 0 00000001 user-type(1187) 4 |obby-admin

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(2):
7FBA5500C8F0 0 00000001 priv-1vl(335) 4 15(F)

Feb 5 02: 35:27.683: WEBSERVER-5- LOE N_PASSED: Chassis 1 R0O/0: nginx: Login Successful from host
192. 168. 166. 104 by user 'lobby' using crypto cipher 'ECDHE- RSA- AES128- GCM SHA256

ool 96 TACACSH+

Jeuo> 86 TACACS+: spdy luwaésle wuoese IJigble o3l:

Ti m eW.Cl#debug t acacs

Ti m eWLC1#t er i nal noni tor

olds pu peldes IJp ol 88 Llguegsle luwe IJpuwede IJuozse 9lual9s ISE IP. Jpl suwés
2986 1J2lds "e)9)". Bs v wusese IIRble: polinyb wes eredd IJpuob§s pusep e
epdss IJogasd. Vs ol ldodys o wuopu Ideipds luwedsle luve ldeuwese Iduorse e
luolwe ISE IP Ugoa‘gaé. pu 030 ldpyzdo lue pwavde Juo spdu lu sus Iduwes 1o sYsu
JwIdJo £Js ISE Iy s9s> I WLC JJggs pdlese puvedse uwds) pe IJlposl) puluve.

puld pyedd IJpuol> 96:

Feb 5 02: 06:48. 245: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Feb 5 02: 06:48. 245: TPLUS: Authentication start packet created for 0(l obbyTac)
Feb 5 02: 06:48. 245: TPLUS: Using server 192.168. 166.8

Feb 5 02: 06:48. 250: TPLUS: Recei ved authen response status CGET_PASSWORD ( 8)

Feb 5 02: 06:48. 266: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02: 06:48. 266: TPLUS: Recei ved aut hen response status PASS (2)

pold pozdé ldegssd:

Feb 5 02:06:48.267: TPLUS: Queui ng AAA Aut hori zation request 0 for processing
Feb 5 02:06: 48.267: TPLUS: Authorization request created for O(l obbyTac)

Feb 5 02:06:48.267: TPLUS: Using server 192.168.166. 8

Feb 5 02:06:48.279: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-Ivl=15

Feb 5 02:06:48.279: TPLUS: Processed AV user-type=l obby-adnmin

Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS

OTUIS inJo SUOTST IJIaJoIc lJe3J9,0 u.u|uLS| J RADIUS 9 TACACS+ gJs IJaJoglu
lJl gl wso Juuu&_sJ lJ>god IJulee. IJouoezse I-Ju_) o9Losdl9ldIR)lz pvsYdsu Idu_)
Jogbsd ouoese IJigble. spdo luvagsle o3l 1Ule):

Ti m eWL.C1l#undebug al |
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