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op logile Idpgdgele IUglss 9Os .o.'>l IJpuwews po 1dizos6 1Je92956 x_9._s wSiS6 pEpdsd ¢l os.

wlo zese IJlzejd IJpuwogrpd Ss o3l 1dpuwows wodssu peundz (IBlups). Bl Jlve

dvwdod §6 IJogvgsd Volds po Bopd Jdoles) Idpzoed Jis ).

ped9ple luwlymss
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Jovedle IJos pusep creseol eds Ls luodly po puldd WLC

* 9958Y 9,9 IJpuvdds 108688 9ldedosds:

Sp w98, pedsele 29d wble WLC Iigulyus: luosl Ies: €3> wdlb Isuo9 e pdle
IJpclensu: SSID pse sop &ru2 IdpundJé: pdlebs IJp ulJJ.

W56 EX: 9800-40 s HA p& wyulpz luesl) 16.12.3 pu ldgpdle IUjlsys0 £6) IJBb,sw
eds IUlouold o SSID ACME_CORP_GUEST 9 500 v 9bé 9,09J 9 200 g psJ poi&_)so.

¢ oVluosd ubo IJyesd/elosd lJepsd: logule: guslo MAC: bl luosl) wble
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09 AP/Client |Jpwogsp Jees lJpeele souozse IUIgble.

polJ: wlboy IpundJs B Gdbos 1Us o] AP02_ACME 9120AXI 25 sBuvd IJgpsd B
29,05d £psd AX200 Intel MAC@ aaa.bbbb.ccce pg wyvlez IJeubésd luosl, 10.21.0.5
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ACME_CORP_GUEST. wgpd weue SSID IJig)s wundd ess: 9spdu Judw I psJ
IJlouold o SSID g5 B v w wdbé 1Js o9

oy Catalyst 9800 CLI. szpg loolz pu:

<tfroot>

WLC-9800- CLI # show tech wi rel ess

Wl o3I spdod crpse vSuY IUptrzle v 9lz0d IJpuwetsp Isumgess (GUI). luodd
lJs luwed ol IJIgble gl odlzol>@liseos 2jpo wuozse IR ble:
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B Create Dedug Hundic

pedsele po$308 29J wuorse IEble v §bs IUsasdlUgesd
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https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

(LAN) IJJl_wJJ.s6 Catalyst 9800 JJzuo9d eJs Uiz wduosds JUEHu2 pu 030 &uozse
IJigbole gl uegslpol.

Joedo Islse

show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME. txt>

cowg vuvb Jdbsy

<#root>
debug wireless mac <MAC> [internal]

'l Repr oduce

no debug wireless mac <MAC> [internal]

I'l Provide ra_trace file generated in bootfl ash:

dir bootflash: | i ra_trace

IJoslb 2506 puopud

ouodse IJodlb 1Jg 06 eJs AP IP

<tfroot>

ip access-1ist extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP access-Tist CAP-FILTER
monitor capture MYCAP start

Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

euodsé IJodlb 1zies eJs MAC IUg psd (po98, wes Cisco I0S® XE 17.1.1s)

<{froot>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

IJozdd pu lduos

show monitor capture MYCAP
show monitor capture MYCAP buffer brief/detail/dump

perses Iduvedle 1deluos Llduvsobss:
pLJD|¢JLJ|o()Lf96 WLC

sebs 03l lJgusobss g0 luved,lh, WLC wuwou lehbs wppsd WLC. IJezodle. Il bl 9258
lJpeldesd IJeydjss (CPU) gldss: puuldd 1J319)6.

wolez Jdozdl pu p9uile IJi>le lrissuwss Jogass el Bl Il spdu i o9y ould punldd
S5 puole ged euue) Idopde Os Iduvwds Ipedss IUJIpuddss.

0288 e0 99w Iepd 1038 s8J 0 Ipesde I luvesle eld J9z2s 1Jpeldes IJp,diss (CPU) Iy
le 1ol WLC.

show ver | i uptime

show redundancy | i Uptime
show proc cpu sorted | i CPU
dir all | i core

Iuwadle 1lualiss I pbdse wzeseol Jpuvddle IJoble 1Jigulgus WLC:



crest lebld/ospsele 1IJublelle bl AP. sedo 1J3sle w3JY gv) 9lzoes IJpuwctse IUyuwspss
(GUI): luedd s luwed ol 1JIRble 9l odlzol > CoreDump 9o )6, IJuble.

* 5 Cors Dump Svd System Repon

Is £ 81208 Uwlo, IJlsle):

# more bootflash:system-report*
# copy bootflash:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp: | https: ..}

OR

# more harddisk:system-report*
# copy harddisk:system-report-YYYYMMDD-HHMMSS-Timezone.tar.gz {tftp: | ftp: | https: ..}

Isuol lzpg 030 1Jpgzle:

show proc cpu platform sorted 1min
show proc mem platform accounting

show redundancy switchover history
show redundancy history

NJouwos Jis lebld 6 lbs 9,09J (AP). spdud wepse pdlle lebld u@bé 19,09d pu 9lzos
IJouweésp Idyuwspss (GUI) 1gluoé o WLCSJo Jgsu>Wireless>odlb 1Js o9 J>>l0@,) sds
udbé IUso9d 3o 1duods > edles IUowsye 1Jpo 9306
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V' All Access Points
Advanced AP Retransmit Config Parameters
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ountry Gode* us AP Retransmit Count
AP v Admin  ~ Do 1
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AlR- A
313%'_390;2 APIEOZ- 2 ) 10201  Statistics Timer 180 AP Image Management
= B-K9
1 o CAPWAP MTU 1485
M Predownload
{ AP Link Latency Enabled
AP Crash Data
. TCP Adjust MSS Option
5 GHz Radios . F
load te last
AP TCP MSS Enabiled
2.4 GHz Radios Adjust
Hardware Reset
AP TCP MSS Size 1250
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) Cancel 1_%1 Update & Apply to Device

eunldd ,oblloold v 1y o9d

Sebs o3l lduwsolisy edp luve sl vdbs 1U9uesd vuvew €30 wedu vllb 1Usuo9d pu
IJloople IJs suuo) Idoede WS Iduveds Idpedss IJJlgwdIss (WLC) sogbs w§bo
IJso9d (AP) subodle 9§ CAPWAP gogbd v ks IJsuo9d.

IJosloz JJezdd po eduile IJble 1U)ssunss Jogsss ol bl Jlo spdu 1o edss ould punldd
O uldlb 1Jso9J:

C2 88 pu 929> lebld Judbos 1dsusd: 9ulduuwesd Joudlb sl Idos sdv 9§
loubésd Bsol18d pu 1Upwsde: c2dd pu vdlb IUsuesd Idos sdsu 98w gpd IUIGslL
Ssol 18d pu ldpesde

show ap uptime
show ap crash-file
dir all | i crash

Iduwedle 1Jluolbss Idpbdse wzeseol Jpuildd wdbs 1Us o9J:

<#root>
Al ways- On Traci ng:

show logging profile wireless filter mac <radio-or-ethernet-AP-mac> to-file always-on-<FILENAME.txt>

Radi oActive Tracing:

debug wireless mac <AP_Radio_MAC>

debug wireless ip <AP_IP>



Enbedded Captures filtered by AP | P address ACL

ip access-Tlist extended CAP-FILTER
permit ip host <AP_IP> any
permit ip any host <AP_IP>

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP access-1ist CAP-FILTER
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats ap discovery

show wireless stats ap join summary

show wireless stats ap history

show tech-support wireless ap

show tech-support wireless ap name <ap-name>

eunlIdd loold IJg psd

Sebs o3l lduwsubsy publdd logald 1dgpsd 9puuldd 1JIGeslu 9punldd IUpuol>$6 98
Ilouold 9puuldd IJezsl.

wolez Jdoedd pu p9uile IJisle lJyissuwso Jogass ol Bl dlue ould puildd Vs louold
lJg pdle:

S2dd pu luwoly 238 Igpsd: 98p woesss uvww Ie3d IJedas: op lub) ol 131 Jipe 1deshle
oo jlso.
S8

show wireless stats client delete reasons | ex 0

Idowedle IUlualdss IUpbdse czpsgol Jegldes puildd louold IUg psd.

<#froot>

Al ways- On Traci ng:

show logging profile wireless filter mac <Client_MAC> to-file always-on-<FILENAME. txt>

Radi oActi ve Traci ng:

debug wireless mac <Client_MAC>



Enbedded Captures filtered by client MAC

monitor capture MYCAP clear

monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop
monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

show wireless stats client summary | i MAC|<Client_MAC>
show tech-support wireless client
show tech-support wireless client mac-address <Client_MAC>

puildd puold 86 1Jssew 1Jeydiss JJuosd (CWA) Iy puols$6 IJssw IJpedss
(LWA)

sébs 03l IJumsobsy eubldd puob§s ssw epsd Iuasd: s Jl sodds Iepsd eoslo URL
Jlebs IJeszsod s sy 8y eds 1dpuolb$6.

woleg Jdoedd pu pouinlo IJisle lJ)ssuwss Jogass el Bl Jlue ould puildd WOs puol> 9o
lJ9se:

ozl pu lgedls IJelJdso B 2lJs Ipuoh 86 eds p9de IJ9sw: c2dd pu g2 Idbdule
IJos e lecsluool slyuwlisd IJpuvedes 9195 gds 2lds 1Jgbl.

show wireless client summary | i Webauth|Number
show wireless stats client detail | i HTTP

IJuvedle IJluolse Idelbdye wzpseol Jpeldzd puvldd puol>§6 9sw:

<{froot>

Al ways- On Traci ng:

show logging profile wireless filter mac <rClient_MAC> to-file always-on-<FILENAME.txt>

Radi oActi ve Tracing:

debug wireless mac <Client_MAC>

Enbedded Captures filtered by client MAC

monitor capture MYCAP clear



monitor capture MYCAP interface Pol both
monitor capture MYCAP buffer size 100
monitor capture MYCAP match any

monitor capture MYCAP inner mac <Client_MAC>
monitor capture MYCAP start

'l Repr oduce

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap
show wireless stats client summary | i <Client_MAC>

show wireless stats client delete reasons

show tech wireless client mac-address <Client_MAC>

11Client WLAN Adapter wireshark captures or Over The Air(OTA) sniffer trace

show ip http server all

show tcp statistics

show ip traffic

show ip access-1list

show tech-support wireless client

show tech-support wireless client mac-address <Client_MAC>

pLvdJle 1Je,ss IJJluwdds (RF) s 15hs el 1,ls9 (RRM)

IJosloz Jdozdd pu pduinle I,:Ji>|c lysssuwsd Jogsss ol B Il pu ldppdy o odyy ould
publdd Vs 1oy IJJlgwdIs 19 s IdbLe 1J8lkses sds IJuwlse:

288 pu wSlb 1Jsuesd (APS) Llywegsle vy IJB0ls Iy bl §6 1Juwld IJouwess Is 1Jg>>
IJpyoe JJOusle Is IUlgwesle IJelds JJdusle. Jdzuesd eds wedsd e, o9 Losdl
JJes IJJlpwdds luwegse pedd IJodssu.

show ap dotll [24ghz|5ghz] summary
sh ap auto-rf dotll [24ghz|5ghz] | i Channel Change Count|Channel Utilization

Idowzdle IUlualdss Idpbdye czeseol Jeuvddle 1de)ss IJlusdds sldesss 1JJluedds:

<#root>
set platform software trace wireless chassis active r0O rrm all info

11 Debug t xpower | ogs:

set platform software trace wncd chassis active r0O radio-history-txpower info

11 Debug channel changes | ogs:

set platform software trace wncd chassis active r0 radio-history-channel info

11 Debug radio resets



set platform software trace wncd chassis active r0 radio-history-reset info

11 Debug DFS events

set platform software trace wncd chassis active r0 radio-history-dfs info

11 Col |l ect and decode traces:

show logging profile wireless internal [to-file <file-name>]

11 Change | evel back to notice

set platform software trace wncd chassis active RO all-modules notice
set platform software trace wireless chassis active RO rrm all notice

Pl ez s00

woleg Jdozdd pu p9uilw IJi>le lrssuwss Jogsss el Bl Il spdy i o9y ould pundJé
Is IJesgsue:

oldds ou lbol) suuo) Idoedpe Vs IJyveds IJpedso [JJluwddss (WLC) Jeuzd _9ig e ullb
IJsuo9d Idpsgues sblod e3> ol 1d9uosd (APs).

show Ticense summary | i Status:|AP
sh ap sum | i Number of APs

IJovedle IJluolwse Idelbdye cgpseol Jegldzs puvddle IUe,gsue:

show tech-support license
show logging process ios start last boot to-file bootflash: <file-name>

pUlIJ 19l 1Jglds

leo@: JJQE_}Q& pU Pl IJisle lJyissuwss (KPIs) Jugsss pl Bl Iy pu ldppedo I o9y
ould ls pwlds w99, gld:

28 pu 9w IJgpd Juble IJo sl 93l Jlg ould I..s v wdsl).

show redundancy | i ptime
sh Tog | i REDUNDANCY



Iuvedle IUluolbss IUplbdsw oreseol Jpgldes puuldd 1Jess, IJelds

<{froot>

show redundancy states

show redundancy counters

show redundancy switchover history
sh Togging onboard uptime

I'1just for physical WOGCs: 9800-40/9800-80/9800- L

show chassis ha-status active

show chassis ha-status standby

sh platform software stack-mgr chassis active RO sdp-counters
sh platform software stack-mgr chassis standby RO sdp-counters
sh platform software stack-mgr chassis active RO peer-timeout
sh platform software stack-mgr chassis standby RO peer-timeout

pulI 81208 puwese IUssy 19 9lzos IJpuwegsp Iyumspss

c IJodlb gl s 1Usdsd JJgbid e id s 9gbsle IJouwe.

* pouodz IUgsy - IJluwe (Firefox. Chrome. godsli). |uosl) I po o9z,

e pJW Couwsd bhuisd HTTP 1Jieles (HAR). weo IJluulé [Js IJgbsle lousle o) HAR
Jlwed ol iz ble o] o, Jlzol.

e wedle 9238 IJoede 1dipless. spdu wuoss) 03l pe 1Jgbole 1Up92956 B wzdle 926
wzdpe Gather Chrome.

e wedlo ébp ssu IJgdiss. wujsd pu WebUl uued il IJigble gl odlzel > puzdle >
wedlo gbe lsse”

oy Troublsstaoning

pedyple slo Lods



https://support.zendesk.com/hc/en-us/articles/4408828867098
https://support.zendesk.com/hc/en-us/articles/4408828867098
https://support.zendesk.com/hc/en-us/articles/4408828867098
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://help.mypurecloud.com/articles/gather-chrome-console-log/
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



