odosu louald CMX gl uedulld Igble o3
IJlouald sluadlizol wluucgsle seale Idepde
I 1o dé 1Jepdss IJJluwJIss oo
lJovdvJé Catalyst 9800 Series

lJpzosslo

lJpobJole Il wl_w s

|bol, I Jigle,

| wod, wldd 1Jizble ol o1zl

wogse !ia’blc

lJoslb 1Jz 5006

lJp,ze

NFX YY)

SG>p 0l IJPL}&JUU-) |.JaJo9|u JJCUDSJ eds 9@0 Uuad,o a_9§ lJuboJs IJ,oaJso UJbuJuLSo

bog; U9 NMSF’gluuuduuld Iablso _9|qu|2_0| 9sJ9u ldpwows rc>-._9‘5.>| Isuol gwd |U”UC-’|P
puwldle DNA oy ¢JIJ 1Jpsued |9 e IJpuwed J CMX.

IJecbdule IUIguluss
IJeobJule

S, 03l Idpuwews lud Bee Lldlesh IUluluws sleuold IJuvwds JIJ po 9800 WLC o
CMX 9sebs Wb | ol oo, Idozde Vs Iduveds 1Jpedss IUJlgwdIdss (WLC) |Js
CMX.

lbe weolz psole TCP 22 (SSH) 9 16113 (NMSP) ez vy IJ 9800 WLC 9 CMX.

lJedyule IJpuuwcspd



Cat9800 s ugJ 16.12

CMX s ugdJ 10.6.x
lJodsu
lLuwe Idogbslbs JJyveIdd

IJoYssule

IJglogs 1. Jlzbb gusly IP JdbLé IJdlgwddss sldlewsls 15 username 93dJpes og enable
password |9 enable secret. |¢ |pJu.

CLI:
# show run | inc usernane
# show run | inc enable

# show wireless interface summar
lJgl9s 2. s CMX: Jlolwé 9236 wedp Jvwds pedss JluwdIdss: loodd [ds uble > Jesble >
sedlo Idogde slesh IUg)lsb: 108 eds poddpe.

sedud ol 1Jzuo9d edss peldz puwed (131 Jp odo $> loppco L B odd 1Jugbs) Iy
w9 Idlesble [Jwedss. 99d puopl p9oe oul:

SETTINGS

king

Tracking
Filtering Maps
Locatio

Please select maps to add or modify:
Delate & replace existing maps & analytics data

Delate & raplace existing zones

Controllers
Please add controllers by providing the information below:
Controller Type Aira0S WLC

IP Address

Controller Version
[Optional]

Controlier SNMP Version e

Controller SNMP Write
Community

private

IJglb3s 3. pu IJBksed IJpouwdJs Jusg 9226 IJuzdp: 23> plré 2udl;6 (I0S-XE) WLC (gJs 10.6.1
sbo, ldpyoe Idpouwsd WLC IJege> J Cat9800 WLCs).



SETTINGS

Tracking
Filtering Maps

Please select maps to add or modify:

Location Setup

Data Privacy

Data Retention L) Delete & replace existing maps & analytics data
Mail Server ! Delete & replace existing zones
v Controllers and m
Viaps Setup
Import
Controllers
Advanced

Please add controllers by providing the information below:

Upgrade

Controller Type Aire05 WLC -

High Availability _

IP Address - AireOS WLC
Catalyst (I105-XE) WLC

Controller Version

[Optional]

Controller SNMP Version vac

Controller SNMP Write
Community

private

E3x

IJglogé 4. o989, Cat9800 WLC gugly. priv 15 username. JJps 9spJde JJpé 1o suwpee CMX
ouvdsd !ook.§5 |Js Cat9800 WLC. Luswegse CMX logold SSH (goldelds seole Ids (oogés
SSH IJpsu9e wsu Idzobisw) JJsuesd IJs 1Jb,l; 9800 sodssy wd § NMSP. 235 | ol 9256
ot-.‘Jp Sp IE_J|,_§ IJolwess lJpouw & 96.




SETTINGS

Advanced

Upgrade

High Availability

Maps

Please select maps to add or modify:

 Delete & replace existing maps & analytics data

Delete & replace existing zones

7
Controllers
Please add controllers by providing the information below:
Controller Type Catalyst (I0S-XE) WLC ~
IP Address - 192.168.1.15

Controller Version
[Optional]

Username adimin

Password

Enable Passwaord

=3

wSEpd CMX odylissl gds >9¢ 030 IJodssule [Js Cat9800 WLC gluile o9 9 NMSP

nmsp enabl e

HoH R H H H R

aaa new nodel

aaa session-id coommon # aaa authorization credential -downl oad wem | oc_serv_cert | ocal
aaa attribute |ist cmk<mac>
user nane <CMX mac address> nac aaa attribute |list cnmx_<mac>
attribute type password <CMX key hash>
net conf - yang

IJoz2dd pu lduors

IJoedd oo 0dd NMSP ¢ sb 908J Idwslole po pulby, 9800 :

9800#show nnmsp st atus

NVSP St at us

CMX | P Address

Active Tx Echo Resp Rx Echo Req

Tx Data Rx



Dat a Transport

10.48.71. 119 Active 16279 16279 7 80
TLS

S2dd pu 2lJs 1Ju 8 b wol pu pulby) CMX Vs Tuuldd Lodes IJuble

9 & v o &

ANALYTICS ~ CONNECT MANAGE SYSTEM

DETECT
& LOGATE

System at a Glance
Node | ® Address
gt = - a
3 9 & - = = Q R
10.48.71.119 Low-End
I Heamny warning I Crmical
Coverage Details
eemrons e e e
Placed AP Missing AP Active AP Inactive AP Campus  Building Floor Zone Total Associated Client  Probing Client  RFIDTag  BLETag  Interferer  Rogue AP Rogue Client  Total
Fri Aug 09 11:47:58 CEST 2019
2 [ 0 2 2 1 1 0 4 0 0 0 0 0 0 0 0
B Healthy | Warning I Critical
Controllers o+
s e T b0 s v v CES——
4 2 16.12.1.0 207 KB 208KB  0B/06/19, 3:56 pm 1s ago Edit Delete

N Acive I insctive

IJoz2dd pu eilewd IJsde

I8 od pebuws o Ilusls s IJ po CMX 9 WLC 1 e 90998 98 Iuinwds (NTP)
S ywo.

B 9lz0é Lulo, 1Ulgle, (CLI) bo,l; 9800. Lugd 1Ule):

(config)#ntp server <IP address of NTP>

Jogss) swolo IP 1Ugluo wglbe NTP s CMX:

lJgbes 1. o wesd 1U>ged Ids v, I.Ji_9|,o_, eJs osisé CMXADMIN

lJelb9s 2. IJoz 88 pu pilewd NTP Cluwegsle NTP IJglLoé wuoeé CMXOS

lJglogs 3. 3l Juw oyge Vs lgho wdosu ghbpe NTP. Wspedud [guegsle CMXOS ntp clear ¢ o
cmxos ntp type.

1J296 4. o> pilpws e NTP pg CMX: §p woubésd IJio, cmxctl restart Jlglssé o iésd
edplo CMX gldowssd )6 1256 1Us puvegse cmxadmin.

IJozdd pu ogjisé IJpdole

Sew 1o wesd 030 1Jgpdsé wddlissl gus luolds suuo) IJoede B IJubuds 1Upesé
1UJl e Jss (WLC) [Us CMX. o s390 CMX luolds ozt lUpbolz 1JElLos wo B dsse
oL IJeedp B 1 gvwds 1Upedess IJJluuddss (WLC). 98 309 sedod IJezdd po ol
IJlzle 19 luoldwo $398! W 2lds 2298 publIdd.



IJIsle, IJos wp bbéldol wslulos CMX os:

(confi g)#usernane <CMX nmac> nmac aaa attribute |ist cnx_<CMX MAC
(config)# attribute type password <CMX key hash>

Jper86 pl 09 pdule SHA2 g£Js CMX. luuegse:

cmxctl config authinfo get

IJozdd po IU9lzed

Jo sop huwld NMSP Ul oo pzeses 1Uslz0é J "9lzoé IJ516 IJJlun]Iss" (Gig2 1de, )l uos! ds

9800-CL). Jo cuwd 1Jslzole [p medsesd Jouds £306 (gig0/0 JJzol; Is Gigl J 9800-CL) 2,95
ro_)_9_) NMSP

1ol 1Jigle)

Spedoud Idozdd pu U ple Idos op IUlGbo)ld Vol eds puwess NSMP s suuo) Idozde
s IJuveds 1Jpedss IJJluwdIdss (WLC) byl 9800

9800#show nnsp subscription detai l
CMX | P address: 10.48.71.119

Servi ce Subservi ce

RSSI Tags, Mobile Station,
Spectrum

Info Mobi | e Station,
Statistics Tags, Mobile Station,
AP I nfo Subscri ption

Spdoud ldeuosd eds leuolissle v g NMSP

9800#show nnsp statistics sunmary
NVSP d obal Counters

Nunber of restarts 0

SSL Statistics

Total amount of verifications
Verification failures
Verification success

Amount of connections created
Amount of connections cl osed
Total anmount of accept attenpts
Failures in accept

Amount of successful accepts
Amount of failed registrations

OPFr OFr OoOr OoOO0oOo

AAA Statistics

Total armount of AAA requests 1
Failed to send requests 0



Requests sent to AAA
Responses from AAA

Responses from AAA to validate
Responses validate error
Responses val i date success

R O R Rk

9800#show nnmsp statistics connection
NMSP Connection Counters

CMX | P Address: 10.48.71.119, Status: Active

State:
Connecti ons 1
Di sconnecti ons 0
Rx Data Franes . 81
Tx Data Franes 7

Unsupported nmessages : 0
Rx Message Counters:

I D Nane Count
1 Echo Request 16316
7 Capability Notification 2

13 Measurenent Request 2

16 Information Request 69

20 Statistics Request 2

30 Service Subscribe Request 2

74 BLE Fl oor Beacon Scan Request 4

Tx Message Counters:

I D Nane Count
2 Echo Response 16316
7 Capability Notification 1

14 Measurenent Response 2

21 Statistics Response 2

31 Service Subscribe Response 2

lweduuld IJizble 9] oJlzol

ouonse Jigble

Spdu lole IJzuo9d sds uvedle wuoese IJigble Jlouile 088 NMSP Ul wegsle IJooog
lJeube wael po IUluesl) 16.12 gldlosble 1JJdlz 96.

#debug wireless ip <CMX ip> nonitor-time X

wseed 03l 1Jle, eds wpdsu wuoese IJigble J X 58888 Jewslo CMXIP 1Jp3d9,. puse e
logvle IJpdwd W bootflash:/ g wsoog IJulbise ra_trace_ip_x.x.X_....". Ju9d Szw9s eJS gpSE
IJuvedle Idezees Idpoed$é wouozse NMSP.

Jeruo wuoese IJigble Bs 1Jode IJdeds Js 9226 bydss po €WLC. bed 1Jlo):

#noni tor | og process nnspd | evel debug

Jlssdle ouoese IJigble B 1Jode 1Jzdsds bbed CTRL+C.



IJodlb 1Jg ;00

wepse Idodlb 1dze W eWLC Clgwedsle Slises Idogde O 1J9uo9d (ACL) Jouodss gyds
lIJes9) wsu eWLC 9 CMX IP Wb, peld pg eWLC IP 192.168.1.15 9 CMX IP 192.168.1.19:

eWLC- 9800- 01#conf t

Enter configuration commands, one per line. End with CNTL/Z.

eWLC-9800- 01(confi g)#i p access-list extended CWX

eWL.C- 9800- 01(confi g-ext-nacl )#permt ip host 192.168.1.15 host 192.168.1.19

eWL.C- 9800- 01(confi g-ext-nacl )#permt ip host 192.168.1.19 host 192.168.1.15

eWLC- 9800- 01( confi g- ext - nacl ) #end

eWLC- 9800- 01#nonitor capture CMX access-list CWX interface gigabitEthernet 2 both start
eWL.C- 9800- 01#

Jan 30 11:53:22.535: %BUFCAP- 6- ENABLE: Capture Poi nt CMX enabl ed.

eWLC- 9800- 01#noni tor capture CMX stop

St opped capture point : CW

eWL.C- 9800- 01#

Jan 30 11:59:04.949: 9BUFCAP- 6- DI SABLE: Capture Point CMX di sabl ed.

eWLC- 9800- 01#nonitor capture CMX export bootfl ash:/cnxCapture. pcap

5pdud w8 )JJ oujsd IJldoglb o, CLI |_9 U 9lgod Upu.uua)ro lum9peso (GUI) ws
Ioveduulad IJigble 9l odlzol > 1Jedlb 1Jz506 > wuo3sy. 19 po gJIJ 1JILs > 1b1yé > b6
lJpdle > 519,06 IJoposs [Jp9gwe:.



/content/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



