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* plosp IJpob 36 9ldedgs o 9ldpelwoé (AAA) 9 RADIUS 9+TACACS
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luwegsle RADIUS iy TACACSH+.
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Shelpdeskuser. ogJle IJpuw e pou zis pu admin-group lJezesglohelpdesk-group 9 Idezesele eds Idwslds. pu ldpesde put
IJpuwegspadminuser. 909 zje oo admin-group suuo, Idoede B Iduvwds IJpedss IUdluuddss (WLC). 28 1Jsuosd IJIled IJs
euuoy Idoedpe B Iduveds Idpedss IJJluwdIdss (WLC). po wlzsd ié).,s‘ helpdeskuser. g ;¢ puhelpdesk-group IJ: sguos io SO
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eIl Idpuwegsp oudsy cessle IJodsse po ¢Jid WebUI

Jlspdo céss,) 0o IJlscuble Iy wgssdol.
odysu puolr 86 RADIUSJ WLC

IJg1o9s 1. |eJlo ¢lse RADIUS.

lzoo |

lodle Bp wluuile ¢be ISERADIUS g Js WLC. spdu IJ8sle wi3dd pu gdlps IJougsy Servers/Groups > RADIUS > Servers oy
w28 guwy Iderde Vs IUubeds IJpedss 1dJluwddss (WLC) Jslzes IJpuwegse Ihuwsess (GUI) IJos sedu 1Usuo9d
|[Jsol B hitps://<WLC-IP>/webui/#aaa. |9 15| §pe LlJlowdld |Js Configuration > Security > AAA. Jpl 09 p9 0z B 030 |JLo9)6.

Configuration = *» Security~ > AAA

+ Ann Wizard

Servers | Groups AAA Method List AdA Advanced
Server Groups

TACACS+
Mame Y Address T Auth Port T AcctPort T
LDaAP
(] ISE-lab 10.48.39.134 1812 1813
1 10 -
For Radius Faiiback to work, please make sure the Dead Criterla and Dead Time configuration exists on the device

Jluolds gbe RADIUS eJis suue) Ioedp B IJuvwds Ipedss [JJlgudIss (WLC). 108, 5y luols 1Jpdlo, Lldize, B
IJu29,6. $955 03l |Js e 1Juldss Ideowe 96 1Jpg 19,06 B J§bé IJuil bs.



Create AAA Radius Server

Name* Support for CoA (@ enaep [

Server Address® CoA Server Key Type Clear Text

PAC Key CoA Server Key (D)

Key Type Confirm CoA Server Key

Key* (D Automate Tester

Confirm Key*

Auth Part
Acet Port
Server Timeout (seconds)

Retry Count

shcancel | Apply to Device

VI 030 [Julwd3s lUpuw o 86 Szw edsd w9ds):

o lgue Idgbe (b lue Jl szu o sblud luwe wble 1SE)
o ewolu IPJJEbe

o o Weuiend wso I WLC sglse RADIUS

Spdu wdasu pedele 18,680 pod 1dpolds 1Upuwe s pd JJpuol> 86 8l peluwws: 9J9Ju 030 Jsuwe [5less soe,d Jlesl
lBSeslyos Josl ldpuwaws.

oL 9lgod b, IJisl e,

<#froot>

WL C-9800(config)#radius server

| SE-1 ab
WLC-9800(config-radius-server)#address ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ciscol23



|th35 2. websb é_bra RADIUS |Us PTRIES é9|)ro.

lzoo |

B 2lJs 929> g9be RADIUS pogs36 spdu luwaslpol el §6: $9008 wogSSU zese 030 1Ugbe IJs preses 1Jesbe
oS wol. wowp 9226 IJopdp Vs IJuveds 1dpedss IUJluwddss (WLC) wagjse I.JiapU wsu gpdsle 1Jpuob$6 1dpgodds
wsu lJgohbe Bs pzeses [Jeobp. swp sy peesele ¢9lbp RADIUS oy Servers/Groups > RADIUS > Server Groups g Jlpé
IJowsse po oduw o926 9lzod ldpuwedse lyuw9ess (GUI) 1desds s W 1Ugbss 1.c Jpl 09 p9 o Vs [Juo9,6.

Configuration = > Security~ > AAA

+ Adp Wizard

AAA Method List AAA Advanced

Serars Server Groups

TACACS+
Name T Server1 Server 2 Server 3

P
LA E RADIUS-Group ISE=lab LT NiA

1 10 -

Walk Me Through >

oldouwos Jlogble 1Ughbe: wbo; wlid3s puww s gus Idud) B9 1U)) luolds (IUlbl, B 1duegss Iduvluds): sldss sop

ouoBsI0 oyl

Create AAA Radius Server Group

Narme* RADIUS-Group

Group Type RADIUS
MAC-Delimiter none
MAC-Filtering none

Dead-Time (mins) 5

Load Balance |. DISABLED |

Source Interface VLAN ID 1 * B

Awailable Sarvers Assigned Servers

ISE-lab

o) Cancel Apply to Device




B 1J8lsps ldpowe 36 §p wo9ds) luwe Jdpzeses: Lo Sp wudd IJgsbe 1debJsws lds Slises 1gsbe 1dpesus.

o0 9206 Lwlo 1 Jigle):

<#root>

WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

| SE-1 ab

1Jgo96 3. $p wlouble bysdé cuwesd 589d puoh§s AAA wubs) IS presesd e9lop RADIUS,

lzoo |

W8> pu Loz ohttps://<WLC-IP>/webli/#/aaa 9lz06 |Jpwoésp ldyum9essd: loodd IJs edled IUowssoAAA Method List >
Authentication 9o s b,586 pLol>86 Jpl 09 9 oe B 030 IJ 09,6



Configuration = > Security~ > AAA

+ Adp Wizard

Servers | Groups AAA Method List AAA Advanced

Authorization
Group T
Accounting Name Y Type T Type Group1 Y Group2 Y Group3 T Groupd Y
0 defaul Jogin local NiA NiA MIA NiA
@] EEtsntres Togin tacal RADIUS-Group N/ NiA NIA
1 10 »

Walk Me Through >

Jpl 09 peolsc gudpl wuwedse ) luolds Jluuile bys9s puol> 86 wboy uld3s puwe§s JJodssu: peleds JJuldss
lJp9oes B 030 1Juo9)6.

Quick Setup: AAA Authentication

Method List Name* radius-authe-method

Type* login

SRS o

Avzilable Server Groups Assigned Server Groups

radius _I RADIUS-Group
Idap
tacacs+ €]

(=]
(=

D Cancel ] Apply to

Bs 030 1Jold36 IJpuwds: §p weads) luwe JJipwdse. ige) Type Juwed 289J: 980 wluplds ebe IUpzeses 1J3s we logblso
B 1Jgbys [Juwlods [Js Assigned Server Groups | §lispé. Bsel soedd weldd use ldpepdes: spdu lple 1dgsss pu
lJodssuole.

o Bligose "use 1pzeses” pedsl soedd euves IJozde B 1y ds IJpedss 1JJluwd Jss (WLC) Isdl ppl 131 Jloe
wslole leopl Idpuucsp #9296 pedsl e $e9> )6 1S Ids preses IJeshe.



IslHze,e woe 1pzeses Jozeses 9dp wde wdozdd pu IJesh zoe Is peds: Slo gues Ioedp s 1Jubeds
IJpzdss 1ddlwddss (WLC) swpdd Bib oo puwstle IJeuwese pdlod preses 1J29lse.

o Bligose "use Ipzeses” Jpzeses s8zuow el leoslbs s peds” soedd eoven Joede B 1duieJs
IJeedss 1ddluwdIdss (WLC) pu wslule lewelbs Ieuwetse pllod preses 1e9e ssuvoede g0 Slers Iduslole
IJeedss BEb I3l p suwoze IJghe. Il 8le 1ghe whuwld )80 woce pupbds Ipuutse: zos sl Jlo sedu Tu
SY9u p9z9l gds Bless IJuslule lJpedss.

PU 8lzos Lulo, 1Jisle):

Bl Joo wos> eedd po wslole lewpl dpuwotse ot peeses ¢9bp SSb I3l Jp sop Ide s, edsel peds! ol lwegse:

<#froot>

WL C-9800(config)#aaa authentication login

radi us- aut he- net hod

Tocal group

RADI US- G oup

Bl Joo s Idozdd po wslole lecels IJpuwegse e pzesesd e9be Vb luvegse:

<#froot>

WL C-9800(config)#aaa authentication login

radi us- aut he- net hod



group

RADI US- G oup

Bl Joo wus> Iozdd po wslole leoels IJpuvctse o pzeses ¢9bp 91l Je suwcew o3l IJigs) pg 1UbEI IJpeds: Sluuwsese:

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

group

RADI US- Gr oup

Tocal

Ss o3l ldpeld ould weuo IJpuwedrpsu IUdsu wp luuiliop pedsl Vb suguo Idpuwcrpsu D8b eds ¢lp ISE
souldoldse syvospsu Idgsh 1Jlsd.

[Jgb9s 4. §p Cluuble bys 96 EXEC Jodgsuo AAA oUvs) IUs pepes ¢9lbp RADIUS.

l200 |

Sew i@ubl wosd lJpuwwdse eos sup pugo el [Jyuo9d. wes pu GUI Page Configuration > Security > AAA: lue8d IJs AAA
Method List > Authorization g Jleé lJow9sw: 98 wluuile bys86 lewpls Jel 09 p9 0z B 030 1JL09,)6.



Configuration = > Security~ > AAA

+ Adp Wizard
Servers | Groups AAA Method List AAA Advanced
Authentication
Add |
Name T Type T Group Type T Groupl T Group2 T Groupd T Groupd
Accounting
0 defauit axec local LIRS WA LY MR
n] ::.:.:D:mnn- exec leeal RADILIS-Group A MiA MiA
1 10 =

Walk Me Through >

louile lpudow IJogssd

sboy cdssu iuwdsw c29sd puwed peled Jdiuwdsw 1Uss ©p wuosse gvs 1L Iuwdsw o8> Lluwesle IUi lualds.

Quick Setup: AAA Authorization

Method List Name*® radivs-autho-method

Type* exec

Group Type

Authenticated

Available Server Groups Assigned Server Groups

radiss RADIUS-Growp
Idap N
Eacadis+

D Cancel Apply to

B 03l IJodssu IJpuw ol S wwsds) luve Jbysd6 1degasd: slew) 1Juse wluwe exec: sluucése vduw IJe,ose Juse
IJezeses Idpumwese Jbysds 1Upuols§s B 1Ugbgs 3.

206 Lwlb, 1 Jigl

ol Wldogwes Jlorsds 1deuobds: Bsoe cesso IJogssd Ivdl JJezdd eo ldpuwetseso edlod eI IJpedss: &p
rod|uJ |J|)E_|J|u t_9.,5 PTRIES abp

<#root>



WL C-9800(config)#aaa authorization exec

r adi us- aut ho- net hod

Tocal group

RADI US- G oup

IJglo9s 5. §p woessu lUb,d lds cdssole HTTPglJs gbgb vty Ipueéspes J Telnet/SSH.

l200 |

SpIu luwogsle byd 1Jpuolb8s 9ldodss o IJos wp logsldel Jlouold puveése HTTP g/ls Telnet/SSH. sldos spdo odosuol
ou AAA Advanced > AAA Interface e 6 IJowsse IJos JI ejld po wodes GUI WLC IJes Sedu 1Jsuesd lJsoel s
https.//<WLC-IP>/webui/#/aaa. Jel 09 p9_og IS 030 IJo9,06:

Configuration = > Security= > AAA

+ AAA Wizard

Servers | Groups AAA Method List AAA Advanced
—
Glebal Config
[ @y |

RADIUS Fallback
Authentication Awuthorization Accounting

Attribute List Name

Console None > | B MNone | B Nane | B
Dewx:e. = VTY radius-authe -method» | |6 radius-autho-method » || MNane v | B
Authentication

HTTP radius=-authe -method » |u | radiug-autho-method » || MNone v B
AP Policy

Pagaword Policy

CLI Jp21> 86 9lzos IUpwegsp IUyum9pss:



<#root>

WL C-9800(config)#ip http authentication aaa login-authentication

r adi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

radi us- aut ho- net hod

CLI Jpol> 86 Telnet/SSH:

<#froot>

WL C-9800(config)#line vty 0 15 WL C-9800(config-line)# ogin authentication

radi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

radi us- aut ho- net hod



Jlebo lue g lple Iogssile eds wdssole HTTP. Bpu IJIG o lels wuvgsd éple HTTP 9 HTTPS. spdy wedsd 3JY
oluwogsle IUlle, IJoldss:

WL C-9800(config)#no ip http server WLC-9800(config)#no ip http secure-server WL C-9800(config)#ip http server WL C-9800(config)#ip http secure-sen

wdysu ISE J RADIUS

IJe¢b9s 1. §p vodssu euuoy Idoedpe Vs 1w ds Idpedss IJJluwdIdss (WLC) Jzol; v Js J RADIUS.

lzo0 |

Josupse luvesle euue) Jogde S Iduveds 1dpedss 1JJluvdIdss (WLC) B 1dduwe Iduwled Jrols ubeds J RADIUS
I ISE lyedd |Js Administration > Network Ressources > Network Devices g Jlp6 lJow9sw iao)é IJubeods gldczolc Jol 09 p9og
B 1Juo9ys IJoldss.

= Cisco ISE Administration - Network Resources ‘ aQ @ 5B &

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Devices

Detault Device Network Devices
Device Security Settings -
Selected 0 Total 1 %] i
Ly lmport 1 Export & Delete
L; Name . IP/Mask Profile Name Location Type Description
o] WLC-9800 10.48.39.133/32 s Clsco (D) All Locations All Device Types

Jluolds zoly G Js. luuaese 1) 1bo1W6 1Uss sz wesse wdssu zobs IJuvwds 1Jgsss.



= Cisco ISE Administration - Network Resources

Network Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Devices
List » Mew Metwork Device

Default Device
Network Devices

Device Security Settings

Name WLC-3800
Description

IPAddrass " IP: 104839133 | 32 &
Device Profile e Cisco e
Model Name o
Software Version ~

Metwork Davice Group

Location All Locations w Set To Default
IRSEC Is IPSEC Device w Set To Default
Device Type All Device Types ~  Set To Default
~  RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret IShow

[] use Second Shared Secret ()

Second Shared

Show
Secret 3

CoA Port 1700 Set To Default

RADIUS DTLS Settings (
(] pTLS Reguired (

Shared Secret radius/dtls

More

Q

@

i)

B IJIbl 1Jzass: Bp wo9ds) luve Jeols IJuvwds. sluolds gugle IPIJElLe wo. lee,e IJ RADIUS puol> 86 & odss lesls

9ubdJe IJ w8 uwo RADIUS p e yd Lu)y wel o 1Usles suveged eds IJ WLC.

U296 2. §p wlouble voses wgasd: Jbzle Ilewsls.

l200 |

JJzuesd eds 2896 1Usuesd JJpuwssd: sdjeadminuser iv sJso puwass Ilposls 15 91Uss suwer wldsuesd Ids buds
pblJus exec. py wlgss ié)& Jlhelpdeskuser szuwlz L_Ji,oJ lJs 5029d p9zo iglloJ EXEC |Js Shell goldelds spdo wgssuo
cowoss lposh 18 po 15, Jogsso puvass Ilecsls Ipoluve Jdpuwotspsu: spdu luveisle pddle cersd 1Jogssd.
SpJdu wdasy 0o IJguluo, pu ISE GUI Page Policy > Policy Elements > Results. i gudJ gJ1p6 IJow9se Authorization >

Authorization Profiles|Je9_ogd bs 1Juo9,s IJeldss.



= Cisco ISE Policy - Policy Elements & Evaluation Made ¢ O @ @
Dictionaries Conditions Results
Authentication

Standard Authorization Profiles

Authorization w

For Pollcy Export go to Administration = System = Backup & Restore = Policy Export Page
Authorization Profiles |

Selected 0 Total 11 13 {&

Downloadable ACLs
=) w v

Profiling 5 O Name Profile - Description

(e 3 D 9800-admin-priv & Cisco @
O 9800-helpdesk-priv & Cisco (D)

Client Pravisioning >
O Black_Wireless_Access = Cisco (D) Default profile used to block wireless devices. Ensure tl
[l ] Cisco_IP_Phones 2 Ciseo (D) Default profile used for Cisco Phones.
[:] Ciszo_Temparal_Onboard & Cisco (3) Onboard the device with Cisco temporal agent
(M ] Cisco_WebAuth & Cisco (D) Default Profile used to redirect users to the CWA partal
a NSP_Onboard # Cisco (D) Onboard the device with Native Supplicant Provisioning
(m} Non_Cisco_IP_Phones & Cisco (3) Default Profile used for Mon Cisco Phones.
D uoN & Cisco (3) Default profile used for UDN.
a DenyAccess Default Profile with aceess type as Access-Reject

)

Jodssu pdd weisd asd 2283 luwegse 1o 10186 IUss sBez upsde wdasu pdd oersd Idegssd s sevw o
Sw29 03 1Jupe9de eds 9zo IUguose Jodssy pdd IJog s 1U3s sop wessuo adminuser.



= Cisco ISE Palicy - Policy Elements v Q @ @ @

Dictionaries Conditions Results

Authentication Authorization Prefiles > New Authorization Profile

Authorization Profile
Authorization

Autherization Profiles ‘ -
Hame 9800-admin-priv |
Downloadable ACLS
Description
Frafiling
* Access Type
Posture b} ACCESS_ACCEPT hd
Client Provisioning 4 Network Device Profile &% Cisco &

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair w - shell:priv-Ivl=15 w

~ Attributes Details
Acciss Type = ACCESS_ACCEPT
ciscoriw-pair = shell;priv-ivi=15

m Zace

02 IJodsse puwess leosls puz 15 Jis puwcese prowb wo. 9dpl 33; oo Gud: 03l 09 Iduwdsd IUpesde adminuser oo $od
9ldss swp lugblye leule 1Ugbgs IUeldss. 9pe 3JY helpdeskuser szw 1o 9o puwess IUlpeshle 18 suldelds sze louile

guLo) uwsluwé olo.
suuey lduwsluws Jhelpdeskuser |J ppeled [Js slgs ¢J8 i&._ﬂo SYb. plesl o IJuwduwdsé shell:priv-Ivi=15 soogs gsyo lds
shell:priv-Ivi=X. gl wowsdo X pg Idlposly puvess o oEu. d§ ol lJpoldc swp luwegsle ,8p 1.

IJebosé 3. luunle pepsele puwerpsu eds ISE.

lzoo |

Sop lugble pzesglo puvcgses ISE pu edled lUowssy pzestleo 0986 Idpuwadsp b Administration > Identity Management >
Groups GUI Page |Julué: 9lUds sbo,y b IJoBlb 1J bl us.



= Cisco ISE

Administration - Identity Management o

Identities Groups External Identity Sources Identity Source Sequences

e User Identity Groups

Ly Impaort

Name ~

» [ Endpoint Identity Groups

» B3 User Identity Groups |

IR helpdesk-group
I admin-group

S OWN_ACCOUNTS (default)

O|0(0C|O

3 GuestType_Weekly (default)

& GuesiType_Seciallegin (default)
& GuestTypa_Dally (default)

I GuestType_Contractor (default)
& GROUP_ACGOUNTS (default)

&t Employee

o o o

B ALL_ACCOUNTS (default)

aQ @ 228 &
Settings
Selected 0 Totsl 10 13 {3
T Export All Y

Description

This is the group containing all users with read-only privileges.
This is the group containing all users with administrator privileges.
Default OWN_ACCOUNTS (default) User Group

Identity group mirroring the guest type

Identity group mirroring the guest type

ldentity group mirraring the guest type

Identity group mirroring the guest type

Default GROUP_ACCOUNTS (default) User Group

Default Employee User Group

Default ALL_ACCOUNTS (default) User Group

Jlogile puwctsp 22s luwetse 15 100188 1Uss s B0z upsse wdasu pzeses 0958 Idpuvctap IUeas2s Jpl 09 p9oe.

= Cisco ISE

Identities Groups External Identity Sources Identity Source Sequences

» Mew User Identity Group

Idantity Groups

=l Identity Group
* Name admin-group
» [ Endpoint Identity Groups

5 B User Identity Groups Description

Administration - |dentity Management 'y

Q @ B @

Settings

This is the group containing all users with administrator privileges.

Cancel

Bp wess) luwe IUpzeses IJos we lousldel. $e Lluuble pzesecs Idpumetspsu IUJoso wew puldubeopl lgdlo: gopl

admin-group ghelpdesk-group.

IJgb9s 4. logule puweedpsu eds ISE

>00 |

Sup lugble puwesps ISE pu pusesps edlpd IJowsse Jpuvaéses Administration > Identity Management > Identities GUI Page

edlps lJowsse sldos wboy Vs Idodlb 1ol ivs.



Ak Evaluation Mode 82 [

= Cisco ISE | Administration - ldentity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
Users I
Latest Manual Metwork Scan Res... N etwork Access U Se rS
Selected 0 Total 2 [ 3
P

f Delete ~
Admin

J# Change Status - oy import by Export

Description First Name

Last Name Email Address User Identity Groups

Status Username -~
admin-group

a B Enabled ¢ adminuser
helpdesk-group

O @ Enabled  § helpdeskus...

Jlogile puwctsp 22s luwetse 15 "uplds” Jdoz upsse wdssu puvcde 1U9uesd 1Js Idubeds Ieas> Jel 09 p9 oz



= Cisco ISE Administration - Identity Management v Q

@
&
&

Identities Groups External Identity Sources Identity Source Sequences Settings

Users
a1 2 Méw Metwork Access User

Latest Manual Network Scan Res...

~ Network Access User

| * Username adminuser |

I Status Enabled ~ |

Account Mame Alias

Email

~ Passwords

Password Type: Imernal Users w

Password Lifetime:

© With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password == Generate Password

Enable Password Generate Password

> User Information
» Account Options
> Account Disable Policy

~ User Groups

admin-group ~ ) .

Gp wesds) wslule lgcel Jdpuwogdpsu ks luve Idpuvcesp 99Jps 1pas) 1Eluosy wolwol: sopl IJpumwetspsy
JJpuob s eds euuos IJeedp B 1duivwds 1dpedss 1JJluuddss (WLC). olds Isual po T 2lJs IJpguegse Enabled. iz,
ILoS IJpumetse Ids presece Slo 1duods: sldos e lobliel B 1Jgb9s 4.0 pg 1J8lises Ideuuwsds pzesels Ideuvctspsy
B wolss 1Jupsde.

Gp wlouile IJpuwospso IUd3so wpo puluibeopl igdlo. 900l adminuser shel pdeskuser.

[Jgb9s 5. p o> 96 Jpuweéspsu.

l200 |

B o3l Iduwsubsy wuwpe uwsluws [Jeuob$6 1Jgluos wezesele ooz 11wl osé J ISE sldos wp odssuol puwwdl
oldoed: wldsuosd Il e,luos [Js Iduveds. spdy pdlebs pzeses lduog 030 oy Policy > Policy Sets LowWes 9lzos [Jpuwegse
IJyu9pess (GUI) IUElLos o ISE: Jpel 09 p9 oz b 030 Iduey)s. J3JY Jl glzs lJs wéss)o.



= Cisco ISE Policy - Policy Sets ! Q @ 58 o
Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
-
L
Q Dafault Default policy set Default Network Aceess 5]

~ Authentication Policy (3)

Status  Rule Name Conditions Use Hits Actions
Q
Internal Endpaints ] W
Wired_MAB
-] MAB CR
Wireless_MAB > QOptions @
All_User_|D_Stores & v
F wired_so2.ax
-] Dot OR o
Wireless_B02.1X #  Options {C:)}
All_User_ID_Stores & v
[ -] Default 0
* QOptions {§}

IJg9s 6. wgosd IUpuwegdpsu.

lzo0 |

w10 ©d9p plods cuvzsd 10389 wopssy uwsluws IUpuobds: szw cissdol sszw eds ISE ele pJ wersd IJogasd
IJ3s op lugilio puvedl (duwelz wdwsd: wlJlualids IUs puwaess Idlpesble).

Bs 03l ldpelde wop ©uodss peladle ouvesd 1dsgsd luveubl 1Us goslo [P JJzols (909 guslu IP1JElLo w926 IJezde B
IJuivods 1dpedss IJJlundIdss (WLC)) 90 p8S) puwess Ilpash 1Uss uvsop puzo luvoubl 1Us Ipzeses IJos suoes IJsol
IJeuwegse. ould voz 18 Lolde Jouodss Ipuweeseso luwoobl [Js Iuuple IJpuvegseso 1UglLos wop e wzwss JJ
02r98d £Js puweedp 9led VB8 Vs o3l IUpeld.



= Cisco ISE Policy - Policy Sets A EwlustionModo 8200y Q, @ 53 8

Paolicy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
[-] Default Default policy set Default Metwork Access < 152

» Authentication Policy (3)

> Mutharization Peliey - Local Exceptions

~ Authorization Policy - Global Exceptions (2)

Results
(+) Status Rule Name Conditions Profiles Security Groups Hits Actions

Network Access Device IP

B Address
EQUALS 10.48.38.133

© 9800 Holpdesk Users AND 9800-helpdesk-priv = o Select from list w 1 {@}

InternalUser-IdentityGroup

A EQUALS User Identity

Groups:helpdesk-group

Metwork Access Device P
3 Address
EQUALS 10.45.39.133

[-] 9E00 Admin Usars AND 9800-admin-priv b Saelect from list w 2 {@)}
IntérnalUser-ldentityGroup

A EQUALS User Identity
Groups:admin-group

» Authorization Policy (12)

o8> 1Jopld 030 IJgbgs: spdu luvogsle wslole IUlgoeb IUos op odssuol J adminuser 1Jpweésphelpdesk Jdpe ol 86 B

goues IJozde B IJubods Ipedss 1JJIwd Jiss (WLC) gu) 9lzos IJpuweese Idyuusess (GUN) 19 eo eI wovlez
Telnet/SSH.

wdgsy TACACSHWLC
IJgbys 1. leJly ¢l>e TACACSH.

lzoo | Y2V 6!

lodle Bp wlousle ISE J¢lse TACACS* eJs guue IJoede B IJuvwJs 1dpedss 1JluvdIss (WLC). spdo 1ddsle w3dd po
edlps lJowyse Servers/Groups > TACACSH > Servers oo odzs guuey ldoede Bs Iduve s 1dpedss IJJlguddss (WLC)
IJgluod w9lzod IUpwodse Idygu9pess (GUI) Idos spdo 1d9uesd lJsel W https//<WLC-IP>/webui/# aaa. i9 5l Bpo wldluesld
|Js Configuration > Security > AAA: Jpl 09 p9 oz B 030 1J,09,6.



g Cisco Catalyst 9800-CL Wireless Controller

cl
Welcome admin ®# % A & h @ o Q = Feedback .~ (W
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
Add
RADIUS
Servers Server Groups
T Server Address T Pom o
] I1SE-lab 10.48.39.134 43

1 0w

Walk Me Through »

Jluolds glse TACACS £Jss guuo) Ieede B 1duvods 1Jpedess 1JJlonddss (WLO). 1od, B9 15 luolds IUpslo, wldize,
B 1duo9,6 Igdle. 585 03l [Us B 1Jold36 1Upowtds 1Upuupb.

Create AAA Tacacs Server
Mame*
Server Address*
Key Type

Key*

Confirm Key*

Part

Sarver Timeout
(seconds)

D Cancel

gwpl ooz 1Joldss 1Jpowods: 8p wu9ds, luwe IJehe (Jl szw o sblud luue wble ISE). guolo IPIJEILe woi ldpdule
|Jrou'bo_)¢J; LJfoogé') IJ,o,_,»o@p.gUpoJ&.

B 030 [Juld3s lUpuw o 86 Szo edsy ©9ds):



luve IJgbe (Jlzb lue Jl szw lu sblwd luue wlble ISE)
o eu9lu IPJUEDLe

o ow Wdeuinend wso goues Woede B IUubwds Ideedss IUJluuddss 915 TACACSH

Spdu wdasu pedele 185680 pod 1Jpolds 1dpuwedspd Jdpuol> 86 8l peluuws: 9J9Ju 030 Jsuwe [5less soe,d Jlesl
lWwe,luos Josl Idpuwews.

PU 8lzos Lulo, 1Jisle):

<#root>

WL C-9800(config)#tacacs server

| SE-| ab

WLC-9800(config-server-tacacs)#address ipv4

10. 48. 39. 134

WLC-9800(config-server-tacacs)#key

Ci sco123

1Jg1o96 2. §p wwgssu élbp TACACSH |Us pze9esd e9lp.

l200 | ool o:

B 2lJs 929> g9lse TACACSH g6 spdu luwagslpol JJpuob$s: $9008 wogssu zpse 030 IUgsbe [Us pzeses 1Jesle
OO wol. 9ELIEd wowpe 9236 [Jwpde Vs IUubwds 1Jpedss IJJlgwdIdss (WLC) woysse I.Jia,oIJ Jeuobdle pgodus sy
[Jg9bp WO pzeoesd IJesbe. swp wdssu peesele g9lbp TACACSH puServersGroups > TACACS > Server Groups eJles IJow9se
PO USw o6 9206 IJpwegse lyuw9ess (GUI) 1desds,s B 1Ugbes 1. 9ldpy oz S 1Jues)s.



g Cisco Catalyst 9800-CL Wireless Controller

cl
Welcome s # © A O Mm@ Q &= Feedback (W
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
RADIUS
Servers Server Groups
Name T Server1 Sarver 2 Server 3
= ] TACACS-Group ISE-lab Ml NiA

Walk Me Through »

Jouwes Jlousle 1Jghe cbo, G836 poocds g3 1Jod) 896 1, 1uolss b 1bly 1ULo9,6 lduwleds. Sl e oe B
1Ju29,8.

Create AAA Tacacs Server Group

Name* TAGACS-Group

Group Type TACACS

Available Sarvers Assigned Servars

ISE=lab

D Cancel

Bs IUBlisps 1dpuw s §p wouwpss IUpzeses sludd IUesle IUplbdsws [Js Slises 1Ugsbe 1dpesus.

o0 91206 Lulo, 1Jigl

<#root>



WL C-9800(config)#aaa group server tacacs+

TACACS- G oup

WLC-9800(config-sg-tacacs+)#server name

| SE-| ab

IJglo9s 3. §p Lluusle bys88 wuwesd 289d puolb§6 AAA o s, lJs peesed e9lbe TACACSH.

lzo0 | ool o

O pu Lo Izohttps//<WLC-IP>/webli/#/aza 9lz 06 |Jpwegse | yum9ess: luedd |Js AAA Method List > Authentication g Jle6
IJowsse: 98 wluuble bysds puolb 36 Jel 09 9 oz S IJuo9,6.
g Cisco Catalyst 9800-CL Wireless Controller

CIsco
# © A B & 0 e o Q & Feedback
Configuration - > Security~ > AAA
+ AAA Wizard
Sarvers | Groups AL Method List Al Advanced
—
Authorization -
Growup T
Accounting Mame Y Type T Type Group T Group2 T Group3 T Groupd
0 default login local MjA /A MiA MiA
radius-authe=
m] e login local RADIUS-Group B/ M LT
acacs-authe- .
ICACE: SUthe login loeal TACACS-Group NIA MiA NI
méthod
1 10

Walk Me Through >

Jpl 09 peolsc gudpl ouwegse ) luolds Jluile bys§s puol> 96 wlboy uld3s puweds JJodssu: pelods JJuldss
IJp9 02 B 030 IJo9)6.



Quick Setup: AAA Authentication
Method List Name®
Type* @

Group Type @

Avnilable Sarver Groups Assigned Serar Groups

radius TACACS-Group
Idap

LACACS+
RAMUS-Group

[ ‘D Cancel J

B o3l IJlbl) Idpuoed §p wo9ds) luwpe J‘Jiw‘_lg..,‘glto) lJJolod wluwpeloging g e wluolds ¢be ldezeses 1Uss op luuvlyo
B 1Jebgs 1duwlwds Us Blisps pzesele IUgbe IJpesus. Sspl soedd wedd woe dpzpses: spdu lple IUgsss po
IJodssulo.

© Bl "use Idpeeses” pedsl soedd euwes Moede B 1dubods Idpedss 1JJluwd Jss (WLC) lsdl ppl 131 Jloe
wslole leopl Idpuucsp #9296 pedsl e $e9> 16 IS Ids preses IJeshe.

o Bligese ose IJpzeses Jpzeses sde cdp wldozdd eu ldesh sese IJs peds: Blo goues Ideede Bs IJuvwds
IJpzdss 1ddlwddss (WLC) swpdd Bib oo puwstle IJeuwedse pdlod preses 1UE9lsp.

o Bligose "use 1pzeses” Jpzeses s8zuow gl leoslbs s peds” soedd goves oede B 1duiwJs
IJpedss IJJlpwddss (WLC) pu wslule leoels Idpguagse pdlod pzesgs 1JE9lbe ssuveede o Sless Ioslole

IJeedss B3b I3l Jp suvoze 1ghe. Bl $lp 1Jghe wbuwld sB8Uo: wecp puolb$8 Idpuwetse: zos slo JIo sedu o
SY9u 0929l eds Blesd IJoslole Jpeedss.

o0 9lz06 Lulo, 1Jigl 0

Bl oo wus> eedd po wslole leopl Jpuwotse o pzeses ¢9bp SSb Il Jp sop IJews, edsel peds! ol lwegse:

<#root>

WL C-9800(config)#aaa authentication login



t acacs- aut he- net hod

Tocal group

TACACS- G oup

Bl Joo erss IJoedd pu wslole lecels IJpuucese g pzpsesd t9bp BEb. luvegse:

<#root>

WL C-9800(config)#aaa authentication login

t acacs- aut he- met hod

group

TACACS- G oup

Bl Jow @ IJozdd po wslule lewpls Idpuwctse o8 pzeses el 951 JIu o3l it Jl suvezsy o beld peds: Sluwogse:

<#froot>



WL C-9800(config)#aaa authentication login

t acacs- aut he- net hod

group

TACACS- G oup

Jocal

Ss odlldpeldi ould weup Idpuvopsu Idssu op loguldel pedsl Wb sugue Idpuvedrpsu B8k eds Ebp ISE suldolds
luweisle IUgsh 1Jisd.

IJglo9s 4. §p wlogbls Iuvdaw AAA JJegasd IUss suns) I1Js pzeses ¢9lsp TACACSH.

200 | ode | 6

ol szo wgasd [dpuweése os Sup pugo 28 1J9uo9d. w8 pu LoW¥2s 9lzos IUpuegse IJyuw9ess. Configuration > Security >
AAA. luodd IJs gdlesAAA Method List > Authorization lJow9sw: 980 wlouble bysds lew el Jel 09 p9 0z B [Juo9)s.

CIsco

@ luide Cisco Catalyst 9800-CL Wireless Controller

Welcome admin & T A B € n 9 = Q &= Feedback  * [w
Configuration - > Security~ > AAA
=+ AAA Wizard

Servers | Groups Add Method List Add Advanced

Authentication

Nama T Type T Group Type ¥ Groupl T Group2 T Group3 T Groupd o
Accounting

D default BREC leeal MIA MA MAA MN/A
radius-autho- i .

O cared axec local RADIUS-Group NiA NfA NIA
tacacs-autho-

0 s axen local TACACS-Group MfA MAA MIA

1 10 »

sboy cdssu iuwdsw c89sd puwed peled Jdipvdsw 1Uss ©p cuosse g0 [ Iuwdse 228> Lluwesle 15 luplds.



Quick Setup: AAA Authorization
Method List Name*® tacacs-autho-method
Type* (O]
Group Type ®

Authenticated

Aveilable Server Groups Assigned Server Groups

radius ’ TAGAGS-Group
Ickag

tacacs+
RADILS-Group

Apply to Device

B 03l lJodssy IJpuwed: 3p w9 ds) luve Jbysds Idegssd: slew, IJuse wluwe exec. sluwegse vduw IJosese Juse
Ipzeses Ideumwese Jbjsds 1dpuob§s B IUglbss Iduwlods.

o0 9lz06 Lulo, 1Jigl 0

<#root>

WL C-9800(config)#aaa authorization exec

t acacs- aut ho- net hod

Tocal group

TACACS- G oup

1296 5. §p voessu IJb,d IUs cdssole HTTPSIJs gbgb vty IJpewogses J Telnet/SSH.



Spdu luwodsle by d 1deuob 86 9ldedss o IJos wp logildel Jlouold puvaése HTTP 9/ls Telnet/SSH. glJos spdo oIdssuol
o0 AAA Advanced > AAA Interface e Jl o6 IUowosy Idos Jl ojld po uodes GUI WLC IJes spdo 1dauesd lJsol s
https://<WLC-I1P>/webui/#aaa. Jpl 09 p9oe IS lJuo9)s.

B luthe Cisco Catalyst 9800-CL Wireless Controller
- Welcome #  AB & MeC Q & Feadback) b
Configuration~ > Security~ > AAA
+ AAA Wizard
Servers | Groups Ans Method List AfA Advanced
—
Global Config
B Apply
RADIUS Fallback
Authentication Authorization AcCounting
Attribute List Mame
Console None ~ | B8 MNone > | B None v | B
Device = ;
A VTY tacacs-authe-methody (| B tacacs-autho-methody | B None v B
Authentication
HTTP I 1ACACSE-UNE - MOty |u I 1ACacs-autho-methock Iz_‘ N v B
AP Policy

Password Policy

oL 9lgod b, IJisl e,

cldogwes Jpuols$6 9lzod ldpuwep lrumgpss (GUI):

<#root>

WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- net hod



Jeuol>§6 Telnet/SSH:

<#root>
WLC-9800(config)#1ine vty 0 15

WLC-9800(config-1ine)#login authentication

t acacs- aut he- et hod

WLC-9800(config-Tine)#authorization exec

t acacs- aut ho- net hod

Jlebb oo gos lple Iogssile eds wdssole HTTP Bpu 1JIdod lgls wuvésd éple HTTP9 HTTPS. spdo wadsd 3J9
Gluwegsle o3o IUlsle,.

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

@ 350 TACACS+ ISE
Idghss 1. G e sso g ovay Idrds G 1duiads 1ardiss 1ddIeddgs (WLC) el ) (inels J TACACSH,

lzoo |

Jesiose luwotsle eooes opde B Iuiwds Iezdiss IJlonddss (WLC) B IGume Wumlod Jzols Uinwds J RADIUS



B ISE: luwdd JJs Administration > Network Resources > Network Devices g Jlpé lJowgsy 2036 IJuvwds sldezol. Jol 09 paLoz
B oo 1Ju09,)6.

= Cisco ISE Administration - Network Resources| v ! : Q ® 8 @&

MNetwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servaers RADIUS Server Sequences More

| Network Devices

|
Default Device Network DeViceS

Device Zecurky; Selings Selected 1 Total 1 25 {3
~+ Add () Duplicate Ly Impornt Ty Export i Delete - T4
U Name ~. IP/Mask Profile Name Location Type Description
WLC-3800 10.48.39.... z Cisco () All Locations All Device Types

B ol ldpeld: wpo luols euuo Idogdpe Y6 IJuveds 1dpzdss IJJlgwddss (WLC) Jeuolb 6 RADIUS (1ze 1Js 1Ugbgs 1.
o0 IU8uwp wdasy RADIUSISE). J3Jd: sgole odssue vouwlbs [Js o Sup uedsdoe Judysu puolb 96 TACACS: 9ldss
Sedu Bedo gupl ol WLC Bis $lisps 12036 Iuwds lud) 898 1Ui ozas)- 9031 $838 [Js Bog upsse wdasu zols
IJubeds Jpol 09 p9oe B 030 IJo9,6.

= Cisco ISE Administration - Network Resources v W : Q @ 8@ @&

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

Metwork Dovices General Settings

Default Device (7] Enable KeyWrap (7)
Device Security Settings

Key Encryption Key

Message
Authenticator Code
Kay

Key Input Format
© ASCI () HEXADECIMAL

~ TAGCACS Authentication Settings

|Snared SECret sevemn Show

: Enable Single Connect Mode
© Legacy Cisco Device
() TACACS Draft Compliance Single Connect Support

~ SNMP Settings

(0 ~ Advanced TrustSec Settings

e’ Vo IJoludss 1de>ss6 §p wldoers) s uwe leshble puols 36 TACACS: 9o pdsy 030 IJlgshblo 9l uolds 1,
IJpuie,d 1dss wp bgldo loule 1Ugbes 1. oo 1 8uwpe wdasy TACACS+ WLC.

1Jgb9s 2. §p wopdsu psio "puwdsd Ideols” JJgdrs.



adics: Jl wegsle ISE Jgbpe TACACSH Szw 1o 990 Jssd 2ied wogsue bhé IJizosé: 1ol o gsue Basels o jgs o
Mobility.

wper? wiuse wlksue bLs IUizojs szw edsd wpdso psié "Il 1Jize;s8" JJe 88 Jowedo pu luuwesle ISE Jgbe

TACACS+. 9JJBsle w3dd: Gp wogys) odssu 896 uuiy ISElJpuweses. sldos spdu Idewy, edsol Administrator >
Deployment [ udJ. 9lud, 898 luwpeol 19 Bp w3JI wpuuless I, Edit.



s Q@ B @

= Cisco ISE Administration - System & Evaluation M
Dreployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
Selected 0 Total1 [ {3
» 3% Deployment |
PR T4
2 PAN Failover
= Hostname ~  Personas Role(s) Services Node Status

STANDALC... SESSION,PROFILER

3] Administration, Monitoring, Policy Service

WP B ulW3é ISy IJEE26 wedd pu ESh wpdsu 8306 116 1Iz036 Loew Buwe "¢306 IJuoz" Jel 09 p9oe B 030

lJ29,6.



y Fcy (=]
Q @ 8 @

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Uparade Health Checks Backup & Restore Admin Access Settings
Deployment rployment Mod i) Ise
Edit Node
= Deployment
M. PAM Failover General Settings Profiling Configuration
——
Hostname 58
FGQDN g8 citdo. com
1P Address 10.48,39.134
Mode Type Identity Services Engine (ISE)}

Make Primary

Fole STANDALOMNE

Administration

~  Maonitoring

Rale FRIMARY

Other Monitering Node

[[] Codicatod MnT

Palicy Service

~ Enable Session Services
Include Node in Node Gioup MNong
Eraibla Profiling Service
'_: Enable Threat Centric NAC Service

] »  Enable SXP Service

Enable Device Admin Serdce

| Ensble Pasaivi Identity Saevice

» pxGrid

Reset m

[Jgb9s 3. §p wluble w9uos8le TACACS: dlzle IJlposls.

l200 |

JJewesd eds 2898 1dsuesd JJpuwisd: sdipadminuser iv sdso puwess IJlpash 15 9lJss suwez wldswesd Ids bods
pbolJoo exec. pu wleso ié)& Jlhelpdeskuser szwlz IJi‘OJ 1Js 90209d p9zo igl,oJ EXEC |Js Shell goldelds spdo wgssoo
cewoss lposh 18 po 15, Jogsso puvass Ilecsls Ipoluve Jdpuwotspsu: spdu luvedsle pddle cersd 1Jogssd.
Spdu wdysy odo IJguluo) pu LodzeWork Centers > Device Administration > Policy Elements glzos IJpwogse |Jyuu9056 (ISE)
Iuwdd edles lJowssoReslts > TACACS Profiles Jol 09 9,0z Wi 1JLo9,6 IJolJss.



= Cisco ISE
Overview Identities
Conditions

Livrary Conditlons

Smart Conditions

Network Conditions

Results
Allowed Protocols

TAGACS Command Sets

|W0fk Centers - Device Administration | Fy

Q @ 2 @

User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Mora -

~ TACACS Profiles

TACACS Profiles

Name

Default Shell Profile

Deny All Shell Profile

105 Adrmin

105 Helpdesk

WLC ALL

WLE MONITOR

Type

Shell

Shell

Shell

Shell

wLe

WLG

Rows/Page & ~ 1

Description

Default Shell Profile

Deny All Shell Profile

Assigned to each user in the group admin- group

Assigned to each user in the group helpdesk-group

WLC ALL

WLC MONITOR

Go & Total Rows

Jodosu pdd wgjsd TACACS 2o$o: iuuo'@p IJs) "luol8s" IJss sBoe wedde wdssy pdud IJog s IJesss Idpeled J3Jd
1Jp929> B 1Juo9ss. Szw 1o sws9 03l 1duessz wodl Iduvdd wuvdd ¢lue Jodsse pdB IJog)sd IUss sop wessue s
adminuser (9lJ>s 09 wluwwsle puwess lposlsle shell 15).



= Cisco ISE Work Centers - Device Administration g 1 Q @ L3 &

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Maore

Conditions y AGACS Profiles > 105 Admin

TACACS Profile

Network Conditions >
Name
Results o 105 Admin
Allowed Protocols
TACACS Command Sets
Description

TACACS Prafiles Assigned to each user in the group

admin=-group

Task Attribute View Raw View
——

Common Tasks

Common Task Twe

Default Privilege 15 ~ (Select 0 to 15)
Maximum Privilage 15 ~ (Select O to 15)
| Access Control List b
] Auto Command =
] No Escape ~ (Select true or false)
] Timeout ~  Minutes (0-93999)
| 1die Time ~  Minutes (0-9999)

Custom Attributes

Type Name Value

No data found.

cancel m

), 1gpdss Jpdd helpdesk I g s, J o3l IUIgs): IJoduos, lewsls as maximum leosls. Il oo [Js 1.

IJgbgs 4. logvle pppsgle puwedpso eJs ISE

03l 09 U wo pg 9L B 1Jeb9s 3. pu IUBwe wdasy RADIUSISE py o3l IJpuoos.
1Je96 5. §p Llouble IJpyuegspse eds ISE.

03l 09 U wo pg 9L B 1Jeb9d 4. pu IUB e ©wdasy RADIUSISE py o3l Idpuoos.

IJgkoss 6. lugble pze9es woz puussd IJzols.

lzoo |

cldogwos JJsuesd IUs RADIUS: Cezss lousle Idpuwegspsor sbd pu 1duoios werssd uvslusle 1deuolb 36 sldodss o
IJglo6 wop eds ISE Jpuzop 2898 IU9uosd IUpuluwas. wuueise puols§6 TACACS pzesele wog puwdsd IJzols Jodo IJElss.
sldos spdu wdssuol pu Work Centers > Device Administration > Device Admin Policy Sets GUI Paged ol 09 p9_2¢.



= Cisco ISE Work Centers - Device Administration L a @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Maore
Policy Sets Reset Policyset Hitcounts
EI Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View
Q
Network Access-Device IP Address
il | [=] i i P
] WLEC TACACS Authentication Bl eoiiniii0ae 510 Default Device Admin ~ [ {@} >
0 Default Tacacs Default policy set

Default Device Admin G v o {(:)} >

Jloble pzesgs pwsluwle JbLs Iizess. luvagse 15 "luolds" IUpdle, lddsu Iize) B 1Ju09,8 Iduwlods: $8ss o3l s
luol8s euuo, I1Js Blises pzesele Iduog. Ge wwsds) luve JJpreses IJos wp luusldel 2asel suisb sze cbosdol weoo.
sldesvesddlclouuduud 1Jgbe 1Jpuwpse wo (oul Default Device Admin ol sIBs). Iuvagsp IJ5,Save Jlwols | olds pzeoesd
IJoog sluwegsle sluw Iduwoe 1Jesz9s eds Spsue JUsuosd Ids wodes IJedssy 1Ugluos wo. del sbo, gds IUuodzs
IJpgr9026.



= Cisco ISE Work Centers - Device Administration A EvaluationMode B20ays Q. @ (@ &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Palicy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[ ] WLC TACACS Authentication B Network Access-Davice IP Address EQUALS 10.48.39.133 Default Device Admin & v o

~ Authentication Poliey (1)

Status  Rule Nama Conditions Use Hits  Actions

Q

All_User_ID_Stores & v

-] Default 5 [ {@}

Options

» Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

~ Authorization Policy (3)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions

Q
o InternalUser-ldentityGroup EQUALS L

[-] Helpdesk users authorization &% _“ iy sl AllowAllCommands e 105 Helpdesk & v ] {"9}
Identity Groups:helpdesk-group
Internallser-identityGroup EQUALS User

-] Admin users authorization A Z . ci o AllowAllGommands b 105 Admin & v 1] {@}
Identity Groups:admin-group

©  oefan DenyAllCommands w Deny All Shell Profile < LI

©@9p pee9sd IJuog 1dpesd "puol> 96 WLC TACACS' W o3l ldpeld vouodss Idbdole weusly IPIUss suvlas Idpeld
C9800 WLC gu9lu IP.

Juoz puob 88 wp oy 1J8less IUIG e luoss Jivel olds leoslele IUlpuwesle. wp lesh Gleses wdss o

o sop ouugsd IJgsh 1isd gwsel suces Ipuwedse IUs 1 pzesesadmin-group I pg 5 86. 909 Suwpe weese IJile,
(e IJBless Il el ossPermit_all) sseso IJlewsls 15 (v pdd og s TACACSIOS Admin 1Jees>).

o sop wubgsd IJgsh IJelus ewel suces Ideuueese [s | prese shelpdesk-group I eg,96. 09 Suvpz JJ Te) (p0
2JIJ Permit_all 1UGless 11l uoss) 988506 leesh 1 (po U pdd g5 TACACSIOS Helpdesk e ,09).

o 1dopld 03 IUgbgs. spdu luvegsle wslule Idlge el IJos wp odssuel J adminuser IJp o> pschelpdesk JJpeol> 86 B



e, Woede B IJuiwds 1Jpedss IUJlunddss (WLC) go, 9lzos Ideuvatsp Iyumspss (GUI) Iy wluvegsle wovlez
Telnet/SSH.

loveduuled IJigble gl odlzol

51 I glsp RADIUS Ul 0 wd $e9de Lhuwld wwes RADIUS Joge 1g3p6. Bspdod Ilualds eds eous, doede B
oo ds IUpedss Iddlowddss (WLO) :

radius-server attribute 6 on-for-Tlogin-auth

I duuld Igble 9lz08 IJpuuegsp lUyumwspss (GUI) IUglLo6 w92é Ideede B Idubuds 1dpedss IUJlunddssé (WLC) Iy
9029J 91206 Lulo, 1Jisle, (CLI) g0y wy9099d9d RADIUSITACACSH gl o woess Idepdp B Iduivwds Idpedss 1Jdluvddsé
(WLC)

o0 lzd luwed ol Tgble 9,09d TACACSH |Js 9lz08 IJpuwegsp IUyuu9ess (GUI) Is glzos yuls, 1Jisle, (CLIY Igloédebug tacacs
w9236 Idoede B IUuvwds 1dpedss IJJlundIdss (WLC) sluodlzel Bp wluosh Il Lldluolds [Js Liluis 1Jpelbos 1k 856
IJlsds 9punlors IUIEle [Jpolui,y g0 lp)le pelodé ouwzsd IU>gsd.

eds uwosd dpold s@89p wuwesd 1Usged IJulze 1U3s sougo ouwesd 19z pw adminuser IJewoésp wlouile o3l 1JIE)lz.

<#root>

WL C-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging 1is on

WLC-9800#

Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) login timer started 1020 sec timeout Dec 8 11:38:34.684: TPLUS: pro



980U pdlgbs 1o glbe TACACSH s 28 pu 030 Iduwadle IJleesls IJuozse (909 AV priv-Ivi=15).
gl ©89p wp o186 RADIUS: sbo,) [z wuozst peled: sldss soedd wyds p)9) RADIUS

IJiPJ debug aaa authenticationgw>J! po 3JJ.debug aaa authorization g, o $lises IUb,@ l1Jos swe lgoshel wsluwbs suuo) IJozdp
VO Iduveds 1dpedss IJJluwddso (WLC) eus pelads Idpuwegse ouvesd [J>gsd.

I duulad igble 9lz08 IJpuucgsp lUyuwspss (GUI) IUglLo6 w96 Ideede B Idubuds 1dpedss IUJlunddssé (WLC) I
IJ9uo9d 1Jss slzos ubo, IJlsle, (TACACSH) g Slzod Idpuwcise Idyumsess (GUI) IJpwsld8s oe pesh ISE sluodizel

o0 |Juodes Operations > TACACS > Live Logs: spdu £)u2 JJ puold 96 puweise wop pe TACACSH pos 1) 24 Lulgs.
Josuwse oBluosd olys o is puol> 96 TACACSH, iu.uoé.)p w devdluosd lUpoedd wosl IUgse.

= Cisco ISE Operations - TACACS | Q @ 2 &
Live Logs
—
Refrash Shaw Within
Never v Latest 20 records ~ Last 3 hours W
Logged Time Status Detalls Ildentity Type Authentication Policy Authorization Policy Ise Node N
X e Identity w Authentication Poliey Authorization Policy Ise Node N
Dec 0B, 2022 06:51:46.1... u IEI helpdeskuser Athorization WLC TACACS Authentication =... ise W
Dec 0B, 2022 06:51:46.0... [ -] a helpdeskuser Authentication WLC TACACS Authentication > [T W
Dec 0B, 2022 06:38:38.2... n o adminuser Authorization WLE TACACS Authentication =... ise W
Do 0B, 2022 06:38:38.1.., a adminuser Authentication WLC TACACS Authentication 2,.. Ese W
Dec 0B, 2022 06:34:54.0... Q adminuser Authorization WLC TACACS Authentication >.. ise W
Dec 0B, 2022 06:34:53.9,., u a adminuger Authentication WLC TACACS Autheéntication =,., ise
Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time) Records Shown: 6

ews lJuguwse: wusghelpdeskuser pzlods puol> 96 wlzes Joso Il 96 Jel sds:



Cisco ISE

Overview Steps
o 13013 Received TACACS+ Authentication START Request
Request Type Authentication
15049 Evaluating Policy Group
Stetus Pass 15008 Evalusting Service Selection Policy
Session Key ise/459637517/243 15048 Queried PIP - Network Access,Device [P Address
15041 luating Identi i
Message Text Passed-Authentication: Authentication succeedad &l Evaluating Identity Policy
22072 Selected identity source sequence - All_User_ID_Stores
Usarmame helpdaskuser 15013 Selected Identity Source = Internal Users
Authentication Palicy WLC TACACS Authentication >> Default 24210 Looking up User in Internal Users IDStore

e i 24212 Found User in Internal Users IDStore
Selected Autharization

108 Hel, k e
Profile elpdes 13045 TACACS+ will use the password prompt from global
TACACS+ configuration
13015 Returned TACACS+ Authentication Reply
13014 Received TACACS+ Authentication CONTINUE Request [
Authentication Details [ Step latency=31 49ms)
15041 Ewvaluating Identity Policy
Generated Time 2022-12-08 06:51:46.077000 -05:00
22072 Selected identity source sequence - All_User_ID_Stores
Logged Time 2022-12-08 06:51:46.077 15013 Selected Identity Source - Internal Users
Epoch Time (sec) 1670500306 24210 Looking up User in Internal Users IDStore
24212 Found User in Internal Users IDStore
ISE Node ise
22037 Authentication Passed
Message Text Passed-Authantication: Authentication s ded 15036 Evaluating Authorization Policy
Failure Reason 15048 Queried PIP - Network Access.UserName
15048 Queried PIP - InternalUser.ldentityGroup
Resalution
13015 Returned TACACS+ Authentication Reply
Root Cause
Username helpdeskuser
Network Device Name WLC-9800
Network Device IP 10.48.39.133

IPSECHIs IPSEC Device#No,LocationHAll Locations,Device

Network Device Gi s
il TypetAll Davice Types

Deavice Type Davice TypeHAll Device Types
Location Location#All Locations

Deavice Port tyS

Remote Address 10.61.80.151

900 03l spdud lu ey o wpw puol>§8 IUpuueésphepdeskuser Luzle eJs zolsWLC-9800 1w Jé wpuwless wopgWLC
TACACS Authentication > Default I pol>§6. £J196 Js 3Jd: wp wessolOSHelpdesk pJud wg)sd [Jegasd Josl Idpuuweese:
90p puzo pureds Idlpesls 1.
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