odysu psjd wu9d buwle WLAN gJs Catalyst
9800

lJpzogsle
| 9300

el dole 1wl w.sé

Lpclo ol

lJoz. 9.9 oo AireOS WLC
lowod vl Iizble oo lzol

lJoz.8.9 o0 AireOS WLC

lJp 95,00

SueW o3l IJp o JsWss wdysy yvwds pedso JluwdIdsse (WLAN) eds uwvsulss
thes/bouwle Cluwegsle sedle IJoedp IUJluwJIse Catalyst 9800.

lJeobdole IUIuljusé
lJpolbdolo
9008 Cisco iy oday Jrsd pe,uds Lldpsluose IJoldss:

* 9029J 31208 w19l (CLI) Is 9,09 91208 puwetse Idiumspele (GUI) IUs spale IJopde
IJJlpvdIso

s Jpdluss IJoudd eds sedle IJozde Vs yuvewds LAN IJJlgwdIdss (WLCs) oo Cisco

s gpdlo lJogdp 9800 IJJlpwdIsé

* AireOS WLCs



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

« AireOS WLC IJl_osl, 8. 8 MR2 (spdud ls ol luveésle Lo, eluos 8.5 Jogss Idwedpe B
loosly sl (IRCM)) |

+ 9800 WLC IJlesl, 16.10 19 ool 1258

* up9dz wdgsy 9800 WLC

op |uu.u|c Urog_dgplu Ugl_,.)o u_95 o.>| |Jrouuuu.) ,Du Ulz_o_)o I._Jpgag.w x_9§ WSSO pE_deo z_luoo

lJodosy

030 pSj06 wwwde gbé Juvsubsyole 9,09d Guest: Jluole zpse 2rdle P9 lJoslole po
IJeedle [Us 0dbs €19z 91236 pu IJpuwess IJelde: zos Bl i IJgpdle slogo po 92sle wpde
9p91 88 Bedsé peoduds. 9B, vd§ Idoudd TJss Jludle 2,96 1dp,9) pei9dé: wel luol wgw,
lJuveoJé.

wsubiss Idbuwle/Ndizoos wso 9800 WLCs

SueW o3l yusubsy IJleuly plxe 209156 9800s suve g pJ.

Jodo Huwe wslus: leoly plxs zudlje 9800 WLCs



Foreign-9800 WLC
s Mobility Tunnel
Anchor-ssid

Anchor-9800 WLC

@/ Anchor-ssid

wldogwes Juvsoubsgole Los lpdluss IJoudd: 8922 d9lu sssuwslo Jegsle IJwede:

* 9220 wedp gheso: weodd 9zr6 Ideede Vs IJuve o IJpedss IJJluwdIdso (WLC) oo
IJbo 96 2 ) lJzloe IJdluwdds. wpogs eds vidlb 9,09d pouodd wol. swp wuopsU
2ese I ey 1depsd Jduvedle 1dpedss 1dJlgwddss (WLANS) 1de,oobs O v
IJoouldd dbusldol lds 1dpyuws. luol JI oz pedsl.

* 9236 Idogdp Vs IUhuwle: 030 05 w@bo IJE )9z JJbw 806 3. 09 suwede IJz)Jo ig-.élé U
IJzob cede ghzs 98 Buws I suos Iiwsu s w19, sled Idperz udbs (VLAN). 3o os
1Jodbs 1Jos s Bsol IUgpdle s [Jubods 9oldolds lawe [Jpows.

89 Ll 1JsLo9d U296 eds guues Ideede S 1dubeds 1dpedss IJJluwdJdss (WLC)
IJ¢hzs ww WLAN SSIDs 9Jol £J1pé wog pEsws wywb pJd wg)sad Iuvuds Idpedss
IJJluwdIss wpdd og)sd Iduwsluws [dpolgwe. guspl soued gpsd JlgvdIds o« SSID ol
Souwd zols Idoede IJgbes JJI pui luwe SSID 909,089 Iduwsluws Jzjie po pedsple I psd
IJs euwes IJogde WLC Jdpyuws. eos Iluwedle sozdd euuos deede S Iduvods
lUpedsé IdJlundIdss (WLC) 1J2lue wldboulb po ldodsse IUglue wo Jsblod Iuwe SSID
93JI lywp pdd wg)ys Idgusluws. wez)d o oge,) blo 1U b WLC gds oblo@: Wluol
obod Jodssu Ideblod Jol 9udbs 19z eds Iepsd IUluudds. J3dY: po 1dgongns 1o
coblod lywele 9odssule pdVdle oy Iduwslgus 9 WLAN gds JJ po WLC 9800 WLC
lIJ¢bhzs 99wl 9800 WLC o |pwoeule VLAN opu pdod og)sd Iduuslyws.

% pdlebs: spdy i ooblo® iu.uph: pJV weHsW Idyveds Idpedso IJJluwddsse (WLAN)
e weHsS IJuwsluws pg I pu pruws 9800 9 9800 WLC IJghzss.



od9sy pdV ¢hhzs 9800 Llywesle pyuwls 9800

1J¢b9o 1. §p Llouile 088 Ylodss IJoudd vsu euuay IJogde 9800 WLC IU¢Lzs seuwa)
IJoede 9800 WLC.

lve suvobse lpde 03l 98.586: S 256 1b9,9.J9z.¢ 156 28136 9800

IJg1096 2. §p wluusle SSID IJpbJsw eds JJ pu 9800 WLCs.
Iuwldse IJlele 1Ups8906:

. Vo

* poubg MAC

+ PSK

* Dot1x

* puobBs Idsse Ipedso/lehess (LWA)
o 1Jpuo1586 1Upydjse JJuvods (CWA)

% pdlebs: sgu i SY9u JIJ pu gpdle Idoedpe Bs Iduveds Idpedss IUJlgudIdss (WLC)
bb,l5 9800 W w w9g IJodasu: 9ldl Ju wgpd gpdso IJLuwls.

lJglogs 3. yugd 1U>g9d IJs guuos Idoedp Bs Uuiu_:dé lJpedsé IJJlgvdIss (WLC) IUghes
9800 923> gusly IP 1Uglue welpd IULuwle 9800 WLC | jwdd pdwd wgrsd Iduwsluws.

loe®wd lJs Configuration > Tags & Profiles > Policy > + Add.


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName*

anchor-policy-profile | WLAN Switching Policy

Description

Enter Description | Central Switching

Status ENABLED . Central Authentication
Passive Client B oseeceo Central DHCP

K K K

Encrypted Traffic Analytics . DISABLED Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

eJes Mobility gJ1e6 lowssw: 8 goslo IP1JElLo w)lul 9800 WLC.




Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

=| Save & Apply to Device

Uebos 4. Lok pdod o Iuoz wlduvwds 1pediss 1JJluuddss (WLAN) sz gdles IJwoz Ipesus Judlb Is osJ

[Jpde,uo w9esd lJopde IUEhzss IJos wisp yvwds WLAN odo.

lowdd |Js Configuration > Tags & Profiles> Tags 98 wluuile 91> 228> 19 luvagsp 1Jp9e9s.

Edit Policy Tag x

Name* | PT1 |
Description | Enter Description |
WLAN Profile + Policy Profile w
0 ‘ 10 - ‘ items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | anchor-ssid vl

| Policy Profile* anchor-policy v
e —
=) v




olds pu lgoshd Update & Apply to Device Jolbousd IJeéss)le eds edlps [Juog.

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile -
anchor-ssid anchor-policy
1 | 10 - ‘iter“s per page 1-10f1items

| upcats & Apply to Dvice

1J2196 5 (I2oshss). $p wogssu edlps IUuoz Judbs 1Uso9J |5 ozl puU ivol 0292936 wlJded wol.

lue’d |Js Configuration > Wireless > Access Points > AP name > General.



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MAC 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1ff0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
- 1 10S Version
AP Mode | Local v |
Mini 10S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.39
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST1 v
' ! Static IP (IPv4/IPvE) | 11.11.0.39 |
RF | RT1 v
' MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
-1 Update & Apply to Device

% adicks: 1e e luo I3l Gpo wlple wgss) Bs edles AP Les lposl,JUpdate & Apply to Device Blo wdbs 1909 wess
oubgsd CAPWAPIJ¢l o6 wol o) 1o J3dY b houlboel weuuo) Idozde Bs IJuveds 1dpzdssd IUJluudIdso
(WLC) bb,l; 9800 ¢p oumwwgso.

p0 9lz0s uwb, 1Jisle):



Foreign 9800 WLC

# config t # wireless profile policy anchor-policy # maobility anchor 10.88.173.105 priority 3 # no shutdown # exit # wireless tag policy PT1 # wlan anchor-

IJg 96 6. ywed 1U5¢g9d Jywb 9800 WLC 950 Llouile pJud o) yusluws Iyub. olds pu lue szess eds oduw [Jluwe
IJ>s iuuoé_),ooo eds Wlise Idopdpe B Iduvods IUpedss IJJluwdIdss (WLCs) Uiaov‘,‘sé 9800.

loedd |Js Configuration > Tags & Profiles > Policy > + Add.

Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ | anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device

loedd [Js Mobility eJdlps lJowsse 9ldepdsy Export Anchor.s,uis 03l guues Idoede b6 Iduveds Idpedss IJJlgwddss
(WLC) b, 9800 |Jss o gouo, IJoede B 1Jubeds 1 pedss IUloeddss (WLC) IUgloo oldyub 9800 Jis ubods ppdiss
Jluwddss (WLAN) oo pdd og)sd [duog odl guspl oyund guue) Idoede Vs IUuvods 1dpzdss [Jlguddssé (WLC)
Iizowss 9800 1g pJle 1 gouo, IJoede B 1Jubods 1 pedss IUloeddss (WLC) IJgloo oIyl 9800, Bluol wede £
Jods WLAN 90J0 og)s9 Idumsluws IJJsso wp wessu Idepsd Jopl: soldolds Slo goues Idede S 1duveds

IJpzdsé IJJlunddss (WLC) 1Jglue wldywlo 9800 s bs pJd wesd usluws peds umsop luwagsleo.

% aics: szo 1l 0@9p vodsss ubls) IJooudd 9ouosssol Bs wduw 1J9de. 03l wsubsy wdasy £y walde:

~ tITES: sz 1l ogveap lesl cuoas) Ieauus: Jis e oersd woz provb wpdd ogrsd WLAN edis 9236 wede



% slo udlb 9409d. 9031 Spug wo SSID: J3JY szw luweésle o3l Iduoz euoss! Joblissd Iocowse.

Add Policy Profile al

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority
g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

pU 9lgod Lub, IJisl e,

Anchor 9800 WLC # config t # wireless profile policy <anchor-policy> # mobility anchor # vlan <VLAN-id_VLAN-name> # no shutdown # exit

Foreign 9800 WL C - Anchor AireOS
S 03l lesls IJuwsuliss s plds 2136 9800 WLC sJou lpweg pde Jizuws pe Aire0S Unified WLC s weg od Jldpygws.

Catalyst 9800 Foreign - I, e I bsbes Juiwds Luvle Aire0S



Foreign-9800 WLC

\— Anchor-ssid

wdosu 9800 ¢hzs pe wowse AireOS

1296 1. §p wlouuble 088 JJoudd wso Foreign 9800 WLC 9 Anchor AireOSWLC.

izJo 03 98,8 §6: (s 56 X 156 248136 9800

IJgb9s 2. §p vlousle gvodle WLAN IJplbdyos gds JJI guvodos WLC.

iwldse Jielo 1Jpse9p6:

¢ Vop

*  puig MAC
+ PSK

* Dotlx

* pwebdd ldsse Idpedse/ldehess (LWA)

o Jpuobds IJpsydsss JJubods (CWA)

Anchor-Aire0S


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html#anc7

%4 pdigs: szu lu sdso JIJ pu AireOSWLC 9 9800 WLC o w wog lJodase: sldl Ju wepd gpdss IUbuwle.

1296 3. §p vouwesd IUsgsd IUs guuos Idoedp s Iduveds Idpedss IUJlguddss (WLC) byl 9800 (IUss sepd Jpdd
SE8D ¢hzs) 98p wluuble pdBd ogrsd Lusluws [Jhuwle.
loedd IJs Configuration > Tags & Profiles > Policy > + Add .

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Confguring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ ‘ anchor-policy ‘ WLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching v

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association Y
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=/ Save & Apply to Device

lvodd lJs Mobility gdles IUowsse slge) suue) ldogdpe AireOSWLC. ©@9p guuo) Idoede bs IUuveds [Jpzdso

IJJluwdJisé (WLC) bo,l; 9800 Llglss wozso 2yds )9, SSID IJpdesus wpdd wesrssd Iduog o3l lds Ideyuws 1dss e l@oshe.



Add Policy Profile %
General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
&J 1088.173.105 | Tertiary .. v €

No anchors available

= Save & Apply to Device

IU1096 4. hubb pdod o )sad Iduoz wlduvwds 1eedess 1JJluuddss (WLAN) sl¢J edles IUuoz IUpesus Jodlb 109 09

IJp8e,06 woed ldopde IUghzss IJos wigsp uuwdé WLAN odo.

loedd 1Js Configuration > Tags & Profiles> Tags 98, wlouile les 2385 19 Iuuegse 1Jp9z9.

Edit Policy Tag x

Name* | PT1 |
Description | Enter Description |
WLAN Profile ~  Policy Profile v
0 ‘ 10« ‘ items per page Mo items to display

Map WLAN and Policy

WLAMN Profile* | anchor-ssid v |

| Policy Profile* anchor—policy{ v
—
EE




olds pu lgoshd Update & Apply to Device Jolbousd IJeéss)le eds edlps [Juog.

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile -
anchor-ssid anchor-policy
1 | 10 - ‘iter“s per page 1-10f1items

| upcats & Apply to Dvice

1Ueb96 5 (180shs8). Gp woessu [Jesde s 0bs 9,09J 19 wedd pu lue sewss edse wldded.

lue’d |Js Configuration > Wireless > Access Points > AP name > General.



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MAC 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1ff0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
- 1 10S Version
AP Mode | Local v |
Mini 10S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.39
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST1 v
' ! Static IP (IPv4/IPvE) | 11.11.0.39 |
RF | RT1 v
' MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
-1 Update & Apply to Device

% adicks: Jo eds ede 109 Bl Bpo wlple wiss) Bs edlps IUsuo9d wes lgesl,JUpdate & Apply to Device: )y wdbs
s o9d wess ouvgsd APwap lJgluos wol o) IJud e J3dY b s hoolbol pg suuo) doede Ss Iduvwds
IUpzdss IJJlpuddss (WLC) byl 9800 & p wuuag sso.

p0 9lz0s uwb, 1Jisle):



# config t # wireless profile policy anchor-policy # mobility anchor 10.88.173.105 priority 3 # no shutdown # exit # wireless tag policy PT1 # wlan anchor-

|Jab_90 6. &p VQ&J)@Q AireOSWLC dp)u.us.

wwed 103¢9d 1Jis Aire0S sloc$d 1ds WLANS > WLANS. ige) Idgwoe s 101,38 1Jispo p0 wod Iduibeds Idpedss
IJJloud s (WLAN) JJoodd 1 1J8lses [JpoousJs slée, Mobility Anchors.

lllllllll L
CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
b WLANS Current Filters  None [Change Filter] [Clear Filter] Create New 4  Go
WLANS
b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN LG g : Enabled [WPAZ][Auth{PSK)] a
2 Remote LAN &0z = Enabled None a
3 WLAN fEms—cmcncouc——c e el e Enabled Web-Passthrough (-]
4 Remote LAN = - Disabled B02.1X, MAC Filtering ~]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
B02.01u
Foredgn Maps
Service
Advertisements
Hotspot 20

g0 gJds 056 IJpsuws Ipzds.

MONITOR WLANs CONTROLLER WIRELESS

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create |

Switch IP Address (Anchor) | local =
Priority 1 | 3%]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority(default).

o0 9lz06 Lulo, 1Jisl 0



> config wlan disable <wlan-id> > config wlan mobility anchor add <wlan-id> <AireOS-WL C's-mgmt-interface> > config wlan enable <wlan-id>

uble IJougsd Foreign AireOS - Anchor 9800 WLC

oble lJogugsd Aire0S gz pe pebb ivwds IJhuule 9800

Foreign-AireOS

QOOOO0

Anchor-9800 WLC

(So0000

Anchor-ssid

=

o980 pJ ghzes 9800 Lluwegsle 118 [ule AireOS

1296 1. e wlouuile 088 JJoudd wsu Foreign 9800 WLC 9 Anchor AireOSWLC.

Ive suvebse lzdo 03l 90.886: s 2,956 1090997 136 28136 9800

1ghoss 2. 3p wlogile SSID Ipbdse £Js JJ po WLCS.

iwldse Jlelo 1Jpsg9p6:

¢ Vuop


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html#anc7

© Uz MAC

« PSK

+  Dotlx

© pwebds ldsse Idpedséldebess (LWA)

o dpuob s 1dpydsss JJubeds (CWA)

% adics: szo 1o sdss JIJ po AireOSWLC 9 9800 WLC o by 0og IJodss: ol Jo wepd gpdss Ibusls.
IJgo9s 3. p wouwzsd 1Usgsd IUs guues Ideede B 1duiwds 1dpedss 1JlundIdss (WLC) bb,l; 9800 (Iss sgpd Joblbs
aob) 98e Cluuble pJW wessS Lusluws Iyl

lowdd 1Js Configuration > Tags & Profiles> Policy > + Add.clds po 1o luwpe pJW wg)sd I usluwé s 9800 09 o w e
PO 1Jogrs9 eds euuos Idoede B 1dubeds ldpedss IUJlunddss (WLC) Jouble IJogiésd AireOS. oldl SJu sged-

Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ | anchor-ssid \ WLAN Switching Policy

Description | Enter Description ‘ Central Switching vy

Status enasLen ([ Central Authentication v’

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

loodd [Js Mobility gJdles lJowsse 9ldepdsy Export Anchor.s,uis 03l guues Idoede b6 IJuveds Idpzdss IJJlgwddss
(WLC) lo,l; 9800 |Js iwo souwo Idoedp Vs IJuveds 1dpedss IJJlgwddss (WLC) 1Uglue oldyw b 9800 Jis svods peJso



JIuwddss (WLAN) cuwese pdd ogrssd IJuog o3l gusel Syuwd euuon Jozde B Iduvods 1deedss IUJlunddss (WLC)
IJgbhes Aire0SIJgpdls [Js guue) Idozdpe B Iduveds 1dpedss IUJluvdIdss (WLC) Blouo sodé o luwe IUuveds [dpedso
[JJluvddssé (WLAN) 1Uss op oessu Idegpsd Jod J3JY Blo guue) Idoede Vs Iduveds IUpedss IJJluwddss (WLC) 1Jglue
wlJpzad 9800 sg,08 Is o dosu Liwds ppdssd Jluuddss (WLAN) peds Jluvaéslpo: ol suvaisp o3l 1Uluue Jpg 6 pJub
o8 IJuwsluws [Jpedss 1Uss uusop luvegslpo.

Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentanily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority
&Y 172605 =

&Y 1038817349 =

Anchors not assigned

=| Save & Apply to Device

% pIgES: ol oo luwogsle pdB wersd IUuvsluws o3l wuvdd zuess Jodds s ps) IJuslule po spdle IJozde
Uiaov‘ﬂsé.

p0 9lz0s uwb, 1Jisle):

Anchor 9800 WLC # config t # wireless profile policy <anchor-policy> # mobility anchor # vian <VLAN-id_VLAN-name> # no shutdown # exit

IJe¢b9s 4. o dssu suuo) Idopdp Bs Iduveds 1dpedss IUJluwddss (WLC) AireOS Jeouuo, ghzs.



wwed 1Usgsd s Aire0Ssloo@d [Js WLANsS > WLANsIoo@d [Js uwop [Juoyws B wolss Lo Idyvwds IUpedss
IJJluwdIsé (WLAN) glgw, Mobility Anchors.

alialn Saye Configurat
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
I WLANs Current Filter: None [Change Filter] [Clear Filter] Create New 3+  Go
WLANS
b Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
3 WLAN f - - Enabled [WPAZ][Auth({PSK)] [~
2 Remote LAN £ootol? = Enabled None a
3 WLAN s na s i m reru n Seem = e et Enabled Web-Passthrough (-]
4 Remete LAN oo - Disabled 802.1X, MAC Filtering ~]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ1[Auth(802.1X]] Er
SOZ.11u
Forelgn Maps
Service
Advertlsemenis
Hotspot 220

Gp wotssu guuoy Idogde Vs Iduivedé 1Upedss 1JJluuddss (WLC) 9800 Jp,yuws Jpgesd SSID osl.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGE

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create
Switch IP Address (Anchor) | 10.88.173.105 % |
Priority £ | 35|
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority(default).

p0 9lz0s uwb, 1isle):

> config wlan disable <wlan-id> > config wlan mobility anchor add <wlan-id> <9800 WL C's-mgmt-interface> > config wlan enable <wlan-id>



IJozds
Spdod luwegsle o030 IJisle, JJezldd pu odssu IJepdle 1UJluvdIsso seldoop wluwegsle SSID ¢hes/eswo.

IJoedd po Iduozs eds euwes Idoede Vs IJubeds IJpedss IJJluvdIdss (WLC) byl 9800

# show run wlan # show wlan summary # show wireless client summary
# show wireless mobility summary

# show ap tag summary

# show ap <ap-name> tag detail

# show wlan { summary | id | name | al }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

IJozdd po AireOSWLC

> show client summary > show client detail <client-mac-addr> > show wlan summary > show wlan <wlan-id>

loveduuled IJigble gl odlzol

$9W, WLC 9800 |pJlule IJewug 10slsps. 903l suopo wuwesd zese IJigble IJpoed$s wleuold Igpsd sldozss,le 9umlsd
P9 IIUbel wubdd puwc e el spdod £r00 IJiale 1JElues welbes is 2lds Buvd wes zageol.

% IgEs: Ipvoubl s zze Iduvzdle IJos oe logblol spdud Izoe wupe wvlele IJs £6 lslp.

Jesuo Wpuwble 1o zegwol 9800 WLC uvdd 1ol os: spdod Ilousld o, SSHITenet o 9800 WLC slJlshs lJs odo
IJgboslo. (elds po wuwesd IJeduws IJs pJd uuos)

IJeko9s 1. 0283 pu I Idelds Jozrs Ioede vose spdud wede Iduvedle Bs 1Usde 13s se9s 1ds 98w 9o
IJpuid 6.



# show clock

IUgbss 2. $p worese Y909 pu IUpeio Idedde Joess Idozde Iy sydog lUghess Jel spds wdsss Iduble. $938) 309 bys$6
&0 wses Juoes IJuble sldigbls |o sere.

# show logging

IJg o9 3. $p wogese lol puvass Iluvel 10slisp Jeoslo MAC Ty IP1Jezss. sedo Jubs) Iddled JJoodd eo weo
cuodss odl Idlple: 3l oo wubd B 9295 pubdds Bs 0BE IJcudd: I9 woluubs guslo MAC Jgpsd Jluwddss.

# show logging profile wirelessfilter { mac |ip } { <asaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

1Jg 96 4. spdud lal £r00 1dezess eds IJeduws 19 sedod ouwg Ipdd s ¢he TFTP Lz,

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

lJouvozse Juibs sldoooe IJogul IUJlgwddds
I3l Jp wpued IJpuwble 1Uskses pedsple JIdss Jopsss pubéd IJpudJs s> 1Jeedsd: spdud wedso wuoese IJizble
IJeuiob sldodlb 1ol b uuvb (RA). 9lJos 09, cout puvess ouoese IJigble Jzpse 1Jgpdslo IJos coddled pe

IJuinlo 1pes (£uslo MAC JJg psd B o030 1JelJs). Jopdso ouoese IJigble IJpuiob. Lee 1Js oso IUgbsle.

IJg 96 5. olds pu £3p wpdsu ingb wusese IJigble.

# clear platform condition all



IJg 096 6. $p wopdsu uinb wuoest Uigble Jeuslo MAC JJgpsd 1ddluudds IU3s coss el

owsl 030 1JIsle, el 8ws guslo macldecsd, Jpss 30 59886 (1800 &loss). spdud sl o3l 1Jsde lgoshsl
2w 2085978494 &luss.

# debug wireless mac <aaaa.bbbb.cccc> { monitor-time <seconds>}

% pdIzEs: Jo)l 906 198 pu epsd 9les Vs IJ p)6: B woubgsd IJle, debug wireless mac <asabbbb.ccee> JJJ guglo MAC.

% pdigs: Jl oy 1le vuilb 1dgpsd s eduws Idged 1,866 s sup wiisu JJ ybvse pddul sledsl Jeruoo Jlzdl.

IUgbss 7. Gp wlehs lucle Ideund s Iy IUuudsd 1Uss s pildoco.

1Je198 8. $p wls§ld cuozse Iigble Il op wuwg Ipubdds Gud luwols 98¢ IJaldws 1B luas I IJpdso.

# no debug wirel ess mac <aaaa.bbbb.cccc>

ol loduos 8 1Jps,e 9 1J debug Jluwd s sdsue 1J 9800 WLC s> o> pds pe
IJlwpe: ra trace MAC_aaaabbbbccce HHMMSS XXX _timezone DayWeek Month_Day_year.log

1Jeb96 9. §p wozese pJB uubllb guglo mac. spdod wuwg cowe RA Joglds ¢be thas v eue UIlz pouluins eds

IJoil .

IJozdd pu luwe pJB wove puwly RA:

# dir bootflash: | inc ra_trace

ot IdedS [Js Ebe ehzs:



# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone DayWeek _Month_Day _year.log tftp://a.b.c.d/ra-FILENAME.txt

&ue Idpzess:

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone DayWeek Month _Day year.log

IJg o9 10. 31 JIo 1w 1zsss Jl Sl Es 9lupz: Bdp wree Iduvedle 101dss IJos wes brsds erue waupsess IWu,
Jduwedlo eds puwess ouoest IJigble. Jl czelz Ids oo igble IUgesd p6 s 2se op Jelus Idpwedle oldded B
5156 9238 IJopdp supole Bob 1Us pde bysds &0 19e, eduosdl Jol.

# show logging profile wireless internal filter { mac | ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-filera-interna-<FILENAME>.txt

% adicds: 5955 [lz 1ley 031 [Us bele Tol Jzese puvessle Idouvesd Jzese Igpdsle 909 dos) Iz s 2 el 1uind
cisco TAC Jdpuwless b Ideedsd ¢JId oo ldpuwblo.

SpJdud |l uuwg rarinterna-FILENAME.txtlJ e zle [Js ébe ehes 19 eru00l puluins eds 1duiluie.

ot IdedO [ds gbe ehes:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

e ldpzuss:

# more bootflash:ra-internal-<FILENAME>.txt

IJeb9s 1. $p LUiIJé Liysb wuoese IJigble.



# clear platform condition all

% adigs: olds po [51J6 Linsb wusese Idigble slisel wgs aduwd Tuved vl IUigble 9]l oJlzol.

IJozdd po AireOSWLC

Spdod cugsd 03l lle, Jaldus wuilb gpsd Juwdds eds AircOSWLC.

> debug client <client-mac-add>



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



